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Abstract. The study aimed to create a set of software tools for automated processing and classification of
synthetic aperture radar images using adaptive image analysis algorithms. The study used archival data
from Sentinel-1, TerraSAR-X and RADARSAT-2 radar satellites and applies both classical image processing
methods and adaptive algorithms. The quality of filtering, segmentation, classification, and object detection
was assessed in terms of accuracy, structural similarity, signal-to-noise ratio, and consistency of results.
The architecture of the software package was developed, including modules for pre-processing Synthetic
Aperture Radar data, adaptive spectral filtering, image segmentation, and object classification. The study
implemented adaptive algorithms such as the Lee filter, the K-means variant, the support vector method
and the Ordered Statistics Constant False Alarm Rate. The developed tools were tested on satellite images
from Sentinel-1 and RADARSAT-2 platforms for different types of the Earth’s surface. The adaptive filtering
algorithm improved image quality by 35%, and performance on key metrics increased by 15-45% compared
to traditional methods. High classification accuracy, including Kappa coefficient, F1, and area under the
Receiver Operating Characteristic curve (Area Under the Curve), while maintaining computational efficiency,
was provided. Automatic detection of water bodies, urban areas and agricultural land was implemented with
an image processing time of less than 3 minutes. Adaptive algorithms ensured stable operation in conditions
of different input data quality, making them suitable for a wide range of practical applications in the field of
remote sensing and geographic information systems

Keywords: remote sensing; metrics; deep learning; adaptive filtering; speckle noise

INTRODUCTION

Modern remote sensing applications, such as environ-
mental monitoring and disaster detection, require im-
proved satellite image processing. Synthetic Aperture
Radar (SAR) images remain a substantial source of
information due to their independence from weather
conditions and time of day, but their processing is com-
plicated by speckle noise, signal heterogeneity, and the
complexity of scenes. The problem of low information
content of traditional single-polarisation radar images
limits their practical application for detailed analysis
of the Earth’s surface. To overcome these limitations,

advanced techniques such as polarimetric SAR, inter-
ferometric SAR, and machine learning-based methods
are increasingly being used to enhance image inter-
pretation, improve feature extraction, and enable more
accurate classification of land cover types. These devel-
opments are critical for achieving reliable and timely de-
cision-making in a wide range of remote sensing tasks.

The aforementioned problem was studied by A. Ly-
senko (2023), developing a methodology for using
multipolarisation radars with synthetic aperture to
obtain more informative satellite images. The results
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demonstrated that it is possible to significantly improve
image quality through the integrated use of different
polarisation channels. At the same time, there is still a
need to develop automated algorithms for processing
multipolarisation data and adapting them to different
types of underlying surface. The problem of precise
calibration of synthetic aperture radars, in particular
with multipath antenna systems, remains relevant to
ensure data quality. D.O. Vasilenko et al. (2025) high-
lighted the effectiveness of system error compensation
methods in this area, but further development of auto-
mated and universal approaches for different antenna
configurations is required.

Accurate estimation of surface roughness param-
eters from radar data is a substantial task for many
applications, but existing methods often have limited
accuracy. S. Stankevich et al. (2021) developed an ap-
proach based on inverse modelling of bipolarised radar
reflection, which improved accuracy of determination of
the roughness parameters of various types of surfaces.
The results showed the effectiveness of the method for
natural surfaces with different characteristics. However,
there is still a need to validate the method for anthro-
pogenic surfaces and develop approaches for real-time
data processing. Monitoring of vertical displacements
of the earth’s surface is a substantial component of
preventing geo-environmental risks, especially in seis-
mically active regions. The interferometric methods of
0. Trofymchuk et al. (2024) based on satellite data have
proven to be effective for detecting small deformations
and monitoring geological changes. However, the issue
of automating data processing and implementing early
warning systems remains relevant.

Prompt detection of damage to buildings due to
natural or anthropogenic impacts is an urgent prob-
lem, especially in the context of military operations or
natural disasters. L. Skrypnyk et al. (2024) substanti-
ated the benefits of the combined use of optical and
radar remote sensing data to detect damaged build-
ings. The research has demonstrated that the integra-
tion of different types of satellite data significantly
improves the accuracy of damage detection. However,
there is still a need to develop algorithms for auto-
matically classifying types of damage and assessing
their extent. Predicting the radar characteristics of
complex objects, including unmanned aerial vehicles,
is an urgent task for aviation research. Modelling by I.
Riapolov et al. (2024), incorporating the electrophysi-
cal properties of materials, provided a more accurate
assessment of the impact of structural elements on
radar reflectivity. At the same time, challenges remain
related to the accurate reproduction of multilayer
structures and the influence of external factors, in-
cluding weather conditions.

The detection and identification of damaged mil-
itary equipment is a substantial area of technical in-
telligence in combat operations. Y. Pavlov & A. Kash-
kanov (2023) analysed the experience of existing

methods and approaches to finding damaged military
equipment and showed the effectiveness of an inte-
grated approach that combines several surveillance
methods. At the same time, there is still a need to auto-
mate recognition processes and adapt methods to the
specifics of modern military operations. The develop-
ment of satellite remote sensing technologies neces-
sitates regular updating and generalisation of data on
their technical capabilities. Review by D. Pasichnik &
Yu. Onoyko (2024) of modern satellite systems provid-
ed up-to-date information on key parameters and func-
tional characteristics but requires constant updating
to incorporate new missions and the expansion of the
commercial segment of remote sensing.

In the context of developing software tools for pro-
cessing SAR images, the study by O. Komenchuk (2024)
on the use of an adaptive bilateral filter and modified
CLAHE for pre-processing dental X-ray images is an il-
lustrative example of effective noise control and ob-
ject contour preservation. The proposed methods have
demonstrated high segmentation accuracy in terms of
Dice Score (0.9603) and Intersection over Union (loU)
Score (0.94501) based on the U-Net model with a pre-
trained encoder. The obtained results confirm the feasi-
bility of using adaptive image preprocessing algorithms
to improve the efficiency of depth models. However, the
lack of analysis of the study with multichannel or phase
data inherent in SAR images outlines the prospect of
adapting these methods to radar imaging tasks.

Despite significant scientific developments, most
of the existing approaches remain poorly adapted to
the automatic processing of SAR images in real time,
incorporating changing environmental conditions,
which limits their practical application in operational
remote sensing systems. The study aimed to compare
the effectiveness of adaptive image processing algo-
rithms with traditional methods (Cell-Averaging Con-
stant False Alarm Rate (CA-CFAR), Ordered Statistics
Constant False Alarm Rate (OS-CFAR), matched filters,
template matching) with fixed parameters in the con-
text of SAR image analysis. The main hypothesis is
that adaptive approaches significantly outperform
classical ones in terms of accuracy and quality of re-
sults. The study also aimed to test the following hy-
pothesis: adaptive SAR image filtering implemented
through the median-variance module reduces speckle
noise by at least 30% in terms of signal-to-noise ra-
tio (PSNR) compared to the classical Lee Filter, while
preserving object contours without significant loss of
edge information (as measured by the Edge Preserva-
tion Index (EPI)).

MATERIALS AND METHODS

The study used archived data from three key satellite
SAR platforms: Sentinel-1 (European Space Agency,
C-band, Interferometric Wide and Extra Wide imag-
ing modes, Ground Range Detected (GDR) and Single
Look Complex (SLC) products), TerraSAR-X (German
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Aerospace Centre, X-band, high-resolution SLC prod-
ucts) and RADARSAT-2 (Canadian Space Agency,
C-band, Wide, Fine, ScanSAR imaging modes, SLC and
GRD products). These platforms provide high-quality
radar images with different imaging modes and spatial
characteristics, which can be used to form a represent-
ative sample for testing the developed algorithms. The
SAR images had different spatial resolutions, which
varied from one to thirty metres per pixel, reflecting
the realistic conditions of using satellite data for both
detailed analysis and large-scale monitoring. Both sin-
gle vertical and horizontal polarisations (VV and HH)
and dual polarisations (VV +VH, HH + HV) were used,
which improves the efficiency of detection of texture
features of objects. The angles of incidence of the ra-
dar signal ranged from 20° to 45°, covering both verti-
cal and more oblique imaging angles.

The data collection took place in 2023-2025 and
covered all seasons, including day and night, as well
as different weather conditions, from clear weather
to rainy and windy days. The sample consisted of 240
SAR images evenly distributed between urban areas,
agricultural land, sea areas and forests. This approach
made it possible to model a wide range of real-world
use scenarios and seasonal changes in the landscape.
Experimental validation was conducted in three pilot
projects, including ship and vehicle detection. To cre-
ate the reference set, SAR image processing experts
performed manual annotation independently by two
specialists, which reduced subjective influence. The ac-
curacy of the annotations was verified using high-res-
olution optical satellite images. Consistency between
annotators was assessed by the Cohen’s k coefficient,
which exceeded 0.85, indicating high reliability of the
set. The study used both traditional and adaptive al-
gorithms for filtering, segmentation, classification, and
object detection. At the basic processing stage, the
Lee, Frost, and Gamma-MAP filters were applied, as
well as K-means clustering, the watershed algorithm,
and the region growth method. Maximum likelihood
and support vector machine (SVM) with an radial basis
function (RBF) kernel were used for classification, and
Cell-Averaging CFAR and a matched filter were used
for object detection.

Adaptive algorithms included advanced filters
(adaptive Lee, improved Frost, filter based on local sta-
tistics) and segmentation using K-means, watershed,
and Fuzzy C-means. Adaptive SVM (with RBF kernel,
C=0.8), Random Forest (n=300), and gradient boosting
(lLearning rate =0.05, n=250) were used for classifica-
tion. Objects in the SAR images were detected using
OS-CFAR and an adaptive matched filter, configured ac-
cording to the type of noise and targets. The selected
configurations provided high accuracy, stability and a
low false alarm rate. Four metrics were used to assess
the quality of the filtering: PSNR, Structural Similarity
Index (SSIM),EPI,and Equivalent Number of Looks (ENL),
which covered both overall quality and preservation
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of contours and details. The algorithms were imple-
mented in Python 3.9 using the OpenCV, Scikit-learn,
TensorFlow, and PyTorch libraries. Filtering and mod-
elling were performed on a computer with an In-
tel Core i7-10700K processor, 16 GB of RAM, and an
NVIDIA RTX 3070 GPU. Computing resources ensured
efficient training and testing of the models. This ap-
proach provided a full comparison of adaptive and tra-
ditional methods. The classification accuracy was ana-
lysed using the Overall Accuracy (OA), which is defined
as the ratio of the number of correctly classified pixels
to the total number of pixels (1):

TP+TN
0OA=———,
TP+TN+FP+FN

(1)

where TP, TN, FP, FN - number of true positive, true neg-
ative, false positive and false negative results, respec-
tively.

To assess the consistency between the classification
and the benchmark, the Kappa coefficient was used (2):

Do—Pe
==—= 2
K 1-pe’ ( )
where p_- expected accuracy; p, - expected accuracy of
a random transaction.
The Fl-indicator, which reflects the balance be-
tween accuracy and completeness, is calculated as (3):

PrecisionxRecall
Fl=2X—F—"7"—
Precision+Recall, (3)

TP TP
; Recall = .
TP+FP . TP+FN
The SSIM and PSNR metrics were used to assess the

quality of the restored images. SSIM is defined as (4):

where Precision =

(21x py+C1)(20xy+C2)
=24 (#xz+ﬂy2+C1)(sz+Uyz+Cz)’

SSIM 4)
where u u, - average image values x and y; o2, op =
their dispersion; o, - covariance; C,, G, - constants to
stabilise the division.

The ratio of peak signal to noise is defined as (5):

2

PSNR = 10l0gy, (et 5)
where MAX, - maximum possible pixel value; MSE -
root mean square error between the original and the
restored image. The effectiveness of the visualisation
module was evaluated with 24 users (14 men and 10
women) aged 25-48 with experience in GIS and satel-
lite image analysis. The participants performed ana-
lytical tasks using the new module and the tradition-
al interface. The time of scene interpretation and the
subjective assessment of visual information content
on a scale from 1 to 5 were compared. Data collection
and processing were conducted following the ethical
standards of research involving human subjects, in
compliance with the principles of voluntary partici-
pation, anonymity and informed consent (Declaration
of Helsinki, 2024).
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To create the reference dataset, 8 expert annotators
(5 men and 3 women) aged 30 to 55 with at least five
years of experience in interpreting SAR images were in-
volved. The test scenarios included urban building de-
tection, agricultural field boundaries, forest/non-forest
classification, and water body detection on 60 images
of each type. The manual segmentation was performed
in Quantum Geographic Information System (QGIS),
with each image analysed independently by two ex-
perts, and the agreement was assessed by the Kappa
coefficient (x > 0.85). The algorithms were evaluated
according to three criteria: pixel accuracy, boundary
accuracy, and region homogeneity. All participants pro-
vided written informed consent to participate in the
study. The testing was conducted following the ethical
standards defined in the European code of conduct for
research integrity (2020).

The area under the ROC curve (AUC) was used to
evaluate the classifier’s performance, and the experi-
mental results were based on five repeated runs with
random data distribution and five-fold cross-valida-
tion to increase statistical reliability. The statistical
significance of the differences was assessed using
analysis of variance (ANOVA) with a significance level
of a=0.05, and the Tukey Honestly Significant Differ-
ence (HSD) post-hoc test was used to detect pairwise
differences. The results confirmed a significant ad-
vantage of adaptive methods over traditional ones
(p<0.001), with a Cohen’s d effect size of 2.14 for the
adaptive filter compared to the classical Lee filter.
Object detection performance was evaluated based
on the Probability of Detection (Pd), which showed
the proportion of correctly detected targets, and the
False Alarm Rate (FAR), which reflected the number
of false alarms. For a comprehensive evaluation, the
receiver operator characteristic curve was used to il-
lustrate the trade-off between sensitivity and spec-
ificity. AUC summarised the overall performance of
the detection system.

RESULTS AND DISCUSSION

As a result of this study, a comprehensive software
system for processing and classifying SAR images
was developed, consisting of four main modules: a
preprocessing module, an adaptive filtering module, a
classification module, and a results visualisation mod-
ule.As shown by J. Alatalo (2023),A. Shahi et al. (2023),
AlJ. Raj et al. (2022), the systems optimised for 1/0
flows and data buffering demonstrate the ability to ef-
ficiently process images ranging in size from 512x512
to 8192x8192 pixels with a bit depth of 8, 16 and 32
bits, providing high performance when working with
large amounts of information. The key innovation is
the developed adaptive noise reduction algorithm
based on a modified Lee filtering approach with dy-
namic parameter adjustment depending on local tex-
ture characteristics. The algorithm automatically de-
termines the size of the filtering window from 3 x 3 to

11 x 11 pixels based on the analysis of local variance
and the coefficient of variation of speckle noise. This
approach reduces noise with a 16.3% increase in sig-
nal-to-noise ratio (SNR) compared to the classical Lee
filter, 12.1% compared to Enhanced Frost, and 17.6%
compared to the gamma filter, while preserving up to
92% of spatial structural detail.

In the classification module,when using tradition-
al SVM, the accuracy increased from the baseline of
81.2 to 86.7% after using adaptive preprocessing. For
Random Forest, the improvement ranged from 83.5 to
88.9%. In the case of deep neural networks, the clas-
sification accuracy of the U-Net model after the in-
tegration of adaptive noise reduction reached 92.3%
(versus 87.4% without it), and ResNet 91.1% (instead
of the previous 85.9%). The introduced reinforcement
learning mechanism additionally provided an in-
crease in accuracy of 2.4% after the first iteration of
accumulating new data and up to 5.1% after five iter-
ations. The classification accuracy was analysed using
formula (1). The results visualisation module provides
interactive image viewing in pre- and post-processing
modes, which reduces the average time for operator
analysis of a scene by 28% compared to traditional
non-split interfaces. Displaying a classification map
with the ability to overlay it on a topographic or sat-
ellite substrate increases visual information by 34%,
according to users who tested the system. The imple-
mented export functions to GeoTIFF, Shapefile and
Keyhole Markup Language formats can be used to in-
tegrate the results into 96% of the most used analyt-
ical platforms, such as QGIS, ArcGIS and Google Earth,
reducing the time for data transfer to the external
environment by an average of 41%.

In general, the developed system demonstrated
high efficiency, classification accuracy, and scalability,
which therefore can be recommended for use in envi-
ronmental monitoring tasks, infrastructure damage as-
sessment, agricultural analysis, and other areas where
SAR images are the main source of information (Zhang
& Ding, 2021; Liu & Lei, 2024). The architecture for
implementing the adaptive Li filter involves the step-
by-step execution of several key procedures: calculat-
ing the local variance, estimating the noise component,
dynamically selecting the size of the filter window, and
smoothing based on the signal intensity in the vicinity
of the pixel. The general scheme of the algorithm is
shown in Figure 1.

To quantify the effectiveness of the proposed meth-
od, a comparative experiment was conducted using
both traditional and adaptive SAR image filtering al-
gorithms. The evaluation was conducted using the fol-
lowing metrics: PSNR calculated according to formula
(5), SSIM determined according to formula (4), EPI, ENL,
and the average processing time of one image. The re-
sults were summarised in Table 1 based on experimen-
tal verification of the effectiveness of traditional and
adaptive noise filtering algorithms on SAR images.
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#Adaptive Lee Filter Implementation
def adaptive lee filter(image, window sizes=[3, 5,7, 9, 11]):
filtered image = np.zeros_like(image)

for 1 in range(image.shape[0]):
for j in range(image.shape[1]):
# Calculate local statistics

local var = calculate local variance(image, 1, j, window_size=3)
noise_var = estimate noise_variance(image)

# Adaptive window selection

if local var < noise var * 2:

window_size =3 # Homogeneous region
elif local var < noise var * 5:
window_size =5 # Moderate texture

else:

window_size =7 # High texture region

# Apply Lee filter with selected window
filtered image[i, j] = lee_filter point(image, i, j, window_size)

return filtered image

Figure 1. Implementation of the adaptive Li filter

Source: compiled by the author

Table 1. Results of experimental verification of noise filtering algorithms

Algorithm |  PSNR(dB) | SSIM \ EPI \ ENL | Processing time (s)
Traditional methods
Lee filter 24.3%1.2 0.72%0.05 0.68+0.04 4203 2.1%0.2
Frost filter 238%1.1 0.7 +0.06 0.71%0.05 3904 2.3+0.3
Gamma-MAP 251%13 0.74%0.04 0.69%0.03 45%0.2 3204
Adaptive methods

Adaptive Lee 28.7%1.4 0.84%0.03 0.79%0.03 6.1+0.4 41%0.5
Improved Frost 27912 0.82+0.04 0.77 +0.04 5803 43%04
Local statistics 28.2+15 0.83%£0.03 0.83%£0.03 59#£0.5 3.8%0.3

Source: compiled by the author

Table 1 shows a comparison of the quality of noise
filtering on SAR images using traditional and adaptive
algorithms. The PSNR, SSIM, EPI and ENL values are key
metrics that reflect the quality of image denoising, pres-
ervation of structural information and edge sharpness.
Higher PSNR and SSIM values indicate better restored
quality and visual similarity to the original. The adaptive
Lee filter achieved an 18% improvement in PSNR. SSIM
increased by 17%, indicating improved structure pres-
ervation. EPIl improved by 16%. The processing time in-
creased by about 95% but remains computationally rea-
sonable. The results of ANOVA with a significance level of
a=0.05 showed an F-statistic for PSNR: F (5.474)=187.3,
p<0.001. The Tukey HSD post-hoc test confirmed signifi-
cant differences between adaptive and traditional meth-
ods. The effect size (Cohen’s d) for adaptive Lee versus
traditional Lee was d=2.14, indicating a large effect.

Adaptive algorithms, in particular the adaptive Lee
filter, demonstrate a significant improvement in image
processing quality compared to traditional methods.
This increases the reliability of object detection in SAR
images, which is critical for practical applications in
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monitoring and reconnaissance. These methods also
consider the local characteristics of the image, which
improves the accuracy of the separation of noise from
the useful signal. Although the processing time was
almost doubled, it remains acceptable for most tasks,
making the adaptive approach the best compromise
between quality and performance. The test scenarios
included urban building detection in 60 images, agri-
cultural field boundaries in 60 images, forest/non-for-
est classification in 60 images, and water body deline-
ation in 60 images. The reference data were created by
manual segmentation by expert annotators. The evalu-
ation included pixel-level accuracy, boundary accuracy,
and region homogeneity.

To classify SAR images after filtering, an adaptive
modification of the K-means algorithm was applied,
which incorporates not only pixel intensity but also spa-
tialhomogeneityand texture features of the localregion.
In contrast to the classical approach, the proposed al-
gorithm dynamically determines the number of clusters
depending on the statistical characteristics of the scene,
which avoids over- or underclassification in complex
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areas with heterogeneous structure. The detailed
code of the algorithm is shown in Figure 2, compiled

based on the implementation of the adaptive K-means
algorithm in Python using Sentinel-1 SAR images.

class AdaptiveKMeans:
def init

(self, max clusters=10):

self. max_clusters = max_clusters

def determine optimal clusters(self, features):
# Elbow method with adaptive threshold

wess =[]

for k in range(2, self.max_clusters + 1):
kmeans = KMeans(n clusters=k)

kmeans.fit(features)

wess.append(kmeans.inertia_)

# Adaptive elbow detection

diffs = np.diff(wcss)

diff ratios = diffs[:-1] / diffs[1:]
optimal k = np.argmax(diff ratios) + 2

return optimal k

def adaptive distance metric(self, pointl, point2, local std):
# Mahalanobis-like distance adapted to local statistics

diff = point1 - point2

normalized diff = diff / (local std + le-6)
return np.sqrt(np.sum(normalized diff ** 2))

Figure 2. Implementation of adaptive K-means

Source: compiled by the author

To evaluate the effectiveness of the developed
SAR image segmentation algorithms, a series of ex-
periments was conducted on two types of scenes:
urban buildings and agricultural fields. In addition,
the processing time (in seconds) for each scenario

was incorporated. The results of the experiment are
shown in Table 2 based on experimental evaluation
of the effectiveness of different segmentation algo-
rithms for two types of terrain: urban buildings and
agricultural fields.

Table 2. Comparative results of the experimental evaluation of segmentation algorithms in different scenarios

Scenario \ Algorithm | Pixelaccuracy | Boundary F1 \ loU
City buildings
K-average 0.78+0.04 0.65%0.05 0.58+0.06 1.2+0.1
Water separator 0.82+0.03 0.71£0.04 0.64=0.05 0.8+0.1
Adaptive K-average 0.89+0.02 0.81%0.03 0.75+0.04 2.1£0.2
Multi-scale water separator 0.87+0.03 0.79%0.04 0.73%0.03 1.60.2
Agricultural fields

K-average 0.72%+0.05 0.58+0.06 0.51+0.07 1.1+0.1
Regional growth 0.75%0.04 0.62+0.05 0.54+0.06 1.8+0.2
Adaptive K-average 0.85+0.03 0.76%0.04 0.68+0.05 2.3%0.3
Fuzzy C-average 0.83%0.04 0.74*+0.05 0.66%0.04 3.1+0.4

Source: compiled by the author

Table 2 shows a comparison of segmentation qual-
ity for different algorithms in two scenarios: urban
buildings and agricultural fields. Pixel accuracy, Bound-
ary F1, and loU reflect the quality of object separation
in the images. Higher values of these metrics indicate
better segmentation accuracy and clearer separation of
object boundaries. Urban segmentation showed a 14%
improvement in pixel accuracy. Agricultural fields show
an 18% improvement in pixel accuracy. Boundary de-
lineation improved by 23% in terms of Fl-index. The
intersection over an amalgamation showed an average
improvement of 29%.

Adaptive segmentation algorithms demonstrated a
significant improvement in all key indicators compared
to traditional methods. This increases the accuracy of
terrain analysis, which is relevant for environmental
monitoring, urban planning and land management. The
adaptive approach can address local image features
and adjust segmentation parameters to a specific con-
text, which reduces classification errors and improves
the quality of boundaries. Despite the complexity of
the algorithms, they provide more reliable results for
heterogeneous scenarios. This approach improves the
model’s consistency with local features of SAR data,
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reducing over-generalisation or over-training. Figure 3
shows a code snippet of an adaptive SVM algorithm
that incorporates local variance and data structure to

class AdaptiveSVM:
def _ init (self):
self local models =
self feature scalers =

Yu. Brovka

select classification parameters in real time based on
the results of the implementation of an adaptive SVM
in Python based on satellite data.

def adaptive kernel selection(self, X local):
# Test different kernels on local data
kernels = ['rbf, 'poly’, 'sigmoid']

best_score =0
best_kernel = 'rbf

for kernel in kernels:

svm = SVC(kernel=kernel)

scores = cross val score(svm, X local, v local, cv=3)
if np.mean(scores) > best_score:
best score = np.mean(scores)

best kernel = kernel

return best_kernel

def fit_adaptive(self, X, v, spatial coords):
# Cluster training samples spatially
spatial clusters = KMeans(n clusters=5) fit(spatial coords)

for cluster 1d in range(5):

cluster_mask = spatial_clusters.labels == cluster 1d
X _cluster = X[cluster_mask]

y_cluster = y[cluster_mask]

if len(np.unique(y_cluster)) > 1: # Check if multiple classes exist
# Adaptive kernel selection
best kernel = self adaptive kernel selection(X cluster)

# Train local SVM

svm = SVC(kernel=best_kernel, probability=True)
svm. fit(X_cluster, y_cluster)
self.local_models[cluster_id] = svm

Figure 3. Implementation of adaptive SVM

Source: compiled by the author

To assess the accuracy of SAR image classification,
a comparative experiment was conducted using both
traditional and adaptive algorithms. The performance
criteria considered were the overall accuracy calculat-
ed by formula (1), the Kappa coefficient determined by

formula (2), the average value of the F1-measure calcu-
lated by formula (3),and the processing time of one sam-
ple. The results were summarised in Table 3 based on
experimental evaluation of the performance of tradition-
al and adaptive satellite data classification algorithms.

Table 3. Performance and speed indicators of classification algorithms

Algorithm Overall accuracy Kappa Medium F1 Processing time (s)

Traditional methods

Maximum believability 0.73+0.04 0.66%0.05 0.71%0.04 0.5%0.1

SVM (RBF) 0.79%0.03 0.74%0.04 0.77+0.03 2.1+0.2

Random forest 0.81%+0.03 0.76+0.04 0.79+0.03 1.8+0.2
Adaptive methods

Adaptive SVM 0.87+0.02 0.84+0.03 0.85+0.02 4.2+0.4

Gradient boosting 0.85+0.03 0.81+0.04 0.83+0.03 3.6%0.3

Adaptive ensemble 0.89+0.02 0.86+0.02 0.87+0.02 5.1%0.5

Source: compiled by the author

The table shows a comparison of the performance of
traditional and adaptive satellite data classification algo-
rithms in terms of accuracy, Kappa, average F1 and pro-
cessing time. The analysis of the confusion matrix for the
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adaptive SVM showed the degree of correct classification
of different terrain types and is presented in Table 4 based
on experimental evaluation of the performance of tradi-
tional and adaptive satellite data classification algorithms.
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As shown in Table 4, urban areas showed a 15%
improvement in the Fl-index. Water bodies show a
12% improvement with the highest baseline perfor-
mance. Forested areas showed an 18% improvement.

Agricultural areas achieved a 22% improvement. Bare
ground showed a 16% improvement. Adaptive algo-
rithms significantly improve the quality of classifica-
tion for all types of areas, especially for agricultural

Table 4. Analysis of the confusion matrix. Adaptive SVM

Urban Water Forest Agriculture None

Urban 0.92 0.02 0.03 0.02 0.01
Water 0.01 0.96 0.01 0.01 0.01
Forest 0.04 0.01 0.89 0.05 0.01
Agriculture 0.03 0.02 0.08 0.85 0.02
None 0.02 0.03 0.02 0.05 0.88

Source: compiled by the author

and forest areas, which is substantial for accurate
monitoring of natural and anthropogenic changes.
This increases the efficiency of using satellite data in
practical applications. Adaptive methods incorporate
data variability and adjust the model to local char-
acteristics, which reduces errors and improves clas-
sification stability. Despite the increased processing
time, the improved accuracy makes them an attractive
choice for complex tasks.

An adaptive CFAR algorithm was implemented to
detect objects in SAR images with variable background
statistics. The main idea was to locally estimate the
noise level and dynamically set the detection threshold,
which reduced the number of false positives in hetero-
geneous areas, in particular, near contrasting borders or
urban areas. Figure 4 was based on the implementation

class AdaptiveCFAR:
def init (self, pfa=le-6):

of adaptive CFAR in Python using radar data and shows
a code snippet of the adaptive CFAR implementation,
which includes the steps of defining background as-
sessment windows, excluding guard cells, calculating
local statistics, and comparing them with a dynamic
threshold to decide whether a target is present.

To evaluate the effectiveness of target detection
algorithms in SAR images, experimental studies were
conducted on the example of two types of objects:
ships and vehicles. The study compared both traditional
methods and the proposed adaptive filtering and tem-
plate processing options. The performance evaluation
criteria were Pd, FAR, and AUC. The results were sum-
marised in Table 5 based on experimental evaluation
of the effectiveness of various algorithms for detecting
objects (ships and vehicles) on radar images.

self.pfa = pfa # Probability of false alarm

def ordered_statistic_cfar(self, image, guard_cells=2, training_cells=20):
detections = np.zeros_like(image, dtype=bool)

for i in range(training_cells, image.shape[0] - training_cells):
for j in range(training_cells, image.shape[1] - training_calls):
# Extract training window
training window = self.get_training_cells(
image, i, j, guard_cells, training_cells

# Adaptive threshold calculation
sorted_training = np.sort(training window.flatten())

# Select rank based on local clutter characteristics
local variance = np.var(training_window)
if local wariance < np.mean(training window):
rank = int(0.75 * len(sorted_training)) # Homogeneous
else:
rank = int(0.5 * len(sorted training)) # Heterogeneous

threshold = sorted_training[rank] * self.calculate_alpha()
# Detection test
if image[i, j] > threshold:
detections[i, j] = True
refurn detections
def calculate alpha(self):

# Adaptive threshold multiplier
return (self.pfa ** (-1.0 / training_cells)) - 1.0

Figure 4. Implementation of adaptive CFAR
Source: compiled by the author
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Table 5. Evaluating the performance of object detection algorithms of different types

Target type | Algorithm | Pd | FAR | AuC
Ships
CA-CFAR 0.78+0.05 0.12+0.03 0.83+0.04 1.2£0.1
Coordinated filter 0.81£0.04 0.15+0.04 0.84+0.03 0.8+0.1
0S-CFAR 0.89+0.03 0.08+0.02 0.91£0.02 1.8%0.2
Adaptive UF 0.87+0.03 0.09+0.02 0.89%0.03 1.5%£0.2
Transportation

CA-CFAR 0.65+0.06 0.18+0.05 0.74%0.05 1.1+0.1
Template matching 0.72+0.05 0.22+0.06 0.75%0.04 2.3%0.3
0S-CFAR 0.82£0.04 0.11+0.03 0.85%0.03 1.9£0.2
Responsive template 0.79+0.04 0.13%£0.03 0.83%£0.03 3.1+£04

Source: compiled by the author

Table 5 shows a comparison of the effectiveness
of different algorithms for detecting objects of two
types of ships and vehicles by key metrics: Pd, FAR
and AUC. Higher Pd and AUC values indicate a better
ability of the algorithms to detect objects with fewer
errors. Adaptive methods consistently achieved higher
AUC values. The optimisation of the operating point
showed a 25% improvement in the detection-to-false
alarm ratio. Statistical significance was confirmed us-
ing the McNemar test with p < 0.01. Adaptive meth-
ods have shown a consistent improvement in AUC,
which means more reliable and accurate detection of
objects in radar images. This is especially critical for
monitoring and security systems, where reducing false
positives improves the quality of decision-making.
Adaptive algorithms flexibly adjust to changing scene
conditions and noise statistics, which can be used to
optimise the ratio between detection and false alarms.
Despite their complexity, they provide a significant in-
crease in accuracy and reduction of errors compared
to standard methods. A comparative analysis of the
effectiveness of the developed noise reduction algo-
rithms was conducted on a test set of 240 SAR imag-
es of different types of subsurface. The experimental
results demonstrate a significant improvement in im-
age quality compared to conventional methods. The
developed adaptive Lee filter showed an improvement
in signal-to-noise ratio by 12-18 dB compared to the
standard Lee filter and by 8-14 dB compared to the
Frost filter. The results were especially effective for
urban images, where the coefficient of preserving ob-
ject boundaries was 0.89, which is 23% higher than
traditional methods.

For water surfaces, the adaptive algorithm reduced
the speckle noise variance by 34% while maintaining
the average pixel brightness within 2.1%. The analy-
sis of forested areas showed a 19% improvement in
texture contrast and an increase in SSIM to 0.76 com-
pared to 0.62 for standard methods. The developed hy-
brid approach, which combines wavelet decomposition
with adaptive filtering, demonstrated the best results
for complex scenes with combined types of cover-
age. According to the results presented in |. Aswani et
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al.(2023), the average processing time for a 2048x2048
pixel image was 4.7 seconds on standard computing
hardware, which meets the real-time requirements for
most practical applications. The classification results on
the test set showed an overall accuracy of 91.7%, which
is 15.3% higher than methods based solely on statisti-
cal descriptors. The highest accuracy was achieved for
the “water” class at 97.2%, which is explained by the
characteristic low backscatter values for water surfac-
es. The urban area classification achieved an accuracy
of 89.4% due to the effective recognition of the char-
acteristic texture patterns of multi-storey buildings.
The most difficult to recognise were agricultural lands
(84.6% accuracy) due to the high variability of texture
characteristics depending on the type of crops and the
stage of vegetation. As noted by Y. Jiang et al. (2022)
and S. Shen et al. (2022), to improve the classification
accuracy in such cases, it is advisable to use a temporal
analysis module that incorporates seasonal changes in
scattering characteristics.

The developed adaptive segmentation algorithm is
based on a modified watershed method with the in-
tegration of texture and geometric features. The algo-
rithm automatically determines the optimal segmenta-
tion parameters for each local area of the image based
on the analysis of the brightness histogram and local
gradients. The average segmentation accuracy was
87.3%, with the best results for water bodies (92.8%)
and the worst for forests with a heterogeneous struc-
ture (79.1%). The developed adaptive thresholding
method showed a 19% improvement in segmentation
quality compared to global methods. According to the
results presented by Y. Wu & Q. Li (2022), the approach
using specialised morphological operators proved to be
particularly effective for the extraction of linear objects
such as roads and power lines, achieving an accuracy of
91.4%.The algorithm for automatic detection of chang-
es between multi-temporal images demonstrated the
ability to identify changes of 0.5 hectares or more with
89.2% accuracy. The system successfully detected both
anthropogenic changes (new buildings, deforestation)
and natural processes (changes in the coastline, sea-
sonal water level fluctuations).
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Implementation of key algorithms on Compute
Unified Device Architecture achieved a speedup of 8.7
times for convolution operations and 12.3 times for
matrix operations compared to the central processing
unit implementation. The analysis of memory consump-
tion showed that the system efficiently works with im-
ages up to 16384 x 16384 pixels in size with 8 GB of
random access memory. The implemented buffering
and streaming system can process images of any size
by splitting them into overlapping blocks. The aver-
age full-cycle processing time (preprocessing, filtering,
classification, segmentation) for a standard SAR image
with a size of 4,096 x 4,096 pixels was 47.3 seconds on
a workstation with an Intel i7-10700K processor and
NVIDIA RTX 3070 graphics card. This meets the require-
ments of operational processing for most practical ap-
plications (Ghafari et al., 2022). In terms of coverage
type classification accuracy, the developed system per-
formed 7.2% better than ENVI SAR and 4.8% better than
SNAP ESA (Sentinel Application Platform of European
Space Agency) for a test set of 200 different SAR scenes.
The advantage is especially significant in classifying
complex urban scenes (by 12.4%) and mixed forest-ag-
ricultural areas (by 9.8%).

The processing speed achieved by the developed
system was comparable to commercial solutions for
basic operations and significantly higher for complex
classification algorithms. Due to the optimised archi-
tecture and GPU acceleration, the classification time for
a 2,048 x 2,048 pixel image was 12.7 seconds, while for
ENVI SAR software, this figure was 34.2 seconds. The
implemented software solution supports the full cycle
of SAR data processing from import to export of re-
sults in standard formats. As stated in G. Metrikaityte et
al. (2022) and H. Fernando et al. (2025), the efficiency
of SAR data processing systems can be improved by
implementing adaptive filtering algorithms, intelligent
segmentation, and temporal analysis modules focused
on detecting changes. These components were also in-
corporated in the creation of the system.

For forestry monitoring, the system processed 47
Sentinel-1 SAR scenes in 2022-2024. The system au-
tomatically detected 23 areas of illegal logging with a
total area of 156.7 hectares, with 91.3% of cases con-
firmed by ground inspections. The average error in es-
timating the area of the affected areas was 8.4%. When
mapping urban areas, the system successfully identified
234 new buildings and 67 cases of building demolition.
The accuracy of detecting changes in urban develop-
ment reached 94.2% when compared to the urban plan-
ning cadastre. The system proved particularly effective
in detecting unauthorised construction in the suburban
area. Agricultural monitoring included the analysis of
89 fields with a total area of 12,450 hectares during
the growing season. The system automatically identi-
fied crop types with an accuracy of 89.7% and detect-
ed 15 cases of crop rotation violations. Yield forecast-
ing based on temporal analysis of SAR characteristics

showed a correlation of 0.83 with actual figures. The
computational complexity of deep learning algorithms
limits the system’s capabilities when working with
ultra-large images (over 32,768 x 32,768 pixels). The
obtained experimental results demonstrate the signifi-
cant efficiency of adaptive methods for processing and
classifying SAR images, which confirms the hypotheses
about the benefits of dynamically adjusting the param-
eters of algorithms to the specifics of particular images.
The developed adaptive algorithms represent a para-
digm shift from traditional static approaches to dy-
namic adjustment of processing parameters. Tradition-
al SAR image processing methods are based on fixed
parameters that are set in advance based on general
sensor characteristics or typical application scenarios.
This approach leads to sub-optimal results because it
does not consider the specifics of a particular image. In
contrast, adaptive algorithms dynamically analyse each
image and automatically adjust processing parameters
according to the detected characteristics. This includes
automatically determining the optimal thresholds for
segmentation, selecting filtering parameters according
to the level of speckle noise, adapting processing win-
dows depending on the local image texture, and dy-
namically adjusting classification algorithms based on
statistical scattering characteristics.

The ability of adaptive algorithms to automatical-
ly optimise processing parameters in real time creates
new opportunities for operational monitoring of the
environment, marine areas, urbanised areas and agri-
cultural land. For environmental monitoring, adaptive
algorithms automatically detect changes in forest cov-
er, soil degradation, water pollution and soil moisture
monitoring without the need for preliminary calibration
for each region. The system can independently adapt to
different types of ecosystems and climatic conditions,
ensuring consistently high accuracy of change detec-
tion. In maritime monitoring, adaptive methods can be
used for real-time tracking of ice movement, oil pol-
lution, wave and wind characteristics, and control of
shipping. The algorithms automatically adapt to dif-
ferent sea surface conditions, weather conditions and
technical characteristics of different SAR sensors. For
urbanised areas, the system monitors construction ac-
tivity, detects unauthorised construction, assesses the
state of infrastructure and controls urban development.
Adaptive algorithms can automatically recognise dif-
ferent types of urbanised structures and adapt to the
architectural features of different regions.

In agriculture, the technology can be used for crop
monitoring, yield assessment, irrigation control and
pest detection without the need for manual adjustment
for different types of crops and agricultural-climatic
zones. The role of adaptive algorithms is particularly
relevant for early warning systems for natural disasters,
including floods, landslides, earthquakes and forest
fires. The system can automatically detect abnormal
changes in SAR data that may indicate the development
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of hazardous events and generate warnings in real time.
Automation of SAR image processing through adaptive
algorithms creates a significant economic effect on sev-
eral levels. Reducing the need for qualified specialists
is one of the key factors of cost-effectiveness. Tradition-
al SAR data processing requires highly skilled experts
with mastery of radar physics, characteristics of differ-
ent types of surfaces and specific sensor features. Such
specialists are scarce and expensive in the labour mar-
ket. Adaptive algorithms can automate most of the pro-
cessing, reducing the requirements for operator skills
and reducing personnel costs.

Reduced processing time results in significant
savings in operating costs. Automatic parameter
tuning eliminates the need for iterative selection of
optimal values, which can require hours or days of
expert work. Adaptive algorithms perform this task
in minutes, processing larger volumes of data with
less resource consumption. Improving the quality
of processing results reduces the need for repeated
analyses and adjustments, which also reduces over-
all costs. Consistently high processing quality reduces
the risk of erroneous decisions, which can have signif-
icant economic consequences in areas such as envi-
ronmental monitoring, navigation and early warning
of natural disasters. The scalability of adaptive algo-
rithms can be used for efficient processing of large
volumes of data without a proportional increase in
human resources. This is especially relevant in the
context of the constant growth of satellite data and
the expansion of the SAR sensor network. The acces-
sibility of the technology to a wide range of users
creates new market opportunities and contributes
to the democratisation of satellite technology. Small
and medium-sized companies, research institutes and
government agencies can access powerful SAR data
processing tools without the need for significant in-
vestments in human resources and training.

The obtained results correlate with the conclusions
of A. Gujrati et al. (2024) conducted a comprehensive
analysis of adaptive thresholding algorithms for seg-
menting water bodies on L- and C-band SAR images.
Their study demonstrated that the convex hull ap-
proach combined with the Gaussian Mixture Model, Kit-
tler-Illingworth, Quantile-based Initialisation and Gen-
eralised Maximum Likelihood Estimation algorithms
achieves a kappa coefficient of over 0.89, which is sig-
nificantly higher than the traditional fixed-parameter
image separation method. The obtained experimen-
tal data confirmed these conclusions, showing similar
trends for different types of classification objects. It is
worth comparing the present study with the research
of W. Liang et al. (2022), which developed the Adaptive
Multiple Kernel Fusion Model with Superpixel Regu-
larisation for classifying high-resolution SAR images.
Their approach combines the deep spatial features of
convolutional neural networks with multiscale statis-
tical features to effectively handle high backscatter
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variability and complex spatial structures. This study
extends these approaches by demonstrating that ad-
aptability can be successfully integrated not only at the
level of kernel methods, but also in the underlying pre-
processing and classification algorithms.

The innovative approach of B. Li et al. (2022) to Cir-
cular Synthetic Aperture Radar focusing using gener-
ative adversarial networks highlights the importance
of adaptive methods in the primary processing of SAR
data. In contrast to computationally expensive tradi-
tional phase compensation methods, such as Auto-re-
gressive Back-projection, their approach provides direct
focusing of sub-aperture images through a trained neu-
ral network. The results demonstrated that adaptabil-
ity can be effectively applied not only at the focusing
stage but also in subsequent processing stages, creat-
ing a comprehensive adaptive pipeline. The results of
this study are consistent with the integrated approach
of M. Huang et al. (2024) to assessing the quality of
SAR images, which combined objective and subjective
assessment methods based on artificially distorted
images from the SAR ship detection dataset. The con-
clusions regarding the need for a multi-criteria qual-
ity assessment correlate with the observations in this
paper about the need for a comprehensive approach
to the validation of adaptive algorithms. At the same
time, this study extended this approach by demonstrat-
ing how adaptive methods can independently optimise
parameters to achieve better image quality without the
need for preliminary data distortion.

Comparison with a study by M. Yasir et al. (2023),
which developed an improved multi-scale ship detec-
tion model based on a modified YOLOv5s architecture,
highlights the importance of adaptive approaches in
object detection. Their enhancement of functions in the
backbone and neck sections through the C3 structures
and attention mechanisms demonstrates similar prin-
ciples of adaptability as applied in this study. However,
the approach in the present study extended adaptabil-
ity to a more fundamental level of processing algo-
rithms, which can be integrated with such architectures
to achieve synergistic effects. The study by N. Selvam et
al.(2022) on acceleration of detection and classification
processes through optimised deep neural networks res-
onates with the results of the study in terms of pre-
serving the computational efficiency of adaptive meth-
ods. Their emphasis on reducing the time for training
and testing models is consistent with the conclusions
drawn about the possibility of practical application of
adaptive algorithms in real time.

It is worth noting that some aspects of this study
revealed discrepancies with some international works.
T.Singh et al. (2024) primarily addressed the geometric
characteristics of vessels (size, shape, orientation) for
their identification, while the approach under study
demonstrated the effectiveness of adaptive methods
for a wider range of objects and surface types. This
emphasises the versatility of the developed adaptive
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algorithms compared to specialised solutions. In ad-
dition, most of the analysed international studies fo-
cused on specific types of objects or application sce-
narios, while this study demonstrates the effectiveness
of adaptive approaches for heterogeneous SAR data
under variable sensing conditions. This extended the
applicability of the results. Compared to current results,
further improvement can be achieved by developing
more efficient neural network architectures and im-
proving image segmentation strategies. S. Srivastava et
al.(2021) also noted that approaches combining optical
and radar data, as well as algorithms with automatic
parameter tuning, appear promising.

The integration of SAR data with optical images,
hyperspectral data, and LiDAR data creates a syner-
gistic effect, compensating for the limitations of each
type of sensor. The development of deep learning al-
gorithms for multi-sensor data fusion at the feature
level can significantly improve the accuracy of object
classification and detection. The use of SAR data to
provide all-weather monitoring capabilities, supple-
mented by optical data to improve the interpretabil-
ity of results, is particularly promising. In contrast to
the current implementation, which is focused on local
processing, the creation of a web interface for cloud
computing can be used to scale the system. In addi-
tion, S. Ahmed et al. (2023) described further develop-
ments in expanding the training set and adapting to
new sensors, which create opportunities to improve
the generalisation ability of models. The creation of
large-scale annotated datasets of SAR images from
different regions of the world, different seasons, and
different sensing conditions is critical for training ro-
bust models. The development of methods for auto-
matic data annotation using weakly supervised learn-
ing can significantly accelerate the process of creating
training samples. Adapting algorithms to promising
SAR sensors, such as future ESA (ROSE-L, Sentinel-1
Next Generation) and NASA (NISAR) missions, as well
as commercial high-resolution constellations, will en-
sure the long-term relevance of the developed tech-
nology. The development of methods for automatic
adaptation to new types of sensors without the need
for retraining models is a key area of research.

The research has made a fundamental contribution
to the development of automated SAR data process-
ing methods, demonstrating the possibility of creating
technologies that combine scientific breakthroughs
with practical applicability. The developed adaptive al-
gorithms create new horizons for the creation of intelli-
gent remote sensing systems capable of autonomously
adapting to changing observation conditions and en-
suring consistently high-quality data processing.
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MeToa afanTUBHOIO LWWyMO3arnywWweHHs Ha ocHoBi MoaudikoBaHoOI
Lee-dinbTpaudii ana 3apay knacudikaudii SAR 3HIMKIB

lOpiit BpoBka

AcnipaHT

HauioHanbHWi TexHiuHWM yHiBepcuTeT YKpaiHn «KMUIBCbKMIM NONITEXHIYHMIM IHCTUTYT iMeHi Iropsi CikopcbKoro»
03056, npocn. bepectericbknin, 37, M. Knis, YkpaiHa
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AHoTauiga. MeTo focnigkeHHs 6yno CTBOPEHHS KOMMJIEKCY NPOrpaMHUX iHCTPYMEHTIB A1 aBTOMATUM30BaHOI
00pobkM Ta knacudikaLii 3HIMKIB pafapiB i3 CMHTE30BaHOK anepTypoty, WO BUKOPUCTOBYHOTb aAaNTUBHI afiropuTMu
aHanisy 306paxeHb. Y LOCNiAXEHHI BUKOPUCTAHO apXiBHi AaHi 3 pagionokauinHmx cynyTHukiB Sentinel-1, TerraSAR-X
i RADARSAT-2 Ta 3acTOCOBaHO $IK KJIaCMUHi MeToan 06pobku 306paxeHb, Tak i afanTMBHI anropuTMu. SkicTb
dinbTpauii, cerMeHTauii, knacudikauii Ta BUSBNEHHS OOEKTIB OLiHIOBANM 33 MOKA3HWKAMM TOUYHOCTI, CTPYKTYPHOI
noAibHOCTI, CNiBBIAHOWEHHS CUMHAN/WIYM i Y3ro4XKeHOCTi pe3ynbTaTiB. Y xoai aocnipxeHHs 6yno po3pobneHo
apXiTeKTypy MpOrpaMHOro KOMMIEKCY, Lo BKIKOYAE MOoAyNi nonepeaHboi 06pobkM AaHUX pafapy i3 CUHTE30BAHOK
anepTypoto, apanTUBHOI QinbTpauii cneknis, cermeHTaLii 306paxeHb Ta knacudikalii 06ekTiB. IMNnnemMeHTOBaHO
afanTuBHI anropuTMu Taki ak: @ineTp Jli, BapiaHT K-cepenHix, MeToa onopHux BekTopis Ta Ordered Statistics Constant
False Alarm Rate. Po3pobneHi iHCTpyMeHTU NpOTECTOBAHO Ha CYNYTHMKOBUX 3HiMKax 3 nnaTdopm Sentinel-1 Ta
RADARSAT-2 pns pi3HMX TUNIB 3€MHOT NOBEPXHi. AanTUBHMIA anroput™ inbTpaLii NoKpaLLmMB 9KicTb 306paxeHb
Ha 35 %, a NpoAYKTUBHICTb 33 K/IKOYOBMMU METPUKAMM 3pocna Ha 15-45 % nopiBHSAHO 3 TpaaMLIMHUMKM METOLAMM.
3abe3neyeHo BMCOKY TOUHICTb Klacudikallii, 30kpeMa 3a koediuieHTom Kanna, F1 Ta nnoweto nig kKpuBo poboumnx
XapaKTepucTUK npuiiMada (naowa nif KpUeoto), Npu 36epexeHHi 06uncioBanbHOi epekTUBHOCTI. PeanizoBaHo
aBTOMAaTUYHE PO3Mi3HaBaHHS BOAHMX OOEKTIB, ypHaHi30BaHMX 30H i CiNbCbKOroCnoAapCbKUX Yrifb i3 Yacom 06pobku
3HIMKa MeHW 9K 3 XBUAMHU. ABanTUBHI anroputMum 3abesnevyBanu ctabinbHy poboTy B yMOBax pi3HOI SKOCTI
BXiZHUX JaHUX, WO pobuno ix NpuaaTHUMK ANS LUMPOKOTO CNEeKTPa NPaKTUYHMX 3aCTOCYBaHb Y chepi AUCTaHLLIAHOrOo
30HAYBaHHA Ta reciHPopMaLitHUX CUCTEM
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Abstract. The relevance of the study was determined by the growing volume of unstructured data in the mobile
environment, which required a rethinking of classical approaches to the protection in conditions of limited resources
and dynamic use. The purpose of the study was to conduct a comprehensive analysis of methods for protecting
unstructured information in the mobile environment and to identify key barriers to the effective implementation.
The methodology was based on a theoretical and analytical approach, which included the systematisation of
protection methods, a comparative analysis of cryptographic algorithms, an assessment of authentication and
access control models, as well as an analysis of cloud security mechanisms. It was established that symmetric
encryption Advanced Encryption Standard in Cipher Block Chaining mode provided effective local protection but
required careful management of initialisation vectors. It was found that Elliptic Curve Cryptography outperformed
Rivest-Shamir-Adleman in terms of energy efficiency and performance, and BLAKE3 outperformed Secure Hash
Algorithm 256 in terms of speed, energy consumption, and parallelism support. It was generalised that access
control models were insufficiently adapted to the dynamics of the mobile environment, and the most effective were
context-oriented and multifactor approaches, in particular with the use of biometric and behavioural authentication.
It was found that a combination of client-side encryption, identity management, and cloud backup ensured the
highest level of protection with proper implementation. It was established that the effectiveness of HyperText
Transfer Protocol Secure, Transport Layer Security 1.3, and Virtual Private Network protocols depended on the type
of data and interaction scenario, and the use required a balance between security, performance, and the context of
use. Eight key challenges were identified, the relevance of which to mobile security practice was confirmed through
comparison with the OWASP Mobile Top 10 categories: data leakage, limited resources, complexity of authentication,
dynamic access control, use of public networks, platform fragmentation, application opacity,and legal barriers. It was
determined that the effectiveness of protection methods was conditioned by the context of application - the type
of data, device architecture, interaction scenario, and available infrastructure - which required an adaptive choice
of solutions. The results obtained confirmed that traditional approaches to information security required adaptation
to the specifics of mobile platforms. The study has practical value for security solution developers, corporate system
administrators, and policymakers in the field of cybersecurity

Keywords: environment; encryption; authentication; resource constraints; access control

INTRODUCTION

In the conditions of rapid digitalisation, mobile devic-  security tools, which were developed for stationary or
es became the key tool for working with information, server systems. The limitation of computing resources,
in particular unstructured data, which were created, the fragmentation of operating systems, and the chang-
stored, and transmitted in a decentralised environ- ing context of mobile device usage created additional
ment. Such specifics complicated the use of traditional challenges for ensuring the confidentiality, integrity,
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and availability of data. There arose a need to critically
assess how existing information security mechanisms
met the requirements of the mobile environment. It
was necessary to clarify whether existing methods were
able to adapt to real conditions of use, and whether
these methods ensured a sufficient level of protection
in conditions of mobility. All this determined the rele-
vance of searching for flexible, adaptive solutions capa-
ble of functioning effectively in the limited and dynam-
ic conditions of mobile platforms.

In the context of general system approaches to
data security, S. Spasiteleva et al. (2019) carried out an
analytical review of threats to the security of univer-
sal data management platforms, including multimodel
database management systems, Data Lake, and cloud
environments. The authors highlighted a data-centric
security approach and proposed cognitive technologies
for automated vulnerability detection. The subject of
protecting unstructured information in the mobile en-
vironment was directly addressed in a number of stud-
ies that combined cryptographic and political-organi-
sational approaches. In the study of Y.M. Brovchenko et
al. (2023), the focus was on protecting unstructured
information on mobile devices, exploring the possibili-
ties of combined application of local encryption, in par-
ticular Advanced Encryption Standard (AES), and access
policies. The advantages of a hybrid approach were
identified, although the need for precise parameter tun-
ing was emphasised. A. Sereda et al. (2022) conducted
a functional and cryptanalytic analysis of the resilience
of algorithms AES, Rivest-Shamir-Adleman (RSA), Ellip-
tic Curve Cryptography (ECC) on Android and iPhone
Operating System (iOS) mobile platforms. The study
showed that ECC provided the best combination of high
cryptographic strength and low energy consumption,
which made it the priority choice for mobile security.

A separate strand of the literature focused on pro-
tecting communication channels and the features of im-
plementing security mechanisms in mobile device oper-
ating systems. The work of Y. Kostiuk et al. (2024) focused
on the analysis of authentication and key exchange pro-
tocols in wireless mobile networks. The authors found
that dynamic key updates increased the security of
communications, although the implementation of these
mechanisms in heterogeneous operating systems (OS)
remained technically difficult. In the study of S.M. Kono-
valov (2025), a categorisation of cyber threats to mobile
operating systems was carried out, and the vulnerabili-
ty to typical attacks was analysed. The effectiveness of
Trusted Execution Environment security components in
Android and Secure Enclave in iOS was assessed, the
limited ability to resist modern attacks was identified,
and ways of improving the interaction of security mod-
ules with application services were proposed.

Within the related subject area, some authors high-
lighted aspects of cloud security. In particular, A.R. Abib-
ulaev & A.Z. Piskozub (2025) proposed an innovative
approach to strengthening cloud infrastructure security

through the introduction of Natural Language Pro-
cessing (NLP) and Machine Learning (ML) methods for
detecting anomalous activity and predicting risks. The
authors confirmed the effectiveness of behavioural an-
alytics for automatic threat response but emphasised
the need to adapt models to resource-constrained
environments, in particular mobile devices. In a relat-
ed field, the work of K.G. Babayeva (2024) focused on
the study of cryptographic mechanisms for protecting
biometric data, with emphasis on the practical appli-
cation in mobile information systems. The expediency
of using specialised cryptographic algorithms for the
confidentiality of biometric data was substantiated, but
the need for the integration with access policies and
channel protection was emphasised.

In the broader context of cybersecurity strategy for-
mation, the contribution of O. Marchenko (2023) was
important, in whose study risks in cyberspace were sys-
tematised and the effectiveness of existing approach-
es to the neutralisation was analysed. The author paid
attention to multilevel protection models combining
organisational, technical, and behavioural security
components, which were relevant for protecting mo-
bile environments. In turn,).V. Rogushina (2019) studied
methods of analysing unstructured data, covering algo-
rithmic approaches to processing textual, multimedia,
and mixed information. The results of this study formed
an important basis for understanding the specifics of
unstructured data before developing effective protec-
tive mechanisms in the mobile environment. Despite
the diversity of scientific approaches, the analysis of
sources indicated the fragmentary nature of existing re-
search. Some works focused on encryption, cloud infra-
structure, biometrics, or data analysis, but in most cases,
there was a lack of an interdisciplinary approach to the
problem of protecting unstructured information in the
mobile environment. The need to simultaneously take
into account the technical limitations of mobile devices,
the specifics of unstructured data formats, the dynam-
ics of user behaviour, and the requirements of the reg-
ulatory environment remained insufficiently disclosed.

The purpose of the work was to identify technical,
organisational, and architectural barriers that compli-
cated the implementation of effective protection of
unstructured data on mobile devices through a com-
prehensive analysis of existing methods and security
mechanisms. The hypothesis of the study was that most
traditional methods of data protection, developed for
stationary or server systems, were not fully effective in
the mobile environment without appropriate adapta-
tion, since the methods did not take into account re-
source constraints, the specifics of unstructured data,
and the fragmentation of mobile platforms.

MATERIALS AND METHODS

The study had a theoretical and analytical character.
The source base consisted of international technical
standards, recommendations, and regulatory documents
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in the field of information security. The foundation was
made up of publications of the National Institute of
Standards and Technology (NIST) (2023), USA, in par-
ticular: AES Federal Information Processing Standards
(FIPS) 197, recommendations on the use of the Cipher
Block Chaining (CBC) mode NIST Special Publication
(SP) 800-38A (Dworkin, 2001), and the parameters of
elliptic curves NIST SP 800-186 (Chen et al., 2023).
For the consideration of digital identification mech-
anisms and attribute-based access control, the study
analysed NIST SP 800-63-3 (Grassi et al., 2017) and
NIST SP 800-162 (Hu et al., 2014) respectively. The RSA
specification was studied separately according to Re-
quest for Comments (RFC) 3447: Public-Key Cryptog-
raphy Standards (PKCS) #1 (Moriarty et al., 2016). In
the part concerning data protection in the cloud en-
vironment, ISO/IEC 27017:2015 (2015) - the industry
standard for cloud service security — was considered.
In addition, to substantiate the requirements for pri-
vacy and the protection of personal information, the
study took into account the main provisions of Reg-
ulation (EU) of the European Parliament and of the
Council No. 2016/679 (2016) and the Law of Ukraine
No. 2297-VI (2010). These documents formed the basis
of the conceptual framework of the study, as well as for
the formation of the criterion of compliance of protec-
tion methods with the specifics of unstructured data in
the mobile environment.

The study applied a number of complementary
methods, which ensured separate levels of analytical
processing of source information. Content analysis
served as the main tool for the systematic collection
and study of regulatory and technical documents gov-
erning the requirements for data protection in the mo-
bile environment. The classification approach in the
study was used to systematise methods of data protec-
tion according to functional purpose. The basis for con-
structing such a structure was the categories of secu-
rity measures defined in NIST SP 800-53 (Force, 2020).
According to this classification, the methods were
grouped into categories: cryptographic protection (in-
cluding symmetric and asymmetric encryption and
hash functions), user identification and authentication
(including biometric and behavioural methods), access
control, data protection during transmission (through
secure protocols, in particular HyperText Transfer Pro-
tocol Secure (HTTPS), Transport Layer Security (TLS)
1.3, and Virtual Private Network (VPN)), and protection
during storage in the cloud environment.

The functional and technical analysis envisaged a
comprehensive evaluation of data protection methods,
taking into account the suitability for use in the mobile
environment. In particular, for asymmetric encryption
algorithms RSA and ECC, the comparison was conduct-
ed according to performance indicators (encryption/
decryption time), energy efficiency, and computational
complexity (required key size to achieve a given lev-
el of cryptographic strength). Within the analysis of
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hash functions Secure Hash Algorithm 256 (SHA-256)
and BLAKES3, the following criteria were determined:
hashing speed, resource consumption, support for par-
allel data processing, as well as suitability for imple-
mentation on mobile devices with limited resources.
For other categories of protection methods, such as
authentication models, access control, data transmis-
sion protocols, and cloud storage tools, the evaluation
was based on such parameters as adaptability to the
mobile scenario, scalability, compatibility with existing
standards, as well as resilience to typical threats of the
mobile environment. This made it possible to carry out
a comparative ranking of methods within functional
categories and to identify the most suitable solutions
for the protection of unstructured data. The compari-
son method was applied to assess the relevance of the
identified technical limitations to practical threats. The
comparison procedure involved a step-by-step analysis
of the characteristics of the studied protection meth-
ods with the categories of threats defined in the clas-
sification of the Open Web Application Security Project
(OWASP) (Mobile Top 10 2024..., n.d.). To increase the
objectivity, the comparison was carried out in tabular
form with the correspondence of problems to OWASP
categories, which made it possible to trace the corre-
lation between the identified barriers and the practical
vulnerabilities of the mobile environment.

RESULTS

Theoretical approaches to protecting unstructured
information on mobile devices

The protection of unstructured information on mobile
devices required the use of a comprehensive set of
methods, encompassing both technical and organisa-
tional solutions. The main approaches were based on
the application of cryptographic algorithms, access con-
trol policies, cloud technologies, and information secu-
rity standards. The symmetric AES algorithm was widely
applied for data encryption at the device level. One of
the most common and secure modes of block cipher
operation was the CBC mode. In the encryption process,
each message block performed an eXclusive “OR” (XOR)
operation with the encrypted previous block, while for
the first block an XOR operation was performed with
the Initialisation Vector (IV). This ‘chaining” effect in the
operation mode of the cipher reflected a high level of
security, as it indicated the dependence of each block
on the previous one. The AES algorithm in CBC mode
was an effective solution for encrypting local files and
large volumes of data in mobile applications, due to
its simplicity of implementation and built-in support
by Android and iOS platforms. A key element of secu-
rity was the IV, which had to be random and unique for
each encryption session, while its transmission could
be carried out in the open together with the ciphertext.
Table 1 systematised the results of a comparative anal-
ysis of methods for generating and transmitting the IV
in the context of mobile systems.
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Table 1. Approaches to IV generation and transmission for cryptographic protection
of unstructured data on mobile devices

IV generation/transmission method Advantages

Disadvantages Usage scenarios

Random generation and Simplicity of

transmission with data

implementation, suitable
for one-time sessions

Risk of “padding oracle”
attacks due to open
transmission of IV

Secure chats, one-time
transactions

Generation from encryption key
changes

Uniqueness of IV ensured
automatically when the key

Limited uniqueness of

IV with a constant key,

requires Key Derivation
Function (KDF)

Local file encryption on the
device

Unique number (Nonce) + counter

with synchronisation transmit full IV

Guaranteed uniqueness
and efficiency: no need to

Requires reliable
synchronisation mechanism
between clients

Streaming data (video
calls), client-server systems

Source: compiled by the author based on M. Dworkin (2001), National Institute of Standards and Technology (2023)

As shown in Table 1, the choice of the method for
generating and transmitting the IV for encrypting un-
structured data in mobile applications was determined
by a compromise between security, efficiency, and practi-
cal implementation: random generation was simple but
vulnerable to attacks; a key-derived IV ensured unique-
ness but required the implementation of a key derivation
function; Nonce + counter was effective for streams but
required additional synchronisation. Thus, the optimal
choice of IV generation method depended on the specif-
ics of the mobile application, taking into account three
key factors: the level of data confidentiality, the presence
of server infrastructure, and the computing capacity of
the device. This analysis clearly illustrated that even the
technical nuances of implementing cryptographic algo-
rithms in the mobile environment required careful con-
sideration of the operational context - from hardware re-
source constraints to the specifics of network interaction.

Asymmetric encryption algorithms, such as RSAand
ECC, played a key role in ensuring security on mobile
devices, especially when working with unstructured
data. RSA was based on the factorisation of the prod-
uct of large prime numbers, whereas ECC was based
on elliptic curves over finite fields. Both algorithms
were applied to provide secure data exchange between
the client application and the cloud infrastructure. En-
cryption/decryption performance and energy efficiency
indicators were decisive factors in the choice of data
protection tools in a mobile environment with limited

resources. High encryption overheads could slow down
device performance, reduce battery life, or worsen the
user experience. In Table 2,a comparative characteristic
of the efficiency parameters of the considered asym-
metric algorithms for different levels of protection and
data volumes was presented.

A comparative analysis of asymmetric algorithms
demonstrated the advantages of ECC over RSA in the
context of mobile devices. ECC ensured an equivalent
level of security with significantly smaller key sizes
(160 bits versus 1,024 bits for an 80-bit level of protec-
tion), which directly affected the reduction of memory
usage.The algorithm also turned out to be more energy
efficient - at 128-bit protection, ECC consumption was
3.7 times lower than RSA (15.43 MWh and 56.78 MWh
respectively). A separate subject of analysis was the dy-
namics of data processing time. Although RSA demon-
strated better results in encrypting small volumes of
data, its decryption was slower due to the complexity
of operations with large exponents. In contrast, ECC
showed more balanced performance, especially at high
levels of protection, where decryption time became
shorter than encryption time. These results confirmed
that ECC was the optimal choice for systems with con-
stant data exchange, while RSA could be appropriate for
rare encryption operations. The choice of a specific al-
gorithm had to take into account not only cryptographic
strength but also energy efficiency and the computing
capabilities of mobile devices.

Table 2. Efficiency of asymmetric encryption algorithms

Security | Key size (bits) | pata size|  Total time (ms) Encryptiontime | b ryption time (ms) conli:?'rrlg‘t,ion
o o & s
RSA | ECC RSA ECC RSA ECC RSA ECC RSA ECC
8 785 1,815.2 30.7 488.5 754.3 1,326.7
80 1,024 | 160 64 5,673.8 8,078.4 | 136.6 | 2,168.5 5,537.2 5,909.9 17.86 9.05
256 19,8772 | 30,809.1 | 559.6 | 7924 19,3177 | 22,885.1
8 2,737.5 3,789.3 29.9 2,203 2,707.5 1,586.3
112 2,048 | 224 64 20,5743 | 16,978.8 | 163.5 | 9,985.5 | 20,410.8 6,933.3 21.55 | 17.38
256 102,615.3 | 66,0339 | 581.5 | 39,700.8 | 102,033.7 | 26,333.1
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Continued Table 2.
S : . . . Encryption time L. Energy.
ecurity | Key size (bits) | pata size Total time (ms) (ms) Decryption time (ms) consumption
lovel i) (W)
its
RSA | ECC RSA ECC RSA ECC RSA ECC RSA ECC
8 6,9714 | 56453 | 305 | 3,876.3 | 6,940.9 1,769
128 | 3,072 | 256 64 46,6454 | 22,446.6 | 1672 |15,088.2| 46,4782 | 73584 | 56.78 | 1543
256 210,169.7 | 85,844.6 | 561.1 |58,438.6| 209,608.6 | 27,406

Source: compiled by the author based on K. Moriarty et al. (2016), Z. Vahdati et al. (2019), L. Chen et al. (2023)

In mobile security systems, hash functions were
used to verify the integrity of unstructured data such as
multimedia files, text documents, event logs, or cached
content. Hashing made it possible to quickly detect
unauthorised changes in content by comparing the
current hash with the control value. In mobile applica-
tions, hash functions were used to verify the integrity
of files during storage or synchronisation (for example,
during offline access to images or videos), to control
cache stability, as well as to validate access tokens or
the authenticity of update packages. Some applications

implemented additional checksum verification in the
background to avoid reproducing corrupted or modified
data. The most commonly used algorithms were SHA-
256 and BLAKE3. SHA-256 was a standardised solu-
tion compatible with traditional cryptographic proto-
cols, whereas BLAKE3 was designed with an emphasis
on hardware capabilities. Both algorithms were used
mainly to verify data integrity and did not provide en-
cryption functions. A detailed comparative analysis of
the characteristics of hash algorithms in the context of
mobile devices was presented in Table 3.

Table 3. Comparison of SHA-256 and BLAKE3 algorithms in the context of mobile systems

Parameter

SHA-256

BLAKE3

Processing speed (Advanced RISC
Machine (ARM), 1 thread)

300-400 MB/s

1,000 MB/s

Energy consumption
(indicative assessment)

Higher: longer computation time —
more Central Processing Unit (CPU)
cycles

Lower: shorter computation time,
efficient use of cache and Single
Instruction Multiple Data (SIMD)

Multithreading support

Limited

Full (parallelised across cores)

Adaptation to the mobile environment

Needs optimisation

Designed with weaker CPUs in mind

Application scenarios

Standardised protocols (TLS,
Hash-based Message Authentication
Code (HMA(Q)) and legacy systems

Local data verification, background
scanning, cache synchronisation

Source: compiled by the author based on B. Kibar (2023)

According to the comparative characteristics,
BLAKE3 demonstrated higher performance when pro-
cessing large volumes of unstructured data, reducing
file integrity verification time and energy consumption.
The algorithm supported parallel processing, which
corresponded to the architecture of the latest gen-
eration of multicore mobile processors. SHA-256 re-
mained relevant for scenarios where compliance with
cryptographic standards or compatibility with existing
protocols was required. Both algorithms could be used
in combined data protection systems. Access control
was one of the key mechanisms for ensuring the confi-
dentiality and integrity of unstructured information on

mobile devices. Effective implementation of access en-
sured that only authorised users or applications gained
access to system data, resources, or functions. In the
mobile environment, these mechanisms had to adapt
to limited computing resources, the high dynamics of
network connections, and frequently changing usage
contexts. Despite the diversity of access control models,
the implementation in mobile operating systems and
applications was accompanied by a number of limita-
tions and vulnerabilities, which reduced the overall lev-
el of protection of unstructured data. Table 4 presented
a classification of access control models with an anal-
ysis of the implementation in the mobile environment.

Table 4. Comparative characteristics of access control models in the mobile environment

Access model Principle of operation

Implementation in mobile systems

Typical application examples

Discretionary
Access Control
(DACQ)

The user independently
determined who had access
to the data

Configuring data sharing in
applications, system permissions
of the file system (Android Storage

Granting access to files
for other applications

Access Framework)
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Continued Table 4.

Access model Principle of operation

Implementation in mobile systems

Typical application examples

Mandatory Access
Control (MAQ)

Access policies
were set centrally

SELinux mechanism on Android

Android kernel security

Access was determined
by the user’s role

Role-Based Access
Control (RBAC)

In Mobile Device Management

Defining employee access
rights to data according
to the position

(MDM) systems,
corporate platforms

Access depended on user,

environment, and resource

attributes (time, location,
device type)

Attribute-Based
Access Control
(ABACQ)

Application Programming
Interface (API) of the new
generation, mobile Software
Development Kit (SDK)

Applications with geo-zones,
Internet of Things (loT)
systems with time-restricted
access

Multi-Factor
Authentication
(MFA)

Access was allowed after passing
several levels of authentication

Use of biometrics, passwords,

Banking applications,

and one-time codes cloud storage

Source: compiled by the author based on V.C. Hu et al. (2014), PA. Grassi et al. (2017),).T. Force (2020)

The analysis of the main access models demonstrat-
ed that traditional approaches had limitations in the
mobile context. DAC, although intuitive for users, often
became a source of misconfigurations due to excessive
dependence on the human factor. MAC ensured a higher
level of protection, but its complexity limited its applica-
tion mainly to system components. RBAC proved effec-
tive in corporate environments, but its lack of flexibility
complicated adaptation to dynamic mobile scenarios.
ABAC and MFA offered more promising solutions, as
these approaches took usage context into account. How-
ever, the implementation was accompanied by addition-
al resource costs and raised issues concerning privacy
protection. These observations indicated the necessity of

developing hybrid solutions that combined the advan-
tages of different models, taking into account the techni-
cal features of mobile platforms and patterns of user be-
haviour. The optimal system had to ensure an adequate
level of security while maintaining performance and us-
ability. For the effective protection of unstructured data
in the cloud environment, a comprehensive approach
was necessary, combining three key methods: client-side
encryption, Identity and Access Management (IAM), and
backup mechanisms. These technologies jointly ensured
confidentiality, integrity, and availability of data when
working with mobile devices. Table 5 presented the re-
sults of a comprehensive analysis of methods for pro-
tecting unstructured data in the cloud environment.

Table 5. Methods for protecting unstructured data in the cloud environment

Protection method Main functions Objectives Key advantages Client-cloud interaction
Data encryption Preventing data Full control over keys, Client encrypts data —
. . before uploading .
Client-side leakage in case absence of cloud transfers the data to the
. to the cloud, key .
encryption management of cloud storage provider access to data | cloud — decrypts only when
on the device compromise content downloading to the device
Centralised access Control of user Flexible access policies, | Cloud verifies access rights
management, . ; h - >
|1AM S rights, prevention of integration with MFA, — grants/blocks data
authentication, unauthorised access activity audit operations for the client
authorisation Y P
Automatic creation | Ensuring availability, | Reliability,ability to roll | <Nt configures backup
Backup of data copies, the protection against back to previous file schedule — cloud stores
encryption, recovery data Loss versions versions — client initiates
in case of loss recovery

Source: compiled by the author based on Law of Ukraine No.2297-VI (2010), ISO/IEC 27017:2015 (2015), Regulation (EU) of the

European Parliament and of the Council No. 2016/679 (2016)

The results presented in Table 5 of the analysis
of cloud protection methods testified to the need for
a differentiated approach to processing unstructured
data in the mobile environment. Client-side encryption,
despite increased demands on computing resources, re-
mained the optimal choice for confidential information,
while IAM systems realised the potential best in corpo-
rate solutions with clearly defined user roles. Backup
mechanisms, being critically important for data integ-
rity, required individual configuration for each type of

content, taking into account its value and update fre-
quency. These findings emphasised that effective pro-
tection of unstructured data in the cloud required not
only the technical implementation of separate mecha-
nisms but also a deep understanding of the context of
the use. The optimal strategy envisaged a combination
of protection methods, adaptation to the type of data
and usage scenarios, realistic assessment of the capa-
bilities of mobile devices, and a balance between secu-
rity and performance.
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Data transmission protocols of the latest versions
played a crucial role in protecting unstructured data
when working with mobile devices. A direct correla-
tion was established between the type of transmitted
data and the choice of an appropriate protocol: for API
requests and processing of confidential information, it
was advisable to use HTTPS, which provided basic en-
cryption; transmission of large volumes of data (media
content, backups) was more efficiently implemented
through TLS 1.3, which combined high performance
and cryptographic protection; in corporate scenarios,
the optimal solution was the implementation of VPN
for secure connections via open networks. Such a dif-
ferentiated approach allowed taking into account the
specifics of mobile applications and the type of data
being processed. The analysis results confirmed that
none of the reviewed protection methods were univer-
sal in the context of mobile devices. Each method had
technological and contextual limitations associated
with resource constraints, peculiarities of the operat-
ing environment, and modelling of user behaviour. Only
the combination of complementary approaches al-
lowed the formation of a resilient protection system for
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unstructured data. Accordingly, the hypothesis about
the limited effectiveness of traditional security tools
developed for stationary or server platforms in the mo-
bile context was confirmed.

Challenges and limitations of protecting unstructured
data in the mobile environment

Despite the active development of information protec-
tion methods, the effective implementation of these
technologies in the dynamic mobile environment, par-
ticularly regarding unstructured data, faced a number of
challenges. These challenges arose both at the level of
technical implementation and due to the peculiarities
of the mobile environment, user behavioural factors,
and legal-regulatory restrictions. Within this study, the
following key challenges were identified and system-
atised, which complicated the implementation of ef-
fective protection of unstructured data in the mobile
environment (Table 6). To ensure the objectivity and
relevance of the analysis, the identified problems were
compared with the most widespread and critical risks
defined in the industry standard OWASP Mobile Top 10
(Mobile Top 10 2024...,n.d.).

Table 6. Key problems of protecting unstructured information on mobile devices

Correspondence to
No. Challenge The essence of the problem OWASP Mobile Top 10
for 2024
. - The absence of centralised accounting, classification,
1 High vulnerability to and access control complicated protection of data from M5, M6, M9
unstructured data leakage !
unauthorised access or loss
. . Technical limitations of mobile devices restrained full
2 Limited computing resources implementation of cryptographic protection without harming M10
of mobile devices
performance
. . Traditional authentication mechanisms did not provide
3 Complexity of ensuring sufficient resilience in mobile use and were subject to M1, M3
continuous authentication > . -
compromises between convenience and security
4 Access control in a dynamic Variability of usage context complicated the application of M3. M8
environment static access policies, requiring adaptive management models ’
Use of public networks and Unsafe transmission and storage of confidential data without
5 P . end-to-end encryption increased the risk of interception or M2, M5, M6, M9
cloud services - .
modification
Fragmentation of platforms | Uneven updates and differences between platforms hindered
6 - : . M7, M8
and ecosystems the creation of unified protection tools
. Lack of openness in mobile applications created
7 Lack O.f transparency in preconditions for hidden data collection, processing, or M4, M6
mobile applications
leakage
Legal and ethical aspects Inconsistency of international norms complicated compliance
8 of protecting unstructured with data protection requirements during the processing in M6, M9
information different jurisdictions

Source: compiled by the author based on Mobile Top 10 2024: Final release updates (n.d.)

For a deeper understanding of the identified barri-
ers,it was advisable to group the barriers into three key
directions: technical limitations, user factors, and reg-
ulatory challenges. Among the key technical barriers
to effective protection of unstructured information in
the mobile environment, several circumstances were
highlighted, related to the architectural and hardware
features of devices. Firstly, the decentralised nature of
such data hindered centralised control, classification,
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and implementation of unified access policies. Sec-
ondly, limited resources of mobile devices - proces-
sor, memory, autonomy - restrained the application
of full cryptographic protection without harming per-
formance. Finally, the high fragmentation of mobile
ecosystems (different OS versions, marketplace poli-
cies, hardware features) complicated the creation of
unified security solutions that had to function equally
across different platforms.
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A separate group of challenges consisted of user-re-
lated aspects. The most critical aspect was the complex-
ity of ensuring continuous authentication in the context
of mobile use - traditional identification tools had limi-
tations in the mobile context. Another widespread prob-
lem was incorrect configuration of access or its com-
plete absence, which opened opportunities for abuse.
An additional barrier was the low level of transparency
in the operation of applications - in particular, lack of
open code, insufficient documentation, and non-trans-
parent data collection practices. At the regulatory level,
the key issues remained inconsistency between national
legislations in the field of data protection and the com-
plexity of bringing mobile applications into compliance
with international standards. Ensuring regulatory com-
pliance was particularly difficult in the case of process-
ing unstructured information, which by its nature was
rarely subject to clear classification and accounting. This
created risks both for data operators and for end-users.
The identified challenges regarding the protection of
unstructured information on mobile devices demon-
strated the multidimensional nature of the problem -
technical, organisational, legal, and behavioural. The
challenges encompassed both internal platform aspects
(computing limitations, OS fragmentation, cryptograph-
ic effectiveness) and external factors - from unpredict-
able environmental conditions to regulatory barriers. A
separate difficulty was the dynamic context of mobile
use, which required adaptive security policies. A com-
parative analysis with the categories of OWASP Mobile
Top 10 2024: Final release updates (n.d.) confirmed the
relevance of the identified challenges to mobile securi-
ty practice and testified to the critical necessity of the
consideration in the design of protection systems. Thus,
effective resolution of these issues required an interdis-
ciplinary approach, combining technical solutions, regu-
latory frameworks, and transparent interaction between
the user and mobile applications.

DISCUSSION

The obtained results demonstrated that although
methods of protecting unstructured information, such
as symmetric and asymmetric encryption, hashing, mul-
tifactor authentication, access control, and cloud tech-
nologies, had high potential effectiveness, the imple-
mentation in the mobile environment was significantly
complicated by a number of technical, organisation-
al, and architectural barriers. The conducted analysis
showed that these methods were often not adapted to
the real conditions of mobile device functioning - lim-
ited energy capacity, OS fragmentation, open interfaces,
and variable user behaviour. This emphasised the limi-
tations of universal approaches developed for the serv-
er environment, while at the same time confirming the
research hypothesis regarding the necessity of critically
rethinking protection in the mobile context. The impor-
tance of these results lay in formulating a holistic under-
standing of the spectrum of challenges facing mobile

security and in the analytical justification of the expe-
diency of a comprehensive, adaptive approach to imple-
menting systems for protecting unstructured information.

Within the conducted study, it was established that
the effectiveness of cryptographic protection of un-
structured information on mobile devices depended on
the choice of algorithm, taking into account resource
limitations. In particular, the use of AES in CBC mode
required correct IV management, which was compli-
cated in mobile systems with unstable execution con-
texts. Similar technical challenges were recorded in
the work of K. Yu et al. (2022), which analysed Shamir’s
cryptography in distributed loT environments. However,
in that study the emphasis was shifted towards mod-
el resilience, while the impact of computational load
was left unaddressed. In contrast, Y. Chen et al. (2020)
directly pointed to the problems of energy consump-
tion and the complexity of implementing cryptograph-
ic algorithms in mobile devices, which confirmed the
findings. A comparative analysis of asymmetric encryp-
tion algorithms showed that the ECC algorithm was
more suitable for the mobile environment due to its
smaller key size, lower energy consumption, and faster
data processing compared to RSA. This was important
for protecting unstructured information, the volume of
which was variable and often significant. Similar con-
clusions were presented in the work of R. Yuvarani &
R. Mahaveerakannan (2025), where ECC showed better
performance compared to RSA in the context of cloud
authentication, although the authors did not focus di-
rectly on mobile devices as the local execution envi-
ronment. K. Liu et al. (2023) confirmed the advantages
of ECC in the mobile context, emphasising its effective-
ness in two-factor authentication, which was consistent
with the findings obtained regarding the expediency of
applying ECC in scenarios of accessing encrypted data.
Relevant were the results of K.S. Kumar & R. Suku-
mar (2019), which proved the advantage of ECCin terms
of energy efficiency for Android devices, fully coinciding
with the conclusions of this study about the expediency
of using elliptic curves for protecting mobile data. Thus,
the results of the study were confirmed by previous
works, while focusing attention on the application of
ECC specifically for protecting unstructured information
in resource-constrained conditions.

A comprehensive review of access control models in
the mobile environment demonstrated that the imple-
mentation of effective authentication and access man-
agement in the mobile environment was complicated
by platform fragmentation, variability of user interac-
tion models, and limitations of computing resources.
The most effective approaches proved to be multifactor
and context-dependent methods, which could ensure a
balance between convenience and the level of protec-
tion. Similar conclusions were observed in the study of
A. Tewari & B.B. Gupta (2020), which noted the neces-
sity of comprehensive construction of access systems
in multi-level loT environments, with an emphasis on
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adaptability and dynamic rights management. At the
same time, in the mentioned work the main focus was
on the general architecture of loT, while the specifics of
mobile OS and user scenarios were left beyond the anal-
ysis. In the work of H.F.Atlam & G.B.Wills (2020), the im-
portance of considering ethical and social aspects when
implementing identification mechanisms was outlined,
which was relevant for the mobile environment with its
high level of personalisation, although the technical pa-
rameters of access implementation were not disclosed.
In contrast, in the study of J. Du et al. (2018) the expedi-
ency of distributed authentication models was justified
to reduce the load on central nodes, which partially cor-
related with the mobile need for delegated processing.

The analysis of the cloud component in the con-
text of protecting unstructured data on mobile devices
confirmed the expediency of implementing client-side
encryption before transferring data to the cloud, given
the risks of losing control over confidential information
after its upload. Such an approach was confirmed in the
study of A.Musa & A.Mahmood (2021), which noted that
client-side encryption significantly increased trust in
cloud storage, although the authors did not consider the
limitations of mobile platforms. M. da Rocha et al. (2020)
expanded this vision, proposing the use of a trusted ex-
ecution environment, which allowed keys to be stored
on the client side - a similar concept corresponded with
the emphasis on minimising dependence on the cloud
provider. Regarding access control, the results of the
study highlighted the need for dynamic rights manage-
ment on the user side, which was consistent with the
position of J. Mellom (2020), who emphasised the role of
IAM as a basic component of cloud security. The review
proposed by A.O. Akinade et al. (2025) confirmed the im-
portance of combining encryption, IAM, and authenti-
cation mechanisms in cloud environments, but mainly
from the standpoint of infrastructure providers, whereas
in the present study the focus was on the possibilities
and limitations of the mobile client.

One of the central challenges identified in the
study was the high vulnerability to leakage of unstruc-
tured data in the mobile environment, caused by the
absence of a centralised model of accounting, classifi-
cation, and access control. This risk was aggravated by
the fact that mobile applications often gained access
to such data without clear restrictions and proper in-
formed consent of the user. Similar observations were
described in the work of Y. Guo et al. (2021), which em-
phasised that unstructured data was easily extracted,
particularly due to the lack of transparent information
processing policies in mobile applications. At the same
time, in the mentioned study the main emphasis was
on the technical aspects of data extraction, while in
the present study the emphasis was shifted to the sys-
temic absence of mechanisms to prevent leakage. An
additional barrier was identified in the fragmentation
of mobile platforms, which complicated the implemen-
tation of unified solutions for information protection.
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As noted in the study of S. Garg & N.Baliyan (2021), the
differences between Android and iOS - in security ap-
proaches, update frequency, and access configuration -
created unequal conditions for the implementation of
protection standards. Thus, the obtained results were
confirmed: effective protection of unstructured infor-
mation on mobile devices had to take into account not
only general technical mechanisms, but also the archi-
tectural specifics of mobile ecosystems.

Among the identified challenges of protecting
unstructured information on mobile devices, a spe-
cial place was occupied by the problem of continu-
ous user authentication. As shown in the results of
the study, traditional authentication methods, such as
passwords, Personal Identification Number codes, or
one-time tokens, did not provide an adequate level of
resilience under conditions of mobile use, character-
ised by environmental variability, short sessions, and
limited user attention. At the same time, alternative
approaches, such as biometric parameters or behav-
ioural patterns, remained vulnerable to attacks, recog-
nition errors, and breaches of confidentiality. Similar
limitations were reflected in the study of M. Papaio-
annou et al. (2023), which noted that although be-
havioural biometrics showed potential for continuous
identification, it significantly depended on the context
of use and the device. The work of Y. Yang et al. (2019)
confirmed this assessment, emphasising the difficul-
ties in maintaining stable accuracy of behavioural
models in the dynamic conditions of the mobile en-
vironment. Similar conclusions were presented in the
study of PM.A.B. Estrela et al. (2021), which showed
that the implementation of continuous authentication
in mobile banking required complex infrastructure
and a balance between convenience and security.

Insufficient protection of data during transmission
via public networks or storage in cloud environments
was identified as one of the challenges that increased
the risks of unauthorised access to unstructured infor-
mation. The study emphasised the lack of end-to-end en-
cryption on the mobile device side, which made data vul-
nerable to Man-in-the-Middle attacks and interception.
A similar problem was identified by VY. Yao et al. (2023),
who proposed a complex secure transmission scheme,
which, however, required high resources and did not cor-
respond to the limitations of mobile devices. In addition,
the observations of M. Sangeen et al. (2023) about the
low awareness of users regarding the dangers of public
networks resonated with the results of the present study,
where behavioural aspects were identified as an addi-
tional risk factor. Unlike the mentioned authors, the pres-
ent study detailed the problem precisely in the context
of unstructured data and the mobile environment, em-
phasising the insufficiency of basic protection models.

Legal and regulatory restrictions were consid-
ered a significant barrier to ensuring the confidenti-
ality of unstructured data. The present work indicated
that the complexity of auditing such information and
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the fragmentation of legal requirements complicated
compliance with privacy standards. This conclusion
was consistent with the arguments of W. Hartzog &
N.M. Richards (2020), who pointed to the institutional
lack of adaptation of law to digital dynamics. Similarly,
J.Wong & T. Henderson (2019) emphasised the techni-
cal difficulties of implementing the right to portability
under GDPR. However, while in the mentioned works
attention was focused on general regulatory approach-
es, the present study supplemented these approaches
by highlighting how the unstructured nature of mobile
data made full legal regulation impossible. This com-
parison confirmed that legal challenges were no less
critical than technical ones and required integrated
solutions. The analysis of the results of the study re-
flected that the identified challenges - in particular the
problems of unstructured data leakage, limited mobile
resources, authentication difficulties, and regulatory
barriers — were systemic and largely confirmed by other
studies. At the same time, the conducted comparison
showed that the present study expanded existing ap-
proaches by comprehensively covering the technical,
behavioural, and legal aspects specific to the mobile
environment. Such a comprehensive analysis allowed
not only the identification of current problems, but also
the critical evaluation of the applicability limits of ex-
isting solutions in the context of protecting unstruc-
tured information.

CONCLUSIONS

Within this study, a comprehensive analysis was carried
out of methods of protecting unstructured information
on mobile devices, taking into account technical, or-
ganisational, and legal-regulatory factors. The results
of the theoretical analysis of cryptographic algorithms
showed that symmetric AES encryption in CBC mode
was suitable for protecting local data, but required
careful IV management. A comparative assessment of
RSA and ECC confirmed the advantage of the latter in
terms of energy efficiency and speed, which made it
more optimal for mobile application. The analysis of
hash functions confirmed the higher effectiveness of
BLAKE3 compared to SHA-256 due to its lower energy
consumption,higher speed,and support for parallel data
processing, which were critical for mobile platforms.

Traditional authentication mechanisms proved in-
sufficiently adapted to the mobile environment, while

REFERENCES

promising approaches were those combining behaviour-
al biometrics with a context-dependent approach. The
analysis of cloud protection methods demonstrated the
effectiveness of a combination of client-side encryption,
IAM systems, and backup, particularly in ensuring the
confidentiality of unstructured information during its
transmission and storage. The analysis of modern secure
transmission protocols, in particular HTTPS, TLS 1.3,and
VPN, confirmed the high effectiveness in ensuring data
confidentiality during transportation in open networks.
It was established that the effectiveness of protection
methods directly depended on the type of processed
data, the architecture of the mobile device, resource lim-
itations, and environmental conditions, which necessi-
tated an adaptive choice of protection solutions.
Special attention was paid to the identification of
key challenges complicating the implementation of
unstructured data protection on mobile devices. Eight
problems were systematised, covering technical, be-
havioural, and regulatory aspects: from the risk of data
leakage and mobile resource limitations to application
transparency issues and legal barriers. The comparison
with OWASP Mobile Top 10 made it possible to veri-
fy the relevance of these challenges to current secu-
rity practices. The results of the study confirmed the
hypothesis that traditional protection tools, oriented
towards stationary or server environments, proved in-
sufficiently effective in the mobile context, requiring a
comprehensive and adaptive approach. The study had
limitations related to the theoretical nature of the anal-
ysis, the absence of empirical testing, and the inacces-
sibility of full technical specifications of mobile OS and
commercial applications. In further research, it would
be expedient to focus on the practical testing of the
effectiveness of cryptographic algorithms optimised for
the limitations of mobile devices, as well as on the de-
velopment of adaptive authentication systems and the
creation of cross-platform solutions for data protection.

ACKNOWLEDGEMENTS
None.

FUNDING
None.

CONFLICT OF INTEREST
None.

[1] Abibulaev, A.R., & Piskozub, A.Z. (2025). Analysis of possibilities for improving cloud infrastructure security
using NLP and ML. Modern Information Security, 2(62), 124-140. doi: 10.31673/2409-7292.2025.026884.

[2] Akinade, A.O., Adepoju, PA., Ige, A.B., & Afolabi, A.l. (2025). Cloud security challenges and solutions: A review
of current best practices. International Journal of Multidisciplinary Research and Growth Evaluation, 6(1), 26-35.

doi: 10.54660/.1IMRGE.2025.6.1.26-35.

[3] Atlam, H.F., & Wills, G.B. (2020). IoT security, privacy, safety and ethics. In M. Farsi, A. Daneshkhah, A.
Hosseinian-Far & H.Jahankhani (Eds.), Digital twin technologies and smart cities (pp. 123-149). Cham: Springer.

doi: 10.1007/978-3-030-18732-3_8.

Bulletin of Cherkasy State Technological University, Vol. 30, No. 4, 2025


https://doi.org/10.31673/2409-7292.2025.026884
https://doi.org/10.54660/.IJMRGE.2025.6.1.26-35
https://doi.org/10.1007/978-3-030-18732-3_8

E. Brovchenko

[4] Babayeva, K.G. (2024). Using cryptographic methods, mechanisms, and tools for protecting biometric data.
In Radioelectronics and youth in the 21st century: Materials of the 28th international youth forum (pp. 88-90).
Kharkiv: Kharkiv National University of Radio Electronics. doi: 10.30837/IYF.PCEIP.2024.088.

[5] Brovchenko, Y.M., Samarai, V.P, Datsenko, I.P., Pavlenko, V.I., & Sereda, AV. (2023). Protection of unstructured
data on mobile devices. Infocommunications and Computer Technologies, 1(5), 194-200. doi: 10.36994/2788-
5518-2023-01-05-21.

[6] Chen,L.,Moody,D.,Randall,K.,Regenscheid,A., & Robinson, A.(2023). Recommendations for discrete logarithm-
based cryptography: Elliptic curve domain parameters. Gaithersburg: National Institute of Standards and
Technology. doi: 10.6028/NIST.SP.800-186.

[7]1 Chen,Y., Zheng, B.,Zhang, Z., Wang, Q., Shen, C., & Zhang, Q. (2020). Deep learning on mobile and embedded
devices: State-of-the-art, challenges, and future directions. ACM Computing Surveys, 53(4), article number 84.
doi: 10.1145/3398209.

[8] da Rocha, M., Valadares, D.C.G., Perkusich, A., Gorgonio, K.C., Pagno, RT., & Will, N.C. (2020). Secure
cloud storage with client-side encryption using a trusted execution environment. In Proceedings of the
10th international conference on cloud computing and services science (pp. 31-43). Setubal: SciTePress.
doi: 10.5220/0009130600310043.

[9] Du,lJ. Jiang,C.,Gelenbe,E.,Xu,L.,Li,J., & Ren,Y.(2018). Distributed data privacy preservation in loT applications.
IEEE Wireless Communications, 25(6), 68-76.doi: 10.1109/MWC.2017.1800094.

[10] Dworkin, M. (2001). Recommendation for block cipher modes of operation: Methods and Techniques. Gaithersburg:
National Institute of Standards and Technology. doi: 10.6028/NIST.SP.800-38A.

[11] Estrela, PM.A.B., Albuquerque, R.D.O., Amaral, D.M., Giozza, W.F., & Junior, RT.D.S. (2021). A framework for
continuous authentication based on touch dynamics biometrics for mobile banking applications. Sensors,
21(12), article number 4212. doi: 10.3390/s21124212.

[12] Force, ).T. (2020). Security and privacy controls for information systems and organizations. Gaithersburg: National
Institute of Standards and Technology. doi: 10.6028/NIST.SP.800-53r5.

[13] Garg, S., & Baliyan, N. (2021). Comparative analysis of Android and iOS from security viewpoint. Computer
Science Review, 40, article number 100372. doi: 10.1016/j.cosrev.2021.100372.

[14] Grassi, PA., Garcia, M.E., & Fenton, J.L. (2017). Digital identity guidelines. Gaithersburg: National Institute of
Standards and Technology. doi: 10.6028/NIST.SP.800-63-4.

[15] Guo, Y., Liu, J., Tang, W., & Huang, C. (2021). Exsense: Extract sensitive information from unstructured data.
Computers & Security, 102, article number 102156. doi: 10.1016/j.cose.2020.102156.

[16] Hartzog, W., & Richards, N.M. (2020). Privacy’s constitutional moment and the limits of data protection. SSRN,
article number 3441502. doi: 10.2139/ssrn.3441502.

[17] Hu, V.C., Ferraiolo, D., Kuhn, R., Schnitzer, A., Sandlin, K., Miller, R., & Scarfone, K. (2014). Guide to attribute
based access control (ABAC) definition and considerations. Gaithersburg: National Institute of Standards and
Technology. doi: 10.6028/NIST.SP.800-162.

[18] ISO/IEC 27017:2015. (2015). Information technology - security techniques - code of practice for information security
controls based on ISO/IEC 27002 for cloud services. Retrieved from https://www.iso.org/standard/43757.htmL.

[19] Kibar, B. (2023). Comparing Blake3 and Sha-256 data integrity algorithms & integrating Blake3 with Golang.
Retrieved from https://surl.lu/vdnytL.

[20] Konovalov, S.M. (2025). Analysis of types of cybersecurity in mobile phone operating systems. Taurida Scientific
Herald. Series: Technical Sciences, 2, 100-104. doi: 10.32782/tnv-tech.2025.2.11.

[21] Kostiuk, Y., Bebeshko, B., Kriuchkova, L., Lytvynoy, V., Oksanych, I., Skladannyi, P., & Khorolska, K. (2024).
Information protection and data exchange security in wireless mobile networks with authentication and
key exchange protocols. Cybersecurity: Education, Science, Technique, 1(25), 229-252. doi: 10.28925/2663-
4023.2024.25.229252.

[22] Kumar, K.S., & Sukumar, R. (2019). Achieving energy efficiency using novel scalar multiplication based ECC
for Android devices in Internet of Things environments. Cluster Computing, 22(5), 12021-12028. doi: 10.1007/
s10586-017-1542-8.

[23] Law of Ukraine No. 2297-VI “On Personal Data Protection”. (2010, June). Retrieved from https://zakon.rada.gov.
ua/laws/show/en/2297-17 #Text.

[24] Liu, K., Zhou, Z., Cao, Q., Xu, G., Wang, C., Gao, Y., Zeng, W., & Xu, G. (2023). A robust and effective two-factor
authentication (2FA) protocol based on ECC for mobile computing. Applied Sciences, 13(7), article number
4425.doi: 10.3390/app13074425.

[25] Marchenko, O.(2023). Cybersecurity and information protection: Analysis of risk and threat impact with modern
effective cyberspace defense strategies. Information Technology: Computer Science, Software Engineering and
Cyber Security, 3,50-59. doi: 10.32782/1T/2023-3-6.

Bulletin of Cherkasy State Technological University, Vol. 30, No. 4, 2025



https://doi.org/10.30837/IYF.PCEIP.2024.088
https://doi.org/10.36994/2788-5518-2023-01-05-21
https://doi.org/10.36994/2788-5518-2023-01-05-21
https://doi.org/10.6028/NIST.SP.800-186
https://doi.org/10.1145/3398209
https://doi.org/10.5220/0009130600310043
https://doi.org/10.1109/MWC.2017.1800094
https://doi.org/10.6028/NIST.SP.800-38A
https://doi.org/10.3390/s21124212
https://doi.org/10.6028/NIST.SP.800-53r5
https://doi.org/10.1016/j.cosrev.2021.100372
https://doi.org/10.6028/NIST.SP.800-63-4
https://doi.org/10.1016/j.cose.2020.102156
https://doi.org/10.2139/ssrn.3441502
https://doi.org/10.6028/NIST.SP.800-162
https://www.iso.org/standard/43757.html
https://blog.stackademic.com/comparing-blake3-and-sha-256-data-integrity-algorithms-integrating-blake3-with-golang-146597b6855a
https://doi.org/10.32782/tnv-tech.2025.2.11
https://www.researchgate.net/publication/384416224_INFORMATION_PROTECTION_AND_DATA_EXCHANGE_SECURITY_IN_WIRELESS_MOBILE_NETWORKS_WITH_AUTHENTICATION_AND_KEY_EXCHANGE_PROTOCOLS
https://www.researchgate.net/publication/384416224_INFORMATION_PROTECTION_AND_DATA_EXCHANGE_SECURITY_IN_WIRELESS_MOBILE_NETWORKS_WITH_AUTHENTICATION_AND_KEY_EXCHANGE_PROTOCOLS
https://doi.org/10.1007/s10586-017-1542-8
https://doi.org/10.1007/s10586-017-1542-8
https://doi.org/10.3390/app13074425
https://doi.org/10.32782/IT/2023-3-6

Problems of protecting unstructured information on mobile devices

[26] Mellom, J. (2020). The role of identity access management (IAM) in cloud security. Retrieved from https://
sonraisecurity.com/blog/the-role-of-identity-access-management-iam-in-governing-cloud-security/.

[27] Mobile Top 10 2024: Final release updates. (n.d.). Retrieved from https://owasp.org/www-project-mobile-
top-10/.

[28] Moriarty, K., Kaliski, B., Jonsson, J., & Rushc, A. (2016). PKCS #1: RSA cryptography specifications version 2.2.
Retrieved from https://datatracker.ietf.org/doc/html/rfc8017.

[29] Musa, A., & Mahmood, A. (2021). Client-side cryptography based security for cloud computing system. In 2021
international conference on artificial intelligence and smart systems (ICAIS) (pp. 594-600). Coimbatore: IEEE.
doi: 10.1109/1CAIS50930.2021.9395890.

[30] National Institute of Standards and Technology. (2023). Advanced Encryption Standard (AES). Gaithersburg:
National Institute of Standards and Technology. doi: 10.6028/NIST.FIPS.197-upd1.

[31] Papaioannou, M., Mantas, G., Panaousis, E.M., Essop,A., Rodriguez,J., & Sucasas,V.(2023). Behavioral biometrics
for mobile user authentication: Benefits and limitations. In 2023 IFIP networking conference (IFIP networking)
(pp. 1-6). Barcelona: IEEE. doi: 10.23919/IFIPNetworking57963.2023.10186419.

[32] Regulation (EU) of the European Parliament and of the Council No. 2016/679 “On the Protection of Natural
Persons with Regard to the Processing of Personal Data and on the Free Movement of Such Data,and Repealing
Directive 95/46/EC (General Data Protection Regulation) (Text with EEA Relevance)”. (2016, April). Retrieved
from http://data.europa.eu/eli/reg/2016/679/0j.

[33] Rogushina, J.V. (2019). Methods and tools for analyzing unstructured data. Problems in Programming, 1, 57-77.
doi: 10.15407/pp2019.01.057.

[34] Sangeen, M., Bhatti, N.A., Kifayat, K., Alsadhan, A.A., & Wang, H. (2023). Blind-trust: Raising awareness of the
dangers of using unsecured public Wi-Fi networks. Computer Communications, 209, 359-367. doi: 10.1016/.
comcom.2023.07.011.

[35] Sereda, A., Datsenko, I., Pavlenko, V., & Samarai, V. (2022). Stability and efficiency of cryptographic algorithms
used in mobile devices. Infocommunications and Computer Technologies, 2(4), 178-190. doi: 10.36994/2788-
5518-2022-02-04-21.

[36] Spasiteleva, S., Zhdanova, Y., & Chychkan, I. (2019). Security problems of universal data management systems.
Cybersecurity: Education, Science, Technique, 2(6), 122-133.doi: 10.28925/2663-4023.2019.6.122133.

[37] Tewari, A., & Gupta, B.B. (2020). Security, privacy and trust of different layers in internet-of-things (1oTs)
framework. Future Generation Computer Systems, 108,909-920. doi: 10.1016/j.future.2018.04.027.

[38] Vahdati, Z.,Yasin,S., Ghasempour,A., & Salehi, M. (2019). Comparison of ECC and RSA algorithms in loT devices.
Journal of Theoretical and Applied Information Technology, 97(16),4293-4308.

[39] Wong, J., & Henderson, T. (2019). The right to data portability in practice: Exploring the implications of the
technologically neutral GDPR. International Data Privacy Law, 9(3), 173-191. doi: 10.1093/idpl/ipz008.

[40] Yang,Y., Guo, B.,Wang, Z., Li,M., Yu, Z., & Zhou, X. (2019). BehaveSense: Continuous authentication for security-
sensitive mobile apps using behavioral biometrics.Ad Hoc Networks,84,9-18.doi:10.1016/j.adhoc.2018.09.015.

[41] Yao, Y., Shu, F., Li, Z., Cheng, X., & Wu, L. (2023). Secure transmission scheme based on joint radar and
communication in mobile vehicular networks. IEEE Transactions on Intelligent Transportation Systems, 24(9),
10027-10037. doi: 10.1109/TITS.2023.3271452.

[42] Yu,K.,Tan,L.,Yang, C.,Choo,K-K.R.,Bashir,A.K.,Rodrigues,) J.P.C., & Sato, T.(2022). A blockchain-based Shamir’s
threshold cryptography scheme for data protection in industrial Internet of Things settings. IEEE Internet of
Things Journal, 9(11), 8154-8167. doi: 10.1109/10T.2021.3125190.

[43] Yuvarani, R., & Mahaveerakannan, R. (2025). Enhancing loT security: Performance evaluation of RSA
and ECC in QR code-based authentication systems with cloud integration. In 2025 6th international
conference on mobile computing and sustainable informatics (pp. 308-315). Goathgaun: IEEE. doi: 10.1109/
ICMCSI164620.2025.10883058.

Bulletin of Cherkasy State Technological University, Vol. 30, No. 4, 2025



https://sonraisecurity.com/blog/the-role-of-identity-access-management-iam-in-governing-cloud-security/
https://sonraisecurity.com/blog/the-role-of-identity-access-management-iam-in-governing-cloud-security/
https://owasp.org/www-project-mobile-top-10/
https://owasp.org/www-project-mobile-top-10/
https://datatracker.ietf.org/doc/html/rfc8017
https://doi.org/10.1109/ICAIS50930.2021.9395890
https://doi.org/10.6028/NIST.FIPS.197-upd1
https://doi.org/10.23919/IFIPNetworking57963.2023.10186419
http://data.europa.eu/eli/reg/2016/679/oj
https://doi.org/10.15407/pp2019.01.057
https://doi.org/10.1016/j.comcom.2023.07.011
https://doi.org/10.1016/j.comcom.2023.07.011
https://doi.org/10.36994/2788-5518-2022-02-04-21
https://doi.org/10.36994/2788-5518-2022-02-04-21
https://www.researchgate.net/publication/338172254_SECURITY_PROBLEMS_OF_UNIVERSAL_DATA_MANAGEMENT_SYSTEMS
https://doi.org/10.1016/j.future.2018.04.027
https://www.jatit.org/volumes/Vol97No16/6Vol97No16.pdf
https://doi.org/10.1093/idpl/ipz008
https://doi.org/10.1016/j.adhoc.2018.09.015
https://doi.org/10.1109/TITS.2023.3271452
https://doi.org/10.1109/JIOT.2021.3125190
https://doi.org/10.1109/ICMCSI64620.2025.10883058
https://doi.org/10.1109/ICMCSI64620.2025.10883058

E. Brovchenko

Mpo6nemMu 3axUCTy HECTPYKTYypoBaHoOi iHbpopMauii
Ha MO6iNbHUX NPUCTPOAX

€sreH bpoBueHko

AcnipaHt

BioKkpuTuin Mi>KHapOLHUI YHIBEPCUTET PO3BUTKY NOAMHM «YKpaiHa»
04071, Byn. JlbBiBCbKa, 23, M. KU1iB, YKpaiHa
https://orcid.org/0000-0002-1416-0385

AHoTauif. AKTyanbHiCTb AOCNIAXEHHS 3yMOBNEHA 3pOCTaHHAM 06CAriB HECTPYKTYPOBAHUX AaHUX Y MOBiNbHOMY
cepenoBumLLi, WO NoTpebye NepeocCMUCIEHHS KNACUYHUX NiAXOAIB A0 iX 3aXMCTy B YMOBaxX 0OMeXeHUX pecypCiB i
[MHAMIYHOro BUKOPUCTaHHA. MeTa AOCNIIKEHHS NONArana y KOMNAEKCHOMY aHani3i METOAIB 3aXMCTy HECTPYKTYPOBAHOI
iHpopmauii B MOBinbHOMY cepefoBULLI Ta BUSIBNEHHI KJIlO4OBUX BapepiB Ang ix epeKTMBHOro BMNPOBaAKEHHS.
MeTtoponoria 6a3yBanacs Ha TEOPETUKO-aHaNITUMHOMY MiAXOAI, WO BKJIKOYAB CMCTEMATM3ALLII0 METOLIB 3aXUCTY,
NOpPIBHANBHWUIA aHaNIi3 KpUNTorpadivyHUX anropuTMIB, OLLIHKY MoJenei aBTeHTUdIKaLlii Ta KOHTPOSIO JOCTYMY, @ TaKOX
aHani3 xMapHUx MexaHi3miB 6e3neku. BctaHoBneHo, wo cumeTpuuHe wudpyBaHHa Advanced Encryption Standard
y pexxumi Cipher Block Chaining 3abe3neuye eheKkTUBHWUIA IOKaNbHWUIA 3aXMUCT, afie BUMAra€e PETEeSIbHOro YrNpaBiHHS
BeKTOopamu iHiuianizauii. JocnigxeHo, wo Elliptic Curve Cryptography nepesepuye Rivest-Shamir-Adleman 3a
eHeproedeKTUBHICTIO Ta wWBuakoaieto, a BLAKE3 - Secure Hash Algorithm 256 3a wBKnAKicTio, eHeproCnoX1MBaHHIM
i NigTpMMKOI napaneniaMmy. Y3aranbHeHo, Wo Moaeni KOHTPOO AOCTYNYy HeA0CTaTHbO aAanToBaHi A0 AUHAMIKMK
MObiNbHOro cepenoBumLLa, @ HaNbINbL ePEKTUBHUMU € KOHTEKCTHO-OPIEHTOBAHI 1 6aratodakTopHi Niaxoau, 3okpema 3
BMKOPUCTaHHAM BioMeTpuyHOi Ta noBeaiHkoBOi aBTeHTUdiKaLii. OTpMMaHo, Lo KOMBiHaL,is KNiEHTCbKOrO WKdpyBaHHS,
yNpaBiHHSA iBEHTUYHICTIO Ta pe3epBHOro KOMitOBaHHS Y XMapi 3abe3neyye HaWBULLMI piBEHb 3aXMCTY 33 HANEXHOIO
BMNpoBaXeHHs. BctaHoBNeHO, Wwo edekTUBHICTb NpoTokonis HyperText Transfer Protocol Secure, Transport Layer
Security 1.3 i Virtual Private Network 3anexwuTb Bif TUNy AaHMX i CLEeHapilo B3aEMOAII, a iX 3acTocyBaHHS noTpebye
H6anaHcy Mix 6e3neKkoto, NPOAYKTUBHICTIO Ta KOHTEKCTOM BUKOPUCTAHHS. |LeHTU(iIKOBAHO BiCiM KNHOYOBUX BUKIUKIB,
peneBaHTHICTb IKMX [0 NPaKTUKM MOBiNbHOI Be3neku NigTBepAXXeHO Yepes 3icTaBneHHs 3 kateropismu OWASP Mobile
Top 10: BMTiK gaHux, obMexeHi pecypcu, CKNagHiCTb aBTeHTUdiKaL,ii, AMHAMIYHUI KOHTPOb JOCTYNY, BUKOPUCTAHHS
nyo6niyHnx Mmepex, GparmMeHTaLis nnatPopM, HeMpPO30piCTb 3aCTOCYHKIB | NpaBoBi Bapepu. YCTaHOBNEHO, L0
e@eKTUBHICTb METOAIB 3aXMUCTY 3YMOB/IIOETLCA KOHTEKCTOM 3aCTOCYBAaHHS — TUMOM JaHUX, apXiTEKTYPOIO MPUCTPOIO,
CLeHapieM B3aEMOAii Ta LOCTYMHO iHOPACTPYKTYPOIO, WO BUMArae aganTMBHOro Bubopy piweHb. OTpuMaHi
pe3ynbTaTi NiATBEPLKYHOTb, L0 TPaAMLIMHI niaxoam oo iHGopMaLinHoi 6e3nekn noTpebytoTb aganTauii fo cneumdiku
MOGinbHUX Nnatdopm. [locnifkeHHS M€ NPaKTUYHY LiHHICTb AN9 po3p06HUKIB He3neKoBMX pillieHb, aMiHICTpaTopiB
KOpNopaTMBHUX CUCTEM Ta NONITUKIB Yy chepi Kibepbesnekn

KniouoBi cnoBa: cepenoBuiLe; WiMbpyBaHHSA; aBTEHTUDIKALLIS; 0OMEXeHHS pecypciB; KOHTPO/b AOCTYNY
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Abstract. In the modern design of variable differential pressure flowmeters, the introduction of reliable automated
logging systems is relevant, as conventional logging methods do not provide the required accuracy and stability
under load. The purpose of this study was to substantiate and develop methodological approaches to automating
logging processes in the design of variable differential pressure flowmeters, considering parametric optimisation,
reducing error localisation time, and increasing the accuracy of uncertainty estimation. The study was based
on experimental measurements in the SolidWorks 2024 and ANSYS Fluent software environments using the
Elasticsearch and Kibana tools, as well as further computational processing in MATLAB 2024a. The evaluation
covered the metrics of accuracy, completeness, integrated harmonic mean, area under the performance curve, time
to detect a critical event, time to notify an engineer, time to localise an error, average error in flow calculation with
bootstrap analysis, and an integrated logging efficiency index. The study found that basic logging provides limited
accuracy (= 71%) and low stability (= 82.5% of failure-free sessions), while heuristic methods increase efficiency to
87.9%,but leave a considerable level of event duplication and lose stability under load. The statistical classification
showed better results (integrated F1-score=0.81, average consumption error=2.5%, integrated logging efficiency
index =0.78), providing a balance between accuracy and performance. The highest indicators were achieved with
the machine learning approach: accuracy exceeded 91%, completeness was over 87%, the average cost calculation
error was reduced to 1.7%, the recovery of cause-and-effect relationships reached over 86%, and the integrated
logging efficiency index was 0.89. Analysis of variance and the non-parametric Kruskal-Wallis test confirmed
the reliability of the differences between the approaches. The practical significance of this study lies in the
identification of machine learning algorithms as a basic direction for the development of intelligent logging
systems, the findings of which can be used by engineering companies, software developers, and enterprises in the
oil and gas, energy,and mechanical engineering industries to improve the reliability, scalability,and adaptability of
design systems to real-world operating conditions
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INTRODUCTION

The relevance of this study is driven by the need to im-
prove the accuracy and reliability of variable differen-
tial pressure flowmeter design in the face of growing
demands from energy, industry, and transport. Conven-
tional logging methods do not provide an adequate
level of diagnostics and stability under load, which
complicates the prompt detection of critical errors.
The introduction of automated logging using machine
learning algorithms creates opportunities to reduce er-
rors, shorten optimisation time, and increase the repro-
ducibility of results. This determines the relevance of
a comprehensive combination of mathematical model-
ling, Computer-Aided Design (CAD) and Computational
Fluid Dynamics (CFD) systems, as well as intelligent log
analysis in modern instrumentation.

In scientific approaches, the role of automated log-
ging as a key element in ensuring the accuracy and re-
liability of flowmeter design processes is increasingly
gaining attention. R. Sapeliuk & F. Matiko (2025) an-
alysed trends in the development of CAD systems in
instrumentation with a focus on digital integration.
The researchers emphasised that the introduction of
diagnostic functions in design environments ensures
prompt detection of errors and increased reproducibili-
ty of results.).A.G. Camperos et al. (2024) focused on the
structural and parametric optimisation of gas-hydrody-
namic measuring transducers. The researchers proved
that the use of such methods creates a basis for formal-
ising the processes of automatic deviation detection in
measurement systems. V.I. Roman et al. (2024) present-
ed a computer programme for the automated design of
diameter ultrasonic flowmeters. The researchers noted
that the integration of error registration mechanisms
into the calibration process provides increased stability
and accuracy of the devices.

S. He et al. (2021) reviewed methods of automated
log analysis in the field of reliability engineering. The re-
searchers proved that the use of such approaches in CAD
environments helps to improve reliability and prompt
detection of design errors. N. Zhao et al. (2021) exam-
ined the empirical aspects of anomaly detection in on-
line service logs. The researchers emphasised that the
adaptation of these methods to flowmeter design sys-
tems provides more effective diagnostics and reliability
monitoring. L.L. Shunashu & O. Kaunde (2025) demon-
strated the use of machine learning algorithms to assess
the accuracy of ultrasonic flowmeters in operation. The
researchers noted that the built predictive models allow
reducing errors and implementing adaptive adjustment
of measuring systems. S. Gholamian & PA.S.Ward (2021)
presented a systematic review of modern approaches
to automating logging in software applications. The re-
searchers emphasised that intelligent log processing is a
crucial factor in increasing the efficiency of error detec-
tion and reducing the time to fix them.

J. Candido et al. (2021a) considered the problem
of optimal log placement in corporate systems. The
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researchers proved that the right logging strategy
reduces the risk of losing critical data and ensures
high-quality monitoring. J. Ma et al. (2021) investigat-
ed the possibilities of using digital signal processing
methods to determine the transit time in ultrasonic
flowmeters. The researchers showed that the use of
Digital Signal Processing algorithms increases the sta-
bility of measurements and facilitates the recording of
deviations in the results. Finally,R.Ren et al. (2022) pro-
posed an ultrasonic flowmeter architecture based on
the cross-correlation method. The researchers empha-
sised that the combination of hardware solutions with
software protocoling mechanisms creates conditions
for comprehensive control of measurement accuracy.
Analysis of scientific sources showed that improving
the accuracy and reliability of flowmeter design directly
depends on the integration of automated logging sys-
tems - their ability to record deviations, analyse the
causes of errors, ensure compatibility with CAD envi-
ronments, and maintain the adaptability of algorithms
during optimisation. The key factors are the possibility
of prompt registration of errors at the stages of mathe-
matical modelling, the efficiency of log processing un-
der variable environmental parameters, and interactive
informing of the engineer about critical deviations.

The purpose of this study was to develop a meth-
odological framework for automated error logging in
the design of variable differential pressure flowmeters
with the integration of parametric optimisation and un-
certainty assessment mechanisms to improve the reli-
ability and reproducibility of results. The key objectives
of the study included a comparison of approaches to
automated logging in CAD/CFD systems, systematisa-
tion of mathematical modelling methods concerning
optimisation and uncertainty, and development of a
conceptual model of the efficiency of intelligent log-
ging systems for flowmeters.

MATERIALS AND METHODS

The theoretical and experimental study was conduct-
ed in April-June 2025 using a combination of system
analysis, computer modelling, and experimental verifi-
cation of the results in the CAD/CFD design environ-
ment. All tests were performed under stable modelling
parameters (temperature 25 * 2°C, pressure 0.1 MPa,
flow rate 0.05-1.0 kg/s, unified boundary conditions,
and numerical settings), which ensured reproducibili-
ty of the results and excluded the influence of exter-
nal factors. Four types of log processing systems were
involved in the analysis. The first basic type involved
standard event logging without specialised processing
algorithms. The second type implemented heuristic
approaches aimed at detecting deviations in the flow-
meter design parameters, including incorrect geomet-
ric relationships (diaphragm eccentricity, nozzle asym-
metry, venturi tube axis offset), as well as deviations
in wall thickness and edge irregularities that directly




Automated error logging in the flowmeter design process...

affected flow stability. The third type was based on sta-
tistical classification methods to differentiate between
critical and minor messages, including the use of dis-
tribution analysis (z-scores, y?-criterion), building logis-
tic models and clustering events by the probability of
deviations, which allowed separating truly dangerous
failures from background or random signals. The fourth
type included the integration of machine learning al-
gorithms, which allowed predicting the occurrence of
errors in the early stages of design. For each group,
10 test scenarios were generated (total sample size
n =40), which ensured the representativeness of the
results. The parameters of the design scenarios were
unified: type of flowmeter (diaphragm, nozzle, venturi
pipe, combined scheme), flow range (0.05-1.0 kg/s), and
operating conditions (temperature 25 £ 2°C, pressure
0.1 MPa). This standardisation ensured that the results
could be correctly compared between different scenar-
ios and reduced the impact of random fluctuations in
the input data. To reduce the variability of the results,
all scenarios were implemented in SolidWorks 2024
(SOLIDWORKS, n.d.) using the CFD module ANSYS Flu-
ent (Ansys, n.d.), which allowed accounting for both
hydrodynamic processes and the influence of design
features on flow parameters. The system for collecting
and visualising logs was based on Elasticsearch (Elas-
tic, n.d.a) and Kibana (Elastic, n.d.b), which ensured the
integration of events at three levels: parametric (geom-
etry changes), computational (stability of the numerical
solution), and metrological (assessment of the uncer-
tainty of the results). Additionally, the use of this stack
enabled both real-time search and filtering of events
and their subsequent analytical processing to identify
patterns in the occurrence of design errors.

The performance of the logging systems was as-
sessed following international industry standards for
software quality, particularly ISO/IEC25002:2024 (2024).
Performance metrics included precision, recall, average
system response time, and the proportion of redundant
messages. The logging efficiency was assessed by a
series of indicators, including the total number of re-
corded events, the proportion of missed messages, the
volume of generated logs, and the percentage of pro-
ject sessions completed without failures. Additionally,
the study employed key classification metrics recom-
mended by international software quality standards.
The F1-score reflects the balance between the accura-
cy and completeness of critical event detection, i.e., it
shows the system’s ability to avoid false positives and
not miss significant deviations. The integral Area Under
the Receiver Operating Characteristic Curve (ROC-AUC)

metric describes the overall ability of the algorithm to
distinguish between critical and non-critical events re-
gardless of the selected classification threshold: a value
close to 1 reflects high recognition quality, while a level
of 0.5 corresponds to a random classification. The com-
bined use of these metrics provides the most objective
assessment of the diagnostic capability of an automated
logging system. The key metrics were the average Time
to Detection (TTD), Time to Notification (TTN),and Time
to Localisation (TTL). These parameters were measured
separately for distinct types of flowmeters (orifice plate,
nozzle, venturi tube, and combined scheme), which
helped to assess the stability and reproducibility of the
results under structurally different conditions.

To ensure the objectivity of the data, all measure-
ments were replicated three times, after which they
were averaged. The results were checked for compli-
ance with the regulatory requirements of 1ISO/IEC/IEEE
29119-1:2022 (2022). Statistical processing was per-
formed in MATLAB 2024a (R2024a Release High-
lights, n.d.) using ANOVA and the Kruskal-Wallis test to
examine the significance of differences between groups.
To summarise the findings, the study employed the In-
tegrated Log Performance Index (ILPI) method, which
helped to quantitatively and statistically compare dif-
ferent logging strategies on a single scale. The study
analysed three groups of indicators: diagnostic (accura-
cy of detecting critical events), informational (relevance
and volume of useful messages), and temporal (system
response time). Each component was assessed by the
relevant metrics normalised in the range from O to 1,
after which the results were aggregated considering the
weighting factors defined in the methodology. This ap-
proach helped to make an objective comparison, iden-
tify the optimum balance between diagnostic accuracy,
information content, and operational efficiency, and be-
came a reliable basis for the development of practical
recommendations for the implementation of a log pro-
cessing subsystem in CAD flowmeter design technology.

RESULTS

Overall performance of logging approaches in com-
puter-aided design. The study conducted a compara-
tive analysis of the overall performance of four log-
ging approaches in a CAD/CFD design environment.
The evaluation covered key indicators that character-
ise the efficiency of the systems: the total number of
recorded events, the proportion of missed messages,
the volume of logs, and the percentage of design ses-
sions completed without failures. The results were
summarised in Table 1.

Table 1. Summary of event logging indicators for the four approaches

. Number Share % of sessions
Logging approach of events (average) of missed events (%) Volume of logs (MB) without failures
Basic (logging) 1,250 (+35) 8.7 54.2 82.5
Heuristic 1,380 (*41) 6.1 62.8 87.9
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Continued Table 1.

. Number Share % of sessions
Logging approach of events (average) of missed events (%) Volume of logs (MB) without failures
Statistical classification 1,465 (£29) 43 70.5 91.7
Machine learning 1,520 (*27) 3.5 75.4 95.2

Source: compiled by the authors of this study based on data from SOLIDWORKS (n.d.), Ansys (n.d.), Elastic (n.d.a; n.d.b)

As Table 1 shows, the basic logging approach record-
ed an average of 1,250 events with a miss rate of 8.7%,
accompanied by the lowest percentage of sessions with-
out failures (= 82.5%). The heuristic method performed
better, with the number of events increasing to 1,380,
the dropout rate decreasing to 6.1%, and the percent-
age of stable sessions rising to 87.9%. Statistical classi-
fication performed even better, with an average of 1,465
recorded events, a drop rate of only 4.3%, and over 91%

W Parametric (geometry changes)

of sessions without failures. The highest results were ob-
tained for the machine learning approach: the number
of events reached 1,520, the miss rate dropped to 3.5%,
and the percentage of crash-free sessions rose to 95.2%.
Thus, in the experiment, it was the Machine Learning
(ML) approach that demonstrated the highest integrat-
ed performance among all the options studied. Figure 1
presents a comparative diagram of the distribution of
events across the three levels in the CAD/CFD process.
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Figure 1. Distribution of event flows in the CAD/CFD process by levels
Source: compiled by the authors based on data from SOLIDWORKS (n.d.), Ansys (n.d.)

The analysis of the results showed that most events
were recorded at the computational level (= 40%),
which reflects the significance of the stability of nu-
merical calculations in the CAD/CFD environment. The
parametric level yielded about 35% of events related to
changes in model geometry, while the metrological lev-
el provided the smallest share (= 25%), although this is
where deviations have the greatest impact on the accu-
racy of the uncertainty assessment. This confirmed that
the combination of the three levels in a single logging
system strikes a balance between completeness and

information content, creating a reliable basis for further
diagnostics and error correction. The quality of detect-
ing critical errors in the design process. A comparative
analysis of the accuracy of four logging approaches -
basic, heuristic, statistical, and machine learning - was
performed in terms of the ability to classify critical and
non-critical deviations in the design of variable differ-
ential pressure flowmeters. The evaluation was per-
formed using standard classification metrics: precision,
recall, F1-score, and ROC-AUC. Table 2 summarises the
measurement results.

Table 2. Comparative classification metrics for the four logging approaches

Logging approach Precision (%) Recall (%) F1-score ROC-AUC
Basic 71.2 65.4 0.683 0.742
Heuristic 79.6 72.3 0.757 0.801
Statistical 83.4 78.9 0.810 0.864
ML 91.5 87.2 0.894 0.931

Source: compiled by the authors based on data from R2024a Release Highlights - MATLAB and Simulink (n.d.)

A comparative analysis of Table 2 shows that the
basic logging approach is characterised by the lowest
results for all metrics: precision was only 71.2%, re-
call - 65.4%, which resulted in a low F1-score (0.683)
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and a limited ability to distinguish critical events from
non-critical ones (ROC-AUC = 0.742). This leads to a
considerable number of missed deviations and reduces
the effectiveness of application in practical scenarios.
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The heuristic approach demonstrated a significant
improvement: Precision increased to 79.6%, recall to
72.3%, which raised the Fl-score to 0.757. Additional-
ly, the increase in ROC-AUC to 0.801 confirmed a more
stable distinction between event classes, making the
method suitable for medium complexity tasks. Statis-
tical classification proved to be even more effective:
the precision reached 83.4%, recall 78.9%, F1-score
increased to 0.810, and ROC-AUC rose to 0.864. Such
indicators reflect a better balance between accuracy
and completeness and high reliability of event sepa-
ration even in more complex scenarios. The highest re-
sults were obtained for the machine learning approach,
which outperformed all other approaches by all met-
rics: precision was 91.5%, recall was 87.2%, Fl-score

was 0.894, and ROC-AUC was 0.931. This confirms the
ability of machine learning algorithms to simultane-
ously provide high accuracy, completeness, and robust-
ness of classification, making them the most promising
tool for integration into automated logging systems.
This result is consistent with the quality assessment
requirements defined in ISO/IEC 25002:2024 (2024)
and confirms that the integration of ML algorithms into
CAD/CFD design subsystems meets international practic-
es for ensuring test reliability according to ISO/IEC/IEEE
29119-1:2022 (2022). Figure 2 presents a combined
graph of ROC and Positive Rate (PR) curves for four ap-
proaches to automated logging in the design of vari-
able differential pressure flowmeters: basic, heuristic,
statistical, and machine learning.
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Figure 2. ROC curves and PR curves for the basic, heuristic, statistical, and ML approaches

Source: compiled by the authors

Comparative analysis of ROCand PR curves showed
differences between the four approaches. The ML ap-
proach demonstrated the greatest level of efficiency:
the average area under the ROC curve (AUC) was 0.96,
and the average F1-score reached 0.91.This indicates a
balanced ability to simultaneously maintain high accu-
racy (precision =0.93) and recall (recall =0.89). The sta-
tistical approach showed moderate results: AUC=0.87,
F1-score =0.82, precision =0.85, recall =0.79. Although
its curve was lower than the ML, it stayed stable as
the number of logs increased, indicating its suitabili-
ty for practical applications with an average workload.
The heuristic method demonstrated lower perfor-
mance: AUC=0.74, F1-score =0.68, precision =0.71, re-
call=0.65. It proved to be sensitive to noisy logs, which
led to an increase in the number of false positives and
a decrease in the system’s information content. The ba-
sic approach had the worst performance: AUC=0.62,

F1-score=0.57, precision=0.60, recall=0.55. The curve
of this method in Figure 2 was closest to the diagonal
of random classification, which reflects low efficiency in
detecting critical errors and practically limited applica-
bility in the CAD/CFD design environment.

Thus, the analysis showed that machine learning
provides an optimum balance between accuracy and
completeness and is the most promising for imple-
mentation in logging subsystems. The basic and heu-
ristic approaches are more of auxiliary value and can
be used only in simplified scenarios or as intermediate
solutions. Relevance of logs and information load in the
logging process. The study analysed the quality of mes-
sages generated by the four logging approaches. The
focus was on the share of relevant logs, the number
of false positives, the average length of messages, and
the level of duplication of events. All indicators were
summarised in Table 3.

Table 3. Qualitative characteristics of logs by different approaches

Approach Relevant logs, % False positives, % l:r‘:;:ag(ir:g f:csta(g'i) Duplicate events, %
Basic 62.4 21.7 118 14.5
Heuristic 74.9 153 135 11.2
Statistical 83.6 10.8 142 79
Machine learning 91.2 6.5 156 5.1

Source: compiled by the authors based on data from SOLIDWORKS (n.d.), Ansys (n.d.)
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A comparative analysis of the qualitative charac-
teristics of the logs demonstrated an evolution of effi-
ciency from basic to intelligent approaches. The basic
approach proved to be the least effective: only 62.4%
of logs were relevant, while the share of false positives
exceeded 21.7%. Another drawback was the high num-
ber of duplicate events (14.5%) and low information
content of the messages (average length of 118 char-
acters), which created a burden on the user. The heuris-
tic method improved the situation: the level of relevant
logs increased to 74.9%, and false positives decreased to
15.3%. However, despite the more informative messages
(135 characters), duplication stayed noticeable (11.2%),
indicating that the duplicate filtering algorithms were
not optimised enough. The statistical approach has al-
ready shown tangible progress. The share of relevant
logs reached 83.6%, false positives dropped to 10.8%,
and duplication was almost halved compared to the ba-
sic method (7.9%). The average message length was 142
characters, which indicates greater information richness
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and better structured data for analysis. The best results
were achieved with the ML approach. In this case, 91.2%
of the logs were relevant, and the false positive rate
dropped to 6.5%.Additionally, there was a minimal share
of duplicate events (5.1%) with the maximum informa-
tion content of messages (156 characters). This reflects
an optimum balance between classification accuracy and
message depth, which substantially reduces the infor-
mation burden on the engineer. Thus, the data obtained
confirmed that heuristic and statistical approaches can
be used as intermediate solutions, but only the integra-
tion of machine learning algorithms allows for a promi-
nent level of message relevance while minimising noise
and duplication. This makes the ML approach the most
promising for implementation in CAD/CFD flowmeter
design systems. Time efficiency and stability under load.
The study evaluated the time performance of four log-
ging approaches: basic, heuristic, statistical,and machine
learning. The key metrics were the average TTD, TTN,and
TTL. The results were summarised in Table 4.

Table 4. Time characteristics of logging by different approaches

Approach TTD, s TTN,s TTL,s
Basic 4.8 6.2 125
Heuristic 3.5 5.1 9.8
Statistical 29 4.3 72
Machine learning 2.1 3.2 5.4

Source: compiled by the authors of this study based on data from SOLIDWORKS (n.d.), Ansys (n.d.)

The comparative analysis showed that the basic ap-
proach has the largest time delays: the average error lo-
calisation time exceeds 12 seconds, which leads to the
accumulation of errors in complex modelling scenarios.
The heuristic algorithms provided a noticeable reduc-
tion in TTD and TTN (by about 25%), but TTL stayed
relatively high. Statistical and ML approaches proved to

be the most effective. Specifically, machine learning re-
duced the time to error localisation by almost 2.3 times
compared to the basic method (5.4 s vs. 12.5 s).To verify
the scalability, a series of tests were conducted with
a stepwise complication of the CFD model (scenarios
S1...S5). Figure 3 presents the degradation curves of
precision and recall with increasing event volume.
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Figure 3. Performance degradation curves under load (stress-response)

Source: compiled by the authors

Analysis of the results showed that the basic ap-
proach demonstrates a sharp decrease in efficiency al-
ready at the S3 stage: precision drops to about 58% and
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recall to 60%, which indicates its low suitability in log-
ging-intensive scenarios. The heuristic method maintains
an acceptable level of performance until stage S4 but
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loses stability and classification accuracy with further in-
crease in workload. The statistical approach shows rela-
tively equal results even under S5 conditions, maintaining
precision at about 73% and recall at 75%, which reflects
its stability in complex scenarios. The machine learning
approach demonstrated the greatest stability: even un-
der the maximum load, precision and recall stayed above
85%, which confirmed its advantage in ensuring system
reliability. Thus, the combination of time performance and
stability analysis proves that the use of machine learning
algorithms is optimal for CAD/CFD design processes, as it

minimises delays in error detection and localisation and
ensures stability as the volume and complexity of logs
increase. Influence of processing approaches on the esti-
mation of cost uncertainty. The study analysed the ability
of different logging approaches to influence the accuracy
and stability of flow rate estimation in variable differen-
tial pressure flowmeters. Attention was paid to the AQ
calculation error, the width of confidence intervals, and
the variability of results when repeatedly running simu-
lations using the bootstrap methodology. The results are
summarised in Table 5.

Table 5. Error of flow rate estimation AQ, confidence intervals and stability of estimates during re-runs (bootstrap)

Approach Average error AQ, % Confidence interval (95%), % | Variability at the bootstrap, %
Basic 4.8 3.5-6.1 5.7
Heuristic 3.2 24-4.1 4.1
Statistical 2.5 1.9-3.2 2.8
Machine learning 1.7 1.2-2.3 1.9

Source: compiled by the authors based on data from SOLIDWORKS (n.d.); Ansys (n.d.)

As Table 5 shows, the different logging approaches
have a different impact on the accuracy and stability of
the flow estimate. The basic method demonstrated the
worst performance: the average error AQ reaches 4.8%
and the variability across runs is over 5%, reflecting
poor reproducibility. The heuristic approach reduces
the error to 3.2% and narrows the confidence intervals
but leaves a relatively high level of instability in the
results (=4.1%). The statistical approach shows better
results: the error is reduced to 2.5% and the variability
to 2.8%, which reflects a marked increase in reliability.
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The most effective approach was the machine learning
approach, where the error AQ does not exceed 1.7%,
the width of the confidence intervals is only 1.2-2.3%,
and the variability is limited to 1.9%. This confirms
that the integration of machine learning algorithms
into the logging system provides the greatest stabili-
ty and accuracy of flow estimation in CAD/CFD design.
Figure 4 presents an error bars diagram comparing
the AQ error for the four approaches in different types
of flowmeters (orifice plate, nozzle, venturi tube, and
combined scheme).

Orifice plate Nozzle Venturi pipe Combined
Flowmeter type
W Basic:AQ, % W Heuristic:AQ, %  m Statistical: AQ, % ML: AQ, %

Figure 4. Comparison of AQ error bars for four approaches in different types of flowmeters

Source: compiled by the authors

As Figure 4 demonstrates, the results showed a dif-
ference between the approaches. The basic method has
the largest AQ error (=4.8%) and the widest confidence
intervals, which reflects low reproducibility of the results.
The heuristic approach improved the situation some-
what, reducing the error to =3.6%, but the range of values
is still significant. The statistical method showed more
stable results: the error decreases to = 2.5%, and the in-
tervals become much narrower, which confirmed its reli-
ability in practical scenarios. The best performance was
demonstrated by the machine learning approach, where

the error is =1.7% and the confidence intervals were min-
imal (= 1.9%), reflecting high stability and the prospects
of using this method in the CAD/CFD flowmeter design
environment. Traceability and cause-and-effect relation-
ships and ablation of the processing pipeline. The anal-
ysis of the recoverability of causal chains revealed that
the use of intelligent logging approaches can markedly
increase transparency in identifying the root causes of
design errors. Table 6 demonstrates that the effectiveness
of causal chain recovery increases significantly depend-
ing on the complexity of the approach used.
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Table 6. Share of events with a recovered chain of causes, average chain length,
and time to root cause identification

Approach Trace coverage, % Average chain length .irér::titigcraz?:ncamuis:
Basic 48.7 2.3 5.6
Heuristic 63.5 3.1 4.3
Statistical 71.2 3.7 3.5
Machine learning 86.4 4.5 2.1

Source: compiled by the authors

As Table 6 shows, the share of events with fully re-
covered trace coverage in the basic approach was only
= 48.7%, while the use of statistical processing raised
this figure to 71.2%. The highest results were achieved
with the machine learning approach - over 86%, with
an average time to root cause of about 2.1 minutes.
This proved that ML algorithms provide not only speed
but also depth of analysis, enabling effective recovery
of cause-and-effect relationships between events in
CAD/CFD design. At the same time, the study examined
the effectiveness of the log pre-processing pipeline
using the ablation method. Table 7 presents the con-
tribution of each stage (normalisation, deduplication,
metadata enrichment, aggregation, correlation) to the
improvement of classification metrics.

As Table 7 demonstrates, the gradual addition of
stages of the log pre-processing pipeline increases the
efficiency of diagnostics. Already at the initial stage,
normalisation provided a small but noticeable in-
crease in F1-score (+2.3%) and noise reduction (= 1.5%).

Deduplication proved to be important for improving
data purity, as it reduced duplicates and reduced noise
by 6.8%. Further enrichment with metadata increased
F1-score by another 4.5%, providing context for inter-
preting events, although its impact on noise was rela-
tively moderate (= 3.2%). The aggregation stage showed
a balanced effect, improving F1-score by 5.7% while re-
ducing noise by 4.1%. The most significant contribution
to accuracy was provided by event correlation, which
increased the F1-score by almost 9.4% and further re-
duced noise by 5.6%.Thus, the results demonstrated that
the final stage of the pipeline - correlation - has the
greatest impact on classification improvement, while
deduplication is the key to data cleaning. The combi-
nation of all stages in the complex forms a multi-level
pre-processing mechanism that guarantees high quality
logs in the CAD/CFD design environment. Comprehen-
sive integrated performance evaluation and sensitivity
of the results. To summarise the results of the study, the
ILPI was used. The results were summarised in Table 8.

Table 7. Contribution of processing pipeline stages to F1 gain and noise reduction

Pipeline stage Increase in F1, % Noise reduction, %
Normalisation 2.3 1.5
Deduplication 31 6.8
Metadata enrichment 4.5 3.2
Aggregation 5.7 41
Correlation 9.4 5.6

Source: compiled by the authors based on data from SOLIDWORKS (n.d.), Ansys (n.d.)

Table 8. ILPI values by diagnostic, informational, and time components

Approach Diagnostic component | Information component| Temporal component ILPI (integral)
Basic 0.58 0.61 0.55 0.58
Heuristic 0.67 0.70 0.63 0.67
Statistical 0.78 0.82 0.75 0.78
Machine learning 0.89 0.91 0.87 0.89

Source: compiled by the authors

The analysis of Table 8 shows that the highest
ILPI values were observed in the machine learning ap-
proach (0.89), indicating its ability to simultaneously
provide accuracy, relevance, and speed. The statistical
approach was slightly less effective (0.78), but still
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significantly greater than the heuristic (0.67) and basic
(0.58) methods. ILPI demonstrated a clear advantage of
intelligent logging approaches in the design of varia-
ble differential pressure flowmeters. In the basic meth-
od, the ILPI value did not exceed 0.58, which reflected
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limited diagnostic accuracy and a significant informa-
tion load. The heuristic algorithms increased this figure
to 0.67 due to better detection of deviations but was
still unstable as the data volume increased. The statisti-
cal approach ensured an increase in ILPI to 0.78, which
was conditioned by the balance between classification
accuracy and speed. The greatest result was recorded
for machine learning algorithms - ILPI reached 0.89,
confirming their ability to optimally combine diagnos-
tic, informational, and temporal components. To veri-
fy the stability of these findings, analysis of variance
(ANOVA) and non-parametric Kruskal-Wallis test were
performed for key metrics (precision, recall, F1-score, re-
action time). In most cases, p-values of less than 0.001
indicated statistically significant differences between
the approaches, and effect sizes of n* exceeding 0.3
reflected a strong influence of the chosen strategy on
the quality of the system. Thus, the integration of sta-
tistical methods and machine learning algorithms into
CAD/CFD design logging subsystems is not only suita-
ble, but also critically necessary to ensure high reliabil-
ity and reproducibility of results.

The obtained results suggest that the integration
of intelligent logging methods into the process of
CAD/CFD design of variable differential pressure flow-
meters provides an increase in efficiency at all levels -
from the accuracy of detecting critical events and re-
ducing information noise to reducing the time for error
localisation and stability under load. The comparative
analysis revealed that basic and heuristic algorithms
can only be used as auxiliary or intermediate solutions,
while statistical methods and especially machine
learning guarantee an optimum balance between di-
agnostic accuracy, information content and time effi-
ciency. The ILPI confirmed the superiority of the ML
approach, and the results of statistical testing (ANOVA
and Kruskal-Wallis) proved the validity of the differ-
ences identified. Thus, the implementation of machine
learning algorithms in logging subsystems should be
considered as a key area of development of CAD/CFD
technologies for flowmeter design, which ensures the
reliability, scalability, and practical applicability of sys-
tems in modern engineering applications.

DISCUSSION

The study results revealed that the effectiveness of log-
ging in the design of variable differential pressure flow-
meters depends on the complexity of the approaches
used and the level of automation of event analysis. The
lowest rates were typical for basic logging, which pro-
vided limited diagnostic value and a high proportion
of missed events. This is consistent with the findings of
t. Korzeniowski & K. Goczyta (2022), who in their sys-
tematic review emphasised that conventional logging
without intelligent processing does not enable prompt
detection of either critical errors or patterns in large
data sets. The experiment confirmed that such an ar-
chitecture leads to information overload and loss of

transparency. The integration of heuristic algorithms
resulted in a noticeable improvement in the share of
relevant notifications and a reduction in the time to lo-
calise errors. However, these results proved to be unsta-
ble as the workload increased. S. Shajarian (2025) noted
analogous patterns, analysing the transition from static
approaches to autonomous network management sys-
tems: heuristic rules can be effective at certain stages,
but lose accuracy as scenarios become more complex.
This leads to the conclusion that heuristics in logging
are more of an intermediate value, serving as a basis for
further intellectualisation.

Statistical classification demonstrated markedly
better results, including increased accuracy and repro-
ducibility of estimates. This is in line with the findings
of J. Candido et al. (2021b), who showed that the use of
statistical methods in monitoring provides better data
structure and reduces the impact of random noise. In
the present study, the statistical approach increased
the level of causal chain recovery by almost 25% com-
pared to the basic method, which confirmed its value
for engineering diagnostics. The best results were ob-
tained when machine learning algorithms were used.
They struck a balance between accuracy, completeness,
stability, and time efficiency, even in high-load scenar-
ios. This is fully consistent with the study by B. Keyo-
geg et al. (2024), who emphasised that only ML models
can detect complex dependencies in logs and counter
attacks or errors in real time. In the experiment, ma-
chine learning reduced the error in cost estimation to
1.7% and provided more than 86% of the recovery of
causal relationships, which actually put this approach
in the category of being practically suitable for indus-
trial operation. The results also confirmed that smart
logging directly affects the metrological accuracy of
flowmeter design.J. Qu et al. (2023) focused on the op-
timisation of turbine measurement systems using the
response surface method, pointing out the critical role
of algorithmic processing in reducing uncertainty. The
data obtained correlate with this conclusion: the use
of ML allowed narrowing the confidence intervals by
almost half compared to heuristic algorithms. In the
context of systems’ resistance to errors and reproduci-
bility of results, it is worth paying attention to the study
by W. Dobrowolski et al. (2023), who emphasised the
significance of using log-analysis by engineers. In this
case, this was manifested in a reduction in the informa-
tion load: the integration of machine learning reduced
the number of duplicates and false positives by more
than three times, which directly facilitates the work of
system users. Additionally, the findings coincided with
those reported by G. Siqueira de Aquino et al. (2025),
who applied Bayesian optimisation to ultrasonic flow-
meters. Their study proved that ML could improve
measurement accuracy under dynamic conditions. In
the present study, an analogous effect was manifested
in the increased stability during repeated runs with the
bootstrap technique: the variability was reduced to less
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than 2%. Equally significant is the confirmation of the
findings of J. Chen et al. (2022), who demonstrated the
effectiveness of Kalman filtering for signals in vortex
flowmeters. Although the experiment did not include
Kalman filters, the integration of the correlation stage
in the log pre-processing pipeline demonstrated an
analogous effect — noise reduction and increased sig-
nal information. In terms of calibration and metrolog-
ical stability, the findings are consistent with those of
R. Romeo et al. (2025), who investigated dynamic flow
profiles for flowmeter calibration. This study showed
that only the ML approach can maintain accuracy in
increasing load scenarios, which confirms its potential
for use in industrial testing. S. Wang et al. (2025) re-
view on optimisation techniques for electromagnetic
flowmeters highlighted the need to integrate adaptive
algorithms. This thesis was directly confirmed by the
results of the present study: the ILPI for ML exceed-
ed 0.89, which indicates the practical readiness of the
approach for implementation. Using KPCA-CLSSA-SVM,
Z. Chen et al. (2024) diagnosed ultrasonic flowmeters,
confirming the critical significance of complex ML al-
gorithms in ensuring fault tolerance. The results of the
present study showed an analogous trend: the ML sys-
tem not only maintained high accuracy as the number
of logs increased, but also effectively localised the root
causes of deviations, which proves its superiority over
all other tested methods.

The obtained results confirm that the introduction
of intelligent logging approaches in CAD/CFD flowme-
ter design processes not only improves diagnostic accu-
racy but also creates a basis for integration with modern
trends in sensor technology and automation. Specifical-
ly, the development of acoustic flowmeters for low flow
rates, presented by M-G. Yu & D-S.Kim (2025), demon-
strated the need for highly sensitive signal processing
algorithms, which correlates with the findings obtained:
even minor fluctuations in flow parameters can be crit-
ical to the reliability of measurements, and it is intel-
ligent logging that ensures their prompt identification.
In this context, the monitoring strategy for multiphase
flowmeters described by M. Al-Kadem et al. (2022), em-
phasised the significance of integrated automation for
Industry 4.0. The data obtained in the study on reducing
the time for error localisation and increasing load re-
sistance confirmed that algorithmic logging can act not
only as a diagnostic tool but also as a basis for preven-
tive maintenance of equipment, which is directly con-
sistent with the approaches the researchers proposed.
L. Deng et al. (2022) demonstrated the implementation
of intelligent virtual flowmeters based on data analyt-
ics, highlighting the advantages of edge architectures
for real-time. In the present study, an analogous trend
was clear in the ability of ML logging approaches to
maintain stable accuracy even under high load condi-
tions, reflecting that the findings obtained can be trans-
ferred to the field of virtual sensors and edge-based
systems. The application of machine learning methods
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to flowmeter calibration, as demonstrated by C.D. Gil-
bert et al. (2022), allows reducing systematic errors and
adapting to dynamic flow changes. The results obtained
in the study on the reduction of AQ and the variability
of estimates in repeated start-up scenarios confirmed
the effectiveness of this paradigm: intelligent methods
provide narrower confidence intervals and a more relia-
ble metrological basis for engineering decisions.

A comparison with the study by A.Roy et al. (2023),
where physically based ML models were proposed to
correct errors in hydrological flow forecasting, de-
serves special attention. As in the present case, the
integration of models that account for the physical
nature of the processes can reduce the error by almost
half compared to classical statistical methods. This re-
flects the need to develop hybrid solutions in flowme-
ter logging that combine mathematical models and
algorithmic adaptability.

R. Castellanos et al. (2022) demonstrated the
possibility of ML-based flow control with a minimum
number of sensors, echoing the findings of the pres-
ent study regarding the ability of logging algorithms
to recover causal relationships even with incomplete
or noisy data. This confirms that intelligent methods
can compensate for the limited hardware infrastruc-
ture, which is relevant for designing in complex indus-
trial environments. S. Paliwal et al. (2021) proposed an
approach to the automatic digitalisation of Piping and
Instrumentation Diagrams (P&ID), which helped to for-
malise information from design drawings into a struc-
tured format suitable for further analytical use. This
correlates with the above result regarding the ability
to integrate log data into a structured causal graph,
where each event can be displayed as an element of
an engineering diagram. M. Vicente et al. (2022) pre-
sented the Gutenbrain architecture for extracting tech-
nical attributes of equipment from P&ID diagrams,
which confirmed the relevance of combining logs with
graphical data sources. The present study implement-
ed an analogous approach through the formation of an
event pre-processing pipeline that helped to restore
correlations between errors and flowmeter model pa-
rameters. C. Li et al. (2021) focused on improving signal
processing methods in Coriolis flowmeters under two-
phase flow conditions. The researchers showed that
adaptive algorithms can considerably reduce the error
in mixed modes, which is consistent with the results
obtained: machine learning effectively minimised the
impact of noise logs and ensured the stability of criti-
cal event classification. P.Mohindru (2023) developed a
signal processing system for Coriolis flowmeters based
on time-variable models that increased sensitivity to
short-term deviations. The study confirmed this the-
sis in a different context: the ML approach to logging
helped to promptly detect critical events even with an
elevated level of variability, which created an analogue
of “dynamic adaptation” in the digital CAD/CFD design
environment. Finally, Y. Moon et al. (2023) study, aimed
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at the accurate extraction of structural objects from
P&ID diagrams, echoes the conclusions of the present
study regarding the need to integrate logging with
CAD visualisation tools. Here, this was manifested in
the recovery of causal chains, where parameterisation
errors or instabilities in the numerical solution were
directly related to critical deviations in the final flow-
meter configuration.

Thus, the results confirmed that the introduction
of next-generation intelligent logging methods into
the CAD/CFD design process of variable differential
pressure flowmeters not only improves system stability
and the accuracy of critical event classification but also
reduces information noise and delays in error detec-
tion under long-term load. In the context of previous
studies, which focused on the role of preprocessing al-
gorithms, the restoration of causal relationships, and
the adaptability of models to noise signals, the data
obtained are consistent with the conclusions about
the need for a multicomponent approach to building
monitoring systems. Specifically, the observed effects
of reducing the proportion of missed events, duplica-
tion of logs, stability in multiphase modes, and main-
taining high accuracy even when upscaled confirm the
feasibility of using statistical and especially machine
methods in logging subsystems. These conclusions
complement the modern concept of intelligent design,
which involves not only automatic event recording but
also the construction of transparent causal graphs and
integration with engineering models. The developed
integral approach is consistent with the leading in-
ternational standards in the field of software system
quality assurance (ISO/IEC/IEEE 29119-1:2022, 2022;
ISO/IEC 25002:2024, 2024) and confirms that the im-
pact of logging methods on the reliability and repro-
ducibility of flowmeter design is systemically crucial -
both in the technical dimension and in the context of
scalability, sustainability, and adaptability to changing
operating conditions.

CONCLUSIONS

The present study comprehensively evaluated the ef-
fectiveness of various approaches to automated error
logging in the design of variable differential pressure
flowmeters. Four strategies were considered: basic log-
ging, heuristic algorithms, statistical classification, and
machine learning methods. The analysis covered key
parameters of system performance (volume of recorded
events, number of gaps and session stability), qualita-
tive characteristics of logs (relevance, noise level, mes-
sage duplication), time metrics (TTD, TTN, TTL), accura-
cy of causal relationship recovery and the ILPI integral
indicator. The lowest efficiency was demonstrated by
the basic approach, where the share of missed events
exceeded 8%, the relevance of logs was only =62%, and
the time to localise errors was over 12 seconds. This led
to the accumulation of errors in CFD modelling and lim-
ited the method’s applicability in complex engineering

scenarios. The heuristic algorithms reduced the num-
ber of misses to = 6% and increased the proportion of
stable sessions to almost 88% but left a considerable
level of event duplication and lost stability under load.
The statistical classification proved to be substantially
more efficient: the error in calculating the flow rate AQ
was reduced to 2.5%, the variability of results during
repeated runs was reduced to 2.8%, and the average
time for localising errors was almost halved compared
to the basic method. This proved that statistical mod-
els strike a balance between diagnostic accuracy and
resilience to data growth. The greatest performance
was recorded in the machine learning approach: the
precision exceeded 91%, the recall was over 87%, the
average error AQ was only 1.7%, and the integral in-
dex ILPI reached 0.89. Additionally, the ML approach
provided the best recoverability of causal relationships
(trace coverage > 86%) and reduced the time to root
cause identification by more than half compared to tra-
ditional approaches. The results confirmed that com-
prehensive multi-level log processing (normalisation,
deduplication, metadata enrichment, aggregation, and
correlation) is critical to improving diagnostic accura-
cy. The most valuable contribution to the increase in
F1-score (over 9%) was provided by event correlation,
while deduplication was key to reducing noise (- 6.8%).
Statistical analysis (ANOVA and the Kruskal-Wallis test)
confirmed the reliability of the differences obtained:
the p-value <0.001 and high effect sizes (> 0.3) re-
flect a strong influence of the chosen logging strategy
on the efficiency of the CAD/CFD system.

Thus, the study proved that the integration of ma-
chine learning algorithms into automated logging sub-
systems is the most promising area for the development
of CAD/CFD technologies for the design of variable
differential pressure flowmeters. The ML approach pro-
vides not only high accuracy in detecting critical events
and minimising information noise, but also stability
under increasing load and reduced system response
time. Heuristic and basic methods can be employed as
auxiliary tools, while statistical models and especially
machine learning algorithms should become the basis
for building modern intelligent logging systems that
can guarantee reliability, scalability, and practicality in
complex engineering applications. Prospects for fur-
ther research are related to the testing of algorithms in
multiphase and turbulent flows, the integration of deep
learning to detect hidden anomalies, and the verifica-
tion of the developed solutions in industrial conditions.
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AHoTauif. Y cyyacHOMy NPOEKTYBaHHI BUTPATOMIipiB 3MiHHOIO Nepenajy TUCKY akTyalbHUM € BMPOBAAXKEHHS
HaA4iMHMX CMCTEM aBTOMATU30BAHOIO JIONYBAHHS, OCKINIbKM TPaAULIMHI METOAM XXYpHaNtoBaHHS He 3abe3neuvyioTb
HeobXigHOT TOYHOCTI Ta CTabiNbHOCTI Nif HABaHTAXEHHAM. MeToto focniaxeHHs Byno obrpyHTyBaHHS Ta po3pobneHHs
MEeTOAMYHUX NiAXOAIB A0 aBTOMATU3aLii NPOLECiB NOryBaHHS Y NPOEKTYBaHHI BUTPATOMIpiB 3MiHHOro nepenaay
TUCKY 3 YpaxyBaHHAM MapaMeTpuMyHOi ONTUMI3aLii, CKOpOUYEHHS Yacy foKanisauii NOMUAOK Ta NiABULLEHHS
TOYHOCTI OLLiHKM HeBM3HaueHocTi. JocnimkeHHs 6a3yBanocs Ha eKCnepuMeEHTaNbHUX BUMIPIOBAHHAX Y NPOrpaMHMX
cepeposuwax SolidWorks 2024 ta ANSYS Fluent i3 BukopuctaHHaM iHcTpyMmeHTapito Elasticsearch i Kibana, a Takox
3 noganbLoko obuncnoBanbHo 06pobkoto y MATLAB 2024a. OuiHtoBaHHS 0XOMNOBAN0 METPUKM TOYHOCTI, MOBHOTHU,
iHTErpanbHOro NMOKa3HMKA rAapMOHIAHOIO cepefHbOro, ML Mif KpMBOK po60oUMX XapaKTepPUCTHK, Yacy A0 BUSIBNEHHS
KPWUTUYHOI Nofii, Yacy [0 NOBiAOMIEHHS iHXeHepa, Yacy A0 NOKani3auii MOMUAKK, CepefHboi NOXMOKN po3paxyHKy
BMTPaTK 3 ByTCTpen-aHani3oM, a TakoX iHTerpanbHoro iHaekcy eeKTMBHOCTI IoryBaHHs. BctaHoBneHO, wo 6a3ose
XXypHantoBaHHs 3abe3neuye obMexeHy ToUHICTb (= 71 %) i HM3bKy cTabinbHicTb (= 82,5 % 6e3360€BuMX cecin), Toai
K €BPUCTUYHI MeToAM MiABULLYIOTb ePeKTUBHICTL A0 87,9 %, ane 3anunWwatoTb 3HAYHWI piBeHb Ay61OBaHHA NOAiN
i BTpauatoTb CTabinbHiCTb Nig HaBaHTaXeHHAM. CTaTUCTUYHA Knacudikalis NpoAeMOHCTPYBana Kpalli pe3ynbraTu
(inTerpanbHa meTpuka Fl-score = 0,81, cepenHa noxmnbka BuTpatu 2,5 %, iHTerpanbHUi iHLEKC ePeKTUBHOCTI
noryeaHHs = 0,78), 3a6e3neunBLun 6anaHC MidX TOUHICTIO 1 LWBMAKOAIE. HalBUMLL NOKa3HUKKM LOCATHYTO Y Nigxomi
3 aNrOpUTMaMM MaLWMHHOIO HAaBYaHHS: TOYHICTb Nepesuwmna 91 %, noBHoTa cknana noHag 87 %, cepenHs noxmbka
pO3paxyHKy BUTpaTh 3HM3unaca no 1,7 %, BiAHOBNEHHS MPUYMHHO-HACNIAKOBMX 3B3KiB fOCANO noHad 86 %, a
iHTerpanbHWi iHoeKC eeKTUBHOCTI NoryBaHHs ctaHoBuB 0,89. [lncnepciMHMi aHani3 Ta HenapaMeTpUYHUIA TeCcT
Kpackena-Yonnica nigTeepannun AOCTOBIpHICTb BiAMIHHOCTEN MiX NigxoaaMu. [pakTMYHe 3Ha4YeHHS OOCNIOKEHHS
NONATa€ y BU3HAUYEHHI aNropMTMiB MALIMHHOTO HaBYaHHA 9K Ha30BOro HanpsMy po3BUTKY iHTeNeKTyalbHUX
CUCTEM NOTYBaHHS, pe3y/bTaTh IKOr0 MOXYTb OYTW BUKOPWUCTAHI iH)XEHEPHUMW KOMMAHiSIMU, po3pobHMKamMu
nporpaMHoro 3abesneyeHHs Ta NiANPUEMCTBAMU HAPTOra3oBoi, EHEPreTUYHOI 1 MallMHOBYAIBHOI rany3en ans
NiABWLLEHHS HAAiIMHOCTI, MaCITaboOBaAHOCTI Ta afaNTUBHOCTI CUCTEM MPOEKTYBAHHS 40 peanbHWX YMOB eKcnayaTauii

KniouoBi cnoBa: uucenbHa rigpoaMHaMika; MalMHHE HABYAHHS; OiarHOCTMKA MOMWOK; iHTEerpanbHUiA iHAEeKC
edeKTMBHOCTI N10ryBaHHS; BUTPATOMipu 3MiHHOrO nepenagy TUCKy
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Abstract. The escalation of global crises, particularly wars and natural disasters, has underscored the critical
need to enhance the efficiency of humanitarian aid coordination. Existing systems often suffer from fragmented
data, limited scalability, and insufficient flexibility in integration among key stakeholders. The aim of this study
was to develop a comprehensive concept and architecture for an Information and Communication Hub (ICH)
designed to coordinate humanitarian assistance in dynamic crisis scenarios. The research methodology included
a systems analysis of current solutions to identify their limitations, along with architectural modelling using
BPMN2 and UML notations. Microservice-based development strategies were formulated, and algorithmic
components were subjected to testing. The study revealed that major challenges in humanitarian coordination
can be effectively addressed through the creation of a dedicated ICH. Functional requirements were defined to
support the integration of heterogeneous data sources, automated information processing, and the provision
of user-friendly interfaces for all actors involved. A microservice-based architecture was proposed, featuring
modules for request management, data processing (including the application of machine learning methods for
needs classification), and adaptive user interfaces. Efficient algorithms were designed and validated to optimise
critical operational processes such as humanitarian cargo routing and prioritisation of aid requests. The practical
significance of the results lies in their applicability by emergency management professionals and international
humanitarian organisations to reduce response times, increase transparency in resource allocation, and improve
the scalability of aid projects

Keywords: automated data processing systems; humanitarian data hub; microservice architecture; information
system design; adaptive algorithms; crisis management

INTRODUCTION

In the face of the rapidly increasing number and com-
plexity of global crises, including armed conflicts,
large-scale natural disasters, and significant migration
processes, the effectiveness of humanitarian assistance
is of paramount importance. This requires not only a
quick response, but also a smooth, prompt, and accu-
rate exchange of data between all participants in the
process - international organisations, government
agencies, local communities, and volunteer initiatives.
Despite considerable efforts, existing information sys-
tems often exhibit significant shortcomings, such as

data fragmentation, low scalability for processing large
amounts of information, and lack of flexibility in inte-
grating with different sources and formats. These con-
straints significantly slow down coordination processes,
lead to duplication of efforts, misuse of resources, and
ultimately reduce the effectiveness of assistance to
those who need it most.

Within the analysed sources devoted to the provi-
sion of humanitarian aid using automated information
systems over the past five years, it is possible to identi-
fy organisational, technical, logistical, and information
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and communication aspects, which are the most rele-
vant and widespread areas of scientific research. These
areas cover many technologies, methods, implemen-
tations, and solutions from related fields. A. Gunes et
al. (2020) conducted a systematic analysis of barriers
to information exchange in humanitarian supply chains.
The study identified the problems of fragmentation of
information flows in the field of humanitarian aid, the
lack of unified data exchange protocols, and the limit-
ed ability to integrate local and international systems.
The factors that hinder the efficiency and accuracy of
exchange between agents were considered, and 4 main
groups of barriers were identified: technological, organ-
isational, regulatory, and cultural. The researchers not-
ed that in order to improve the integration of various
humanitarian information systems, standardisation in
processes, approaches, and data should be implement-
ed. The issue of implementing blockchain, machine
learning, and Artificial Intelligence (Al) was considered
by researchers in an overview plan.

Animportant aspect of providing assistance is logis-
tics, its organisation, automation of processes in infor-
mation systems, and process optimisation. Features of
logistics for systems of providing humanitarian aid in
crisis conditions were considered by . Ilyina et al. (2024).
The researchers focused on the design and creation of
information systems for organising humanitarian aid. A
number of solutions for the organisation of transport
logistics were proposed, in particular the use of deci-
sion-making systems; the problems of humanitarian
logistics of disasters were highlighted: coordination, ef-
fective resource management, rapid decision-making in
uncertain conditions. However, the issues of optimising
logistics and communication processes through the use
of the latest technologies — machine learning, analytics,
geographic information systems, the use of Al models
are not given enough attention.

Management of integrated knowledge and infor-
mation systems of disaster editing depending on the
characteristics of individual countries was considered
by T. Matekenya & E. Ruhode (2021). The paper con-
sidered the creation of a framework that combines
knowledge and information technology management
to improve disaster response in developing countries.
The researchers argued that the effective use of local
knowledge through digital platforms contributes to im-
proving the adaptability of response systems. The need
for integration of mobile technologies was substantiat-
ed. In this paper, it would be advisable to analyse the
problem of ensuring the reliable preservation of knowl-
edge and its objectivity not only in centralised, but also
in decentralised conditions.

Ukrainian researchers actively investigated prob-
lems and solutions in the field of humanitarian aid, and
the number of studies has increased significantly after
the full-scale invasion. The role of volunteer initiatives
and public organisations in the post-war reconstruction
of Ukraine was considered by K. Petrovskaya et al. (2024).
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The study by N. Kankanamge et al. (2019) analysed the
effectiveness of online platforms for attracting vol-
unteers in disaster management. Despite the general
depth of research, there are still aspects that have been
studied to a limited extent or require further develop-
ment. First of all, the system combination of technical
architecture, development lifecycle, and crisis manage-
ment specifics within a single platform has not been
sufficiently studied. Insufficient attention has been paid
to the issue of personalising assistance based on the
classification of individual needs in a dynamic environ-
ment (not only categorising resources, but also profiling
beneficiaries). Mechanisms of feedback and self-adap-
tation of humanitarian systems to changes in the field
(adaptive interfaces, machine learning models) are just
beginning to be considered by researchers and do not
yet have real-world implementations. There is also in-
sufficient research on integrating project management
functionality and tracking the effectiveness of solutions
in a single hub. The issue of automated development of
digital portfolios of humanitarian operations - for au-
diting, machine learning, resource forecasting, and case
analysis - is promising, but rather neglected.

The purpose of the study was to create a conceptual
model of the integrated information and communica-
tion hub (ICH) system for the coordination of humanitar-
ian assistance in crisis situations, which provides auto-
mated request processing, integration with data sources,
and supports interaction between all participants in the
humanitarian process. The objectives of the study were
to conduct a system analysis of existing analogues (Re-
liefWeb, Humanitarian Data Exchange, etc.); formulation
of business, user and functional requirements for ICH,
considering the possibility of integrating data sources
(social networks, Internet of Things (loT), databases of
stakeholders); the ability to automate data collection,
analysis and visualisation with the subsequent devel-
opment of an architecture and conceptual model of the
system based on a microservice approach with modules:
request management (application programming inter-
faces (APIs), authentication services), data processing
(machine learning algorithms for classifying needs),
flexible interfaces for different types of users (non-gov-
ernmental organisations, governments, victims).

LITERATURE REVIEW

Considerable attention of the scientific community in the
field of humanitarian assistance was paid to the use of
advanced technologies in the design and development
of automated information systems and their integration
into the processes of organising the provision of human-
itarian assistance, that is, the technical aspect. Research
over the past 5 years has been actively exploring the use
of advanced technologies to build such integrated sys-
tems. In the same vein, but from a different perspective,
0. Shevchenko (2024) conducted research on the coor-
dination of international humanitarian aid programmes
in Ukraine. The paper highlighted the complexity of
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managing humanitarian programmes in the absence of
general requirements for data that can be processed by
an automated system.Another aspect of assistance is the
need to automate business processes, transport, ware-
house, information, purchasing and distribution logistics
through integrated platforms and data hubs. The litera-
ture highlighted the general need to create centralised,
integrated platforms or information hubs.

The study by A. Kondraganti (2021) considered the
issues of analytics, statistics, forecasting possible solu-
tions to humanitarian problems, and conducted a sys-
tematic review of the use of big data analytics technol-
ogies in humanitarian and catastrophic operations. The
researcher concluded that Big Data analytics allow op-
timising planning, logistics, and disaster response. Data
sources, analytical methods, and areas of application
were evaluated. The prospect of integrating loT and Al
for automated data collection and analysis was outlined.
The researcher concluded that machine learning meth-
ods for predicting demand and modelling logistics have
proved to be more effective. Uneven access to data and
the need for ethical regulation were noted. However, the
issue of data validation was not fully addressed, and data
validation for mass receipt from different sources and
in different formats was not considered. Bissoft (2025)
offered ready-made solutions in the form of separate
services that can be considered as a virtual community
that provides an opportunity, even in the conditions of
military operations, to have support. The study by O. Nez-
doiminoga & T. Pryidak (2024) analysed innovative ap-
proaches to the coordination of humanitarian assistance
in war, in particular, the use of digital tools. L. Nozdrina
& M. Falat (2020) analysed the features of volunteer IT
projects and noted that based on the research conduct-
ed, those that are built on an incremental approach and
have a service or microservice architecture have an ad-
vantage in developing projects. The functionality of such
projects increases from iteration to iteration.

Among Ukrainian information platforms, there
are a number of resources focused on humanitarian
issues. Financial assistance for registered temporarily
displaced persons can be obtained by submitting an
application in “‘eDopomoga” system in the Diia (n.d.)
application. The SaveUA (n.d.) application offers the
following features: a map of assistance, namely tem-
porary housing and medicines, for certain categories
of citizens and diseases. International platforms are
also involved in providing humanitarian assistance.
One of the most reputable aggregators of assistance
for Ukraine is the “HelpNow” system via the Google
Crisis Response (n.d.) cloud. The knowledge base for
international assistance from volunteers is imple-
mented in the Ukraine Support Hub (n.d.) application.
Crisis issues are handled by international platforms
with experience in providing assistance in crisis situa-
tions Sahana (n.d.), ReliefWeb (n.d.).

By analysing the existing information systems and
platforms for providing humanitarian aid, it is possible

to identify their systemic shortcomings: fragmentation
and insufficient operability, loss of control, transparen-
cy and fairness of the distribution of humanitarian aid,
problems with data exchange, and the problem of data
standardisation. For humanitarian aid systems, issues
of scalability and flexibility, the ability to develop the
system, find and implement more efficient algorithms,
machine learning, and connecting Al models are impor-
tant. When crisis situations arise in individual countries,
in the absence of a common humanitarian aid system,
local humanitarian systems arise, which can be difficult
to adapt to the specific needs of different crisis situa-
tions or different organisations.

This type of system is more often dependent on
developers and making changes or adding new fea-
tures requires considerable developer effort and time,
so the use of an open source microservice architecture
and an open union of programmers, which can include
Sahana (n.d.), ReliefWeb (n.d.), either with state sup-
port (Diia, n.d.), or with the support of a cloud platform
(Google Crisis Response, n.d.). The disadvantages of
existing systems include the results of poor commu-
nication with victims, problems with data quality and
verification, and the complexity of verifying needs and
identifying recipients. Most of the information systems
considered in this study implement limited data analy-
sis and visualisation, for example, in Diia (n.d.), SaveUA
(n.d.), Ukraine Support Hub (n.d.). Notably, each of these
platforms has its own strengths and makes a signifi-
cant contribution to the provision of humanitarian as-
sistance. However, understanding their potential draw-
backs is important for developing more efficient and
integrated solutions in the future, such as the proposed
information and communication hub.

Research published in the DIGID Consortium (2023)
focused on integrating information systems and plat-
forms to coordinate the actions of government agencies,
non-governmental organisations, donors,and volunteers.
Among the key challenges identified are information
deficits and difficulties in interaction between organi-
sations using various digital solutions. It was proposed
to implement common data standards, open API and
common information exchange protocols, and the devel-
opment of centralised information hubs based on a mi-
croservice architecture. The importance of digital iden-
tity, user control over data, and inclusivity with active
participation of local communities was emphasised. The
use of machine learning (ML), natural language process-
ing (NLP), and geographic information systems (GIS) was
considered as a tool for increasing situational awareness
and personalising humanitarian assistance.

It can be summarised that the sources cover: the-
oretical foundations of disaster management, digital
innovations in the humanitarian sphere, the Ukrainian
context of war and humanitarian challenges, practical
aspects of charity and aid accounting using informa-
tion systems. The researchers proposed organisational
models, templates of ready-made solutions, algorithms,
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suggestions, and areas for optimising and automat-
ing assistance processes using software solutions and
information systems. Much attention was paid to the
description, analysis, and improvement of existing and
working humanitarian aid information systems.

MATERIALS AND METHODS

The study was conducted using a systematic approach.
At the first stage, sources from the subject area were
analysed, and the state of automation of the process-
es of organising, coordinating, distributing, and con-
trolling the provision of humanitarian aid in various
types of crisis situations was investigated. Moreover,
considerable attention was paid to the existing soft-
ware solutions Sahana (n.d.), ReliefWeb (n.d.) and other
humanitarian platforms and automated systems for or-
ganising assistance to identify implemented functions,
structure, principles of work, connections with donor
organisations, the possibility of victims' requests for
help, controllability, transparency of processes, etc. In
the course of studying existing software systems and
the subject area, business, user and functional require-
ments for ICH were formulated.

Based on the results of the analysis of the imple-
mented functions and documentation of open systems,
the conceptual structure of ICH humanitarian assistance
was determined and the system was modelled using
the structural design notations IDEFO, DFD, BPMN, and
object-oriented UML design. The design tools Bizagi
Modeler, Bizagi Studio, StarUML, and Draw|O were used
to build the system model and modules. Related tasks
were to determine the architecture of ICH based on the
analysis of existing systems and platforms for provid-
ing humanitarian assistance, analysis of adaptive algo-
rithmic support of relevant information system services,
analysis and determination of effective algorithms for
key processes in separate functional modules, especially
for humanitarian cargo routing processes (graph algo-
rithms, Dijkstra/A¥), prioritisation of requests (methods
of multi-criteria analysis). Several types of architecture
of humanitarian systems were considered, in particular,
monolithic, service-oriented, and microservice.

Individual modules of the system were implement-
ed and tested, and various algorithms for optimising
the operation of individual modules. Communication in
the system was performed in the form of a separate
service - ServiceDesk of eSupport system, users can
leave messages, comments, complaints and other com-
munication with leading specialists in various fields,
through the message system (tickets), which allows
connecting to Al processing, namely sorting, grouping,
forming standard responses, forwarding to the appro-
priate specialist if necessary. To validate the function-
al and non-functional characteristics of ICH modules,
synthetic data was generated that models typical sce-
narios for using the system in the context of a human-
itarian response. The process of generating test data
consisted of stages of defining entity types, forming
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generation parameters, validating the obtained syn-
thetic data, storing data for reuse and results, and an-
notating data for training ML modules.

During the development and implementation of
individual ICH modules, Al components were integrat-
ed into the system elements, which ensured the im-
plementation of a number of functional tasks that are
critical for the effective management of humanitarian
aid. A large GPT-4-turbo language model was applied,
available via the OpenAl Platform API, which works in
real-time request processing mode. In particular, Al was
used to analyse text requests from users, automatical-
ly classify and filter requests according to the types of
needs, and generate answers to frequently asked ques-
tions within the communication module and forward
requests to the employee of the relevant service as
needed. In the assistance module, the model partici-
pated in the construction of model scenarios for deter-
mining the types and types of assistance and forming
a package of assistance appropriate to the personal
needs of the victim based on context and analysis of
data from questionnaires and knowledge bases.

In the analytical block, Al was used to predict the
level of disaster, the dynamics of requests, calculate re-
source requirements, and assess potential risks when
transporting aid to target points, in the routing sub-
system - to find optimal logistics routes, considering
the traffic situation, the priority of requests, the delivery
time, and the degree of criticality of the request. In ad-
dition, smart methods were used to detect abnormal or
suspicious actions in the system, such as uncharacter-
istic repeated requests, excessive loading on individual
nodes, or deviations from typical routes. Machine learn-
ing algorithms that were trained based on synthetic and
available historical data were used for adaptive recog-
nition of user behaviour patterns and system response
to non-standard situations. At the stage of determining
the types of entities, requests for assistance, assistance
points, logistics, in particular transport (truck, drone,
special equipment) and their characteristics, various
types of architectural restrictions were considered. At
the stage of forming parameters, the generation vol-
umes were determined: 1,000 requests, 50 centres,
200 transport units of 8 types. Parameters, namely
aid categories, coordinates, timestamps, and inventory
status, were selected from controlled pseudo-random
distributions. To match the real data, some of the data
was generated using mixed templates from open cri-
sis data (working systems). All generated objects were
validated using block diagrams (JSON Schema for REST
API). The data compliance with logical constraints was
checked. Test datasets were stored in CSV/ISON format
in the internal ICH data repository. Each test scenario
was marked with a unique UUID for replay and tracing
within the test. When developing the system, a micros-
ervice architecture was used, which was not limited to
just one development technology. The developed mod-
ules used the technologies shown in Table 1.
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Table 1. Tools and processing technologies

Component Tool/Technology Purpose
Generation service Python + Faker Generating synthetic queries
Validation Cerberus / pydantic Checking the data structure
Input interface React-based SPA Ul for manual input
API gateway Django REST Framework Accepting requests from outside
Saving PostgreSQL + PostGIS Database management system for queries, objects, and routes
Event log Redis Streams / Kafka (imitation) Activity logging for load testing

Source: developed by the author

Method for collecting statistics. Types of metrics
that were collected: API response time - average, maxi-
mum, 95 and 99* percentiles, number of simultaneous
processing - recorded during peak load, throughput -
number of successfully processed requests/minute,
request processing time by logistics (from creation
to final execution), error statistics (error rate, timeout
count, HTTP 4xx/5xx). The following tools were used
for measurement: Locust - for emulating the load (up
to 2,000 RPS), collecting response time metrics; Pro-
metheus + Grafana - for evaluating and monitoring sys-
tem parameters (CPU, RAM, 1/0, PostgreSQL); Django
middleware + Logging - for logging queries, controlling
errors and anomalies; custom Python scripts - for gen-
erating reports from user data that is in the system,
calculating average values, summaries; pg_stat_state-
ments (PostgreSQL) was used to analyse the most
heavily loaded SQL queries.

All key steps (loading, logging, metric collection,
visualisation) were automated using shell scripts and
Docker Compose scenarios. Statistics were collected via
the Prometheus API with a frequency of 5 seconds and
saved in CSV/JSON format for further processing time
control points (start_timestamp, end_timestamp, sta-
tus_code) built into the Django middleware logic, saved
to a separate request_log table. A microservice archi-
tecture using Docker for containerisation was chosen
as the architectural solution for the information and
communication hub system.

In the module of registration of persons, lists of vic-
tims are formed based on automatic classification of
12 types of humanitarian needs, in particular: food aid,
assistance in drinking water, hygiene products, medi-
cal care, prescription drugs, clothing/shoes, temporary
housing, psychological support, legal assistance, trans-
port services, social support (for vulnerable categories),
information support (about evacuation, aid points, etc.).
Classification was performed using the Random Forest

algorithm, trained on a synthetic dataset that simulates
user profiles and queries, with an average accuracy of
92% for cross-validation. Validation of the results of
designed models and implemented solutions, individ-
ual services and modules was carried out by testing on
synthetic data (based on real-world scenarios) and pilot
implementation of individual modules in a test envi-
ronment. The plan for testing ICH modules on synthetic
data provided for testing the functionality, performance,
error resistance, and integration interaction of the main
implemented modules of the system.

The purpose of testing was to check the operabili-
ty and efficiency of ICH modules in conditions close to
real scenarios of humanitarian aid, using synthetically
generated data (artificial, but as close as possible to
real ones, obtained based on the analysis of reports of
existing systems). The objects of testing were selected
modules for processing requests, providing assistance
(forming routes), a module for classifying needs (intel-
ligent part, ML, Al), a module for managing users and
interfaces, a module for storing and searching data, and
APIs for integrating with external systems. Testing of
ICH modules was carried out by the author’s research
group, which included 3 specialists in information sys-
tems design and system testing, with relevant experi-
ence in the field of humanitarian logistics and software
development. Since all tests were conducted on syn-
thetically generated data that did not contain personal
data or information that may be related to a real per-
son, the participation of outsiders was not foreseen,
and therefore, there was no need for additional coordi-
nation with the ethics committees.

Data for testing. External data sources - 5 simu-
lated REST APIs with JSON/XML responses that mimic
UN and WHO systems and volunteer platforms. Input
synthetic data was generated automatically based on
real data templates. An example of the generated data
is shown in Table 2.

Table 2. Example of synthetic data

Data

Example (synthetic)

Request for help

ID: RO-000124, Category: Medicines, Oblast: Chernivtsi, Priority: 3

Inventory data

ID: ST-009821, Type: Bottled water, Quantity: 2,000 units.

Delivery points

ID: LOC-412, GPS: 48.2904, 25.9358

Users

ID: US-098, Role: Logistician, Status: Active

Incident data

ID: IN-243, Type: Blocked Bridge, Status: In progress

Source: developed by the author
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All experiments followed the basic principles of
ethical handling of data and digital models, according
to the guidelines of the Association for Computing Ma-
chinery (ACM) (2018). The collection and processing of
medical and social data was in line with the Declara-
tion of Helsinki (2024) medical research ethics stand-
ards. Research data processing, obtaining results, and
conducting testing were based on the ethical principles
of the EU’s Seventh Framework Programme (European
Commission, 2013), and the Organisation for Economic
Co-operation and Development (OECD) (2021) guide-
lines were followed when using Al.

Data sources. Data from ReliefWeb (n.d.), official
statistical reports of United Nations High Commission-
er for Refugees (UNHCR) (2024a) and United Nations
High Commissioner for Refugees (UNHCR) (2024b),
and anonymous requests from call centres of interna-
tional organisations (for example, SaveUA, n.d.) were
used to analyse the needs of victims. The data included
text descriptions of needs, geolocation, time markers,
and socio-demographic characteristics. To form gener-
al concepts about incoming and outgoing data flows,
the authors used report data, statistical and analyti-
cal data (United Nations Ukraine, 2025), the results of
the analysis of scientific publications on information
systems in the humanitarian sphere. ERWIN structural
design tools were used to design and visualise models
of the information system and its modules. Architec-
ture modelling was performed in Bizagi Modeler using
BPMN2 notation to describe business processes and
UML to design system modules. The following tools
were used for data processing: Elasticsearch - index-
ing and searching in large data sets; Python (spaCy
libraries, Transformers) — NLP-analysis of text que-
ries; Scikit-learn - clustering (k-means) for grouping
needs. When forming modules for the distribution of
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humanitarian aid, an analysis of clustering algorithms
was carried out - k-means was selected for grouping
requests of victims, recommendation systems, name-
ly, a hybrid system with active filtering of the type
of assistance and less active collaborative filtering,
which is limited by the nature and size of assistance
for selecting relevant assistance and personalising
assistance, to eliminate problems of poor-quality in-
put data - using data cleaning algorithms based on
the standard query language SQL for performing data
transformations and using linguistic extensions for
specific applications, in particular, user-defined func-
tions supported in SQL. The study also followed the
Regulation (EU) of the European Parliament and of the
Council No. 2016/679 (2016). Validation at this stage
was performed using synthetic data.

RESULTS AND DISCUSSION

At the stage of conceptual design, the architecture of
the ICH information system was proposed. Users of the
system are: Donors - individuals, legal entities, char-
ities, public organisations, foundations, social servic-
es that provide various types of assistance (clothing,
social, medical, financial, legal, housing, employment,
etc.); Victims - individuals who need various types of
assistance as a result of war, disasters, natural disasters;
Volunteers - individuals or organisations that physical-
ly implement the processes of providing assistance; Su-
pervisors — organisations that have the right to monitor
the operation of the system; Administrators - persons
who ensure the operation and development of the sys-
tem, have permits for certain services of the system.
The ICH of humanitarian aid is a web resource where
users of the system can implement the corresponding
functions depending on their type. The system consists
of two modules Supersystem and Modules (Fig. 1).
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Figure 1. General structure of ICH systems

Source: developed by the author

Bulletin of Cherkasy State Technological University, Vol. 30, No. 4, 2025




Information and communication hub for humanitarian aid...

The main system of a web application is a Super-
system with a user interface. The main page for an or-
ganisation’s role contains an interface for adding infor-
mation about the services provided by this organisation,
and lists of system users, depending on the roles that
have registered in the system. The user's home page
contains information about the application’s capabili-
ties and a system for adding or removing services. This
Supersystem should combine all systems, including an
authentication and authorisation system, an informa-
tion module, a communication module, a user account,
a help package generation module, and an analysis and
statistics module.

Using the graphical user interface (GUI), users can
register and log in to the web application, submit their
candidacy for a certain type of assistance, and commu-
nicate with employees of organisations that provide
this assistance. Employees will be able to view lists of
people who need help, view statistics on assistance pro-
vided, and, in turn,communicate with users. Data enters
the system from four sources: manual input (simulation
of real requests from different types of users, automat-
ic retrieval via REST API from external sources or their

simulation models, this work used real APIs of existing
systems), through import from prepared CSV/JSON files
containing arrays of requests, infrastructure objects,
routes, etc., and through generation by an internal sim-
ulator written in Python using the Faker, Pandas, and
NumPy libraries.

The database model was divided into several logi-
cal blocks: requests — a query table with fields such as
ID, aid type, coordinates, timestamp, processing status,
transport connection; resources — types of available
resources (medicines, food, water, etc.) with quantita-
tive and logistical attributes; transport_units - vehicles
with characteristics (type, load capacity, current position,
availability); dispatch_centers - aid delivery nodes and
their coordinates, resources, and throughput; users: sys-
tem user model with roles (operator, analyst, logistician),
permissions, and interaction history. The Modules ICH
system, in turn, consists of five working modules (Fig. 2) -
a module for accounting for persons by characteristics,
an information module, a communication module, a user
account, a module for forming a help package, and an
analysis and statistics module, where each of the mod-
ules is a separate service with its own database.
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Figure 2. Structure of services of the working ICH subsystem

Source: developed by the author

The authentication and authorisation subsystem,
which includes the authorisation/registration and login
modules by various users (the authentication module),
and the actual granting of permissions until the rele-
vant data is received. This subsystem is responsible for
secure registration and login of users to the system. Us-
ing the authorisation module, which is part of the sub-
system, employees of the system receive their own set
of permissions, which forms the advanced functionality
of the web application, which will allow dividing it into
roles in the service. The subsystem involves the use of

a number of algorithms. For example, an algorithm for
hashing system user passwords to ensure the securi-
ty of user data. Algorithms for effective data search in
lists by specific keywords, algorithms for sorting and
filtering lists by various criteria are also necessary. The
authorisation and authentication module in the sys-
tem of different types of users with different roles and
corresponding functions is responsible for secure reg-
istration and login of users and employees of the web
service to the system. Using this authorisation module,
system employees will receive advanced functionality
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of the web application, which will allow them to divide
into roles in the presented service.

Functional requirements for the Requirement (REQ)
system.

REQ-1.1: Ensuring the user’s registration in the infor-
mation system, which includes checking the correctness
of the entered password, transferring the user’s personal
data, such as username, password, and full name, from
the client part of the application to the database.

REQ-1.2: Providing user authentication to the infor-
mation system, which includes comparing the username
and password entered by the user with the data con-
tained in the database, and authorisation to continue
the user’s work with the system.

A. Fomenko

REQ-1.3: Providing reliable integration with gov-
ernment services.

REQ-1.4: Separating access to staff (administrators)
functionality and user roles.

REQ-1.5: Providing interaction with the list genera-
tion submodule by transmitting - for further processing
of the list and generating a token - selected services
during user registration.

Module for accounting for individuals by attributes
(designed for entering and categorising information
about service users.

The submodule for creating lists of people by at-
tributes is designed to create a permission system for
each of the user types (Fig. 3).
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The user list generation module suggests using
Elasticsearch algorithms (indexing and search) for
quick filtering by criteria. The k-means algorithm was
used to implement clustering tasks, namely automatic
grouping of people by similar needs, type of care, age,
condition, gender, and level of need (immediate, high,
medium, and low). Ontology-based rules were also used
(for structured data: classification by keywords (“hous-
ing”, “medicine”, “therapy”) and metadata (location,
time)). Metadata (request time, location, need type) was
stored in the PostgreSQOL cloud database using AES-256
encryption. Access was restricted to Role-Based Access
Control (RBAC) roles (for example, volunteers only saw
anonymous data). In the future, personal data will be
anonymised before processing; voice recordings are
planned to be stored in encrypted form.

Token creation submodule-responsible for creating a
token of user access to selected services, classifying us-
ers according to certain criteria, and providing statistical
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data to the statistics and analytics module. It forms a to-
ken of access to the services of the system through the
user’s account, which is the main user interface, based
on the user’s role in the system if the user is a volunteer,
donor, administrator or controller, or depending on the
need for the type of assistance (there may be several,
in this case, victims are added by the system to several
lists and options for working with each of the types of
assistance are added to the user’s account, on the prin-
ciple of a single window of access to the system. The
information module is designed for a reference system
that provides users with reference information for ob-
taining certain services.

The communication module is designed to provide
interaction between users who need help and employ-
ees who provide this assistance. The communication
module contains the following submodules: message
exchange, settings, moderation, saving, editing the fo-
rum structure, and a data submodule. Several functional
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requirements for individual submodules of the com-
munication module were specified. The messaging
submodule allows users to share messages in shared
forum topics and privately, and edit or delete them.
Feature priority: high. An authorised user can send
messages in general and private topics, in person. Af-
ter authorisation, the main page opens, which allows
visitors to navigate to the forum page with sections
and rules added by the administrator. By selecting the
section and topic of interest, the user can participate
in surveys, exchange messages, edit and delete them,
mark other users, and add attachments of certain for-
mats. The moderator can also create surveys and follow
their results directly in the chat.

REQ-2.1: Ability to select a section and topic manually.

REQ-2.2: Ability to select a section and topic using
search.

REQ-2.3: Ability to send messages in general dis-
cussions.

REQ-2.4: Ability to send private messages after
switching to another user’s profile.

REQ-2.5: Ability to mark users who are in discussion
in messages.

REQ-2.6: Ability to attach files of the specified for-
mats: .doc, .pdf, .png, jpg, .txt.

REQ-2.7: Ability to participate in general surveys.

REQ-2.8: Ability of the moderator to edit, move, and
delete other people’s posts in a specific section or topic.

REQ-2.9: Ability of the moderator can create a sur-
vey in a specific section or topic.

The settings submodule allows the user to change
their personal preferences for receiving notifications. Fea-
ture priority: low. The system user can go to their forum
profile and edit their notification preferences. Notifica-
tions on the site and e-mail messages will be available.

REQ-2.1: Displaying the settings page with the
following blocks: notifications about notifications in
marked topics, notifications about notifications in topics

in which the user participates, notifications when
marked, notifications about receiving private messages,
notifications about moderator actions, newsletters with
news content, newsletters with new and popular dis-
cussions, newsletters with surveys or their results.

REQ-2.2: Ability to change the place where notifi-
cations are received (directly by the website or email)
for each item.

REQ-2.3: Ability to disable or enable notifications
of a specific category, or allow only priority notifications.

The moderation submodule is primarily intended
for implementing the main functionality for the moder-
ator. Implements the ability to identify users for further
distribution into lists based on the filters entered in the
system. For the administrator, the module provides the
ability to grant permissions. In addition, the module
contains Al, which will not only simplify the modera-
tor’s work, but will also be useful for users. Al generates
lists of users by various criteria, group user requests,
form answers to frequently asked questions, find and
block bots, manage spam filters, determine, according
to the locations of requests, forecasting from the devel-
opment of events to the development of mailings with
information, warnings, and algorithms of actions.

The data submodule provides direct access to the
administrator to perform actions such as backups and
ensures that the necessary data is saved, updated, and
deleted. The submodule for editing the structure of the
communication forum allows the administrator not only
to create new sections, topics and discussions, but also to
add general advertisements, add information to the list
of frequent questions, modify the rules for creating mes-
sages, add news or informational videos. The download
submodule allows users to save chats, sections, pin mes-
sages,download and save files of available formats (.doc,
.png, .pdf, .jpg, .txt). The user account module is designed
to display user information, change personal informa-
tion, and register or delete services provided (Fig. 4).

Legal assistance mockile

®

| (@

Admin

System notification

Figure 4. Module for creating a user account with the corresponding functions

Source: developed by the author
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The user cabinet module is the main user interface
through which users of different types can approach all
the functions available to this type of user in the cor-
responding services of the system, that is, each cabinet
is formed by the system depending on the role, spe-
ciality of the volunteer, or donor, requests of victims,
that is, it is created on the principle of adaptability and
can change depending on the solution of problems, or
the emergence of new needs. User dashboard module -
provides user access to the list generation system - al-
lows choosing whether to activate or deactivate se-
lected services, display user information, and change

Parsed request infe
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personal information. In this module, algorithms were
used: to create secure authorisation JWT/OAuth 2.0, to
differentiate access rights and generate accesses for
each of the RBAC roles, to ensure data protection in the
system, they were encrypted using the AES-256 encryp-
tion algorithm. The user dashboard module consists of
a list generation submodule, a help request processing
submodule, a help status submodule, and a GUI sub-
module based on roles, rights, access, needs, and other
attributes that are defined in filtering mechanisms. The
structure of the submodule for generating user lists by
feature is shown in Figure 5.
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[d working with
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Figure 5. Module for creating user lists with different types of permissions

Source: developed by the author

A registered and authorised user must have access
to the systematised information posted on the site, be
able to send requests for assistance with clarification of
the problem, communicate and share experience in dis-
cussions and privately, and search the site. In addition,
after receiving the system’s recommendations on the
selected types of assistance, a person should be able to
consult a system specialist if necessary, get general and
personalised information. The user must have the au-
thority to change the information provided about them
in the user cabinet.

REQ to the module.

REQ-3.1.1: Providing interaction with the list gen-
eration submodule by transmitting - for further pro-
cessing of the list and generating a token-selected ser-
vices in the user’s dashboard.

REQ-3.1.2: Providing the ability to edit personal
information of an authorised user, such as full name,
place of residence.
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REQ-3.1.3: Providing viewing of the authorised
user’s personal information, such as: full name, place
of residence, list of selected necessary services, and
history of their receipt. In the merchant profile, ac-
cording to the role and open permissions, the user
gets access to functions. which correspond to the us-
er’s role (Fig. 5).

The help package formation module is a module
that will generate the help itself and information about
it. The help submodule provides the ability to view
statistics of requests for help from a specific user. This
submodule provides information about user-generated
queries and their statuses and results.

REQ-4.1.1: System should display a list of generat-
ed requests for user assistance based on the time pe-
riod entered.

REQ-4.1.2: System should reflect the number of
successfully received requests relative to the total
number of requests.
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REQ-4.1.3: System should display a list of requests
based on the categories selected by the user (medical,
material, psychological assistance, etc.).

REQ-4.1.4: Users authorised as employees should
be able to view a list of requests for assistance they
have processed.

REQ-4.1.5: Users authorised as employees should
be able to view a list of help requests created by anoth-
er specified user.

The analysis and statistics module helps organi-
sations to track statistics on the volume and scope of
assistance provided. The analysis and statistics module
consists of the following submodules: statistics and
analytics on the work of individual modules, statistics
on an individual user, a module for collecting software
statistics, a system for generating financial reports, a
system for analysing development and problems. Sub-
module of statistics for an individual user provides the
ability to view statistics of requests for help from a spe-
cific user. This submodule provides information about
user-generated queries and their statuses and results.
Functional requirements for the statistics submodule
for an individual user.

REQ-5.3.1: System should display a list of generat-
ed requests for user assistance based on the time pe-
riod entered.

REQ-5.3.2: System should reflect the number of
successfully received requests relative to the total
number of requests.

REQ-5.3.3: System should display a list of requests
based on the categories selected by the user (medical,
material, psychological assistance, etc.).

REQ-5.3.4: Users authorised as employees should
be able to view a list of requests for assistance they
have processed.

REQ-5.3.5: Users authorised as employees should
be able to view a list of help requests created by anoth-
er specified user.

Help Hub

Submodule of social information. Feature priority:
low. The system calculates statistics related to the us-
er’s social communication, mainly based on data about
their activity in the communication module.

REQ-5.4.1: System should reflect the number of re-
sponses provided on forums.

REQ-5.4.2: System should display the number of
closed and open user discussions.

REQ-5.4.3: System should display the number of
votes on other users’ posts.

REQ-5.4.4: System should calculate the average
and total user rating.

REQ-5.4.5: System must calculate the user’s karma
coefficient using a formula using data on the number of
likes and rating of this user.

Implementation of ICH services. In the course of the
study, separate ICH services were implemented. Service
for creating a request for medical care. An authorised
and authenticated user is redirected to the medical
care submodule after filling out the medical care form
in the merchant profile. Figure 6 shows the main page
of the medical care service.

The user then submits a request for assistance, and
the Al system processes the data received to determine
the assistance package, find a medical facility and doc-
tor, and redirect the user’s request. Figure 7 shows the
interface for creating a request for help.

The status and type of assistance provided is gener-
ated in the statistics module in dashboards for system
employees. The panels contain different colours for infor-
mation about requests request type, status is indicated by
colours: gray — missing, red - not considered, yellow - in
progress, and green - closed. Next to each user, there is an
Update Info button that allows the employee to view de-
tailed information and manually enter information about
the status of solving the problem. Panels are generated by
using filtering at the employee’s request. The communica-
tion service is implemented as an eSupport system (Fig. 8).

Configure the list

Figure 6. Home screen of the medical care service in the help package generation module

Source: developed by the author
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Figure 7. Interface of the medical care request form
Source: developed by the author
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Figure 8. Admin tracking panel for information about active requests for help
Source: developed by the author

To check the functional correctness and perfor-
mance of key ICH modules, testing was conducted
using synthetic (artificially generated) data. The main
purpose of testing was: to evaluate the system’s abili-
ty to handle large volumes of heterogeneous requests

in real time; to test algorithms for classifying requests
for assistance; to evaluate the efficiency of routing and
prioritisation of cargo; to check the stability of interfac-
es under load. The results based on synthetic data are
shown in Table 3.

Table 3. Results of testing on synthetic data

Metric Result

Average request processing time 437 ms
Percentage of successfully classified queries 91.3%
Average deviation of the route from the standard 7.8%
Successful import of data from external APIs 98.5%

User interface response time 212 ms

Source: developed by the author

based on the Random Forest algorithm. Communi-
cation module: NLP analysis of 10,000 requests/day
(average response time - 2 minutes). To assess the

In the course of the study, 5 ICH modules were im-
plemented, including: Person accounting module: auto-
matic classification of 12 types of needs (92% accuracy)
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functional and productive capacity of the developed
ICH modules, unit testing was conducted using syn-
thetic data. Testing covered the following areas. The
correct operation of the humanitarian cargo routing
module was checked, in particular, the construction of
optimal routes considering changes in the availability
of logistics hubs. The classification module for assis-
tance requests was tested on 1,000 synthetic requests
with the specified categories (medical care, food, hous-
ing, etc.), and the classification accuracy was 94.5%.

o o o = =
» o ) o N}

Average processing time (seconds)

©
[N

The prioritisation management module was tested on
conflict scenarios using adaptive rules, and the results
showed stable sorting based on risk factors. Scalability
testing was also performed, during which the request
processing time was measured when the load increased.
As can be seen from Figure 9, system performance re-
mains at an acceptable level up to a load of 300-400
simultaneous requests. Then there is a linear increase
in response time, which is expected for a microservice
architecture without horizontal scaling.

10 50 100 200

300 400 500

Number of simultaneous requests

Figure 9. ICH performance: request processing time depending on the load

Source: developed by the author

The results show that most ICH modules meet the
specified functional and non-functional requirements. A
slight decrease in the accuracy of needs classification
can be improved by further training the model on ex-
tended text query enclosures. High Ul stability and rout-
ing efficiency indicate that the system is ready to deploy
in a dynamic environment. The testing confirmed the
possibility of using various technologies to develop and
gradually implement individual services into the sys-
tem, which confirmed the high scalability of the system.
The introduction of single window principles increases
the controllability of all processes in the humanitarian
system. At the current stage, there was no functional
testing of the real-time voice message analysis mod-
ule due to the lack of integration with call centres. The
study presented the concept of ICH with a microservice
architecture, which provides integration of heterogene-
ous data sources, automated request processing, high
response speed (average processing time — 2 min), accu-
racy of classification of needs (up to 92%) and efficient
processing of an assistance order from the request to
the development of a targeted assistance package (re-
duction of package formation time by 18%). The system
supports ReliefWeb/UNHCR APl exchange standards
and integration with Sahana (n.d.) or “‘eDopomoga” plat-
forms (Diia, n.d.). Validation was performed on synthet-
ic data using open APIs. These results are correlated in
comparison with other studies, with the analysis high-
lighting additional aspects.

Data exchange was studied by A. Gunes et al. (2020).
The researchers have identified low interoperability,
delays, and various data formats as critical issues. The
paper noted that data fragmentation between differ-
ent humanitarian organisations often leads to dupli-
cation of efforts, uneven allocation of resources, and
gaps in aid delivery. The paper emphasised that the
lack of standardised information exchange protocols
and incompatibility of technological solutions create
significant barriers to rapid response. The microservice
architecture of the developed ICH model with auto-
matic routing solves these problems more efficiently.
This approach is consistent with trends in research on
microservice architectures. G. Kousiouris et al. (2019)
showed the effectiveness of microservice integration
of loT platforms, semantic and Al services in supply
chains, which confirmed the feasibility of using this par-
adigm for complex and dynamic systems. In addition,
M.Waseem et al. (2020) and M. Waseem et al. (2021) ad-
dressed the issues of design, testing, and monitoring
of microservice systems in DevOps environments, high-
lighting the challenges of scalability and fault toler-
ance. The proposed ICH architecture is consistent with
these conclusions, in particular, due to the modularity
and independence of services. The issue of data man-
agement in microservice architects was considered by
R.Laigner et al. (2021), who described the difficulties of
storing data in a microservice architecture. The ICH ar-
chitecture considers these aspects through specialised
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services with isolated repositories, which is consistent
with the authors’ recommendations.

The issue of involving the private sector in human-
itarian operations deserves special attention. The study
by A. Cozzolino (2021) showed that digital platforms
can improve the efficiency of business interaction with
humanitarian organisations, creating conditions for
sustainable partnerships and strengthening the re-
source base. This reinforces the argument about the
need for open integration of ICH with existing commer-
cial services and information systems. In the design of
ICH, blockchain technology was not used at this stage,
but based on the authors’ conclusion that the intro-
duction of blockchain technologies in aid distribution
systems ensures a constant record of all transactions,
increases accountability, reduces the risk of corruption
and fraud, and allows making the whole process more
efficient and fair, it is planned to introduce blockchain
technology in the module for forming aid packages.

Another important issue being studied in relation
to humanitarian information systems is data analyt-
ics. Aspen Institute Kyiv (2023) and DIGID Consorti-
um (2023) described research on information inter-
action in humanitarian systems. The study by Aspen
Institute Kyiv (2023), which focuses on improving
the coordination of various types of humanitarian
initiatives, also analysed the role of volunteer initi-
atives and their information systems in coordinating
assistance within the country. The study highlighted
the unique challenges associated with infrastructure
instability, large numbers of internally displaced per-
sons, and the need to quickly adapt to a dynamic front.
They pointed out the importance of developing sys-
tems that can integrate with local databases and en-
sure rapid exchange of information with international
partners. The analysis cited in the study highlighted
the lack of clear standards for data exchange. On the
other hand, the study by DIGID Consortium (2023)
highlighted the need for interoperability between
organisations. The ICH system implements API proto-
cols according to ReliefWeb/UNHCR standards, which
eliminates these gaps.

R. Mohammed Zain et al. (2023), studied the coor-
dination of humanitarian logistics in cities, emphasis-
ing the need for transparency and standardised data
flows. The study showed the positive impact of digital
technologies on the efficiency, sustainability, and trans-
parency of logistics. However, the topic of information
flows in crisis communications remains relevant. D. Mit-
cham et al.(2021) proposed the concept of ‘communica-
tion hub framework”, which describes the use of social
networks for rapid dissemination of information in the
context of local disasters. Although ICH does not im-
plement direct mechanisms for integration with social
networks, the data collection module can be expanded
in this direction, which will strengthen the early infor-
mation component and increase the involvement of lo-
cal communities.

Bulletin of Cherkasy State Technological University, Vol. 30, No. 4, 2025

A. Fomenko

ICH indicators - reducing processing time and in-
creasing transparency - confirm their conclusions, sup-
porting the relevance of the functional requirements
of ICH, coincide with the results and conclusions of the
authors, but the use of ML classification and API inte-
gration in ICH increases the quality and transparency of
the results achieved. F. Adediran et al. (2024) analysed
the use of blockchain for supply chain transparency.
The system development plan also provided for the
use of blockchain, which resonates with the priorities
of ensuring data trust. However, it should be noted that
their research did not cover algorithmic classification
or ML query processing. S. Kyrylashchuk et al. (2024)
considered the use of Al in solving logistics problems
of various types. This included forecasting needs (based
on historical data and the current situation), classifying
and prioritising aid requests, and optimising human-
itarian delivery routes. The use of Al contributes to
more accurate and faster decision-making. The paper
considered the use of Al models in modules for the
development of assistance packages, according to the
received requests and analysis of assistance tools, in
the formulation of logistics routes and routes in logis-
tics, in forecasting and assessing the level of needs to
overcome the consequences of a particular disaster.
M.F Carnero Quispe et al. (2024) reviewed multi-crite-
ria prioritisation models in humanitarian logistics. The
researchers identified four criteria: efficiency, effec-
tiveness, fairness, and sustainability. The routing and
ML classification algorithms used in ICH modules also
integrate these criteria. Thus, the conducted compara-
tive analysis showed that the proposed ICH concept is
consistent with key trends in humanitarian information
logistics: data integration, transparency, scalability,and
efficiency. The developed system significantly expand-
ed existing approaches, providing automatic ML clas-
sification, algorithmic optimisation of activities, and
specific performance metrics.

CONCLUSIONS

The study proposed the concept of ICH for humanitar-
ian coordination, which addresses the key problems of
data fragmentation, low scalability, and lack of integra-
tion between stakeholders. An architectural approach
to the implementation of systems of this type was pro-
posed, namely, the use of microservice architecture for
humanitarian systems, which provides flexibility and
adaptability, was substantiated. Due to the analysis of
the system functions and the possibilities of their ef-
fective implementation, effective algorithms were de-
termined for each of the system modules for dynamic
crisis conditions, some of which were implemented and
tested on synthetic data.

The implementation of data exchange standards
was proposed and implemented, in particular, based
on the ReliefWeb and UNHCR API standards, which
increased the transparency and controllability of data
and processes in the system. The system reduced the
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response time to requests (average processing time -
2 minutes) due to automation, improved the accuracy
of needs classification (up to 92%) and resource allo-
cation efficiency (reducing delivery time by 35%). The
system is a hub and can be integrated with both its
own services and external systems via the API, and can
also be integrated with existing platforms such as Sa-
hana, ‘eDopomoga”. The involvement of Al has become
not only a means of increasing productivity, but also a
key tool for the flexible response of the system in the
face of uncertainty, resource scarcity, and dynamically
changing scenarios of humanitarian assistance. Vali-
dation was carried out on synthetic data; pilot imple-
mentation was required in times of crisis. Future areas
of development of the system will include GIS integra-
tion for visualisation, the use of blockchain for tracking

supply chains, and the extension of NLP for multimod-
al data (text + voice). With further development of the
system, it is planned to use algorithms for voice recog-
nition, status detection, etc. It is also planned, but not
implemented, to use additional ontologies and graph
DB to analyse victim relationships (for example, family
relationships, social connections, temporary location).
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IHpopMaLINHO-KOMYHiIKaLiMHMUM Xab ryMaHiTapHoOi gonomMoru:
CUCTEeMHMM aHani3, MoaenioBaHHSA NpoLeciB Ta TeXHOSNOriYHI pilleHHSA
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AHotauiqa. Eckanauis rnobanbHMx KpU3, 30KpeMa BiliH Ta CTUXiIAHUX IMX, 3HAYHO NiAKPECIOE KPUTUUHY NOTpeby
B NiABULEHHI epeKTMBHOCTI yNpaBniHHA ryMaHiTapHOK 40NOMOrot0. |CHYOUi CMCTEMM YACTO CTPaXAatoThb Bif
dparmeHTauii AaHUX, 06MexeHoi MaclTaboBaHOCTI Ta HEAOCTATHbOI FTHYUYKOCTI iHTerpaLii MiX Kt040BUMM
cTevikxongepamu. Metow gaHoro gocnigxeHHs 6yna po3pobka KOMNAEKCHOT KOHLEeNUii Ta apXiTekTypu
iHpopMaLitHo-KoMYyHiKauinHoro xaby (IKX) ans koopauHauii rymaHiTapHOi 4ONOMOMM B yMOBax AMHAMIYHUX
KPpM30BMX CUTyaLin. MeTogonoris AOCAiAXEHHS BKAOYaNa CUCTEMHUIM aHanNi3 iCHYOYMX pilleHb ANS BUSBEHHS
iXHiX 06MexXeHb, @ TakoX apXiTeKTypHe MOAEeNtoBaHHS i3 3acTocyBaHHAM HoTauin BPMN2 ta UML. byno Ttakox
po3pobneHo cTpaTerii po3BUTKY Ha OCHOBI MiKpPOCEPBICiB Ta NPOBELEHO TECTYBaHHA anroputmiB. BctaHoBNEHO, WO
KN0YoBi NpobnemMu KoopAMHaLLii ryMaHiTapHOT JONOMOIM MOXYTb OyT1 epeKTUBHO BMPIiLLEHI LWASIXOM CTBOPEHHS
cneuianizoBaHoro IKX. Po3pobneHo dyHKLiOHaNbHi BUMOTM [0 CUCTEMMU, LLLO OXOMJIKOHOTh iHTErpaLito pisHOpiAHUX
[epen faHWX, aBTOMaTU30BaHy 06pobky iHdopMaLii Ta 3abe3neveHHs 3py4YHUX iHTepdeiciB NS BCiX y4aCHUKIB
npouecy. 3anponoHOBaHO MikpocepBicHy apxiTekTypy IKX 3 Mmogynsmu ans ynpasniHHg 3anutamu, 06pobku gaHnx
(30KpeMa 3 BUKOPUCTAHHSAM METOAIB MALUMHHOMO HAaBYaHHS AN Knacudikauii notpeb) Ta rHy4KMMM KOPUCTYBALbKUMM
iHTepdencamu. lMpoaHanizoBaHo Ta 3anNpoONOHOBaHO edeKTUBHI anropuUTMK AN9 ONTUMI3aLIT KNHOYOBUX OnepaLinH1X
npouecis, TaKMX 9K MapLIpyTU3aLis ryMaHiTapHUX BaHTaXIiB Ta nNpiopuTesaLia 3anuTie Ha gonomory. lNpaktuyHa
LiHHICTb pe3ynbTaTiB AOCNIOXEHHS NOMATaE B MOXIMBOCTI iX 3aCTOCYBaHHS daxiBusMu y chepi ynpasniHHA
HaA3BUYAMHUMM CUTYaLIIMKU Ta MIXKHapOAHUMM F'YMaHITapHUMM OpraHisauisMu AN CKOPOYEHHS Yacy pearyBaHHs,
NiABULLEHHS NPO30POCTi PO3MNOAINY pecypciB Ta NOKPALLEHHS MacITaboBaHOCTi NPOEKTIB AONOMOIM

KniouoBi cnoBa: aBToMaTM30BaHi cucTeMu 06pOOKM JaHUX; LLEHTP NYMaHiTapHUX laHMX; MiKpOCEePBiCHA apXiTeKTypa;
NpoeKkTyBaHHS iHOOPMaLIMHOT CUCTEMU; aAANTUBHI aNrOPUTMU; YNPABNiHHA KPU3OBUMM CUTYaLLISIMU
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Abstract. The rapid proliferation of drones in military, civilian and critical infrastructure requires fast and accurate
systems for their recognition and classification. The study aimed to increase the efficiency and accuracy of drone
identification by developing an approach to their classification using artificial intelligence methods in real time.
The study involved the analysis of drone typology, comparative analysis of artificial intelligence methods, visual
modelling, software prototyping, and evaluation of classification accuracy metrics. As a result of the first stage of
the study, a classification of drones by design, purpose, size and technical characteristics that affect their visual
recognition was formed. The study established that multi-rotor vehicles are the most common due to their ease
of operation; single-rotor vehicles are distinguished by their carrying capacity and flight duration; fixed-wing
vehicles provide speed and range; and hybrid vehicles combine vertical take-off and horizontal flight. Additionally,
specialised types of drones (combat, reconnaissance, photographic, micro- and tactical) were identified, and drones
were classified by size, used in the study to compare the dimensions, weight, payload and flight duration with
the types of applications. The second stage of the study included a comparative analysis of artificial intelligence
methods for identifying types of drones in real time. The study established that computer vision models, in
particular, convolutional neural networks, provide high accuracy, and one-stage architectures provide fast object
detection. Transformers and fully connected neural layers demonstrate accuracy but require significant resources.
Classical machine learning algorithms, such as support vector machine (92%), random forest (89%), nearest
neighbours (87.7%), and naive Bayesian classifier (79%), showed different performance. In addition, reinforcement
learning can be used in systems to adapt to changes in the environment, and decision trees provide transparency
in classification. The results obtained contribute to the development of real-time drone detection and classification
systems for defence, infrastructure protection, airspace monitoring and public safety

Keywords: unmanned aerial vehicles; machine learning algorithms; computer recognition; neural networks;
identification of rotary-winged drones

INTRODUCTION

In the context of rapid technological development, au-
tomatic object detection and classification systems are
becoming increasingly relevant in various fields, from
defence to civilian. Artificial intelligence (Al) technolo-
gies are central in this process, automating the analysis
of complex data in real time. One of the most substan-
tial sub-branches of Al is machine learning (ML), which
is used to detect patterns in data and make decisions
without explicit programming. In the context of object
recognition, including unmanned aerial vehicles (UAVs),

ML ensures that the model can adapt to new data, in-
corporate visual differences between object types, and
improve identification accuracy. Together with the de-
velopment of computer vision, deep learning (DL), and
transformational architectures, this opens new op-
portunities for creating effective recognition systems,
particularly in the security sector. However, despite the
availability of many approaches and solutions, there are
still significant challenges associated with real-time
drone classification in practical applications: limited
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computing resources, similarity of visual features be-
tween devices, unstable shooting conditions, and the
lack of a clear typology of drones for automatic identifi-
cation purposes. This creates the need for a systematic
approach to drone classification and an optimal selec-
tion of Al methods for their effective recognition in dy-
namic environments.

A.P. Babich et al. (2024) determined that the main
difficulty in countering modern types of drones, includ-
ing First Person View (FPV) and strike drones, is time-
ly detection, which is critical for the effective use of
munitions. The study substantiated the need to develop
a recognition system considering the characteristics
of air targets and proposed the principles of its con-
struction using different types of intelligence. N. Yer-
milova et al. (2023) demonstrated that DL models, in
particular Faster Region Based Convolutional Neural
Networks (Faster R-CNN), effectively recognise small
objects of complex shape, although their use in real
time is advisable only when the shape of the targets
is highly complex. In addition, 0.0. Korostin (2024)
demonstrated that Al-based systems significantly in-
crease the efficiency of automated object recognition
in complex information flows, ensuring accuracy, speed,
and reliability of processing.

G.A.S. Thomas et al. (2025) considered the possibil-
ities of integrating embodied Al with computer vision
in drone technology, emphasising its ability to autono-
mously navigate, detect obstacles and make real-time
decisions in dynamic environments. R.C. Aguilera et
al.(2025) developed an expert system based on the You
Only Look Once (YOLO) architecture to automatically
detect defects on wind turbine blades in real time dur-
ing visual inspection by drones, which ensures fast and
accurate recognition without additional computation-
al costs. Conclusions of a study by A.S. Adebayo (2025)
emphasised that the use of DL and computer vision for
automated species classification significantly improves
recognition accuracy, reduces field research time, and
facilitates large-scale environmental monitoring using
drones and real-time cameras. Furthermore, S. Chan-
da et al.(2024) developed a CNN-based system for iden-
tifying indoor room numbers using drones, achieving
92.4% recognition accuracy and improving the efficien-
cy of autonomous navigation and delivery.

In turn, F.A.S. Islam (2025) demonstrated that Al, in
particular computer vision and drone surveillance tech-
nologies, significantly improves environmental mon-
itoring, detecting pollution, climate change, and pro-
tecting biodiversity by analysing large amounts of data
in real time. The results of a study by N. Umashankar
& K.S. Geethanjali (2024) emphasised that the in-
tegration of Al with unmanned platforms is used to
perform object recognition, adaptive navigation, and
real-time decision-making using CNN, support vector
machine (SVM), reinforcement learning (RL), and other
algorithms, which significantly increases their efficien-
¢y in a dynamic environment. Additionally, J. Castro et

al. (2024) demonstrated the effectiveness of using Al to
automatically identify target microenvironments based
on high-precision aerial photography, used for precision
planting with reduced resource costs and increased
success rates using drones. Despite significant advanc-
es in the use of Al for object recognition, drone navi-
gation, environmental monitoring, and real-time target
detection, most of the studies reviewed focused either
on specific application examples (e.g., infrastructure,
environment, logistics) or on the recognition of individ-
ual objects without a systematic approach to classify-
ing specific types of drones as complex aerial targets.

In contrast, the study aimed to develop a holis-
tic approach to drone classification using Al methods,
used for real-time identification of UAV types based
on their visual and technical characteristics. The ob-
jectives of the study included an analysis of the main
types of drones, their characteristics, classification by
size and design features, as well as a review and prac-
tical demonstration of modern Al methods used for re-
al-time drone identification.

MATERIALS AND METHODS

At the first stage of the study, a systematic analysis of
the UAV typology was conducted with a focus on their
visual characteristics that are key to computer recog-
nition through a comparative analysis of technical
characteristics, classification by functional and design
features, and visual analysis of drone images. The study
classified drones by type of construction, main techni-
cal parameters, purpose, size and visual perception fea-
tures. Within the basic typology, four main categories of
drones were considered: multi-rotor, single-rotor, fixed-
wing, and hybrid Vertical Take-Off and Landing (VTOL).
For each type, the key technical characteristics were an-
alysed: flight duration, range, control complexity, struc-
tural complexity, hovering ability, wind resistance, ther-
mal endurance, payload, operating costs, applications
and limitations. For each type of drone, characteristic
visuals were presented, showing the typical shape, ro-
tor configuration, and overall silhouette of the vehicle
(Choosing between multi-rotor..., 2025).

Next, specific types of drones that differ in pur-
pose and operational features were considered: small
drones, micro drones, tactical drones, reconnaissance
drones, large combat drones, large non-combat drones,
decoy drones, Global Positioning System (GPS) depend-
ent drones, and photographic drones (Rennie, 2016).
The description of each subtype included its function-
al purpose, main design features, and examples of re-
al-world use. More general categories of drones were
also identified based on the principle of lift: rotary, con-
trolled lift, and hydrogen drones (Nagel, 2025). Their
generalised classification was based on technical cri-
teria such as propulsion type, lifting configuration and
energy source. Additionally, examples of multi-rotor,
single-rotor, fixed-wing, and hybrid VTOL drones are
provided (Gong et al., 2022; Nagel, 2025; Li, 2025). To
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detail the visual features that are substantial in the
context of computer recognition, drones were classi-
fied by size (small, medium, and large drones) (Dukow-
itz, 2025). Each group was characterised by key param-
eters: body length or wingspan, weight class, maximum
payload, average flight time, typical applications, and
model examples.

At the second stage of the study, a comprehensive
analysis of Al methods that can be used to identify
UAV types in real time was conducted through visual
modelling, software prototyping, evaluation of quality
metrics, analysis of combined approaches, and adapt-
ability analysis. The goal of this stage was to identify
the most effective architectures and algorithms that
ensure high classification accuracy, efficiency and ad-
aptability in a real-world environment. Ten main ap-
proaches were considered in the analytical review:
CNN, YOLO, vision transformer (ViT), multilayer per-
ceptron mixer (MLP-Mixer), random forest (RF), SVM,
K-nearest neighbours (KNN), naive bayes (NB), RL, and
decision tree (DT) (Hasan & Cansever, 2023; Mrabet et
al.,2024; Emon et al., 2025). For each method, the key
advantages, typical disadvantages, and examples of use
in the context of drone classification were identified. A
combined approach that combines CNN and YOLO to
improve the efficiency of recognising drone types in a
video stream was presented separately. The diagram il-
lustrated the stages of object detection and subsequent
classification based on image features, and the archi-
tecture visualisation itself was created in RStudio using
the R language.

In addition, an example of combining the ViT ar-
chitecture with MLP-Mixer was provided to improve
classification accuracy by better capturing both global
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and local visual patterns (Essa, 2024). The effectiveness
of the classical ML algorithms (RF, SVM, KNN, NB) was
tested in practice by developing a software prototype
of a drone type classification system in Python in the
Visual Studio Code environment. For this purpose, syn-
thetic data (1,000 samples, 10 features: 6 informative,
2 redundant) generated by the make_classification
(scikit-learn) function, which simulates the characteris-
tics of drones (size, weight, propellers, flight) for 4 class-
es (multi-rotor, fixed-wing, hybrid, unknown), was used.
The sample was split into training (70%, 700 samples)
and test (30%, 300 samples) parts (train_test_split), and
the features were standardised (StandardScaler). The
models were trained, classified 10 test samples, and
evaluated in terms of accuracy, precision, recall, and
F-measure in a comparative report. Lastly, the potential
of RL for adaptive optimisation in changing environ-
ments and the use of DT as a simple and fast, but less
robust model for basic classification were discussed.

RESULTS

Typology of drones and features

of their visual recognition

As of 2025, drones have become a key element of mod-
ern technological, industrial and transport systems, and
are widely used in military, civilian and commercial sec-
tors. The significant diversity of UAVs in terms of design
features, size, functional purpose and technical param-
eters creates significant challenges for their accurate
identification and classification, especially in real time.
Reliable drone type recognition is highly necessary to
ensure airspace safety, prompt response to potential
threats, and effective management of unmanned sys-
tems. The main types of drones are listed in Table 1.

Table 1. Results of experimental verification of noise filtering algorithms

Characteristic Multi-rotor Single-rotor Fixed-wing leed-\\r,v_lrr(l)thybrld
Flight time 20-30 minutes 30-60 minutes 1-3+ hours 45-120 minutes
Range 1-5 km 5-15 km 10-100+ km 10-80 km
Ease of control Easy Hard Moderate Moderate
The complexity of . . .
CA%A Y Lower Higher Higher Higher
Hovering capabilities Excellent Good None Excellent
Wind resistance Moderate High High High
Thermal protection Moderate Good Good Moderate
Load capacity Low-medium High Average Medium-high
Operating expenses Moderate High Low Moderate
Best suited for 'I_'ourlsm_, city Mining, heavy sensors | Rural areas, agriculture En_1ergency services,
inspections universal operations
. Long distances, heavy | Beginners and limited . Simple missions,
Not suited for loads budgets Urban areas, hovering limited budgets

Notes: CASA - Civil Aviation Safety Authority

Source: compiled by the author based on Choosing between multi-rotor, fixed-wing, single-rotor, and hybrid VTOL drones -

AUAV’s complete guide for finding your perfect match (2025)
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Notably, multirotor drones are the most common
due to their ease of use, manoeuvrability and hovering
capabilities, which makes them suitable for aerial pho-
tography, video surveillance, inspection and 3D scan-
ning (Rennie, 2016). Their advantages include easy con-
trol and the ability to operate in tight spaces, but their
limited flight time and low payload capacity reduce their
effectiveness in tasks requiring long battery life or long
range. A typical example is the Inspired Flight IF800
Tomcat medium-Lift Quadcopter Drone (Nagel, 2025).
Fixed-wing drones, on the other hand, resemble air-
craft, providing long flight times, high speeds, and the
ability to cover large areas, making them optimal for
mapping, agricultural monitoring, forestry surveillance,
or infrastructure inspection (Rennie, 2016). At the same
time, they cannot hover, need space for launching/land-
ing,and require more pilot training. An example of such
a drone is AeroVironment’s JUMP 20 (Nagel, 2025).

Single-rotor drones are structurally similar to hel-
icopters and have a high payload capacity, long flight
time (especially with gas engines), and hovering capa-
bility (Rennie, 2016). They are suitable for tasks involving
heavy sensors, such as laser scanning. Their disadvantages
are the complexity of control, high cost, and the need for
regular maintenance. A striking example is the PULSAR
monocopter (Li, 2025). On the other hand, hybrid VTOL
drones combine the vertical take-off/landing capabilities
of multirotor drones with the horizontal flight efficiency of
fixed-wing drones. They are gradually gaining popularity
in logistics, including cargo delivery, monitoring of hard-
to-reach areas, and patrolling. However, their technology
is still evolving, and existing models may be inferior in
terms of stability in certain flight modes. One example is
the TX25A drone (Gong et al., 2022). To illustrate the de-
sign features and differences between the types of drones
under consideration, Figure 1 shows their images.

Figure 1. Main drone types: multi-rotor, fixed-wing, single-rotor and hybrid VTOL
Notes: multi-rotor drone (hexacopter) - in the upper left corner; fixed-wing drone - in the upper right corner; single-rotor drone
(helicopter type) — in the lower left corner; hybrid VTOL drone - in the lower right corner
Source: compiled by the author based on Choosing between multi-rotor, fixed-wing, single-rotor, and hybrid VTOL drones -

AUAV’s complete guide for finding your perfect match (2025)

In addition to the above classification, it is also ad-
visable to distinguish several specific types of drones
that have a separate functional significance (Rennie,
2016). Small drones are used primarily for recreation-
al purposes, as they are not suitable for precise sur-
veying or complex tasks due to their low weight and
instability. They are opposed by micro drones, small
UAVs used for tactical reconnaissance, especially in
military operations (e.g., Black Hornet), which are
capable of operating in difficult conditions such as
confined spaces, strong winds, and low visibility due
to their built-in micro cameras. Tactical Drones are a
separate group, which are moderately sized, equipped
with infrared cameras and GPS, and are usually used
for medium-range surveillance.

At the same time, reconnaissance drones, such as
High Altitude Long Endurance drones (HALE) and Me-
dium Altitude Long Endurance drones (MALE), can stay
in the air for tens of hours, operate at altitudes above

10 km and are designed for strategic reconnaissance.
Large Combat Drones, which carry missiles or bombs,
have a range of over 1,000 miles and are used for pre-
cision strikes. There are also Non-Combat Large Drones,
which are used in large-scale unarmed reconnaissance
missions. Target and Decoy Drones, which mimic real
targets to mislead air defences or the enemy, and GPS
Drones, which are capable of autonomously moving
along a predefined route with high positioning accu-
racy, are also noteworthy. As for Photography Drones
with professional-grade cameras (including 4K), they
are substantial in mapping, monitoring the condition of
objects and creating media content.

Several other categories of drones can be distin-
guished (Nagel,2025).For example,Rotary-Wing Drones,
which include helicopter and multi-rotor (quadcopters,
hexacopters, octocopters, etc.) models that are widely
used in various fields due to their hovering and vertical
take-off/landing capabilities but have a limited flight
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time due to high power consumption. Powered-Lift
Drones are more complex hybrid devices that combine
the advantages of both fixed-wing and rotary-wing
drones, with the ability to switch between flight modes,
but such designs have more complex mechanics and
controls. In terms of power sources, most rotary drones
are powered by electric lithium-polymer batteries, but
alternative solutions such as solar panels, gas engines,
hybrid systems, hydrogen fuel cells, and in-flight laser
recharging technologies are being actively developed.

O. Fomin

Hydrogen and hybrid drones show significant potential
for longer flight times, while solar technologies are best
suited for fixed-wing vehicles with a large surface area.
After considering the types of drones, it is also worth
highlighting their size, which significantly affects the
technical characteristics, functional purpose and ways
of using UAVs (Table 2). Size categories can be used to
classify drones by weight, payload, and flight duration,
which is relevant for choosing the optimal model for
specific tasks and regulatory requirements.

Table 2. Classification of drones by size and main characteristics

Drone size Small

Average Large

Size (length/wingspan) Less than 30 cm (<12 inches)

Over 60 cm (>24 in) or

30-60 cm (12-24 in) Wingspan s.6 m (6 0

Weight class Less than 0.9 kg (<2 Lbs)

0.9-4.5 kg (2-10 Lb) 4.5-25+ kg (10-55+ Lb)

Maximum load capacity Up to 0.45 kg (1 Lb)

1-4.5 kg (2-10 Lb) Up to 226+ kg (500+ Lb)

Flight time 10-25 minutes

20-40 minutes 30-60+ minutes

Recreational use, social

Sphere of use media

Agriculture, delivery, laser
radar sensing, and the film
industry

Photography, inspections,
mapping

Example of the model DJI Mini 2 SE, Ryze Tello

DJI Matrice 350 RTK, Alta X,

DIJI Air 3, Mavic 3 Pro Griff 300

Notes: DJI - Da-Jiang Innovations; SE - Special Edition; RTK - Real Time Kinematic

Source: compiled by the author based on Z. Dukowitz (2025)

Thus, the modern typology of drones covers a vari-
ety of design and functional categories, from light mul-
ti-rotor vehicles to large fixed-wing and hybrid VTOL
models, as well as specialised tactical, reconnaissance
and combat drones. Each type has advantages, limita-
tions and applications, which determine the choice of
a specific model for various tasks from recreation and
photography to agricultural monitoring, logistics and
defence. To efficiently and accurately recognise and
classify such diverse types of drones in real time, it is
recommended to use modern Al methods that provide
high data processing speed and adaptability to chang-
ing flight conditions and environments.

Artificial intelligence methods for real-time
identification of drone types

In @ modern environment, real-time drone identifica-
tion requires the use of efficient Al methods capable of
rapid adaptation, high classification accuracy, and oper-
ation in conditions of limited computing resources. The
use of computer vision and DL models is particularly
relevant, as they can be used for the automatic selection

of relevant features, minimise human intervention, and
ensure the functioning of recognition systems in a com-
plex environment. The main Al methods used to recog-
nise UAV types are shown in Table 3.

For instance, CNN is a deep neural network special-
ised in image processing. It consists of convolutional
layers that automatically extract spatial features (con-
tours, shapes, textures) and dense layers that perform
classification. CNNs are effective for classifying objects
that have already been found, for example, identifying
the type of drone based on an image fragment (mul-
ti-rotor, fixed-wing, hybrid, etc.). However, CNN does
not detect objects in the image but only classifies
them. YOLO, on the other hand, is a one-step recogni-
tion model that detects and classifies objects in an im-
age in one pass through a neural network. It is fast and
works in real time and can quickly detect drones in a
video stream while determining their coordinates and
types. YOLO is suitable for situations where speed is
critical, such as interception, monitoring, or air defence
systems. The combined approach of YOLO and CNN is
shown in Figure 2.

Table 3. Al methods used to identify drone types in real time

Method/Architecture Advantages Disadvantages Examples of use
High accuracy, efficient on Needs to be scaled, . .
CNN photos does not incorporate time ResNet, MobileNet, EfficientNet
YOLO Speed, real-time, compactness | Lower accuracy on small objects YOLOv5, YOLOvS8
ViT nghhéyg?gﬁl;[agg;]ii;ns High memory consumption ViT-Base, Swin Transformer
MLP-Mixer Simplified structure, no folds P°%r§rcg;”;lrea)}'ggg“ty MLP-Mixer (Google Research)
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Continued Table 3.
Method/Architecture Advantages Disadvantages Examples of use
RF Speed, interpretability Low efficiency for images Early ﬁlte.rlng, after
vectorisation
High accuracy for small data Does not scale for large ) . .
SVM sets amounts of data Two-stage classification
KNN Easy to |mprlee(;rl1;ierr;tano training Slow real-time classification Initial prototype systems
NB Simplicity, efficiency on sparse Inefficient on correlated Initial recognition based on
data features metadata
Ability to adapt to changing Difficulties with building a
RL conditions reward function Autonomous control of UAVs
DT Simplicity, quick construction Retraining, limited accuracy on Basic classification systems
complex samples

Notes: ResNet - Residual Network

Source: compiled by the author based on S.H. Hasan & G. Cansever (2023), M. Mrabet et al. (2024), S.I. Emon et al. (2025)

YOLO block (Detection)

YOLO
(object detection)

AN

Y

Objects
(Bounding Boxes)

CNN
(drone type classification)

Multiple regions
i Crop regions

Drone types
with coordinates

i from frame
€ update i
Input Video Stream | (loop); __|  Postprocessing i Preprocessing (scaling,
(real-time camera) | results i normalisation)
QOutput:

Figure 2. A combined YOLO and CNN approach for real-time drone type recognition

Source: compiled by the author

This diagram illustrates the step-by-step process
of real-time drone type recognition using a combina-
tion of YOLO and CNN methods. It demonstrates how
fast detection (YOLO) can be combined with accurate
recognition (CNN) to effectively identify drone types in
a video stream. The ViT model, which uses the trans-
former architecture popular in natural language pro-
cessing to analyse images, is also useful. It breaks the
image into patches, transforms them into a sequence of
vectors,and analyses the global dependencies between
these patches, which ensures efficient context capture

at different scales. ViT provides high classification ac-
curacy based on improved recognition of global visual
patterns of the drone, such as the overall shape and
positioning of elements. However, the model requires
significant computational resources and memory, which
can be a limitation when used in embedded systems or
devices with limited power.

MLP-Mixer, on the other hand, is a neural network
architecture that replaces traditional convolution-
al layers with a sequence of layers of fully connected
neurons (MLPs). It handles sequences of input image
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patches, processing information by patch and feature
in turn, which simplifies the model structure. In ad-
dition, MLP-Mixer offers a simpler architecture with
fewer computations compared to traditional CNNs or
transformers. However, due to the lack of local process-
ing (convolution), it may not be able to handle details
and complex visual features as well, which reduces
the accuracy of drone classification against complex
backgrounds or in unstable shooting conditions. To im-
prove the accuracy and reliability of real-time drone
type identification, ViT and MLP-Mixer models can be
combined. ViT efficiently captures both local and glob-
al context of images, while MLP-Mixer provides simple
and effective feature integration. For example, several
ViT architectures such as Dual Attention ViT (DaViT), In-
ception Transformer (iFormer), and Group Propagation
ViT (GPVIT) can be combined through MLP-Mixer, which
will combine the strengths of each model for compre-
hensive visual data analysis (Essa, 2024). This approach
demonstrates high accuracy and robustness in complex
recognition tasks, which makes it promising for use in
real-time drone identification systems.

In general,ML is a substantial component of Al that
can be used to automatically detect patterns in data
and in subsequent decision-making. ML algorithms
can be used to classify input information processed by
preliminary computer vision stages, such as detection
or segmentation. Among the classical ML algorithms
that are the most effective for drone recognition, the

31 scaler = StandardScaler()
32 X_train = scaler.fit_transform(X_train)
33 X_test = scaler.transform(X_test)

34
35 models = {

O. Fomin

following are worth highlighting: RF, SVM, KNN, and
NB. For example, RF is an ensemble method that com-
bines several DTs to improve classification accuracy
and robustness. It can process vectorised drone fea-
tures (e.g., body shape, wing length, number of propel-
lers) obtained after the detection stage and classify the
type of drone. Due to its structure, RF is less sensitive
to overfitting than a single tree. In addition, SVM is a
method that finds the hyperplane that best separates
data between classes. For drone classification, SVM can
work effectively with a small or medium feature set,
especially if the features are pre-normalised. The al-
gorithm is efficient in detecting complex boundaries
between classes, which is an advantage when there is
a variety of drone types.

KNN is an intuitively simple but robust method that
determines the class of an object by its nearest neigh-
bours in the feature space. It does not require a training
phase but is sensitive to the scale of the features. In the
current context, KNN can be used as a reference model
or a basic classifier in the early stages of system devel-
opment. Additionally, NB is a probabilistic model based
on Bayes’ rule with the assumption of feature inde-
pendence. In the drone classification task, it is suitable
for initial sorting or quick filtering of data, especially
when using sparse or categorical features such as sen-
sor type or geographic location.An example of a Python
program that demonstrates the use of these ML algo-
rithms to classify drone types is shown below (Fig. 3).

36 'Random Forest': RandomForestClassifier(random_state=42),
37 'SVM': SVC(probability=True),

38 'KNN': KNeighborsClassifier(),

39 'Naive Bayes': GaussianNB()

40 }

41

42 all_reports = []

43

44 for name, model in models.items():

45 model.fit(X_train, y_train)

46 y_pred = model.predict(X_test)

47

48 print(f"\n==== {name} ===="

49 print("Classification examples for the first 10 samples:")

50 for i in range(10):

51 print(f"[{i+1}] Actual: {drone_labels[y_test[i]]} | Predicted: {drone_labels[y_pred[i]]}")
52

53 report_dict = classification_report(y_test, y_pred, target_names=drone_labels.values(), output_dict=True)
54

55 df_report = pd.DataFrame(report_dict).transpose()

56 df_report['Model'] = name

57

58 all_reports.append(df_report)

Figure 3. A code snippet for classifying drone types using ML algorithms

Source: compiled by the author

The programme demonstrates the application of
the considered ML algorithms (RF, SVM, KNN, and NB)
to classify drone types based on synthetic data. Data
is generated, divided into training and test samples,
after which each model is trained and predicts the re-
sults. Examples of the classification of the first 10 test
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samples are displayed, and detailed reports with key
metrics are generated to compare the performance of
the algorithms in one report. As a result, all algorithms
showed the ability to classify drone types with vary-
ing accuracy (Fig. 4). The best results were obtained
by SVM (92% accuracy) with high prediction accuracy,
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recall and F-measure, especially for hybrid and fixed-
wing types of drones. RF also demonstrated a high re-
sult (accuracy ~89%), KNN is slightly lower (~87.7%),

and NB has the lowest accuracy (~79%). The main er-
rors occurred for the fixed-wing type of drone due to
the similarity of features.

Model precision recall fi-score support
Multirotor Random Forest ©.881579 0.848101 0.864516  79.000000
Fixed-Wing Random Forest ©.869565 ©.869565 0.869565 69.000000
lybrid Random Forest  ©.927711 ©.927711 ©.927711  83.000000
Unknown Random Forest ©.875000 ©0.913043 0.893617 69.000000
accuracy Random Forest ©.890000 ©.890000 ©.890000 0.890000
macro avg Random Forest ©.888464 ©0.889605 0.888852 300.000000
weighted avg Random Forest ©.890066 ©.890000 ©0.889854 300.000000
Multirotor SVM  0.852273 0.949367 0.898204  79.000000
Fixed-Wing SVM  ©0.936508 ©0.855072 0.893939  69.000000
Iybrid SVM  0.963415 ©.951807 ©.957576  83.000000
Unknown SVM  0.940299 0.913043 0.926471 69.000000
accuracy SVM  0.920000 ©0.920000 ©0.920000 0.920000
macro avg SVM  0.923123 0.917323 0.919047 300.000000
weighted avg SVM  ©0.922642 0.920000 0.920151 300.000000
Multirotor KNN  ©.843373 0.886076 0.864198 79.000000
Fixed-Wing KNN  ©.813333 0.884058 0.847222 69.000000
Iybrid KNN  ©.938272 ©.915663 ©.926829  83.000000
Unknown KNN  ©.918033 0.811594 0.861538 69.000000
accuracy KNN  ©.876667 ©.876667 0.876667 0.876667
macro avg KNN  ©.878253 0.874348 0.874947 300.000000
weighted avg KNN  ©.879891 0.876667 0.877010 300.000000
Multirotor Naive Bayes ©.769231 0.632911 0.694444  79.000000
Fixed-Wing Naive Bayes ©.712500 ©0.826087 0.765101 69.000000
lybrid Naive Bayes ©.923077 ©.867470 ©.894410 83.000000
Unknown Naive Bayes 0.766234 0.855072 0.808219 69.000000
macro avg Naive Bayes ©.792760 0.795385 0.790544 300.000000
weighted avg Naive Bayes ©.798057 ©.793333 0.792187 300.000000

Figure 4. Comparative report of models by the main metrics of drone type classification

Source: compiled by the author

That is, SVM and RF are the most suitable for iden-
tifying drone types in real time. In addition, it is worth
analysing RL and DT, which are also substantial com-
ponents of Al in the context of drone recognition.RL is
a method where an agent learns to make a sequence
of decisions in an environment through a system of
rewards and punishments. It is useful for adaptation
in dynamic, changing environments, such as autono-
mous drone control or developing strategies to counter
threats. RL can also be used to adaptively optimise the
parameters of a recognition system in real time. More-
over, DTs are interpreted models that divide data into
subsets using sequential feature-based rules. They are
simple to implement and fast to learn but can be over-
trained on complex data and have limited accuracy. In
drone recognition tasks, DTs can be used for basic clas-
sification based on simple visual or sensory features,
especially when transparency of decisions is required.

Thus, modern Al methods for real-time drone-type
identification combine high accuracy, speed, and adapt-
ability. The most effective are computer vision models,
in particular CNN and YOLO, which provide high-quality
classification and fast detection, respectively. ViT and
MLP-Mixer offer new opportunities for deeper image
analysis, although they have higher resource require-
ments. Classical ML algorithms such as RF and SVM
have proven to be reliable and accurate in classifying

drone types based on vectorised features, while KNN
and NB can serve as complementary methods. Addi-
tionally, RL and DT methods complement Al systems
by ensuring adaptation in dynamic environments and
interpretability of results. Overall,a combined approach
using different models and algorithms creates a robust,
efficient, and flexible drone-type recognition system
that meets the requirements of real-time and complex
operating environments.

DISCUSSION
A holistic approach to real-time drone type classifica-
tion using YOLO was implemented, covering visual and
technical characteristics. The results highlighted that
YOLO, as a one-step architecture, can not only local-
ise drones in the image, but also immediately deter-
mine their type, which is critical in conditions of limited
decision-making time. In turn, P. Sumathi et al. (2025)
proposed a drone detection system based on YOLOvS8
using a labelled dataset and implemented in a Flask
application. The results of both studies are consistent
in the context of YOLO’s real-time performance, but the
present study addressed the typological classification
of drones, which incorporates their technical and design
features, increasing the practical value of the model.
While YOLO is considered for fast object detection
in a video stream, CNN is used to accurately determine
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their types based on visual characteristics. Instead,
D. Li et al. (2024) applied a hybrid CNN + Long Short-
Term Memory + self-attention model to detect drones
as threats in perimeter security using acoustic data.
That is, the results of both studies confirm the effec-
tiveness of CNN in drone classification, but in contrast
to the current model, which emphasised visual recog-
nition of UAV types, the approach focuses on sensory
detection of unauthorised intrusion without distin-
guishing between drone types. In general, the results
addressed real-time drone type recognition using Al
techniques to improve the accuracy of drone identifi-
cation in security and monitoring environments. At the
same time, N.Jain & S. Lenka (2025) analysed the role
of drones and Al in precision agriculture, emphasising
their importance for resource optimisation, increasing
yields and automating agricultural processes. Thus,
the results of the studies complement each other:
both approaches demonstrate the practical value of Al
drones, but for different purposes: safety and classifi-
cation in the current case, and agricultural efficiency
in the analysed study.

This study also demonstrated the effectiveness
of using ViT and MLP-Mixer models for deep classifi-
cation of drone types based on visual features, where
ViT provides global recognition of the object structure,
and MLP-Mixer simplifies the architecture without los-
ing key characteristics. At the same time, H. Wasswa et
al. (2025) evaluated the performance of ViT-MLP ar-
chitectures in multi-class classification tasks, showing
their high accuracy and stability compared to graph-
based approaches. Thus, both studies confirm the fea-
sibility of combining ViT and MLP in complex recogni-
tion tasks, although the present study addressed drone
typology, while the aforementioned study investigated
structured data and overall model performance.

This paper implements an approach to real-time
classification of drone types using Al methods, with a
focus on visual and design features of UAVs for mon-
itoring, security, and situational awareness. Instead,
M.A.R.Estrada (2025) proposes the concept of an auton-
omous NeuronDrone-Box module that makes combat
decisions (attack/defence) based on chaotic dynamics
algorithms and the author’s methodology of economet-
rics, which combines economic and topographic param-
eters to model strategic scenarios. Although both works
are based on the application of Al in drone systems, the
current research is focused on recognising drone types
in the visual field of view for peaceful and security tasks,
while the aforementioned development focuses on au-
tonomous combat control. The findings highlighted the
importance of ML algorithms, including RF and SVM, for
classifying drone types based on vectorised features af-
ter image preprocessing, which provided high accuracy
(SYM 92%, RF ~89%) with efficient classification even in
complex cases. Similarly, in M. Kassab et al. (2023), SVM
and RF were used to classify drones, with SVM show-
ing the highest accuracy among the classical methods.
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Both approaches confirm the effectiveness of these ML
algorithms in aerial object classification tasks, but the
present research addressed typological drone recog-
nition, which makes it more targeted and applicable
within visual monitoring systems.

Among the drones reviewed, multirotor drones are
singled out as one of the most common types of UAVs
due to their manoeuvrability, ease of control, hovering
capability, and suitability for inspection, tourism, and
video surveillance, despite their limited range and pay-
load. In the same context, S. Hoang & LY. Shen (2024)
analysed in detail the behaviour of a large multi-rotor
(18-rotor) drone in wind gusts, which demonstrated the
high sensitivity of the trajectory to gust parameters and
the difficulty of predicting the response without the use
of stochastic models. Thus, the results of the studies
complement each other: the current approach outlines
where and how multirotor systems should be used,
while the authors cited above clarify their physical lim-
itations in modelling and operation.

Compared to the current study, which addressed
real-time recognition and classification of drone types
using visually oriented Al methods, PA. Darwinto et
al. (2025) analysed autonomous drone control, sensor
data processing, and UAV behaviour modelling to im-
prove energy efficiency and navigation accuracy. Both
approaches fulfil the potential of Al in drone systems, but
with different goals: the current approach was focused
on typological classification of drones for security pur-
poses, while the aforementioned one was aimed to im-
prove autonomy and controllability. The results of these
works can be considered complementary in the context
of expanding the functionality of Al-based drones.

The study also used KNN and NB algorithms as
basic models for classifying drone types, with further
evaluation of their effectiveness by accuracy, com-
pleteness, and F-measure. In turn, S.R. Medarametla
& G. Thallapally (2025) compared these algorithms
in the context of recommended systems in terms of
performance and resource efficiency. In both cases,
the superiority of KNN in classification accuracy was
confirmed, while NB demonstrated higher speed and
lower memory consumption. This correlates with the
current results, where KNN showed better recognition
quality and NB was effective for fast pre-filtering at
low computational cost. While this paper implements
real-time classification of drone types based on visual
characteristics using MLand DL methods, including RL,
R. San-Segundo et al. (2024) proposed a hybrid navi-
gation system for drones that combines RL and expert
rules for decision making in complex environments.
Both approaches use Al in the context of unmanned
systems, but with different goals. Moreover, the results
of both papers highlight the benefits of combined Al
solutions: in the current case, it is a combination of
YOLO and CNN for accurate recognition, and in the
above case, the integration of RL and rule-based logic
to improve control efficiency.




Real-time drone type recognition using artificial intelligence

One of the key types of drones studied in this paper is
fixed-wing drones, which are considered a separate class
with a characteristic aerodynamic structure, long flight
range, high wind resistance, and suitability for monitor-
ing large areas, in the agricultural or forestry sectors. M-
H. Chae et al. (2024) also addressed this type of drone,
but in the context of developing a system to counter
them. The study implemented the RL method for auton-
omous redirection of fixed-wing drones by manipulating
the Global Navigation Satellite System (GNSS) signal.
Thus, both papers not only analyse fixed-wing drones as
a research object but also demonstrate the effectiveness
of RL: in the current case, for adaptive control and op-
timisation of classification systems in real time, and in
the above paper, for the implementation of autonomous
strategies in counter-drone defence systems.

Alongside RL as a means of adaptive control in a
dynamic environment, this paper also considers DT as a
simple and interpretable model for initially classifying
drones based on their visual and technical characteris-
tics. S. Milani et al. (2023) combined RL with DT in the
framework of explanatory Al,where RL is responsible for
strategic learning and DT for transparency and explana-
tion of agent actions. Thus, the results of both studies
are consistent: the combination of RL and DT provides
flexible, adaptive, and at the same time interpretable
drone control and classification systems, which is espe-
cially valuable for security and monitoring applications.
Finally, comparing the results of the current study with
the study by A. Khan et al. (2025), a common desire for
the multisectoral application of Al methods in solving
applied problems is notable. In the aforementioned pa-
per, Al is viewed as a driver of innovation in various
fields from energy and medicine to robotics, security,
and digital technologies, including drone systems. Sim-
ilarly,in the current study, Al algorithms (CNN, YOLO, ViT,
MLP-Mixer, SVM, RF, RL, and DT) were used to identify
drone types in real time, which is critical in the areas of
security, monitoring, and automation. However, in con-
trast to the generalised cross-disciplinary review of the
aforementioned study, the current research addressed
the practical implementation of Al in the specific task
of visual UAV classification, supplemented by the anal-
ysis of drone technical characteristics.

Thus, the study demonstrates a holistic, multi-lev-
el approach to real-time drone type classification that
combines visual models with traditional ML algorithms
and RL methods. The obtained results confirm the ef-
fectiveness of Al in security, monitoring, and situational
awareness tasks, providing high recognition accuracy,
adaptability to changing conditions, and transparency
of decision-making. Compared to other studies that fo-
cus on specific aspects such as navigation, recommend-
er systems, sensory processing, or autonomous control,
the current study is notable for the focus on typological
drone recognition as a component of intelligent visual
analysis systems. This is a significant contribution to
the development of applied Al in drone technology,

especially in the context of real-time and mission-criti-
cal application scenarios.

CONCLUSIONS

The results of the first stage showed that for 2025, the
main structural types of drones are multi-rotor (20-30
minutes of flight time, 1-5 km range), single-rotor (30-
60 minutes, 5-15 km), fixed-wing (1-3+ hours, 10-100+
km) and hybrid VTOL (45-120 minutes, 10-80 km), which
differ in terms of payload, wind resistance, control com-
plexity and application. The size classification showed a
wide range of technical characteristics: flight time from
10 to over 60 minutes, payload from 0.45 kg to over 226
kg, which determines the effectiveness in various areas
from recreation to agricultural monitoring and military
operations. Multi-rotor drones dominate due to their
ease of control and hovering capabilities but have lim-
itations in terms of flight time and range. Fixed-wing
and hybrid models provide a longer range, expanding
their capabilities for large-scale missions. The wide va-
riety of types and characteristics creates challenges for
accurate visual recognition in real time, requiring the
use of highly efficient Al methods.

The findings of the second stage confirmed that Al
methods that combine accuracy, speed, and adaptabil-
ity are the most effective for identifying drone types in
real time. CNN provides high accuracy in image classi-
fication, while YOLO ensures fast detection and classifi-
cation of drones in a video stream in real time. The ViT
model achieves high accuracy by analysing the global
context but requires significant computing resources.
MLP-Mixer is promising for model integration but re-
quires improvements in recognising complex features.
Among the classical ML algorithms, RF and SVM proved
to be the most reliable, with an accuracy of about 89%
and 92%, while KNN and NB are of secondary impor-
tance. RL and DT methods complement the system by
ensuring adaptability and interpretability of solutions.
The integrated use of these methods creates a robust,
flexible platform for real-time drone identification with
limited resources. The main limitations of the study are
the need for large amounts of training data, high power
consumption of complex models (ViT, MLP-Mixer) and
limited accuracy of classical algorithms in difficult con-
ditions. This reduces the efficiency of drone-type rec-
ognition in mobile or resource-limited systems. Further
research should focus on hybrid models, optimisation
of architectures, and development of adaptive learning
to improve accuracy and versatility in real-time.
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Po3ni3HaBaHHSA TUNIB APOHIB Y peanibHOMY 4aci
3a AOMNOMOIOI0 LUTYYHOrO iHTEeNeKTy

Onekcanpp PomiH

KaHanpaT TeXHIYHMX HayK, OOLEHT

HauioHanbHui yHiBepcuTeT «[onTaBcbka noniTexHika imeHi KOpis Konppatioka»
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AHoTauig. CTpiMKe NoWMpEeHHS APOHIB Y BiIMCbKOBIN, LMBINbHIM Ta KPUTUUHIN iIHDPACTPYKTYpi BUMArae CTBOPEHHS
WBUAKMUX | TOYHMX CUCTEM AN4 IX pO3Ni3HaBaHHA Ta knacudikauii. MeTa pocnigxeHHsa nonqarana y nigBuLLEHHI
edeKTUBHOCTI | TOYHOCTI ideHTUdIKaLiT APOHIB WASXOM po3pobaeHHs Niaxony Ao ix Knacudikauii 3 BUKOPUCTAHHAM
METOAIB WTYYHOrO iHTENEKTY B YMOBAaX peasbHOro Yacy. Y npoueci AOCNiAXeHHS 3aCTOCOBAHO aHani3 TMNonorii
[POHIB, MOPIBHANBHUIM aHaNi3 METOAIB LUTYYHOrO iHTENEKTY, Bi3yabHE MOAENOBAHHS, MPOrpaMHe NPOTOTUMNYBAHHS
Ta OLiHKY METPUK TOYHOCTI Knacudikauii. Y pesynbrati nepworo etany AocnigkeHHs cbopMoBaHO knacudikaio
[POHIB 33 KOHCTPYKLi€t0, NPU3HAYEHHAM, PO3MIPOM | TEXHIYHUMK XapaKTEPUCTUKAMMU, WO BNAMBAIOTb HA iX BidyasbHe
po3ni3HaBaHHSA. BcTaHOBNEHO, WO MYNbTUPOTOPHI anapaTu € HAaMNOLWMPEHILWMMKU Yepes NPOCTOTY KepyBaHHS;
OOHOPOTOPHI — BMPI3HAOTLCSA BAHTAXKOMIAKOMHICTIO Ta TPUBANICTIO NONLOTY; PiKCOBAHOKPUAI — 3abe3neyyioTb
LUBMAKICTb i AANbHICTb; riOpUAHI — NOEAHYIOTb BEPTUKANBHUIA 3M1iT | TOPU30HTaNbHMIA NONIT. [loAaTKOBO BUOKPEM/IEHO
crevujianisoBaHi TMNM 6e3ninoTHMKIB (60MOBI, Po3BiAyBanbHi, oTorpadiyHi, Mikpo-Ta TaKTUUHI), @ TaKOX KnacndikoBaHo
[POHM 33 PO3MipOM, LLO [03BOAMNO 3iCTaBUTKU rabapuTw, Bary, BAHTAXXOMIAMOMHICTb | TPMBANICTb NOMLOTY 3 TUNAMMU
3acTocyBaHHA. [lpyruii eTan LOCNiAXEeHHS OXONMB NOPIBHANbHWIA aHaNi3 METOAIB WTYYHOrO iHTeNeKTy Ans ineHTudikauii
TUNIiB APOHIB Y peanbHOMY Yaci. BctaHoBNEHO, Wo Moaeni KOMM'IOTEPHOMO 30pPY, 30KPEMa 3ropTKOBi HEMPOHHI MepeXxi,
3abe3neyyroTb BUCOKY TOUHICTb, @ OAHOETAMHI apXiTeKTypu — WBUAKY AeTeKLito 00€ekTiB. TpaHchopMepy i MOBHO3B3HI
HEMPOHHI Wapu AeEMOHCTPYIOTb TOYHICTb, ane NoTpebyoTb 3HaYHMX pecypciB. KnacuuHi anropyTMmn MalMHHOIO
HaBYaHH$, 30KpeMa MeToj, onopHux BekTopis (92 %), Bunankosuii niic (89 %), meTon Hanbnmkunx cycigis (87,7 %) Ta
HaiBHWI BaeciBcbkuii Knacudikatop (79 %) nokasanu pisHy edekTusHicTb. KpiM Toro, migkpinntoBanbHe HaBYaHHS
[03BONSIE aAanTyBaTU CUCTEMM [0 3MiH CepefloBMLLa, A lepeBa pilleHb 3abe3neuyoTb NPO30picTb Knacudikallii.
OTpuMaHi pe3ynbtati CNpUaoTb po3pobLi CUCTEM BUSBNEHHS Ta KNacuikaLii 4POHIB y peanbHOMY Yaci 411 060poHM,
OXOPOHM iHDPACTPYKTYPU, MOHITOPUHTY MOBITPSHOrO NPOCTOPY Ta FPOMaAChKOi besneku

KniouoBi cnoBa: 6e3ninoTHI NiTanbHi anapat; anroputMM MalMHHOTO HAaBYaHHS; KOMIMIOTEPHE pO3Mi3HABAHHS,
HEeMPOHHI Mepexi; ineHTUdIKaLis pOTOpHUX Be3NiNOTHMKIB
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Abstract. Between 2020 and 2025, researchers faced challenges such as fragmented digital platforms, information
overload, and limited personalisation capabilities. This underscored the need for services capable of providing
comprehensive support for research activities. The aim of this study was to develop a conceptual model of an
intelligent information service focused on personalised researcher support. The proposed system architecture was
built using structural modelling, functional analysis, machine learning,and natural language processing techniques.
It includes modules for recommendations, virtual collaboration, event management, and automated bibliography
generation. A multi-layered user model was designed, taking into account scientific interests, interaction history,
and research context. The combination of semantic analysis with behavioural patterns increased recommendation
relevance by 20-30%. The prototype of the system was tested in March 2025 with the participation of 15 young
scientists from three Ukrainian universities. The results of the survey and practical tasks showed that the average
time spent searching for relevant literature was reduced by 35%, task planning efficiency increased by 40%, and
user satisfaction with the service's functionality reached 87%. Respondents highly rated the convenience of the
interface (4.5 out of 5), the relevance of recommendations (4.3), and co-authoring tools (4.6). Three new academic
collaborations were initiated through the co-author selection module.The data obtained confirmed the effectiveness
of the model in increasing research productivity, improving collaboration, and providing personalised user support.
The proposed structure allows for scaling to different disciplines and has the potential to be implemented in
digital platforms focused on scientific activity

Keywords: scientific information personalisation; semantic analysis; adaptive recommendations; machine
learning; intelligent systems; digital research environment

INTRODUCTION

In the contemporary research landscape, scientists
operate in increasingly complex digital environments
marked by the exponential growth of academic content,
decentralised data sources, and limited interoperability
between platforms. These challenges are compounded
by the necessity for personalised workspaces, efficient
collaboration mechanisms, and intelligent content fil-
tering. Existing solutions often offer isolated function-
alities — bibliographic management, social networking,
or search-but fail to deliver unified services that support
the full research lifecycle in a seamless and adaptive
way. This highlights the need for intelligent informa-
tion systems capable of integrating recommendation

engines, virtual collaboration tools, scheduling, and au-
tomated bibliography generation in a personalised and
scalable manner.

According to T. Adewale (2022), machine learning
algorithms have a significant impact on personalised
recommendation systems. The author proposed mod-
els that apply collaborative filtering and deep learning
to enhance user engagement and relevance. The study
demonstrated that machine-driven adaptation substan-
tially improves access to and retention of information
by researchers. O.B. Akinnagbe (2024) explored broader
applications of artificial intelligence in scientific work-
flows.Author’s research confirmed that Al-based services
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help reduce information overload and enable strate-
gic planning by automating routine research tasks and
aligning system responses with behavioural input.

C.A.Putri et al. (2025), working in the field of educa-
tion, demonstrated the effectiveness of adaptive digital
libraries that apply semantic indexing to personalise
content delivery. Although their study was focused on
primary education, the described mechanisms are ap-
plicable to academic research platforms as well. Y. Kov-
al (2022), a Ukrainian researcher, analysed the structure
and function of academic platforms and emphasised
the necessity of integrating user profiles with external
databases. This reasearcher’s findings identified key
gaps in personalisation and highlighted the importance
of unified interface design.

M.O. Shovkoplias & V.O. Liubchak (2024) proposed
a modular framework for personalised information
services that combined semantic analysis, collabora-
tive tools, and real-time behavioural adaptation. Their
study underlined the need for context-aware services
that dynamically evolve with user behaviour. F. Yu et
al. (2020) explored interdisciplinary UX methods for
accessing academic content. According to their re-
search, integrating user behaviour into service design
improves both usability and engagement, particularly
in cross-functional research environments. C.K. Kreutz
& R. Schenkel (2022) examined recommendation sys-
tems for academic papers. According to their results,
hybrid models that combined semantic metadata with
machine learning significantly enhance the accuracy of
scientific content delivery.

In their article, D. Petryna et al. (2024) explored the
possibilities of using artificial neural network tools to
accelerate the development of web interfaces. They an-
alysed how modern Al technologies can optimise the
process of creating Ul solutions, in particular through
the automation of certain stages of design and coding.
As a result of their research, the authors concluded that
the use of neural networks can reduce labour costs and
increase the efficiency of web interface development,
especially in the context of rapid digitalisation and the
need for adaptive design. However, the paper hardly
addresses the integration of such Al tools into larger
systems supporting researchers or the educational pro-
cess, nor does it provide an in-depth analysis of their
impact on UX quality from the end user’s perspective.

In the publication of L. Nikiforova et al. (2025), au-
thors focused on the creation of an information resource
and an electronic register of scientific professional pub-
lications as tools for digital support of scientific activi-
ty. They described the architectural and organisational
aspects of developing such systems, which aimed to
improve access to high-quality scientific sources and
support the evaluation of scientific output. The find-
ings of the study indicated the feasibility and necessity
of creating such registries in the context of the dig-
itisation of science, as well as the positive impact of
such initiatives on the transparency and convenience of
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scientific communication. At the same time, the authors
did not focus enough on the intellectual mechanisms
of analysis and recommendations within this resource:
there are no modules that would provide personalised
advice or flexible search using Al, which could signifi-
cantly enhance the functionality of the system in the
context of supporting researchers.

While these studies contributed valuable insights,
most of them focused on isolated functions or specif-
ic user scenarios. Previous studies have not fully ad-
dressed the development of holistic systems that inte-
grate recommendation, collaboration, scheduling, and
personalisation into a single adaptive ecosystem. More-
over, issues such as multilingual support, behavioural
feedback loops, and seamless integration with external
infrastructures are often underexplored. These limita-
tions justify the need for the present study, which aimed
to design and evaluate a modular, intelligent informa-
tion service tailored to researchers’ evolving needs.

MATERIALS AND METHODS
The methodological foundation of this research was a
modular systems design approach, incorporating prin-
ciples from computer science, user experience (UX) the-
ory, applied machine learning, and language process-
ing. The system was conceptualised as a cloud-based
architecture comprising intelligent services such as
data aggregation, semantic analysis, user profiling, rec-
ommendation logic, and event tracking. At the concep-
tual design stage, the architecture was developed us-
ing system engineering and modular design principles.
Functional decomposition helped outline the main
subsystems: the user profile manager, semantic recom-
mendation engine, collaboration modules,and calendar.
This structure was visualised using UML diagrams
and logicalmodels created indraw.io and Lucidchart.The
user interface was shaped through a comparative analy-
sis of academic platforms (Mendeley, ResearchGate, Ac-
ademia.edu) and UX principles derived from prior stud-
ies (Yu et al., 2020). This content analysis included both
qualitative and quantitative evaluations of usability,
content filtering precision, and collaborative tools. Lim-
itations such as lack of real-time adaptation and weak
integration served as design prompts for new features.
To achieve dynamic personalisation, the system
employed machine learning techniques using scikit-
learn and TensorFlow. Supervised methods (e.g., deci-
sion trees, logistic regression) and unsupervised learn-
ing (e.g., K-Means clustering) powered the classification
of user behaviour and content relevance. Relevance was
calculated using cosine similarity and TF-IDF metrics.
User segmentation followed a two-step pipeline: be-
havioural clustering via K-Means and profile-based
classification through decision trees. The taxonomy for
segmentation aligned with Scopus and Web of Science
standards, covering domains such as computer science,
life sciences, engineering, social sciences, humanities,
and interdisciplinary research.
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Textual data were processed with spaCy and
langdetect. Preprocessing involved stop-word removal,
lemmatisation, and metadata translation. Named Enti-
ty Recognition (NER) enabled identification of authors,
venues, and technical terms. Semantic similarity was
computed using Word2Vec embeddings trained on aca-
demic corpora,forming the basis of the system’s seman-
tic module, which handled named entity recognition,
keyword extraction, and topic modelling. Recommen-
dation logic relied on a hybrid approach: content-based
filtering using metadata similarity and collaborative fil-
tering using user similarity matrices. The system’s credi-
bility scoring integrated citation metrics, journal impact
factors, and author profiles from indexed repositories.

To support semantic enrichment and recommenda-
tion accuracy, the system integrated real-time scientific
data from sources like arXiv, Directory of Open Access
Journals (DOAJ), Scopus, and institutional archives. Data
were accessed through RESTful APIs, parsed in JSON
and BibTeX formats using bibtexparser and jsonlib.
Over 20,000 metadata entries and publication abstracts
were used to create a testbed for model evaluation and
semantic processing. A built-in calendar module was
developed using Flutter and synchronised via Firebase
Firestore, ensuring multi-device consistency. It support-
ed creation, updating, and deletion of research events
and enabled two-way integration with Google Calendar
and iCal via RESTful APIs and ICS feed handling.

For multilingual functionality, automatic translation
was implemented using Google Cloud Translation API
and argos-translate. Detected languages (via langde-
tect) routed texts to appropriate pipelines, enabling re-
al-time translation of abstracts, queries, and metadata.
The system also allowed metadata export in formats
compatible with Zotero and EndNote. System perfor-
mance and refinement were governed by feedback
loops, combining implicit user behaviour (clicks, read-
ing time, interactions) and explicit ratings. These were
evaluated weekly using precision, recall, and F1-score,
with near real-time updates based on interaction data.
Mathematical modelling (in Python with SimPy) simu-
lated user flows, feedback decay, and topic drift, ensuring
the system’s scalability and responsiveness.

To evaluate the system’s effectiveness, a
mixed-methods approach was used. A pre-test online
survey (March 4, 2025) via Google Forms gathered
baseline data on user productivity and task duration.
The sample included 15 anonymous participants (ear-
ly-career researchers and PhD students) from Kyiv,
Sumy, and Dnipro. The survey, conducted asynchronous-
ly, collected no personal data and included both closed-
and open-ended questions. Participants rated features
such as usability, recommendation relevance, interface
responsiveness, and collaborative tools using a Likert
scale (1-5). Example survey questions: “How much time
do you typically spend searching for relevant litera-
ture using your current tools?”, “Rate the ease of use
of the prototype interface”, “How relevant were the

recommendations generated by the system?”, “To what
extent did the collaboration tools improve your work-
flow?”.The survey was conducted in accordance with the
ethical principles set forth in the Declaration of Helsin-
ki (2024), which stipulate respect for the dignity and
rights of research participants. Before data collection
began, respondents were informed about the purpose,
methods, and possible consequences of participation,
after which they gave their informed consent. Particular
attention was paid to excluding any form of coercion
and protecting vulnerable groups.

During the testing phase (March 4-17, 2025), the
same participants completed realistic tasks: seman-
tic search, recommendation generation, collaborative
document editing, bibliography export, and scheduling
research deadlines. Each task was time-tracked, and
feedback was collected via Google Forms and embed-
ded rating prompts. These self-reported scores and
behavioural data served as benchmarks for assessing
improvements and identifying areas for further refine-
ment. To visualise system architecture and functional
dependencies, several structural diagrams were creat-
ed, representing interrelations between components
and ensuring coherent service logic.

RESULTS AND DISCUSSION

Quantitative results demonstrated that the average
time required to identify and collect relevant litera-
ture was reduced by 35%, and task planning efficiency
improved by 40% due to the integration of the event
calendar. The accuracy of recommendations was rated
at 4.3 out of 5, and the collaborative editing experi-
ence received a score of 4.5 out of 5. Additionally, three
new academic collaborations were initiated using the
co-author suggestion module. These results confirmed
that the intelligent information service model not only
improves research productivity but also enhances user
satisfaction and interdisciplinary cooperation.

Top-Level Architecture of the System
The top-level architecture of the proposed intelligent
information service comprised a set of interconnected
modules, each responsible for a distinct stage in the
user-information interaction pipeline. Together, they
support the full cycle of scientific information retriev-
al, processing, recommendation, and feedback, forming
a dynamic and adaptive research environment. At the
core of the architecture is the user, who interacts with
the system through a dedicated interface. The user
submits queries, selects scientific interests, reviews the
results, and provides implicit or explicit feedback, all
of which shape the system’s behaviour and future out-
puts. The user profile module is responsible for creat-
ing and maintaining a detailed digital representation
of the individual user.

This profile includes information such as scientif-
ic interests, academic background, publication history,
and preferred citation styles. The profile is dynamic
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and evolves in response to user interactions such as
search queries, saved documents, and usage patterns.
The source aggregation module connects the system to
external scientific resources and repositories. These re-
sources feed the system with structured academic con-
tent, which was further analysed and filtered to gener-
ate personalised recommendations. Retrieved data was
preprocessed and temporarily cached in a cloud-based
storage layer to reduce latency during repeated access.

However,the system does not maintain a permanent
local database of external sources; instead, it fetches
fresh data dynamically in response to user queries. This
approach ensures up-to-date content while avoiding
unnecessary data duplication or licensing violations.
Data collection was conducted based on user-defined
parameters, including keywords, authors, disciplines,
and research topics.Aggregated content is processed by
the analytics and filtering module, which ensures that
only relevant, high-quality, and non-duplicated data is
passed along the pipeline. This module performs se-
mantic text analysis, assesses source credibility, detects
duplicates, and applies preliminary topic-based filter-
ing to ensure thematic relevance. Credibility assess-
ment was based on citation metrics, publication venue
reputation, and author profiles aggregated from in-
dexed databases. A central role in the architecture was
played by the recommendation engine, which delivers
personalised lists of scientific content to each user. This
engine relies on three main sources of input: the user’s
declared interests, the current research context (such
as the active stage of a project or a specific query), and
historical behavioural patterns including past searches,
document views, and time spent on content.

Based on these signals, the system constructs a
relevance model tailored to each individual. To pera-
tionalise personalisation, the recommendation engine
applies machine learning techniques. Clustering algo-
rithms were used to group users and content based on
hidden patterns in the data. Collaborative filtering was
applied to infer user preferences by leveraging similar-
ities among users with comparable behaviour. Further-
more, the system explores the use of neural networks
to capture more complex relationships between user
intent and content features. These algorithms are con-
tinuously retrained as new user interaction data is col-
lected, enabling the engine to adapt its outputs over
time and improve the precision of its suggestions. To
monitor learning progress, evaluation metrics such as
precision, recall, and F1-score are tracked on a valida-
tion dataset that simulates real user queries. Addition-
ally, performance is reviewed periodically using user
feedback ratings and click-through behaviour. This al-
lows for fine-tuning of model parameters and ensures
continuous improvement.

The user interface module was designed to sup-
port intuitive interaction with the platform. It includes
visual tools for filtering search results, interactive
dashboards for managing bibliographies, collaborative
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editing capabilities, and calendar-based features for
managing deadlines and scientific events (Wirtz &
Lovelock, 2021). It serves not only as a visual layer
but also as a workspace that integrates content con-
sumption, communication, and document production.
This hybrid approach enabled seamless synchronisa-
tion across platforms, while preserving user control
within the system’s interface. Calendar entries can be
colour-coded, linked to specific projects or documents,
and optionally shared with collaborators within the
platform. It serves not only as a visual layer but also as
a workspace that integrates content consumption, com-
munication, and document production. A key feature of
the system’s architecture is the feedback loop, which
connects the outcome of each user interaction back
into the recommendation and personalisation process.
Whether through explicit ratings, saved items, or even
the decision to ignore certain results, the system learns
from behaviour and refines its models accordingly. This
enables ongoing optimisation of the recommendation
engine and overall user experience.

Data Flow Structure

The data flow structure of the information service re-
flects the sequential and cyclic logic of how data is col-
lected, processed, and transformed into personalised
scientific outputs. The process begins at the input level
and proceeds through a series of functional modules,
each responsible for specific operations that contrib-
ute to the generation of relevant, high-quality recom-
mendations for researchers. At the initial stage, the
input layer gathers data from multiple sources. These
include the user’s profile, which encapsulates declared
interests, search history, and interaction preferences. In
addition, contextual parameters such as the time of in-
teraction, current user activity, and the specific topic of
the query are captured in real time.

The system also connects to external scientific
resources through application programming interfac-
es (APIs), integrating information from academic da-
tabases such as Scopus, Web of Science, and PubMed,
open-access repositories like arXiv and Zenodo, digital
libraries including Google Scholar and DOAJ, as well as
academic event calendars. This collected data provides
the foundation for subsequent processing and person-
alisation. Following data collection, the preprocessing
module performs essential preparatory tasks. This in-
volves cleansing the data by removing duplicates and
noise, converting input formats (e.g., XML, JSON, Bib-
TeX) into a unified internal structure, and standardising
linguistic elements through translation, lemmatisation,
and the normalisation of key metadata fields such as
titles and author names. These steps ensure that the
incoming information is coherent, structured, and ready
for semantic processing.

The semantic analysis engine then applies natu-
ral language processing (NLP) techniques to interpret
the content and context of the data. It identifies the
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thematic scope of each source, extracts key entities
such as concepts and authors, and constructs a con-
textual model that aligns with the user’s information
needs. Each document’s semantic core is matched
against the user profile to establish its potential rele-
vance. Processed data is then forwarded to the filter-
ing and ranking module, which eliminates outdated
or irrelevant sources based on established thresholds
of relevance, novelty, and authoritativeness. The mod-
ule assigns a weight to each remaining source and
organises the results in a priority order, forming a per-
sonalised list tailored to the user’s current research
context. The output layer is responsible for presenting
the final results to the user. It delivers personalised
recommendations, compiles bibliographic references
in the selected citation style, and suggests opportu-
nities for collaboration, relevant academic events, or
discussions. These outputs are displayed through a
dynamic, interactive dashboard that adapts to the us-
er’'s ongoing activity and preferences.

Avital part of the system is the feedback and learn-
ing loop, which serves as a continuous source of system
refinement. This loop involves collecting both explicit
user feedback (such as ratings, likes, or comments) and

implicit signals (such as time spent on content, clicks,

ignored recommendations). These interactions are
logged and periodically analysed to identify patterns
in user behaviour. Based on these patterns, the recom-
mendation models are retrained or fine-tuned to im-
prove the accuracy and relevance of future outputs. This
process ensures that the system continuously adapts to
changing user needs and preferences. User behaviour is
monitored in terms of which items are opened, saved,
ignored, or explicitly rated. This behavioural data is

[ User profile ]

logged and fed back into the system at regular intervals
(approximately once per week) to retrain and update
the recommendation models.

Minor updates (e.g., reweighting of existing recom-
mendations) are performed in real time or every few
hours, while full model retraining is carried out on a
weekly basis. This interval was selected to balance
system responsiveness with computational efficiency,
ensuring timely adaptation to user behaviour without
overloading system resources. Feedback can be sub-
mitted either passively (through user actions) or ac-
tively (via rating options or explicit feedback forms),
and is processed in real time or through scheduled
batch analysis depending on the nature and frequen-
cy of user interactions. The system was designed to
support immediate responsiveness to feedback, with
minor updates to recommendation weights occurring
almost instantly, while larger-scale model adjustments
are typically performed daily or weekly, depending on
data volume and usage intensity. This ensures both
agility in response to evolving user needs and long-
term stability in system performance.

The data flow structure diagram represents these
stages as a connected series of transformations, occa-
sionally forming cyclic feedback paths. It illustrates how
raw, heterogeneous data is systematically cleaned, an-
alysed, interpreted, and ultimately transformed into ac-
tionable, high-value outputs that enhance the research
process. As shown in Figure 1, this flow is depicted as a
linear or cyclic process with transformation nodes and
conditional transitions. It is particularly important to
illustrate how data is cleaned, semantically analysed,
transformed, and ultimately returned to the user in a
valuable, actionable form.
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Figure 1. Data flow structured diagram

Source: created by the author
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Structural Diagram of the Personalisation Module

The structural diagram of the personalisation module
illustrates the internal configuration of components
that enable the information service to dynamically
adapt to the specific needs of individual users. Serving
as the system’s core intelligence layer, this module de-
termines the platform’s capacity to personalise outputs
and respond to contextual user inputs. At the heart of
this module lies a component responsible for collect-
ing user data. It continuously monitors user activity
and compiles detailed information regarding individual
profiles, including areas of interest, disciplinary special-
isation, search history, frequently viewed documents,
and usage frequency. Data can be acquired both direct-
ly - via questionnaires or user-defined settings - and
indirectly through behavioural analytics, which track
interaction patterns over time. Once this data is collect-
ed, it is processed by the behavioural analysis engine.
This subsystem applies machine learning algorithms
to uncover underlying patterns in user behaviour, en-
abling the system to predict information needs, deter-
mine the relevance of specific content, and anticipate
future interests. The analysis forms the basis for further
segmentation and personalisation processes.

To enrich user profiles with social and collaborative
signals, the system extracts data from publicly available
academic and networking platforms such as ORCID, Re-
searchGate, Academia.edu, and conference aggregators
like WikiCFP and AllConferences.com. Integration was
implemented via publicly documented APIs (e.g., OR-
CID Public API, ResearchGate scraping with rate limits,
RSS/ICS feeds for conferences), allowing the system to
collect data on group memberships, co-authorship net-
works, and event participation. The user segmentation
component classifies individuals into defined groups
based on thematic focus, type of scientific activity, and

-
User Data Collection

v
Behavioral Analysis )
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working style. This classification facilitates the target-
ed delivery of content and services, ensuring that users
receive recommendations and tools aligned with their
professional identity and research habits.

Building on this segmentation, the recommenda-
tion generator module creates real-time personalised
suggestions, which may include scientific publications,
relevant events, collaboration opportunities, funding
calls, and digital tools. These recommendations are
dynamically adjusted in response to changes in user
behaviour, project stages, or external developments.
Content is presented through a personalised interface
layer, which displays information in a manner tailored
to the individual’'s current profile. This interface may
include a customisable menu, interactive dashboards
with thematic news, notification panels, and integrated
calendars for managing events and deadlines. It serves
as the main point of interaction between the user and
the adaptive features of the system.

Finally, a feedback loop ensures that the person-
alisation process is iterative and self-improving. The
system monitors user responses to recommendations -
such as whether suggestions are accepted, ignored,
saved, or rated - and uses this feedback to refine future
outputs. As a result, the service becomes increasingly
accurate in anticipating user needs, thereby enhancing
engagement and overall utility. This design ensures a
closed personalisation cycle in which user data is con-
tinuously updated, allowing the system to adapt to
changes in the researcher’s behaviour and interests.
For example, if a user previously focused on medical
imaging but begins interacting more frequently with
oncology-related publications, the system will adjust
its recommendations accordingly - prioritising cancer
research topics and suggesting relevant events or col-
laborators in that area (Fig. 2).
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Figure 2. Structural diagram of the personalisation module

Source: created by the author
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This approach enabled a comprehensive analysis of
the capabilities of the information service and facilitates
the development of an effective implementation model,
taking into account current technological advancements

Personalised
recommendations

e PO

Interaction contaxt

and user needs. A general model of a researcher’s work-
place was proposed, which incorporates the main aspects
of their activities. The diagram below illustrates the inter-
action of the core components of this model (Fig. 3).
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Figure 3. IDEFO diagram Information service

Source: created by the author

In the presented diagram, the mechanism is a key
element that ensures the functioning of the informa-
tion service. It includes technological, software and al-
gorithmic means that allow the implementation of the
main capabilities of the service. The mechanism of the
system includes several interconnected components
that ensure its full functionality. The service infrastruc-
ture comprises hardware and software resources that
guarantee stable operation, scalability, and efficient
resource management. Integration tools provide con-
nectivity with external systems, including scientific da-
tabases, social networks, third-party APIs, and collabo-
ration platforms. Through the use of APIs, the system
enabled dynamic data exchange with other services,
maintaining flexibility and expanding functionality.

Information Service Diagram Analysis

The analysis of the information service diagram high-
lighted the primary categories of input and output data
that define the operational logic of the system. These
data flows are central to the functionality of the plat-
form and ensure its relevance, adaptability, and usabil-
ity within a modern research context. The input data
used by the service originated from a diverse range of
sources. One of the key elements is user-specific data,
which includes individual characteristics, declared re-
search interests, and documented academic activity
such as publication and collaboration history. This user
model formed the basis for personalisation and con-
textual relevance. Another crucial input is the broader
interaction context, which captures the nature of rela-
tionships between researchers, ongoing collaborative
projects, and communication processes. These data
help position the user within a larger scientific net-
work, providing valuable context for recommendation
and matchmaking functions. The system also draws

extensively from external scientific databases, incor-
porating structured and unstructured content such as
articles, patents, and monographs. These databases are
accessed through dedicated integration mechanisms
using public APIs and metadata harvesting protocols.

Depending on user activity, data can be fetched in
real time or retrieved from a local cache created dur-
ing previous sessions. A lightweight local metadata
repository is maintained to improve speed and reduce
repeated requests to external systems. This reposito-
ry stores bibliographic data (author names, titles, ab-
stracts, DOIs) and is refreshed periodically to ensure
currency. Full-text documents are not stored locally;
instead, they are loaded directly from verified open-ac-
cess or licensed repositories during the user session.
These databases constitute the foundational repository
from which knowledge is extracted and filtered. In ad-
dition, the model accounts for social factors, including
connections to academic communities, participation
in scientific groups, and engagement with conferenc-
es or collaborative initiatives. These social dimensions
provide insight into user networks and potential inter-
disciplinary opportunities. Further input was acquired
through external system integrations, which allow the
platform to connect with institutional repositories,
electronic libraries, and third-party academic services.
This interoperability expands the scope and richness of
the data environment.

The service incorporated calendar-based informa-
tion, which includes important scientific events, project
milestones, submission deadlines, and scheduled webi-
nars. These temporal data points contributed to the plat-
form’s ability to generate timely alerts and assist in task
planning. On the basis of this comprehensive informa-
tion environment, the system produced a range of out-
puts. The most prominent among these are personalised
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recommendations, which suggest relevant scientific
materials, collaboration opportunities, and upcoming
academic events tailored to the user’s current needs
and interests. Lastly, the service incorporated calen-
dar-based information, including events, deadlines, and
webinars. Users can manage these entries directly, add-
ing or editing them as needed. These data points help
generate timely alerts and assist in planning.

Another major output was the automated genera-
tion of bibliographies, which supports the compilation
of literature references in accordance with the user’s
ongoing research activities. The system allowd users
to choose from multiple citation styles, including APA
(6™ and 7™ edition), MLA, Chicago, and IEEE, with APA
6™ used as the default. The system also facilitated the
optimisation of research workflows, assisting users in
planning their projects, preparing manuscripts, and
locating appropriate funding sources through person-
alised task suggestions, deadline tracking, and con-
tent matching based on project context. Furthermore,
the platform enabled the creation and editing of joint
scientific documents, thereby supporting collaborative
writing and report generation. Users also benefit from
intelligent reminders that notify them of important
deadlines, events, and other time-sensitive activities. In
summary, the proposed model of the information ser-
vice supports the effective organisation of a research-
er's digital workspace. By integrating diverse data
sources and providing automated, adaptive outputs, the
system promotes greater efficiency, collaboration, and
personalisation across all phases of scientific activity.

To ensure the relevance and timeliness of infor-
mation, dynamic content update mechanisms were
employed, allowing automatic refresh and personali-
sation of scientific content based on user needs. Pro-
cess automation relies on artificial intelligence and
data processing algorithms, which support personalised
recommendations, automatic bibliography generation,
and semantic flow analysis. Artificial intelligence mod-
ules were essential for analysing large volumes of data,
tracking user behaviour, and generating contextual-
ly relevant scientific materials. To support consistency
across system components, synchronisation tools were
used, including calendar integration, project coordina-
tion, and cloud service connectivity. The use of cloud
technologies facilitates efficient storage and retrieval of
extensive datasets, while supporting rapid data process-
ing, secure handling, and scalability of the system.Thus,
the proposed information service model allowed for the
effective organisation of a scientist’s workplace, ensur-
ing the integration, automation, and personalisation of
his research activities. The first stage of formalisation is
the construction (synthesis) of a formal scheme of the
system structure, which contains a symbolic description
of the system and the process of its functioning. The
second stage is the construction of system models.

The synthesis of a formal scheme is the process of
learning about a system, it is inextricably linked and
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determined by the structure of the system. The con-
nections between the elements were determined and
their content was fixed, that is, the structure of the sys-
tem was formed:

S=<MxRxP>, (1)

where M - a set of elements (indices); R - a set of re-
lations among those elements; P - a set of constituent
elements (subindices). The set R defines the sequence
in which the indices M or subindices P are applied,
thereby enabling the formation of a hierarchical struc-
ture. In this case, the set establishes the sequence of
application of indices or subindices and allows to cre-
ate their hierarchy.

The selected set of elements reflects the key func-
tions of a modern researcher’s information environment
and aligns with recent studies emphasising user-cen-
tred modelling and system-based customisation strate-
gies. According to H. Ko et al. (2022), such environments
typically include personalised recommendation systems,
tools for virtual collaboration and academic discussions,
integration with scientific databases, intelligent sched-
uling modules for managing deadlines and events, auto-
mated bibliography generation, and collaborative docu-
ment editing functionality. As a result of the conducted
system analysis, modelling, and prototype testing,a con-
ceptual model of an intelligent information service for
researchers was developed. The model was structured
around six key functional components, each of which in-
cludes a set of personalisation attributes derived from
system formalisation and user-centred design. These
components work together to enhance research produc-
tivity, collaboration, and decision-making.

Personalised Recommendations
The personalised recommendations module consti-
tuted a central element of the intelligent information
service, specifically designed to enhance research effi-
ciency by delivering targeted content that aligns with
individual scientific needs, preferences, and contextual
variables. This module operates through a combina-
tion of user modelling, machine learning, and semantic
analysis, continually adapting to the evolving profile of
each researcher. The system constructed complex, mul-
ti-layered user profiles by aggregating data from vari-
ous sources. These include the user’s publication his-
tory and citation patterns, browsing behaviour within
the platform such as search terms, downloaded docu-
ments, and reading durations, and involvement in col-
laborative research projects or scientific networks. The
user’s disciplinary affiliation, academic subfields, and
key areas of interest were also captured. Additionally,
integration with external identifiers such as ORCID and
Scopus ID allowed for the consolidation of data across
platforms, enriching the accuracy of the profile.

Based on these dynamic profiles, the service deliv-
ers context-aware content recommendations. It presents
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highly relevant scientific articles drawn from curated
databases like Scopus, Web of Science, and arXiv, as
well as preprints and open-access publications that
align with the user’s most recent queries or current pro-
ject themes. Recommended reading lists are tailored to
the stage of research — whether it concerns foundation-
al background reading, methodological development,
or data analysis. The module also facilitates collabora-
tion by identifying potential research partners. This is
achieved by analysing overlapping interests, shared ci-
tation networks, joint participation in academic events
or institutional affiliations, and historical co-authorship
patterns as found in scholarly social networks. These
insights supported the formation of thematic work-
ing groups and foster interdisciplinary cooperation. In
addition to content and collaborator suggestions, the
system issues notifications about relevant academic
events and opportunities. These include calls for pa-
pers in targeted journals and conferences, funding an-
nouncements such as grants and fellowships, and invi-
tations to webinars, workshops, or networking sessions
matched to the user’s domain and location.

The recommendation process is further refined
through feedback-driven adaptation mechanisms.
Adaptive systems that incorporate behavioural feed-
back significantly enhance the relevance and personali-
sation of information delivery. Users are able to rate the
relevance of suggestions, bookmark or dismiss items,
and offer direct feedback. This input was analysed by
the system to improve the quality and personal rele-
vance of future recommendations. Over time, the mod-
el becomes increasingly attuned to user expectations,
enabling more accurate information delivery. To ensure
thematic precision and avoid redundant or irrelevant
outputs, the system applied semantic enrichment tech-
niques. NLP was used to detect semantic similarity;
named entity recognition resolves ambiguities related
to authors or concepts; and ontology-based classifica-
tion ensures consistent alignment with the intended
research domain. NLP thus played a central role in se-
mantic enrichment and user context modelling.

In terms of research productivity, the personalised
recommendations module played a critical role. It re-
duces the time required for literature discovery, surfaces
emerging or niche topics at earlier stages, facilitates in-
terdisciplinary linkages, and enhances decision-making
throughout the research process (Vargo & Lusch, 2025).
By transforming the traditionally passive experience of
search into a proactive and adaptive model of knowl-
edge discovery, this module significantly improves the
overall efficiency and focus of the research workflow.
Workflow optimisation is further enhanced through a
combination of rule-based logic and machine learning.
Task recommendations are generated using a hybrid
model that incorporates keyword matching, collabo-
rative filtering, and sequence prediction based on user
history. Deadlines are managed via cron-based sched-
uling, while funding suggestions are retrieved through

metadata alignment between project keywords and
open grant announcements. The system applies TF-IDF
scoring and semantic similarity (Word2Vec) to match
funding opportunities with relevant user topics.

Virtual Collaborations and Discussions

The Virtual Collaborations and Discussions module
constituted a digital ecosystem designed to support
both synchronous and asynchronous cooperation with-
in academic research. Its infrastructure spans the entire
research lifecycle - from early idea generation to man-
uscript refinement - by offering integrated, interactive
tools for communication, planning, and collaborative
authorship. This module goes beyond basic messaging
or meeting platforms by enabling structured, role-sen-
sitive participation in complex scholarly tasks.

In real-time collaboration scenarios, researchers
can communicate through embedded video conferenc-
ing, voice calls, and live messaging interfaces. These
tools were complemented by the ability to jointly an-
notate documents, analyse datasets during shared
screen sessions, and maintain focused discussions via
topic-specific threads. The platform’s responsiveness
ensures that interdisciplinary or cross-institutional
teams can engage productively, despite geographical
or time zone differences. For asynchronous collabo-
ration, the system offers a persistent environment in
which researchers can exchange feedback, assign tasks,
and track contributions over time. Comments can be at-
tached directly to document sections, discussion logs
are archived in the cloud-based storage layer (Firebase
Firestore), and version-controlled notes support the
gradual refinement of ideas or drafts. Each project is
supported by a dedicated virtual workspace that in-
cludes shared libraries, scheduling tools, and team
calendars, all of which are synchronised with external
institutional platforms.

A central feature of this module is the co-editing
capability, which enables multiple contributors to write,
revise, and comment on scientific documents simulta-
neously. Integrated manuscript editors support access
control mechanisms that distinguish between authors,
reviewers, and observers, thus preserving editorial in-
tegrity while promoting transparency. All changes are
tracked with version histories and annotation logs, al-
lowing collaborators to monitor developments and re-
vert to previous stages if necessary. These tools ensured
that the process of producing publications, reports, or
grant proposals remains organised and accountable,
even in highly distributed research teams.

The module also fostered wider academic network-
ing by identifying thematically aligned collaborators,
enabling federated access for external contributors,
and providing pathways for institutional integration
through platforms such as ORCID or eduGAIN. Its seam-
less connection to third-party tools - including citation
managers, project trackers, and cloud storage servic-
es - further enhances the continuity of collaborative
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research workflows. By embedding advanced communi-
cation and co-authoring functions into a unified digital
workspace, this module empowers research teams to
develop outputs collectively with clarity, efficiency, and
contextual awareness. It transforms passive exchanges
into active, traceable, and iterative knowledge-building
processes, enabling modern scientific collaboration to
occur without the constraints of time or location.

Integration with Scientific Databases

The Integration with Scientific Databases module func-
tions as the primary knowledge gateway of the intel-
ligent information service. Its purpose was to enable
seamless and intelligent access to a diverse array of
academic information sources, allowing researchers to
retrieve, explore, and incorporate scholarly content di-
rectly within their personalised research environment.
This integration ensures that literature discovery be-
comes an organic part of the scientific workflow, rather
than an isolated activity. At its foundation, the module
provides federated access to major scientific reposito-
ries. Through a unified interface, users are able to query
and retrieve data from bibliographic databases such as
Scopus, Web of Science, and PubMed, as well as from
preprint servers like arXiv and bioRxiv. The platform
also interacts with open-access resources including the
DOAJ and CORE, along with institutional repositories
and digital library systems. This approach simplifies
access to disparate sources, ensuring comprehensive
coverage of the scientific landscape.

To support precision and depth in search, the
module employs semantic technologies and natural
language processing algorithms. These tools allow
for concept-aware search across multiple databas-
es, enabling researchers to locate information based
on meaning rather than simple keyword matching.
The system can interpret synonyms, translate con-
tent across languages, and expand search terms us-
ing controlled vocabularies and taxonomies. Filtering
mechanisms adjust results contextually, taking into ac-
count factors such as the user’s research field, project
phase, and preferred document types. Search results
are ranked automatically through relevance modelling
based on artificial intelligence. Ranking algorithms
were informed by the user’s profile, historical interac-
tions, citation metrics, publication recency,and broader
community engagement indicators such as download
counts or social sharing. This ensured that the most
pertinent results are presented first, reducing the time
and effort required for manual sorting.

The platform facilitated direct import of biblio-
graphic metadata and, where permitted, full-text con-
tent. With a single interaction, users can transfer au-
thor information, abstracts, keywords, and digital object
identifiers (DOls) into their workspace. Full texts are re-
trieved either from open-access repositories or through
institutional subscriptions. Seamless integration with
citation management tools such as Zotero or EndNote
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supports efficient reference generation and citation
tracking. Retrieved articles can be organised by linking
them to specific research projects, tasks, or calendar en-
tries. Annotations may be added either individually or
collaboratively, with content incorporated into shared
libraries or project documents. This creates a tightly in-
tegrated knowledge base that aligns literature with on-
going scientific work. In addition, the module includes
mechanisms for automated alerts and trend detection.
Users can define topics, authors, or journals of interest,
prompting the system to monitor these elements and
issue notifications when relevant new content becomes
available. Algorithms detect emerging themes, identify
influential publications, and surface funding opportu-
nities or calls for papers. Summaries of recent devel-
opments in the user's domain can be generated and
delivered at regular intervals, maintaining awareness
without requiring constant manual oversight.

Compliance with licensing and copyright frameworks
was managed by the integration mechanisms them-
selves.The system ensures that institutional credentials
and license agreements are respected, while promoting
open science through support for FAIR data principles
and responsible access practices (Umbach, 2024). For
researchers, this module offers a centralised and per-
sonalised hub for literature discovery and integration.
It improves the relevance and timeliness of academic
material, reduces fragmentation in research workflows,
and enhances the connection between reading, project
management, and manuscript writing. By embedding
discovery within the larger structure of the informa-
tion service, this module transforms traditional search
into a smart, researcher-driven exploration process.

The Reminders of Important Dates and Events
module serves as an integral part of the intelligent
information service, specifically designed to address
the temporal and organisational challenges faced
by academic researchers. Unlike generic scheduling
tools, this module operates within a research-centric
framework, continuously identifying and aggregating
critical dates related to project timelines, grant appli-
cations, conference submissions, institutional evalu-
ations, and other scholarly obligations. By analysing
both structured project data and contextual signals,
the system builds a personalised timeline that aligns
with a researcher’s specific responsibilities and are-
as of interest. It allows for seamless integration with
external calendars and platforms, ensuring that both
individual and team-based events are synchronised
across systems and time zones. The module’s smart
notification engine prioritises reminders based on ur-
gency, thematic relevance, and the user’s active work-
load, delivering alerts through configurable channels
such as email, dashboard widgets, or mobile notifi-
cations. Importantly, its collaboration-aware features
detect overlapping deadlines, shared milestones, and
coordination gaps, thereby enabling more efficient
teamwork and collective task planning.
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Through the application of machine learning, the
system not only adapts its reminders over time, but also
proactively suggests preparation windows for upcoming
submissions, identifies missed actions, and proposes re-
scheduling options based on past behaviour. Events are
categorised by type - research, teaching, publication,
funding - and linked to specific projects or collabora-
tors, while visualisation tools such as timelines, Gantt
charts, and Kanban boards offer both macro and micro
views of academic activity. By embedding this planning
intelligence directly into the research workflow, the
module empowers scholars to maintain better control
over fragmented schedules, reduce last-minute stress,
and capitalise on time-sensitive opportunities that are
often lost in the daily academic overload. The Remind-
ers of Important Dates and Events module acts as a
smart personal assistant for academic time manage-
ment, enabling proactive decision-making and efficient
scheduling in a dynamic research environment.

The Reminders of Important Dates and Events
module provides users with centralised access to key
academic timelines, including submission deadlines,
project milestones, scheduled webinars, and scientific
conferences. It supports both manual and automated
entry of events, synchronisation with external calen-
dars (e.g., Google Calendar), and visual tagging based
on event types. Integrated notification features allow
for customisable alerts, while semantic tagging ensures
relevance based on the user’s profile and current ac-
tivities. This smart scheduling module enables efficient
coordination of individual and collaborative tasks with-
in the research workflow. The Reminders of Important
Dates and Events module acts as a smart personal as-
sistant for academic time management, enabling pro-
active decision-making and efficient scheduling in a
dynamic research environment.

Prototype Testing and Evaluation

Quantitative feedback demonstrated a strong level of
user satisfaction. The overall usability of the system
was rated at 4.5 out of 5, the relevance of recommen-
dations at 4.3, and the collaborative editing tools at
4.6. Furthermore, 13 out of 15 participants reported
that the system improved their workflow and support-
ed more efficient research task management. In terms
of qualitative feedback, responses to the follow-up
questionnaire highlighted several strengths, including

smooth navigation, effective integration of features
that reduced the need to switch between tools, and
the overall usefulness of the recommendation engine.
Participants also suggested several areas for improve-
ment, such as adding export options for citation man-
agers and enhancing the interface’s responsiveness on
mobile devices.

Quantitative results demonstrated that the aver-
age time to identify and collect relevant literature was
reduced by 35% compared to participants’ self-report-
ed baseline times when using traditional tools such
as Google Scholar, Scopus interfaces, or manually cu-
rated reference lists. Task planning efficiency improved
by 40% relative to prior methods involving standalone
calendar tools or ad hoc task tracking. The system’s rec-
ommendation accuracy was rated at 4.3 out of 5, and
the collaborative document editing experience scored
4.5 out of 5. Additionally, over the course of testing,
three new academic collaborations were initiated by
participants using the system’s co-author suggestion
tool. Qualitative feedback highlighted the ease of use,
clarity of navigation, and logical structure of the sys-
tem. Users appreciated the consistency between the
desktop and mobile interfaces and noted that the sys-
tem eliminated the need to switch between different
external tools. Most importantly, participants valued
the fact that all core functions - recommendations,
planning, collaboration, and document handling -
were available in a single unified ecosystem that dy-
namically responded to user behaviour.

Each task was time-tracked. Quantitative results
demonstrated a 41% reduction in literature search
time and an 87% user satisfaction rate for the recom-
mendation feature. These metrics were derived from
task completion logs and post-session questionnaires,
and they underscore the prototype’s effectiveness in
enhancing research efficiency. The average comple-
tion times for these tasks were as follows: semantic
search - 4.2 minutes, generating recommendations -
3.6 minutes, co-editing academic documents - 6.1
minutes, exporting a structured bibliography - 2.9
minutes, and scheduling research-related deadlines -
3.3 minutes. The total average session time per par-
ticipant was 20.1 minutes, indicating a relatively high
level of efficiency in navigating and executing key
functions within the system. The key features of this
model are presented in the Table 1.

Table 1. Key features

Functionality User scenarios

Main advantages

Key features Expected result

. Users receive
Personalised

Increasing the

Machine learning Increasing user

The team holds
meetings in real time

Virtual collaborations
and discussions

recommendations suggestions based relevance of offers algorithms, adaptation engagement
on their interests to user preferences with content
Improving

Improving teamwork
efficiency

WebRTC and Socket.lO

. . communication
integration

and collaboration

Users search for
articles and research
in external sources

Integration with
scientific databases

Broad access
to scientific resources

Convenient access to
up-to-date information

Using RESTful API,
OAuth2 support
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Continued Table 1.

Functionality User scenarios

Main advantages

Key features Expected result

The user receives
notifications about
deadlines and events

Reminders for
important dates and
events

Improving organisation
and efficiency

Scheduling via cron-
job, integration with
SMS/email services

The user will not miss
important events

User creates
bibliographies for
research papers

Automated bibliography
creation

Time saved on source
design

Data analysis
algorithms, support for
different citation styles

Facilitating the
process of creating
bibliographies

The team works
on documents
simultaneously

Collaborative editing of
documents

Convenience in
editing and sharing
information

Effective document
collaboration

Using WebSocket for
synchronisation

Source: created by the author

Overall, the evaluation confirmed the model’s ap-
plicability in real research settings and demonstrated
its potential to streamline academic workflows, im-
prove researcher efficiency, and foster interdisciplinary
cooperation. The results of this study confirmed the
effectiveness of the proposed intelligent information
service model in improving user experience, scientific
productivity, and collaboration. Its modular structure,
integrating personalised recommendations, automat-
ed scheduling, semantic search, and real-time collab-
oration, has contributed to improving the efficiency of
research workflows. The system’s capacity to adapt to
user behaviour and context, combined with integrat-
ed feedback mechanisms, significantly enhanced per-
ceived relevance and efficiency. This aligns with current
international research trends focused on intelligent
user support systems in digital academic environments.

Between 2023 and 2025, various scholars have ex-
plored approaches to personalisation in research plat-
forms. For instance, K.N. Lemon & P.C Verhoef (2016)
advocated for adaptive systems that account for dy-
namic changes in user needs, a concept directly re-
flected in this work’s feedback-driven learning loop.
F.Yu et al. (2020) highlighted the practical importance
of cross-platform integration and seamless user inter-
face design in enhancing access to information. Simi-
larly, the article by D. Roy & M. Dutta (2022) presented
a systematic review of current approaches to building
recommendation systems, including content-based, col-
laborative, and hybrid methods, with a particular focus
on the role of big data and deep learning. The authors
concluded that, despite significant progress, the indus-
try faces challenges such as the “cold start” problem,
lack of model transparency, and ethical issues.

At the same time, insufficient attention has been
paid to the practical application of such systems in
specific industries and the long-term impact of recom-
mendations on user behaviour. The model developed in
this work supports these principles through its embed-
ded collaborative workspaces and unified dashboards.
While their work focused primarily on user-centred
design principles, this system operationalised these
principles into functional modules tailored for aca-
demic use. In addition to the conceptual modules de-
veloped in this system, a useful addition is the work
of N. Sangeetha et al. (2025), which proposes a hybrid

Bulletin of Cherkasy State Technological University, Vol. 30, No. 4, 2025

recommendation model based on TF-IDF and BERT for
academic collaboration. The authors demonstrated that
combining semantic and statistical methods increases
the relevance and diversity of recommendations, and
have even implemented this model as a mobile ap-
plication that dynamically suggests profiles for arXiv
collaboration. This allows to deepen the functionality
of the co-author selection module in this architecture,
providing more context-sensitive recommendations.

In the context of proven effectiveness of the service
in supporting scientific activity through a personalised
approach and adaptability to user needs, it is worth
considering the findings of A. Wilson et al. (2016), who,
in their work discussed the importance of building cus-
tomer-centric services as a key factor in competitive
advantage. Their approach to service quality manage-
ment through a deep understanding of user needs is
consistent with the concept of personalised researcher
support implemented in this system. At the same time,
despite a deep analysis of classic service marketing
mechanisms, the authors do not sufficiently consider
the challenges of digital transformation, automation,
and the application of Al for real-time service adapta-
tion - which is precisely what was taken into account in
this model through the integration of semantic analy-
sis, machine learning, and behavioural patterns.

Moreover, recent work by E. Masciari et al. (2024)
offered a systematic literature review of Al-based rec-
ommendation systems, emphasising not only algorith-
mic performance but also the ethical considerations
surrounding their deployment in user-centric envi-
ronments. Their findings underlined that while hybrid
models and deep learning approaches can significantly
improve accuracy, the integration of transparency, fair-
ness, and accountability mechanisms is essential to
sustain user trust and long-term adoption. This aligns
with the present study’s approach, where the recom-
mendation engine incorporates explainability features
and feedback loops, addressing both functional perfor-
mance and ethical responsibility in academic contexts.

Comparative analysis with the study by H. Ko et
al. (2022), which offered a taxonomy of recommenda-
tion system architectures, revealed that most existing
systems operate in isolated environments with limit-
ed interaction between modules. In contrast, this sys-
tem ensured interoperability across recommendation,




Al-based model of a researcher support service

collaboration, calendar, and bibliographic modules,
creating a more holistic digital ecosystem. This in-
tegrated approach addresses fragmentation, which
aforementioned authors identified as a key limitation
in current solutions.

Moreover, 0.B. Akinnagbe (2024) outlined trends in
Al for adaptive systems, noting that most services lack
long-term user learning capabilities. While the author
focused on commercial and industrial applications, this
work demonstrated the academic relevance of similar
techniques This work’s reasearch implementation of
a behavioural feedback loop addressed this concern
directly by continuously refining recommendation ac-
curacy based on ongoing interaction. The service logic
framework proposed by S.L. Vargo & R.F Lusch (2025)
also provided a conceptual foundation for this model.
They argued that value is co-created through interac-
tion, rather than delivered passively. This philosophy
is embedded in this platform’s design, particularly in
modules such as collaborative authoring, peer feed-
back, and event-driven networking.

One distinction worth noting is that while prior
studies, like Y. Li et al. (2023) for example, often focus
on a single methodological aspect - such as algorithm
performance or interface design - this work’s approach
adopted a systems-level view, combining technical,
cognitive, and organisational factors. This integration
enhanced both the robustness and applicability of the
solution in real-world academic settings. In summary, the
proposed information service aligns with global devel-
opments in Al-driven personalisation, digital collabora-
tion, and adaptive user support. While it shares several
conceptual foundations with existing systems, it also in-
troduces unique contributions-particularly in its modu-
lar integration, behavioural feedback loop, and real-time
co-editing functionality. These aspects position the mod-
el as a scalable and context-aware solution that meets
the complex needs of modern research communities.

CONCLUSIONS

This study focused on the development and evaluation
of a conceptual model for an intelligent information
service aimed at improving the personalisation, effi-
ciency, and adaptability of digital academic support
systems. The model integrates several interrelated
structural components, including a multi-layered user
profiling system, a semantic recommendation engine,
collaborative workspaces for co-authoring, a smart
scheduling and notification module, and an automat-
ed bibliography generation subsystem. Each of these
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AHoTauis. Y HaykoBoMy cepenoBuiui 2020-2025 pokiB pocnigHuku ctukanucs 3 GparMeHToBaHUMKU LMPOBUMU
nnatGopMamu, HagMipHUM o6carom iHdopMaLii Ta 06MeXeHMMKU MOXIMBOCTAMU NepcoHanisauii. Lle 3ymosuno
noTpeby y cepsicax, 34aTHUX KOMMIEKCHO NiATPUMYBATU OOCNIAHULBKY AidNbHICTb. MeTOK A0CAIAXKEHHS
CTano po3pobsieHHs KOHUEeNTYanbHOi MoAeni iHTeNleKTyanbHoro iHhopMaLiMHOro cepBicy, OpiEHTOBAHOrO Ha
nepcoHani3oBaHy NiATPUMKY HAyKOBLiB. Y poboTi 3aCTOCOBAHO METOAM CTPYKTYPHOTO MOAENIOBAHHS, QYHKLiOHANbHOIO
aHanisy, MalWMHHOIO HaB4aHHA Ta 06pobkM NpMpoaHOT MOBU. ApXiTeKTypa CepBiCy BK/IOYAE MOAY/I peKOMeHAALIN,
BipTyanbHOI CMiBNpaLi, ynpaBfiHHA NoAiaMu Ta aBToMaTu3oBaHoro GopmyBaHHs 6ibniorpadii. byno nobynosaHo
H6araTtopiBHEBY MOJE/b KOPUCTYBaya 3 ypaxyBaHHIM HAyKOBWX iHTEPECIB, iCTOPii B3aEMOAIT Ta KOHTEKCTY AOC/ILKEHb.
KombiHyBaHHS cEMaHTMYHOrO aHani3y 3 NOBeAiHKOBMMM WabnoHamMu fano 3Mory nigBULWKUTU peneBaHTHICTb
pekoMeHpaauin Ha 20-30 %. [MpoToTun cucTemMm NpoMwWwoB TecTyBaHHA y 6epe3Hi 2025 poky 3a yyacTio 15 Monogmnx
HAYKOBL,B i3 TPbOX YKPATHCbKUX YHIBEPCUTETIB. Pe3ynbTaT ONUTYBAHHSA Ta MPakTUYHMX 3aBAAHb NOKa3anu, WO
CepefHiv Yac noLyky peneBaHTHOI NiTepaTypu CKOPOTMBCS Ha 35 %, eeKTUBHICTb MNaHyBaHHSA 3aBAaHb 3p0C/a Ha
40 %, a 3a4,0BONEHICTb KOpUCTYBayiB ByHKLiOHaNoM cepBicy carHyna 87 %. PecnoHaeHTaMM BUCOKO OLiHEHO 3pYYHiCTb
iHTepdeiicy (4,5 3 5), peneBaHTHICTb pekoMeHAaaLi (4,3), Ta iIHCTpyMeHTH cniBaBTOpCTBa (4,6). TP HOBI akadeMiyHi
konabopaduii 6ynu iHiuiioBaHi yepes moaynb ninbopy cnisasTopiB. OTpMMaHi faHi NinTBEpANAM ePeKTUBHICTb Moaeni
B MiABULLEHHI NPOAYKTUBHOCTI AOCNIAXEHb, MOKPALLEHHI cniBnpaLi Ta NepcoHani3oBaHii NigTpMMLI KOpUCTyBaya.
3anponoHoBaHa CTPyKTypa [03BOASE MACLWITAOYBaHHSA HA Pi3Hi AMCLUMNIHM T3 MAE NOTEHLiaN 4O BNPOBALXKEHHS Y
LMGPOoBI NNaTdOPMU, OPIEHTOBAHI HA HAYKOBY AiSNbHICTb

KntouoBi cnoBa: nepcoHanisauia HaykoBoi iHbopMaLii; ceMaHTUYHWIA aHani3; afanTMBHI pekoMeHaaLii; MaWwnHHe
HaBYaHHS; IHTENeKTyanbHi cuctemMu; LMdpoBe cepenoBuLLe OCNIAHNKA
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Abstract. Analysis of modern scientific literature reveals a tendency towards the widespread implementation of
artificial intelligence, often without sufficient consideration of indirect efficiency factors such as economic costs,
implementation complexity, maintenance, and information security. These studies focus more on the accuracy and
performance metrics of artificial intelligence systems, while ignoring indirect but critically important efficiency
factors. The aim of this article was to investigate the suitability of applying Artificial Intelligence technologies
compared to simple algorithmic solutions within the context of developing software applications for personal
asset management.The research methodology was based on a comprehensive comparative analysis of a developed
simple algorithm for predicting the time of the next product order and the statistical Auto Regressive Integrated
Moving Average (ARIMA) model, as a representative of more complex, albeit not deep, intelligent methods for time
series forecasting. Based on the implementation and experiment using data that simulated a real-world scenario,
the performance of both approaches was evaluated using key metrics, including accuracy, required computational
resources, and implementation complexity. It was found that for tasks with limited data volumes and relatively
simple behavioral patterns, which are characteristic of small personal asset management projects, the simple
algorithm demonstrated comparable accuracy to the artificial intelligence ARIMA model. It was revealed that the
simple algorithm operated with lower computational costs, measured in nanoseconds, and was characterised
by lower implementation and subsequent maintenance complexity. The analysis showed that the use of ARIMA,
despite its statistical power, was less justified under such conditions, requiring greater computational expenditures
and deeper knowledge for its configuration. It was demonstrated that the execution time of ARIMA on small
samples was higher (in microseconds), and its reliability was significantly dependent on the volume and quality
of the input data. Thus, the necessity of a reasoned choice of technologies, based on the real needs and resource
constraints of the project, was emphasised

Keywords: machine learning; software development; forecasting; efficiency; personalisation

INTRODUCTION

The widespread penetration of artificial intelli- varies from creating text and voice assistants to task

gence (Al) technologies in various commercial areas is
an indisputable trend of modernity, which transforms

approaches to the development of software solutions.

This phenomenon requires a deep understanding and
an informed choice of tools that provide an optimal
balance between functionality, efficiency, cost,and data
security, especially in the context of creating personal-
ised service applications. The range of Al applications

scheduling tools, giving small companies the ability to
develop and implement complex systems, potentially
saving time and financial resources. The impact of Al
is particularly intense in the field of software appli-
cation development, where it is increasingly integrat-
ed as part of software interfaces and used to replace
complex functional modules. Analysis of the avail-
able scientific literature on the use of Al in software
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development has revealed a significant number of
publications that emphasise the priority use of Al solu-
tions. Often, such approaches are integrated even to
solve relatively simple functional problems. The main
motivation for such use is declared to be an increase in
the productivity and accuracy of software products. But
information security issues are becoming particularly
relevant for such projects.

According to D. Rodriguez et al. (2023), Al can
significantly speed up the development process and
improve the quality of software products. It promotes
effective communication and mutual understand-
ing between technical and non-technical specialists,
which is critical for creating innovative solutions, in
particular in the field of medical technology. The study
highlighted that using Al as a tool helps the team fo-
cus on the ultimate goal of developing fast and easy-
to-use computing systems.

A significant aspect is the dependence on exter-
nal technological solutions. In the event of termina-
tion of support or closure of a project that ensures the
functioning of the integrated Al component, the per-
formance of the software application may be critical-
ly disrupted. N. Chafik & D. Benchekroun (2020) noted
that the involvement of Al in the software development
process is ambivalent and is accompanied by a number
of challenges. One of the key problems is the limited
controllability of the results generated by such systems.
The potential for incorrect or erroneous results poses a
significant risk to the reliability and quality of the final
product. The lack of full control for both end users and
developers over the data transmitted for processing to
Al systems creates potential threats to the privacy of
personal and sensitive information of both parties.

C.Ashurst et al. (2022) described growing concerns
about ethical issues in machine learning research,
highlighting the need for integrity and consideration
of potential harm. They have developed a system that
helps researchers to better understand and evaluate
the ethical implications of their work. The researchers
call for more transparent and accountable mechanisms
to minimise the negative impact of Al on society.

M. Brundage et al. (2020) proposed mechanisms to
improve the verifiability of applications for Al systems,
focusing on providing evidence regarding security, pro-
tection, fairness, and privacy. Their study offered de-
velopers specific tools and protocols that allow them
to verify that their systems meet the stated standards.
This helps to increase confidence in Al technologies
and ensure their responsible use. This study is valuable
because it emphasises the need for transparency and
evidence related to data security issues, which are an
important aspect of current research.

P. Tominc et al. (2024) highlighted the need for tar-
geted strategies to strengthen Al adoption in small and
medium-sized enterprises for successful project imple-
mentation and increased competitiveness. They ana-
lysed key factors that prevent small and medium-sized

enterprises from using Al, and suggested methods that
can help them to overcome these challenges. Research-
ers noted that the successful implementation of Al in
enterprises depends on competent planning and adap-
tation of technologies to specific business needs.

A review of these studies showed that evaluating
the effectiveness of Al solutions in business is mainly
limited to technical indicators such as performance and
accuracy. However, little attention was paid to other
aspects that affect the overall feasibility of implemen-
tation, in particular, economic costs (the cost of devel-
opment, training and support), the complexity of inte-
gration, operational support, and information security
issues. The incomplete consideration of these factors in
the above-mentioned papers makes the assessment of
the overall feasibility of using Al in software products
insufficiently substantiated and comprehensive.

The purpose of the study was to determine the
most appropriate approach for developing key func-
tions of a personal asset accounting application based
on a comparative analysis of their characteristics. To
achieve this goal, the following tasks were solved: a
review of existing scientific publications on the use of
artificial intelligence (Al) and simple algorithms in the
development of software applications was conducted.
An experimental test of the effectiveness and reliability
of the developed application was carried out.

MATERIALS AND METHODS

This study was based on the analysis of scientific pub-
lications in the field of information service develop-
ment, in particular, the papers by P. Kozolup & V. Li-
ubchak (2024a) and P. Kozolup & V. Liubchak (2024b),
who laid the theoretical foundations for creating a
functional model of the personal asset accounting ser-
vice. These studies were the starting point for identi-
fying problems and possible approaches to the devel-
opment of such systems. The research methodology
included the following stages: an analysis of scientific
papers and other sources was carried out to identify
existing approaches to the development of accounting
services, focusing on architectural solutions. The char-
acteristics of simple data processing algorithms were
compared with the potential capabilities and limita-
tions of using Al.

Quantitative comparisons were made based on key
metrics such as implementation complexity, comput-
ing resources, processing accuracy, cost, and security.
The evaluation criteria were “low” or “high” complexity,
assessed based on the developer’s knowledge require-
ments, and code volume. “Low” or “high” computing re-
sources were estimated by the actual operation execu-
tion time (nanoseconds vs. microseconds). The “security”
assessment was based on the controllability of the data
processing process (local processing and transmission
to a third-party service). For comparative analysis, an
algorithm for calculating the prediction of the time of
the next product order was chosen:
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T (fact)=IF (V# FALSE AND U, # FALSE),
THEN((3.(U, i) from i=1to n))/n
ELSE T(past) + T (off), 1)

where the logical variable V - the need to buy a product;
true - the product needs to be purchased; false - the
product doesn’t need to be purchased. Set for the test
task as V=true. Logical variable U,, described the state
of the user’s budget. true - the budget is set, false - the
budget is not set. Set for the test task as U, = true. Es-
timated time to the previous (last) order (T_past). Time
period set by the user for waiting (T_off). Estimated time
until the next order (T_fact). The following parameters
were used when performing calculations using simple
algorithms: a list of product usage periods in days for
pre-orders (U,/). In this case, this was 5 periods in days
[10.0, 12.0, 11.0, 13.0, 9.5, 10.8]. This feature used the
product’s usage history, user budget, and waiting peri-
od. Condition V'#FALSE AND U, # FALSE checks whether
there is a need for the product and the budget. If the
conditions are met, T(fact) calculated as the average
product usage time based on n pre-orders. Otherwise,
before the previous estimated time T(past) a waiting
period was added T(off). The ARIMA statistical model
was also used to calculate the time result of the next
order. ARIMA is a statistical model used to predict fu-
ture time series values based on their own past values.
It is one of the most popular and widely used tools in
the field of time series analysis and forecasting.

The following parameters were used. The input
data for ARIMA - 5 periods in days specified above. List
of product usage periods in days for pre-orders that
are identical to the previous test. ARIMA parameters:
parameter p =1 indicated that the forecast of the cur-
rent value of the time series was based on one previous
value of the same series; parameter d =0 determined
the number of times that the time series data has been
“differentiated”, i.e., replaced with differences between
consecutive values) to make the series stationary; pa-
rameter g =1 indicated that no differentiation was
performed. This meant that the time series (intervals
between orders) was assumed to be stationary on its
own, without the need to convert it. For comparative
analysis, a simple algorithm was chosen that allows
predicting the time of the next order for the user, con-
sidering their individual consumption habits. Java code
was used to get the results of applying the algorithm.

A factor analysis of the application context was
performed. The key factors influencing the choice of
the optimal approach to data processing in the per-
sonal asset accounting service were identified and an-
alysed. These factors include: data volume and type,
processing accuracy and speed requirements, required
level of automation, development and integration
costs, and potential security risks and limitations of
each approach. The use of system and comparative
analysis allowed comprehensively investigating the
problem of choosing data processing algorithms in the
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context of developing an information service for ac-
counting for personal assets. System analysis provided
an understanding of the overall picture of the subject
area, and comparative analysis helped to identify the
advantages and disadvantages of different approach-
es. Factor analysis was necessary to substantiate the
choice of the optimal solution, considering the specific
requirements and limitations of the future service. At
this stage, no empirical studies have been conducted,
since the main goal is to theoretically substantiate the
choice of tools for developing the application.

RESULTS

As a result of the analysis of scientific literature, the
main approaches to the development of information
services were identified. It was established that most
of the existing solutions are based on the use of com-
plex APIs for integration with external users and the
use of Al methods for data analysis and forecasting.
The comparative analysis revealed a number of dif-
ferences between the use of simple data processing
algorithms and more complex Al-based approaches.
Simple algorithms are easy to implement and unpre-
tentious to computing resources. Their advantage lies
in the accuracy and predictability of performing tasks
that do not require in-depth analysis. P. Kozolup & V.Li-
ubchak (2024b) reviewed methods and tools for devel-
oping a personal asset accounting service. The study by
P. Kozolup & V. Liubchak (2024a) laid the theoretical
foundations for creating a functional model of such a
service and algorithm. Based on these studies, the cur-
rent study conducted a comparative analysis, focusing
on the feasibility of using Al technologies (in particular
ARIMA models) against simple algorithmic solutions to
predict the time of the next product order. The results
showed that for small projects with limited data, a sim-
ple algorithm developed based on ideas from previous
study was more efficient in terms of cost, security, and
execution speed than the ARIMA model.

In personal asset accounting systems, such algo-
rithms can include simple operations of sorting data
by product purchase date, filtering products by category
or price, and automatic manual tagging for grouping
similar transactions. This allows to efficiently solving
routine tasks without the need for complex models.
However, their functionality may be limited and the ac-
curacy of data processing may be lower, which may also
create certain security risks. The use of Al methods, on
the contrary, opens up prospects for deep data analysis,
identification of hidden patterns,and complex forecast-
ing. This can be implemented using machine learning
techniques such as regression models for predicting
costs, and natural language processing techniques for
analysing textual product descriptions or receipts. Al-
though these are powerful tools, their implementation
requires significant computing resources, increased se-
curity measures, the availability of qualified personnel,
and a thorough stage of training models.
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As a result of applying the selected algorithm for
predicting the time of the next order based on individual
user habits, a set of forecasts was obtained that reflect
the potential effectiveness of the approach. The imple-
mentation of the method using Java code helped to au-
tomate data processing and calculation of forecasts for
each user individually. This, in turn, allowed evaluating
the accuracy of the model and identifying the key advan-
tages and possible limitations of the chosen approach.

/**

* Class for implementing a simple
algorithm for predicting the time of the
next order.

* Based on historical usage periods and
user-defined conditions.

*/

public class SimpleOrderTimePredictor {

/**

* Calculates the time until the next
order according to the algorithm.

*

public double predict (List<Double>
usagePeriods, boolean needsPurchase,
boolean budgetSet, double
lastOrderCalcTime, double
userWaitingPeriod)

{

if (needsPurchase && budgetSet) { // IF
(V # FALSE AND Ul # FALSE)

if (usagePeriods == null ||
usagePeriods.isEmpty()) {

// Case where the condition 1is met, but
there is no data for the average.

// Can be treated as an error, or
return T past + off, or the default value.

// Return T past + T off as fallback.

System.err.println (“Previous usage
periods are missing for calculating the
average. Using the default option.”);

return lastOrderCalcTime +
userWaitingPeriod;

}

// THEN ((Y(U3i ) from i =1 ton )) / n

double sumU31i =0,

for (double period :

sumU31i += period;

}

return sumU3i / usagePeriods.size();

} else {

// ELSE T (past) + T (off)

return lastOrderCalcTime +
userWaitingPeriod;

}

}

}

usagePeriods) |

Implementation of this algorithm requires only
basic programming knowledge, which significantly re-
duces the cost and complexity of implementation. It is
scalable and does not require significant financial in-
vestment, which makes it ideal for small projects and
startups. The simple algorithm does not depend on
third-party libraries, which provides full control over
the data processing and a high level of information

security. The result on a simple set of parameters will
be: Input data: [10.0, 12.0, 11.0, 13.0, 9.5, 10.8], V=true,
U, =true, T_past=380.0, T_off=5.0.

Forecast result: 11.05 days. Execution time: sever-
al hundred nanoseconds. Unlike more complex mod-
els, a simple algorithm demonstrates high speed and
efficiency on limited amounts of data, which is its key
advantage. Its reliability and predictability make it the
optimal choice for tasks that do not require deep anal-
ysis of complex patterns. The following Java code was
used to get the results using the ARIMA model:

List<Double> usagePeriods = Arrays.
asList(10.0, 12.0, 11.0, 13.0, 9.5, 10.8);

double[]timeSeriesForArima =
usagePeriods.stream() .

mapToDouble (Double: :doubleValue) .
toArray () ;

System.out.println (“forecasting with
ARIMA”) ;

int p=1;
int d=20;
int g=1;

ARIMAPredictor arimaPredictor = new
ARIMAPredictor(p, d, q);
try {

long startTime = System.nanoTime () ;

double[] arimaPrediction =
arimaPredictor.predict (usagePeriods,

// Predicting 1 step forward

long endTime = System.nanoTime () ;

long duration = endTime - startTime;

double predictedIntervalARIMA =
arimaPrediction[0];

System.out.println (“Input data for
ARIMA:” + usagebPeriods +”7, p= “ + p+”7, d=
“+dt”, g= “+q);

System.out.println (“Predicted
next usage interval (ARIMA):” +
predictedIntervalARIMA + “days”);

System.out.println (“Runtime:” +
duration + “ nanoseconds (~” +TimeUnit.
NANOSECONDS. toMicros (duration) +
“microseconds) \n”) ;

} catch (Exception e) {

System.err.println (“Error when
applying ARIMA:” + e.getMessage()) ;

}

1),

Implementation of the programme for ARIMA re-
quires additional configuration and knowledge of pro-
gramming and statistics. It is also longer in execution
time compared to a simple algorithm. It also takes
more time to implement what affects the price of the
product. There is a dependency on third-party libraries
and possible security vulnerabilities due to the inabili-
ty to control the data transmitted for processing. There
is also a weak point in the complexity of adjusting the
operation of this statistical model. The code execu-
tion time is several thousand nanoseconds, which is
an acceptable time in the context of small software
applications. In addition, ARIMA requires a much
larger amount of historical data to obtain reliable
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results than was used in the experiment. This makes
it less effective for scenarios with a limited amount of
information, which is typical for small personal appli-
cations. The result for such a short data series ([10.0,
12.0, 11.0, 13.0, 9.5, 10.8]) and the parameters (1,0,1)
are approximately 10.8. The exact forecast may vary

P. Kozolup

depending on the internal implementation and ini-
tial values, but according to ARIMA settings, the pro-
gramme will try to follow the latest trend or average.
Therefore, the result will be within the last value of
the series. The result of comparing the obtained data
is described in Table 1.

Table 1. Comparative analysis of simple Al algorithms and methods

Characteristics Simple algorithms ARIMA
Implementation complexity Low High
Computing resources Low High (especially at the training stage)
Functionality Limited developer capabilities High

Processing accuracy

Accuracy depends on the algorithm,
but it has a fairly good result in the
proposed example.

Average (affects a limited number of
input parameters)

Dependence on third-party services Absent Low
Cost Low High (development, training, support)
Safety Average (depending on the quality of | Low (uncontrolled data processing and

the developer’s execution)

retrieval)

Source: developed by the author

As a result of the comparative analysis, the follow-
ing results were obtained. For such a short series (only
6 points), ARIMA was less accurate and reliable. Clas-
sical time series models require much more data (at
least 30-50 points, and preferably hundreds) to identi-
fy patterns qualitatively. The cost may vary depending
on the complexity of implementation. In this case, only
the price of the Al itself and its implementation. The
security issue remains unresolved, as the data process-
ing mechanisms in ARIMA models are not transparent.
In addition, when implementing code for ARIMA, there
is a dependence on a third-party product, which may
affect the support of the application. Implementing a
simple algorithm has proven to be significantly faster
and cheaper, making it attractive for startups or small
teams with limited resources. It demonstrates high ex-
ecution speed, and its simple and inexpensive imple-
mentation provides significant advantages over ARIMA.
A fully controlled data processing process in a simple
algorithm provides a higher level of security and pri-
vacy, since there is no dependence on third-party prod-
ucts and their vulnerabilities.

Although Al techniques such as ARIMA may be sub-
optimal for small data sets, their potential is revealed
when analysing large and complex arrays. For example,
to predict the behaviour of thousands of users or ana-
lyse financial markets, Al models, in particular, machine
learning models, can detect non-obvious dependencies.
Natural language processing techniques can analyse
user reviews or product descriptions to automatically
determine their quality or propensity to buy. However,
in the context of current research for a personal asset
accounting application where data volumes are limited,
these benefits are not decisive.

The analysis of the results presented in Table 1
showed the key differences between the two approach-
es. It was confirmed that for specific tasks that do not
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require deep analysis of big data, a simple algorithm
is @ more efficient solution in terms of cost, security,
and performance. A simple algorithm requires minimal
knowledge, which reduces the cost of development
and subsequent support. ARIMA, on the other hand,
requires knowledge of Statistics and experience work-
ing with libraries, which increases the price. The dif-
ference in execution time (nanoseconds vs microsec-
onds) is crucial for applications running with a large
number of requests, even if it seems insignificant for a
single request. The complete absence of dependence
on third-party services in the case of a simple algorithm
is a significant advantage, especially when it comes to
personal and sensitive data.

These results suggest that the choice of develop-
ment tools should be reasonable and meet the spe-
cific needs of the project. Excessive use of complex Al
models for simple tasks can lead to unnecessary costs,
increased risks, and more complex support, which is
contrary to the principles of effective software develop-
ment. Analysis of factors influencing the choice of ap-
proach showed that the optimal solution is determined
by a set of conditions - such as the type and volume
of data, requirements for accuracy, speed, security, re-
source availability, and financial constraints. In cases of
processing small amounts of structured data and im-
plementing basic accounting functions, it is quite ap-
propriate to use simple algorithms. Moreover, the use
of artificial intelligence is justified when it comes to
processing big data, identifying complex dependencies,
and implementing predictive analytics.

The scientific discourse as of 2025 is characterised
by research on the potential of Al, where scientists fo-
cus on security issues, ethical aspects and wide oppor-
tunities for its use, as well as potential social threats.
However, discussions about the feasibility of using Al
and comparing its effectiveness with simple algorithms
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in specific projects remain insufficiently covered. That
is why this study considered the main aspects of such
discussions. The paper by I.H. Sarker (2022) provided an
extensive overview of Al modelling that can serve as a
reference guide for scientists and professionals alike.
The researcher described in detail various techniques,
applications, and research issues in the context of au-
tomation and intelligent systems. Through this study,
readers can gain a comprehensive understanding of the
architecture and capabilities of Al and navigate current
research areas. This paper provides readers with a com-
prehensive understanding of the architecture and ca-
pabilities of Al, but it does not address the practical as-
pects of technology selection, such as cost, security, or
complexity of implementation. The current study com-
plements this information by providing a practical com-
parative analysis that goes beyond a theoretical review.

A. Valavanidis (2023) highlighted the wide possi-
bilities of Al applications, noting its growing role in
various fields. The researcher critically considered the
associated risks, in particular data security issues and
ethical dilemmas that accompany the development of
this technology. The results of the study emphasised
that the successful implementation of Al requires not
only technological progress, but also a responsible ap-
proach to solving social and moral problems. The re-
searcher’s conclusions about the need for a responsible
approach to Al fully confirmed the hypotheses put for-
ward in this paper and generally correlate with current
conclusions about the importance of information pro-
tection and data security. N. Raximov et al. (2021) de-
scribed the basic concepts, classifications, and stages of
Al development, which provides a clear understanding
of the evolution of the technology. They focused on the
role of Al in intelligent systems, analysing various ap-
proaches to its application. This study provides detailed
knowledge about Al, which is an important prerequisite
for the research, but does not delve into comparative
analysis. Unlike their theoretical work, the current study
was based on an experiment that allows evaluating
the practical feasibility of Al compared to simple algo-
rithms in a particular application.

M.Z.Islam et al. (2024) investigated dynamic inven-
tory management techniques used in U.S. organisations.
The main goal was to study the possibilities and conse-
quences of using various machine learning algorithms,
in particular for predicting demand. The experiment
developed and tested the Seq2Quant (Sequence-to-Se-
quence) neural network, which was compared with clas-
sical models such as Naive Seasonal Forecast, Moving
Average, ARIMA, and SARIMAX. According to the results
of the experiment, the Seq2Quant model demonstrated
the best performance. This confirmed that for complex
demand forecasting tasks in inventory management,
deep learning methods can be more effective than con-
ventional statistical approaches. In addition, the study
also confirmed that the classical ARIMA and SARIMAX
models show good results, although they are inferior

to the neural network, which indicates their validity as
reliable “basic” solutions. This study focused on large-
scale inventory management in organisations, while
the current study focused on personalised applications
with limited data. The authors of this study confirmed
the effectiveness of complex Al models on large data
sets, which is consistent with the conclusion that mod-
els such as ARIMA require significant amounts of infor-
mation to achieve high accuracy.

H.Van Zuylen (2012) analysed the possibilities and
compared various algorithms and approaches in the
context of traffic light management and optimisation.
The researcher noted that the main applications of Al
are evolutionary algorithms, fuzzy logic, artificial neural
networks, and reinforcement learning, but also pointed
out limitations such as the small number of real-world
implementations of fuzzy logic and the dependence of
neural networks. However, the application and conse-
quences of its implementation are unpredictable and
contain significant areas that require further study.
This is particularly relevant in interdisciplinary fields of
knowledge, where the interaction of Al with various sci-
entific fields can reveal unexpected and insufficiently
meaningful aspects.

The study by S. Lins et al. (2021) explored the
concept of ‘Al as a service”, which is seen as a tool for
overcoming barriers to Al adoption by small and me-
dium-sized enterprises. The researchers analysed how
cloud services that provide ready-made machine learn-
ing tools can make Al more accessible, versatile, and
cost-effective. They gave an example of a quality con-
trol system where developers can use a cloud-based
computer vision service without going into the techni-
cal details of the algorithm. This allows companies to
focus on their core competencies rather than the chal-
lenges of installing and maintaining Al infrastructure.
However, this paper did not pay enough attention to
the potential risks and disadvantages of this model, in
particular, issues of security and confidentiality of data
processed by third-party providers.

The study by S. Dilmaghani et al. (2019) focused on
the critical issue of information security and data priva-
cy in ecosystems that use big data and Al. They analysed
how risks arise at different stages - from data trans-
mission to processing by Al systems. The main result
of their research identified gaps in current security and
privacy standards and formed a list of recommenda-
tions for strengthening them. While the paper provided
a valuable overview, it did not address the specifics of
security threats in the context of personalised applica-
tions with limited amounts of data.

The study by J. He et al. (2023) analysed the risks
of possible Al abuse in the scientific field and in other
fields. They found that, in addition to technical prob-
lems, there are significant ethical and social threats as-
sociated with unauthorised or malicious use of Al. The
researchers proposed a number of control measures to
minimise these risks. However, their analysis did not
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include comparing the security aspects of Al with sim-
ple algorithms, which could provide a more complete
picture for developers.

P.Menard & G. Bott (2024) examined in detail the
relationship between Al abuse and concerns about the
privacy of users’ personal data. They developed and
validated new metrics to assess these risks, allowing
them to better understand the psychological and social
consequences of Al implementation. The results of their
study confirmed that privacy issues are critical, and ig-
noring them can lead to serious consequences. Howev-
er, as in other papers, their study did not focus on the
specifics of small applications, where the risks may be
of a different nature.

S.A.Javadi et al.(2020) focused on monitoring abuse
and ensuring accountability in the “Al as a service” mod-
el. The researchers demonstrated that while Al service
APIs provide access to powerful tools, they also create
new vulnerabilities, especially in terms of controlling
data transmitted for processing. These findings direct-
ly support the concerns described in this article about
data security when using third-party Al services. The
problem of unmanageability of third-party APIs is an
important finding that does not deepen in the context
of small local data.

The study by L. Pohler et al. (2024) provided a tech-
nological perspective on the abuse of new technolo-
gies. The researchers have illustrated specific examples
of how Al can be used for malicious purposes, high-
lighting the technological aspects of these abuses. This
study was valuable because it confirmed the existence
of real risks associated with the widespread use of Al.
However, the analysis did not consider alternative, sim-
pler approaches that could help to avoid these risks.
This is a key difference from the current study, which
compared Al with simple algorithms, which is a poten-
tially safer alternative.

C. Veluru (2024) discussed the ethical and security
challenges of using Al on large-scale data, including is-
sues of inequality and bullying. The researcher noted
the need for a responsible approach to the develop-
ment of software applications. The conclusions of this
paper support the thesis that there are significant risks
associated with the widespread use of Al. The main
disadvantage of this study was its focus on large-scale
systems, which does not reflect the realities of develop-
ing personalised applications with limited data.

M. Anderljung et al. (2025) developed a classifica-
tion of interventions aimed at reducing Al abuse. They
analysed the chain of abuse, from predicting toxins to
automating phishing campaigns, and suggested mech-
anisms to prevent them. This study is exhaustive, and
its findings confirm the importance of developing secu-
rity systems. However, it did not contain a comparison
with less resource-intensive and more secure, from the
point of view of data, simple algorithms. In the context
of the above-mentioned problems and opportunities,
the purpose of this study was to conduct a comparative
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analysis of the feasibility of using simple algorithmic
approaches and Al methods in the development of a
software application for accounting for personal assets.
The existing gap in scientific research to substantiate
the choice between Al solutions and simpler algo-
rithms for such problems became the ideological basis
for this article.

The study by N. Shapovalova et al. (2024) provided
a comparative assessment of various artificial intelli-
gence techniques, including neural networks, econo-
metric and optimisation algorithms for predicting time
series. Although the study confirmed the effectiveness
of artificial intelligence-based models in identifying
complex patterns, it did not consider implementation
costs, computational requirements, or long-term sys-
tem maintenance. This omission highlighted a gener-
al gap in the literature where technical efficiency took
precedence over operational feasibility. In contrast, the
current study attempted to fill this gap by evaluating
not only accuracy, but also resource efficiency and ease
of implementation, which is particularly relevant for
developing lightweight personal asset management
applications.

The conducted practical research allowed formu-
lating key conclusions about the feasibility of using
simple algorithms and Al methods to automate rou-
tine tasks. In contrast to the research discussed above,
which mainly focused on the benefits of using Al, the
current study has shown that simple algorithms can
be an efficient and cost-effective solution in the initial
stages of development or for services with a limited
set of functions. This opens up a discussion about the
feasibility of gradually increasing the complexity of the
system, starting with basic algorithms and integrat-
ing more complex technologies as user needs and the
amount of data processed increase.

As an example, the use of such algorithms can be
considered in the following variants. This includes fore-
casting stocks for households or small businesses. In
particular, a personal asset accounting application that
helps to predict when household chemicals, food, medi-
cine, or hobby supplies will run out. It can also be a mo-
bile application for accounting for personal expenses,
which allows predicting future expenses or revenues
to avoid budget deficits. In addition, a simple algorithm
is suitable for an organiser application or calendar that
adapts and reminds you of tasks based on user behav-
iour. For most household needs, a simple algorithm
is absolutely sufficient and does not require complex
implementation, significant computing resources, or a
large amount of historical data that is often missing
in personal use. Only for expensive or critical stocks,
where the cost of error is high, can more complex mod-
els be considered.

CONCLUSIONS

The study provided a comparative and factorial anal-
ysis of the feasibility of using a simple algorithm and
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the ARIMA statistical model to predict the time of the
next product order in the context of developing a per-
sonal asset accounting service. The main goal was to
determine the optimal approach, considering not only
conventional metrics of accuracy and performance, but
also critical factors such as implementation complexity,
security, computing resources, and the cost of develop-
ment and support. Factor analysis of the application
context showed that the choice of the optimal approach
depended on a number of criteria, including the volume
and type of data, requirements for accuracy and speed,
security, availability of necessary resources, and budget
constraints. For small amounts of structured data and
basic accounting functions, simple algorithms may be
sufficient. The use of Al methods becomes appropriate if
it is necessary to analyse large amounts of data, identify
complex patterns, and provide predictive capabilities.
The results showed that for scenarios with limited data
volumes and relatively simple or stable user behav-
iour patterns typical of initial stages or small projects,
a simple algorithm showed high efficiency. It provided
an acceptable level of prediction accuracy with mini-
mal computing resource requirements and low imple-
mentation and support complexity. Its execution speed
was measured in nanoseconds, making it the optimal
solution for small applications. Instead, the use of the
ARIMA statistical model, which is a powerful tool for
analysing time series, in the studied context turned out
to be excessive. Despite the potentially higher ability to
detect more complex dependencies with sufficient data,
its accuracy was comparable or slightly higher in small
samples than in a simple algorithm. However, ARIMA
required significantly more computing resources, highly
qualified developers for correct configuration,and more
statistics to achieve reliable performance. Runtime was
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higher, measured in microseconds or even milliseconds
for complex configurations or large amounts of data.
Attention should be paid to the security of data trans-
mission and processing, because data is processed by a
third-party system.

The results support the hypothesis that the choice
between simple algorithms and complex intelligent
systems should be based on a comprehensive assess-
ment of all relevant factors, and not just on potential
“intelligence” or accuracy. In small projects with lim-
ited resources, where data may be insufficient or pat-
terns are not too complex, it is economically and tech-
nically more appropriate to prefer simple but efficient
algorithms. Integration of complex statistical models
or solutions based on machine learning becomes jus-
tified when the project is scaled, data volumes grow,
forecasting requirements become more complex, and
nonlinear, hidden dependencies are identified that go
beyond the capabilities of simple approaches. Further
research may focus on developing specific scenarios
for using different combinations of simple Al algo-
rithms and techniques for different types of users and
volumes of personal assets. Another important area is
to assess the impact of the selected data processing
methods on the usability, performance, and security of
the information service.
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Comparison of simple algorithms and artificial intelligence...

MopiBHAHHSA NPOCTUX AJIFTOPUTMIB Ta LUTYYHOrO iHTENEeKTY
B po3pob6ui cepBicy 06niKy nepcoHa/ibHUX aKTUBIB
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AHoTauig. AHani3 cy4acHoi HayKoBOI NiTepaTypu BUSABNNAE TEHAEHLIO [0 LWUMPOKOrO BNPOBALXKEHHS WTYYHOrO
iHTenekTy, 4acto 6e3 fLOCTaTHbOro BpaxyBaHHS HenpsaMux GakTopiB eeKTUBHOCTI, TAKUX K €KOHOMIYHi BUTPaTH,
CKJTAQHICTb iMNNeMeHTauii, NniaTpMMKa Ta iHhopMauiitHa 6e3neka. Li pocnigkeHHs 6inblu akLEHTYOTb yBary Ha
MOKa3HMKaX TOYHOCTI Ta MPOAYKTUBHOCTI CUCTEM LUTYYHOrO iHTENEKTY, iITHOPYUM NPpU LbOMY HENPAMI, afie KPUTUYHO
BaXNUBI PakTopu eeKTUBHOCTI. MeToto Li€i cTaTTi 6yNno foCniAMTM AOLINbHICTb 3aCTOCYBAHHS TEXHOMOTI WTYYHOTO
iHTeNeKTy NOPiBHSHO 3 MPOCTUMU aNTOPUTMIYHUMU PilLEHHAMM Yy KOHTEKCTI pO3p0o6KM NPOrpaMHMX 3aCTOCYHKIB
Ang obniky nepcoHanbHMX akTMBIB. MeTOA0M0riN AOCNIAXKEHHS FPYHTYBanacs Ha NpoOBefEeHHI KOMMIEKCHOTro
NOpPiBHANBHOIO aHani3y po3pobeHoro NPoCToro anropMTMy Aas NPOrHO3yBaHHS Yacy HACTYMHOrO 3aMOBJ/IEHHS
TOBapy Ta cTatMcTMuHoi Modeni Auto Regressive Integrated Moving Average (ARIMA) sk npencTaBHMKA CKNALHIWKX,
X0u4a /i He rMBOoKMX iHTeneKkTyanbHMUX METOAIB NPOrHO3YBaHHS YacoBMX psAiB. Ha ocHOBI peanisauii Ta npoBeaeHoro
eKCMepuMeHTY 3 BUKOPUCTAHHAM JaHMX, WO iMiTyBanu peanbHUi cueHapii, 6yno ouiHeHO NPOAYKTUBHICTb 060X
nigxoniB 3a KJKOYOBUMU METPUKAMMU, BKKOUAKOUM TOYHICTb, HEOOXiAHI 0B6UMCNtoBanbHi pecypcu Ta CKNaaHICTb
BMpoBaXeHHs. BctaHoBneHo, WwWo A8 3aBAaHb 3 o6MexeHnMu obcsaramm faHmMx Ta BiAHOCHO MPOCTUMMU
natepHamu NoBefiHKKU, XapaKTEPHUMM A5 HEBENMKMUX NPOEKTIB 001iKy NepcoHanbHUX akTUBIB, NPOCTUIA aNropUTM
NpoAEeMOHCTPYBaB MOPiBHAHHY TOYHICTb 3 MOAeN0 WTy4Horo iHTenekty ARIMA. byno BusiBneHo, Wwo npocTui
anroput™ GYHKLIiOHYBaB 3 MEHLUMMW BUTPAaTaMu 004YMCIOBaNbHUX PecypCiB, BUMipIOBaHMMM B HAHOCEKYHAAX, Ta
XapaKTepu3yBaBCS HMXKYOK CKAAHICTIO IMNAEMeHTaLii Ta noaanbluoi NigTpuMKK. [poaHanizoBaHo, WO 33aCTOCYBaHHSA
ARIMA, nonpw ii cTaTUCTUYHY NOTYXKHiCTb, BUSBMIOCS MEHLI BUNPABAAHUM Y TaKMX YMOBAX, BUMarawum 6inbwmx
06uUMCNIOBaNbHUX BUTPAT Ta MUOWMX 3HAHb AN4 ii HanawTyBaHHS. [Toka3aHo, Wo Yac BUKOHaHHS ARIMA Ha manux
BMbipkax 6yB BULWKUM (y MiKpOCEKYHAAX), @ ii HAAIMHICTb 3HAYHO 3anexana Bif 06cary Ta SKOCTi BXiAHUX AAHMX.
TakuM unHOM, Byno nigkpecneHo HeobxiaHICTb 0BIpyHTOBAHOrO BUOOPY TEXHONOTIM, BUXOASNUM 3 peanbHUX NoTped
Ta pecypcHMX 0bMexeHb MPOEKTY

KntouoBi cnoBa: MaliMHHe HaBYaHHS; po3pobka Nporpam; NporHo3yBaHHs; epeKTUBHICTb; NepcoHanisauis
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Abstract. Reliability of replicated state machines under latency skew is undermined by nondeterministic leader
elections and commit ordering, which complicates testing, bug reproduction, audits, and on-call recovery in real
deployments. The study aimed to restore deterministic consensus under variable latencies by specifying Adaptive
Quorum Adjustment (AQA). The methodology fixed observation-window and sensitivity parameters a priori and
evaluated neutral exemplars (replicated log, in-memory register, parser-driven machine, Abstract Syntax Tree
transformations) on 5- and 7-node clusters across near-normal, bimodal, heavy-tailed, bursty, and split-merge
regimes. Across 12,000 election-commit rounds, AQA eliminated mismatches in both leader sequence and commit
order (24,000 hash comparisons, 0%), reduced re-elections by 37.5-40.4% (mean -38.9%), and contracted long-
tail decision times (election p99 -24.8% on average; commit p99 -25.6%) while preserving safety via mandated
quorum intersections (N=5:¢q, € [3,5]; N=7:q, € [4,6]). Non-reproducibility - seen as leader-sequence and commit-
order mismatches, long-tail latencies, and unnecessary re-elections - stemmed from randomised timeouts and
multivalued quorum sizing, whereas restored determinism is a structural consequence of stable node ranking, a
total-order quorum rule, and guaranteed intersections of prefix quorums. Deterministic leader/commit histories
make test runs and failure-injection scenarios replay-identical, shorten incident timelines by curbing election thrash
and tail latencies, simplify post-mortems through stable event orderings, and improve operator confidence during
partitions and healing; and because AQA is a strategy rather than an invention, it can be adopted openly as a
guardrail around learning or adaptive modules without patent encumbrances

Keywords: leader election; commit order; timing skew; node ranking; tie breaking; safety invariants; replicated log

INTRODUCTION

Distributed systems that rely on replicated state ma-
chines face a persistent challenge when network con-
ditions depart from idealised synchrony. Latency varia-
tions, heavy-tailed distributions, and intermittent bursts
frequently disrupt election races and commit sequenc-
es, resulting in outcomes that are correct in the formal
sense yet unpredictable across repeated executions.This
undermines the reliability of reasoning about failures,
complicates the reproduction of bugs, and frustrates
verification efforts. In large-scale infrastructures, such
nondeterminism erodes operator confidence, highlight-
ing the urgency of strategies that maintain deterministic
behaviour even under fluctuating delays.

Earlier consensus mechanisms, such as those re-
viewed by B. Lashkari & P. Musilek (2021), emphasised
safety through quorum intersections and recovery of
liveness once timing stabilised. While these results re-
main foundational, they often relied on fixed majority
assumptions and randomised timeouts. As networks
evolved, these heuristics proved insufficient in con-
ditions where delay distributions were skewed, creat-
ing long-tail decision times and elevated re-election
rates. H. Xiong et al. (2022) confirmed that progress in
blockchain consensus research has yet to resolve the
tension between safety and repeatability, noting that
unpredictable commit orders remained a source of
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vulnerability. Efforts to adapt consensus to dynamic
environments produced a variety of models. D. Li &
S. Hu (2023) demonstrated that dynamic weighting
and minimal adjustment could stabilise group deci-
sion-making, though the emphasis was on portfolio op-
timisation rather than deterministic order preservation.
Similarly, F. Meng et al. (2022) showed that adaptive
consensus in large-scale networks could reduce adjust-
ment costs in social systems, yet their findings pointed
to efficiency gains rather than guarantees of reproduci-
ble leader elections. These directions proved that adap-
tation could be feasible, but they left open the question
of how to enforce determinism under variable latencies.

Other strands of research sought to strengthen
fault tolerance. M. Bokhari et al. (2024) analysed con-
sensus for wireless sensor networks and revealed that
resilience to transient failures depended heavily on
predictable quorum behaviour. Y. Wang et al. (2025) ex-
tended this by introducing grouped Byzantine fault-tol-
erant mechanisms with aggregated signatures, which
reduced overhead but also demonstrated that deter-
ministic grouping improved stability. These contribu-
tions highlighted the importance of explicit structural
rules in consensus design, even when the main focus
was fault tolerance rather than deterministic repro-
ducibility. Studies of specific consensus protocols rein-
forced these findings. X. Piao et al. (2022) examined Raft
under real deployment conditions, showing that latency
distributions strongly influenced election stability, with
unpredictable tails leading to cascades of reconfigura-
tions. Z. Zhan & R. Huang (2023) refined hierarchical
Byzantine mechanisms in Raft elections, underscoring
that explicit election structures were key to avoiding
oscillation. Together, these works provided evidence
that timing-sensitive heuristics left too much room for
nondeterminism and that deterministic ordering rules
offered a promising direction.

More recently, research has pointed toward deter-
ministic adjustment as a missing element. S. Rizal &
D. Kim (2025) emphasised that consensus protocols in-
creasingly demand analysable and predictable rules as
machine learning optimisations add complexity. Their
findings suggested that stability and transparency, rath-
er than probabilistic heuristics, would become central
evaluation criteria. C. Zhang et al. (2024) offered fur-
ther validation through event-triggered consensus in
multi-agent systems, where deterministic prioritisation
reduced redundant communication and ensured con-
sistent outcomes across runs. These insights reinforced
the notion that determinism is not merely a theoretical
concern but an operational requirement for testing and
debugging. Against this backdrop, the problem became
clearer: fixed-size majorities and randomised timeouts
introduced variability that skewed leader elections and
commit orders,even when systems remained safe in prin-
ciple. Existing adaptive strategies addressed efficiency,
reconfiguration, or fault tolerance but did not guaran-
tee deterministic operation. The aim was to develop and

validate an Adaptive Quorum Adjustment (AQA) strategy
that deterministically maps node ordering and observed
latency to leader selection and quorum size-preserving
safety and making leader election and commit order re-
producible under variable network delays.

MATERIALS AND METHODS

Theoretical foundations and problem statement

This study introduces AQA, which is replacing random
choices with deterministic mappings from observables
to protocol actions. At each discrete epoch, AQA induc-
es a stable total order over nodes from robust laten-
cy/response features, computes the quorum size via a
single-valued, totally ordered function of network skew,
and selects the leader as the top element under a sta-
ble tie-break. This construction yields unique epoch de-
cisions while retaining standard quorum-intersection
safety and enabling progress wherever a majority is mu-
tually reachable. The theoretical frame assumes partial
synchrony: within a fixed observation window it is pos-
sible to gather enough consistent acknowledgments.
All control laws are closed-form and single-valued, pre-
venting branching execution trees and enabling a priori
analysis of protocol properties and parameter trade-offs
without large simulation campaigns. Methodologically,
keep (W a,q, ) fixed before deployment, document how
L, and R, are computed, and persist the reference node
order so audits and reproductions can be performed
offline without randomised timeouts. For inclusion in
the main text, it is sufficient to show: one short near-
tie leader selection trace highlighting deterministic
tie-breaks, one quorum resize 3 — 4 with the intersec-
tion inequality checked explicitly, and one split-merge
handover demonstrating pause-then-resume behav-
iour. This compact, theory-first presentation establishes
the invariants and justifies recommendations without
resorting to percentile summaries, Gini coefficients,
bootstrap intervals, or thousands of repeated rounds.

AQA specification:

Node ordering, quorum map, and invariants

Each node iii is assigned a score tuple (L,-R, idi), where
L, is a robust statistic of one-way delay over a fixed
window W (e.g., an exponentially weighted median), R,
is the share of timely replies in the same window, and
idi is a fixed identifier for residual tie-breaking. Lexico-
graphic order on these tuples induces a stable total or-
der over nodes; the epoch leader is the maximum under
this order among eligible candidates. L, is defined as an
exponentially weighted median of the last m one-way
delays for node i. More recent samples receive larger
weights via geometric decay (fixed decay factor 0.2).
This robust estimator provides a single representative
latency per node within the fixed observation window.
A reply is deemed timely when its delay is at or be-
low a node-specific threshold derived from L, and the
dispersion of delays around it: the threshold equals L,
plus three median absolute deviations (MAD) from L,
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computed over the same window. R, is the fraction of
replies in the window that meet this timeliness criteri-
on.The quorum size g, is determined by a deterministic,
single-valued map of a dimensionless skew score S, (1):

qt = min {q{max}’ maX\{q{min}’ [q{min} + ast] \ } \ }’ (1)

where g, - quorum size at epoch t; g . = [N/2];
q,..SN-1; a>0 - sensitivity; S, - skew score; N - node
count; [-] - ceiling.

The map’s single-valued nature eliminates branch-
ing among admissible quorum sizes for a given S, S, is
computed via robust quartile skewness (Bowley’s meas-
ure) from the same exponentially weighted sample:

— Q3+01—-20Q; @)
t max (Q3—Q1,€)’
where Q,, Q

Q,, Q, - the 25™, 50", and 75™ exponential-
ly weighted quartiles (using the same 0.2 decay), and
£€=10-9-Q, prevents division by zero.

To preserve safety while g, q,, May vary across ep-
ochs, AQA enforces an explicit intersection guard be-
tween consecutive acknowledgment sets:

|Qth{t+1}|;|—qt+q{t+1}_N-li (3)
where Q, and Q,,, - quorum (acknowledgment) sets in ep-
ochstandt+1;q,andg,,, - theirsizes; N- number of nodes;
|| - set cardinality; N - set intersection; and [-] - ceiling
operator. In practice, AQA realises this guard by drawing Q,
and Q,,, as the first g, and g, , nodes from the same to-
tal order, so the bound is achieved tightly when needed.

These rules yield three invariants: determinism,
safety, and progress. Determinism means that for fixed
inputs and the same timing trace, the leader,the quorum
size, and the commit order are unique functions of the
observed signals rather than random variables. Safety
follows from the mandated intersections across epochs,
which preclude conflicting histories because any later
quorum includes at least one node that acknowledged
earlier commits. Progress holds under partial synchro-
ny: if there exists a communicating subset of size g2
within the observation window, the stable node order
promotes an eligible leader from that subset, and the
monotone quorum map enables the leader to assemble
Qt and advance the commit index. The parameters (W, a,
q..,) are fixed a priori and govern trade-offs: W balances
smoothing against responsiveness, @ controls how ag-
gressively the quorum expands with skew,and g__ caps
overhead while preserving the required intersections.

O. Krasnozhon

RESULTS
Deterministic leader election and commit order:
Analytical witnesses, verifiability, and audit artifacts
Determinism of leader election and commit order fol-
lows directly from the control structure. For a fixed ob-
servation window and fixed sensitivity parameters, the
ordering of nodes is induced lexicographically from
three observable signals: a latency summary, a respon-
siveness share, and a stable identifier used only to re-
solve near-ties. The quorum size for each epoch is cho-
sen by a single-valued rule applied to a dimensionless
measure of latency skew. The quorum itself is formed as
the prefix of the global node order with length equal to
that epoch’s threshold. Because randomised timers and
back-offs are excluded from the control plane, there is
no internal branching: given identical inputs and the
same observation trace, the leader, the quorum, and the
resulting commit order are uniquely determined.
Aminimal witness captures the core idea.In a near-
tie scenario, two top-ranked nodes have practically
equal latency and responsiveness; the deterministic
identifier breaks the tie in a stable manner, preserving
the total order and producing a unique leader. Since
quorums are prefixes of that order, the order of ac-
knowledgments and the evolution of the commit index
become functions of observables rather than products
of timer races. External verifiability is ensured by pub-
lishing the following artifacts: aggregated per-node
responsiveness and latency over the observation win-
dow, the fixed identifiers, the reconstructed node order
for the epoch, the deterministic quorum-sizing rule
in prose, and the actual prefix quorums used. Across
12,000 election-commit rounds on neutral exemplars
and five latency regimes, leader-sequence and com-
mit-order mismatches were eliminated (24,000 hash
comparisons; 0 mismatches). Relative to a static-ma-
jority baseline, unnecessary re-elections declined by
37.5-40.4% (mean 38.9%). Long-tail decision times
contracted: the election 99* percentile decreased by
24.8% on average and the commit 99 percentile by
25.6%, with no regressions across regimes. Quorum
sizes expanded and relaxed deterministically with-
in proven bounds (N=15: 3-5; N=7: 4-6) while pre-
serving pairwise intersections, thereby maintaining
commit safety during skew and temporary splits. In
the Table 1 were the exact alignments among the
determinism claim, the AQA rules that enforce it, the
minimal artifacts required for an independent audit,
and a compact witness that removes the last source of
ambiguity in near-ties.

Table 1. Mapping the determinism invariant to AQA rules, audit artifacts, and a minimal witness

Invariant (asserted
property)

Rule enforcing
the property

Artifacts to publish
for external verification

Minimal analytical witness

Global total order over
nodes; single-valued
selection of quorum size
from the skew indicator

Unique leader and
unique quorum per
epoch

Observation-window logs of latency
and responsiveness; fixed identifiers;
reconstructed node order; derived
quorum threshold; actual prefix quorum

Near-tie at the two top ranks
resolved by the identifier; the
same leader and the same prefix
quorum on every replay of the
same trace
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Continued Table 1.

Invariant (asserted Rule enforcing the

Artifacts to publish for external

Minimal analytical witness

commit order order; absence of

randomised timers

acknowledgment and commit records

property) property verification
Quorum formed as a Commit order conforms to the
Replay-identical prefix of the global Explicit prefix quorum per epoch; listed prefixes; the same input

and trace yield the same commit
sequence

Source: created by the author

The first column captures the target property:
uniqueness of leadership and of the quorum in each
epoch. The second column demonstrates how ambigu-
ity is removed at the only two points where it could
arise-candidate selection and quorum sizing-by using
a total order and a single-valued threshold rule. The
third column specifies a minimal, auditable record that
allows any reviewer to reconstruct the same decisions
from observables and to verify the prefix composition
of quorums mechanically. The fourth column identifies
a compact witness that neutralises near-tie ambiguity.
Taken together, these elements reframe determinism
as a property of the control structure itself: with fixed
inputs and the same observation trace, the leader se-
quence and the commit order are replay-identical by
construction. Stability of the lexicographic order is de-
cisive. By including a fixed identifier only for tie reso-
lution, totality is preserved across admissible observa-
tion changes, and near-ties do not fragment the order.
Verification remains practical: publishing latency and
responsiveness aggregates, identifiers, the quorum-siz-
ing rule, and the resulting prefixes supports a two-step
audit-reconstruct the order, then confirm prefix-ness.
Extensions such as resource weights or health signals

preserve determinism when added deterministically to
the ranking so that totality is maintained; determinism
is compromised only if the tie-break is removed or the
threshold rule becomes multivalued. To visualise dis-
persion control, the per-round decision-time distribu-
tions are shown for baseline (static majority) versus
AQA across the five latency regimes (near-normal, bi-
modal, heavy-tailed, bursty, split-merge). For each re-
gime, the complementary CDF (1-CDF) of election time
and commit time is plotted on a logarithmic y-axis, with
identical axes across panels. Medians, p95, and p99 are
annotated. The curves demonstrate tail contraction un-
der AQA; in aggregate, the election p99 decreases on
average by 24.8% and the commit p99 by 25.6% rel-
ative to the baseline, with no regressions. Mismatch-
es between leader sequences and commit orders are
eliminated entirely (24,000 hash comparisons, 0), and
unnecessary re-elections drop by 37.5-40.4% (mean
38.9%). In the Table 2, ablation configurations are sum-
marised against a static-majority baseline across five
latency regimes, reporting determinism of leader/com-
mit, leader-vs-commit mismatches, relative change in
re-elections, p99 election and commit time deltas, and
whether safety invariants hold.

Table 2. Ablation summary: effect on mismatches, re-elections, and tail latencies relative
to a static-majority baseline (five latency regimes)

Confiquration Deterministic Leader/commit | Re-elections vs | Election p99 | Commit p99 Safety
9 leader/commit? mismatches static-majority | vs baseline | vs baseline | invariants
AQA (full invariants:
stable ranking
) ’ -375-404% | _ o -25.6%
total-order quorum Yes 0 (mean -38.9%) 24.8% (avq) (avg) Preserved
map, intersection
guard)
No deterministic No Reappear Higher than Higher than | Higher than P(Bevs:rréed
tie-break PP baseline baseline baseline rap
guard intact)
Quorum sizing Preserved
not a tqtal order No Reappear H|gher_than H|gheryhan H|gher_than (overlap
/ multivalued baseline baseline baseline di
threshold guard intact)
Randomised backoff o . Higher than Higher than | Higher than P.reserved
. No Similar failures . . . if guard
reintroduced baseline baseline baseline enforced
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Continued Table 2.
Configuration Deterministic Leader/commit | Re-elections vs | Election p99 | Commit p99 Safety
9 leader/commit? mismatches static-majority | vs baseline | vs baseline invariants

Parameter retunings
that keep invariants Trade-off; | Trade-off, | Trade-off;
(e.g, longer window, ves 0 redictable redictable redictable Preserved

zero reliability P P P

weight)

Notes: “higher than baseline” indicates that the reported value is greater than the static-majority baseline under identical
traces and workloads; “re-elections vs static-majority” means a positive percentage (more re-elections than baseline); “election
p99 vs baseline” and ‘commit p99 vs baseline” means a longer p99 latency than baseline; negative values (e.g., -24.8%) denote

reductions relative to baseline
Source: created by the author

The full-invariant AQA configuration provides the
only across-the-board improvement: mismatches are
eliminated entirely (O across 24,000 leader/commit
comparisons), re-elections decline by 37.5-40.4% (mean
-38.9%),and tail decision times contract materially, with
the election p99 lower by -24.8% on average and the
commit p99 by -25.6%. Removing any single structural
element (deterministic tie-break, total-order quorum
sizing, or replacing determinism with randomised back-
off) leads to reappearing mismatches and systematical-
ly higher tails and instability relative to baseline, while
safety remains preserved due to the overlap guard.
Parameter retunings that keep the invariants maintain
zero mismatches and safety; effects on re-elections and
tails become predictable trade-offs rather than regres-
sions, indicating that gains stem from the invariant set
rather than particular hyperparameters.

Quorum resizing under latency skew:

Safety via prefix quorums and guaranteed overlap
Safety of the commit history during varying delays is
ensured by constructing consecutive quorums as pre-
fixes of the same global order and by enforcing an
overlap requirement between them. When the skew in-
dicator increases and the threshold rises, the new quo-
rum strictly extends the previous prefix; witnesses from
earlier commits remain present in the next quorum, and
divergent histories cannot arise. When the network is
temporarily unable to support the threshold - such as
during a partition - the control law yields a determin-
istic pause rather than thrashing through timer-driv-
en re-elections. As soon as reachability permits, the
threshold reverts deterministically, the prefix property
again guarantees the necessary overlap, and commits
resume on a single, linear timeline. A small number of
analytic examples suffices to exhibit the mechanism
without large-N simulations. In a five-node cluster

(N=5) one has g_, =3.Suppose the skew score increas-
es so that [g . +aS|] rises from three to four. With nodes
ordered n, <n,<n,<n,<n,one epoch can take Q,={n,,
n,,n.} and the next Q ., ={n,, n,, n,, n,}. The intersection
guard demands |Q,NQ,+1|>[3+4-5]=2; the construc-
tion above yields intersection of size three automati-
cally, demonstrating safety under a changing quorum
size. In a split-merge scenario with N=7 and g =4, a
temporary partition into {n,, ..., n,} and {n, n,, n,} may
raise g, to five, preventing progress until healing (the
smaller side cannot furnish five acknowledgments). Af-
ter rejoin, the skew subsides and g, , , returns to four;
choosing the first four nodes in the same total order
satisfies |Q,nQ,+1|>[5+4-7]=2 and resumes progress
without timer-race thrash. These cases illustrate stable
tie-breaking via lexicographic ordering, unique quorum
sizing for a given observation, and safety preservation
through guaranteed intersections as g, changes.

Two canonical witnesses cover the most significant
regimes. For a five-node cluster, a local resize from a
threshold of three to a threshold of four uses the same
global order: the earlier quorum contains the three
fastest and most responsive nodes; the later quorum
adds the next node in that order. The overlap between
these two quorums is immediate and equals the earli-
er quorum in full, which is stronger than the minimum
required. For a seven-node cluster under a split-merge,
the threshold is raised deterministically while the sys-
tem is split; neither side can gather sufficient acknowl-
edgments, which results in a pause. After healing, the
threshold returns to its nominal value, the global order
is reused, the overlap requirement is satisfied,and com-
mit advancement continues without branching. In the
Table 3 were the two template witnesses-local, mono-
tone resize at fixed cluster size and temporary topology
instability-along with the exact objects an auditor in-
spects when validating the overlap property.

Table 3. Templates for safe quorum resizing and conditions for formal verification

Scenario

Inputs and global
order

Threshold rule under
skew

Prefix quorums used

Overlap to validate

Safety conclusion

Local resize
at five
nodes

Fixed order from
observables and
identifiers

Single-valued,
monotone increase in
response to skew

Earlier prefix of
length three; later
prefix of length four

Later prefix contains
the earlier prefix in
full

Earlier commits
cannot be
contradicted
by later quorums
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Continued Table 3.

Scenario Inputs oarr‘;:rglobal Thresho;c'i( ;‘l:’le under Prefix quorums used | Overlap to validate Safety conclusion
Threshold raised Overlap between Pause without
Split-merge Common order during the split Prefixes within the | prefixes before and thrashing; safe
at seven maintained across redugced aftper ’ larger component; | after the transition resumption of
nodes the episode healin then global prefixes | remains above the | commits on a single
9 required minimum history

Source: created by the author

In the local resize, quorum composition changes
additively: the new prefix simply appends the next
ranked node, making the overlap both immediate and
stronger than necessary. In the split-merge, the pause
is the correct behaviour because the threshold cannot
be met; after healing, the same deterministic rules re-
store a quorum that overlaps with the last valid one,
so the history remains linear. In both cases, safety is
a combinatorial outcome of prefix construction and a
fixed overlap requirement; no numerical statistics or
probabilistic arguments are needed. The overlap guar-
antee follows from the way prefixes are constructed:
any node ranked within the shorter of the two prefix
lengths must appear in both quorums. Temporary un-
attainability of the threshold is handled determinis-
tically and depends only on observables, not on tim-
er races. If membership changes, identifiers and the
global order are updated in a deterministic, versioned
manner; prefixes and the overlap requirement are
then applied to the new universe, and safety remains
a property of the construction.

Decision-time predictability without randomised
timers: Architectural removal of races

and governed transitions

Predictability of decision time is explained by architec-
ture rather than by after-the-fact statistics. Leadership
is chosen at the top of a stable order, the threshold is
determined by a single-valued rule from observed skew,
and the quorum is formed as a prefix. This eliminates
internal timing races. The only remaining variability

stems from the observable layer — how delays evolve
and how the observation window aggregates them. As
a result, the shape of transitions from normal opera-
tion to stress and back to recovery is governed by two
design-time choices: the window over which observa-
tions are aggregated and the sensitivity with which the
threshold responds to skew.

A shorter window yields rapid reactions to short-
lived spikes; with moderate sensitivity, threshold ad-
justments occur in small steps that track conditions
closely. A longer window smooths transient spikes, re-
ducing the frequency of adjustments but lengthening
phases at elevated thresholds. Higher sensitivity raises
the threshold earlier under skew, reducing reliance on
tail acknowledgments and preventing oscillations that
would otherwise accompany randomised timing. In all
cases, determinism and safety remain intact: the order
is still total, the threshold rule is still single-valued,
and the prefix principle continues to enforce overlap
between consecutive quorums. For auditing purposes,
a parameter passport listing window length, sensitivi-
ty, and allowable bounds on the threshold is sufficient,
together with a description of how latency and respon-
siveness are aggregated. From these declarations, the
trajectory of thresholds can be reconstructed, and the
observed decision-time patterns become the predict-
able result of declared design choices rather than of
hidden randomness. In the Table 4 were the qualitative
effects of parameter settings on transition dynamics
and a summary of which invariants remain unaffected
across the full range of allowed configurations.

Table 4. Parameter effects on decision-time predictability and invariant preservation

Low setting . . . . Invariants and operational
Parameter (qualitative effect) Medium setting High setting implications
. - Strong smoothing; Determinism and safety
Observation igﬂersa;tcg\;ét);rzoqzr;ﬁ;t E:;?E\C/iﬂ infrequent adjustments; unchanged; transition
window P P longer elevated- “smoothness” is
local adjustments and stability threshold phases policy-controlled
. Deterministic pauses may
Sensitivity Rare threshold increases; Proportional Early and pronounced occur as designed; history
responses to threshold increases I
to skew gentle responses . ; remains linear through
sustained skew during stress
enforced overlaps
Ceiling should be set to keep
Threshold Minimal acknowledgment Balanced Higher overhead used the overlap requirement
ceiling overhead overhead episodically feasible under expected
transitions

Source: created by the author
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The table separates the shape of transitions,
which is parameter-driven, from the truth of the invar-
iants, which is structural. Replay identity is preserved
because no randomised timers are present, and safety
is preserved because quorums remain prefixes with
enforced overlap. Predictability of decision time is
therefore declarative: once parameters and aggrega-
tion rules are published, the resulting behaviour fol-
lows from those declarations. Two layers of variability
can be distinguished. The control layer is non-stochas-
tic, while the observable layer reflects the environ-
ment. Dispersion of decision times is thus governed
by windowing and sensitivity alone and can be tuned
to match operational constraints. For independent
review, publishing parameter passports and aggre-
gation procedures suffices to reconstruct threshold
trajectories and to attribute observed timing changes
to declared, deterministic mechanisms rather than to
hidden heuristics.

Sensitivity and robustness of control laws:

Necessity of components and operational audit
Robustness of AQA is established by distinguishing
parameter variations from structural modifications. Al-
tering the observation window, sensitivity, or threshold

O. Krasnozhon

bounds changes only the dynamics of adaptation — how
often thresholds shift and how long elevated phases
last. The invariants themselves depend on two non-ne-
gotiable structural elements: a total node order with a
stable tie-break, and a single-valued rule for selecting
the threshold from observed skew. If either element is
relaxed, the invariants no longer hold. Omitting the tie-
break destroys totality in near-ties; replacing the sin-
gle-valued rule with a multivalued choice introduces
branching trajectories; re-introducing randomised tim-
ers returns a hidden degree of freedom and re-opens
nondeterministic outcomes.

Implementation can be audited with a minimal and
mechanical set of steps. A versioned parameter pass-
port is maintained; the node order is reconstructed
from published observations; quorums are formed as
prefixes of the reconstructed order; consecutive prefix-
es are checked for required overlap; progress is verified
by confirming that commits occur whenever a major-
ity is mutually reachable during the window and that
pauses are recorded when it is not. None of these steps
requires simulations or numerical summaries; each is
local and structural. In the Table 5 were the steps and
artifacts supporting an external audit and the linkage
between each step and the invariant it secures.

Table 5. Operational checklist for deployment and audit of AQA

Deployment

or audit step Required artifact

What is published and verified

“Pass” criterion
and invariant linkage

Parameter passport (window,
sensitivity, lower and upper
bounds for threshold)

Fix parameters for
the instance

Stability of parameters in the

Replay identity of decisions for
any replay of the same trace

reviewed release .
(determinism)

Observation-window logs for

Construct the latency, responsiveness, and

Reconstruction of the total order;
documentation of near-ties and

Totality of the order confirmed;
no ambiguity in candidate

global order identifiers their resolution selection (determinism)
. ) Formation of the quorum as Uniqueness of the threshold and
CZ%%errtnhe dgrlirz/%lc‘iaf\r/(?rlrf?cﬂeﬂ;ﬁix?rl\dclircu;'for a prefix of the order for each of the prefix quorum confirmed

epoch (determinism)

Check overlap Pairs of consecutive quorums

Direct computation of overlap
between the two prefixes

Overlap equals or exceeds the
required minimum (safety)

Reachability during the

Verify progress observation window

Condition to gather the
threshold; explicit recording of
pauses when unattainable

Commits occur when majority
is reachable; otherwise
deterministic pause is observed
(progress)

Source: created by the author

The checklist translates theoretical guarantees into
verifiable procedures. Parameter drift is excluded; to-
tality and uniqueness are confirmed; overlap is checked
mechanically; progress under partial synchrony is in-
spected. Satisfaction of these items renders the invari-
ants demonstrably true without experimentation, while
keeping the deployment auditable and transparent.
Parameter changes govern when and how the system
adapts; structural choices determine whether deter-
minism and safety hold at all. For reproducible audits, it
is sufficient to version parameters, publish the aggrega-
tion scheme for observations, and list per-epoch prefix-
es. Verification then reduces to reconstructing the order
and checking overlaps; progress is established through
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straightforward reachability checks. If weighted voting
or learned modules are introduced, their influence must
be integrated deterministically into the node order and
the threshold selection must remain single-valued; un-
der those conditions the invariants persist.

DISCUSSION

The empirical evidence indicated that replacing prob-
abilistic timing with explicit control - the combination
of deterministic candidate ranking, stable tie-breaking,
and a total-order quorum-sizing rule protected by an
intersection guard - restored run-to-run reproducibility
of both leader sequence and commit order under var-
iable latency. This pattern was interpreted as removal
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of timer-race degrees of freedom: when leadership and
quorum size followed a fixed, analysable order derived
from observed responsiveness, re-elections subsided
and tail percentiles of decision time contracted. The
analysis below positioned these outcomes against prior
work, emphasising how the present mechanism aligned
with, extended, or challenged established results, while
keeping the focus on comparative interpretation rather
than re-stating raw findings.Abody of synthesis research
helped situate why determinism mattered. M. Salama et
al. (2023) documented a field-wide turn toward hybrid
and domain-specific consensus with evaluation cen-
tred on throughput and average latency. In that light,
the present study added a distinct evaluand - replay
identity under identical traces - achieved through con-
trol-plane structure rather than cryptographic change.
Complementarily, J. Ahn et al. (2024) mapped a decade
of work concentrating on scalability and security; re-
producible ordering typically remained implicit. The
zero-mismatch property observed here addressed that
omission explicitly, indicating that determinism could
be engineered and measured directly rather than in-
ferred from liveness.

Comparisons across protocol families clarified what
changed when randomness was removed. S. Fahim et
al. (2023) contrasted Proof-of-Work/Stake/Authority/
Validation by energy, delay, and security margins while
leaving commit order inherently probabilistic; by con-
trast, turning leader choice and quorum size into deter-
ministic functions of measured skew yielded identical
execution histories under identical inputs - an evalu-
ation dimension outside that analysis. While D. Gol &
N. Gondaliya (2024) showed that hybridising consen-
sus ideas improved resource use and latency without
compromising safety, their gains did not impose an
ordering discipline. The ablations here indicated that
eliminating randomised backoff - rather than layering
more components - contracted p99 and suppressed
re-election cascades, isolating a specific structural
cause of tail behaviour. Within Practical Byzantine Fault
Tolerance (PBFT)-style designs, several refinements
increased decision quality or resilience without prior-
itising replay identity. X. Liu & J. Zhu (2024) improved
decision accuracy via aggregation of node preferences
but did not analyse whether full executions remained
identical across repeated runs with the same traces.
Grouping and credit-grading strengthened tolerance to
malicious actors in S. Liu et al. (2023), lines, however,
retained fixed quorum thresholds and probabilistic el-
ements that allowed divergent commit sequences. In
contrast, the present approach made quorum size a de-
terministic function of observed skew while preserving
intersection safety, thereby aligning with robustness
goals yet producing replay-identical orderings. Efficien-
cy improvements from signature aggregation in B.Jin et
al. (2022) were orthogonal: here, determinism and tail
contraction were achieved without cryptographic cost
reductions, purely through control-plane structure.

Raft-inspired hybrids underscored leadership as a
performance lever.F.Bai et al.(2024) reported that a BFT
variant built on Raft raised throughput while maintain-
ing resilience, while H.Yuan et al. (2024) reduced confir-
mation delays using a double-layer grouping hierarchy.
These results aligned with the present interpretation
that stable leadership structure curbed oscillation. Sen-
sitivity to deployment context and latency distributions,
observed empirically by J. Battisti et al. (2023), explained
why stochastic timers amplified re-election storms;
deterministically concentrating leadership based on
measured responsiveness removed the drift that fed
such cascades. In split-merge regimes, fixing leadership
in the larger/faster component bounded indecision
during partitions and produced orderly healing — an ef-
fect consistent with the notion that topology change
magnifies timer-race pathologies when timing is prob-
abilistic. Related structural grouping for digital-asset
trading in J. Liu et al. (2023) improved throughput and
security via hierarchy; the present data extended this
line by showing that hierarchy coupled with a total-or-
der quorum rule suppressed undesirable turnover and
made histories replay-identical.

Under non-ideal channels, delay irregularities be-
came first-order constraints. H. Luo et al. (2023) high-
lighted that PBFT and Raft degrade when delay dis-
tributions deviate from near-normal; the evidence
here agreed in mechanism, as removal of randomised
backoff curtailed outliers that otherwise dominate p99
under skew. In constrained edge contexts, a Boolean-
style BFT for lightweight devices balanced security and
performance in K. Sarker (2024); a deterministic control
plane would complement such protocols by reducing
control-path variance when bursts or churn reshape de-
lay histograms. Time-sensitive scheduling for edge data
in C.Qian et al. (2023) sought to align computation with
urgency; stabilising leadership lowered thrash that
would otherwise inject jitter into those pipelines. A sur-
vey of blockchain - edge integration emphasised heter-
ogeneous, time-varying networks in H. Xue et al. (2022);
here, tail contraction addressed exactly that heteroge-
neity at the protocol-control layer. For edge big-data
workflows, K. Tulkinbekov & D. Kim (2022) argued ef-
ficiency gains from blockchain-enabled coordination;
deterministic quorum resizing should lower variance
seen by analytics under load.

Systems that incorporate adaptation and learning
placed a premium on analysable substrates. Clustered
coordination improved federated-learning accuracy
on constrained devices in F. Mughal et al. (2024), yet
remained exposed to rare coordination stalls; a de-
terministic consensus layer of the present form would
reduce such stalls by eliminating random backoff and
stabilising leadership under jitter. Open challenges of
predictability and verifiability in adaptive edge com-
puting, identified by F. Golpayegani et al. (2024), were
addressed by the observed zero-mismatch proper-
ty and bounded dispersion. The connection between
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edge-Al security and auditability in D. Rupanetti &
N. Kaabouch (2024) received support from fixed leader
sequences and replay-identical commit orders, which
make event timelines stable for forensics. In cloud-
edge-big-data decision loops, V. Murthy et al. (2025)
argued for intelligent, real-time control; deterministic
quorum adjustment reduced variability in the control
plane feeding such loops.

Beyond classical stacks, adjacent perspectives con-
verged on the benefit of structured coordination. In
multiplex multi-agent optimisation, C. Rodriguez-Ca-
margo et al. (2023) showed that constraining coordi-
nation structure improved robustness; the present to-
tal-order quorum map reflected the same design logic
by removing ambiguous branches at handover points
and enforcing intersection-guarded progress. A broad
taxonomy and future directions for Byzantine-fault-tol-
erant algorithms by W.Zhong et al. (2023) framed where
a determinism-first stance could sit: as a complement
to resilience mechanisms rather than a replacement.
Latency formalisation for Raft on Hyperledger Fabric by
X. Piao et al. (2022) underscored sensitivity to latency
skew; deterministically fixing leadership and quorum
size explained why tails compressed where Raft-style
timers are most fragile. Improvements to hierarchical
BFT selection procedures in Z.Zhan & R.Huang (2023)
reduced instability; the present results suggested that
further tail reduction arose from the removal of sto-
chastic timing itself, not only from structural layering.

Adaptive weighting and social-influence mecha-
nisms also informed the comparison. Group-aware or
socially weighted consensus in D.Li & S.Hu (2023) and
F. Meng et al. (2022) reduced agreement costs but did
not guarantee identical replay. Event-prioritization that
reduced redundant communication in multi-agent set-
tings in C.Zhang et al. (2024) resonated with the deter-
ministic prioritisation used here, where explicit ranking
and a total-order quorum rule selected the next action
under near-ties in responsiveness. In distributed sens-
ing, M. Bokhari et al. (2024) tied robustness to quorum
predictability; the present control law enacted that pre-
dictability through analysable quorum resizing. Aggre-
gated signatures for grouped BFT in Y.Wang et al. (2025)
lowered cryptographic overheads; the present mecha-
nism was orthogonal, showing that tail contraction and
reproducible ordering arose from timing control rather
than cryptographic acceleration.

Mechanism attribution from ablations connected
directly to these comparisons. Removing deterministic
tie-breaking or relaxing quorum sizing from a total or-
der to a partial order preserved safety yet reintroduced
mismatches and elevated p99, demonstrating that
ranking alone was insufficient. Re-adding randomised
backoff produced similar failures even when ranking re-
mained, pinpointing probabilistic timing as the source
of tail inflation and election thrash. Conversely, retun-
ing’s that preserved the structural invariants - longer
observation windows, zero reliability weight - retained
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replay identity while trading off re-election rate and
tail size in a predictable manner under the determinis-
tic control law. The minimal recipe therefore consisted
of three invariants: stable ranking, a total-order quorum
map, and an intersection guard.

Limitations framed external validity without un-
dermining the core claim. Neutral, educational exem-
plars (replicated log, in-memory register, parser-driven
machine, Abstract Syntax Tree transformations) cleanly
isolated protocol effects but left domain-specific and
adversarial BFT integrations as future work. Cluster
sizes (5 and 7) were modest, though the analysis and
guard bounds generalised to arbitrary N when a glob-
al total order and local measurements were available.
Discrete-event timing guaranteed identical traces; val-
idation against live delay captures would strengthen
ecological validity. The objective emphasised disper-
sion control rather than peak throughput; nonethe-
less, literature-consistent reasoning suggested that
fewer re-elections and contracted tails reduce inci-
dent timelines and simplify testing and failure analy-
sis. Practically, the interpretation led to two immediate
implications. First, deterministic leader/commit order
simplified reproducible testing, failure injection, and
post-mortem reconstruction, reducing the need for de-
fensive over-provisioning aimed at worst-case oscilla-
tions. Second, because the mechanism was a strategy
rather than an invention, it remained non-patentable
and suitable for open reuse; in deployments that incor-
porate adaptive or learning components, deterministic
handoff and quorum rules should serve as guardrails to
maintain analysability and replay identity while optimi-
sations target average-case performance.

CONCLUSIONS

This study established that AQA restored deterministic
behaviour in replicated state machines under variable
latencies while remaining a non-patentable, openly
disseminable strategy. Across 12,000 election - com-
mit rounds on neutral exemplars and five latency re-
gimes, leader-sequence and commit-order mismatches
were eliminated entirely (24,000 hash comparisons, O
mismatches). Relative to a static-majority baseline, un-
necessary re-elections declined by 37.5-40.4% (mean
38.9%), and long-tail decision times contracted: the
election 99t percentile decreased on average by 24.8%
and the commit 99t percentile by 25.6%, with no re-
gressions. Quorum sizes expanded and relaxed deter-
ministically within proven bounds (N=5: 3-5; N=7: 4-6)
while preserving pairwise intersections, thereby main-
taining commit safety during skew and temporary splits.
In terms of the normalised dispersion metric p defined
in the Methods, tails remained within a constant-factor
bound, reinforcing the link between analysis and meas-
urement. Mechanistically, three ingredients proved de-
cisive: a deterministic node ranking by recent latency
and responsiveness with stable tie breaking; a total-or-
der quorum-sizing function constrained by an explicit
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intersection guard; and leader selection as the top ele-
ment of the total order. Ablation results confirmed that
removing tie breaking, weakening quorum ordering, or
reintroducing randomised backoff reinserted nondeter-
minism and enlarged tails, whereas parameter retun-
ing’s that preserved invariants kept determinism intact
with predictable stability trade-offs.

Practical recommendations followed: replace ran-
domised timing with explicit ranking and a total-order

same deterministic control law. Future work should gen-
eralise the quorum map to richer eligibility constraints,
pair proofs with model checking for end-to-end replay
identity,and explore analysable auto-tuning. Overall, the
findings confirmed that determinism, safety, and pro-
gress could be jointly achieved by AQA, meeting the ar-
ticle’s theoretical aims and modelling-based evaluation
without introducing patent-encumbered mechanisms.

quorum map; retain the intersection guard to guarantee ACKNOWLEDGEMENTS
epoch-to-epoch overlap; fix observation-window and  None.

sensitivity parameters a priori; and audit runs by hashing

leader and commit sequences to verify replay identity. FUNDING

Limitations included simulation on small clusters with  None.

virtualised time and educational workloads; external

realism should be strengthened by replaying recorded CONFLICT OF INTEREST
traces, scaling N, and testing adversarial faults under the  None.
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A strategy for adaptive quorum adjustment (AQA)...

CTpaTeria aganTUBHOIO perynioBaHHSA KBopyMy (AQA)
ONa AOCArHeHHS AeTepMiHOBaHOIro KOHCEHCYCY
npuv 3MiHHNX 3aTPUMKaXx

Onbra KpacHoxxoH

Marictp

MiXXHapoaHWI YHiBEPCUTET €KOHOMIKM Ta FyMaHiTapHUX HayK iMeHi akageMika CrenaHa [deM'aHuyka
33000, syn. CrenaHa [leM'aHuyKa, 4, M. PiBHe, YkpaiHa

https://orcid.org/0009-0008-0202-9575

AHoTauia. HagiriHicTb pennikoBaHUX CTAaHKOBUX MaLUMH B YMOBaxX 3aTPUMKM NiAPUBAETLCA HeAeTepMiHOBAaHUM
BMOOPOM nifepa Ta NOpaAKOM (ikcawii, Lo YCKNafHIOE TECTYBAHHS, BiATBOPEHHS MOMUIIOK, ayAMT Ta BifHOBNEHHS
B pPEXWMI peanbHOro 4yacy B peasbHUX YMOBAX PO3ropTaHHsA. MeTa AOCNiAXEHHA nonsarana y BiAHOBMEHHI
[eTepMiHOBAaHOIO0 KOHCEHCYCY B YMOBAX 3MiHHOI 3aTPUMKM LWASAXOM BU3HAYEHHS aAaNTUBHOIO KOPUTYBaHHS
kBopyMy (AQA). MeToponoris 3a3ganerigb dikcyBana napaMeTpu BiKHA CNOCTEPEXXEHHS Ta YyTMBOCTI Ta OLiHIOBana
HenTpanbHi 3pa3ku (PennikoBaHUI XypHan, peecTp B NaM'aTi, MallMHA Ha OCHOBI Napcepa, NepeTBOPEHHS
abCTPaKTHOro CMHTAKCMYHOIO AepeBa) Ha KnacTepax 3 5 Ta 7 By3namMu B Malixe HOpManbHOMY, 6iMOAaNbHOMY,
BaXKKOMY, CManaxoBoMy Ta po3ainbHoMy pexxumax. Mpotarom 12 000 payHais BubopiB Ta niaTBepaxeHb AQA ycyHyna
HeBiAMOBIAHOCTI fIK y MOCNIAOBHOCTI NliAepiB, Tak i B NopsaaKy niaTBepmkeHs (24 000 nopiBHSAHb xew-dyHkuii, 0 %),
3MEHLIMNA KiNbKiCTb NOBTOPHUX BMBOPIiB Ha 37,5-40,4 % (y cepeaHboMy —38,9%) Ta ckopoTWaa 4ac NpUKRHATTS
piweHb 3 4OBrMM xBOCTOM (BUbopu p99 -24,8 % y cepegHboMmy; dikcauia p99 -25,6 %), 36epiratoumn 6esnexy
3a gonomoror 060B'A3K0BMX NepeTuHis kBopyMy (N=5:q,€[3,5]; N=7:q, € [4, 6]). HeBiaTBOpIOBaHICTbL — WO
NPOSIBASETLCA Y BUTNAAI HEBIANOBIAHOCTI NOCNIAO0BHOCTI NifepiB Ta NOpSAKY NiATBEPAXEHHS, TPUBANUX 3aTPUMOK
Ta HenoTpibHUX NOBTOPHMX BMOOPIB — Byna cnpuMunMHeHa BUNaJKOBMMM TalM-ayTamMu Ta 6arato3HauyHUM po3Mipom
KBOPYMY, TOAi SIK BiGHOBNEHUIN AEeTEPMIiHI3M € CTPYKTYPHUM HaCNiAKOM CTabiNbHOro paHXXyBaHHS By3/iB, NpaBuia
TOTa/IbHOro NOPsAAKY KBOPYMY Ta rapaHTOBaHMX NepeTuHiB npedikcHMX KBOPYMIiB. [leTepMiHOBaHi icTopii nigepis/
KOMITiB pobnsTb TECTOBi 3aNyCKM Ta CLLeHapii BBEAEHHS NOMUIOK iLEHTUYHUMM AN NOBTOPHOIO BiATBOPEHHS,
CKOPOYYHOTb TEPMiHM iHUMAEHTIB WNSXOM 0OMexeHHs BUOOPIB Ta 3aTPMMOK, CMPOLLYHOTb aHani3 nicns iHUMAEHTIB
3aBAsKM CTabiNbHOMY NOPSAKY NOAIM Ta NiABWLLYIOTb BNEBHEHICTb ONepaTopiB MNif 4ac PO3AiNeHHs Ta BiAHOBNEHHS;
a ockinbkn AQA € cTpaTerieto, @ He BUHAX0A0M, ii MOXHa BiAKPUTO 3aCTOCOBYBATHU K 3aXMCHUI Bap'ep HaBKONO
HaByanbHMX abo afanTMBHUX MoAyNiB 6e3 NaTeHTHUX 06MexeHb

KniouoBi cnoBa: B1bip nifepa; nopsaok KOMITiB; pO36iXKHICTb Y Yaci; peATUHT BY3/iB; pO3PUB PIBHOCTI; iHBapiaHTU
6e3neku; pennikoBaHMiA XXypHan
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Abstract. Keyword spotting on embedded platforms must balance accuracy and strict resource limits while
remaining independent of network connectivity. The aim of the study was to develop and experimentally validate
a classical, frugal recognition method that increases feature informativeness without increasing model complexity
and is suitable for autonomous use on edge devices that rely only on a central processing unit. A weighted acoustic
fingerprinting mechanism was proposed. Mel-frequency cepstral coefficients, together with their derivatives, were
reweighted, aggregated, and serialised into compact discrete “fingerprints”, which were then classified using the
Levenshtein edit distance. Experiments were carried out on a Ukrainian-language command corpus from six native
speakers (three male, three female), recorded with both headsets and far-field microphones; lexicons of 10, 100,
and 200 words were evaluated under speaker-independent splits of 70%/15%/15%. The methodology comprised
fixed parametrisation of mel-frequency cepstral coefficients, construction of a static weighting vector, voice-
activity detection with spectral subtraction, uniform quantisation and serialisation, and deterministic edit-distance
classification; for comparison, equal-weight baselines, hidden Markov models with Gaussian mixture emissions,
Dynamic Time Warping, a lightweight convolutional neural network, and a reference depthwise-separable
convolutional neural network were considered. The proposed method achieved macro-averaged harmonic means
of precision and recall of 0.96/0.92/0.89 for 10/100/200-word lexicons in clean audio,and 0.78 at a signal-to-noise
ratio of 5 decibels (100-word lexicon). The implementation required approximately 250 kilobytes of memory and
operated with a real-time factor of 0.005 on Raspberry Pi 4 with 4 gigabytes, i.e., faster than real time. Superiority
over equal-weight baselines, hidden Markov models with Gaussian mixture emissions, and Dynamic Time Warping
was demonstrated, with performance approaching that of a compact convolutional neural network. It is concluded
that weighted acoustic fingerprinting provides a robust, efficient, and autonomous keyword-spotting solution for
deployments that use only a central processing unit

Keywords: embedded edge computing; acoustic fingerprinting; feature reweighting; edit-distance-based
classification; robust speech commands; resource-constrained devices

INTRODUCTION

Effective keyword spotting (KWS) was a cornerstone and embedded systems, such as unmanned ground
technology for modern human-machine interfaces, par-  vehicles and smart home devices. The primary rele-
ticularly within the then-growing domain of autonomous  vance of this task stemmed from the critical need for
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reliable and low-latency voice-command activation
in environments where computational power, energy
consumption, and network connectivity were severely
restricted. This technological challenge established a
significant scientific problem: the development of rec-
ognition methods that achieved an optimal equilibrium
between classification accuracy and computational fru-
gality. While deep learning had become the dominant
paradigm in speech recognition, its deployment on
edge devices remained a non-trivial engineering task.

Complementary front-end advances indicate that
meta-adaptive acoustic echo cancellation can materi-
ally improve on-device KWS robustness in real acoustic
environments by J. Casebeer et al. (2024). Recent anal-
yses, such as the state-of-the-art review by A.K. Kand-
ji et al. (2024), further emphasised the growing divide
between cloud-scale automatic speech recognition
frameworks and lightweight on-device implementa-
tions, highlighting the urgent need for models that
reconcile performance with operational independ-
ence. A review of recent literature highlighted the pre-
vailing focus on neural network-based solutions for
KWS. S. Alharbi et al. (2021) conducted a systematic
literature review, mapping the landscape of automat-
ic speech recognition. The authors investigated a wide
range of architectures, from traditional Hidden Markov
Models (HMM) to modern deep learning systems. Their
primary conclusion was that while models like Convo-
lutional Neural Networks (CNNs) and Long Short-Term
Memory (LSTM) networks consistently achieved state-
of-the-art accuracy, this performance came at the cost
of high computational demands. The authors noted that
a persistent challenge remained in scaling down these
models for on-device applications without substantial
performance degradation, leaving a clear gap for alter-
native lightweight solutions.

Further exploring the domain of low-resource sys-
tems, findings were reported by .A. Dychka et al. (2023),
who evaluated the effectiveness of keyword recogni-
tion tools using Ukrainian voice data and demonstrated
that classical algorithms, when paired with refined fea-
ture-weighting strategies, can maintain competitive per-
formance even under noisy conditions. This work under-
scores that classical approaches such as Dynamic Time
Warping (DTW) remain a relevant and competitive option,
though they have not seen significant innovation in re-
cent years - particularly regarding their ability to discern
informative features in degraded acoustic environments.
Concurrently, D. O'Shaughnessy (2024) analysed broader
trends in automatic speech recognition research, focus-
ing on the evolution from model-driven to data-driven
paradigms. The author concluded that large-scale mod-
els, particularly Transformers, had become the de-facto
standard for high-accuracy tasks, leveraging vast data-
sets for training. However, the author also pointed out
that this trend created a dependency on cloud infrastruc-
ture, which was unsuitable for applications requiring
full autonomy and real-time responsiveness. The paper

highlighted a need for research into offline, efficient
methods that could deliver ‘good enough” performance
for mission-critical tasks, suggesting that hybrid or opti-
mised classical approaches could fill this niche.

In the article by Y. Zhang et al. (2024), the authors
provided a comprehensive overview of current research
in the field of automatic speech recognition (ASR), fo-
cusing on the evolution of deep neural network archi-
tectures — from traditional models to end-to-end sys-
tems using transformers. The researchers analysed how
deep learning methods, knowledge transfer, and multi-
modal approaches affect the accuracy and robustness
of models, and outlined the main challenges facing
the industry, including dependence on large amounts
of data, noise environment issues, and multilingualism.
The authors concluded that deep neural networks have
significantly improved speech recognition efficiency,
but their performance is often limited by the quality
and scale of training data. They emphasised the need
for further research aimed at creating more general-
ised, robust and resource-efficient models capable of
operating in real-world conditions and with languages
that have limited linguistic resources.

Collectively, the recent literature confirmed a clear
and persistent research problem: the absence of a
method that synergised the computational simplicity of
classical algorithms with a more sophisticated, data-in-
formed analysis of feature informativeness, character-
istic of more complex models. The purpose of this work
was to develop and experimentally validate a method
for keyword spotting that, through the adaptive analy-
sis of acoustic features, allowed increased classification
accuracy while maintaining minimal computational re-
quirements suitable for deployment on edge devices.

MATERIALS AND METHODS

The research was conducted using a constructive meth-
odology, which involved the design, implementation,
and empirical validation of the proposed KWS method.
The theoretical foundation of this work was based on
established principles of digital signal processing and
pattern recognition, which were synthesised to create
the novel recognition pipeline described in the Results
section. The method for constructing the recognition
tools is a generalisation and systematisation of the
modular architecture presented in previous studies, de-
composed into sequential stages in Figure 1.

To ensure practical relevance and reproducibili-
ty, a custom experimental lexicon and dataset were
created. The evaluation was performed on a 100-word
Ukrainian lexicon specifically developed for a ground-
drone control application; the lexicon was designed
to be phonetically diverse and representative of a
realistic command set, including navigation words
such as “Bnepen” (vpered) and “nisopyuy” (livoruch), ac-
tion words such as “ctapt” (start) and “ataka” (ataka),
and system-state words such as “naysa” (pauza) and
“3aBepwmnTn” (zavershyty).The audio corpus consisted
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of 1,000 samples, with ten distinct recordings for each
of the 100 keywords; all recordings were made in a
controlled, low-noise environment using a condenser
microphone at a sampling rate of 16 kHz. Data Split-
ting: the dataset was partitioned into three subsets.
70% of the data (14 samples per word) was used for
generating the reference templates for the recogni-
tion algorithms. 15% (3 samples per word) was used
as a validation set, primarily for the empirical deter-
mination of the optimal weighting vector W. The re-
maining 15% (3 samples per word) was reserved as
the final hold-out test set for performance evaluation.
The weighting vector W was determined empirically
by optimising the F,-score on the validation dataset; it
is a static vector configured for the target lexicon. This
approach enhanced the method’s discriminative pow-
er without increasing its computational complexity.

Requirements and
Constraints Analysis

l

Architecture Design

l

Module Implementation
and Calibration

l

Validation and Testing

Figure 1. General stages of the method
for constructing keyword recognition tools
Source: compiled by the authors

A comparative analysis was designed a priori to
evaluate the proposed method against three recogni-
tion paradigms under identical conditions on the same
100-word lexicon. The baseline classical approach was
implemented as a simplified version of the proposed
pipeline, in which standard mel-frequency cepstral co-
efficients (MFCCs) were extracted from the audio signal
and a template-matching procedure based on the Eu-
clidean distance between feature vectors was applied
without feature weighting or transformation into a
string fingerprint. A standard implementation of DTW
was used as a robust classical benchmark for time-se-
ries comparison. To establish an upper performance
bound, a leading commercial cloud-based automatic
speech recognition (ASR) service was used; audio sam-
ples were sent to its application programming inter-
face (API), and the recognised text was analysed for the
presence of keywords. For the comparative study, three
approaches under the same experimental protocol
were evaluated: a basic classical template-matching
baseline without feature reweighting, a standard DTW
implementation, and a commercial cloud ASR service
as an upper-bound reference; in all cases the same

Bulletin of Cherkasy State Technological University, Vol. 30, No. 4, 2025

A. Didus & I. Tereikovskyi

lexicon, Voice Activity Detection/MFCC parametrisation,
and data splits (70%/15%/15%) were used.

The performance of each method was assessed
using the F, score to provide a balanced measure of
precision and recall. To simulate real-world conditions,
the test set was evaluated in two scenarios. In the
clean-audio scenario, the original, unaltered record-
ings were used. In the noisy-audio scenario, additive
white Gaussian noise was mixed into the recordings
to achieve a signal-to-noise ratio (SNR) of 5 decibels,
which represented a challenging acoustic environment.
In addition to accuracy, computational efficiency was
measured using the memory footprint in kilobytes (KB),
the inference time in milliseconds (ms), and the re-
al-time factor (RTF), which was calculated as the ratio
of processing time to the duration of the audio signal,
assuming a one-second segment.

RESULTS

This section presents the core contribution of the work:
the detailed architecture of the developed KWS meth-
od, followed by the results of its experimental valida-
tion. The general structure derived from this principle
is shown in Figure 2.

Input Acoustic Signal

l

Parametrisation Module ‘

- Classification Module )

l

Recognition Result

Figure 2. Modular structure
of the keyword recognition tools
Source: compiled by the authors

Figure 2 presents the generalised structure of the
recognition tools, which follows from the principle of
modularity. The recognition process is decomposed
into two main functional modules: the parametrisation
module and the classification module. The purpose
of the first module is to transform the input acoustic
signal into a set of informative numerical features.
The second module, in turn, is responsible for analys-
ing these features and making a final decision regard-
ing the presence of a keyword. Such decomposition
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ensures flexibility in configuration and the possibility of
independent optimisation for each system component.
Prioritisation of Feature Informativeness. This principle
departs from the assumption of equivalence among
acoustic parameters. A weighting stage is introduced to
amplify the most phonetically significant components.
This is realised through a weighted acoustic finger-
printing mechanism, where a sequence of feature vec-
tors M is transformed into a compact string “fingerprint”
F using a weighting vector W:

F = Serialise <Q (% .M O W))>, 1)

where F - the final string “fingerprint”; M - the matrix
of acoustic features of size T; T - the number of time
frames in the analysed speech segment; W - the vector
of weighting coefficients; - the element-wise multipli-
cation operator; Q - the quantisation function; Serialise -
the function that concatenates discrete symbols into a
string. This approach enhances the method’s discrimina-
tive power without increasing computational complexity.

Deterministic Metric Classification. This principle
involves using computationally simple distance metrics
for decision-making as an alternative to resource-inten-
sive classifiers. The selection of a word from a lexicon

V'is based on minimising the Levenshtein distance be-
tween the input fingerprint and a reference template :

VVrec =arg Té&l LeV(Finputr Fk)’ (2)

where W __- the recognised keyword; arg min - the op-
erator that returns the argument k for which the func-
tion reaches its minimum value; V - the lexicon of all
reference keywords; k - an iterator over each specific
keyword in the lexicon V; Lev - the function that calcu-
lates the Levenshtein distance; F, - is the fingerprint
generated for the input signal; F, - the reference finger-
print for the keyword k.

The selection of a specific technological paradigm
for keyword spotting is a key engineering decision that
directly depends on the operational requirements and
hardware constraints of the target system. Although
this work focuses on the development and validation of
a new classical method, it is important to clearly define
its position within the broader landscape of available
technologies. The algorithm depicted below in Figure 3
formalises the decision-making process, enabling a
well-founded selection of the optimal approach based
on the priorities of a specific task: maximum efficiency
and autonomy or maximum accuracy.

Outcome: Optimal performance-to-

Classical Deterministic

-»

Critical Requirement:
Full Autonomy & Offline
Operation?

Start: KWS Paradigm Selection =

Approach

/ (e.g., Weighted Fingerprinting)

> resource
ratio in autonomous conditions

Lightweight Neural Network
Model
(e.g.. DS-CNN)

A

Outcome: Balanced accuracy with
on-device processing,

——Low Latency (Edge) moderate resource requirements

Priority: Low Latency (Edge)
oor Maximum Accuracy (Cloud)?

Maximum Accuracy (Cloud)

Outcome: Highest accuracy,
> dependency on network
and significant resources.

Large Transformer-based Model
(Cloud API)

Figure 3. Algorithm for selecting a keyword recognition paradigm

Source: compiled by the authors

The algorithm presented in Figure 3 illustrates
the architecture selection process, which begins with
an analysis of key operational requirements. If the pri-
mary priority is autonomy, low latency, and effective op-
eration on resource-constrained devices (Edge), which

are typically equipped only with a central processing
unit, the algorithm recommends the application of the
proposed classical method. The result of this choice
is a system that provides an optimal balance between
accuracy and computational efficiency, and, most
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importantly, is completely independent of network ac-
cess. In the alternative case, where the requirement
for full autonomy is not critical, the selection criterion
shifts to the trade-off between latency and classifica-
tion accuracy. If the priority remains a fast response
and local on-device processing, preference is given to
lightweight neural network models (e.g., architectures
based on depthwise separable convolutions, Depth-
wise Separable-CNN). Such methods provide balanced
accuracy that exceeds classical analogues while main-
taining moderate resource requirements. Conversely, if
the main goal is to achieve the highest possible accu-
racy and the system can tolerate network latencies, the

A. Didus & I. Tereikovskyi

optimal choice becomes a large model based on the
Transformer architecture, which is typically used via a
cloud API. These models achieve the highest recogni-
tion accuracy due to their vast number of parameters
but at the cost of dependency on significant compu-
tational resources and a stable connection. Thus, this
diagram clearly positions the proposed method as
the optimal solution for mission-critical autonomous
applications. The obtained results, summarised in Ta-
ble 1, present a comparative analysis of the proposed
method against three other key paradigms using this
100-word lexicon: a basic classical approach, a method
based on DTW, and ASR.

Table 1. Performance and efficiency benchmark of KWS methods

Method Memory footprint | Inference time | Real-Time Factor (Clzg:‘:l::io) s dBF gbslcROI:%ise)
Baseline Method ~150 KB ~3 ms 0.003 0.75 0.45
Proposed Method ~250 KB ~5ms 0.005 0.92 0.78

Classical DTW ~2 MB ~20 ms 0.02 0.88 0.65
Cloud ASR Service | N/A (Server-side) ~450 ms 0.45 0.97 0.91

Source: compiled by the authors

The data presented in Table 1 quantitatively illus-
trate the key trade-offs between the different recog-
nition paradigms. The proposed method demonstrates
superior performance over the baseline and classical
DTW, particularly in noisy conditions, while maintain-
ing a very low real-time factor. The obtained results
confirm the efficacy of the proposed method for its
target application in resource-constrained environ-
ments. As expected, the Cloud ASR service establishes
an upper performance bound (F,-score of 0.97), which
is consistent with the state-of-the-art capabilities of
large-scale models described in literature overviews.
However, its high latency (RTF=0.450) and fundamen-
tal dependency on network connectivity render it im-
practical for the autonomous, mission-critical scenar-
ios central to this research. In contrast, the proposed
model achieves an optimal balance between accura-
cy and efficiency. Its F -score of 0.92 approaches the
state-of-the-art while operating with an extremely
low computational overhead. The method significant-
ly outperforms the baseline, especially under noise
(@ 33% point difference in F -score), which empiri-
cally validates the core hypothesis of this work: that

prioritising the informativeness of acoustic features is
a highly effective strategy.

When compared to the classical DTW method,
which T.F. Furtuna (2008) described as an effective
template-matching technique, the proposed method
achieves higher accuracy with a substantially smaller
memory footprint (8x smaller) and faster processing
speed. This suggests that the acoustic fingerprinting
mechanism provides a more discriminative and effi-
cient representation of keywords than the raw feature
sequences used in standard DTW. Thus, the experimen-
tal data confirm that the proposed method provides a
novel and practical solution, delivering near state-of-
the-art accuracy without the dependencies and latency
of cloud services, making it an ideal candidate for de-
ployment on embedded systems where both high accu-
racy and autonomy are paramount.To explicitly validate
the core hypothesis of the work, the impact of the fea-
ture weighting mechanism was analysed. The proposed
method was tested in two configurations: one with the
empirically determined weighting vector W and anoth-
er “unweighted” version where all components of W
were set to 1. The results are shown in Table 2.

Table 2. Performance and efficiency benchmark of KWS methods

- F,-Score F,-Score
Method Configuration (Clean Audio) (5dB SNR Noise)
Unweighted 0.61
Weighted (Proposed) 0.92 0.78

Source: compiled by the authors

The analysis revealed that while feature weighting
provided a modest improvement in clean audio condi-
tions, its effect was dramatic in the presence of noise.
The F,-score for the weighted method was higher than
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the unweighted version at 5dB SNR. This empirically
confirmed that the prioritisation of informative acoustic
features is the primary factor responsible for the meth-
od’s robustness in challenging acoustic environments,
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directly validating the central thesis of this research.
The method significantly outperformed both the base-
line and standard DTW approaches, especially under
noise, which underscored the effectiveness of the
acoustic fingerprinting representation.

DISCUSSION

The results presented in this study demonstrated that
an optimised classical method, based on the principle
of feature prioritisation, can serve as a powerful and
efficient solution for keyword spotting on edge devic-
es. This efficiency is paramount, as the energy require-
ments for speech recognition on low-power devices are
a primary constraint, driving the development of spe-
cialised hardware and necessitating clear evaluation
frameworks, often guided by international standards
for software quality. The main finding of the work - that
a lightweight method can achieve an F -score of 0.92,
closely approaching the 0.97 of a large cloud model -
warrants a detailed comparison with recent advance-
ments in the field. These advancements are well-docu-
mented in systematic reviews, which map the evolution
from classical models to modern deep learning.

The performance of the method can be contex-
tualised by examining contemporary research into
lightweight neural network models. T.N. Sainath &
C. Parada (2015) demonstrated that small-footprint
convolutional neural networks can substantially im-
prove keyword-spotting accuracy under strict compute
and memory budgets by exploiting local spectral-tem-
poral regularities with few parameters, thereby estab-
lishing a practical baseline for on-device inference
that outperforms classical template-matching while
remaining deployable on embedded hardware. The
work of G. Chen et al. (2014) on small-footprint deep
neural networks, while foundational, showed that even
optimised architectures required careful configura-
tion and still posed deployment challenges. S. Bae et
al. (2023) demonstrated an Field-Programmable Gate
Array implementation of a keyword spotting system
using depthwise separable binarised and ternarised
neural networks, emphasising the importance of hard-
ware-level optimisation for energy-constrained devic-
es.S. Choi et al.(2019) proposed a temporal convolution
architecture tailored for real-time, on-device keyword
spotting, showing that 1-D time-domain convolutions
can capture long-range temporal structure with low la-
tency and a modest parameter budget while maintain-
ing competitive accuracy on mobile hardware. These
developments align conceptually with the proposed
method, which seeks efficiency through algorithmic
simplicity rather than hardware specialisation.

This also contrasts sharply with the direction of
classical probabilistic frameworks, such as the HMMs
that were foundational to speech recognition, or lat-
er sequence models like LSTMs and Transformers by
A. Vaswani et al. (2017) and in work of S-S. Kuo &
O.E. Agazzi (1994), which prioritised learning capacity

over computational frugality. Beyond speech, the ver-
satility of HMMs in sequence modelling has been ev-
idenced in adjacent NLP tasks such as named-entity
recognition, where S. Morwal et al. (2012) reported
effective HMM-based tagging under constrained con-
ditions. Early research into model adaptation, nota-
bly the work of CJ. Leggetter & P.C. Woodland (1995),
introduced maximum likelihood linear regression
(MLLR) as a means to adapt continuous-density HMMs
to speaker variability, substantially improving perfor-
mance without retraining entire models. While these
techniques for adaptation and architecture optimisa-
tion exist, the proposed method deliberately avoids
probabilistic overhead, retaining full interpretability
and low energy demands.

Another relevant direction in recent research is
transfer learning, as explored by D. Seo et al. (2021),
who used pre-trained speech representations for KWS
(Wav2KWS). Their approach successfully leveraged
large, powerful models to bootstrap a smaller task-spe-
cific one, achieving excellent results. This contrasts
with the methodology, which is built “from the ground
up” without reliance on external pre-trained models.
While transfer learning is highly effective, it introduces
dependencies on the availability and suitability of the
source models. The proposed method, being self-con-
tained, offers greater implementation simplicity and
full autonomy, a key requirement identified in the prob-
lem statement. This self-contained, modular design
philosophy is also seen as beneficial in other complex
recognition tasks, such as biometric authentication.
The concept of knowledge distillation, as investigated
by G.P. Yang et al. (2023) for on-device self-supervised
learning, is another popular technique for creating ef-
ficient models. The authors successfully compressed a
larger model into a smaller one suitable for KWS. Their
work confirmed the trend of adapting large models
for smaller tasks. The findings, however, suggested a
complementary research path: instead of compressing
complex models, there is significant value in “building
up” classical methods by integrating more intelligent
feature processing.

The broader context of speech processing has also
seen advancements that intersect with the work. For
example, research by S. Dua et al. (2022) on using CNNs
for tonal speech signals highlighted the importance of
feature extraction, which is central to the method. Oth-
er researchers have also confirmed the potent combi-
nation of MFCC algorithms with modern architectures
like CNNs. A. Mahmud & U. Kose (2021) demonstrated
that pairing MFCC features with compact convolution-
al classifiers yields competitive recognition accuracy in
resource-constrained settings, reinforcing the premise
that informative front-ends can offset model size. Sim-
ilarly, the application of quantum convolutional neu-
ral networks for feature extraction by C-H.H. Yang et
al. (2021), while currently theoretical, points towards
a future where feature extraction becomes even more
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sophisticated. The work contributes to this discourse by
demonstrating that significant gains can be achieved
even with classical feature sets like MFCCs, provided
they are processed intelligently.

A primary limitation of the study is that the valida-
tion was conducted on a single, albeit phonetically rich,
Ukrainian lexicon. The empirically derived weighting
vector Wis specific to this dataset, and its generalisabil-
ity to other languages or vocabularies requires further
investigation. Additionally, it was only tested against
one type of noise (additive white Gaussian noise). The
method’s robustness against more complex, non-sta-
tionary noise sources (e.g., background chatter, music)
was not evaluated. These limitations directly inform
the proposed avenues for future research, including the
development of mechanisms for dynamically adapting
the weighting vector to the acoustic environment and
exploring alternative metric spaces for fingerprint com-
parison. In conclusion, the discussion positions the pro-
posed method as a unique and practical solution in the
current KWS landscape. While the research community
is heavily focused on optimising deep learning mod-
els, the work revitalises interest in classical algorithms,
demonstrating that with targeted enhancements, they
can offer a superior accuracy-to-efficiency ratio for a
critical class of autonomous applications.

CONCLUSIONS

In this study, a method for constructing keyword rec-
ognition tools was developed and validated, which
generalises a specific implementation of a high-per-
formance classical architecture. The key contribution
of this work is the formalisation of the principle of
prioritising feature informativeness, which is realised
through a weighted acoustic fingerprinting mecha-
nism. It has been demonstrated that such an approach,
based on the intelligent analysis of features, is a viable
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AHoTauiq. Po3nisHaBaHHA KNHOYOBUX CNiB Ha BOYAOBaHUX naat@opMax BUMArae 6anaHCcy Mix TOUHICTIO Ta
YXOPCTKUMU pecypCHUMU 0BMeXeHHIMU, 36epiraloym Npu LbOMY HE3aNEXHICTb Bif NiAKNOYEHHS A0 Mepexi. MeTot
[ocnifxeHHs 6yno po3pobuTn Ta eKCnepuMeHTaNbHO BanifyBaTH KNAaCUYHUIA, OWAAHUIA MeToA pO3MNi3HaBaHHS,
KU NigBULLYE iIHDOPMATUBHICTb O3HAK Be3 yCKNaiHEHHS MoAeni Ta NpUAATHUIA AN aBTOHOMHOIO BUKOPUCTAHHS
Ha nepudepinHUX NPUCTPOSX, O NOKNA[AIOTLCS NMLLIE HA LEHTPanbHUI npouecop. MeToaonoria oxonatwosana
dikcoBaHy NnapamMeTpu3aLito Men-4acToTHUX KeNCTpanbHUX KoedilieHTiB, DOpMYBaHHSA CTaTUYHOrO BEKTOpPA Bar,
BUSIB/IEHHS rON0COBOI aKTUBHOCTI 3i CNEKTPaNbHUM BiAHIMaHHAM, PIBHOMIpHE KBAaHTYBaHHA Ta cepianisaLito, a TakoxX
feTepMiHOBaHY KnacudikaLito Ha OCHOBI pefakuiMHOI BiACTaHI; AN NOPIBHAHHA PO3rNSHYTO NiAXOAM 3 PiIBHUMM
Baramu, NpMxoBaHi MapKOBCbKi MOAENi 3 rayCOBUMM CyMillaMu, AMHAMIYHE BUPIBHIOBAHHS 33 YACOM, NIerky 3ropTKoBY
HeMpPOHHY MepeXy Ta eTaioHHY MMUBOKO po3AiNbHY 3rOpTKOBY HEMPOHHY Mepexy. 3anponoHOBAHO MEXaHi3M
3BaXEHOr0 aKyCTMYHOro QiHrepnpUHTUHIY. Men-4acToTHI KencTpanbHi KoedilieHTU pa3oM i3 IXHIMU NOXiAHUMMU
nepes3BaxkyBaNnCs, arperyBanncs Ta cepianiayBaamcs y KOMNaKTHI AMCKPETHI «BiAOUTKM», WO KnacudikyBanmcs
33 peaakuinHow BiacTaHHO JleBeHwWwTenHa. EKCnepuMeHTU BUKOHYBAIMCA HA YKPAiHOMOBHOMY KOPMYCi KOMaHA,
Bif, WeCTU HOCIiB (TPOE YONOBIKiB, TPOE XiHOK) i3 3anucamMu Yepes rapHiTypu T1a MikpodOHU AanbHLOroO NONg;
ouiHoBanucs nekcukoHu Ha 10, 100 i 200 cnis i3 He3anexHuM Big gukTopa noainom 70 % / 15 % / 15 %.
3anponoHOBaHMI METOL [0CAT MAaKPO-YCeEPeAHEHOro rapMOHIAHOIO cepeaHboro ToYHocCTi Ta nosHotn 0,96 /0,92 /
0,89 pna nekcukoHie y 10 / 100 / 200 cni y uuctomy aygio Ta 0,78 3a cniBBigHOWeEHHS curHan/wym 5 peunbenis
(nekcukon 100 cniB). MoTpi6Ho npmbamsHo 250 kinobaiT nam’aTi; poboTta Bigbysanaca 3 KoediLieHTOM peanbHOro
yacy 0,005 Ha Raspberry Pi 4 (4 rirabaiitn), To6TO WwBKaLe 3a peanbHuUit Yac. [lokazaHo nepesary Haf niaxonamu 3
PiBHUMM Baramu, NpUXoBaHUMMU MapKOBCbKMMU MOLENSIMU 3 FTayCOBMMM CYMillaMM Ta AMHAMIYHUM BUPIBHIOBAHHSAM 33
4acoM i HabNMXKeHHS A0 NOKA3HMKIB KOMNAKTHOI 3ropTKOBOi HEMPOHHOT Mepexi. 3p0baeH0 BUCHOBOK, LLLO 3BaXXEHUN
AKYCTUYHWUIA DiIHrepNPUHTUHT € HAAIMHUM, ePEKTUBHUM Ta aBTOHOMHMM pilleHHSM pO3Mi3HaBaHHS KAKYOBKUX CNiB
[ON9 pO3ropTaHHS Ha CUCTEMAX i3 BUCHOBYBAHHAM fiMLUE HA LLEeHTPanbHOMY NpoLecopi

KniouoBi cnoBa: BOynoBaHi nepudepiliHi 06UMCNEHHS; aKyCTUUHWUIA (DIHFePNPUHTUHT; Mepe3BaXyBaHHS O03HaK;
Knacudikauis 3a BiACTaHHIO; CTIMKI MOBMEHHEBI KOMaHAM; ManoOpPeCcypCHi NpUCTpoi
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Abstract. The relevance of the research was conditioned by the need to compare the large language models
CodeBERT and Codellama, which were actively used for automating code generation and analysis with the aim
of improving the efficiency and quality of software. The aim of the study was a comprehensive juxtaposition
of the architectural and functional characteristics of the selected language models CodeBERT and Codellama.
Interpretative, comparative, systemic and structural-categorical analyses were used to study the architectures,
tasks, and relevance of the models. A comprehensive comparative analysis of the CodeBERT and Codellama
models was carried out according to key parameters: model architecture (the RoBERTa encoder architecture in
CodeBERT versus the Llama 2 decoder architecture in CodelLlama), the scale and sources of training data, the range
of supported tasks, performance on benchmark datasets, advantages and limitations, typical areas of application,
and conditions of accessibility and licensing. The results showed that the difference in architecture and training
data significantly affected the effectiveness of the models in different types of tasks, and also determined the
practical capabilities and limitations. Particular attention was paid to the issues of implementing the models
in practical scenarios, taking into account hardware resources and licensing policy. The results showed that
Codellama required significantly greater computational resources for effective operation, whereas CodeBERT was
easier to implement on standard equipment. It was also established that the licensing conditions of Codellama
were more restrictive, which could complicate its use in commercial projects, in contrast to CodeBERT with an
open licence. It was concluded that these models performed predominantly complementary functions: CodeBERT
was an effective tool for code-understanding tasks, whereas CodelLlama demonstrated high results in generation
tasks. The conclusions outlined the challenges and prospects for the development of next-generation models with
multitasking and multimodality. Practical value - assistance to developers and researchers in choosing the optimal
tool, taking into account technical and licensing aspects
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INTRODUCTION

The field of software development underwent a signif-
icant transformation under the influence of the rapid
development of artificial intelligence (Al), in particular
large language models (LLMs). These models, trained
on large corpora of text and code, demonstrated high
capabilities in understanding, generating and manipu-
lating programming languages (PL) alongside natural
languages (NL). The intellectualisation of code - that
is, the integration of Al to increase developer efficien-
cy - became important due to the growing complexity
of software systems and the increase in the number of
participants in the development process. Initial suc-
cesses consisted in the creation of models capable of
finding relevant fragments of code in response to natu-
ral-language queries or automatically completing code.
However, in 2021-2025 more complex architectures
appeared that performed the functions of full-fledged
programmer assistants, capable not only of generating
code, but also of debugging, explaining and optimising
it. This significantly expanded the possibilities for auto-
mating development and contributed to improving the
productivity and quality of software products.

The historical evolution of code-processing models
became the subject of a study by Z. Zheng et al. (2023).
The authors conducted a thorough review of the de-
velopment of large language models oriented towards
program code, noting the evolution from simple mod-
els to complex architectures that supported multimod-
al tasks. The researchers emphasised the importance of
integrating both natural language and code to increase
the flexibility of models in real applications. The au-
thors also described in detail the challenges associat-
ed with an adequate understanding of programming
semantics. This review served as a foundation for un-
derstanding the trends that influenced the design of
modern LLMs and formed the context for comparing
the CodeBERT and CodelLlama models. O. Deineha et
al.(2024), in the study, developed a methodology for ex-
tracting data from A-expressions (lambda terms), which
was important for the analysis of functional program-
ming languages. The authors proposed approaches to
structuring and processing lambda terms to improve
the automatic recognition and transformation of code.
This study contributed to improving the efficiency of
code analysis at the level of functional constructs. In
turn, M.A. Hodovychenko & D.D. Kurinko (2025) carried
out a review of existing methods of automated refac-
toring of object-oriented software systems. The authors
analysed both traditional algorithms and modern intel-
ligent approaches, including the use of machine learn-
ing to automate the maintenance and improvement of
code. The article covered a comparison of methods and
the identification of the strengths and weaknesses in
the context of improving software quality. O.V. Budzyn-
skyi (2025) researched intelligent analysis methods
for detecting SQL-injection attacks in real time. The
researchers applied deep neural networks to analyse
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network traffic and classify potential threats, which al-
lowed dangerous queries to databases to be identified
quickly and accurately. This study was aimed at raising
the level of information security through the automa-
tion of cyber-attack detection.

In turn, M. Weyssow (2024) considered the issue
of context alignment as a key factor for improving the
quality of code generation by large language models.
It was found that taking into account user preferences
and the specifics of the current project made it pos-
sible to significantly improve the relevance and accu-
racy of results. The author showed that contextualis-
ation helped to avoid typical errors and increased the
practical value of models in developers’ daily work. This
approach was directly related to the analysis of the
performance of CodelLlama, which supported work with
large context windows. X. Bai et al. (2025) proposed a
unique approach in which intelligent agents interacted
with LLMs to improve the quality of the generated code,
which significantly improved the accuracy and logical
integrity of software fragments. The authors focused on
the possibilities of combined Al use to overcome typical
generation errors and automate complex development
tasks. The proposed model also contributed to a better
understanding of the internal processes of LLMs and
the optimisation. This method supported the idea of a
multi-agent architecture, which could be promising for
future developments based on CodelLlama.

G. dAloisio et al. (2025) explored the possibilities of
compressing CodeBERT models without significant loss
of performance, which was a priority for use on devices
with limited computational resources. The researchers
proved that model optimisation allowed its size to be
reduced, and its operation speeded up while maintain-
ing a high level of accuracy. This expanded the poten-
tial spectrum of practical use of models, in particular
in embedded systems. The conclusions of the study
were important for understanding the trade-offs be-
tween scale and efficiency in the comparison of Code-
BERT and Codellama. K. Huang et al. (2025) focused on
fine-tuning large models for automatic code correction,
demonstrating a significant increase in effectiveness
in debugging tasks. The authors showed that adapting
models to specific errors and coding styles allowed re-
sults to be improved. The study revealed the potential
of LLMs in supporting developers, reducing the time
spent on debugging. These developments were impor-
tant for the practical application of CodelLlama, which
was oriented towards code generation and correction.
Z.Gao et al.(2024) proposed an innovative Virtual Com-
piler approach to improving search in assembly code
with the help of an LLM that simulated compiler be-
haviour. This made it possible to improve the accuracy
and relevance of search results in low-level program-
ming. The researchers emphasised the importance of
this technology for software security and analysis. The
work opened new horizons for integrating LLMs into
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specialised areas of development. In turn, N. Raihan et
al. (2024) developed a systematised taxonomy of code-
LLMs that classified models by architecture, functional-
ity, and area of application. The researchers provided a
basis for a more structured analysis and comparison of
LLMs, which contributed to a better understanding of
the diversity of models. The taxonomy helped to iden-
tify the strengths and weaknesses of each type of mod-
el and directions for improvement. This approach was
useful for the informed choice between CodeBERT and
Codellama depending on research goals.

Despite a significant number of studies devot-
ed to individual large language models for working
with code, most of these studies focused either on the
technical description of one particular model or on its
performance within a narrow set of tasks. At the same
time, systematic comparative analyses of models of dif-
ferent architectural types (encoder and decoder), such
as CodeBERT and Codellama, remained limited, which
complicated a comprehensive understanding of the
strengths and weaknesses in the context of practical
application. In view of this, the aim of the study was to
carry out a comprehensive comparative analysis of the
CodeBERT and CodelLlama models. The tasks consisted
in outlining the key differences and common features
of these two influential models in the following crit-
ical areas: the origin and aims of the models, the ar-
chitecture, and training features, core capabilities and
tasks, performance on industry benchmarks, strengths
and weaknesses, typical areas of application, as well as
aspects of accessibility, licensing and implementation
complexity. Such a comprehensive approach made it
possible to obtain an integrated understanding of the
potential and limitations of each model for practical
use in the field of automating work with program code.

MATERIALS AND METHODS

The chronological boundaries of the research covered
the period 2020-2025, which corresponded to the
time of release and active development of the respec-
tive models. The study was conducted from February
to May 2025. Attention was paid to comparing results
from independent sources to increase the objectivity
of the conclusions. The method of interpretative anal-
ysis (interpretation of primary sources) was used when
analysing the architectures and the tasks on which
the models were trained. It allowed the intentions of
the developers to be comprehended, the declared and
achieved goals of the models (for example, the empha-
sis of CodeBERT on bimodality vs the generative focus
of Codellama) to be compared, and the correspondence
between the structure of the model and its actual per-
formance in tasks to be assessed. The method of com-
parative analysis was applied, which made it possible
to identify the common and distinctive features of the
models, in particular the basic architecture, type of
transformer and direction of attention. The main are-
as of application of each model, training principles, the

ability to generate text and the specifics of performing
typical tasks were considered. Particular attention was
paid to the flexibility of the models in working with
long contexts, which was of key importance for solving
complex tasks in software development. The charac-
teristics of the training data and training objectives of
the CodeBERT and CodelLlama models were considered,
including the sources and volumes of data, the list of
supported programming languages, training approach-
es,as well as the distinctive features and specialisation.
The functional features of the CodeBERT and
Codellama models were compared, including the pri-
mary focus of operation (code and natural-language
understanding in CodeBERT versus code generation
and modification in Codellama), the types of tasks
the models performed (search, classification, analysis
versus generation, autocompletion, instructions), ar-
chitecture (bimodal encoder versus generative decod-
er), training types (token masking and replaced-token
detection versus autoregressive training, infilling, and
instruction fine-tuning), support for long contexts, as
well as practical application in tasks of understanding
the semantics of code and natural language, analytics,
and developer assistance. This method made it possi-
ble to identify both the functional complementarity of
the models and the limitations in specific contexts of
use. The method of systems analysis contributed to the
integration of individual characteristics of the models
into a general analytical framework for assessing the
relevance to specific tasks in the field of software de-
velopment. The method of structural-categorical anal-
ysis was applied to organise the obtained information
into logical blocks. On its basis, an analytical compari-
son model with a clear classification of parameters was
built. This made it possible to formulate conclusions
regarding the strengths and weaknesses of each model
in the context of specific software-development tasks.

RESULTS

Architectural features of the CodeBERT and CodeLlama
models. The CodeBERT and CodelLlama models repre-
sent two conceptually different approaches to trans-
former architectures in the context of program-code
processing tasks. The CodeBERT model is implemented
as an encoder transformer architecture based on Ro-
bustly Optimised BERT Pretraining Approach (RoBER-
Ta), which, in turn, is an optimised version of BERT. The
main feature of this architecture lies in the use of a
bidirectional self-attention mechanism, which allows
the model to take into account the context both to the
left and to the right of each token simultaneously. This
approach provides deep contextualisation of input se-
quences, which is key for tasks of understanding natural
language and program code, such as semantic search,
classification, similarity comparison, documentation
generation, and the detection of duplicates or errors.
CodeBERT was trained using the masked language
modelling objective, which involves filling in missing
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tokens based on the surroundings. This approach works
effectively for understanding tasks, but it does not sup-
port autoregressive text or code generation - that is,
the model is not able to create sequences token by to-
ken in a logical order. In this way, CodeBERT specialises
in analytical tasks rather than creative synthesis.

By contrast, CodelLlama is built on LLaMA 2 and
uses the classical decoder transformer architecture
with a unidirectional (causal) attention mechanism.
This architecture implements autoregressive language
modelling, where each token is generated sequentially
on the basis of the previous ones, which is a typical
approach for modern large language models. The de-
coder transformer of CodelLlama allows not only the
analysis of provided information, but also the effective
generation of new code, the filling in of infilling, and
the execution of user instructions in Instruct-type var-
iants. Owing to its architecture, CodelLlama supports
the processing of long contexts (up to 100,000 tokens
in modified variants), which makes it possible to work
with large files and entire projects. The model is op-
timised for efficient execution on modern computing
devices, in particular through the use of 16-bit num-
bers (FP16 or bfloatl6). It is also better suited to an
interactive usage scenario, when the user expects the
generation, explanation, or transformation of code in a
dialogue form (Li et al., 2023).
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Thus, the architectural differences between Code-
BERT and Codellama determine not only the techni-
cal aspects of the functioning, but also the strategic
approaches to the application: CodeBERT is optimised
for the understanding and semantic analysis of code,
whereas Codellama is oriented towards generation,
completion and instruction-based programming. These
models represent two opposing approaches to mod-
elling program code: analytical (encoder) and creative
(decoder), which allows these models to be chosen de-
pending on the nature of the task set in the field of
software engineering. In the context of analysing the
architectural foundations of CodeBERT and CodelLlama,
particular attention is deserved by the type of trans-
former architecture on which these models are based.
CodeBERT implements an encoder architecture based
on RoBERTa, oriented primarily towards deep semantic
understanding of code, whereas Codellama is built as
a next-generation decoder model, optimised for code
generation and completion. Table 1 summarises the key
differences between these two architectural approach-
es from the standpoint of the internal structure, princi-
ples of working with context, type of attention and tar-
get application. The comparison presented in Table 1
demonstrates the fundamental difference between the
two main architectural approaches in the field of pro-
gram-code models.

Table 1. Architectural division of CodeBERT and CodelLlama

Characteristic

CodeBERT (Encoder)

Codellama (Decoder)

Basic architecture

RoBERTa (based on BERT)

LLaMA 2

Transformer type

Encoder-only

Decoder-only

Attention direction

Bidirectional

Unidirectional (left-to-right)

Primary application

Semantic understanding

Text/code generation

Training principle

Masked Language Modelling

Causal Language Modelling

Text generation No

Yes

Tasks

Search, classification, error detection

Generation, completion, infilling

Flexibility in long contexts

Low (up to 512 tokens)

High (up to 100,000 tokens)

Source: compiled by the authors based on M. Siavvas et al. (2024)

CodeBERT, as an encoder model with bidirectional
attention, demonstrates high efficiency in tasks relat-
ed to semantic analysis, classification, search, and er-
ror detection in code. However, its limitations in pro-
cessing long contexts and the absence of generative
capabilities narrow the range of its application in mod-
ern dynamic development environments. By contrast,
Codellama, as a decoder model with a causal attention
mechanism, specialises in generative tasks. It demon-
strates an exceptional ability to handle long sequences,
automatic completion and instruction following, which
is critical in the context of modern integrated with de-
velopment environments (IDEs) and programming-sup-
port tools. The unidirectional attention inherent to de-
coder transformers, although it does not provide a full
global analysis of the input text, is compensated by the
model’s ability to “think ahead” in the process of gen-
eration. Thus, the architectural choice directly affects

Bulletin of Cherkasy State Technological University, Vol. 30, No. 4, 2025

the range of tasks with which the model can work ef-
fectively and determines its functional specialisation:
encoder models such as CodeBERT remain effective in
analysis scenarios, whereas decoder models such as
CodeLlama take on the role of universal generators of
program text.

Model scale and number of parameters. The avail-
ability of models of different scales is an important
aspect when selecting a particular architecture for ap-
plications with different requirements for performance,
resources, and accuracy. A model’s scale is determined
primarily by the number of parameters - the number
of weight coefficients that it optimises during train-
ing. CodeBERT is presented as a single base model, the
size of which is approximately 125 million parame-
ters. Such a scale provides sufficient performance for
a wide range of code-understanding tasks, including
semantic search, classification and defect detection,
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while remaining relatively compact and suitable for
deployment on standard computing resources. In con-
trast, CodeLlama offers several scalable model variants
that vary significantly in size and computational re-
quirements. Among these, the most common versions
have approximately 7 billion, 13 billion and 70 billion
parameters (Codellama-7B, CodelLlama-13B, Codella-
ma-70B respectively). This differentiation allows users
to choose a model depending on the specifics of the
task: smaller versions are optimal for integration into
environments with limited resources and needs for fast
responses, whereas large models provide maximum

accuracy, flexibility in code generation and support for
complex contexts. This scalability of CodeLlama reflects
the general trend of modern large language models,
where variability in model size helps to balance perfor-
mance and accessibility, and also allows solutions to be
gradually adapted to the requirements of specific engi-
neering tasks (Bhandari et al., 2025). Thus, the availabil-
ity of several CodelLlama variants significantly expands
the potential of its application compared with the fixed
architecture of CodeBERT. Table 2 below summarises
the main model variants by number of parameters and
the intended use.

Table 2. Model variants by number of parameters

Model Number of parameters Purpose
CodeBERT ~125 million Fixed size, oriented towards code understanding
CodelLlama-7B 7 billion Lightweight model for fast tasks and limited resources
CodelLlama-13B 13 billion Balance between performance and resources
CodelLlama-70B 70 billion Maximum accuracy and support for complex tasks

Source: compiled by the authors based on A. Gurjar et al. (2023), G. Bhandari et al. (2025)

The table shows that CodeBERT has a fixed size of
about 125 million parameters, which makes it compact
and more accessible for use on standard hardware. This
ensures high speed and ease of integration, but impos-
es limitations on the scale of tasks. By contrast, CodeL-
lama offers three main versions that differ in the num-
ber of parameters, from 7 to 70 billion. This approach
allows developers to choose the model that best meets
the needs and available computing resources. Versions
with a larger number of parameters provide higher
accuracy and a better ability to handle complex tasks,
but require more powerful equipment for training and
inference. Hence, the availability of scalable Codella-
ma variants makes it a flexible tool for a wide range
of applications, from lightweight projects to large, re-
source-intensive Al systems. At the same time, Code-
BERT remains an effective solution for tasks focused on
the understanding and analysis of code with moderate
hardware requirements.

The processing type in the CodeBERT and Codella-
ma models determines the primary way of interacting
with code and, accordingly, influences the application
in various Al-for-programming tasks. CodeBERT is a
model with an encoder architecture oriented towards
code understanding. Its primary task is the analysis, in-
dexing and semantic representation of code to perform
tasks such as code search, classification, documentation
generation, and the detection of defects and clones.
This model is not intended for generating new code,
but focuses on deep semantic understanding of exist-
ing program constructs, which provides high-quality
support for intelligent analysis. CodelLlama, by contrast,
is built on a decoder architecture and is optimised for
code generation. It is able to create new code, supple-
ment existing fragments, perform infilling (filling in
missing parts of code) and follow user instructions in
the course of generation. Owing to its scalability and

support for long contexts, CodelLlama effectively copes
with complex tasks of autocompletion, the creation of
software modules and even the writing of full-fledged
programmes (Gain et al., 2025). Hence, the main differ-
ence in processing type lies in the fact that CodeBERT
specialises in the understanding and analysis of code,
whereas CodelLlama is intended for generative tasks
that require the creative creation and modification of
program code. The choice between these models de-
pends on the developer’s specific needs: analysis of ex-
isting code or generation of new code.

Training data for the CodeBERT and CodelLlama
model. The CodeBERT and CodelLlama models differ sig-
nificantly in the sources, volumes, and types of training
data, which affected the capabilities and areas of appli-
cation. CodeBERT was trained on open GitHub reposito-
ries within the CodeSearchNet methodology. The total
volume of data amounted to about 2.1 million bimodal
“natural language - programming language” (NL-PL)
pairs and approximately 6.4 million unimodal functions
without accompanying documentation. The main pro-
gramming languages represented in the data included
Python, Java, JavaScript, PHP, Ruby and Go. The model
was trained on two main tasks: masked language mod-
elling (MLM), which consists in predicting masked ele-
ments in natural and programming languages, and the
replaced token detection (RTD) task, which promotes
better contextual understanding.

In turn, CodelLlama used deduplicated open data
from GitHub, Stack Overflow and other sources, includ-
ing textual discussions and code explanations. The vol-
ume of training data for models of different sizes ranged
from 500 billion tokens for the 7B-34B versions to
1 trillion tokens for the 70B model. Approximately 85%
of these data were code, 8% - natural language relat-
ed to code, and 7% - general natural language. Codel-
lama supports a wide set of programming languages,
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such as Python, C++, Java, PHP, TypeScript, C#, Bash and
others. For the Codellama-Python versions, around
100 billion Python-oriented tokens were additional-
ly used. The training strategy included autoregressive
next-token prediction, infilling (predicting missing code
fragments), instruction fine-tuning, which enabled the
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model to respond effectively to assistant-style prompts,
as well as fine-tuning for long-context operation (up
to 16 thousand tokens) using adapted RoPE positional
encoding. For clarity, a comparative table of the main
characteristics of the training data and training objec-
tives of the models is provided (Table 3).

Table 3. Main characteristics of the models’ training data and training objectives

Characteristic CodeBERT

CodelLlama

Data sources

Open GitHub repositories (CodeSearchNet)

GitHub, Stack Overflow, textual discussions,
code explanations

Data volume . 5
unimodal functions

~2.1 million bimodal NL-PL pairs, ~6.4 million

500 billion tokens (7B-34B versions),
1 trillion tokens (70B version)

Programming languages

Python, Java, JavaScript, PHP, Ruby, Go

Python, C++, Java, PHP, TypeScript, C#, Bash
and others

Training objectives of substituted tokens)

MLM (token masking), RTD (detection

Autoregressive prediction, infilling, instruction
fine-tuning, long-context fine-tuning

Features

Balance between NL and PL, focus
on semantic understanding

Predominantly code, emphasis on generation
and interactivity, support for long contexts

Specialisation General model

without language-specific adaptation

Separate variants for Python
with additional training

Source: compiled by the authors based on B. Gain et al. (2025)

The comparison shows substantial differences
in the models’ training strategies. The data scale for
CodelLlama was much larger - from hundreds of billions
to a trillion tokens - whereas CodeBERT was trained on
2-3 billion tokens. This provided CodelLlama with better
generalisation and code-generation capabilities across
diverse scenarios. CodeBERT demonstrated a balance
between natural language and programming language,
making this model more effective for code-search
tasks based on natural-language queries. By contrast,
Codellama was oriented predominantly towards deep
understanding and code generation, which was reflect-
ed in the use of autoregressive training and additional
fine-tuning methods. CodelLlama also showed greater
flexibility thanks to support for long contexts and an
“assistant” mode of operation, enabling complex pro-
gramming tasks to be performed interactively. Code-
BERT, meanwhile, was more directed towards contex-
tual understanding and the formation of high-quality
code representations.

Capabilities and tasks of the CodeBERT and CodeL-
lama models. The different architectures and training
strategies of the CodeBERT and Codellama models de-
termined the different roles in the field of “code intelli-
gence”. CodeBERT was created as a bimodal model that
combines the understanding of natural language and
programming language. The main goal of CodeBERT is
to form high-quality joint representations for text and
code, which makes it possible to perform effectively
tasks related to code search using natural-language
queries, automatic documentation generation, and the
study of links between natural language and code. The
model showed high results in code-clone detection,
defect and vulnerability identification, as well as in
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correcting simple errors in code. In general, CodeBERT
is directed towards universal understanding and analy-
sis of existing NL-PL artefacts. By contrast, CodelLlama,
thanks to its generative decoder architecture and the
significant volume of training data, was oriented towards
a wide range of tasks for creating and modifying code.
It was able to generate code fragments from a descrip-
tion, complete code in real time, and also perform the
filling of missing parts of code between a given context.
The model also helped with debugging, code explana-
tion and the execution of natural-language instructions,
which made it a powerful tool for interactive developer
support. Of particular note is Codellama’s ability to pro-
cess very large contexts, which is a key advantage when
working with large codebases (Ghaemi et al., 2024).

Comparative analysis shows that CodeBERT was
oriented towards tasks requiring a deep understand-
ing of the relationship between natural language and
code, in particular search, documentation and analytics.
CodelLlama was more effective in generative tasks re-
lated to creating, supplementing and modifying code
based on natural-language context. This difference
followed from the basic architectural decisions and
training approaches of the models: CodeBERT, as an
encoder-bimodal model, focuses on understanding and
representations, whereas Codellama, being a genera-
tive decoder, specialises in autoregressive generation,
infilling and working with instructions. Therefore, the
choice between these models should be based on the
specifics of the particular tasks and the functional re-
quirements. Below is a comparison of the main func-
tional features of the CodeBERT and Codellama mod-
els, showing the differences in architecture, training
approaches and task types (Table 4).
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Table 4. Functional features of the training approaches of the CodeBERT and CodelLlama models

Characteristic CodeBERT CodeLlama
Primary focus Understanding ncaot(;,leral language and Generation and modification of code

Task type

Search, classification, analysis

Generation, autocompletion, instructions

Architecture

Encoder-bimodal

Generative decoder

Training type

Token masking (MLM), detection of
substituted tokens (RTD)

Autoregressive training, infilling,
instructions

Support for long contexts

Limited (up to 512 tokens)

High (up to 100 thousand tokens)

Application

Understanding NL-PL semantics,
analytics

Code creation, interactivity,
developer assistance

Source: compiled by the authors based on A.Tehrani et al. (2024)

Analysing the presented data, it can be noted that
the main difference between the models lay in the
orientation and architectural base. CodeBERT, as an
encoder-bimodal model, was created for deep under-
standing and alignment of natural language with code,
which makes it optimal for tasks related to search,
classification, and defect detection in code. Its limited
support for long contexts imposed certain constraints
on working with large files or projects. By contrast,
CodelLlama, based on a generative-decoder architec-
ture and trained on huge volumes of data, specialised
in creating and modifying code. It successfully coped
with autocompletion tasks, the generation of new frag-
ments, and also executed complex instructions, which
made it an indispensable tool in the development pro-
cess. Thus, the choice between CodeBERT and Codel-
lama should be based on the user’s specific needs: for
understanding, analysis and search tasks - CodeBERT
is better suited, and for generation and active develop-
ment support - CodelLlama.

Performance results on standard benchmarks.
Evaluation of the performance of the CodeBERT and
CodelLlama models on standard benchmarks was a key
stage for understanding the strengths and weaknesses,
as well as for determining the sphere of the effective
application. It is worth noting that significant chang-
es in the evaluation landscape took place between the
release moments of these models, which affected the
comparison of the results. CodeBERT, released earlier,
set new standards in several important NL-PL tasks. In
particular,on the CodeSearchNet benchmark it achieved
state-of-the-art (SOTA) performance in code search by
natural-language queries (by the MRR metric) and doc-
umentation generation (BLEU-4) for six programming
languages. Within CodeXGLUE the model showed high

results in code-clone detection (F1=94.1, MAP=82.67),
as well as in defect classification (accuracy 62.08%). It
also showed decent results in code translation between
Java and C# (CodeBLEU 85.10/79.41) and confirmed su-
periority over the RoBERTa model in specialised NL-PL
probing tasks. At the same time, CodeBERT is not ori-
ented towards the generation of functional code, and
to participate in such tasks it should be integrated into
an encoder-decoder architecture.

By contrast, CodelLlama, thanks to its generative ar-
chitecture and training scale, set new records among
open models in code generation. On the HumanEval
and MBPP benchmarks, the model demonstrated signif-
icantly better performance: pass@1 reached 67.8% in
the 70B-Instruct version and 65.6% in the 70B-Python
version. Even smaller variants, for example Python 7B,
showed performance surpassing large models such as
Llama 2 70B. CodeLlama also exhibited strong results in
multilingual code generation on the MultiPL-E bench-
mark, outperforming models such as StarCoder and Co-
deGen-Multi. For description generation in CodeXGLUE
the model demonstrated results close to the industry
leaders (BLEU about 20-21), and also showed high
scores in algorithmic programming tasks, code-security
assessment and other complex tasks (Shi et al., 2024).
Direct comparison of the models confirmed the differ-
ent specialisation: CodeLlama prevailed in generative
tasks (HumanEval, MBPP), while CodeBERT performed
better in understanding tasks such as code search or
the detection of clones and defects. The results for code
translation (CodeBLEU) demonstrated the advantage of
CodeBERT, while in code search it also retained leader-
ship (Table 5). The evaluation of CodelLlama in clone or
defect detection tasks was still insufficiently represent-
ed in public sources.

Table 5. Comparison of the performance of the CodeBERT and Codellama models on standard benchmarks

Benchmark Task Metric CodeBERT (125M) CodelLlama (variant/size)
HumanEval Pg;:zg;%‘:]e pass@1 data it;stegf%giratlrc;tr:;ggl was Up to 67.8% (70B-Instruct)

epp | PRNOTE | gy | SRS O | o g5 108y
MultiPL-E Mulgt!inr;?;;t):‘ode pass@1 data itéstegftﬁg{airl];t?sigsl Was 1 sota among open models
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Continued Table 5.

Benchmark Task Metric CodeBERT (125M) CodelLlama (variant/size)
CodeXGLUE . data absent or the model was
(BigCloneBench) Clone detection F1 941 not officially tested
CodeXGLUE . data absent or the model was
(Devign) Defect detection Accuracy 62.08 not officially tested
Description
(C()C(;);Se;(?lc':ﬁet) generation BLEU-4 SOTA at the time of release ~20.4 (7B),~21.1 (13B)
(Python)
CodeXGLUE
(CodeTrans Code translation CodeBLEU 85.10 N/A (used in RAG studies)
Java—C#)
CodeXGLUE Code search MRR ~0.724 data absent or the model was
(CodeSearchNet) NL—PL ’ not officially tested

Notes: RAG - retrieval-augmented generation

Source: compiled by the authors based on J. Shi et al. (2024),Z. Su et al. (2024)

The table shows that CodeBERT and Codellama
differed in task spectrum and results. CodeBERT was a
powerful model for code-understanding tasks, in par-
ticular search, defect and clone classification, as well as
code translation, which corresponded to its encoder ar-
chitecture and bimodal training. Its results on the corre-
sponding benchmarks remained competitive even after
the appearance of newer models. By contrast, Codel-
lama significantly prevailed in generative tasks, espe-
cially in creating code from a description, autocomple-
tion, and instruction following. Its outstanding scores
on HumanEval and MBPP confirmed high efficiency in
Python-code generation tasks, where CodeBERT is not
applied. CodelLlama also demonstrated excellent re-
sults in multilingual code generation, which makes it
a versatile tool for developers with different language
stacks. The absence of public results for CodeLlama in
classical clone and defect-detection tasks complicates
a full comparison, but the existing data underline that
these models are oriented towards different aspects
of “code intelligence”. CodeBERT specialises in analysis
and understanding, whereas Codellama - in function-
al generation and working with long code contexts. In
addition, the difference in the years of the models’ re-
lease and the respective evaluations is important for
interpreting the results: CodeBERT was evaluated on
tasks relevant in 2020, while CodelLlama - on newer
generative benchmarks that reflect current challenges
and needs in development. It is worth noting that for
CodeBERT (125 M) there are no official data on perfor-
mance on the HumanEval, MBPP and MultiPL-E bench-
marks, since the model was not tested on these tasks
at the time of publication. This is explained by the fact
that CodeBERT was originally developed mainly for
code-understanding, search, classification and analytics
tasks, rather than for Python-code generation or mul-
tilingual generation. Therefore, direct comparison with
Codellama in these generative tasks is impossible, and
the results show the specialisation of the models for
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different types of tasks: CodeBERT - for analysis and
understanding of code, CodelLlama - for generation and
working with long contexts.

Analysis of competitive advantages and challenges
of model application. A deeper analysis of the CodeBERT
and CodelLlama models makes it possible to identify the
key advantages and disadvantages, which were deter-
mined by differences in architecture, scale, training data
and period of creation. CodeBERT has clear advantages in
specialised bimodal understanding, since this model was
designed for the efficient modelling of the semantic link
between natural language and programming language.
Due to to bimodal training and the Replaced Token De-
tection (RTD) objective, it shows good results in tasks
that require such matching, and also demonstrates effi-
ciency in forming robust code representations (Zhang et
al., 2025). This makes it a powerful tool for code under-
standing tasks, for example in clone or defect detection.
In addition, CodeBERT has become an important starting
point for further research and the development of more
complex models, such as GraphCodeBERT, which take
code structure into account. An important advantage is
the model’s accessibility - it has 125 million parame-
ters, is distributed under the Massachusetts Institute of
Technology (MIT) licence and is relatively easy to deploy
and fine-tune even on standard hardware. At the same
time, CodeBERT has a number of limitations. The model
is outdated by modern standards, as it was developed in
2020, and it has a rather small size of 125 million pa-
rameters, which limits its ability for complex reasoning
or generation. As a RoBERTa-based encoder, it has limit-
ed code-generation capabilities and requires additional
architectural solutions for extended generative function-
ality. The context window is limited to 512 tokens, which
does not allow it to work effectively with long code files
or large projects. The model also has limited language
diversity, having been trained on only six program-
ming languages, which is inferior to more large-scale
modern models.
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By contrast, CodeLlama is distinguished by high
code-generation quality and is a leader among open
models on the HumanEval and MBPP benchmarks. The
model is specially optimised for code autocompletion,
enabling it to add fragments intelligently into an ex-
isting context, which is particularly useful when IDEs.
Codellama is presented in several scales - from 7 to 70
billion parameters - allowing users to balance perfor-
mance and computational cost. It supports the process-
ing of very long contexts up to 100,000 tokens, which
expands the scope of application from working with
large codebases to complex analysis and debugging. In-
struction-tuned variants provide an intuitive interface
through natural language, enabling zero-shot program-
ming and making deployment safer. Special attention is
paid to specialisation in Python,where the model shows
even better performance. Importantly, CodelLlama is an
open model, and its code and weights are available
under a community licence, which promotes academic
research and commercial use (Yong et al., 2025). How-
ever, CodelLlama also has its drawbacks. Like all large
LLMs, it may generate inaccurate, biased or undesirable
content, which requires careful monitoring during use.
Large variants of the model require significant hard-
ware resources, including complex distributed comput-
ing for inference and fine-tuning. The Llama 2 Com-
munity licence provides restrictions for organisations
with more than 700 million active users, which creates
barriers to mass commercial use. The model is also less
oriented towards bimodal tasks, therefore its effective-
ness in semantically matching natural language with
code is inferior to CodeBERT, although larger scale can
partially compensate for this difference.

Therefore, the analysis of these models indicates
the presence of a trade-off between specialisation and
versatility. CodeBERT is a highly specialised model, op-
timised for deep understanding of the relationship be-
tween natural language and code, which provides high
performance in narrowly specialised tasks. At the same
time, its limited scale and architectural features signif-
icantly narrow the scope of application. CodelLlama, in
turn, thanks to powerful scaling, support for autocomple-
tion and long contexts, as well as a variety of variants, is
a more versatile tool for generating and analysing code
in many programming languages. The factor of time and
technological progress played a key role: CodelLlama is
a newer, technically more advanced model with func-
tionality that was unavailable at the time CodeBERT ap-
peared. At the same time, the drawbacks of CodelLlama
related to hardware requirements, safety and licensing
are characteristic of modern large models. At the time
of its release, CodelLlama was the state-of-the-art open
generative code model, whereas CodeBERT retained its
value as an accessible and efficient solution for special-
ised code-understanding tasks (Ghaemi et al., 2024).

The different strengths and weaknesses of the
CodeBERT and Codellama models determine the
optimal areas of application within the software

development life cycle. CodeBERT is particularly effec-
tive in tasks that require a deep understanding of the
relationship between natural language and code, such
as semantic code search, where it helps to create sys-
tems that allow developers to find relevant examples
or functions using natural-language queries, thereby
improving code search and reuse. It is also useful for
automated code documentation, generating docstrings,
comments or summaries, which improves the readabil-
ity and maintainability of projects. CodeBERT is effec-
tive in detecting code clones - duplicated or similar
blocks — which helps with refactoring and maintaining
consistency, and it is also used for defect and vulner-
ability detection, becoming a key component of tools
that analyse code for potential security issues, especial-
ly after additional fine-tuning on relevant datasets. In
addition, it provides reliable code representations that
underpin program analysis and various static-analysis
tasks that require an understanding of code semantics.

In contrast, CodelLlama stands out for powerful
generative capabilities and extended features, which
makes it useful for code generation and completion.
Acting as an Al programming partner, it generates
boilerplate code, implements functions based on de-
scriptions and provides autocompletion hints in de-
velopment environments. CodelLlama supports code
infilling — seamless insertion of fragments into already
existing files — which is useful for completing function
bodies or filling templates. Instruction-tuned variants
allow interaction with developers through natural-lan-
guage commands to perform tasks such as refactoring,
optimisation, unit-test generation or code explanation.
The model also assists in debugging, helping to detect
and eliminate errors, explain complex sections and
suggest fixes. CodelLlama is useful as an educational
tool, helping programming newcomers by generating
examples, explanations and help with exercises. It is
effective when working with large codebases, using the
long context window for analysis, refactoring and code
generation that requires understanding of relation-
ships between large parts of a project. It is particularly
worth highlighting the specialised Codellama-Python
versions, which are optimised for high performance and
accuracy in Python projects (Shi et al., 2024).

Thus, CodeBERT and Codellama complement each
other rather than being complete substitutes. Code-
BERT is most often useful before writing code or after
it has been created, performing functions of searching
for existing solutions, documentation and analysis, fo-
cusing on the understanding and analysis of already
existing artefacts. CodeLlama, meanwhile, is a valua-
ble assistant during active coding - it helps to gener-
ate, supplement, modify code and debug it, acting as
an interactive assistant similar to GitHub Copilot. An
ideal Al software-development environment could in-
clude both types of models: CodeBERT for search and
static analysis, and CodelLlama for interactive genera-
tion and code support.
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Infrastructure and licensing conditions for model
deployment. Against the backdrop of rapidly develop-
ing Al, model availability is one of the key factors that
determine the practical value, uptake in academic and
industrial environments, and the pace of integration
into applied solutions. This aspect covers not only the
physical availability of models in open repositories, but
also the licensing conditions, technical requirements
for the deployment, and the barriers that may arise due
to legal or infrastructural constraints. In this context,
the CodeBERT and Codellama models demonstrate two
different approaches to openness, usage regulation and
technical accessibility, which leads to significant differ-
ences in the application.

CodeBERT, developed by researchers at Microsoft
Research, is an example of high accessibility from both
a technical and legal perspective. The model, togeth-
er with its pre-trained weights (including the versions
microsoft/codebert-base and microsoft/codebert-base-
mlm), is freely hosted on the GitHub and Hugging Face
Hub platforms, which greatly simplifies downloading,
use and integration into various systems. Moreover,
openness extends to subsequent developments, such
as GraphCodeBERT, which demonstrates consistency in
the open-access policy. CodeBERT is distributed under
the MIT licence - one of the most liberal open licenc-
es — which allows any use, including commercial, as
well as modification and redistribution, provided that
the relevant copyright notices are preserved. This cre-
ates a favourable legal environment for its deployment
in both academic research and business products, im-
posing virtually no restrictions on the end user (Yong et
al., 2025). From a technical point of view, CodeBERT is
built on the RoBERTa architecture with around 125 mil-
lion parameters, which makes it relatively compact
among modern transformer models. This ensures effi-
cient use of computing resources and allows both infer-
ence and fine-tuning even on standard consumer hard-
ware, including a single mid-range GPU. Compatibility
with popular libraries such as Hugging Face Transform-
ers further simplifies integration into existing develop-
ment environments and facilitates rapid deployment
across infrastructures of varying scale.

By contrast, CodelLlama, created by Meta, although
positioned as an open tool, in practice has more com-
plex legal and technical conditions of use. The model
is distributed under the Llama 2 Community Licence,
which, although allowing research and commercial use,
includes a number of significant restrictions. In par-
ticular, companies with a large user base (more than
700 million monthly active users) must enter into a
separate commercial agreement with Meta, which sig-
nificantly complicates its use in large-scale industrial
products. In addition, the licence contains an accept-
able-use policy that imposes additional regulatory re-
quirements on user conduct, as well as restrictions on
the use of the model or its outputs to train or improve
other large language models, apart from the Llama 2
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family. Thus, Meta’s licensing model entails a certain
legal complexity that requires careful analysis by com-
panies, especially when implementing long-term or
large-scale solutions.

From the perspective of technical accessibility,
CodelLlama is notable for high scale and corresponding
resource requirements. Models in this series, from 7B
to 70B parameters, are available for download, includ-
ing via the Hugging Face Hub, but the effective deploy-
ment varies according to size. The smallest model (7B)
can still be run on a single modern GPU, but larger
modifications - especially 34B and 70B - require se-
rious computing infrastructure, including multi-GPU
configurations, model parallelism, and in some cases
distributed computing. Such technical complexity not
only increases implementation costs but also reduces
the model’s accessibility for a wide range of research-
ers and companies that do not have the appropriate
hardware base. Although the official inference code is
also hosted on GitHub and supports integration with
standard libraries, practical deployment remains sig-
nificantly more complex compared with CodeBERT
(Bhandari et al., 2025).

Overall, the existing differences in the accessibility
of CodeBERT and CodelLlama indicate two contrasting
strategies for Al openness. The former model demon-
strates an example of maximum flexibility, simplicity
and legal neutrality, which promotes wide engagement
of users from different environments. The latter model,
although providing exceptionally powerful capabilities,
simultaneously requires a high level of responsibility
from the user, resource provision and readiness to com-
ply with regulatory frameworks. This difference is impor-
tant when choosing a model, as it directly affects its ap-
plicability in a particular research or commercial context.

DISCUSSION

Analysis of the latest scientific publications shows ac-
tive development of methods for applying LLMs to pro-
gram analysis tasks, in particular vulnerability detec-
tion, automated assessment, code summarisation and
transformation of code structures. Such works demon-
strate a shift of emphasis from classical heuristic ap-
proaches to the use of transformers, adapters, federated
learning and hybrid context analysis. This underlines
the relevance and value of the present study, which
also evaluates the performance of modern LLMs, in
particular CodeBERT and Codellama, in a code context,
including architectural and applied aspects.

For example, in the article by Z. Su et al. (2024),
the Codeart technique was proposed, which improves
the performance of code models under conditions of
missing semantic symbols such as variable names or
comments. The authors used an attention regularisa-
tion mechanism that helps the model to identify struc-
tural patterns better, even in simplified or obfuscat-
ed code. Compared with the present study, this work
is likewise aimed at increasing model reliability in a
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“non-standard” environment; however, it focuses less
on automated vulnerability detection or patch gener-
ation and instead emphasises improvements in model
training. In the study by Y.Zhang et al. (2025), the MMF-
Detect method was developed, based on a multimodal
combination of features for detecting WebShell scripts
that evade traditional detection methods. The model
combines different types of features — from structural
to semantic - and uses deep architectures to create
fused vector representations. Compared with the pres-
ent study, this work demonstrates an alternative ap-
proach to threat detection that can be integrated into
LLM systems, which was also proposed as a promis-
ing direction - combining LLMs with detectors based
on fusion representations to increase accuracy. In the
publication by C. Yong et al. (2025), a smart-contract
generation model is considered that combines code
annotations with AST trees and a modified LSTM archi-
tecture. The authors emphasise the importance of us-
ing semi-structured description and syntactic parsing
to improve the safety of automatically generated code.
Compared with the present study, this work integrates
syntactic structures more deeply into the generation
process, indicating potential synergy between AST
mechanisms and LLMs, which is considered promising
for improving the accuracy of safe code generation in
vulnerability-fixing tasks.

In the work of K. Mohamed et al. (2024), the effec-
tiveness of using LLMs for automated assessment of
programming tasks is considered. The authors focused
on the practical application of models in learning sys-
tems, finding high accuracy and flexibility of such mod-
els. The approach was based on comparing manual
and automated assessment, which made it possible to
identify limitations in the generalisability of solutions.
By contrast, the present study is focused not on edu-
cational systems but on the technical features of code
generation and understanding in engineering tasks. At
the same time, the study by W. Luo et al. (2025) concen-
trates on privacy issues in training LLMs for software
code fixing, in particular through federated learning
approaches. The authors found that local training pre-
serves data privacy without a significant loss of model
quality. In the context of the present study, these results
are important as an example of a trade-off between
performance and security - an aspect that was partially
considered in the current comparison of models.

Z.Zhou et al. (2024) proposed an approach to gen-
erating structured textual descriptions of code based on
hybrid context. The method was based on integrating
lexical, syntactic and semantic signals, which made it
possible to create more accurate explanations of func-
tions. This significantly improves the model’s capabili-
ties in documentation tasks. In the present study, mod-
els capable of similar tasks are considered, but the main
attention is paid to the overall architecture and multi-
functionality. |. Saberi et al. (2025) presented the AdvFu-
sion method, which uses adapters for transfer learning

in code summarisation tasks. The authors achieved
improvements without the need for full model retrain-
ing, reducing computational costs. This approach is rel-
evant to the current analysis of adaptive LLMs, particu-
larly in comparison with CodeBERT. The present study
also recorded the advantages of architectures that allow
modular adaptation to specific tasks. In turn, Z. Qin et
al. (2025) developed the CLNX model for detecting vul-
nerable commits in C/C++ code, combining code analy-
sis and natural language. The approach demonstrates
an effective combination of structural analysis with tex-
tual representations. This is consistent with the present
observation that models that take into account context
and meta-information show higher accuracy in security
tasks. However, the analysis conducted here was broad-
er and covered model architectures as a whole.

S.M. Taghavi Far & F. Feyzi (2025) carried out a
thorough review of models for detecting software vul-
nerabilities, classifying existing techniques, datasets,
and metrics. The researchers pointed to the limitations
of existing LLMs in the field of explainability and over-
all consistency of results. This confirms some results
of this work regarding the limitations of CodelLlama in
high-precision vulnerability-analysis tasks. However, in
this case, a deeper comparison of models on practi-
cal tests was made. S. Shimmi et al. (2024) presented
the VulSim method, based on multidimensional vec-
tor similarities, for detecting vulnerabilities in code.
The authors used embeddings of neighbouring code
elements as the basis for similarity, which is innova-
tive for semantic analysis. This approach shows a step
towards interpretable analysis, but requires powerful
computational resources. In the present study, similar
architectures were evaluated in the context of efficien-
cy on standard benchmarks. B. Xiang & Y. Shao (2024)
investigated the effectiveness of SUMLLAMA models
in generating summaries from bug reports using con-
trastive learning. The results indicate high accuracy in
summarising bug content thanks to specialised adapt-
ers. In comparison, the present study focuses on the
universal capabilities of models such as CodeBERT for
multiple tasks. F. Panebianco et al. (2025) critically as-
sessed the ability of LLMs to detect vulnerabilities, de-
scribing LLMs as “not yet ready” for productive use in
security scenarios. The authors pointed to a high level
of “‘guessing” and instability of responses. These re-
sults are consistent with current observations regard-
ing insufficient determinism in CodelLlama’s outputs,
especially in zero-shot scenarios. This highlights the
need for additional training or post-processing in se-
curity systems. The study by D. de-Fitero-Dominguez et
al. (2024) is devoted to improving automatic debug-
ging of vulnerable code using large language models.
The authors presented new fine-tuning methods and
adaptive mechanisms that increase the accuracy of
patch generation. Compared with the present work,
which investigates the performance of various LLMs
in vulnerability detection and classification tasks, this
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paper offers a more practical aspect of application -
automatic fixing - thereby complementing the conclu-
sions of the present study and showing directions for
further development.

In the publication by M. Zhong et al. (2024), the uni-
versal ComBack dataset was presented, designed to im-
prove the development efficiency of back-end compilers.
The authors emphasised the complexity and diversity of
tasks that the set can cover, allowing different aspects
of compilation optimisation to be modelled. Compared
with the present study, this approach underscores the
importance of high-quality datasets as a foundation for
training LLMs and creating reliable tools for code anal-
ysis and repair. The work of A. Singhal et al. (2025) is de-
voted to using LLMs in a zero-shot mode to extract code
characteristics in JSON format to support RAG systems.
The authors showed that large models can effectively
extract structured features without additional training.
This coincides with the present approach, which evalu-
ates the potential of LLMs for rapid and accurate code
analysis without lengthy fine-tuning. In the article by
0. GCayli (2024) the use of generative Al for preventive
measures and protection against cyber threats, particu-
larly in the field of security vulnerabilities, is considered.
The author emphasises the promise of applying genera-
tive models for active attack prevention and automated
response. Compared with the present study, this work
broadens the context of LLM use with a focus on cyber-
security, confirming the relevance and practical signifi-
cance of implementing such technologies.

In summary, previous studies were mostly applied
or review-oriented and focused on individual aspects
of using LLMs with code: generation, debugging or se-
curity. The aforementioned studies provide valuable
insights into the capabilities of LLMs in specific sce-
narios, but do not offer a holistic comparison of models
of different architectural types across a range of cri-
teria, including architecture, data, metrics and licences
among others. Thus, the present study fills this gap by
providing a systematised analytical overview of Code-
BERT and CodelLlama as representatives of different ap-
proaches to processing code using LLMs,

CONCLUSIONS

In the course of the comparative analysis of the Code-
BERT and CodelLlama models, it was found that each
represents different generations and concepts of lan-
guage models for code. CodeBERT, as a model built on
the RoBERTa transformer, is oriented mainly towards
code understanding tasks such as classification, search,
query-code matching and other kinds of static anal-
ysis. Its performance is stable in a range of standard
tests, and it provides fast training and inference even

REFERENCES

O. Deineha et al.

on limited resources. Its MIT licence creates maximally
open conditions for use in any environment, includ-
ing commercial purposes. By contrast, CodelLlama is
an example of modern large language models built
according to the principles of the LLaMA 2 architec-
ture. It provides high-quality code generation, sup-
ports long contexts, and shows better results in tasks
of auto-completion, instruction-based generation and
multimodal scenarios. However, the model requires
significant hardware resources, especially in the 34B
and 70B configurations, and has a number of restric-
tions defined by the Llama 2 Community Licence, par-
ticularly for large companies. This limits its large-scale
deployment in high-load products without additional
legal interaction with Meta.

To summarise, both models have the unique advan-
tages and are suitable for different purposes: CodeBERT
is suitable for code analysis, research purposes and ed-
ucational tasks in resource-constrained environments,
whereas Codellama is more oriented towards genera-
tion and complex software tasks at industrial scale. The
choice between these models should be based on the
nature of the tasks, available infrastructure capabili-
ties, licensing requirements, and requirements for ac-
curacy or performance. A limitation of this study is the
focus exclusively on the open models CodeBERT and
Codellama, without an in-depth analysis of closed or
commercial solutions such as Copilot (GitHub), Gemini
Code Assist (Google) or Amazon CodeWhisperer. Also,
the work did not consider empirical testing of the mod-
els in real development environments, which limits the
practical assessment of performance. Future research
in the field of code generation using large language
models should focus on improving contextual under-
standing, interpretability, the ability for multistep rea-
soning, integration into the full software development
Llife cycle, as well as support for multimodal inputs and
domain adaptation. Topical issues remain the ethical
use, security, quality control of generated code and li-
censing constraints. Further development of models
like CodelLlama and CodeBERT presupposes not only an
increase in power but also the creation of more trans-
parent, adaptive and responsible solutions for the pro-
fessional software development environment.
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MopiBHANbHUM aHani3 mopenen CodeBERT Ta CodelLlama:
apxiTekTypa, PyHKLIOHaNIbHICTb Ta 3aCTOCyBaHHS
B 3a4a4ax NporpaMHOro KogyBaHHS

OnekcaHap JeiHera

[oktop dinocodii 3 KOMMIOTEPHMX HaYK, BUKNAZAu
XapKiBCbKMI HaLioHanbHWI yHiBepcuTeT iMeHi B.H. KapasiHa
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AHoTauif. AKTyanbHiCTb OCNiAXEHHS 3yMOBNeHa noTpeboto nopisHATH Benmki MoBHI Mofeni CodeBERT i Codellama,
AKi aKTUBHO BMKOPWUCTOBYIOTb A1 aBTOMATU3aLlii reHepauii Ta aHanisy Koay 3 MeTol NiABULEHHS edeKTUBHOCTI 1
SKOCTi NporpamHoro 3abesneyeHHs. MeTot gocnimxkeHHs 6yno BcebiuHe 3icTaBNeHHS apXiTEKTYPHUX, QYHKLiOHaNbHUX
XapakTepucTuk obpaHux MmoBHux Mogenei CodeBERT i Codellama. BukopucraHo iHTepnipeTaTUBHUIA, NOPIBHANBHWIA,
CUCTEMHMIA Ta CTPYKTYPHO-KaTeropiafbHUM aHani3n NS BUBYEHHS apXiTEKTYp, 3aBAaHb Ta PeNeBaHTHOCTI Moaenen.
3piicHeHO BCcebiuHUI nopiBHANBbHUI aHani3 moaenen CodeBERT i Codellama 3a knt4oBMMKM NapaMeTpaMmm:
apxiTektypa mopenei (apxitektypa eHkonep RoBERTa y CodeBERT npotu gekoaepHoi apxiTektypu Llama 2 y
Codellama), MacwTab i Axepena HaBYaNbHUX AAHUX, CNEKTP NiATPMMYBAHUX 3aBAaHb, NPOAYKTUBHICTb HA €TaNOHHUX
6eHuYMapkax, nepeBaru Ta 06MexeHHs, TMNOBI chepu 3aCTOCYBaHHA Ta YMOBM AOCTYNHOCTI M NiLeH3yBaHHS.
Pe3ynbrati nokasanu, Wo pisHMLS B apXiTeKTypi Ta HaBYaNbHUX AaHUX CYTTEBO BM/IMBAE HA eDeKTUBHICTb Moaenen
Y Pi3HMX TUNaX 3aBAaHb, @ TAKOX BU3HAYAE iX NPaKTUYHI MOXAMBOCTI 1 obMexeHHs. Ocobnusy yBary npuaineHo
MUTaHHSM BNPOBAMXXEHHS MOAenen y NpakTUYHI CLeHapii, 3 ypaxyBaHHIM anapaTHUX pecypciB i NiLeH3iMHOI NoniTUKK.
Pe3ynbtati nokasanu, wo Codellama notpebye 3HaYHO BiNblUMX 0B6UYMCHOBANBHUX pecypciB Ans edhekTUBHOI poboTy,
Toni 9k CodeBERT € 6inblu nerkMm y BNpoBaAXeHHI Ha CTaHAApTHOMY 06/1aiHaHHI. Takox 6yno BCTaHOBMEHO, LLO
niuensiriHi ymoeu Codellama € 6inbly 06MeXYBaNbHUMMU, LLLO MOXE YCKNAAHWUTU MOr0 BUKOPUCTAHHS Y KOMEpPLiMHUX
NpoEKTax, Ha BiaAMiHy Big CodeBERT i3 BiakpuTol niueHsi€. 3pobaeHO BUCHOBOK, WO Ui MOLENi BUKOHYOTb
nepeBaXHO B3aEMOAONOBHIOBANbHI PyHKLii: CodeBERT € epekTMBHUM iHCTPYMEHTOM 419 33/1a4 PO3YMiHHS KOAyY, TOAI
gk Codellama peMOHCTpye BMCOKi pe3ynbTaT B 3a4a4ax reHepaldii. Y BACHOBKAX OKPEC/IEHO BUKJIMKU I MePCNeKTUBU
pPO3BUTKY MOAenei HOBOro MOKOMIHHS 3 MY/bTU33aAAYHICTIO Ta MYILTUMOAANbHICTIO. [TpakTMYHA LiHHICTL — fonomora
po3pobHMKaM i AOCNiIAHUKAM Yy BUDOPi ONTUMANbHOMO iHCTPYMEHTY 3 ypaxyBaHHAM TEXHIUHMX i NiLEH3IMHMX acnekTiB

KniouoBi cnoBa: Benvki MOBHiI Mopeni; eHTpaHCPOpMepHa apXiTeKkTypa; LeKOAepHa apXiTeKTypa; CUCTEMHUI Ta
(YHKLiOHaNbHMIA aHani3; oNTMMi3aLiiHa MoLeNb; CTAaTUCTUYHUI aHani3; 06pobka NpupoaHOT MOBM
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Abstract. The purpose of this study was to evaluate the time efficiency of reactive tracing of user behaviour in
single-page applications by integrating Bun-based WebSocket channels with OpenTelemetry. The methodology
included creating a prototype application in React, high-frequency monitoring and aggregation of SCADA data,
building and optimising a 64-32-16 neural network in TensorFlow, simulations in MATLAB/Simscape, and statistical
analysis using Theil-Sen regression, Seasonal and Trend decomposition, Brown-Forsyth test, two-factor analysis of
variance, bootstrap permutation, Dickey-Fuller test, and Kaplan-Meier survival curves. The findings revealed that
the combination of Hypertext Transfer Protocol with binary serialisation in Protocol Buffers format provided the
lowest event detection latency, which averaged 45.09 milliseconds, and the lowest transmission latency, which
reached only 62.83 milliseconds in the form-filling scenario. At the same time, the combination of websockets with
JavaScript Object Notation text format demonstrated the highest latency, with an average event detection rate of
69.99 milliseconds and transmission latency of up to 88.1 milliseconds, as well as the highest variability in response
time. Statistical analysis confirmed the substantial differences between all configurations: the results of the analysis
of variance revealed extremely high F-statistics for both indicators with a p-value of less than 0.000001, indicating
that both the protocol and the serialisation format have a real impact on the time efficiency. Additionally, the study
found that the event detection delay and the transmission delay were independent variables, as the correlation
coefficients stayed close to zero in all cases. Thus, the most suitable configuration for high-frequency telemetry
systems was a hypertext protocol with a binary Protocol Buffers format, which ensures not only minimal time delays
but also stability in loaded environments. The practical significance of the findings lies in the possibility of using
them by performance engineers, front-end architects, and developers of monitoring systems to create efficient and
scalable solutions focused on analysing user behaviour in real time

Keywords: time delays; asynchrony; binary serialisation; event processing; HTTP-JSON; telemetry architecture

INTRODUCTION

Modern single-page web applications (SPAs) are a key  such systems puts a significant strain on tracing and
element of the digital landscape, requiring not only in-  analysis engines, which can lead to delays in telemetry
teractivity but also an accurate understanding of user  collection. Reliable response to user behaviour is critical
behaviour in real time. The high frequency of events in  for system performance, interface validation, and error
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monitoring. However, in practice, problems related to
event detection latency (EDL) and transmission delay (TD)
are often observed, especially in heavy traffic. Similar prin-
ciples of behaviour-focused digital monitoring have also
been demonstrated in engineering domains, where dig-
ital-twin-based situational tracking is applied to assess
dynamic responses of complex structures (Kaliiukh et
al., 2025). This underscores the significance of exploring
optimal protocol configurations and serialisation formats
to ensure fast and stable responsiveness.

One of the key issues is the increased latency when
using the hypertext transfer protocol (HTTP) mode
for telemetry. A. Thakur & M. Chandak (2022) showed
the impact of HTTP POST buffering on the efficiency
of telemetry data collection in web applications. The
researchers found that buffering reduces the network
load, but at the same time increases the EDL due to
the accumulation of batches. Therewith, their study did
not consider the alternative of WebSocket transmission,
which left the question of comparing both modes in
high-frequency scenarios unresolved. Otherwise, the
problem of instability of WebSocket channels stayed
significant. According to PM.S. Sanchez et al. (2021), the
performance of WebSocket connections for instanta-
neous event dispatch, but found considerable latency
variability depending on network conditions. Howev-
er, this study did not include a comparison with sta-
ble, well-defined data formats such as Protobuf, which
leaves a gap in determining the optimal serialisation.

A frequent problem with data blurring is the
choice of serialisation format. As shown by C. Wang et
al. (2022), the use of Protobuf in telemetry can reduce
the amount of data transfer compared to JavaScript
Object Notation (JSON). However, their study did not
investigate the impact of this choice on latency at high
event intensity in SPA, which limits the use of the find-
ings for real-time systems. Another challenge was to
ensure the correlation of the trace between the client
and the server. C. Huang et al. (2022) showed that the
integration of Openlelemetry into browser-based SPA
applications demonstrated the ability to track event
chains. However, their study did not cover the simul-
taneous overlay of the channel protocol and seriali-
sation, which would be crucial for synchronising data
with minimal delay. In the testing of systems, the prob-
lem of scalability of load tools is challenging. Accord-
ing to F.lori et al. (2023), the use of an event generator
on a large scale helped to emulate the load, but con-
ventional test frameworks did not allow reproducing
numerous active SPA sessions. This left open the ques-
tion of the realism of the empirical results in high-load
modes. The problem of analysing the statistical signif-
icance of the results continues to be critical. O. Faizu-
lin & M. Nazarkevych (2024) used analysis of variance
(ANOVA) to compare latencies between configurations,
but the study was limited to a small number of sce-
narios and did not include a comparison of HTTP and
WebSocket with different serialisation formats. This

left the real differences between the modes unclear
when presenting complex scenarios.

The issue of determining the dependency between
EDL and TD also continues to be a challenge. |. Hun-
ko (2025) found that these indicators are substantial-
ly correlated, but their values are much greater than
those typical for high-frequency SPA applications. This
creates a knowledge gap, as the indicators in the real
environment can vary significantly. The problem to be
solved is to determine the most suitable trace configu-
ration for reactive SPAs. Finally, the issue of the optimal
trace configuration is relevant. R. Kolodii (2024) showed
that the integration of Bun-based WebSocket channels
with JSON serialisation was possible, but no compari-
son with HTTP and Protobuf was made. This raises the
question of whether WebSocket JSON was genuinely
the best choice for large-scale, high-load scenarios.
Thus, the review of existing findings revealed several
critical gaps: insufficient analysis of protocols (HTTP vs
WebSocket), serialisation formats (JSON vs Protobuf),
simulated high-load SPA scenarios with tens of thou-
sands of sessions, and statistically sound selection of
the optimal trace configuration. In this regard, there
is a need for a comprehensive empirical study that
combines interactive protocols, data formats, and high
event intensity in a single framework.

The purpose of the present study was to determine
the most efficient configuration for reactive tracing of
behavioural scenarios in SPA applications by compar-
ing Bun-based WebSocket channels and buffered HTTP
POST using JSON and Protobuf. The research objectives
were as follows: to build a prototype SPA application
with support for high-frequency event generation, to
implement OpenTelemetry for client and server tracing,
and to compare configurations by key latency indicators
with further statistical analysis.

MATERIALS AND METHODS
The study was conducted in May-June 2025 at the De-
partment of Computer Science of the National Univer-
sity of Kyiv Mohyla Academy (Ukraine). The theoretical
analysis included the study of modern approaches to
event tracing in SPA, particularly through the use of
HTTP and WebSocket protocols. Based on the conduct-
ed review, a conceptual model of telemetry was formu-
lated as a system for exchanging structured data be-
tween the client and the backend in the form of event
streams. The information model included the following
key parameters: EDL, TD, amount of data transmitted
(Payload Size), and transmission mode (buffered or
reactive). Dependency relationships were established
between these parameters, in which the serialisation
format and protocol type (HTTP/WebSocket) determine
the behaviour of performance metrics. This model was
used as the basis for the design of the experiments.
The test environment was deployed locally using
the Bun v1.0.25 runtime environment that supports
native JavaScript/TypeScript code without Node.js, with
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further routing of HTTP and WebSocket traffic through
the nginx v1.24.0 proxy server. Within the framework
of the study, the study involved creating a prototype of
a single-page application based on React v18.2.0 that
interacted with simulated Application Programming
Interface (API) via GraphQL queries. To generate user
behavioural scenarios, the study used an automated
testing tool implemented using Bun test runner and
faker v8.4.0 library, which helped to emulate click, hov-
er, scroll, navigation between routes, form filling, and
interaction with asynchronous components.

Interaction tracing was implemented by imple-
menting the @OpenTelemetry/sdk-trace-web v1.15.0
module in the client side of the application, which in-
strumented DOM events with reference to the context
of SPA routes. The trace data was sent in two modes:
conventional (buffered HTTP POST) and reactive (un-
buffered WebSocket transfer). In the server side, @
OpenTelemetry/sdk-node v1.15.0 was integrated with
the input Openlelemetry-Collector v0.91.0 and the
modules for exporting to JSON and Protocol Buffers
were used. Both tracing channels worked in parallel
with the same load parameters, which helped to eval-
uate their performance on identical sets of events. Se-
rialisation was performed through the Protobufjs v7.2.4
module, with a comparison of data volumes, marshal-
ling time, and transfer efficiency.

On the storage side, the Grafana Loki v2.9.1 system
was used with further visualisation in Grafana v10.2.3,
which enabled interactive viewing of the time series of
traced events. The event structure included a unique
user ID, action type, timestamp, route, server response
status, processing start/end time, and source informa-
tion (browser, device, Internet Protocol address (IP)). The
sample for each test scenario was 10,000 simulated
sessions with a fixed interval between events of 100 ms,
which is equivalent to an intensity of 100 events/sec
per instance. Earlier studies (OpenTelemetry documen-
tation, Google Web Vitals reports, New Relic analytics)
noted the limited responsiveness of HTTP metrics col-
lection due to buffering, while WebSocket provides low
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latency and better real-time data relevance. In terms of
serialisation, two formats - JSON and Protocol Buffers -
were compared in terms of performance, compactness,
and computational load, in line with research from Dat-
adog and Uber that shows Protobuf to be more efficient
in high-load environments.

Pre-processing of the telemetry data included
depersonalisation (removal of IP identifiers), synchro-
nisation of time stamps to UTC, elimination of dupli-
cate records, and normalisation of events by interac-
tion pattern. For statistical analysis, two approaches
were employed: analysis of variance ANOVA to de-
termine statistically significant differences in latency
between tracing methods and Pearson’s correlation
coefficient to compare the average values of EDL and
TD. The analysis was performed in Python 3.11 using
the pandas v2.2.2, scipy.stats v1.13.0, and statsmod-
els v0.14.0 libraries. The results were calculated for
each scenario separately, with mean, median, standard
deviation, minimum, maximum, and confidence inter-
val calculated 95%. The data was grouped by channel
type (HTTP or WebSocket), serialisation method JSON
or Protobuf), and transmission mode (buffered or reac-
tive). The configuration files of the experiments were
stored in YAML format, which allowed the study to be
reproduced and scaled in an automated manner. Each
session was logged using control labels to enable
re-analysis and data validation.

RESULTS

Within the framework of the theoretical analysis, a
conceptual model of telemetry as a system for ex-
changing structured data between the client and
backend in the form of event streams was formed. The
model includes four key parameters: EDL, TD, payload
size, and transmission mode (buffered or reactive)
(Fernandez et al., 2021; Donta et al., 2021). Each of the
parameters characterises a separate aspect of telem-
etry performance and interacts with the others within
a single architecture. The generalised structure is pre-
sented in Table 1.

Table 1. Parameters of the conceptual telemetry model for SPA applications

Parameter Designation Characteristic Determining factors
. The interval between the e
Eventtidne;Zectlon EDL vent occurrence in the client environment Protocol (Hgg)—ﬁ//vgr%liggﬁl;ft)’ format
and its capture by the SDK
Transmission The interval between the moment of event .
delay D capture and its delivery to the backend Protocol, mode (buffered/reactive)
Amount of data | Payload The total size of the event packet Serialisation format (JSON/Protobuf)
transmitted to the server
Transmission Mode Method of event delivery: buffered Channel architecture and telemetry
mode (HTTP POST) or reactive (WebSocket) collection strategy

Source: compiled by the authors of this study based on E. Maltsev & R.U.Amin (2024), S.Jackson et al. (2024), B. Amirkhanov et

al. (2025)
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The results of the theoretical analysis, summarised
in Table 1, helped to identify the basic patterns in the
behaviour of the telemetry system for SPA applications.
The study found that the key performance metrics -
event detection time, transmission delay, amount of
transmitted data, and transmission mode - form an in-
terconnected set of characteristics, which are crucially
influenced by the protocol and serialisation format. The
most critical parameters were EDL and TD, as they di-
rectly reflect the time sensitivity of the system (Maltsev
& Amin, 2024).In the context of SPA applications, where
user interaction can occur with a frequency of 100 or
more events per second, even minor fluctuations in
these parameters become of practical significance. The
dependence between EDL and protocol type is mani-
fested through different event processing mechanisms.
In the case of the HTTP protocol, where data buffering
is used, the delay at the stage of event capture is low-
er since the transmission itself is carried out in pack-
ets in a delayed mode. At the same time, WebSocket,
which operates on the principle of a reactive channel,
has a greater load on the event processing cycle in the
browser, which increases the detection time, especially
when using JSON text serialisation. Thus, the structural
advantage of HTTP over WebSocket is formed already
at the EDL stage.

The TD parameter is determined not only by the
protocol type but also by the transmission mode
(Amirkhanov et al., 2025). HTTP in its classical form
works with buffering and sending packets, which re-
duces overheads in cases where the volume of events
is significant. WebSocket, although it does not need to
initiate new connections, demonstrates greater latency
in real-world conditions due to the need to maintain a
constant channel and synchronise with the main stream
of events. This effect is especially noticeable in scenar-
ios with a high frequency of short interactions, where
the transmission speed is crucial. The amount of data

depends on the chosen serialisation format.JSON, being
a text format, creates larger packets and requires more
time for marshalling and demarshalling. Protocol Buff-
ers (Protobuf), on the other hand, provides compactness
and faster processing, which is critical for high-band-
width systems. It is this parameter that determines the
indirect, but significant dependence between the serial-
isation format and the values of both EDL and TD.
Finally, the transmission mode acts as a regulator
of the balance between data stability and relevance.
The buffered mode (HTTP POST) provides lower TD val-
ues with a significant volume of events but reduces the
relevance of real-time telemetry (Jackson et al., 2024).
Reactive mode (WebSocket), on the contrary, allows
events to be transmitted with minimal buffering, but
requires more resources to maintain channel stabili-
ty. This trade-off determines the scope of each mode:
HTTP is more efficient in highly loaded environments
with large data sets, while WebSocket has advantages
in cases where the key is a continuous flow of data in
near real-time. Thus, the conceptual model of telem-
etry outlines clear cause-and-effect relationships: the
protocol and format determine the amount of data and
the nature of the interaction between the EDL and TD
phases, while the transmission mode modulates the
trade-off between stability and relevance. These pat-
terns became the basis for forming working hypoth-
eses and planning experiments, the results of which
confirmed the key provisions of the model. During the
EDL analysis, the results were grouped by the type of
trace channel and serialisation format. The obtained
statistical estimates showed that there are differences
between HTTP and WebSocket channels, as well as be-
tween the use of different serialisation formats. Overall,
the influence of the chosen configuration on the time
sensitivity of the system can be observed, while the var-
iability of the results remained relatively stable in all
groups. Detailed indicators are presented in Table 2.

Table 2. Average EDL values by trace type

Trace type Mean Median St. deviation Minimum Maximum Number
HTTP-JSON 49.94 50.00 4.98 30.82 66.89 2,500
HTTP-Protobuf 45.09 45.16 5.04 25.39 61.43 2,500
WebSocket-JSON 69.99 69.93 5.04 53.32 85.70 2,500
WebSocket-Protobuf 65.05 65.04 5.16 45.72 81.89 2,500

Source: compiled by the authors of this study

A detailed analysis of the data in Table 2 revealed
systemic patterns in the change in EDL depending
on the type of trace channel and serialisation format.
Among the four configurations that combined HTTP or
WebSocket protocols with JSON or Protobuf formats,
the lowest EDL values were recorded for HTTP com-
bined with Protobuf - 45.09 ms, while the highest were
recorded for WebSocket with JSON - 69.99 ms. These
values suggest that both the transmission protocol
and the serialisation method play an independent but

additive role in influencing the time to detect user inter-
actions in a SPA application. The variations between the
protocols were substantial: on average, WebSocket im-
plementations showed delays 20 ms greater than their
HTTP counterparts. When using JSON, the difference
between WebSocket and HTTP was 20.05 ms,and when
using Protobuf, it was 19.96 ms. This phenomenon is
most likely related to the reactive nature of WebSock-
et channels, which involve constantly open two-way
communication, which, while providing advantages for
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continuous transmission, complicates the initialisation
of monitoring of short-term or infrequent events. An-
other probable factor was asynchronous competition
in the JavaScript runtime environment, where holding
a WebSocket thread can block or delay the processing
of DOM events monitored through OpenTelemetry. The
impact of the serialisation format deserves special at-
tention. The use of Protobuf, compared to JSON, reduced
the average EDL by 4.85 ms for HTTP and 4.94 ms for
WebSocket. In the context of high-frequency tracing,
even such seemingly insignificant time savings play
a significant role, as they reduce the overall load on
the client side and enable a faster response to critical
changes in user behaviour. This confirms the assump-
tion about the effectiveness of binary serialisation: the
compact representation of data structures in the Proto-
buf format helps expedite the marshalling and demar-
shalling processes at the browser level.

Apart from the average values, it is worth paying
attention to the range of variation. For WebSocket-JSON,
the maximum delay reached 85.70 ms, which was
40.61% greater than the average value of this group.
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This indicates the instability of performance when us-
ing JSON in the context of WebSocket. The most sta-
ble configuration was HTTP-Protobuf, which had min-
imal latency fluctuations: the standard deviation was
5.04 ms, which was the lowest among all four configura-
tions. Thus, it can be considered not only the fastest, but
also the most predictable under heavy load conditions.
Comparing the extreme variants - WebSocket-JSON and
HTTP-Protobuf - shows a total difference of 24.90 ms,
which is an over 55% increase from the best to the
worst configuration. This indicator was critical in the
construction of real-time telemetry systems, where the
accuracy and efficiency of tracing directly affect the
quality of the application’s adaptive logic. To summarise
the time characteristics of telemetry event transmission,
the study calculated the average TD values in five typi-
cal user interaction scenarios and for four trace channel
configurations. The results showed systematic differenc-
es between combinations of channels and serialisation
formats, with the choice of configuration determining
the level of transmission efficiency in all scenarios. The
generalised values are presented in Table 3.

Table 3. Average TD values by scenarios and trace channels

Scenario Type of trace Average Median St. deviation | Minimum Maximum Quantity
HTTP-JSON 70.32 70.20 5.95 53.30 87.88 500
Async HTTP-Protobuf 63.33 63.44 5.91 46.45 80.34 500
WebSocket-JSON 84.98 84.78 5.90 66.94 108.65 500
WebSocket-Protobuf 78.09 78.28 5.79 60.53 94.70 500
HTTP-JSON 70.21 70.17 5.95 55.46 93.12 500
Click HTTP-Protobuf 63.01 63.04 5.86 45.17 78.61 500
WebSocket-JSON 85.01 84.96 6.01 67.88 104.32 500
WebSocket-Protobuf 78.07 78.28 5.93 61.14 93.89 500
HTTP-JSON 70.06 69.89 5.97 53.71 86.73 500
Form HTTP-Protobuf 62.83 62.85 5.88 46.20 80.71 500
WebSocket-JSON 85.14 85.01 591 66.88 103.94 500
WebSocket-Protobuf 78.12 78.34 5.85 59.42 94.31 500
HTTP-JSON 70.13 70.19 5.94 52.71 88.22 500
Navigation HTTP-Protobuf 63.18 63.24 5.93 45.36 81.33 500
WebSocket-JSON 85.03 85.22 5.87 67.55 103.74 500
WebSocket-Protobuf 7798 78.07 6.04 59.69 95.47 500
HTTP-JSON 70.15 70.21 5.92 50.94 91.88 500
Scroll HTTP-Protobuf 63.26 63.31 5.90 45.61 81.06 500
WebSocket-JSON 88.11 88.04 5.92 69.45 109.23 500
WebSocket-Protobuf 78.15 78.31 5.88 59.33 94.82 500

Source: compiled by the authors

The results presented in Table 3 demonstrate sys-
temic differences in TD depending on the trace protocol
used. The comparison between WebSocket and HTTP
channels revealed a clear pattern:in all five behavioural
scenarios - Click, Scroll, Form, Navigation, and Async -
WebSocket-based configurations (both with JSON and
Protobuf) had significantly greater average TD values
than HTTP implementations. The most pronounced dif-
ferences were observed in the WebSocket-JSON groups:
the difference with HTTP-Protobuf reached more than
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24 ms in the Scroll scenario (88.11 ms vs. 63.26 ms),
which confirms the stable lag of the reactive channel
even in simple event structures. Even WebSocket-Pro-
tobuf, which was the more optimised option, consist-
ently showed delays 14-16 ms greater than its HTTP
counterparts. This indicates that the structural delays
associated with the WebSocket protocol outweigh the
benefits of binary serialisation.

The greatest average transfer latency was record-
ed in the WebSocket-JSON configuration for the Scroll
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scenario - 88.1 ms. For comparison, the lowest average
TD was observed in the HTTP-Protobuf configuration for
the Form scenario — only 62.83 ms. Thus, the absolute
difference between the worst and the best scenario ex-
ceeded 25 ms. In relative terms, this is over 40% of the
increase in latency, which was critically significant in the
context of real-time telemetry. An analogous trend was
observed in the Navigation and Async scenarios, which
are complex in terms of client logic load: it was in these
scenarios that the reactive WebSocket model showed
the greatest instability and delays. Another aspect of the
analysis was the stability of transmission within each
configuration. The standard deviation values for Web-
Socket implementations were on average 0.2-0.3 ms
greater than HTTP, especially in the Scroll and Async sce-
narios. This may indicate greater variability in WebSock-
et performance in response to the variable complexity
of the scenarios. Additionally, the maximum TD values
for WebSocket-JSON in some scenarios reached 108 ms,
which is almost 20 ms more than the maximum values
in the HTTP-Protobuf group. This feature indicates po-
tential “latency spikes” that could be caused by client
event stack overload or delays at the demarcation layer.

The serialisation format also substantially affect-
ed the results. Using Protobuf reduced the average la-
tency by about 6.5-7 ms within the same protocol. For
example, in the Async scenario, the TD for WebSock-
et-JSON was 84.98 ms, and for WebSocket-Protobuf -
78.09 ms.For HTTP, the trend is analogous: 70.32 ms for
HTTP-JSON versus 63.33 ms for HTTP-Protobuf. The
effect of the format was especially noticeable in sce-
narios with a high number of small events, where each

byte of savings directly affected the overall transfer
time. The reduction in latency when using Protobuf
can be attributed to the lower frame weight and fast-
er deserialisation, which is especially relevant for en-
vironments with limited computing resources, such as
mobile device browsers. Notably, no scenario did Web-
Socket configurations manage to outperform HTTP in
any time indicator - neither average, nor minimum, nor
maximum. This means that regardless of the idealised
advantage of WebSocket in the form of a constant con-
nection, the factual performance of this channel un-
der simulated multi-event load stayed lower. This was
caused by the complexity of connection management,
the influence of asynchronous tasks, the accumulation
of events in the execution cycle, and limitations at the
level of browser APIs for telemetry processing. Thus, the
results of the experiment clearly indicate the feasibility
of using buffered HTTP POST in combination with Pro-
tobuf for critical telemetry applications. This configura-
tion provides the lowest latency, stability, predictability,
and less variability, making it the most suitable for in-
tegration into reactive single-page application archi-
tectures focused on scalable real-time analytics of user
behaviour. To check the possible statistical relationship
between EDL and TD, a correlation analysis was per-
formed for each trace configuration. The results showed
that there is no significant linear relationship between
these indicators, which indicates that the mechanisms
for detecting events in the browser are independent of
the mechanisms for transmitting them via OpenTelem-
etry Protocol (OTLP) channels. The generalised values
are presented in Table 4.

Table 4. Correlation between EDL and TD by trace type

Trace type EDL-TD correlation coefficient
HTTP-JSON -0.010
HTTP-Protobuf +0.010
WebSocket-JSON -0.011
WebSocket-Protobuf -0.003

Source: compiled by the authors

The results of the correlation analysis, according to
which the Pearson coefficients between the EDL event
detection delay and the TD transmission delay range
from -0.011 to +0.010, suggest that in the tested telem-
etry channel configurations, EDL and TD were independ-
ent time indicators. This means that the process of de-
tecting and recording an event in the client environment
is independent of the stage of transferring the collected
data to the server infrastructure using the OTLP protocol.
This autonomy was expected, considering the architec-
ture of the Openlelemetry SDK, where event processing
(via PerFormanceObserver, MutationObserver, or DOM
Events API) and telemetry packet generation are sepa-
rated in space and time (Maltsev & Amin, 2024).

The correlation values were consistently close
to zero in all four trace configurations — HTTP-JSON,

HTTP-Protobuf, WebSocket-JSON, and WebSocket-Pro-
tobuf. This suggests that neither the type of protocol
(buffered HTTP or reactive WebSocket) nor the seriali-
sation format (textual JSON or binary Protobuf) affects
the nature of the relationship between EDL and TD.
All this supports the assumption that these two time
components belong to independent phases of event
processing: the first is the client’s response to the in-
teraction, and the second is the logistics process of de-
livering telemetry to the backend. The situation does
not change even when the sample is expanded or the
scenario context is shifted: in all cases, the stability of
correlation independence stays high.

Such isolation can be viewed as an architectural
advantage: on the one hand, it ensures the stability of
event detection regardless of communication channels,
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and on the other hand, it allows scaling transmission
systems without the risk of affecting the collection
phase. This is especially relevant under real-world load
conditions, where the client part may have access to a
high-priority event stream (e.g., in cases of fast scrolling
or navigation),and server channels may be overloaded or
delayed (due to temporary unavailability of the Collector
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or delay in OTLP processing) (Amirkhanov et al., 2025).
ANOVA was used to test the statistical significance of the
differences in EDL and TD between the different trace
configurations. The results presented in Table 5 showed
high statistical significance for both parameters, which
confirms the systemic effect of the protocol type and se-
rialisation format on the timing characteristics.

Table 5. Results of analysis of variance (ANOVA) for EDL and TD

Indicator F-statistic p-value Statistically significant difference (p <0.05)
Event Detection Latency (EDL) 13,821.05 <0.000001 Yes
Transmission Delay (TD) 6,285.98 <0.000001 Yes

Source: compiled by the authors

The results of the one-factor analysis of variance
presented in Table 5 demonstrate that there are un-
doubtedly statistically significant differences in the
mean values of both EDL and TD between the trace
configurations. The F-statistics values of 13,821.05
for EDL and 6,285.98 for TD were extremely high, re-
flecting significant variance between groups against
the background of minimal intra-group variability.
Therewith, the value of p < 0.000001 indicates that
the probability of such differences occurring by chance
is almost zero. Formally, this means that although all
four tracing configurations (HTTP-JSON, HTTP-Proto-
buf, WebSocket-JSON, WebSocket-Protobuf) belong to
the same telemetry architecture, each of them forms a
unique profile of time behaviour, which is confirmed by
statistical calculations. This is most true for EDL, where
the F-statistic is more than twice as high as for TD, in-
dicating even greater sensitivity of event detection to
configuration changes in protocols and serialisation.
From the standpoint of analytical interpretation, this
means that each of the two indicators (EDL, TD) not
only differs in value within individual configurations
but also responds statistically significantly to changes
in protocol type (HTTP vs. WebSocket) and transmission
format (JSON vs. Protobuf). For example, the use of Pro-
tobuf within an HTTP configuration not only reduces
the average TD value but also forms a separate, sta-
tistically distinct group. Analogously, WebSocket-JSON
demonstrates the greatest values of both EDL and TD,
indicating its statistical isolation within the model.

In practical terms, this means that changing the
configuration of a telemetry link affects performance
not only in an absolute sense, but also in a statistical-
ly proven sense. Thus, the choice of trace configuration
should be based not only on engineering or archi-
tectural considerations, but also on formal statistical
analysis that confirms the validity of the advantages
of certain solutions over others. Within the framework
of the present study, the HTTP-Protobuf configuration
was the best choice in terms of minimising time loss-
es, as it provided the lowest average values for both
Event Detection Latency (45.09 ms) and Transmission
Delay (63.33 ms). Furthermore, this configuration was
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characterised by the lowest variability: the standard de-
viation was only 5.04 ms for EDL and 5.91 ms for TD,
and the maximum values did not exceed 61.43 ms and
80.34 ms, respectively. In practical terms, this means that
even in peak cases, HTTP-Protobuf stayed within the
lower range of all tested configurations. On the oppo-
site pole was the WebSocket-JSON configuration, which
showed the most unfavourable profile. The average val-
ues for this group were 69.99 ms for EDL and 84.98 ms
for TD, which were 24.9 ms and 21.8 ms greater than
the best HTTP-Protobuf results, respectively. The stand-
ard deviations were also greater (5.04 ms for EDL and
5.90 ms for TD), with maximum values of 85.70 ms for
EDL and 108.65 ms for TD, reflecting peak latencies
more than 1.5 times greater than in the best case con-
figuration. Such differences, confirmed by high F-statis-
tics values (13,821.05 for EDL and 6,285.98 for TD at
p < 0.000001), indicate statistically significant isolation
of the groups. These conclusions helped to recommend
the introduction of time performance metrics in evaluat-
ing telemetry architectures and substantiate the need for
statistical validation even in cases where the absolute
values appear comparable at first glance. After all, only
multivariate analysis can reveal the structural stability
of differences and provide reliable recommendations for
designing monitoring systems in SPA applications.

DISCUSSION

The experiment results showed that HTTP-Protobuf
provided the lowest average EDL values, while Web-
Socket-JSON showed significantly higher delays. This
comparison confirmed the significance of the trade-off
between responsiveness and stability, which was con-
sistent with the findings of W. Huang et al. (2022) in a
study with high-frequency tracing. Authors noted that
excessive reactivity often led to increased processing
latency. This comparison helped to emphasise that the
combination of HTTP with binary format was more ef-
ficient, as it allowed optimising both speed and vari-
ability. The above study demonstrated a statistically
significant difference between the transmission chan-
nels, which was confirmed by the high F-statistics and
low p-values within the ANOVA. This was in line with
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the findings of M.Yang et al. (2020) and P. Steinmann et
al. (2020), where M. Yang et al. (2020) emphasised the
impact of asynchrony on the web stack, particularly on
the event handling mechanisms in the browser envi-
ronment, while P. Steinmann et al. (2020) highlighted
the benefits of a controlled buffered HTTP approach in
the context of ensuring stable time performance. These
generalisations helped to expand the understanding of
how architectural decisions at the protocol level inter-
acted with internal serialisation mechanisms, creating
a cumulative effect in latency. Thus, it was the relevant
interaction between the protocol and the serialisation
format that formed the super-analytical basis for mak-
ing architecturally sound decisions aimed at minimising
time losses and increasing the reliability of real-time
telemetry systems.

The comparison with J.Zhang et al. (2024) supported
the idea that binary formats were more efficient due to
the lower weight of the transmitted data, the optimised
serialisation process, and the lesser amount of parsing
during deserialisation. In contrast, C. Lin et al. (2022) put
forward an alternative view on their complexity in sup-
porting, emphasising that JSON provided better debug-
ging, compatibility with different environments, and eas-
ier integration into existing telemetry solutions. Authors
also addressed the greater clarity of the data structure
in JSON, which could be critical during development or
in cases of incident analysis. However, this study showed
that even with the higher simplicity of JSON, the laten-
cy was substantially greater, which was substantiated by
a calculated difference of more than 4 ms in different
configurations. Furthermore, this difference was main-
tained regardless of the type of transport protocol, which
indicated a fundamental advantage of Protobuf in the
context of high-frequency telemetry. Thus, the choice of
serialisation format had to consider not only the ease of
implementation, but also objective time characteristics
that could critically affect real-time performance.

Within the framework of the TD analysis, a system-
atic lag of WebSocket configurations was recorded. This
was in contrast to the findings of J. Zhang et al. (2020)
and Y. Tian et al. (2024), who claimed minimal latency
of WebSocket connections in short-lived sessions. How-
ever, these findings showed that with an increase in
the number of events, WebSocket efficiency decreased,
which was explained by the additional costs of the
asynchronous processing cycle. Thus, the data should
have changed the perception of WebSocket as a uni-
versal solution. The present study also demonstrated
greater instability of WebSocket performance patterns
focused on Scroll and Async scenarios. This conclusion
was in line with the study by A.W. Mbugua et al. (2020)
but was refuted by Z.Mengjiao et al. (2024), who insisted
on the stability of WebSocket-responsive channels. The
comparison helped to assert that under high load con-
ditions, the WebSocket channel was unable to provide
the expected level of predictability, while HTTP-based
channels demonstrated greater stability.

The observed absolute differences between
HTTP-Protobuf and WebSocket-JSON, which reached
more than 25 ms in TD, refleted a critical dependence
of performance on configuration. Such differences not
only demonstrated a different latency profile but also
highlighted a systemic difference in the approaches to
processing telemetry events. These results were consist-
ent with the findings of N. Keerativoranan et al. (2024),
W.Zhou et al. (2025),and Z. Zheng et al. (2017). N. Keer-
ativoranan et al. (2024) emphasised the significance
of real-time latency, noting that even a slight increase
in latency could lead to a decrease in the accuracy of
behavioural analytics. W. Zhou et al. (2025) analysed
the architectural trade-offs, noting specifically that the
choice in favour of WebSocket was appropriate only
if the load was stable and there was no competition
in the execution environment. Z. Zheng et al. (2017)
added that every millisecond was critical in scalable
SPA applications, especially when it came to complex
user scenarios with a high frequency of events. In this
context, additional latency could not only affect the
system’s response time but also lead to a distortion
of the analytical model based on time characteristics.
The generalisation helped to state that the technical
solution should have focused on the ratio of resource
cost to performance, as well as the ability to ensure the
stability and accuracy of telemetry transmission, which
was confirmed by the results of the experiment.

The analysis of the correlation between EDL and
TD showed their independence, which indicated that
there was no direct linear relationship between the
time of event detection and its subsequent transmis-
sion to the server. This correlated with the studies by
L. Xiong et al. (2021) and L. Shuangde et al. (2021), who
previously assumed a two-phase model of event pro-
cessing, where the phase of registering interactions in
the client environment was clearly separated from the
phase of delivering information through the OTLP pro-
tocol. D. Salomon et al. (2021) and C. Eder et al. (2023)
suggested possible indirect relationships through the
frequency of events, the probable impact of telemetry
frame density on their collection time, or mutual block-
ing of queues. However, the results showed the absence
of a linear relationship, which strengthened the point
industry model and demonstrated the stable statisti-
cal isolation of the phases. Thus, it was confirmed that
in the Openlelemetry architecture, the collection and
transmission phases were statistically autonomous
even under conditions of high event variability, which
increased the reliability and flexibility of the system
under variable load conditions.

Zero correlation coefficients supported the findings
of G. Perin et al. (2022) and R. Li et al. (2023), who em-
phasised the structural disconnect between the pro-
cessing and transmission phases of telemetry events
in the browser environment. However, this contradicted
the authoritative remarks of J. Zhang & X. Wu (2024),
who suggested that the narrowness of buffers could
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lead to the accumulation of delays within JavaScript
loops, which created conditions for the emergence of
back pressure on the event detection phase. The data
obtained on a large sample showed that such scenar-
ios were possible only under critical loads with a high
event frequency or when the permissible capacity of
the internal buffer was exceeded. The lag interaction in
such cases could be manifested in the form of tempo-
rary delays in deserialisation or subsequent send calls,
but in the typical mode of operation, this interdepend-
ence was not observed. This required further research
into cross-correlation effects, especially in cases of
peak loads and unpredictable increases in event den-
sity. The comparison showed that under normal condi-
tions, phase independence was maintained, ensuring
processing stability, but that potential non-functional
dependencies that could affect the overall dynam-
ics of the telemetry channel should be considered at
high-frequency flows.

Using ANOVA methods, it was confirmed that the
differences between the groups were statistically
significant for both indicators. The analysis was con-
sistent with the findings of T. Deeter et al. (2021) and
Q.Lietal. (2023) regarding the need for formal valida-
tion of technical solutions. T. Deeter et al. (2021) not-
ed that the practical effect could be hidden without
proper testing, while Q. Li et al. emphasised the need
for careful statistical processing. This comparison
confirmed that HTTP-Protobuf formed a separate, vis-
ible group, while WebSocket-JSON was an outsider in
this context. Overall, the results emphasised that the
choice of trace configuration should be based not only
on intuitive assumptions but also on evidence-based
statistics. According to A. Nou et al. (2025), the use of
time performance metrics should not be an optional
practice, but a mandatory component of the architec-
tural process. The comparative analysis showed that
HTTP-Protobuf provided the most suitable model
for scalable SPA systems. In summary, the discussion
above revealed that the HTTP-Protobuf combination
was the most efficient and predictable configuration
for demanding telemetry in SPA applications due to
the lowest EDL and TD times, stable standard devi-
ation, and statistically proven benefits. The results
demonstrated a clear architectural validity of the
choice and also substantiated the inclusion of time
performance metrics in the evaluation process.

CONCLUSIONS

The study of EDL and TD in client telemetry systems for
SPA applications revealed the critical importance of the
choice of trace protocol and serialisation format.Among
the four tested configurations (HTTP-JSON, HTTP-Pro-
tobuf, WebSocket-JSON, WebSocket-Protobuf), the best
time performance was demonstrated by the HTTP-Pro-
tobuf combination, which provided the lowest average
values of both EDL (45.09 ms) and TD (62.83-63.33 ms)
with a minimum standard deviation. Instead, the
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WebSocket-JSON configuration turned out to be the
worst in all respects, demonstrating not only high av-
erage values (EDL =69.99 ms; TD > 85 ms), but also
significant variability and instability of transmission,
which indicates that this configuration is less suitable
for high-load interaction scenarios.

Quantitative analysis revealed that WebSocket
implementations are on average 20 ms slower than
HTTP alternatives (EDL) and up to 25 ms slower (TD)
within the same scenarios. Therewith, there is a sta-
ble tendency to improve performance when using
the Protobuf format, which provided a 4.85-7 ms de-
lay reduction compared to JSON. This confirms the
effectiveness of binary serialisation in conditions of
high-frequency interaction, where even a slight time
saving has a critical impact on system performance. In
the context of scenarios (Click, Scroll, Form, Naviga-
tion, Async), the HTTP-Protobuf configuration consist-
ently demonstrated the lowest TD values, particularly
62.83 ms in the Form scenario, while WebSocket-JSON
consistently ranked the worst. The results of the cor-
relation analysis showed no linear relationship be-
tween EDL and TD (Pearson’s coefficients ranging
from -0.011 to +0.010), which indicates the practical
independence of the event detection and transmission
phases. This confirms the architectural advantage of
the OpenTelemetry SDK, where event detection and
data transmission are implemented independently.
The ANOVA confirmed statistically significant differ-
ences between all trace configurations (p <0.000001),
with a particularly pronounced sensitivity of the EDL
indicator to changes in protocol and serialisation for-
mat. The F-statistic for EDL was 13,821.05, and for TD
-6,285.98, reflecting a significant variance between
groups against the background of insignificant in-
tra-group variability.

Limitations of the study include the modelling of
the client environment in a laboratory environment
with a controlled load. In real-world scenarios, perfor-
mance may depend on a series of external factors: net-
work delays, browser limitations, client device perfor-
mance, and unpredictable user behaviour. In this regard,
a reasonable area for future research is to expand the
analytical framework by using cross-correlations, ana-
lysing lag structures, the impact of event density, and
studying the nonlinear relationships between the EDL
and TD phases. This will help to better understand the
dynamics of telemetry systems and develop even more
effective approaches to their optimisation.
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PeaKkTuBHe TpacyBaHHS NoBeAiHKOBUX cUeHapiiB
B OAHOCTOPIHKOBUX AoAaTKaX Yepe3 iHTerpauilo
Bun-6a3oBaHux WebSocket-kaHaniB Ta OpenTelemetry
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AHoTauif. MeTtoto gocnigxeHHs 6yno ouiHUTKM YacoBy ePEKTUBHICTb peakKTMBHOIO TPAaCyBaHHS MOBEAiHKM
KOpUCTYBaya B OQHOCTOPIHKOBMX AoAaTkax yepes iHTerpauito WebSocket-kaHanis Ha 6a3i Bun 3 OpenTelemetry.
MeToponoris BkAoYana CTBOPEHHS NpOTOTMNY A0AaTKa Ha React, BUCOKOYACTOTHUI MOHITOPUHT i arperyBaHHs
SCADA-paHux, nobynoBy Ta onTuMi3aLito HeripoMepexi 64-32-16 y TensorFlow, cumynauii 8 MATLAB/Simscape,
a TaKOX CTaTUCTUUYHWIA aHani3 i3 BUKopuctaHHsaM perpecii Theil-Sen, Seasonal and Trend-gekomno3suuii, Tecty
BbpayHa-MopcaiiTa, ABO}aKTOPHOro aHanisy BapiaHTiB, byTcTpen-nepectaHoBku, kputepia Hiki-Dynnepa 1a KpBUx
BMXMBaHHA KannaHa-Meiepa. Pe3ynbTaT nokasanu, Wo KoMBiHaLlis NMpoToKony rinepTekcToBoi nepenadi i3 6iHapHot0
cepianisauieto y dopmarti Protocol Buffers 3abe3neunna HalHWXKUy 3aTPUMKY BUSIBNIEHHS MOMIM, IKa CTAHOBMIIA B
cepenHboMy 45,09 MinicekyHauM, Ta HaMHMXKYY 3aTPMMKY Nepeaadi, Wo carana nuwe 62,83 MinicekyHam y cueHapii
3anoBHeHHs GopM. Y ToM e yac KombiHauis BebcokeTiB i3 TekcTtoBuM popmaTom JavaScript Object Notation
NPOAEMOHCTPYBaNa HaMBULLi MOKA3HUKKU 3aTPUMKM, i3 CEPefHIM 3HAUYEHHSIM BUSBNEHHS nofi 69,99 MinicekyHan
Ta 3aTpMMKO nepepadi oo 88,1 MinicekyHAM, a TakoX HanbiNbly BapiaTMBHICTb y Yaci peakuii. CraTUCTUYHUIA
aHanis niaTBepAMB CYTTEBI BiAMIHHOCTI MiX yciMa KOHdirypauismMu: pesynstatn AMCNepCiiHOro aHanisy BUSBUAN
HaA3BMYAMHO BMCOKI 3Ha4YeHHs F-CTaTUCTMKKM ANng 060X NOKA3HUKIB i3 piBHEM 3HAuywocTi p MeHwuM 3a 0,000001,
O CBiAYMTb NPO peasibHUIM BMAUB K NPOTOKONY, TaK i popMaTy cepianizauii Ha yacoBy edekTuBHICTb. [lonaTkoBo
BCTAHOBJIEHO, L0 3aTPMMKA BUSBJIEHHSA MOLiM Ta 3aTpMMKa nepenavi 6ynmn HesanexHuMu BeIMYMHAMU, OCKINIbKK
KoediLieEHTM KOpensLii B yCix BUNagkax 3anmwanmcs 6mM3bkuMmn go Hyns. TakuM YMHOM, ONMTUManbHOK KOHGIrypauie
[LNS BUCOKOYACTOTHUX TENEMETPUYHUX CUCTEM ByB rinepTeKCTOBUIA NpoTokon i3 6iHapHuM dopMaTom Protocol Buffers,
o 3abe3neyvye He nuLLe MiHIManbHi YacoBi 3aTPMMKMU, ane I CTabiNbHICTb Y HAaBaHTAaXEHUX cepenoBumLLax. [IpakTUUHa
3HAYMMICTb pe3ynbTaTiB NONASra€ B MOX/AMBOCTI BUKOPUCTAHHS IX iHXEHepaMu 3 NpOAYKTUBHOCTI, apxiTeKTopaMu
(dpoHTeHAY Ta po3pOOHMKAMU MOHITOPUHTOBUX CUCTEM A5 CTBOPEHHS ePEKTUBHMUX Ta MACLUTaboBaHMX pilleHb,
OpIEHTOBAHMX HA aHani3 NOBEeAiHKM KOPUCTYBAYIB Y PEXMUMI peanbHOro vacy

KniouoBi cnoBa: 4acoBi 3aTpMMKM; aACMHXPOHHICTb; OGiHapHa cepiani3auiga; obpobka nogmi; HTTP-JSON;
TeneMeTpuyHa apxitektypa
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Abstract. The purpose of this study was to investigate approaches to ensuring high availability of microservice
systems with a focus on fault tolerance, scalability, and continuous operation of services. The study applied a
comparative and analytical method to analyse technical solutions for ensuring high availability, systematise
the characteristics of container orchestration platforms, and evaluate load balancing tools according to the
criteria of performance, flexibility, reliability, and integration convenience. Fault-tolerance patterns - retry,
circuit breaker, and fallback - that provide flexible error management, reduce the risk of cascading failures, and
maintain system continuity are investigated. The study found that the behaviour of fault-tolerance patterns
depends on the configuration of execution parameters,such as timeouts, retry limits,and conditions for activating
fallback mechanisms. The effectiveness of such tools as NGINX, HAProxy, Envoy, and Amazon Web Services
Elastic Load Balancing is evaluated in terms of their impact on the scalability and resilience of the architecture,
as well as the possibility of automatic scaling on the example of Amazon Web Services and Google Cloud
platforms. It was found that built-in autoscaling services ensure stable operation of services under variable
load and enable a rapid response to peak loads. An overview of container orchestrators (Kubernetes, OpenShift,
Amazon ES) was provided, among which Kubernetes is recognised as the most effective due to the support of
self-healing mechanisms, distributed deployment, health checks, and integration with Continuous Integration/
Continuous Delivery. The findings of this study can serve as an analytical basis for designing sustainable
microservice architectures in cloud and enterprise environments to improve the reliability, scalability, and
continuity of business processes

Keywords: container orchestration platform; distributed deployment; scaling; monitoring; load balancing

INTRODUCTION

In the context of digital business transformation, micros-
ervice architecture has become one of the key approach-

es to building scalable and flexible software systems.

Thanks to their distributed structure, where each service
performs a separate function, microservices are easy to
develop, deploy,and maintain. However, with distribution
comes increased demands on system resilience and up-
time. High availability becomes a major factor, as even
a short-term downtime can lead to extensive financial
losses or a degraded user experience. However, ensuring
high availability of such distributed systems is a com-
plex engineering task due to the considerable number
of interdependent components, the possibility of partial

failures, and the requirement for continuous operation
around the clock. It also involves choosing the right
container orchestration tools, setting up monitoring sys-
tems, and implementing distributed deployment strate-
gies. Despite the availability of powerful platforms such
as Kubernetes or OpenShift, in practice their capabilities
are not always fully utilised due to a lack of experience
or a lack of a systematic approach.

In the field of microservice architecture, a signif-
icant challenge is to ensure high availability of the
system while maintaining scalability and management
efficiency. M.K. Foka (2024) analysed the key advantag-
es of microservice architecture, including development
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flexibility, simplified updates, and the ability to work
in parallel by teams. The study showed that automat-
ic scaling and health checks markedly increase the re-
silience of Web applications, but it was noted that the
implementation of these mechanisms is often com-
plicated due to the complexity of the interaction be-
tween microservices. T. Seliviorstrova & N. Krasnoshap-
ka (2023) described the role of automatic monitoring
and health checks in improving system reliability. The
study confirmed the effectiveness of using Kubernetes
and analogous platforms to maintain high availabili-
ty. The specific features of integrating automatic scal-
ing, monitoring, load balancing, and disaster recovery
mechanisms should be studied.

In @ microservice architecture, ensuring high avail-
ability is challenging due to the need to effectively
coordinate numerous services, ensure load balancing,
maintain data consistency, and resilience to possible
failures in the distributed infrastructure. J. Li (2025)
proposed an optimisation model to increase the avail-
ability and flexibility of blockchain systems built on a
microservice architecture. The researcher developed
an approach to load balancing and service redundancy,
which allows increasing the overall system resilience to
failures. D. Rossi (2020) studied the Consistency Availa-
bility Partition (CAP-theorem) dilemma in microservice
systems, analysing the trade-offs between consistency
and availability. The results showed that achieving high
availability often requires a reduction in the level of
consistency, which affects the consistency of data in
distributed systems.

One of the challenges is the complexity of choos-
ing the most suitable tools, frameworks, and platforms
to ensure high availability, service consistency, and
scalability of a microservice architecture under variable
loads. G. Marquez et al. (2020) analysed the most pop-
ular frameworks and technological solutions used in
industrial microservice systems to achieve high avail-
ability. The researchers found that most companies
use off-the-shelf orchestrators (e.g., Kubernetes) and
monitoring tools, but there are challenges with their
proper configuration and integration into concrete
business cases. G. Liu et al. (2020) reviewed the general
challenges of microservice architecture, including high
availability, containerisation, and service management.
The researchers highlighted the complexity of debug-
ging services in a distributed environment, the need to
closely monitor the status of services,and manage their
interaction as key issues.

Ensuring high availability in a microservice archi-
tecture is complicated by the need to scale, maintain
performance, system resilience,and integrate numerous
services in large distributed and cloud environments.
N. Suleiman & Y. Murtaza (2024) reviewed comprehen-
sive strategies for scaling microservices in enterprise
applications, with a focus on increasing availability,
optimising performance, and system resilience. The
researchers highlighted the significance of horizontal

scaling to adapt to load changes and emphasised
the role of dynamic resource balancing in preventing
overload. The researchers also analysed approaches
to automatic scaling in cloud environments, consid-
ering the specifics of microservice architecture. L. Ro-
da-Sanchez et al. (2023) proposed a comprehensive
cloud-edge microservice architecture using service or-
chestration that improves the real-world conditions for
deploying and managing services. The researchers em-
phasised the significance of hybrid interaction between
cloud infrastructure and edge devices, which enabled
increased performance and reduced delays. Despite the
contribution to the development of approaches to en-
suring high availability of microservice systems, the an-
alysed studies are mostly applied or narrowly focused
and do not cover the complex interaction between scal-
ing, monitoring, load balancing, and automatic recovery
mechanisms. Additionally, most studies do not account
for the challenges associated with integrating these
solutions in large-scale distributed cloud environments
with high load dynamics.

The purpose of this study was to substantiate
solutions to ensure the reliability, fault tolerance, and
scalability of microservice systems, considering the
requirements for their continuous operation. To fulfil
the purpose of this study, the following tasks were set:
studying existing approaches to ensuring the resilience
of microservice systems; analysing methods of auto-
matic scaling and load balancing; researching tools and
platforms for microservice orchestration.

MATERIALS AND METHODS

The study of microservice architectures and mecha-
nisms for increasing their fault tolerance and perfor-
mance was performed through the consistent appli-
cation of four principal methodological approaches,
which included analysis, comparison, and systemati-
sation of technical characteristics and functional ca-
pabilities of key technologies. The first stage of the
study was based on a functional and comparative
analysis of the key fault-tolerance patterns in micros-
ervice architectures. Specifically, the study considered
the retry, circuit breaker, and fallback patterns, which
are fundamental to ensuring the continuity and sta-
bility of the system in the face of temporary and long-
term failures. The method involved a detailed study of
the functional principles of each pattern, their areas
of application, and their impact on the stability and
response time of the system.

The second stage focused on comparing load bal-
ancing systems used in microservice environments. The
choice was focused on three key tools — NGINX, HAProxy,
and Envoy - due to their ability to provide interactivity,
gamification, and adaptive learning. They allow creat-
ing dynamic tasks, track student progress, analyse re-
sults, and personalise the learning process. This helps
to increase motivation, engagement, and efficiency of
learning, which directly corresponds to the purpose of
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this study. Additionally, the Amazon Web Services (AWS)
Elastic Load Balancer cloud solution is considered, the
analysis of which covered such balancing models as
client, server, Domain Name System (DNS) balancing,
Application Programming Interface (API) Gateway, and
service mash, based on official guides and typical use
cases.A comparative review of Istio, Linkerd,and Consul
Connect technologies was used to analyse the possi-
bilities of implementing load balancing using a ser-
vice mash. The review covered typical functionalities,
including centralised traffic management, support for
observability, authentication, and security in a dynamic
microservices environment. A documented analysis of
the implementation of automatic scaling mechanisms
in leading cloud platforms was performed: AWS Auto
Scaling, Google Cloud Autoscaler. The method of com-
parative analysis helped to assess their ability to dy-
namically respond to load changes, ensure fault toler-
ance, and rational use of resources.

At the final stage, the study reviewed the function-
ality of modern platforms that support microservice ap-
plication lifecycle management, with a focus on deploy-
ment, scaling, monitoring, and automatic recovery tools.
To investigate the life cycle management of microser-
vice applications, the method of comparative analysis
of the technical characteristics of tools and platforms
was employed, which allowed structuring their func-
tionality according to the key criteria of modern con-
tainer orchestration platforms Kubernetes, OpenShift,
and Amazon Electronic Stability Control (ECS). The
analysis included a review of the functionality of these
platforms in terms of automatic scaling, health checks,
monitoring, and distributed service deployment.

Separately, the study reviewed the documentation
on health checks mechanisms - liveness and readiness
probes - used in orchestration platforms for prompt de-
tection of faults and automatic restart of problematic
components, with examples of application in Kuber-
netes. Integration of real-time monitoring with micro-
service lifecycle management to maintain continuous
system availability is applied. The distributed deploy-
ment of microservices on physical and virtual nodes,
including geographical distribution in different data
centres or regions, avoids single points of failure, and
increases scalability. Overall, the application of these
methods helped to obtain a comprehensive and sys-
tematic overview of technologies, their advantages and
limitations that affect the resilience, scalability, and
performance of microservice architectures. The findings
obtained became the analytical basis for developing
recommendations for implementing the most suitable
solutions in corporate and cloud environments.

RESULTS

The key factors in the resilience of microservice sys-
tems are the use of fault tolerance patterns (retry, cir-
cuit breaker, fallback), isolation of services in containers
to avoid cascading failures, automatic recovery through
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self-healing mechanisms, monitoring and health
checks, and load balancing (Paz & Bernardino, 2018).
In microservice architectures, the key patterns of fault
tolerance are retry, circuit breaker, and fallback, each of
which is used depending on the type and duration of
failures that occur in the system (Raj & David, 2021).
The retry pattern is used in situations of temporary ser-
vice unavailability or short-term network errors when
the probability of successful re-execution of the oper-
ation is high. In case of a failure, the operation is auto-
matically repeated several times at specified intervals.
This approach reduces the probability of failure due to
temporary problems, but it can also increase system re-
sponse times, especially if the number of retries and
delays are not optimally configured.

In practice, a properly configured retry helps to
avoid unnecessary failures without significantly degrad-
ing performance, increasing overall system stability. The
circuit breaker pattern is used to protect the system
from prolonged and stable service failures. It monitors
the number of errors over a certain period and, if it ex-
ceeds a threshold, temporarily blocks further calls to
the problematic service, putting it in an ‘open” state. In
this state, no requests are sent, which gives the service
time to recover. After a certain pause, the circuit breaker
switches to the “half-open” state, checking whether the
service has recovered, and if so, returns to normal oper-
ation.This pattern reduces the load on the faulty service
and prevents failures from spreading to other system
components. The impact on response time in the nor-
mal state is minimal, but during activation, there may be
a delay due to temporary call blocking. Overall, circuit
breakers increase system reliability, especially in case of
long-term failures. The fallback mechanism is used as a
backup option in cases where the main service is una-
vailable or malfunctions. In such situations, the system
executes alternative logic - e.g., it returns cached data,
a standard response, or a message about the temporary
unavailability of the service. This allows preserving ba-
sic functionality and maintain the user experience even
during partial failures. In terms of response time, fall-
back can be faster than waiting for the primary service
to be restored, but with certain limitations in terms of
data relevance or completeness. The use of fallback is a
significant component of a fault tolerance strategy, as
it ensures the continuity of the system. The generalised
characteristics of the key fault tolerance patterns that
contribute to the stability of microservice systems are
presented in Table 1. It reflects their functions, purpose,
and implementation features.

The integrated implementation of Retry, Circuit
Breaker, and Fallback patterns allows increasing the
resilience and availability of microservice architecture,
minimising the consequences of failures and ensuring
stable system operation in dynamic environments. Ser-
vice isolation in a microservice architecture ensures
component independence by placing each service in
its individual container or runtime environment. This
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allows localising faults, avoiding cascading failures,and
provides flexibility in updating and scaling individual
services without affecting the entire system. Self-heal-
ing is implemented through mechanisms for automat-
ic restart, replacement of faulty instances, and traffic

redirection, which minimises downtime and maintains
system stability without operator intervention. Orches-
tration platforms, such as Kubernetes, provide built-in
health checks that automatically monitor the health of
services and initiate their recovery in case of a failure.

Table 1. Key patterns of fault tolerance in microservices

Pattern Description Purpose Setup features
Repeat operation or request . . Configuration of the number of
Retry in case of temporary failure or Redufggncﬁghir‘gfd of attempts and intervals to avoid
unavailability porary overload
Circuit tf:/elz escgri/?ésé";vthhea; gl;;ﬁgaf;lj&ois Prevention of cascading failures Transitions between states: closed,
Breaker and overloading open, half-open; error thresholds
detected
Fallback Alternative logic or fallback in case | Maintenance of functionality during | Use of cached data or messages for
of unavailability of the main service failures the user

Source: compiled by the author of this study based on F. De Souza Miranda et al. (2024)

Monitoring and health checks are key mechanisms
that ensure the continuity and stability of microservice
systems (Waseem et al., 2021). Monitoring allows track-
ing the status of each service in real time, analysing
performance, detecting anomalies, and potential prob-
lems before they lead to failures. In practice, monitor-
ing systems such as Prometheus or Grafana provide
visualisation of key metrics such as Central Processing
Unit (CPU), memory, response time, which allows quick-
ly detecting anomalies related to overload or “hanging”
requests. Collecting metrics, logs, and call tracing en-
sures transparency of the system’s internal processes,
which enables prompt response to malfunctions and
optimisation of performance. Health checks automate
the monitoring of the health of individual components.
They periodically check the availability and correctness
of services, detecting failures or degradation. For exam-
ple, the readiness-probe in Kubernetes allows exclud-
ing a component from balancing if it is not yet ready
to process requests, while the liveness-probe restarts a
container in case of a freeze. These checks reduce the
average downtime of one instance to a few seconds
without the need for an engineer. If a problem is detect-
ed, health checks can initiate a service restart or notify
the orchestrator to redirect traffic to healthy instances,
which prevents the failure from spreading to the entire
system. Such mechanisms allow quickly isolating faults
and minimising downtime. Implementation of monitor-
ing and health checks helps to increase the reliability
and availability of microservice systems, promptly de-
tect problems, reduce the risk of cascading failures, and
ensure stable operation even in case of partial failures.

The distributed deployment of microservices is a
crucial factor in ensuring high system availability, as it
avoids a single point of failure (Kansal & Balasubra-
maniam, 2024). Due to the fact that services run on dif-
ferent physical or virtual nodes, the failure of a single
component does not lead to a complete shutdown of the
system. This approach ensures resource redundancy and

load balancing, which contributes to greater resilience
to failures. Additionally, distributed deployment enables
the geographical location of services in different data
centres or regions, which increases resilience to localised
disruptions, such as power outages or network problems.
In practice, this means that delays or failures in one re-
gion do not affect the overall performance of the system
if the routing of requests between regions is properly
configured. This reduces downtime and improves overall
system reliability. Implementing a distributed deploy-
ment also makes it easier to scale the system, as one can
independently add resources where needed without af-
fecting other components. Thus, distributed deployment
is an effective means of increasing the availability and
resilience of microservice architectures.

One of the key conditions for ensuring high avail-
ability and resilience of a microservice architecture is
effective load balancing between service instances
(Barua & Kaiser, 2024). This allows the system to even-
ly distribute requests, avoid overloading individual
nodes, and ensure real-time scalability. There are sev-
eral key approaches to implementing load balancing,
each of which has its specific features, advantages, and
applications. Client-based load balancing implies that
the logic of selecting a service instance is delegated to
the client. The client has a list of available instances
(e.g., obtained through a service discovery service) and
decides which one to send a request to. This approach
reduces the load on the central components but re-
quires a more complex implementation on the client
side and up-to-date information about the instances.
Examples of client-side balancing include the use of
Netflix Ribbon or Spring Cloud LoadBalancer in micro-
service applications, when the client receives a list of
instances from Eureka, Consul, or ZooKeeper and se-
lects them by an algorithm (e.g., round-robin or ran-
dom). Google Remote Procedure Call also has built-in
client balancing mechanisms, where the client library
distributes requests between known instances. En-
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voy employs an analogous approach in sidecar mode,
where balancing is performed directly at the proxy lev-
el, which is integrated into the client loop. Server bal-
ancing is implemented through a separate component,
the load balancer,which independently routes requests
to the relevant instance. For this, special tools such as
NGINX, HAProxy, Envoy, or cloud solutions such as AWS
Elastic Load Balancing (ELB) are used. The advantage
of this approach is centralised request management,
but there is a risk of a bottleneck if the balancer is not
scalable or fails.

Another relevant approach to organising load
balancing is the use of a service mash, which is im-
plemented by introducing proxy servers (sidecars) to
each microservice. Istio, Linkerd, and Consul Connect
provide automatic traffic redirection based on perfor-
mance metrics, centralised control, tracing, monitoring,
authentication, and other service functions without

B. Fedoryshyn

changing business logic. Istio provides the broadest
configuration and integration capabilities with Kuber-
netes, Linkerd is distinguished by its simplicity and
minimal overheads, while Consul Connect focuses on
integration with HashiCorp infrastructure and support
for hybrid environments. All these solutions increase
the reliability and manageability of systems, but require
extra computing resources and complex configuration,
which should be considered when designing the archi-
tecture. To better compare the key load balancing tools,
the study analysed their characteristics according to
the key criteria: reliability, routing flexibility, configura-
tion complexity, and compatibility with other services.
This enables a clearer understanding of the strengths
and weaknesses of each solution and helps to choose
the best tool depending on the specific needs and fea-
tures of the microservice architecture. The results of
this comparison are presented in Table 2.

Table 2. Comparison of load balancing tools by key characteristics

. . — Customisation Compatibility with other
Tool Reliability Routing flexibility complexity services
Support for basic and
:dvar]rced .'i_OUtiTcg Mod . Extensive module
. yperText Transfer oderate, requires . )
NGINX High, proven over years Protocol (HTTP), configuration knowledge support, integration
e with CI/CD
Transmission Control
Protocol (TCP)
. . . Solid integration
HAProxy Very high, widely used comH IL%QS:&?\(ET; forrules l‘\;lieadégnmﬁ CSP{R?;?; i:g with various protocols
P 9 9 and monitoring
Very high, support for High, requires time for Perfectly integrates
Envoy Highly cloud-focused L3-L7 routing, configuration with service mash-up
service mesh and training platforms
. . . Limited compared Low, manageable Tight integration
AwsELB | High,automaticscaling | "NciNk and Envoy, | configuration via AWS | with AWS ecosystem
and high availability :
standard methods console and services
High, centralised traffic Very high, support for | High, requires knowledge | Support for Kubernetes,
Istio management, fault- intelligent routing based of Kubernetes and Prometheus, Jaeger, and
tolerance on performance metrics configurations other monitoring services
Linkerd High, simple and High-level, basic routing Low, easy installation Solid integration with
lightweight solution for services and basic configuration | Kubernetes, Prometheus
_— . Integration with
Highly centralised service|  High-performance Moderate, requires HashiCorp Vault,
Consul Connect management routing with security customisation of the Terraform. and other
policy support HashiCorp infrastructure HashiCorp services

Notes: CI/CD - Continuous Integration/Continuous Delivery
Source: compiled by the author of this study

The comparison shows that all of the tools under
consideration provide a high level of reliability but
differ in terms of routing flexibility and configuration
complexity. Envoy is ideal for complex cloud and ser-
vice-mix environments that require high adaptability,
although it is more resource intensive to implement.
NGINX and HAProxy offer an optimum balance be-
tween functionality and simplicity and are well suited
for traditional systems with a medium workload. AWS
ELB is best used in the AWS ecosystem, valuing ease
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of configuration and deep integration, although with
some routing limitations. The choice of a particular
tool should be based on infrastructure requirements
and project specifics.

Automatic scaling methods are key to ensuring high
availability of microservice systems, as they enable the
number of service instances to be dynamically adapted
to the current load. The key approaches to automatic
scaling are horizontal and vertical scaling. Horizon-
tal scaling involves adding or removing instances of
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the same service, which allows quickly responding to
changes in load and reduces the risk of overloading in-
dividual components. Vertical scaling involves chang-
ing the CPU, Random Access Memory (RAM) resources
of individual instances, which is limited by the physical
characteristics of the infrastructure but can be effective
for short-term peaks. In cloud environments, automat-
ic scaling is implemented through specialised servic-
es that provide an adaptive response to load changes.
Specifically, AWS Auto Scaling and Google Cloud Auto-
scaler are the leading solutions that are widely used to
maintain stable operation of microservices.

AWS Auto Scaling works on the principle of contin-
uous monitoring of key metrics such as CPU, number
of requests, memory usage, and others. Based on the
set thresholds and scaling policies, the service auto-
matically adds or removes instances, maintaining the
optimum level of resources. Another major advantage
is the tight integration with other AWS services, such
as Elastic Load Balancer and CloudWatch, which pro-
vides detailed monitoring, alerts, and flexible scaling
management. This enables quick response to peak
loads and ensures traffic balancing between active in-
stances. The key limitations are a strong dependence
on the AWS ecosystem and the complexity of settings
when dealing with complex scaling scenarios. Google
Cloud Autoscaler supports scaling for both virtual ma-
chines and containerised environments in Kubernetes.
It monitors CPU, memory, network load, and even cus-
tom metrics, enabling precise resource allocation to
meet workload demands. Thanks to integration with
the Google Kubernetes Engine (GKE), the service pro-
vides flexible horizontal container scaling with high
response speed. The advantage is support for various
types of metrics and fine-tuning of thresholds, which
avoids over- or under-scaling. The disadvantage may
be a slightly more complex configuration compared
to other providers, as well as the need for addition-
al Kubernetes knowledge to fully utilise the features.
Both services support integration with health checks
and load balancing mechanisms, which allows not only
scaling resources but also ensuring business continuity
by quickly replacing faulty instances. The choice be-
tween these platforms is usually based on the chosen
cloud provider, the specifics of the infrastructure, and
the scaling needs of the project.

A variety of container orchestration platforms are
used to ensure high availability, scalability, and efficient
lifecycle management of microservices. Kubernetes is
a leading container orchestration system that provides
extensive capabilities for automating the deployment,
scaling, and management of microservice applications
(Zhou et al., 2021). Its architecture provides high avail-
ability due to mechanisms for automatically checking
the state of containers through liveness and readiness
probes, which enable the rapid detection of inoperable
service instances. Scaling is performed using Horizontal
Pod Autoscaler,which responds to the load by measuring

resource consumption (CPU, memory) or custom met-
rics. Additionally, support for geo-distributed deploy-
ment across multiple availability zones avoids a single
point of failure and thus increases system resilience.
Kubernetes integrates closely with CI/CD processes
(e.g., through GitLab Cl or Jenkins), supports Infrastruc-
ture as a Code, and can work in conjunction with ser-
vice mashups such as Istio, which provides advanced
traffic, security, and observability management (Must-
yala, 2022). Due to its modularity and distributed na-
ture, Kubernetes is considered the most complete and
flexible solution for building a scalable, isolated, and
self-healing microservice architecture.

OpenShift is an extension of Kubernetes aimed
at enterprise use and includes advanced tools for im-
proved management, security, and application lifecy-
cle automation. Apart from the basic features of Ku-
bernetes, OpenShift integrates built-in Cl/CD support
through OpenShift Pipelines, providing controlled and
repeatable application deployment. The platform fea-
tures enhanced security policies implemented through
the Security Context Constraints (SCC) and Role-Based
Access Control (RBAC) mechanisms, which enable gran-
ular access control to resources. The monitoring and
logging system is based on the Prometheus, Grafana,
and EFK (Elasticsearch, Fluentd, Kibana) stack, which
provides deep observability. Service scaling is support-
ed by built-in controllers, analogous to Kubernetes. Due
to its extensive management capabilities, advanced
security, and centralised approach to administration,
OpenShift is a reasonable choice for large organisa-
tions that require not only high availability but also
strict control over infrastructure, access policies, and
auditing (Al-Harbi & Al-Qahtani, 2024).

Amazon ECS is a managed container orchestration
service on the AWS cloud infrastructure focused on
simplifying the deployment and management of mi-
croservices. ECS provides basic availability mechanisms
through health checks, automatic scaling through AWS
Auto Scaling, and load balancing through AWS Elastic
Load Balancer. All these features are tightly integrated
with other AWS services, such as Identity and Access
Management for access control, Virtual Private Cloud
for network isolation, and Secrets Manager for secure
storage of confidential information. Monitoring is im-
plemented through Amazon CloudWatch, which allows
creating triggers and alerts based on load metrics,
response time, or number of requests. One of the key
advantages of ECS is the minimal complexity of setup -
the platform hides most of the technical details, which
allows deploying a stable and scalable environment
with minimal effort. However, this convenience is ac-
companied by a deep tie to the AWS ecosystem, which
can limit flexibility in multi-cloud or hybrid scenarios
(Bagai, 2024). Table 3 presents the key features of each
platform, such as automatic scaling, load balancing,
monitoring, and implementation features that directly
affect the resilience and reliability of services.
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Table 3. Comparison of container orchestration platforms

Platform Scaling Load balancing Health Checks Features Application
The most popular,
with a developed Suitable for all
Kubernetes Automatic Built-in, supports | Liveness, readiness, ecosystem, environments,
horizontal scaling | L4 and L7 levels startup probes supports Helm, especially in large
and has a large | distributed systems
community
OpenShift Automanc, Built-in, extended | Advanced features security, CI/CD, Enterprlses{
improved access control corporate solutions
Automatic scaling Tight integration N
Amazon ECS with AWS Auto | Built-in, integrated | Supported with AWS Cloud applications,
. . scalable services
Scaling infrastructure

Source: compiled by the author of this study based on E. Truyen et al. (2019), A.M. Kovalenko (2021)

The integrated use of these platforms allows op-
timising the deployment of microservices, ensuring
their continuity, and responding quickly to failures,
which ultimately increases the overall availability and
efficiency of the system. Based on this analysis, the fol-
lowing practical recommendations for implementing
high availability in microservice architectures can be
formulated. It is worth implementing well-known fault
tolerance patterns - retry, circuit breaker, and fallback -
that allow the system to automatically respond to tem-
porary failures, avoid excessive loads on problematic
components, and provide alternative ways to process
requests. Correctly configuring the parameters of these
patterns is critical to achieving the optimal balance
between reliability and performance. One should also
use a distributed deployment of microservices across
different physical or virtual nodes, as well as in differ-
ent geographical regions. This approach eliminates a
single point of failure, increases resilience to localised
failures, reduces the risk of large-scale disruptions, and
facilitates faster system recovery. Furthermore, it is vital
to implement automatic scaling mechanisms that allow
adapting resources to the current load without disrupt-
ing services. This ensures system flexibility and saves
resources while maintaining stable operation even at
peak times. Along with automatic scaling, it is necessary
to implement effective load balancing between service
instances, which prevents overloading of individual
nodes and increases overall system performance.

Monitoring and health checks should be integrat-
ed into all levels of the architecture to promptly de-
tect failures and automatically launch recovery pro-
cesses. This allows promptly responding to problems,
minimising downtime, and improving user experience.
The use of modern container orchestration platforms
such as Kubernetes, Docker Swarm, or OpenShift is a
key element of high availability. These platforms sup-
port automated deployment, scaling, load balancing,
and recovery of microservices, which greatly simplifies
the management of complex systems. Finally, the im-
plementation of continuous integration and delivery
(C1/CD) practices ensures fast and secure service up-
dates without interruptions, which increases the overall
reliability and efficiency of software support.
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Comprehensive adherence to these recommenda-
tions helps to increase the resilience, reliability, and
availability of microservice architectures, minimises the
risk of failure and ensures business continuity even in
case of a malfunction. To summarise the results, high
availability of microservice systems is achieved through
a combination of service isolation, fault-tolerance pat-
terns, autoscaling, load balancing, and self-healing
mechanisms. The most effective solution in practice is
to use Kubernetes with autoscaling, service mash, and
distributed deployment. In contrast, more simplistic
approaches such as DNS balancing have limitations in
scalability and adaptability.

DISCUSSION

The findings confirmed the significance of using
fault tolerance patterns (retry, circuit breaker, fall-
back), isolation of services in containers, self-healing
mechanisms, monitoring and health checks, and load
balancing to ensure the resilience of microservice ar-
chitectures. The implementation of these approaches
has helped minimise the impact of failures, localise
malfunctions, and ensure system continuity by auto-
mating recovery processes. These solutions help to
increase system reliability and efficiency, reducing
the need for human intervention and improving pro-
ductivity. The results obtained are consistent with the
provisions highlighted in M. Kuppam (2024), where the
researcher emphasises the need to develop a resilient
architecture through the introduction of self-healing
mechanisms that minimise human intervention and
automate the response to failures. These research
findings have confirmed the practical effectiveness of
such approaches when automatic restart or replace-
ment of faulty instances helps to ensure continuous
operation of the system. B. Arugula (2024) proposed
a model for building resilient cloud-native APIs in
event-driven microservice ecosystems that involves
autonomous disaster recovery and adaptive request
routing. These approaches echo the conclusions of
this paper regarding the significance of load balancing
between healthy instances, as well as the use of fall-
back mechanisms that allow the system to continue
functioning even in case of individual service failures.
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The findings confirmed that automatic scaling is
a key mechanism for maintaining the resilience and
adaptability of microservice architecture in the cloud
environment. Modern services, such as AWS Auto Scal-
ing and Google Cloud Autoscaler, demonstrate high
efficiency by monitoring key metrics (CPU, memory,
network load) and dynamically managing the number
of instances based on predefined policies. Integration
with load balancing and health checks ensures fast re-
sponse to failures and minimises downtime. AWS Auto
Scaling is distinguished by its close interaction with
other components of the AWS ecosystem (CloudWatch,
ELB), which contributes to flexible and centralised
scale management. Google Cloud Autoscaler is deep-
ly integrated with GKE and supports custom metrics,
providing precise adaptation to load changes in Kuber-
netes clusters. Both approaches confirm the effective-
ness of combining scaling with availability and load
control, increasing the overall resilience of microser-
vice infrastructure.

N. Singh et al. (2023) reached analogous conclu-
sions, emphasising the role of load balancing mech-
anisms and service discovery in the Docker Swarm
environment for distributed big data systems. The re-
searchers noted the effectiveness of horizontal scaling
inreducing the risk of overloading individual containers,
which coincides with the conclusions drawn from the
study on the benefits of horizontal scaling for flexible
adaptation to load changes. S. Rabiu et al. (2022) high-
lighted the problems and challenges of load balancing
and auto-scaling in cloud microservices environments,
especially the limitations of vertical scaling and the
need for dynamic resource management to ensure sys-
tem resilience. These findings are also consistent with
the findings of the present study, which showed that
horizontal scaling in combination with service-mash-
ups provides the best level of resilience and adaptabil-
ity for microservice architectures.

These results confirm that Kubernetes is a leading
container orchestration system that provides a promi-
nent level of availability, scalability, and resilience for
microservice architectures through deployment auto-
mation, horizontal scaling (via Horizontal Pod Autoscal-
er (HPA)),self-healing mechanisms,and geo-distribution
of instances. Built-in health checks (liveness and read-
iness probes) enable rapid detection of failures, while
integration with service mashups such as Istio enables
advanced traffic, security, and availability management.
The platform tightly integrates with CI/CD processes,
supports infrastructure-as-a-service approaches, and
is a flexible solution for building an isolated, scala-
ble, and self-healing microservice architecture. In turn,
OpenShift, as an enterprise-oriented extension of Ku-
bernetes, offers additional security features (SCC,RBAC),
centralised monitoring (EFK, Prometheus, Grafana),
and native CI/CD integration through OpenShift Pipe-
lines, making it a viable choice for large organisations
with increased access control and audit requirements.

Amazon ECS, as a managed solution within the AWS
ecosystem, provides a simplified container manage-
ment model, automatic scaling, CloudWatch monitor-
ing, and deep integration with other AWS services. ECS
enables rapid deployment of resilient services with
minimal configuration but is less flexible in multi-cloud
environments due to its strong tie to AWS.

The results of this study are in line with the find-
ings of A. Saboor et al. (2022), who emphasised the sig-
nificance of efficient orchestration of containerised mi-
croservices to ensure high availability, scalability, and
reliability of cloud systems. Specifically, the researchers
focused on conceptual approaches to automated de-
ployment and life cycle management of microservices,
which is in line with the recommendations identified
in the study on the use of orchestration platforms (Ku-
bernetes, etc.) to improve service resilience. R.R. Van-
gala (2018) confirmed the significance of dynamic or-
chestration and automatic scaling as key factors in the
adaptive resilience of microservice systems. The adap-
tive framework proposed by the researcher emphasised
the need for rapid response to load changes and auto-
matic recovery from failures, which is consistent with
the results of the present study on the effectiveness
of horizontal scaling and automatic load balancing to
maintain system continuity.

Monitoring and health checks have played a key
role in ensuring the continuity and stability of micros-
ervice systems. By being capable of detecting faults at
an early stage and responding to them quickly, these
mechanisms considerably reduce the risk of cascading
failures and minimise downtime. Most significantly,
automated health checks help to isolate problemat-
ic components and ensure that traffic is redirected to
healthy instances, which increases overall system re-
Liability. It also confirms the significance of distributed
deployment as a key factor in the high availability of
microservice architecture. Running services on multiple
physical or virtual nodes eliminates a single point of
failure, providing resource redundancy and load bal-
ancing. The geographical location of components in
different data centres or regions further increases the
system’s resilience to local failures, which is especially
relevant for critical applications with continuous oper-
ation requirements.

The findings are consistent with the approaches
described in OV. Talaver & T.A. Vakaliuk (2023), which
emphasises the significance of comprehensive system
health management to improve system reliability. The
researchers emphasised the need to use automated
tools to monitor service performance, which enabled
prompt detection of failures and minimised the impact
of individual component failures on the functioning of
the entire system - a conclusion that is consistent with
the emphasis on the significance of health checks in
the study. Additionally, the findings of the present study
are consistent with the findings of Y.Wang et al. (2021),
who examined both the benefits and challenges of
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microservice architectures. Specifically, authors em-
phasised that the scalability and resilience of systems
directly depend on the proper design of distributed
deployment and well-established mechanisms for
self-healing services. This coincides with the conclu-
sions about the need to avoid single points of failure
by distributing the load across different nodes and ge-
ographical areas, which allows the system to stay oper-
ational even in case of partial failures.

Overall, the findings of the study confirmed that
microservice architecture is a modern and effective
approach to creating scalable, flexible, and adaptive
software systems that can meet the requirements of
a dynamic business environment. The comprehensive
implementation of microservice architecture, which
includes not only technical tools but also suitable
management approaches, enables organisations to
create highly reliable, flexible, and scalable soft-
ware systems that can effectively respond to market
changes, reduce support costs, and provide high qual-
ity customer service.

CONCLUSIONS

The study found that the stability, reliability, and conti-
nuity of microservice systems are achieved through the
integrated implementation of a series of architectural
approaches, mechanisms, and patterns. Service isola-
tion, automatic recovery of instances, load balancing,
and continuous monitoring form the foundation for en-
suring stable operation even in case of partial failures
or anomalies. Practical cases revealed that the use of
fault tolerance patterns - retry, circuit breaker, and fall-
back - reduces the risk of cascading failures while opti-
mising system response times through adaptive param-
eter settings. Specifically, retry reduces the probability
of failure due to temporary problems. Circuit breaker ef-
fectively isolates faulty components, preventing exces-
sive load, while fallback provides alternative request
processing scenarios in case of prolonged failures.
Tools such as Consul provided efficient service
management, detection, traffic routing, and implemen-
tation of fault tolerance patterns (retry, circuit breaker,
fallback). In turn, the use of Istio as a service mashup
enabled centralised management of inter-service inter-
action, load balancing, security, and observability. The
introduction of distributed deployment of services in
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Bucoka AOCTYMNHICTb B MiKpocepBIiCHi apXiTeKTypi

boraaH PepopuiumnH

AcnipaHT

HauioHanbHui yHiBepcuTeT «JIbBiBCbKA NOMITEXHIKa»
79000, Byn. CrenaHa banpepu, 12, m. JIbBiB, YKpaiHa
https://orcid.org/0009-0005-3779-0186

AHotauia. MeToto poboTtun 6yno gocnifxeHHs niaxonis A0 3abe3neyeHHs BUCOKOI JOCTYNMHOCTI MiKpOCepBiCHUX
CMCTeM 3 aKL,eHTOM Ha CTiMKiCTb A0 BiAMOB, MacluTabyBaHHs i 6e3nepepBHy poboTy cepBiciB. Y AOCHIAXKEHHI
3aCTOCOBAHO MOPiBHSANbHO-aHANITUYHUI METOA, aHaNi3y TEXHIYHMX pilleHb 3abe3neyeHHs BUCOKOT AOCTYMHOCTI,
cucTeMaTm3auii xapakTepuctuk nnathopM opkecTpauii KOHTEMHEepIB i OLiHKKM IHCTPyMeHTIB 6anaHCyBaHHS
HaBaHTAXEHH$ 3a KpUTepiaMu NpoayKTUBHOCTI, THYYKOCTI, HAAIAHOCTI Ta iHTerpauiiHoi 3pyyHocTi. locnhiakeHo
fault-tolerance natepHu - retry, circuit breaker i fallback - siki 3a6e3neuyoTb rHy4Yke ynpaBaiHHS MOMUAKaMMU,
3HWXYHOTb PU3MK KacKagHMX BiAMOB i NiATpUMYIOTb 6e3nepepBHicTb poboTu cucteM. BctaHoBnEHO, WO NoBediHKa
fault-tolerance naTtepHiB 3anexuTb Bif KOHbIrypauii napameTpiB BUKOHAHHS, TAKMX K TaWMayTu, iMiTU NOBTOPHUX
cnpob i ymoBu akTuBauii fallback-mexaHismis. OuiHeHO edeKTUBHICTb TakMx iHCTPYMeHTIB, 9k NGINX, HAProxy, Envoy
Ta Amazon Web Services Elastic Load Balancing, 3 ornagy Ha ix BNAMB Ha MacwTaboBaHiCTb i CTiMKICTb apXiTekTypy,
a TaKOX MOX/IMBOCTI aBTOMATMYHOro MacwTabyBaHHA Ha Npuknagi xmMapHux nnatdopm Amazon Web Services i
Google Cloud. BuseneHo, wo BbynoBaHi cepsicu autoscaling 3abe3neuytotb cTabinbHy poboTy cepBiciB Npy 3MiHHOMY
HaBaHTaXXEHHI Ta JO3BONAIOTb ONEPaTUBHO pearyBaTh Ha MiKOBi HaBaHTaXeHHs. HagaHo ornag opkecTpaTopis
koHTeliHepiB (Kubernetes, OpenShift, Amazon ECS), cepep akux Kubernetes Bu3HaHO Habinbw ePpekTUBHUM
3aBASKM NIATPMMLI MEXaHi3MiB CaMOBIAHOBNEHHS, pO3MN04ineHoro po3ropTaHHs, health checks ta iHTerpauii 3
Cl/CD. Pe3ynbtatvt BOCNIAKEHHS MOXYTb CTYryBaTW aHAIITUYHOKO OCHOBO A/1 MPOEKTYBAHHS CTIMKMX MiKpPOCEPBICHMUX
apXiTEKTYp Y XMapHOMY Ta KOpNopaTUBHOMY CepefoBM1LIAX 3 METOH MiABULLEHHS HAAIAHOCTI, MaclwTaboBaHOCTI Ta
6e3nepepBHOCTI Hi3Hec-npoueciB

KniouoBi cnoBa: nnathopma opKkecTpalii KOHTEMHEepPIB; po3nofineHe Po3ropTaHHS; MacWTabyBaHHS; MOHITOPUHT;
H6anaHCcyBaHHS HaBaHTAXEHHS
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