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Abstract. The relevance of this study is driven by the increasing number of digital image falsification cases and
the widespread use of fragment cloning as a common manipulation technique, which poses serious challenges
to information security. The aim of this research was to develop and experimentally validate a robust method
for detecting digital image cloning under post-processing conditions based on the analysis of the minimum
mean block difference matrix, enabling reliable identification and spatial localisation of cloned regions and
their original prototypes. The proposed method was based on iterative interval bisection combined with
binary cross-analysis of block differences and was implemented in the Matlab environment. The experimental
framework included modelling additive Gaussian, multiplicative and impulse noise, JPEG compression, spatial
filtering, and combined distortions. Visual fidelity was quantitatively evaluated using the peak signal-to-noise
ratio with a threshold value of signal-to-noise ratio PSNR > 37 dB. Computational experiments were conducted
on central regions of digital images with a resolution of 512 x 512 pixels. Cloned regions occupied less than
0.85% of the image area, typically ranging from 0.098% to 0.39%, while smaller cloned areas below 0.098%
were also considered. The analysis was performed on a randomly selected single colour channel using block-
based processing. In the absence of post-processing distortions, the global minimum of the minimum mean
block difference function reached zero, resulting in maximum detection performance with a true positive rate of
100%. False positive rate evaluation on original images yielded values of 11%, 7.5%, and 3% for block sizes of
16,24, and 32, respectively. Although the proposed approach demonstrates high detection sensitivity, the results
indicate limitations in suppressing false positives compared to some state-of-the-art methods, highlighting the
need for further optimisation
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Method for detecting the results...

INTRODUCTION

The rapid development of digital technologies and the
widespread use of digital images (DI) in the media,social
networks, electronic document management systems,
digital forensics and information security are leading to
an increase in the risks associated with the falsification
of visual information. One of the most common and, at
the same time, most difficult methods of forgery to de-
tect automatically is the cloning of fragments of digital
images, which allows objects to be hidden or duplicat-
ed without the use of external image sources. The task
of detecting the results of cloning becomes particular-
ly difficult in the context of post-processing of digital
images, which almost always accompanies the process
of creating or distributing images. Noise overlay, filter-
ing, lossy compression, changing storage formats, and
other disruptive influences significantly complicate the
detection of cloning traces, as they mask the character-
istic features of forgery and reduce the similarity be-
tween the corresponding fragments of the clone and its
prototype. In real-world scenarios of falsification, such
influences are not an exception but a typical practice
that requires the development of specialised analysis
methods that are resistant to post-processing.

Thus, in the work of G. Gani & F. Qadir (2020), a
block-oriented approach was proposed in which dis-
crete cosine transform (DCT) is used to form compact
frequency features that are less sensitive to noise,JPEG
artefacts, and blurring. Additionally, the use of cellular
automata allows for the effective grouping of similar
blocks and reduces the number of false positives after
post-processing, which ensures increased stability of
the matching procedure in combined attacks. A.U. She-
hin & D. Sankar (2024) used DCT features together
with eigenvalues to form an invariant representation
of blocks that preserves discriminatory properties af-
ter JPEG compression and blur filtering. The proposed
scheme also provides robustness to rotations, allowing
stable localisation of forged areas under conditions of
complex post-processing and geometric transforma-
tions. P. Duszejko et al. (2025) the scientific literature
and research findings, focusing on techniques that de-
tect image manipulations and localise areas of tam-
pering, utilising both statistical properties of images
and embedded hidden watermarks. Passive methods,
based on analysing the image itself, are versatile and
can be applied across a broad range of cases; however,
their effectiveness depends on the complexity of the
modifications and the characteristics of the image. Ac-
tive methods, which involve embedding additional in-
formation into the image, offer precise detection and
localisation of changes but require complete control
over creating and distributing visual materials. Both
approaches have their applications depending on the
context and available resources.

The work F. Li et al. (2022). recommends using
Graph Neural Networks, Convolutional Neural Net-
works, Visual Geometry Group Network with 16 Layers,

MobileNet, and Residual Network with 50 Layers. Meth-
od uniquely integrates these architectures to effective-
ly detect and analyse multiple types of image forger-
ies, including image splicing and copy-move forgeries.
A.Akram et al. (2025) argued that the growing reliance
on digital image processing technologies is partly ex-
plained by the widespread availability of reliable and
efficient image capture technologies. The ease with
which image content can be altered using modern im-
age editing technologies creates new challenges for fo-
rensic analysis.A structured hybrid system for searching
for important objects in images is presented.

Despite the existence of a significant number of ap-
proaches to detecting cloning in digital images, most
of them demonstrate limited effectiveness in the case
of combined disruptive influences or require significant
computational resources, complex parameter tuning, or
prior training on large data sets. In this context, it is rel-
evant to develop a method for detecting the results of
DI cloning in post-processing conditions that combines
mathematical soundness, algorithmic transparency, and
practical applicability for use in expert and automat-
ed analysis systems. The purpose of the article was to
develop and experimentally substantiate a method for
detecting DI cloning results in post-processing condi-
tions, which is based on the analysis of the minimum
block difference matrix and allows for the stable detec-
tion and localisation of a clone and its prototype in the
presence of noise, lossy compression, and other inter-
fering influences.

MATERIALS AND METHODS

In order to make an informed choice of disturbance pa-
rameters that ensure the reliability of the visual percep-
tion of digital images, a computational experiment was
conducted in the Matlab environment. Computational
studies were performed using licensed Matlab software
(Kadam et al., 2022; Ghai et al., 2024). The Matlab plat-
form was selected due to its extensive set of built-in
functions for image processing, numerical computation,
and data visualisation, which enables the implemen-
tation of complex experimental pipelines and ensures
the reproducibility of results.

For simplicity of presentation, without limiting the
generality of the considerations, monochrome DI are
considered at this stage of the study. Any DI is the result
of discretisation of the domain D c R? and quantisation
of the function values f(x, y), (x,y) € D, resulting in nxm -
matrix F with elements f,./.E {0,1,...,255},i=1,n,J=1,m
and the geometric representation can be a three-dimen-
sional surface S, which is the graph of the function g (x,
y), approximating f(x, y) on a multiplicity D of vicoristan
elements F, in particular g (x, y) can act as an interpola-
tion spline for elements F, which is assumed below. It is
shown g (x, y) that if is a 1*t degree interpolation spline,
then the task of its construction is insensitive to chang-
es in the input data - the brightness values of the pixels
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of the image. The defined parameter characterising the
surface S and, as a result DI, the matrix F as a whole, and
at the same time insensitive to small changes in the
characteristics of the surface (DI) - V the volume of a
cylindrical body T with a generatrix parallel to the axis
of the applicator OZ, limited by the surface S and the
coordinate plane of the characteristics of differences:
V=[ g(x,y)dxdy,g(x,y) - 1% degree interpolation spline
for elements F.

If Kc D, Pc D - areas corresponding to areas of
the clone/prototype (CP), then they can be matched:
V.= [ g(xy) dxdy, V = [[ g (x, ) dxdy. If the central point
was not post-processed, then: V, = V, otherwise,due to the
insensitivity of the volume calculation problem: V, » v,

For numerical calculation of volume values using
double integrals as a composite quadrature formula,
the integral sum for a double integral is used, corre-
sponding to the division of the integration region L c D,
for which the partial region is a square, in the centre
of which there is a point with the coordinates of the
corresponding pixel. Taking into account that the coor-
dinates of adjacent pixels differ by one unit, it can be
assumed that the length of the side of each resulting
square, and therefore its area S, is equal to 1.

U 8(xy)dxdy = Zg(l NS=Yr e p=%X £. (1)

G EL G J)EL

For (1), the degree of the interpolation spline does
not matter , which eliminates the need to consider a
spline of degree higher than one for interpolating the
elements of the matrix F in the course of the proposed
solution of the problem considered in the work.

Thus, for areas of the CP without subsequent pro-
cessing of the DI, the following relationship must be
satisfied, for which insensitivity to disturbances in the
input data is established:

=2 4 @

apepr ” Gpek

And under conditions of additional disruptive ac-

tions (DA):
2 L=t )
G )eEK G j)ep

It is assumed that post-processing after cloning ap-
plies to the entire DI. Taking into account the results of
the literature review, a block-oriented approach is used
for the developed method as the most accurate among
the existing ones. It is further assumed that the areas
of the CP regions are such that the prototype has at
least one g x g - block that does not belong to the CP
intersection area.

Taking into account the experiment, during which
the presence g=4,g=8 and g =16 the absence of blocks
in the original DI g xq - block for which condition (2)
was satisfied were established, the criterion for the
presence DI of CP regions in the CP in the absence of
additional DA was obtained, according to which, B® and
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B® - gxq - blocks of the CP matrix F DI for which
g=16 and BAnB®=g@, then in order for B®, B® to be
corresponding blocks from the CP display in digital im-
ages, it is necessary and sufficient to fulfil (2).

Taking into account the obtained criterion, in order
to reduce the possibility of false alarms when using the
developed method for detecting CP in the control sys-
tem, the g xg - blocks for which are further used g=16.
Taking into account the results of the experiment and
the criterion obtained, at this stage of the study, it is
assumed that if post-processing of the DI after cloning
took place, then the areas of the CP that were identical
before it will change less relative to each other than
those that differed from the CP and therefore differed
from each other before post-processing.

The work quantitatively determines the charac-
teristic of ‘block differences’ taking into account (3),
i.e., taking into account the introduced character-
istic of the volume of the corresponding body. Let
B ,i=ln—q+1,j=lm-g+1 ,- g=q -block of the
nxm - matrix of the central system F, for f, which the
element is located at position (1,1). Let us call this
type of block B,.j. the main. Each block B,./. is assigned
(n-q+1)x(m-q+1) matrix of block differences M®
(MBD) with elements m @ k, [defined as:

m“y, =zq:

t,p=1

L, k=1n—qg+1,I=1m—qg+1, (4

where r,, t, p= 1, g - elements of the g x g -matrix R,
which is obtained as follows:

R=

()

where equality (5) is understood in an element-by-ele-
ment sense. The elements of MBD M @ reflect the dif-
ference between block B and any other block of the
matrix DI in the sense of (4)-(5), and therefore deter-
mine those blocks that differ least from B_ (in terms of
the volumes of the corresponding cylindrical bodies),
without intersecting with it, and are sought, given the
task under consideration.

The established differences M@ in properties in B,
cases where belongs/does not belong to the CP region.
min M®=mG)=0, Small in comparison with other ele-
ments M@ will also be m@), ke {i-1,i,i+1},[€{j-1,
Jj, j + 1}. However, the smallness of these elements is
not an indicator of the similarity of the blocks corre-
sponding to them in the sense considered in the work.
Therefore, for the convenience of further research,
the element m @9 of the matrix M@ and its 8 closest
neighbours are made equal to a number that is large
compared to other elements M@, The new matrix is de-
noted M'"'and is called the modified matrlx(o]c block
differences (MMBD). The minimum element M corre-
sponds to the block B,, of the clone (prototype) if is the
B,-,- - block of the prototype (clone). In this case:

minM"” = minM . (6)
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If is B;not a CP block, then min i general is not
related to min M for any arbitrary block B,, that does
not intersect B,.

Taking into account (6), the matrix F DI is matched
(n-g+1)x(m-gq+1) with the matrix G - the matrix
of minimum block differences (MBD), whose element
g i=ln—g+l, j=lm—-q+1, reflects the smallest
difference in the sense of (4)-(5) of g xq -block Bl.j.from
any other block of the matrix F:

g= min M, T=1,n- qg+1,j=1,m—q+1. (7)

The corresponding blocks B and B, CP in G will
correspond to coinciding values of global (or local in
conditions of significant DA, as shown below) minima:

8,=8w 8)

where 8, is a global minimum if G, and
8, = mn  &alocal minimum if G in there exists
such U(gtp) for g,a neighbourhood for that: vg,, € (gtp),
8,%8," 8;>8, The U(g,) neighbourhood r' of radius is
created by elements Brviper kL € (-r,...,0,...,r).

Thus, the formal parameter found is a convergence
index, quantitatively identical for the corresponding
blocks of the CP of the DI, including under conditions
of additional DA: the value of the global (local) mini-
mum for the MMBD corresponding to the analysed DI.
As a quantitative metric for assessing the reliability of
perception of the obtained digital images, similar to
the approaches widely used in modern scientific pub-
lications on digital image processing, computer vision,
and information security, the peak signal-to-noise ratio
(PSNR) was used in this study. This metric was chosen
because of its versatility, ease of calculation, and abili-
ty to quantitatively reflect the level of image distortion
resulting from the application of disturbing influences
(Ali et al., 2022; Hosny et al., 2023). The PSNR metric
is based on a comparison of the original (reference)
digital image and the processed image and allows the
root mean square error between corresponding pixels
to be estimated (Khalil et al., 2023). High PSNR val-
ues indicate insignificant distortions and preservation
of visual quality, whereas a decrease in this indicator
corresponds to an increase in noise intensity or infor-
mation loss. This property makes PSNR a convenient
tool for analysing the impact of various disturbing
factors, including additive noise, filtering operations,
compression artefacts, and other types of signal deg-
radation, on the reliability of visual perception. More-
over, PSNR is a standardised and widely recognised
metric that is frequently applied for benchmarking im-
age processing algorithms within a unified evaluation
framework. Its use ensures experimental reproducibil-
ity and facilitates direct comparison of the obtained
results with data reported in related studies. In the
context of clone detection in digital images, PSNR is
particularly relevant, as it enables the determination of

acceptable disturbance thresholds under which visual
distortions remain imperceptible to the human observ-
er but may significantly affect the performance of auto-
mated detection algorithms. Therefore, the application
of PSNR provides a balanced compromise between
computational efficiency, interpretability, and practical
relevance in the domain of digital forensics and infor-
mation security.

The PSNR value was calculated according to the
generally accepted analytical expression and allowed
to quantitatively assess the level of image distortion
after the application of disturbing influences and to
determine the acceptable limits of parameters under
which the visual authenticity of the Dl is preserved:

_ . 2 l _r
PSNR =10 1g[255 /[mnlz;(fq f)ZD 9)

where f,i=1,n,j=1,m - elements of the matrix of the
modified digital image (it is assumed that the reliability
of the digital image is preserved if PSNR >37 dB).

During the experimental procedure, a set of refer-
ence digital images was subjected to controlled dis-
turbing influences with varying intensity levels. For
each disturbance scenario, the PSNR value was calcu-
lated in order to quantitatively evaluate the degree of
image degradation. The obtained PSNR values were
subsequently analysed to identify threshold intervals
corresponding to visually imperceptible distortions
and critical degradation levels that significantly affect
both human perception and automated clone detection
performance. To ensure statistical reliability, each ex-
periment was repeated multiple times with different
disturbance parameters and initial image samples. The
resulting measurements were averaged to minimise
the influence of random fluctuations and noise. Ad-
ditionally, graphical visualisation of PSNR trends was
performed to facilitate comparative analysis and inter-
pretation of the experimental results.

Thus, the proposed methodological framework
combines quantitative image quality assessment with
systematic parameter variation, enabling a comprehen-
sive evaluation of the impact of disturbing influences
on digital image perception and clone detection ro-
bustness. The proposed methodology for clone detec-
tion is based on an iterative interval bisection strategy
combined with binary image analysis and geometric
object comparison. The main objective of the method
is to localise characteristic extrema in the interpolat-
ed matrix G and to identify repeated structural pat-
terns that indicate the presence of cloning in a digi-
tal image. At the initial stage, the full analysis interval
[a,b]=[T ., T  ]was divided into two equal sub-inter-
vals. For each sub-interval, a corresponding cross-sec-
tion of the interpolated surface is generated. These
cross-sections are represented as binary digital images,
where pixel values falling within the specified intensi-
ty range are assigned logical values, allowing spatial
structures to be isolated.
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Each binary cross-section is then analysed using
standard connected-component and contour detection
techniques. The algorithm searches for objects that are
identical in shape and size and bounded by closed con-
tours. The presence of such objects is used as a crite-
rion for updating the counters k, and k,, which indicate
whether characteristic patterns are detected in the low-
er or upper sub-interval, respectively. If both cross-sec-
tions contain identical objects (k, =k,=1), the algorithm
selects the interval associated with smaller geometric
object dimensions, as this region typically corresponds
to a more precise localisation of cloning artefacts. The
selected interval is then further divided in half, and the
procedure is repeated. This iterative refinement contin-
ues until the detected objects become point-like, mean-
ing that their area is equal to one pixel. At this stage,
the spatial localisation accuracy reaches its maximum
resolution, and the iteration process is terminated. The
occurrence of point objects in both analysed sub-in-
tervals is interpreted as a reliable indicator of cloning
presence in the digital image.

Finally, the coordinates of the detected point ob-
jects are extracted, enabling precise localisation of
both the cloned region and its original prototype.
This spatial correspondence provides direct geomet-
ric evidence of duplication and allows verification of
the detected falsification. The proposed approach en-
sured robust detection performance under additional
disturbing influences, such as noise and compression
artefacts, by progressively narrowing the analysis
interval and isolating stable structural features. As
demonstrated in the experimental results, the method
provides high localisation accuracy while maintaining
computational efficiency.

RESULTS AND DISCUSSION

When modelling attacks on DI at this stage of research,
various types of disturbing influences are used, in par-
ticular Gaussian, multiplicative and Poisson Noise, salt-
and-pepper noise, lossy compression, as well as filter-
ing using various spatial and frequency filters. These
types of distortions are typical for simulating image

S. Hryhorenko et al.

post-processing after cloning operations and corre-
spond to approaches that are widely used in modern sci-
entific research in this and related fields (Hamza, 2022;
Jain, 2024). It is important to note that the “author” of
a falsified image is usually interested in ensuring that
the result of the forgery does not attract additional at-
tention from the expert during visual analysis. In this
regard, post-processing of a cloned image is carried out
taking into account the requirements for preserving its
visual authenticity. Given the widespread use of lossy
compression formats for storing and transmitting dig-
ital images, the modified image is highly likely to be
saved in this format. The most common format in prac-
tical application is Joint Photographic Experts Group
(JPEG), which justifies its use as the basis for modelling
attacks. The results of additional perturbations should
not normally lead to noticeable visual artefacts in the
final DI. This necessitates careful selection of noise,
filtering and compression parameters that ensure the
reliability of image perception after their application.
At the same time, in practice, there may be situations
where post-processing of a DI leads to a partial deteri-
oration in its visual quality.

Note that the reliability of visual perception of a
DI under such disturbing influence is considered to be
preserved, although the subjective assessment of im-
age quality by individual observers may differ. When
modelling attacks on digital images at this stage of re-
search, the following types of distortions are used as
the most common and practically significant: additive
Gaussian Noise, Multiplicative Noise, “Salt And Pepper’,
lossy compression, and filtering using various types of
filters (9). To evaluate the influence of different noise
models on the reliability of digital image perception, a
series of controlled experiments was performed using
additive and impulse noise disturbances with varying
intensity parameters. The average PSNR values ob-
tained for the experimental image set under Gaussian,
multiplicative, Poisson, and salt-and-pepper noise con-
ditions are presented in Table 1. The values that satisfy
the visual authenticity criterion (PSNR>37 dB) are high-
lighted in bold.

Table 1. Average PSNR values obtained as a result of applying noise disturbances
to digital images from the experimental array

Gaussian Noise with zero mathematical expectation

Multiplicative Noise “Salt And Pepper”

D=0.0001 | D=0.0005 | D=0.001 D=0.005

D=0.0005

D=0.001 | D=0.005 | D=0.01 | D=0.02 | D=0.001

43.8 39.1 34.5 28.3

42.8

40.4 33.2 30.9 26.2 39.0

Source: created by the authors

The results presented in Table 1 demonstrate that
low-intensity noise disturbances have a limited im-
pact on perceived image quality, whereas increasing
noise density leads to a rapid degradation of visual
fidelity. In particular, Gaussian noise with variance
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values up to D=0.0005 preserves acceptable per-
ceptual quality, while higher variance levels result in
PSNR values below the reliability threshold. A similar
trend is observed for multiplicative and impulse noise,
where increasing disturbance intensity significantly
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reduces PSNR.These findings indicate that the robust-
ness of visual perception is highly sensitive to noise
magnitude and that only a limited range of distur-
bance parameters can be considered acceptable for
preserving digital image authenticity. In order to ana-
lyse the effect of lossy compression on the reliability
of digital image perception, additional experiments

were conducted using the JPEG format with different
quality factor (QF) values. The corresponding average
PSNR values obtained for both Tagged Image File For-
mat (TIFF) and JPEG output formats are summarised
in Table 2. The results provide quantitative insight
into the relationship between compression level and
visual distortion.

Table 2. Average PSNR values as a result of resaving a digital image
in a lossy format (Jpeg) with different values of the QF

OF

Output format DI 95 85 75 65 55 45 35 25
Tif 490 46.8 45.4 440 434 426 415 39.0

Ipeg 50 416 403 364 35.5 351 344 341

Source: created by the authors

As shown in Table 2, decreasing the quality factor
leads to a gradual reduction in PSNR values, indicat-
ing an increase in compression-induced distortions.
For high QF values (above 75), the PSNR remains well
above the perceptual reliability threshold, ensuring
visually acceptable image quality. However, when the
quality factor drops below 55, a noticeable degrada-
tion occurs, and PSNR approaches the critical bound-
ary of visual authenticity. These results confirm that
aggressive lossy compression significantly affects the

reliability of digital image perception and may com-
promise the effectiveness of subsequent image anal-
ysis and forensic procedures. To assess the impact of
spatial filtering operations on digital image quality,
experiments were performed using averaging, Gaussi-
an, and median filters with different kernel sizes. The
corresponding average PSNR values obtained after fil-
tering are presented in Table 3. This analysis allows the
evaluation of smoothing effects on image fidelity and
perceptual reliability.

Table 3. Average PSNR values as a result of filtering a digital image

Averaging filter of size pxp

Gaussian filter of size p x p (sig=0.5)

p=3 p=5 p=7 p=3

p=5 p=7 Median filter 3x 3

37 32 23 44

44 44 38

Source: created by the authors

The data presented in Table 3 indicate that filter
type and kernel size play a critical role in determin-
ing the level of image distortion. Averaging filters with
increasing window size lead to a substantial decrease
in PSNR due to excessive smoothing and loss of fine
structural details. In contrast, Gaussian filtering with
moderate kernel sizes demonstrates higher PSNR sta-
bility, preserving visual quality more effectively. The
median filter exhibits intermediate performance, re-
ducing impulse noise while maintaining acceptable
perceptual fidelity. These results confirm that inappro-
priate filtering parameters may significantly degrade
visual authenticity, whereas carefully selected con-
figurations can preserve reliable image perception. In
further modelling of disturbing influences on digital
images, “Salt And Pepper” noise will not be used. This
is due to the fact that even with acceptable PSNR val-
ues (Table 1), the superimposition of such noise leads
to the appearance of clearly visible visual artefacts on
the disturbed image. In addition, the specificity of this
type of noise - the presence of separately located point
distortions - does not provide reliable masking of clon-
ing results at low values of the noise intensity param-
eter d. Accordingly, from a practical point of view, this
type of disturbance is highly unlikely to be used by the

‘Author” of DI falsification. A similar conclusion regard-
ing the presence of noticeable visual artefacts can be
made for Poisson noise, which is confirmed by the re-
sults of visual analysis showing superimposition with-
out localisation of point objects (Fig. 1).

Based on this, at this stage of the study, the follow-
ing types of transformations were selected as disturbing
influences on digital images: Gaussian Noise with zero
mathematical expectation and dispersion D < 0.0005
(D € {0.0005; 0.0001}); Multiplicative Noise with vari-
ance D<0.001 (D €{0.0005; 0.001}); lossy compression
with an arbitrary quality factor QF in the range from
25 to 95 filtering, except for an averaging filter with a
mask size p=5. Regarding the disruptive effect associ-
ated with lossy compression of digital images, it should
be noted that although for quality factor values QF <65,
the PSNR index for images in JPEG format decreases
and becomes less than 37 dB, no visually noticeable
artefacts are observed. Given that compression is the
most common type of post-processing of DI and does
not usually attract the attention of experts,compression
options with QF <65 are not excluded from further con-
sideration at this stage of the study, despite the formal
decrease in quantitative quality indicators. To study the
complex of disturbing influences on DI after cloning,
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noise with the parameters defined above was super-
imposed, followed by lossy compression of the images.
The compression quality coefficients QF € {65, 75, 85,
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95} were selected, since these parameters are the most
common and probable from the point of view of practi-
cal use during the storage and transmission of DI.

Figure 1. Results of noise superimposition on the DI

Notes: a - original DI; b - DI after superimposition of “Salt And
d=0.001; d - Poisson Noise
Source: created by the authors

To investigate the combined impact of multiple
disturbing factors on digital image quality, an addi-
tional series of experiments was performed in which
noise disturbances were applied first, followed by lossy
JPEG compression with different quality factor values.

Pepper” noise with d=0.02; c - “Salt And Pepper” noise with

The resulting PSNR values obtained under complex
disturbance conditions are presented in Table 4. This
analysis allows the evaluation of cumulative degra-
dation effects and their influence on the reliability of
visual perception.

Table 4. PSNR values (dB) after applying complex disturbing effects to a digital image

5 Gaussian Noise Multiplicative Noise

po D=0.0001 \ D=0.0005 D=0.0005 \ D=0.001

g Subsequent saving in Jpeg with a quality factor QF Subsequent saving in Jpeg with a quality factor QF

: [T} n (X2} n N n LN n [Tl N [Xa] n [Tl N N n
a o =) ~ ) o © ~ ¥ o © ~ ) o © ~ %)
-2 I I I O T N I N I I I I O B
o ol ol ol ol ol ol ol ol ol ol ol ol ol ol ol ol
= | 436 | 423 | 419 | 411 | 39.0 | 38.8 | 369 | 365 | 42.7 | 42.5 | 42.3 | 40.0 | 40.3 | 40.0 | 39.5 | 38.7
§ 437 | 389 | 37.2 | 363 | 369 | 36.7 | 36.6 | 36.2 | 419 | 38.5 | 37.0 | 36.1 | 38.7 | 375 | 36.7 | 36.0

Source: created by the authors

The results presented in Table 4 demonstrate that

the combined application of noise and lossy compres-
sion produces a significantly stronger degradation effect
compared to the influence of individual disturbances.
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Even for relatively low noise variance values, subse-
quent JPEG compression leads to a noticeable reduc-
tion in PSNR, indicating cumulative distortion accumu-
lation. In the case of Gaussian noise, high quality factor
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values (QF =95 and QF = 85) still maintain PSNR val-
ues above the perceptual reliability threshold, whereas
further reduction of the quality factor results in values
approaching or falling below the critical boundary. A
similar trend is observed for multiplicative noise, where
increasing noise intensity combined with compression
substantially reduces visual fidelity. Furthermore, the
comparison between TIFF and JPEG output formats
shows that uncompressed or lossless storage formats
demonstrate higher robustness against cumulative dis-
tortions, while JPEG images exhibit greater sensitivi-
ty to compound disturbing effects. This confirms that
the sequence of image processing operations and the
choice of output format play a crucial role in preserving
visual authenticity.

Overall, the obtained results indicate that complex
disturbing effects significantly narrow the acceptable
parameter range required to maintain reliable digital
image perception. These findings are particularly im-
portant for digital forensics applications, where mul-
tiple processing stages are often applied sequentially
and may collectively compromise both visual integri-
ty and the performance of automated detection algo-
rithms. Taking into account the results of subjective
quality ranking obtained in the process of applying a
complex of disturbing influences to DI, as well as con-
sidering the practically reliable fact of storing Dls in
lossyy compression formats, even in cases where the
PSNR value is less than 37 dB, within the scope of this
study, it is considered appropriate to consider the ana-
lysed sets of additional disturbing influences (Table 4)
as realistically possible scenarios when creating falsi-
fied images by cloning.

For the further development of a method for de-
tecting cloning results under the influence of addition-
al disturbing factors, it is important to have informa-
tion on the quantitative indicators of the difference
between the corresponding blocks of the clone and
its prototype after post-processing of the DI. In order
to determine these indicators, a computational exper-
iment was carried out using digital images from the
experimental array. During the experiment, digital im-
ages were cloned, with the cloned area and the corre-
sponding original area being square blocks of size gxq,
where q €{32, 24, 16}. After cloning, Gaussian or Multi-
plicative Noise was applied to the images with param-
eters determined in the previous stages of the study as
ensuring the reliability of the visual perception of the
DI. Next, the images were saved in lossyless (TIF) and
lossy (JPEG) formats with different quality coefficients
QF € {65, 75, 85}. For the images obtained in this way,
taking into account that the clone block was denoted as
B*=B_,and the corresponding prototype block as B*= B,
matrices M@ and M) were constructed. For each pair
of such matrices, the minimum values of the selected
difference measure were determined, as well as the
coordinates of their location. This made it possible to
quantitatively assess the degree of similarity between
the clone and prototype blocks after applying disturb-
ing influences and post-processing. The results of the
computational experiment are presented in Table 5, in
which the following designations are used: | - the aver-
age value of the indicator for all DI of the experimental
array min@=min®; Il and Il - the minimum and max-
imum values of the indicator among all DI involved in
the experiment, respectively min@=min®,

Table 5. Quantitative estimates of the difference between the clone
and prototype blocks in terms of (1) - (2) under image post-processing conditions

Block size | Noise type | Noise parameters Output format DI after cloning | I ]
Tif 2930 2208 3104
QF =85 4068 2183 5764
Y D=0.0001 Jpeg QF=75 4357 2113 6764
g QF=65 4680 1900 7375
§ Tif 6544 4561 7138
3 QF=85 7242 4429 8592
D=0.0005
Jpeg QF=75 6656 4177 9458
QF =65 6799 3900 10147
32x32
Tif 2650 408 6258
v QF=85 3930 1169 6231
R4l D=0.0005
2 Jpeg QF=75 4240 1142 7661
(5]
Z QF=65 4572 1252 7603
©
% Tif 3742 707 7770
= QF =85 4796 1240 7536
s D=0.001
Jpeg QF=75 4941 1370 8572
QF=65 5207 1446 8807
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Continued Table 5.
Block size | Noise type | Noise parameters Output format DI after cloning | Il ]
Tif 1649 1277 1753
QF=85 2325 1181 3670
g D=0.0001 =
- Jpeg QF=75 2549 1094 4307
c QF =65 2746 1068 4369
z Tif 3687 2593 3994
>S5 =
3 D=0.0005 QF =85 4071 2661 4970
Ipeg QF=75 3946 2400 5467
QF =65 3889 2080 5940
24x24 Tif 1472 309 4917
q) p—
2 D=0.0005 QF=85 2245 701 3470
c Jpeg QF=75 2368 634 4261
2 QF =65 2597 711 4290
S Tif 1967 501 4209
a
S D=0.001 QF=85 2564 711 4095
s Ipeg QF=75 2671 731 4511
QF =65 2690 801 4712
Tif 911 501 1123
. D=0.0001 QF =85 1007 546 1241
2 Ipeg QF=75 1111 678 1535
= QF =65 1247 654 1987
2 Tif 1698 901 2145
)
z D=0.0005 QF =85 1814 959 2297
Ipeg QF=75 1746 811 2611
QF =65 1800 875 2849
16x16 Tif 662 60 1360
Q.) -
2 D=0.0005 QF=85 1068 322 1717
c Jpeg QF=75 1229 344 1981
2 QF =65 1338 355 2467
(1]
= Tif 1043 235 2290
= D=0.001 QF=85 1376 401 2211
= Jpeg QF=75 1398 484 2268
QF =65 1478 489 2329

Source: created by the authors

Based on the data presented in Table 5, the thresh-
old values T_@ and T_ @ were determined, corre-
sponding, respectively, to the minimum and maximum
levels of difference between a clone block of size gxg
and the corresponding prototype block. When solv-
ing the problem of finding areas (blocks) of a digital
image with minimal differences between each other,
each block B, is assigned a block difference matrix of
size (n—q+1)x(m-q+1),which is further referred to as
MAMBD. The elements of this matrix m’  are defined as
a measure of the difference between block B,-,- and all
other blocks B,, of the analysed digital image:

miu=Y{ 1y k=1,n — q + 1,1=1,m — q + 1,(10)

where 1, t, p=1,q, are elements of the qx g matrix R,
obtained as follows:

R=1B,-B,|. (11)
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In this case, relation (11) is interpreted in an ele-
ment-by-element sense, i.e., comparison operations are
performed for the corresponding pixels of the blocks,
which allows for a correct assessment of their similari-
ty after cloning and possible disturbing influences. The
obtained threshold values were determined for three
levels of the parameter q. In particular, when g equals
32, the minimum threshold value T (32) is 408, while
the corresponding maximum threshold value T (32)
reaches 10,147. For the case where g equals 24, the
minimum threshold T __ (24) is 309 and the maximum
threshold T (24) is 5,940. Finally, when g equals 16,
the minimum threshold T (16) is equal to 60, where-
as the maximum threshold 7 __ (16) amounts to 2,849.
These threshold values quantitatively characterise the
range of possible differences between the correspond-
ing blocks of the clone and the prototype after cloning
and subsequent post-processing of the DI. In addition,
it is possible to determine similar threshold values
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separately for each type of disturbing influence, which
is consistent with the approaches presented in S. Gry-
gorenko (2016). In order to formalise the process of de-
tecting cloning results in DI and ensure the possibility
of their quantitative analysis, it is advisable to move
from the direct analysis of pixel values to the study of
specially constructed mathematical objects. This ap-
proach allows us to generalise information about local
similarities between image fragments, reduce the in-
fluence of random noise distortions, and increase the
method’s resistance to additional disturbing influences.
In this context, a key step is to construct an auxiliary
matrix that accumulates information about the degree
of difference between all possible blocks of a fixed-size
DI. Analysis of the properties of this matrix and the na-
ture of its extreme creates a theoretical basis for identi-
fying clone regions and the corresponding prototype, as
well as for localising cloning results in the image space.

The main object of analysis during the detection of
clone and prototype regions in a Dl is the introduction
of an nxm matrix G of size (n—-q+1)x(m-g+1) with
elements g, wherei=1,n — ¢ + 1,j=1m — q + 1.
The values of the elements g;, are determined ac-
cording to the relation: g,=min®, i=1n — q + 1,
j=1,m — q + 1.For this matrix, it is justified that the
blocks B,-/. and B, , which correspond to the clone and its
prototype, will correspond to the same global (or local)
minima in the matrix G, 9= 9,p which for most DI is
an indicator of the presence of cloning and allows its
spatial location to be determined. At the same time, in
practice, the ratio 9i=9g,, may indicate not the clone and
prototype regions, but the original, but slightly different
image fragments. In such cases, there is a risk of false
cloning identification.

In order to refine the localisation of the clone and
prototype areas, it is proposed to use the construction
of a set of “sections” of the surface, which is a graph of
a function that interpolates the elements of the matrix
G. Such “sections” are defined as inequalities ¢ <z < ¢y,
where c1, ¢; =const, ¢1, ¢z €N, and N is the set of natural
numbers. As a result of performing the specified “sec-
tions”, the coordinates of those blocks of the DI are de-
termined for which the minimum difference from all oth-
er blocks in terms of criteria (10) - (11) falls within the
specified interval [c3, ¢2]. This approach allows for more
accurate localisation of potential cloning areas and re-
duces the number of false positives in the algorithm.

The “sections” is performed according to a specially
developed method, which will hereinafter be referred
to as the method of dividing the segment in half for
the analysis of the matrix of minimum block differ-
ences (MAMBD). The proposed method is based on the
idea of iterative narrowing of the range of values of
the elements of the minimum block difference matrix
in order to localise areas that potentially correspond to
cloning results. This approach allows for the effective
separation of the clone area and its prototype from oth-
er structurally similar but original fragments of the DI

(Li et al., 2022; Jaiswal et al., 2022). The MAMBD meth-
od is an integral part of the basic method of detecting
cloning results in DI presented below and performs the
function of a refinement stage of analysis. Its applica-
tion is aimed at increasing the stability of detection
against additional disturbing influences, such as noise,
filtering and lossy compression, as well as reducing the
number of false positives. By using a split-half interval
procedure, the method provides adaptive selection of
threshold values corresponding to the most inform-
ative areas of the surface that interpolates the ele-
ments of the minimum block difference matrix (Koul et
al., 2022). The main stages of the MAMBD method,
outlined below, form a sequential analysis procedure
that covers the selection of block representation pa-
rameters, the determination of difference thresholds,
and the construction of corresponding “sections” for lo-
calising potential cloning areas. Together, this creates a
methodological basis for the further algorithmic imple-
mentation of the method for detecting cloning of DI in
post-processing conditions and under the influence of
disturbing factors.

Taking into account the specifics of the analysed DI
of size nxm or the geometric parameters of the area
“suspicious” from the point of view of cloning, select
the size of the analysed block g x g. Then, for the DI,
construct a matrix G of size (n—-g+1)x (m-g+1), which
corresponds to the MAMBD. Determine the threshold
values Tmin and Tmax for the possible values of the
elements of the matrix G that satisfy the relation g,=g,,
i.e., correspond to the blocks of the clone and its proto-
type. Hereafter, the element gtp is considered to be the
global minimum of the matrix G if it corresponds to the
smallest value among all elements within the analysed
region. The element gtp is defined as a local minimum
if there exists a neighbourhood U(gtp) in the matrix G
such that, for any element g, € U(g, ), where g, #g,, the
inequality 9,>9, holds. The neighbourhood U(gtp) with
radius r is formed by the elements gt +k,p + [, where K,
Le{r,.., 0,.., r} k, which enables the analysis of the
local region surrounding the considered element.

Given a fixed and uniquely specified block size
g * g, the threshold values are taken as T =T @ and
T =T @ In the case when additional disturbing in-
fluences applied to the DI after cloning are known, the
threshold values 7 and T__ are determined based on
the experimental data given in Table 5. If information
about the nature of the disturbing influences is missing
and the block size q cannot be determined unambigu-
ously, it is advisable to use universal estimates as thresh-
old values to ensure the robustness of the method to
uncertainty in the analysis conditions: T = mgzn T

o= g T, Procedure for dividing the segment in
half. At this stage, an iterative division of the analysis
interval is performed in order to refine the parameter
range and localise characteristic objects in the digital
image. First, the initial bounds of the analysis interval

are defined: the lower bound a=T  and the upper
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bound b=T__.Then,the midpoint of the interval is cal-
culated as c=(a+b)/ 2. After determining the midpoint,
two cross-sections of the surface representing the
graph of the function interpolating the elements of ma-
trix G are generated. The first cross-section corresponds
to the interval a <z < ca, while the second corresponds
to c<z<b.The obtained cross-sections are represented
as binary digital images, where white pixels indicate
those elements of matrix G whose values fall within the
corresponding intervals.

Next, the counters k, =0 and k, =0 are initialised
and used to record the presence of characteristic ob-
jects in the respective cross-sections. The generated
binary images are then analysed using standard digital
image processing techniques to detect objects bound-
ed by closed contours. If objects of identical shape
and size are detected in the cross-section a<z<c,the
counter k, is incremented by one. If, in addition, the
area of such objects equals one, meaning that the ob-
jects are point-like and isolated, the algorithm pro-
ceeds to the next step.

A similar procedure is applied to the cross-section
c<z<b. If objects with identical shape and size are de-
tected, the counter k, is incremented. If the area of these
objects is equal to one, the algorithm also proceeds to
the next step. In the case where k, =1 and k, =0, the
cross-section a<z<c is selected for further analysis.
The upper bound of the interval is updated as b =c, after
which a new midpoint is calculated and the procedure
returns to the next iteration. If the condition k, =0 and
k,=1is satisfied, the cross-section c<z<b is selected for
further analysis. In this case, the lower bound is updat-
ed as a=¢, the new midpoint is calculated, and the next
iteration is performed. When k, =k,=1,the cross-section
containing objects with smaller geometric dimensions
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is selected. If the interval a<z<c is chosen, the upper
bound is set to b=c; otherwise, the lower bound is set to
a=c.Subsequently,a new midpoint is calculated and the
procedure continues. If k, =k, =0 and, at the same time,
the condition ¢ - a> P is satisfied, where P is a threshold
value determined experimentally, both cross-sections
are subjected to further analysis. For each of them, new
interval bounds are defined separately, after which the
bisection procedure is repeated. Thus, the interval bi-
section procedure ensures a gradual narrowing of the
search region and increases the accuracy of localising
characteristic structures in the digital image, which is a
necessary condition for the effective implementation of
subsequent stages of the algorithm.

If the condition ki =k, =0 is true for each of the
constructed cuts, then it is concluded that the analysed
DI has not been cloned. If ky=1 or k;=1, it is consid-
ered that the analysed DI has been cloned. In this case,
the corresponding blocks of the clone and its prototype,
which are characterised by the minimum difference be-
tween each other in terms of criteria (10) - (11), are
determined by isolated identical white objects with an
area of 1 (one pixel) on the last binary image slice in
order.As methods for processing DI, standard approach-
es to contour extraction can be applied, in particular
the methods proposed and implemented in R. Kundu
(2022), Lumenci (2024). For example, gradient methods
using the color grading function can be used. During
experimental studies using DI from the experimental
array, it was found that the threshold value of parame-
ter Pis 300.To illustrate the proposed method, consider
a DI that has been cloned and then subjected to Gauss-
ian Noise with zero mathematical expectation and vari-
ance D=0.0001, and saved in JPEG format with a quality
factor QF =75 (Fig. 2, b).

Figure 2. DI used to illustrate the operation of MAMBD under conditions of additional disturbing influences
Notes: a - original DI; b - DI resulting from cloning under conditions of additional disturbing influences

Source: created by the authors

For comparison, the corresponding original DI is
shown (Fig. 2). It should be noted that the image under
study was deliberately chosen without clearly defined
objects, which in general complicates the task of de-
tecting cloning and emphasises the robustness of the
proposed approach in conditions of low image struc-
ture. First consider a falsified DI (Fig. 2). For its analysis,
will use medium-sized blocks with the parameter g=24.
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According to the data in Table 5, for the selected block
size, have the following threshold values: T =1,094,
T .=4,307 Figure 3 shows “cross-sections” in the form
of binary images obtained as a result of the first divi-
sion of the segment [a, b]=[T ., T ] in half. Analysis
shows that both sections contain objects of the same
shape and size within their boundaries, bounded by

closed curves, and therefore k1 =k, =1.
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Figure 3. Sequence of sections for MAMBD DI subjected to cloning under conditions of additional disturbances
Notes: a-1,094<2<2,700; b - 2,701<z<4,307;c-1,094<2<1,897;d - 1,898<2<2,700

Source: created by the authors

In accordance with step 3 of the proposed meth-
od, the section 1,094 <z< 2,700 is selected for further
analysis (Fig. 3). Next, the segment [1,094, 2,700] is

again divided in half, after which two more “sections”

are constructed (Fig. 3). According to the criteria of the
method, the interval 1,094 <2< 1,897 is selected for
further consideration. At this stage, the iterative anal-
ysis process is completed, since the area of identical
objects in the corresponding binary image is equal to
1, i.e., the objects are point objects. As a result, given
that ks =k, =1, it is concluded that cloning is present

X
100 -
90
80
70
60
50
40

30

in the analysed DI. In addition, the spatial location of
the clone and its prototype is determined by isolated
point objects, namely blocks with coordinates (31, 31)
and (71, 71), which fully corresponds to the actual na-
ture of the falsification (Fig. 3). Considering the orig-
inal DI (Fig. 2), using the same parameter values for
analysis as in the case of the falsified image (although
in general this condition is not mandatory). Figure 4
shows the “sections” in the form of binary images ob-
tained as a result of the first division of the interval
[a, b]=[T ] in half.

min’ Tmax

Figure 4. Sequence of cross-sections for the original DI
Notes: a-1,094<2<2,700; b - 2701 <z<4,307
Source: created by the authors
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Further iterative refinement of the segment did
not lead to qualitative changes in the form of the
obtained sections, therefore the corresponding imag-
es are not shown. Analysis of the constructed bina-
ry images showed that no identical objects bounded
by closed curves were found within any of the “sec-
tions”. Accordingly, at this stage, the value k1 =k, =0
is recorded. At step 4 of the algorithm, based on the
results obtained, a conclusion is made about the ab-
sence of cloning in the analysed DI, which is fully con-
sistent with its actual status as original. The proposed
MAMBD method of analysing the minimum block dif-
ference matrix does not in all cases provide an unam-
biguous clarification of the presence and spatial loca-
tion of the clone and its prototype. The complexity of
obtaining the result is due to the fact that the neigh-
bourhoods of the clone and the prototype on the cor-
responding “sections” may not form closed curves in
general. Moreover, in certain situations, such regions
may represent discrete sets of points or short seg-
ments, which complicates their automated selection
using standard DI processing methods.

As a result, the effectiveness of the MAMBD meth-
od is reduced for images with a weakly expressed
structure or a high level of textural homogeneity, which
requires the use of additional analysis criteria or com-
bining the method with other approaches to detecting
cloning results. Possible ways to overcome these lim-
itations include combining the MAMBD method with
additional criteria for spatial-structural analysis and
using multi-level approaches to interpret the results.
In particular, it is advisable to use morphological op-
erations (expansion, narrowing, closing) to aggregate
discrete points and segments into more connected ar-
eas, which facilitates their further selection and anal-
ysis. In addition, the stability of the localisation of the
clone and prototype areas can be improved by adap-
tively changing the size of the analysed block q and
using multi-scale analysis, which allows different levels
of spatial detail in the image to be taken into account.
Another promising direction is the integration of statis-
tical and machine classification methods, in particular
the use of clustering to group elements of the mini-
mum block difference matrix that are close in value,
or the use of machine learning models to distinguish
between true and false positive manifestations of clon-
ing. Additionally, the effectiveness of the method can
be increased by combining MAMBD with feature-based
approaches (based on key points, texture or frequen-
cy characteristics), which allows compensating for the
shortcomings of each individual method and ensuring
more reliable detection of cloning results in complex
conditions of DI post-processing.

The results obtained confirm that the reliability of
visual perception of DI and the stability of digital ex-
amination procedures significantly depend on the type
and intensity of disturbing influences, as well as on
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their combinations. The paper justifies the use of PSNR
as a quantitative criterion for controlling the “visual
authenticity” of DI (threshold PSNR > 37 dB) and exper-
imentally determines the ranges of noise, JPEG com-
pression and filtering parameters at which distortions
remain inconspicuous to humans, but can complicate or
mask traces of forgery. This approach is consistent with
the general trend in contemporary research in digital
forensics in the work of W. Haiwei et al. (2022), which
identifies not only the fact of manipulation, but also
the robustness of methods to post-processing (noise,
compression, filtering), which is a typical “anti-forensic”
context. In the works of F.Z. Mehrjardi et al. (2023) and
L-X. Jiao et al. (2025), a significant part of the focus is
on deep learning for detecting forgeries, in particular
copy-move (cloning) and related manipulations, sys-
tematise deep learning approaches (CNN/transformer
architectures, hybrids with “classical” features) and em-
phasise that the main challenge is degradation from
real distribution channels (social networks, re-saving,
filtering), which change image statistics and reduce the
accuracy of detectors. The authors of the paper support
the conclusions of these reviews: post-processing is
a critical factor, and without an explicit “disturbance
model” or at least quantitative quality control (such
as PSNR), it is difficult to guarantee the reliability of
expert conclusions.

At the same time, the recommended methodology
differs from the dominant deep learning solutions in
that it is interpretable and training-independent. The
authors use an iterative procedure of dividing the in-
terval [T . T ] in half and analysing the “sections” of
the interpolated surface of the G matrix in the form of
binary images. The decision on the choice of a subin-
terval is made based on the presence in both “sections”
of objects of the same shape/size and their geometric
characteristics (counters k,, k,), which allows localising
the clone and prototype to point objects (area=1) and
determine the coordinates of the source blocks of the
forgery. In practice, this brings our approach closer to
a class of detectors that rely on stable structural/ge-
ometric manifestations of duplication characteristic of
classical forensics (key points, block features), but im-
plement localisation through controlled narrowing of
the z parameter range rather than through mass com-
parison of descriptors. This complements the research
of N.A.M. Abir et al. (2021), G. Suresh & C.S.Rao (2022),
L-X. Jiao et al. (2025), which describe keypoint-based
and block-based CMFD methods.

The experimental conclusions of the authors of
the work regarding the influence of JPEG compression,
noise and filtering are consistent with the works of
L. Bertojo et al. (2022), M. Aloraini et al. (2021), G. Ta-
haoglu et al. (2021), which demonstrate the robustness
of CMFD to typical attacks (JPEG, Gaussian noise) under
certain conditions, but also emphasise the dependence
of the results on the intensity of degradation. In fact,
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Tables 1 - 4 in the paper show that the “acceptable”
disturbance parameters (according to the PSNR crite-
rion) are sharply narrowed under complex influences
(noise + JPEG), which logically coincides with practical
scenarios of online content distribution: consecutive
re-encodings and platform-specific transformations can
accumulate distortions. A similar emphasis on degrada-
tion from online environments is presented in the work
of W.Haiwei et al.(2022), which proposes modelling “so-
cial media noise” and training robust detectors. Authors
introduced a quantitative framework (PSNR threshold)
for selecting disturbance modes under which visual
authenticity is preserved but the forensic task is com-
plicated. According to the reaserchers, this approach is
useful both for evaluating the robustness of algorithms
and for standardising experiments.

N. Taneja et al. (2025), C. Shi et al. (2023), H. Xie et
al. (2022) emphasise that contrast enhancement, me-
dian filtering, or other transformations can be delib-
erately applied to mask traces of manipulation, and
therefore detection methods must either be resistant
to them or have quality control/change procedures in
place. Observations by aforementioned authors on the
significant impact of filtering (especially averaging with
large windows) on PSNR and, accordingly, on “perceptu-
al reliability” and potential detectability of cloning, and
that filtering can “smooth out” local structures, which
is critical for methods that rely on geometry/texture.
J. Yang et al. (2021) proposed an algorithm based on
key points or two-stage feature matching schemes and
confirm that realistic attacks (scaling, rotations, noise,
JPEG) are effective. The authors of the work emphasise
that the difference between this approach and others is
that instead of searching for a large number of match-
es, use iterative “sections” analysis and the criterion of
minimising the geometric dimensions of objects as a
convergence marker, which allows us to localise the
clone/prototype in block coordinates and work in con-
ditions of additional distortions controlled by PSNR. In
summary, this work confirms the general conclusions
of the current literature regarding the decisive role of
post-processing and degradation in digital forensics
tasks, but offers a more interpretable and parametri-
cally controlled approach: the selection of acceptable
perturbations through the PSNR threshold and the lo-
calisation of cloning through iterative interval division
and analysis of binary “sections”. At the same time, the
practical value lies in the fact that this approach can be
used as a standalone detection procedure or as a ro-
bustness assessment module/protocol for other CMFD
methods (including deep learning) that have been ac-
tively developing in recent years.
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AHoTauif. AKTYanbHiCTb LbOro A0CNiAKeHHs 06yMOBNEHA 3pOCTaHHAM KiIbKOCTi BUNaaKiB ganbcmdikauii umdposmux
306paXKeHb Ta NOWMPEHUM BUKOPUCTAHHAM KNIOHYBaHHS hparMeHTiB SK NOLMPEHOI TEXHIKM MaHinynsLii, WO CTBOPOE
Cepro3Hi BUKAMKKM ang iHdopMaLiiHoi 6e3nekn. MeTor Lboro focnimkeHHs 6yno po3pobneHHs Ta ekcnepuMeHTanbHe
NiagTBEPAXEHHS HALIMHOIO METOAY BUABNEHHS KJIOHYBAHHS LMPPOBMX 306paxeHb B YyMOBaX NoCTOOBpo6KU
Ha OCHOBI aHani3y MaTpuLi MiHiManbHOI cepefHbOi pi3HULiI BNOKiB, WO [AO3BONSAE HAAIMHO ifeHTUDIKYBATH Ta
NpOCTOPOBO NOKanNi3yBaTu KNOHOBaHi 061acTi Ta iXHi OpUriHanbHi NPOTOTUNK. 3aNPONOHOBaHUI MeToA H6a3yBaBcs
Ha iTepaTMBHOMY DiceKLiMHOMY iHTepBani B NOELHAHHI 3 BiHAPHWM MepexpecHWM aHani3oM pi3HuLb 610KiB i OyB
peani3oBaHuii B cepenosuuli Matlab. EkcnepuMeHTanbHa CTpyKTypa BKJIOYana MOLENOBaHHS aAUTUBHOMO rayCoBoro,
MYAbTUNAIKaTUBHOMO Ta iIMMNYNbCHOTO LWYMY, CTUCHEHHS JPEG, npocTopoBe @inbTpyBaHHA Ta KOMOiIHOBAHI CMOTBOPEHHS.
BisyanbHa TOYHICTb Byna KifibKiCHO OLLiIHEHA 3a A0MOMOrO MiKOBOrO BiAHOWEHHS CUTHAaN/WYM i3 NOPOroBmuM
3HAYEHHSAM BigHOWEHHS CUrHany Ao WwyMmy > 37 ob. O6uncnoBanbHi eKCnepuMeHTU NPOBOANIUCS HA LEHTPANbHUX
obnactax unMdpoBux 306paxkeHb 3 po3aiNbHOK 38aTHICTIO 512x512 nikcenis. KnoHoBaHi obnacTi 3aiMann MeHwe
0,85 % nnowi 306paxeHHs, 3a3Buyan Big 0,098 % 0o 0,39 %, npu LbOMY TAaKOXX BPAaXOBYBaIMCSA MEHLWIi KNOHOBaHi
obnacri, MeHwe 0,098 %. AHani3 NpoBOAMBCA Ha BUNAAKOBO 0O6paHOMY OJHOKONIPHOMY KaHani 3 BUKOPUCTAHHAM
610K0BOi 06p06KM. 33 BiACYTHOCTI CMOTBOPEHb NiCNsS 06PO6KM rNobanbHUI MiHIMYM QYHKLIT MiHIManbHOI cepeaHboi
pi3HuMLi BnOKiB JOCATaB HyN4, WO 3abe3nevyBano MakCMManbHy eheKTUBHICTb BUSBAEHHS 3 iCTUHHOK NMO3UTUBHOK
yactototo 100 %. OuiHKa piBHS MOMWUNKOBUX NO3UTUBHUX PE3Y/bTATIB HA OPUTiHAZIbHUX 300PAXKEHHAX [lana 3HA4YEHHS
11 %,7,5 % i 3 % nns po3mipis 6nokis 16,24 i 32 BianoigHo. PekoMeHL0BaHMIA NiAXif LEMOHCTPYE BUCOKY YYTAMBICTb
BUSIB/IEHHS, PE3YNbTaTU BKa3ylOTb Ha 0OMEXEeHHS B NpUAyLLIeHHi MOMUAKOBUX MO3UTUBHUX PE3YNbTaTiB Y MOPIBHSAHHI
3 0eIKMMM HAMCyYaCHILIMMM METOAAMM, O MNiAKPEC/OE HEOOXiAHICTb MOAANbLIOT ONTUMI3aLi
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Abstract. The relevance of the study is conditioned by the growing need for efficient image processing algorithms
for mobile devices with limited computing resources. The purpose of the study was to comprehensively compare
the efficiency of convolutional neural networks and bilinear interpolation to predict the parameters of geometric
transformations in mobile applications. The study was conducted on a Motorola G32 mobile device using the
dual-input architecture of convolutional neural networks. A total of 120 experiments were conducted using
images measuring 224x224 pixels, which included rotation angles ranging from -45° to +45° and scaling factors
ranging from 0.5 to 1.5. The CNN model was optimised using TensorFlow Lite with 8-bit quantisation. The PSNR
and SSIM metrics were used to evaluate image quality. The statistical analysis included: the Shapiro-Wilk test
for normality verification, the Student’s t-test, and the Mann-Whitney U-test for group comparison, the Cohen
coefficient for estimating effect size, ANOVA analysis of variance, Pearson and Spearman correlation analysis, and
regression analysis. The thermal regime and energy consumption of the device were monitored at the significance
level p<0.05. Convolutional neural networks showed statistically significantly better image quality: the median
PSNR value was 45.56 dB compared to 42.42 dB for bilinear interpolation, SSIM 0.953 and 0.910, respectively.
Furthermore, bilinear interpolation provided perfect accuracy for predicting geometric parameters (median
angle error 0.0°), in contrast to convolutional neural networks (median error 47.95°). The processing time for
convolutional neural networks was 447.0 ms versus 358.9 ms for bilinear interpolation of battery consumption:
18.3%+4.2 mAh (CNN) versus 16.7 £ 3.9 mAh (bilinear), p > 0.05. The processor temperature increased by 3.2°C
(CNN) versus 1.9°C (bilinear). Practical significance. The developed methods can be used in mobile augmented
reality applications for optimal selection of algorithms depending on the application requirements

Keywords: deep learning; image processing; mobile computing; transformation parameters; performance metrics;
neural architecture

INTRODUCTION

The rapid development of mobile technologies and the  image processing algorithms directly on mobile plat-
growth of computing power in portable devices have forms.Geometricimage transformations,including rota-
created new opportunities for implementing complex tion and zooming, are fundamental operations in many
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mobile applications, from augmented reality systems
to medical diagnostic tools. Efficient implementation of
such operations directly on the device reduces depend-
ence on cloud services, reduces processing delays, and
increases the level of user data privacy. In this regard,
the relevance of research aimed at evaluating the per-
formance and accuracy of image processing algorithms
in the mobile computing environment is growing.

G. Menghani (2023) conducted a comprehensive
review of deep learning optimisation techniques. The
researcher systematised approaches to reducing mod-
el size, accelerating inferiority, and improving energy
efficiency, including quantisation, pruning, and knowl-
edge distillation. The study showed that the combi-
nation of these methods allows reducing the model
size by up to 10 times with minimal loss of accuracy,
which is very important for mobile deployment. These
results directly influenced the choice of the model op-
timisation method in the study. |. Wei et al. (2024) pre-
sented a comprehensive review of current advances
in neural network quantisation. The researchers ana-
lysed in detail the evolution of methods from simple
uniform quantification to complex mixed-precision
approaches. The study covered both the theoretical
foundations of quantisation and practical aspects of
its implementation on various hardware platforms, in-
cluding mobile Neural Processing Unit (NPU). Special
attention was paid to methods for automatically se-
lecting the optimal bit width for different network lay-
ers. B.Rokh et al. (2023) published a systematic review
of quantisation models for deep neural networks in
image classification. The researchers classified exist-
ing methods by criteria of accuracy, convergence rate,
and hardware compatibility. The researchers found
that the combination of structural pruning with quan-
tisation provides the best balance between model
compression and maintaining accuracy for computer
vision tasks.

Z. Li et al. (2023) systematised methods for com-
pressing deep neural networks. The study covered prun-
ing, quantisation, knowledge distillation, and low-rank
factorisation. The researchers conducted a comparative
analysis of the effectiveness of various methods on pop-
ular architectures,including MobileNet and EfficientNet,
demonstrating the ability to achieve compression up to
10x while maintaining 95% of the original accuracy.
H.Liu et al. (2024) presented an overview of lightweight
deep learning methods for resource-constrained envi-
ronments. The researchers analysed specific problems
of deploying neural networks on mobile and Internet
of Things devices, including memory limitations, pow-
er consumption, and latency. The researchers identified
promising areas of optimisation: dynamic architectures,
hardware-oriented design, and joint optimisation of
the model and compiler. J. Gou et al. (2021) conduct-
ed a fundamental review of knowledge distillation
methods. The researchers systematised approaches to

the transfer of knowledge from large models-teachers
to compact models-students. The study showed that
distillation allows achieving accuracy close to the orig-
inal model, while significantly reducing computational
costs. These methods are particularly important for mo-
bile deployment, where resources are severely limited.
M.Tan & Q.V.Le (2021) introduced the EfficientNetV2 ar-
chitecture, which achieves state-of-the-art results with
fewer parameters and faster learning. The researchers
proposed a combination of progressive learning with
adaptive regularisation, which allows efficient scaling
of models. EfficientNetV2-S achieves 83.9% top-1 accu-
racy on ImageNet with 5.3x shorter training time com-
pared to EfficientNet-B7.

S.Mehta & M. Rastegari (2022) developed the pre-
sented MobileViT architecture, which combines the
advantages of CNN and Vision Transformer for mobile
applications.The model achieves 78.4% accuracy on Im-
ageNet at just 5.6M parameters, outperforming Mobile-
NetV3 at comparable computing costs. The researchers
demonstrated the effectiveness of the hybrid approach
for tasks that require both local and global image un-
derstanding.Z. Xiao et al. (2021) presented a method for
super-separation of real-time video using lightweight
deepwise separable group convolutions and channel
shuffling. The proposed architecture achieves better
quality compared to other real-time methods at signifi-
cantly lower computing costs. These results confirm the
possibility of implementing high-quality real-time im-
age processing on mobile devices.A.Ignatov et al.(2022)
conducted a large-scale study of the effectiveness of
quantised superdivision models on mobile NPUs. The
researchers compared the performance of different ar-
chitectures on real mobile devices, finding significant
differences between the theoretical complexity of the
models and their practical execution speed. The study
highlighted the importance of testing on target equip-
ment, which directly influenced the methodology of this
work. The purpose of this study was to identify practical
patterns and quantitative characteristics of the trade-
off between the visual quality of image processing and
the accuracy of predicting geometric transformation
parameters when using convolutional neural networks
in comparison with bilinear interpolation on mobile
devices, and to formulate reasonable recommendations
for choosing the optimal method for specific types of
mobile applications.

MATERIALS AND METHODS

The research was conducted on a Motorola G32 mobile
device with a Qualcomm Snapdragon 680 processor
(8-core) and 4 GB of RAM. The choice of this device was
conditioned by its representativeness for the middle
segment of mobile devices, which ensures the practical
significance of the results obtained for a wide range
of mobile applications. For the purposes of the study,
a custom dataset of images was created, comprising
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approximately 5,000 pairs (original and transformed
images). The dataset was divided into three parts: a
training sample (approximately 4,000 pairs), a valida-
tion sample (approximately 800 pairs), and a test sam-
ple (approximately 120 pairs). The original images in-
cluded three categories of content: geometric shapes,
landscapes, and text images. The transformed versions
were created programmatically using random rotation
and zoom settings. Metadata was stored for each pair:
ID, paths to the original and transformation, exact val-
ues of the rotation angle and zoom level. All images
had a size of 224x224 pixels in JPG format. Based on
the test sample, 120 experiments were conducted on
a mobile device with automatic logging of all perfor-
mance and quality metrics, which contained parame-
ters: rotation angles from -45° to +45° with random
distribution; zoom factors from 0.5 to 1.5; image size
224x224 pixels; image types test. Each experiment in-
volved measuring processing time, calculating quality
metrics, and prediction errors for both methods.

Statistical analysis was performed using para-
metric and nonparametric methods, depending on
the nature of the data distribution. The Shapiro-Wilk
criterion was applied to check the normality of the
distribution at the significance level a=0.05. The Stu-
dent’s t-test for independent samples was used to
compare the average values of normally distributed
variables. The nonparametric Mann-Whitney U-test
was used in cases of violation of normality assump-
tions. The Cohen’s d coefficient was used to estimate
the effect size. Variance analysis (ANOVA) was used to
identify statistically significant differences between
groups. Correlation analysis was performed using the
Pearson correlation coefficient for normally distrib-
uted variables and Spearman for nonparametric data.
Image processing quality was evaluated using the
PSNR (Peak Signal-to-Noise Ratio) and SSIM (Structural
Similarity Index) metrics:

MAX?
xy
SSIM(X, y) — uxpy+c1)(20™V+c3) (2)

(u3+u3+cy)(0F+05+c2)’

where MAX - maximum pixel value, MSE - root-mean-
square error, i, U, - average values, g,, 0, - variances,
0¥ - covariance, c1, c2 - stabilisation constants. The
architecture developed by the Convolutional Neural
Network (CNN) was based on the principle of simulta-
neous analysis of the original and transformed image
to predict the parameters of the geometric transforma-
tion. Mathematically, the architecture was described by
a function:

fCNN (lorig, Itrans) = (6pred, Spred), (3)

where Jorig and Itrans - original and transformed imag-
es, respectively, with a size of 224x224 pixels, Opred -
provided rotation angle in degrees, Spred — zoom level
provided.
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The architecture implemented the principle of a
shared feature extractor with common weights for
both input images. Each branch consisted of three
convolution blocks: (1) Conv2D with 32 3x3 filters,
Rectified Linear Unit (ReLU), padding = same, Batch-
Normalisation and MaxPooling 2x2; (2) Conv2D with
64 3x3 Filters, ReLU, BatchNormalisation and Max-
Pooling 2x2; (3) Conv2D with 128 3x3 filters, ReLU,
BatchNormalisation and GlobalAveragePooling2D.
After combining the features of both branches us-
ing a concatenation operation (output vector of 256
elements), the result was processed by a regression
head: Dense(128, ReLU) — Dropout(0.3) — Dense(64,
ReLU) — Dropout(0.2) - Dense(2), where the two out-
put neurons predicted the rotation angle and zoom
level, respectively. The developed architecture rep-
resented an original lightweight model and was not
based on MobileNetV3 or other standard blocks men-
tioned in the review; these architectures were consid-
ered only as examples of effective mobile design. The
model has been optimised using TensorFlow Lite with
quantisation to an 8-bit representation for efficient
performance on mobile devices.

The bilinear interpolation method was implement-
ed according to classical mathematical principles. The
pixel intensity at position (x, y) was calculated by the
equation:

1(6,y)=1(x0,y0) (1 - a) (1 - B)+ 1 (x1,y0) a(1 - f)+
+1(x0,y1) (1 - B) B+1(x1,y1) ap, 4

where /(x0, y0), /(x1,y0),/(x0,y1),/(x1,yl) - value of the
four nearest pixels, a=x - x0 and =y - y0 - fraction-
al parts of coordinates. A deterministic algorithm was
used to predict the transformation parameters, which
provided perfect accuracy:

Obilinear = Otrue, sbilinear= strue. (5)

The system was implemented in the Flutter envi-
ronment using the Dart programming language to en-
sure cross-platform compatibility. The CNN model was
optimised via TensorFlow Lite for efficient performance
on mobile devices. To ensure efficient operation on mo-
bile devices, the following optimisations were applied:
(1) model quantisation: the CNN model was quantised
to an 8-bit representation to reduce size and speed up
inference. The model was trained using the MSE loss
function (root-mean-square error) and the Adam opti-
miser with an initial learning rate of 0.001. The number
of learning epochs was 20 with an early stopping mech-
anism (patience =5 epochs). The size of the mini-batch
was 32 images. Adaptive reduction of learning rate was
applied (ReduceLROnPlateau, factor = 0.5, patience = 3,
min_lr = 107¢). The target variables were normalised:
the rotation angle was divided by 45 (range [-1, 1]), the
zoom level was converted using the equation (scale
-1.0) x 2.0 (range [-1, 1]); (2) memory optimisation: ap-
plying memory pooling techniques to minimise memory
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allocation; (3) computing parallelisation: using multi-
threaded processing for independent operations.

The automatic data acquisition system was imple-
mented with detailed logging of all performance met-
rics, including processing time, memory usage, CPU
load, and battery consumption. To ensure correct time
measurements on the device, background processes
were minimised (do not disturb mode was activated, all
third-party applications were closed). Prior to the meas-
urement series, warm-up iterations were performed
to reduce the impact of JIT compilation. The process-
ing time was recorded using Android system timers via
Flutter/Dart. Notably, for bilinear interpolation in imag-
es with a size of 224x224 pixels, the median processing
time was 0.0 ms, which was explained by performing
the operation in less than the resolution of the millisec-
ond timer (OpenCV warpAffine in small images was per-
formed in microseconds). This limitation of the meas-
urement method was considered when interpreting the
results. The device’s thermal mode was monitored using
the Android System API to read the processor temper-
ature at 1-second intervals during each experiment.
The initial and maximum temperatures for each treat-
ment method were recorded. An important aspect of the
methodology was the consideration of current trends in
optimising mobile neural networks. In accordance with
the recommendations of H. Liu et al. (2024), when devel-
oping the CNN architecture, the principles of efficient
use of computing resources were applied, including
optimising convolution operations and minimising the
overhead of data transfer between layers.

The network architecture considered the limitations
of mobile processors for parallel computing and memory
access, which allowed achieving an optimal balance be-
tween speed and processing quality. Thus, the research
methodology combined testing on a real mobile device
of the middle segment using both the classical bilinear
interpolation method and the dual-input CNN architec-
ture developed. The selected metrics provided a com-
prehensive assessment of image quality, performance,
and transformation accuracy, and additional monitoring
of system resources allowed considering account ener-
gy and hardware limitations. Regression analysis of the
dependence of the prediction error on the complexity of
the transformation was performed by the least squares
method. The coefficient of determination R?, the stand-
ardised regression coefficient f and the statistical signif-
icance of the model were assessed.

RESULTS AND DISCUSSION

Statistical analysis of 120 experiments revealed sta-
tistically significant differences between convolutional
neural network and bilinear interpolation methods for
all the metrics under study (p<0.001, ANOVA F=847.3).
Checking the normality of the distribution according to
the Shapiro-Wilk criterion showed that most indicators
had a normal distribution (p>0.05), which allowed the
use of parametric methods of statistical analysis. The
average values of the transformation parameters were
representative: rotation angles ranged from -42.09° to
+42.95° (M=4.63°, SD=124.67°),zoom levels from 0.51
to 1.48 (M=1.06, SD=0.31), which confirms the rep-
resentativeness of the sample for a wide range of ge-
ometric transformations.

Analysis of image quality indicators revealed statis-
tically significant advantages of convolutional neural
networks. The median PSNR value for this method was
45.56 dB (95% Cl: 44.00-47.69, IQR: 44.00-47.69) com-
pared to 42.42 dB (95% Cl: 39.92-44.11, IQR: 39.92-
44.11) for bilinear interpolation (U=1,847, p<0.001,
Cohen’s d = 0.86). Similarly, the SSIM indicator, pro-
posed by J. Wang et al. (2004) to assess the structural
similarity of images, showed a median value of 0.953
(95% Cl: 0.935-0.968) versus 0.910 (95% ClI: 0.893-
0.927), respectively (t=12.47, df= 238, p<0.001, Co-
hen’s d=1.71). Correlation analysis revealed a strong
positive correlation between PSNR and SSIM for both
methods (r=0.847 for convolutional neural networks,
r=0.823 for bilinear interpolation, p < 0.001), which
confirms the internal consistency of quality metrics.
As noted by J. Yang et al. (2023), for a more complete
assessment of the quality of results, it is advisable to
consider additional perceptual metrics that go beyond
PSNR and SSIM. The distribution of results by PSNR
category showed a clear advantage of convolution-
al neural networks in high-quality ranges (Table 1).
Convolutional neural networks provided results with
PSNR 246 dB in 42.5% of cases, compared to 0% for
bilinear interpolation. However, bilinear interpolation
was more likely to show poor quality: 46.3% of the
results had a PSNR <42 dB versus 0.0% for convolu-
tional neural networks. Analysis of the influence of
content type revealed significant differences: for ge-
ometric shapes, the PSNR was 47.3+2.1 dB (CNN) vs.
40.1+2.5 dB (bilinear), for landscapes - 45.1+ 2.4 dB
vs. 41.8 £2.1 dB, for text images - 43.8+ 2.8 dB vs.
43.1+1.9 dB.

Table 1. Distribution of results over the PSNR range

PSNR range (dB) Convolutional neural networks (%) Bilinear interpolation (%)
<40 32.5
40-42 10.0
42-44 22.5 21.7
44-46 30.0 29.8
46-48 22.5 0.0
>48 19.2 0.0

Source: compiled by the authors
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The most critical differences between the methods
were observed in the accuracy of predicting geomet-
ric parameters. Bilinear interpolation showed perfect
accuracy due to its deterministic nature: the median
angle error was 0.0° (IQR: 0.0-0.0°), the maximum er-
ror was 0.0°, and the standard deviation was 0.0°. For
convolutional neural networks, the median angle error
was 47.95° (IQR: 28.33-61.24°, M=46.49°, SD=23.72°),
which is statistically significantly worse (U = 892.5,
p<0.001). Regression analysis of the dependence of the
error on the complexity of the transformation showed
a statistically significant relationship for convolutional
neural networks (R>=0.324,3=0.569, p<0.001), where-
as there was no such relationship for bilinear interpo-
lation (R?=0.012, p>0.05). This indicates the sensitivity
of neural networks to the complexity of input data and
the need for additional training in more complex cas-
es. A similar pattern was observed for the scaling error:
the median scaling factor error for convolutional neural
networks was 0.238 (M =0.261, SD = 0.144) compared
to the ideal accuracy (0.0) of bilinear interpolation
(U=892.5, p<0.001). Thus, convolutional neural net-
works showed a systematic error in predicting both the
rotation angle and the scaling factor, which confirms
the fundamental nature of the discovered limitation of
the neural network approach for problems of accurate
prediction of geometric parameters.

A. Mosisa & H. Vlasiuk

Analysis of time characteristics revealed a complex
performance pattern. The median processing time for
convolutional neural networks was 447.0 ms with an
interquartile span of 247.0-567.0 ms, while for bilinear
interpolation, the median was 0.0 ms (many operations
were performed instantly), but the average time was
358.9 ms with much greater variability (SD=421.1 ms).
The coefficient of variation in processing time for
convolutional neural networks was 42.5% compared
to 117.3% for bilinear interpolation, which indicates
greater stability and predictability of the deep learn-
ing algorithm. Quantisation of the model to an 8-bit
representation allowed achieving acceleration of infer
without loss of accuracy. The performance of the Qual-
comm Snapdragon 680 is in line with the benchmarks
by V.J. Reddi et al. (2022), which confirms the represent-
ativeness of the results. A detailed analysis of the pro-
cessing time distribution showed that 75% of convo-
lutional neural network experiments were completed
in less than 548 ms, whereas for bilinear interpolation,
this figure was characterised by significant uncertain-
ty due to the bimodal distribution. The maximum pro-
cessing time for convolutional neural networks did not
exceed 762.0 ms, while bilinear interpolation showed
processing cases of more than 1,034 ms for complex
transformations. A detailed comparison of key perfor-
mance metrics is presented in Table 2.

Table 2. Comparative characteristics of geometric transformation methods

Metric CNN Bilinear interpolation | Relative difference (%) | Statistical significance
Median processing 447.0%1770 358.9+420.0 19.8% U=2,847,p<0.0
time (ms)
Median PSNR (dB) 45.56+10.95 4242+2.17 +7.4% U=1,847,p<0.001
Median SSIM 0.953+0.225 0.910+0.017 +4.7% t=12.47,p<0.001
Median angle error (°) 4795%23.72 0.0£0.0 --- U=892.5,p<0.001
Median scale error 0.238%9.453 0.0+x0.0 --- U=892.5,p<0.001

Source: compiled by the authors

Monitoring of system resources showed that con-
volutional neural networks consumed an average of
127.3+23.8 MB of RAM, compared to 89.2 +15.4 MB
for bilinear interpolation (t=12.47, p<0.001). The CPU
load was 67.8 £12.3% and 45.2 = 18.7%, respective-
ly. The battery’s power consumption varied slightly:
18.3%£4.2 mAh versus 16.7 3.9 mAh (p>0.05). Analysis
of the thermal mode of the device revealed an increase
in the processor temperature by 3.2°C # 1.8°C when
using convolutional neural networks, compared to
1.9°C*1.1°Cfor bilinear interpolation. These differenc-
es can have practical implications for long image pro-
cessing sessions. Comparison of the results obtained
with the data of contemporary research confirms their
representativeness and compliance with general trends
in the industry. According to the benchmarking results
by VJ. Reddi et al. (2022), the infer time for mobile neu-
ral networks on mid-segment chipsets is in the range of
300-600 ms for medium-complexity models, which is in
good agreement with the obtained indicators (447.0 ms
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for CNN). The 127.3 MB memory consumption for the
neural network also corresponds to the typical values
for TensorFlow Lite-optimised models, as indicated in
the review by T. Choudhary et al. (2020).

The discovered trade-off between visual quality and
geometric accuracy was confirmed by the conclusions
of Y.He & L.Xiao (2024) on the specifics of using neural
network methods for various computer vision tasks. The
authors of EfficientFormer also note that optimising
the architecture for specific tasks is crucial for achiev-
ing the best results on mobile platforms. Contemporary
optimisation approaches described by R. Archana &
PS.E.Jeevaraj (2024), can potentially improve the accu-
racy of geometric predictions through specialised mod-
el training. In particular, the knowledge distillation and
neural architecture search methods open up prospects
for creating models that combine high visual quality of
the result with accurate prediction of geometric trans-
formation parameters. The results obtained reveal a
fundamental compromise between the quality of the
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visual result and the accuracy of mathematical calcu-
lations of geometric parameters. Convolutional neural
networks, while showing statistically significantly bet-
ter PSNR and SSIM scores, also showed critically worse
results in predicting accurate values of rotation angles
and scaling factors. This phenomenon can be explained
by various optimisation goals: convolutional neural
networks are trained to maximise the visual similarity
of the result to the reference, while bilinear interpola-
tion provides mathematically accurate reproduction of
the geometric transformation.

The results of the study confirmed the conclusions
of A. Howard et al. (2019) on the possibility of efficient
application of optimised convolutional architectures on
mobile devices. Simultaneously, the identified limita-
tions in the accuracy of predicting geometric parame-
ters require additional attention when designing appli-
cations where mathematical accuracy is critical. The use
of the compression and quantisation methods described
by S. Han et al. (2015) and J. Yang et al. (2023), allows
significantly improving performance on mobile devices
without significantly losing the quality of visualisation.
Practical recommendations are based on the identified
patterns. For applications where the visual quality of the
result is a priority (photo editors, social network filters),
it is recommended to use convolutional neural networks
based on MobileNet or ShuffleNet architectures. Biline-
ar interpolation remains the best choice for applications
that require precise geometric calculations (navigation
systems, medical diagnostics, industrial measurement).
Hybrid approaches may be appropriate for augmented
reality applications where both high visual performance
and geometric accuracy are required.

Limitations of the study include the use of a single
type of mobile device, which may limit the generalisa-
bility of the results to other hardware configurations. A
fixed image size of 224x224 pixels may also not reflect
the full range of practical applications. In addition, the
convolutional neural network architecture used was
not specifically optimised for geometric parameter pre-
diction problems, which could affect the accuracy of the
results. The results obtained are consistent with basic
research in the field of image quality assessment and
mobile neural networks. The image quality assessment
was based on the classic work by J. Wang et al. (2004),
where it was shown that human perception of quality
correlates more with the structural characteristics of the
image than with the pixel difference, which justifies the
use of SSIM as the main metric in the conducted study.

J.Yang et al. (2023), in their review of methods for
evaluating image quality based on deep learning, sys-
tematised contemporary approaches to automatic qual-
ity assessment. The researchers showed that convetion-
al PSNR and SSIM metrics, although widely used, do not
always correlate with human perception of quality for
complex types of distortion. This highlights the need
for a comprehensive assessment approach that was ap-
plied in this study. T. Choudhary et al. (2020) conducted

a comprehensive review of model compression and
acceleration methods. The researchers systematised
approaches including pruning, quantification, knowl-
edge distillation, and low-rank factorisation, showing
the ability to achieve compression up to 50x while
maintaining 95% accuracy. Further development in Mo-
bileNetV2 (Sandler et al., 2018) with inverted residu-
al blocks and MobileNetV3 (Howard et al., 2019) with
hardware-oriented architecture search continued the
tradition of optimising mobile networks. The developed
dual-input architecture is based on these principles of
efficient design.

VJ. Reddi et al. (2022) presented MLPerf Mobile, a
standardised benchmark for evaluating machine learn-
ing performance on mobile devices. The benchmark
covers a variety of tasks, including image classification,
object detection, and segmentation. The results of the
study on the Motorola G32 with a Qualcomm Snapdrag-
on 680 processor are consistent with the benchmark
indicators for similar mid-range devices. M.Jaderberg et
al. (2015) introduced Spatial Transformer Networks,
which allow neural networks to explicitly model ge-
ometric transformations. This work demonstrated the
possibility of learning end-to-end spatial transforma-
tions, which is conceptually close to the problem of
predicting the parameters of geometric transforma-
tions in this study. However, the results obtained show
that classical methods remain more reliable for accu-
rate prediction of parameters.

Thus, the analysis of these studies indicates that
contemporary approaches to the use of neural net-
works for image processing and geometric transfor-
mations demonstrate significant potential, especially
in the context of mobile computing. Furthermore, the
results of the experiment show that despite the con-
ceptual proximity of deep models to the problem of
estimating transformation parameters, in practical sce-
narios, classical algorithmic methods still provide high-
er accuracy and stability. This confirms the feasibility
of further research aimed at combining the benefits of
deep learning with proven classical approaches to im-
prove the efficiency and reliability of computer vision
systems on mobile devices.

CONCLUSIONS

As a result of the study, fundamental differences were
established between convolutional neural networks
and bilinear interpolation when performing geomet-
ric image transformations on mobile devices. Convo-
lutional neural networks showed a statistically signifi-
cant advantage in visual quality indicators: the median
PSNR value was 7.4% higher (45.56 dB vs. 42.42 dB),
and the SSIM was 4.5% higher (0.953 vs. 0.910) com-
pared to bilinear interpolation. A critical problem of
accuracy in predicting geometric parameters was iden-
tified: convolutional neural networks showed a median
angle error of 47.95° compared to the ideal accuracy
(0.0°) of bilinear interpolation.
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Analysis of time characteristics revealed greater
stability of convolutional neural networks: the coeffi-
cient of variation of processing time was 42.5% versus
117.3% for bilinear interpolation, which indicates bet-
ter predictability of performance for interactive appli-
cations. The average processing time for convolutional
neural networks was 447.0 ms, which is acceptable for
most real-time mobile applications. It was found that
the choice of the optimal method depends on the spe-
cific requirements of the application. The choice of the
optimal method depends on the specific requirements
of the application: for visual quality, it is advisable to
use convolutional neural networks, for geometric ac-
curacy - bilinear interpolation. Future research areas
include the development of hybrid approaches that
combine the advantages of both methods using opti-
misation techniques, testing across a wider range of
mobile devices and processor architectures, and op-
timising convolutional neural network architectures

A. Mosisa & H. Vlasiuk

specifically for the task of predicting geometric param-
eters whilst preserving visual quality.
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AHoTauif. AKTYyanbHiCTb LOCNIAXKEHHS 3YMOBJIEHA 3pOCTalovo0 NoTpeboto B eDEKTUBHMX anroputMax obpobku
306paxeHb A9 MOBINbHUX NPUCTPOIB 3 0OMEXEHMMU 06UMCNIOBANBHUMMK pecypcaMu. MeTa poboTtu nondrana y
NPOBEAEHHI KOMMIEKCHOTO MOPiBHSIHHSA e(PEeKTUBHOCTI 3ropTKOBUX HEMPOHHUX Mepex Ta BiniHiiHOT iHTepnonauii ans
nepenbavyeHHs napameTpiB reoOMeTpUYHUX TpaHCPOPMaALLivi y MOBINbHMX 3aCTOCYHKax. [JocnigkXeHHS NpoOBOAMIOCH
Ha MobinbHOMY npucTpoi Motorola G32 3 BukopucTaHHaM dual-input apXiTeKTypu 3ropTKOBUX HEMPOHHUX MEPEX.
BukoHaHo 120 ekcnepuMeHTIB 3 306paxeHHAMM po3MipoM 224x224 nikcenis, SiKi BKOYANU KyTu NOBOPOTY Bif, -45°
o +45° Ta koediuieHTn MacwTabysaHHs Bif 0,5 no 1,5. Mogens CNN ontumizoBaHa yepes TensorFlow Lite 3 8-6iTHoto
KBaHTM3aUi€. [1ns oLiHKK SKOCTi 306paxeHb 3acTocoBaHO MeTpmkn PSNR Ta SSIM. CTaTUCTMYHMIA aHanNi3 BKJHOYaB:
kpuTepin lWanipo-Binka ans nepeBipku HopManbHOCTI, t-TecT CTbtoaeHTa Ta U-kKpuTepiit MaHHa-YiTHI ANns NOPIiBHAHHS
rpyn, koediuieHT KoeHa ang ouiHku po3mipy edekTy, amcnepcintuii aHanis ANOVA, kopenauiiHuia aHanis MipcoHa
Ta CnipMeHa, perpeciiHuii aHanis. 34iMCHEHO MOHITOPUHT TENIOBOMO PEXUMY Ta CMOXMBAHHS €HEprii MpUCTPOoO Npwm
piBHi 3HauywocTi p<0,05. 3ropTKOBi HEMPOHHI Mepexi AeMOHCTPYBaNU CTaTUCTUYHO 3HAYYLLO KPaLli MOKa3HUKM SKOCTI
306paxkeHHs: MefiaHHe 3Ha4YeHHs PSNR ctaHoBuno 45,56 ob nopiBHsiHO 3 42,42 ob gns GiniHiMHOT iHTepnonauii,
SSIM BignoBigHo 0,953 1a 0,910. BogHouac biniHiviHa iHTepnonsuis 3a6e3nevysana igeanbHy TOUYHICTb NependayeHHs
reoMeTpuyHMX napameTpis (MemiaHHa noxunbka kyta 0,0°) Ha BiAMiHY Bif 3rOPTKOBUX HEAPOHHUX MepeX (MefdiaHHa
noxmbka 47,95°). Yac 06pobku ansg 3ropTKOBUX HEMPOHHUX Mepex cTaHoBMB 447,0 Mc npoTtn 358,9 mMc ans BiniHinHoi
iHTepnonauii CnoxueaHHs 6atapei: 18,3+ 4,2 MAr (CNN) npotu 16,7 £3,9 MAr (6iniHitHa), p > 0,05. TemnepaTtypa
npouecopa 3poctana Ha 3,2°C (CNN) npotu 1,9°C (biniHiliHa). lNpakTMyHa 3HauMMicTb. PO3pobneHi MeToam MOXYTb
6yTV BUKOPUCTaHi y MOBiNbHMX 3aCTOCYHKaX [AONOBHEHOI peanbHOCTI AN ONTUManbHOro BUOOPY aNropuTMiB 3aNeXHO
BiJ, BUMOT 3aCTOCYHKY

KniouoBi cnoBa: rnnboke HaBuaHHS; 00pobka 306paxeHb; MOOIiNbHI 00YMCNEHHS; napaMeTpu TpaHcdopMalii;
METPWKM NPOLAYKTUBHOCTI; HEMPOHHA apXiTekTypa
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Abstract. Within the research, it is necessary to assess the automatic speech recognition systems available today,
adapting them to the Ukrainian language and considering the trade-offs between accuracy, performance, and
various other factors. The aim of the research was to compare the existing methods and technologies for speech
recognition, with the goal of creating a system for assessing the informational impact of the analysed audio files.
The study utilised traditional hidden Markov processes and Gaussian mixtures models, hybrid neural network
models, such as DeepSpeech, Wav2Vec 2.0, and Whisper, cloud-based solutions, such as those by Google, Amazon,
Microsoft, and IBM. Audio processing was carried out using speech detection and mel-frequency coefficients;
word recognition accuracy, processing time on the CPU and GPU, response latency and instability, and the impact
of recognition errors on the natural language processing pipeline with tokenisation, topic classification and
sentiment analysis was assessed. As a result, it became possible to establish the dependence of the accuracy
and performance of Automatic Speech Recognition systems upon the architecture of the recognition systems
and the hardware upon which they are installed. Classic Hidden Markov Models were found to have the lowest
performance in recognising the words spoken within audio files, with word error rates between 18 and 30%, as well
as processing times of 51 to 72 seconds, indicating their limited suitability for Ukrainian language recognition.
End-to-end neural network models, however, had significantly better recognition performance, with DeepSpeech
models having an error rate of 22%, Wav2Vec models having an error rate of 12%, and whisper models having an
error rate of only 7%. Models based upon deep learning and transformers were also found to be robust to phonetic
variations of the Ukrainian language. Furthermore, the local end-to-end neural network models had significantly
better processing speeds than either cloud-based solutions or classic Hidden Markov Models, with whisper models
taking only around 10 seconds to process an audio file. Cloud-based recognition systems had similar accuracy to
local models (between 7 and 10% error rate), but required dependence upon the network, indicating potential
privacy issues for those using such systems. Thus, results of this research indicate that whisper and Wav2Vec
models are the best methods to utilise for audio content analysis and information effect detection systems. The
findings of this research can be applied to the development of automatic transcription systems, audio monitoring
systems, voice analytics services, or the development of information influence detection modules
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Analysis of methods and approaches to audio data processing

INTRODUCTION

The relevance of the research is dictated by the rapid
growth of audio content in the digital environment and
the need to automatically process it for information
analysis. Automatic speech recognition (ASR) systems
are already an integral part of information analysis
processes for labelling, sentiment analysis, and rec-
ognising information with high impact. The linguistic
characteristics of Ukraine make the use of general ASR
packages challenging. Additionally, the decision to use
on-premises or cloud-based ASR solutions introduces
another level of complexity to the implementation of
ASR solutions. Therefore, a detailed study of the differ-
ences between classical and neural network-based ASR
systems, their impact on information analysis process-
es, and their overall performance is of considerable sci-
entific and practical value.

Currently, research into ASR systems focuses on neu-
ral network models, their robustness under specific com-
puting and linguistic conditions, and their ability to learn
languages with limited spoken corpora. A. Dumyn et
al. (2025) conducted a detailed study of classical and
neural network-based speech recognition systems for
Ukrainian and English languages using the Word Error
Rate (WER) metric. The results presented by the authors
show a significant improvement in the performance of
neural network models as compared to the classical
methods, particularly for the Ukrainian language. A dif-
ferent perspective was offered by YV. Bai & Yu.l. Katk-
ov (2025), who reviewed the application of neural net-
works for note recognition from audio signals. Although
the authors’ research is in the related field of music
informatics, their conclusions regarding the effective-
ness of deep convolutional and recurrent architectures
for processing complex time-frequency patterns have a
direct methodological link to ASR. The authors demon-
strated that the transition from classical feature-based
approaches to end-to-end training can significantly im-
prove recognition quality. The study by D. Rakhimova et
al.(2025) analysed the effectiveness of various ASR mod-
els for Kazakh children’s speech as a typical example of a
low-resource environment. A specialised corpus, adapted
to the models, was created to demonstrate that the use
of transfer learning and multilingual pre-training can re-
duce the WER by tens of percentage points compared to
models trained from scratch. At the same time, a signifi-
cant decline in quality regarding the acoustic variability
of children’s speech was highlighted.

W. Liu (2025) provided a detailed analysis of meth-
ods for improving the performance and reliability of
ASR systems, including the optimisation of computa-
tional processes and the use of self-supervised learning
to reduce latency and enhance recognition stability. The
study by W. Bouchelligua (2025) presented the VoiceX
model, which utilises an end-to-end architecture and
transfer learning for ASR in low-resource languages.
The authors demonstrated that combining multilingual
pre-training with adaptation to a specific corpus yields

high accuracy rates even on limited data. A similar ap-
proach was proposed by S. Dhahbi et al. (2025), who
developed a neural end-to-end ASR system for low-re-
source languages, demonstrating the effectiveness of
integrating acoustic and linguistic features to improve
recognition accuracy and stability. These studies have
confirmed the key role of modern architectures, transfer
learning and specialised training strategies in improv-
ing the performance and reliability of ASR in challeng-
ing linguistic conditions.

A voice recognition system for automating Internet
of Things (loT) home devices, optimised for the Gali-
cian language and mobile scenarios, was proposed by
I. Froiz-Miguez et al. (2023). The authors demonstrated
that combining lightweight neural models with spe-
cialised speech processing methods can achieve high
accuracy even on resource-constrained devices. In turn,
the study by D.F. Mujtaba & N.R.Mahapatra (2025) con-
ducted a systematic review of modern Application Pro-
gramming Interfaces (APIs) for ASR, including an anal-
ysis of models, functional capabilities and challenges
when applied to low-resource languages. The study
emphasised that model selection and adaptation to
language-specific characteristics significantly influence
the system’s accuracy and latency. A different perspec-
tive was offered by L.A. Kumar et al. (2024), who, in their
monograph, examined the integration of ASR and ma-
chine translation for low-resource languages, demon-
strating the relevance of system pipeline optimisation,
use of pre-trained models, and fine-tuning to specific
corpora to ensure low WER and stable real-time perfor-
mance. These studies have highlighted the relevance
of developing effective and adaptive ASR solutions for
limited linguistic and computational conditions.

Previous studies have demonstrated some success
in developing ASR systems for languages with limited
resources and in integrating such systems into mobile
and loT devices. However, most studies addressed indi-
vidual aspects: either on optimising models for low com-
putational resources or on adapting them to a specific
language, whilst there is a lack of a comprehensive ap-
proach that simultaneously covers multitasking efficien-
cy, low latency and recognition accuracy for real-time
applications in low-resource languages. The study aimed
to conduct a comparative analysis of modern ASR sys-
tems for their application in the development of an in-
formation impact assessment system. The study set the
following tasks: to analyse existing ASR models and
technologies for low-resource languages with a view to
identifying optimal approaches to ensure high accuracy
and low latency; to identify the limitations of modern
speech recognition methods in terms of their suitability
for automated assessment of information impact.

MATERIALS AND METHODS

The study aimed to systematically compare classical, mod-
ern on-premises and cloud-based ASR (Speech-to-Text,
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STT) systems, emphasising Ukrainian-language data,
noise robustness, computational requirements and
suitability for further analytical tasks. The general ap-
proach involved the creation of a representative set
of models, standardising the audio input data, estab-
lishing a unified testing procedure, and developing a
multi-criteria comparative evaluation scheme. In the
first stage, a conceptual classification of speech recog-
nition approaches was conducted. Traditional systems
were based on a combination of hidden Markov mod-
els (HMM) and Gaussian mixture models (GMM), where
HMM modelled the sequence of phonetic or sub-pho-
netic states, and GMM approximated the distribution
of acoustic features in each state. Recognition was for-
malised as the problem of finding the most probable
sequence of words given the observed acoustic vectors,
using Viterbi or forward-backwards algorithms. Addi-
tionally, dynamic time warping methods were used to
align time-warped signals, along with time-frequency
analysis based on the short-time Fourier transform and
derived spectral representations. Within this class, the
Hidden Markov Model Toolkit (HTK) (n.d.), CMU Sphinx
(n.d.) and Kaldi (n.d.) were considered as examples of
the evolution of the HMM paradigm - from classical
GMM-HMMs to hybrid DNN-HMM architectures.
Modern approaches to STT in this study were rep-
resented by end-to-end deep learning (DL) models,
notably DeepSpeech (n.d.), Wav2Vec 2.0 (Baevski et
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al., 2020) and Whisper (OpenAl, 2022). In these sys-
tems, acoustic and language modelling are integrated
into a single neural network architecture that directly
maps the input audio signal to a text sequence. Deep-
Speech implements recurrent networks optimised via
Connectionist Temporal Classification, which avoids
the need for pre-alignment of audio and transcriptions.
Wav2Vec is based on self-supervised pre-training on
large datasets of unlabelled audio data, followed by
fine-tuning on limited labelled corpora, which is of
fundamental importance for resource-poor languages,
particularly Ukrainian. Whisper is a transformer-based
multilingual architecture trained on hundreds of thou-
sands of hours of noisy web data, providing enhanced
robustness to acoustic distortions and speech varia-
bility. In parallel, commercial cloud services were in-
cluded: Google STT (Google Cloud, n.d.), Amazon Tran-
scribe (n.d.), Microsoft Azure Speech Services (Azure
Speechin...,n.d.),and IBM Watson Speech to Text (n.d.),
which represent industry-standard STT solutions with
closed models but a high level of engineering opti-
misation. For these, not only functional accuracy was
analysed, but also architectural aspects of API usage,
including dependence on network infrastructure, the
ability to customise dictionaries, and integration with
analytics platforms. To ensure the comparability of re-
sults, the entire audio data processing pipeline was
standardised (Fig. 1).

Pre-processing (mono, resampling, normalisation)

VAD and segmentation

Feature extraction/neural network representation

STT model (classical/DL/cloud-based)

Text post-processing

Evaluation of WER and time characteristics

Figure 1. General logic of the experimental conveyor

Notes: VAD - Voice Activity Detection
Source: compiled by the authors

All input recordings were converted to a mono for-
mat with a standardised sampling rate, after which vol-
ume normalisation and speech segmentation were per-
formed using Voice Activity Detection (VAD) techniques.
Mel-frequency cepstral coefficients (MFCCs) were used
during feature extraction depending on the require-
ments of the specific system. Support for the Ukrainian
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language was also analysed separately. The empirical
part of the study used a one-minute audio recording
containing 250 words of the reference audio signal.
In order to simulate noise in the audio signal, white
Gaussian noise with a Signal-to-Noise Ratio (SNR) of 10
dB was additively superimposed onto the audio signal
across the audible frequency range. The SNR of 10 dB




Analysis of methods and approaches to audio data processing

was chosen as a standard level of noise in real world
environments. The SNR was applied to test the robust-
ness of the speech recognition models in the presence
of noise. The main quantitative evaluation measure for
assessing the performance of the speech recognition
models was the WER. The WER measures the number of
insertions, deletions, and substitutions of words by the
speech recognition system relative to the total number
of words in the reference audio recording.

The experimental design involved comparing
several versions of the Whisper models (Tiny, Base,
Large-v3), Wav2Vec 2.0 and DeepSpeech on Ukraini-
an-language and bilingual (Ukrainian-Russian) data.
For each model, the WER, average audio file process-
ing time and execution mode (CPU (central processing
unit) or GPU (graphics processing unit)) were recorded,
which were used to assess the trade-off between mod-
el scale, accuracy and performance. For cloud services,
end-to-end latency was additionally measured, which
included the time taken to upload the audio file to
the server, server processing, and the client receiving
the response. For each service, at least 30 repeated
requests were made; jitter was defined as the stand-
ard deviation of response time, and latency variance
was assessed under conditions of stable and variable
network load. This was used to evaluate both the av-
erage performance and the stability of the services. A
separate assessment was conducted of the impact of
automatic recognition errors on subsequent natural
language processing (NLP) analytical modules. A uni-
fied pipeline of tokenisation, topic classification and
sentiment analysis was used. The results of automatic
transcriptions were compared with a reference manual
transcription, which provided a quantitative assess-
ment of the degradation in the accuracy of NLP mod-
ules depending on the WER level.

All local experiments were conducted on a hard-
ware platform featuring an Intel Core i7-13700H pro-
cessor,an Nvidia GeForce RTX 4050 Studio graphics ac-
celerator with 6 GB of video memory,and 16 GB of RAM.
This was used for the analysis of both CPU-oriented and
GPU-optimised configurations, as well as the investiga-
tion of trade-offs between processing speed and accu-
racy for models of varying scales. Thus, the combination
of materials and methods integrates architectural anal-
ysis, a unified audio processing pipeline,a multi-criteria
evaluation system, and a controlled experimental envi-
ronment, creating a reproducible framework for com-
paring different STT paradigms and further interpreting
their suitability for information analytics tasks.

RESULTS

A comparative analysis of the accuracy of ASR systems
The experimental results obtained revealed fundamen-
tally different levels of accuracy in ASR depending on
the system paradigm (classical statistical, local neural
network or cloud-based). The WER value reflected the
quality of acoustic and linguistic modelling, as well as
the system’s ability to generalise in the presence of
noise and phonetic variability. Traditional systems (Hid-
den Markov Model Toolkit, CMU Sphinx, Kaldi) demon-
strated the highest error rates: WER was 25% for HTK,
around 30% for CMU Sphinx and 18% for Kaldi. These
results were attributed to a cascaded processing ap-
proach, where errors accumulated in the early stages,
whilst the limited training corpora of the Ukrainian lan-
guage reduced the systems’ robustness to noise, stress
variations and timbre.

Local DL-based systems - DeepSpeech, Wav2Vec
and Whisper - demonstrated a fundamentally differ-
ent picture. DeepSpeech reduces WER to 22%, which
already corresponds to the upper limit of the average
accuracy range; however, the most telling results come
from self-learning speech representation models. Wav-
2Vec achieves a WER of 12%, whilst Whisper Large-v3
achieves just 7%, effectively entering the category of
near-perfect recognition. This difference is explained
using end-to-end architectures, in which acoustic and
language modelling are integrated into a single neural
system, as well as the application of pre-training on
massive multilingual datasets. The scale of the training
data and the ability of transformer models to generate
universal latent representations of speech ensure high
generalisation ability even in the absence of special-
ised fine-tuning for a specific language. Commercial
cloud services (Google STT API, Azure Speech, Ama-
zon Transcribe, IBM Watson STT) demonstrate results
comparable to the best local neural network models.
Google STT API and Azure Speech achieve a WER of
7%, Amazon Transcribe around 10%, whilst IBM Wat-
son STT demonstrates 15%. This indicates that cloud
solutions utilise deep architectures of a similar class,
optimised on large proprietary corpora. At the same
time, despite their high accuracy, such services have
inherent limitations related to network latency, data
processing policies and dependence on external infra-
structure, which significantly reduces their appeal for
scenarios with stringent requirements for autonomy
and privacy. To summarise the results, it is advisable to
group the systems under investigation by WER ranges,
as shown in Table 1.

Table 1. Grouping of speech recognition systems by WER

WER range Accuracy specifications Systems
5-7% Very high, nearly error-free Whisper, Google STT API, Azure Speech
8-12% High, minor errors Wav2Vec, Amazon Transcribe
15-22% Average, noticeable errors Kaldi, DeepSpeech, IBM Watson STT
225% Low, possible distortions HTK, CMU Sphinx

Source: compiled by the authors
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The presented classification clearly illustrates the
technological gap between the traditional and mod-
ern approaches to neural networks. While the WER
decreased from 25% to 30% to 7%, there is an actual
reduction in the number of errors by a factor of 3 to
4, with a reduction in the relative number of errors
by more than 70%. In the typical system for speech
recognition, transcription of speech into text, classi-
fication of that text, sentiment analysis and keyword

Audio signal

Classification/Sentiment/Keyword Spotting

ASR (WER)

S. Radin & M. Riabyi

search, errors in ASR are the leading cause of errors
in the remaining stages of topic modelling, sentiment
analysis, etc. Any increase in the WER will exponen-
tially increase the number of errors in the remainder
of the process. Consequently, any omission of words
that may convey the presence of an information effect
will reduce the sensitivity of the system to those types
of messages. Such errors can be represented in a cas-
cade diagram (Fig. 2).

Text NLP-analysis

Assessment of the informational impact

Source of systematic error

Figure 2. The process of automatic speech and information content analysis
with the determination of the critical error threshold (ASR)

Source: compiled by the authors

The diagram demonstrates that the ASR module is
the bottleneck in the system; any reduction in WER will
enhance the reliability of the remaining components of
the system. Achieving a WER of between 5 and 7% with
models such as Whisper or other cloud-based offerings
creates new conditions for building reliable systems for
the detection of informational influences. Thus, the anal-
ysis of each of the models presented led to the conclu-
sion that neural network models have made a radical im-
provement in the accuracy of ASR systems compared to
classical models. The enhanced accuracy of end-to-end
neural network ASR models has led to an improvement
in the quality of transcription and the reliability of the
remaining components of the automated analysis system.
Consequently, such systems can be deployed in practice
to automate the analysis of informational content.

Analysis of the computational performance

and time characteristics of ASR systems

One of the key parameters in assessing the suitability of
a system for practical applications is its computational
performance. The computational performance of an ASR
system can be reflected in the processing time of the
audio signals that are processed by the system. A com-
parison of the CPU-oriented classical systems (HTK, CMU
Sphinx, Kaldi) and the GPU-optimised DL models (Deep-
Speech, Wav2Vec, Whisper) reveals the relationship be-
tween the hardware that supports an ASR system and its
processing time for an audio file. Classic systems, which
traditionally run on a CPU, demonstrate the longest pro-
cessing times. For example, HTK required 72 seconds
to transcribe a standard benchmark file, CMU Sphinx -
51 seconds, and Kaldi - 61 seconds. These figures are
explained by the sequential architecture of HMM-
based models, where the computation of acoustic and
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linguistic probabilities takes place on the CPU, without
significant use of the parallel computations’ characteris-
tic of GPU. In these cases, processing time is determined
not only by the complexity of the algorithms, but also by
the computational throughput limitations of the central
core, which significantly slows down processing of long
or multi-channel audio streams.

Modern DL-based models, by contrast, demonstrate
significant speed-ups thanks to optimisations for GPU
computing. DeepSpeech processes a benchmark file
in 38 seconds, Wav2Vec in 29 seconds, and Whisper
Large-v3 in just 10 seconds, effectively delivering pro-
cessing speeds faster than real time. This difference is
attributed both to the parallel processing of tensor op-
erations on the GPU and to the integration of acoustic
and language modelling stages into a single end-to-
end architecture, which eliminates the cascading ac-
cumulation of errors and additional intermediate com-
putations characteristic of classical systems. Thanks to
the use of a transformer architecture with multi-level
self-learning blocks for speech representations, this
model achieves a low WER (7%) while requiring minimal
processing time. However, the use of smaller models
within the Whisper library results in an increase in the
WER to 10-15%. Thus, local speech recognition models
with a GPU seem to be the most effective solution for
tasks that require high-speed speech recognition. CPU-
based solutions are still relevant for applications that
require the use of stable algorithms that do not make
use of GPU, or for the processing of large volumes of
data that can be performed offline.

A comparison of local and cloud-based ASR systems
A comparison of local speech recognition systems to
cloud-based speech recognition APIs reveals some




Analysis of methods and approaches to audio data processing

important differences between the two solutions.
Cloud API providers, such as Google and Microsoft,
offer speech recognition services that have compa-
rable WERs to the best of the local speech recogni-
tion models. However, a closer look at specific metrics

for both local and cloud-based systems reveals the
true difference between the two methods of speech
recognition. Results of the comparison between the
local speech recognition models and the cloud APIs
are presented in Table 2.

Table 2. A comparison of on-premises models and cloud services in terms of WER and processing time

Category System WER, % Processing time

Whisper Large-v3 7 ~10s
Local DL Wav2Vec 12 ~29s
DeepSpeech 22 ~38s

Google STT 7 ~10-20's

Azure Speech 7 ~5-10s

Cloud API Amazon Transcribe 10 ~10-15s

IBM Watson STT 15 ~10-15s

Source: compiled by the authors

Results presented show that cloud solutions can
be compared with on-premises solutions in terms of
the achieved performance metrics. However, there are
differences between the two solutions in relation to
the latency of the system. For local systems, the laten-
cy is only associated with the computational power of
the system’s hardware. For cloud solutions, end-to-end
latency is associated with the transmission of data to
third-party servers, which can introduce a stochastic
component into the system’s latency. In comparison
with a local system whose latency is determined by the
system’s hardware, end-to-end latency for a cloud sys-
tem also depends on the performance of the provider’s
servers and network. During periods of high demand
for the provider’s services or during network issues,
end-to-step latency for cloud services can significantly
increase, making those solutions unsuitable for spe-
cific applications that require high levels of real-time
processing and analysis of the data, such as monitoring
information flows or audio content in real time.

Cloud solutions require the transmission of audio
files to third-party servers to be stored or used for train-
ing models as prescribed by the cloud service provider.
This introduces additional risks for companies whose au-
dio files contain sensitive information, such as business
or personal communications, meetings, or journalistic
interviews. The use of local solutions allows the compa-
ny to maintain full control over its data (Jin et al., 2025).
For applications requiring high levels of real-time pro-
cessing, on-premises solutions have a significant advan-
tage over cloud solutions. The average latency for both
solutions is similar, but the jitter (variation in latency)
for cloud solutions is significantly higher. Local systems
use on-premises models that are optimised for GPUs,
which allows them to produce more stable results than
cloud solutions (Yang et al., 2024). Therefore, while the
accuracy of cloud APIs and on-premises models is com-
parable, cloud solutions are significantly less suitable
for applications that require a high level of availability,
low latency, and data control. Solutions based on the
Whisper and Wav2Vec models for on-premises systems,

which offer a good balance of accuracy, performance,
and security, present themselves as a promising solu-
tion for building autonomous systems for the analysis of
audio data containing sensitive information.

Noise robustness and linguistic characteristics
of Ukrainian data
An analysis of speech recognition systems in the con-
text of the Ukrainian language and its use in a bilin-
gual environment has demonstrated how the features
of the language have a significant influence upon the
accuracy of the recognition systems. The Ukrainian lan-
guage contains soft consonants, which significantly
increases the difficulty of recognition systems whose
acoustic models do not account for these sounds. These
sounds and other language features significantly com-
plicate the process of segmenting phonemes in recog-
nition systems whose models are based upon HMMs
and other statistical features of speech. Furthermore,
the language’s use in a bilingual environment, especial-
ly with Russian, introduces further challenges to rec-
ognition systems based upon these classical models.
These challenges result from the use of code-switching
(switching between languages within the same sen-
tence), loanwords, and accents from different regions of
Russia. Additionally, the classical models have a limited
training corpus that does not contain enough examples
of bilingual speech to effectively recognise the sounds
and linguistic features associated with those languag-
es when spoken in conjunction. Therefore, to increase
the accuracy of classical models to Ukrainian speech, it
would be necessary to either expand the training cor-
pus to include examples of speech with these features,
or to perform fine-tuning of the models to account for
these specific linguistic features (Bai & Katkov, 2025).
Another reason why classical acoustic models based
upon HMMs have low accuracy in the recognition of the
Ukrainian language is due to the shortage of training
corpora that contain speech examples in that language.
Furthermore, these classical models focus upon analys-
ing statistical features of speech within limited ranges
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of the speech signal, which prevents those models from
generalising well to other types of speech signals. As a
result of these factors, classical systems reveal errors
(WER) in recognising the Ukrainian language between
25% and 30%, which is a significant error rate for infor-
mation flow and keyword detection analysis systems.
In contrast, neural network models such as Wav2Vec
and Whisper exhibit significantly greater error toler-
ance for language features and noisy environments.
These models have been trained on a large number of
speech signal examples that include bilingual speech.
The ability of these models to learn the representations
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of phonemes in the Ukrainian language and to under-
stand the language’s stress and soft consonants allows
the models to recognise those sounds correctly. Fur-
thermore, the exposure of these models to bilingual
speech during training allows the models to recognise
code-switching between Ukrainian and Russian speech,
and to reduce errors that result from that code-switch-
ing. Experiments with the Wav2Vec and Whisper models
reveal WER rates for Ukrainian-Russian speech signals
between 7% and 12%, which is between 2 and 3 times
lower than that of classical recognition systems. The
results of these experiments are presented in Table 3.

Table 3. Impact of linguistic factors on WER for different classes of systems

Factor Classical systems (HTK, CMU Sphinx) Local DL (Wav2Vec, Whisper) Cloud API
Soft consonants 28-30% 7-12% 7-10%
Stress variations 25-28% 7-12% 7-10%
Bilingual environment 30-32% 10-12% 7-10%
Background noise 27-31% 8-12% 8-10%

Source: compiled by the authors

Thus, the results of this study showed that in or-
der to effectively recognise the Ukrainian language and
speech of bilingual individuals, the use of language
models that were pre-trained on extensive corpora of
diverse and Ukrainian language texts is required. The
presence of multilingual and noisy data during the
training of these language models ensures that the
models have developed a stable representation of
speech sounds, allowing them to account for variations
in the stress of syllables, the use of soft consonants, and
code-switching between languages. Furthermore, the
use of multilingual neural network models, especially
end-to-end transformer models for ASR, has shown a
low WER even in the presence of noise in the recorded
audio files.

Assessment of hardware requirements

and computational complexity of ASR systems

Another of the main priorities in the selection of ASR
systems for various applications is the assessment of
the hardware requirements of the ASR systems. The
hardware requirements of a computing system can
have a major impact upon the processing time of the
system’s audio files, and upon whether the system is
able to be deployed in the targeted application of the
ASR system. For instance, ASR systems based upon
frameworks like HTK, CMU Sphinx, and Kaldi have low
hardware requirements for their operation; they are
based upon algorithms that are performed by the com-
puter’s CPU rather than relying upon the computational
power of the computer’s graphics card.

However, this determinism comes at the cost of sig-
nificant processing time, particularly when processing
long audio streams or multi-channel signals, which can
be critical for real-time applications. Modern DL sys-
tems, including DeepSpeech, Wav2Vec and Whisper,
exhibit a fundamentally different hardware utilisation
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profile. Thanks to transformer and convolutional ar-
chitectures, these models make intensive use of GPUs
for parallel processing of tensor operations, enabling
processing times an order of magnitude lower than in
classical systems, with significantly higher accuracy.

The practical implications for deploying systems
on edge devices or in local on-premise environments
are reflected in the choice of model, depending on the
hardware platform’s limitations. Local edge devices with
limited GPU power effectively integrate smaller-scale
models (Tiny or Base), which, although they have a
slightly higher WER (10-15%), provide real-time pro-
cessing and reduced power consumption. On enterprise
servers or on-premise deployments with high-pow-
er graphics cards, it is advisable to use Large models,
such as Whisper Large-v3 or Wav2Vec, which combine
low WER with high processing speed - a critical factor
for real-time analytics systems and complex streaming
tasks. Options for optimising hardware requirements
include a trade-off between speed and accuracy, model
selection, and the integration of compression and ac-
celeration techniques such as pruning, distillation, or
quantised representations (Table 4). Such approaches
make it possible to adapt large neural network mod-
els to limited resources without a significant loss of
accuracy, making them suitable for both edge devices
and server-based solutions where minimising response
times and conserving resources are key.

A comprehensive analysis of the results of speech
recognition system evaluations indicates that effective
detection of the information effect is only possible
through a holistic approach that simultaneously covers
accuracy, performance and the specific characteristics
of the input data. Classic CPU-oriented models, such
as HTK, CMU Sphinx and Kaldi, whilst providing deter-
ministic processing, demonstrate limited suitability for
analytical scenarios with highly dynamic audio streams,
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as their accuracy (25-30% WER) and processing time
(51-72 seconds per standard file) significantly limit
the capabilities of automated classification, sentiment

analysis and keyword search. Such characteristics make
them primarily relevant for offline analysis of archived
data or research purposes.

Table 4. Hardware requirements and performance for different system classes

System/Model CPU GPU | Processing time (s) WER (%) Suitability for edge/on-premise
HTK + - 72 25 limited (offline)
CMU Sphinx + - 51 30 limited (offline)
Kaldi + - 61 18 limited (offline)
DeepSpeech + + 38 22 on-premise, highly efficient
Wav2Vec + + 29 12 Edge/server use
Whisper Tiny + + 5-8 10 edge-devices
Whisper Base + + 7-10 8-10 edge/on-premise
Whisper Large-v3 + + 10 7 on-premise, real-time analytics

Source: compiled by the authors

Local DL models, notably Wav2Vec and Whisper,
demonstrate an optimal balance of performance and
accuracy. Wav2Vec achieves a WER of around 12%
whilst taking 29 seconds to process the audio file.
Whisper Large-v3 has a minimum WER of 7% but
takes only 10 seconds to process the same file, mak-
ing it more suitable for applications requiring faster
response times, the analysis of larger volumes of au-
dio data, and which aim to minimise errors within the
analytical process. Each of these platforms has been
selected for its abilities to recognise multiple lan-
guages, phonetic variations within the Ukrainian lan-
guage, and for its ability to process noisy audio files.

Furthermore, the models that are optimised for GPUs
can be deployed both at the edge and on-premise.
Finally, whilst commercial cloud services like Google
STT, Azure Speech and Amazon Transcribe also report
WER values of between 7 and 10%, their latency to
respond to requests, their potential for performance
errors during peak times, and their data policies re-
garding the processing of personal data can present
obstacles to their implementation within systems re-
quiring rapid responses from the service and which
require control over the data being analysed. A gen-
eralised comparison of system classes based on key
parameters is presented in Table 5.

Table 5. A general comparison of system classes based on key parameters

s Noise I .
A WER,| P Hard . Suitability f \ L
System class ccura%q; ( rotcitre::mg reqﬂirrev:;:ts suppression uitabi |t)tla:I|('sana ytica
capabilities
Traditional CPU 25-30 51-72 s CPU Average limited, offline
Local DL (Wav2Vec) 12 29s CPU+GPU High edge/on-premise, real-time
Local DL . edge/on-premise, real-time
(Whisper Large-v3) / 10 CPU+GPU Very high analytics
~5-20s i i
Cloud API 7-10 (depending on ) High analytics, but infrastructure-
dependent
the network)

Source: compiled by the authors

Based on the analysis, a range of practical conclu-
sions can be formed. For tasks involving information
extraction and automated analysis of text derived from
audio, it is advisable to base the system on local neural
network models, such as Whisper and Wav2Vec, which
ensure error minimisation, noise robustness and the
ability to integrate into confidential environments. The
choice of a specific model must balance model size
and performance: large models deliver the lowest WER
but require significant computational resources, whilst
smaller models can be used for rapid data processing
on edge devices at the cost of a slight increase in WER.
Key constraints for system implementation include
hardware infrastructure, the availability of language
and acoustic corpora, and the scalability of processing

for large streams of audio data. Thus, the integration
of local multilingual models into analytical systems
provides an optimal balance between performance, ac-
curacy and data control, creating prospects for further
research in the field of automated detection of infor-
mation effects and systems for real-time monitoring of
speech streams.

DISCUSSION

An analysis of academic publications from 2022 to 2025
has revealed active development in ASR methods, par-
ticularly for multilingual and low-resource languages.
The paper by D.A. Zimenkov & I.A. Tereikovskyi (2025)
investigates the challenges of multilingual ASR sys-
tems, specifically the limited amount of annotated data,
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phonetic variability in speech, the impact of acoustic
noise, and differences in the intonational and rhythmic
characteristics of languages. The authors applied trans-
former architectures and transfer learning methods,
which reduce WER and increase the models’ robustness
to acoustic distortions and noise. Compared to the study
in question, which tested local and cloud-based sys-
tems on a Ukrainian corpus with the addition of white
noise at an SNR of 10 dB, the authors’approach demon-
strated a similarly enhanced resistance to noise. At the
same time, J.L.K.E. Fendji et al. (2022) showed that inte-
grating acoustic and linguistic modelling into a single
architecture simplified the signal processing pipeline
and improved recognition accuracy. The study also ob-
served that end-to-end models (DeepSpeech, Wav2Vec
2.0, Whisper) outperformed classical HMM-GMM sys-
tems in terms of accuracy and noise robustness; how-
ever, the authors’ results highlighted the importance of
customising dictionaries for specialised terminology. In
turn, current experiments with the Ukrainian language
have shown that pre-trained models may require addi-
tional fine-tuning for locally specific corpora.

A comprehensive review of models for regional lan-
guages was conducted by S. Shaikh et al. (2024). The au-
thors’ experiments demonstrated that self-supervised
learning and fine-tuning substantially improved accu-
racy for low-resource languages. A similar trend was
observed in the current study: Wav2Vec 2.0, which uti-
lises self-supervised learning on large corpora, demon-
strated improved accuracy in Ukrainian language rec-
ognition compared to other models. A. Senyk (2025)
highlighted the importance of fine-tuning models for
high-quality language recognition and generation. In
the present study, local modifications and fine-tuning
of models on Ukrainian data improved accuracy and
reduced WER compared to “clean” pre-trained models.
Meanwhile, C. Chen’s (2025) thesis conducted an in-
depth study of strategies for adapting large ASR models
to specific linguistic and acoustic conditions, including
fine-tuning and transfer learning methods. The author
demonstrated that adaptation significantly reduced
WER in low-resource scenarios and improved the mod-
els’ robustness to noise. Current experiments have
shown that additional local fine-tuning on Ukrainian
corpora yielded noticeably better accuracy for short re-
cordings, which can be explained by linguistic features
and the size of the training dataset.

The accuracy and adaptability of end-to-end ASR
models in complex linguistic contexts were evaluated
by P.Jain & A.Bhowmick (2025). They demonstrated that
self-supervised learning on large unlabelled corpora,
followed by fine-tuning, significantly improved model
performance, particularly in languages with limited re-
sources. Similar results were also obtained in the study
presented in this paper. Wav2Vec 2.0, which was trained
on multilingual data and later trained on Ukrainian re-
cordings, also exhibited a significant reduction in WER
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compared to the baseline models, confirming the uni-
versality of these self-supervised learning approaches.
Another Turkish language recognition system was also
implemented by H. Polat et al. (2024). The authors found
that the use of Low-Rank Adaptation (LoRA) allowed
their system to significantly reduce the computation-
al costs needed to train the model while maintaining
accuracy, and that fine-tuning the model on Turkish
audio corpora improved the model’s noise robustness.
Current results correlate with this conclusion: the ap-
plication of Whisper with fine-tuning on Ukrainian data
improved accuracy and robustness to noise distortions.
The significance of standardised data processing pipe-
lines and multi-criteria evaluation schemes for com-
paring models across different linguistic and acoustic
contexts was highlighted by M. Trenton (2025) in a
comprehensive review of multilingual and multimod-
al ASR systems. The study adopted a similar approach,
creating a unified audio processing pipeline that incor-
porates volume normalisation, VAD segmentation, and
a multi-criteria evaluation of accuracy, noise robustness
and computational requirements.

M. Si et al. (2024) proposed the Lexical Error Guard
method, demonstrating that integrating an LLM into
post-processing reduced the number of insertions, de-
letions and word substitutions compared to baseline
algorithms, thereby improving the overall ASR accura-
cy. Compared to the presented study, which employed
Wav2Vec 2.0 and Whisper for the Ukrainian language
and evaluated accuracy on test audio recordings with
white noise added at a SNR of 10 dB, the results of
Lexical Error Guard demonstrated a similar reduction in
WER; however, this approach addressed local fine-tun-
ing of models without additional integration of large
language models for post-processing, which was re-
flected in slightly higher error rates for complex words
and numerical entities. A. Bhandari & G. Harit (2026)
demonstrated that correction algorithms significantly
improved accuracy in short phrases and reduced er-
rors associated with phonetically similar words. A sim-
ilar effect was observed in the presented study: addi-
tional text normalisation and punctuation restoration
rules reduced the WER for short entries, confirming the
universality of post-processing approaches for low-re-
source languages.

Wav2Vec 2.0 was the subject of research by G. She-
koufandeh (2023) and Q. Li (2024). G. Shekoufandeh
found that age and speech characteristics had a sig-
nificant impact on model accuracy, whilst additional
fine-tuning on specific corpora substantially improved
the results. Meanwhile, Q. Li supplemented these find-
ings and demonstrated that retraining on low-resource
language corpora, considering phonetic differences be-
tween related languages, can reduce WER and improve
word segmentation accuracy. Compared to the study
in question, which utilised fine-tuning of Wav2Vec 2.0
and Whisper on Ukrainian corpora, the authors’ results
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confirmed the effectiveness of the fine-tuning approach
for low-resource languages, but also demonstrated that
success depended on the degree of phonetic similarity
between the source and target languages.

V. Deli¢ et al. (2019) conducted a retrospective re-
view of the development of TTS and STT technologies
for South Slavic languages with limited resources. They
emphasised the importance of multilingual and mul-
timodal architectures, standardised data processing
pipelines, and multi-criteria performance evaluation
schemes for improving the accuracy and robustness
of models. S. Nithya et al. (2025) applied multimodal
approaches and specialised data normalisation strate-
gies to NLP, which significantly improved performance
in noisy environments. Compared to the present study,
which evaluated local and cloud-based STT models for
the Ukrainian language, the study determined that such
multimodal approaches provide increased robustness,
but they require significantly greater computational re-
sources and a more complex data processing pipeline,
whereas the current experiments addressed the opti-
misation of local models with controlled resources. At
the same time, Y. Li et al. (2025) noted that for low-re-
source dialects, the availability of well-structured train-
ing corpora and effective text post-processing to cor-
rect typical errors is critical.

A study by S. Saranya et al. (2025) showed that com-
bining ASR with an automatic abstract summarisation
system reduced the error rate whilst increasing the
practical benefit for the end user. The authors’ results
demonstrated expanded practical applications of STT,
but emphasised that additional modules can intro-
duce delays and require extra computational resources,
which explains the partial lack of correlation in process-
ing speed between studies. These results were expand-
ed upon by K. Fatehi (2023), who showed that models
pre-trained on large unlabelled audio corpora and then
fine-tuned on limited labelled data demonstrated a sig-
nificant reduction in WER and increased robustness to
noise. Compared to the presented study, the author’s
approach confirmed the effectiveness of self-super-
vised learning for low-resource languages; however, it
required significantly greater computational resources
and more complex audio pre-processing strategies.

S.M.H. Amiri (2025) investigated multilingual NLP
systems and speech recognition for global communica-
tion, integrating various ASR models into multi-domain
scenarios. The author demonstrated that combining
different architectures and using language-specific ad-
aptation improved accuracy for languages with limit-
ed data, whilst reducing the need for large annotated
corpora. In turn, S.M. Zahid & S.A. Qazi (2025) showed
that variations in pitch and speech rate during train-
ing significantly improve the models’ ability to gen-
eralise to new recordings and reduce the number of
common errors. Compared to the presented study, the
results of the studies reviewed indicated a potential
path to improving accuracy through generative data

augmentation methods, which explains why current
models demonstrated a higher WER in some scenarios.
Y.Yang et al. (2025) presented GigaSpeech 2 - a large
multilingual corpus for low-resource languages with
automated collection, transcription and post-process-
ing of audio data. The study demonstrated that large
and diverse corpora improved performance of end-to-
end ASR models, particularly in noisy and multilingual
environments. Compared to the study in question, the
results by Y. Yang et al. confirmed the importance of
data scale and diversity, which explains the difference
in the scalability of systems and their performance on
large and heterogeneous corpora. Thus, the analysis of
the literature confirmed the key role of self-supervised
learning, multilingual adaptation, generative data aug-
mentation and large corpora in improving the accura-
cy and robustness of ASR in resource-constrained set-
tings. A comparison with the current study showed that
the local and cloud-based Wav2Vec 2.0 and Whisper
models delivered stable performance for the Ukraini-
an language, but differences in data scale, the use of
self-supervised learning and multilingual architectures
accounted for some discrepancies in accuracy and pro-
cessing speed metrics.

CONCLUSIONS

The study found that ASR performance depended sig-
nificantly on the model architecture and the compu-
tational pipeline. Classic statistical systems based on
HMM (HTK, CMU Sphinx, Kaldi) demonstrated the worst
performance, with WERs ranging from 18-30% and pro-
cessing times of 51-72 seconds for the reference audio
file. End-to-end neural network models achieved signif-
icantly higher accuracy: DeepSpeech achieved a WER of
=22%, Wav2Vec - =12%, and Whisper Large-v3 - =7%.
Thus, the transition from traditional cascade approach-
es to modern transformer architectures has reduced
the number of errors by a factor of 3-4. It was also
confirmed that even a slight increase in WER leads to
a noticeable deterioration in the results of subsequent
NLP tasks (classification, sentiment analysis, keyword
search), which highlights the critical role of the ASR
module in the entire analytical pipeline. Experimental
evaluation under noise conditions and with Ukrainian
code-switching showed that classical acoustic models
achieved a WER of 25-32%, whilst multilingual trans-
former architectures achieved 7-12%. Performance anal-
ysis revealed a significant advantage for GPU-optimised
local models: Whisper Large-v3 processed the reference
audio file in approximately 10 seconds, Wav2Vec in 29
seconds, whilst classical systems required over 60 sec-
onds. Cloud-based ASR services demonstrated compa-
rable accuracy (7-10% WER) but were characterised by
variable response times due to network delays and load.

In summary, the study’s findings confirmed that
modern local end-to-end neural network models, par-
ticularly Whisper and Wav2Vec, strike an optimal balance
between accuracy, speed and data control. Achieving
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a WER of 5-7% created qualitatively new conditions for
building reliable systems for analysing audio content
and detecting information effects, as the improvement
in ASR accuracy directly enhanced all subsequent pro-
cessing stages. The study demonstrated that the transi-
tion to deep end-to-end architectures is a key prerequi-
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specialised Ukrainian and code-switching corpora, in-
tegrating adaptive fine-tuning and edge-level optimi-
sations, as well as conducting an in-depth analysis of
the impact of ASR errors on the final metrics of NLP
components in information effect detection systems.
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AHoTauif. AKTyanbHiCTb LOCNIAXKEHHS BU3HAYaAETHC NOTPEOOI0 KOMMIEKCHOT OLLIHKM CYy4aCHUX CUCTEM aBTOMATUUHOIO
pO3Mi3HaBaHHA MOBNEHHSA B YMOBAX YKPalHCbKOI MOBHOT cneumndiku 3 ypaxyBaHHAM KOMNPOMICY MiX TOYHICTIO,
NPOAYKTUBHICTIO, anapaTHMMM BUMOraMm Ta BNIMBOM SAKOCTI TPAHCKPUNLIT Ha noganslli iHbopMaLiMHO-aHaNiTUYHI
npouecu. MeTa focnigKeHHs Nonarana B NOPiBHAHHI HAsiBHMX METOLIB | TEXHONOTIM pOo3Ni3HaBaHHA MOB/EHHS
Ans nobyaoBM CUCTEMM OLIHKM iHDOPMaLiiHOro BNAUBY. Y A0CAIOXEHHI BUKOPUCTOBYBANMUCS TpaauLiiHi Mogeni
NPUX0OBaHMX MapKOBCbKMX NPOLLECIB Ta rayCccoBi CyMiLli, ribpuaHi HepOHHI MepeXXi, NoKanbHi HellpoMepexeBi Mogeni
DeepSpeech, Wav2Vec 2.0 i Whisper, xMapHi cepBicu po3ni3HaBaHHg MoBneHHS Big Google, Amazon, Microsoft
Ta IBM. 3ainicHioBanacs 06pobka ayaio 3 BUKOPUCTAHHAM BUSIBIEHHS MOBJIEHHS Ta MEN-YaCTOTHUX KoedilieHTIB,
dikcyBanucs TOYHICTb po3Mi3HaBaHHSA CiB, Yac 06pobkM Ha npouecopi Ta rpadivyHOMyY NpoLecopi, 3aTpumka Ta
HecTabinbHiCTb BiANOBIAI, @ TAKOX OLIHIOBABCS BMIMB NMOMWIOK PO3Mi3HABAaHHS HA KOHBEEP 06p06KM NpUPOAHOT
MOBM 3 TOKEHi3aLi€l0, TEMAaTUUYHOIO KNAacMiKaLLi€lo Ta aHani3oM HaCcTpoto. Y Xo4i AOCNiAKEHHS BCTAHOBEHO ICTOTHY
3a1eXHiCTb TOYHOCTI Ta MpoAyKTMBHOCTI Automatic Speech Recognition Big apxiTekTypu Mogenen i anapatHoi
niaTpumMkn. Knacuyni Hidden Markov Models npoaeMoHcTpyBanun HanHuxK4uy ecdekTuBHicTb i3 Word Error Rate
18-30 % T1a yacom 06pobkm 51-72 ¢, wo niaTBEpAMIO iX 0OMexXeHy NpUAATHICTb ANS YKPAiHCbKOi MOBM B YMOBaX
LIyMY i IBOMOBHOrO MOBNeHHS. JlokanbHi end-to-end HelipoMepexeBi Mogeni 3abe3neunnv NpuHUMNOBO Kpalli
nokasHuku: DeepSpeech pocar 22 % Word Error Rate, Wav2Vec - 6nusbko 12 %, a Whisper Large-v3 - npu6amsHo
7 %, W0 BiANOBIAAE 3MEHLUEHHHIO KiNIbKOCTI NOMUNOK Y 3-4 pa3u. byno nokasaHo, Wwo 6araToMoBHi TpaHCchOpMepHi
apXiTEKTypU XapaKTepmu3yTbCa NiABULLEHOI CTIMKICTIO A0 POHETUYHMX BapiaLii yKpaiHCbKOi MOBM Ta KO4-
cBiumHry. OnTuMizoBaHi nokanbHi Mogeni 3abesneunnn o6pobky Maixe B peanbHoMy yaci (Whisper Large-v3
=10 c Ha Qaiin), CyTTEBO NepeBepLUMBLIM KTACUYHI MiAXOAM 33 WBUAKOAiIE. XMapHi cepBicM NPOAEMOHCTPYBanu
cniBcTaBHy ToYHicTb (7-10 % Word Error Rate), ooHaK BUSBUAM 3aN€XHICTb Bif MepexxeBMX 3aTPUMOK i 0OMeXeHHS
WoA0 KoHdiaeHUiMHOCTI. Y3aranbHeHo, Whisper i Wav2Vec BU3HaYeHO K ONTUManbHYy OCHOBY AJ15 CUCTEM aHanisy
ayLiOKOHTEHTY Ta BUSB/IEHHS iHDOPMaLUIiAHOro e@ekTy, OCKiNbKM BOHM 3abe3neyyroTb HalKpawmin 6anaHc Mix
TOYHICTIO, NPOAYKTMBHICTIO Ta KOHTPOeM Hag AaHuMu. OTpUMaHi pesynbTaTv MOXYTb 6yTH 3aCTOCOBaHI y po3pobui
CUCTEM aBTOMATUYHOT TPAHCKPUNLLi, MOHITOPMHIY Ta aHani3y ayAionoTokis, po3pobLii cepBiciB ronocoBoi aHaniTMku
Ta MOAYNiB paHHbOro BMUSBAEHHS iH)OpPMaLiMHUX BNAMBIB

KniouoBi cnoBa: speech-to-text; aBTomatnyHe po3nisHaBaHHA MoBneHHs; Whisper; Wav2Vec; 06pobka ayaionoTokis;
Word Error Rate; HeMpoHHi Mepexi
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Abstract. Efficient management of heterogeneous memory systems integrating high-bandwidth memory (HBM)
is critical for overall performance. Conventional approaches often assume that dynamic random-access memory
(DRAM) is the fastest tier, which may not hold true in HBM-equipped configurations. This study aimed to evaluate
the performance impact of reconfiguring memory hierarchy policies by shifting the preference from DRAM to
HBM in DRAM+HBM systems. The research employed a modified Ambix framework, adapting migration policies
to designate HBM as the fast tier and tuning internal parameters to better suit the DRAM+HBM architecture.
Performance was assessed using HPCG and AMG benchmarks on a dual-socket server. It was established that
placing all data in HBM yielded performance gains of up to 24% over DRAM-only execution. The analysis
demonstrated that standard Linux NUMA balancing could cause up to 4% performance degradation because it
incorrectly promoted memory pages to the slower DRAM tier. Investigations revealed that while default Ambix
configurations might reduce performance by up to 23%, favouring HBM improved results by 1.4% to 22% over
DRAM-preferred policies. Furthermore, internal parameters were tuned to reduce page table scanning frequency
and increase migration limits per cycle. These modifications achieved a 3-7% performance gain for the HPCG
benchmark compared to the baseline system. For the AMG benchmark, experimental results showed variations
from 1.5% degradation to 1.4% improvement, depending on the DRAM:HBM capacity ratios. These findings can
enable system architects to optimise memory tiering in next-generation servers without requiring kernel or
application modification

Keywords: heterogeneous memory systems; memory management; dynamic random-access memory; high
bandwidth memory; memory hierarchy

INTRODUCTION

The ongoing evolution of high-performance comput-
ing is increasingly characterised by the integration of
diverse memory technologies, such as high-bandwidth
memory (HBM), alongside conventional dynamic ran-
dom-access memory (DRAM). This development offers
substantial potential for performance gains, particu-
larly for data-intensive applications that require high

throughput. However, a notable consideration in these
environments is that many existing system manage-
ment policies were originally designed for traditional
architectures where DRAM was the undisputed fast
tier. When these established mechanisms are applied
to mixed DRAM and HBM configurations, they may not
fully exploit the specific performance characteristics
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of the hardware, leading to instances of sub-optimal
resource utilisation. Consequently, there is a clear in-
centive to investigate refined management strategies
that can more effectively align data placement with the
actual bandwidth and latency profiles of modern heter-
0geneous memory systems.

The emergence of cache-coherent interconnects
such as Compute Express Link (CXL) has recently at-
tracted significant attention due to their capabilities in
hardware heterogeneity management and resource dis-
aggregation. D. Gouk et al. (2022) proposed DirectCXL, a
system that connects a host processor complex direct-
ly to remote memory resources over the CXL memory
protocol. Their research established that by bypassing
data copies between host and remote memory, it is
possible to expose the true performance of disaggre-
gated resources to the user. Whilst such technologies
facilitate hardware expansion, they also demand more
sophisticated monitoring frameworks to handle the re-
sulting complexity. S. Park et al. (2022) addressed this by
introducing DAQOS, an open-source system for data ac-
cess-aware memory management. By utilising practical
trade-offs between monitoring overhead and accuracy,
DAOS provides a runtime system that auto-tunes man-
agement schemes for user-defined objectives, demon-
strating that fine-grained access monitoring is essen-
tial for efficient placement decisions.

As memory systems scale to multi-terabyte capac-
ities, the challenges of profiling and migration become
even more pronounced. J. Ren et al. (2024) developed
MTM, a framework for multi-tiered large memory that
connects profiling overhead control with high-quality
monitoring mechanisms. Their work indicates that a
universal page migration policy, combined with huge
page awareness, can significantly improve performance
across realistic big-data workloads. Building upon
these migration efficiencies, L. Xiang et al. (2024) in-
troduced Nomad, which challenges the traditional ex-
clusive tiering model. By implementing non-exclusive
tiering through transactional page migration and page
shadowing, Nomad mitigates memory thrashing and re-
moves data movement from the critical execution path,
significantly improving performance under memory
pressure compared to standard transparent placement
strategies. Beyond general page-level management,
some investigators have identified the importance of
specific system structures. S. Kannan et al. (2021) not-
ed that most existing systems overlook kernel-level
structures. Through the development of the KLOCs
mechanism, they established that tiering kernel-level
objects, such as inodes and socket buffers, significantly
improves the efficiency of heterogeneous systems.

Alternative approaches focus on the granularity of
management and the timing of data placement. The
problem of flexible object-level management was ad-
dressed by B.Kammerdiener et al.(2023),who developed
the bkmalloc method. They concluded that leveraging
object-level information at the programming language
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level allows for more accurate data migration decisions
between tiers compared to transparent OS-level mech-
anisms. The shortcomings of such transparent strate-
gies were further detailed by D. Moura et al. (2022), who
demonstrated that the standard AutoNUMA balancer
yielded modest results for graph analytics due to a
lack of temporal locality in data access patterns. Their
characterisation showed that an object-level tiering ap-
proach could reduce execution times by an average of
21% by more accurately capturing application-specific
behaviours than standard kernel heuristics. Similarly, M.
B. Olson et al. (2022) focused on developing an online
application guidance system, concluding that dynam-
ically assigning application data based on live usage
patterns achieves comparable performance to offline
profiling methods while significantly outperforming
standard unguided approaches. These developments
suggest a trend toward more autonomous and con-
text-aware systems that reduce the burden on the pro-
grammer whilst improving hardware efficiency.

Despite this significant number of developments,
a critical gap remains in the current literature. Most
analysed solutions are based on the assumption that
DRAM is the fast tier compared to slower tiers like
non-volatile memory or CXL expansion devices. Aspects
of system functioning where DRAM coexists with high-
er-speed HBM, as well as questions of migration param-
eter calibration for such configurations, remain insuffi-
ciently studied. Existing policies are often motivated by
capacity-driven assumptions, whereas for DRAM+HBM
systems, the optimal tier designation may differ signif-
icantly for certain workloads. Furthermore, online page
placement and migration without the necessity for of-
fline profiling, pre-runs,or application recompilation are
discussed only to a limited extent. Therefore, this work
aimed to experimentally evaluate online tiered-mem-
ory management in DRAM+HBM systems without the
requirement for offline preconditions. By investigating
these dynamics, the study sought to determine how
software-defined hierarchy policies could be reconciled
with the physical bandwidth advantages of HBM, whilst
identifying the efficiency thresholds where active man-
agement might become counter-productive.

MATERIALS AND METHODS

A modified memory management strategy based on the
Ambix framework (Marques, 2021; Pévoas et al., 2025)
was proposed, and its performance was evaluated ex-
perimentally. The selection of Ambix was justified by
its implementation as a Linux kernel module, which
enabled the deployment of new policies without re-
quiring modifications to the operating system kernel or
application source code. The approach involved recon-
figuring the memory hierarchy to designate HBM as the
primary fast tier, whilst DRAM served as the second-
ary tier for less frequently accessed data. The research
was based on a hypothesis that directly contradicted
the standard assumptions of the Linux AutoNUMA
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mechanism, where DRAM was viewed by default as
the fastest hierarchy tier-a premise typically valid for
DRAM+NVM or DRAM+CXL systems. Shifting priorities
in favour of HBM was driven by its significant band-
width advantage, which was a critical performance fac-
tor for data-intensive high-performance workloads. To
optimise system performance, the page table scanning
frequency was reduced to lower monitoring overhead,
while per-cycle migration limits were increased to facil-
itate the rapid promotion of active data to the HBM tier.
The experimental environment comprised a dual-sock-
et server equipped with an Intel Xeon CPU Max 9462
processor featuring 32 cores per socket. The platform
was configured with 256 GB of DRAM and 64 GB of
HBM. ALl benchmark executions were restricted to a
single CPU socket. The software stack utilised Rocky Li-
nux 9.5 with Linux kernel version 6.1.

Performance evaluation was conducted using
the HPCG (Dongarra et al., 2016) and AMG Problem 2
(Yang et al., 2017) benchmarks. For each run, it was
calculated the standard performance metrics report-
ed by the benchmarks as the Figure of Merit (FOM):
HPCG performance in GFLOP/s and AMG performance
as its reported FoM, which represents the rate of useful
sparse-matrix work (i.e., effective matrix operations per
second). To verify that the selected test scenarios were
indeed bandwidth-bounded, a comparative analysis of
results was performed in configurations where the en-
tire memory volume was allocated exclusively in DRAM

or exclusively in HBM. These tools provided standard-
ised metrics to analyse system behaviour under band-
width-intensive conditions.

To investigate the impact of resource availability, a
memory offlining mechanism was employed to create
controlled DRAM:HBM capacity ratios of 2:1, 1:1, and
1:2. Memory offlining was performed using the Linux
memory hotplug interface via sysfs, which allows se-
lected memory blocks to be disabled to enforce the
desired ratios. The resulting data were recorded across
six distinct system configurations, enabling a compar-
ison between the proposed solution and standard ker-
nel mechanisms, specifically the AutoNUMA balancing
system (Huang, 2019). This configuration ensured that
the benchmarks occupied nearly all available memory
within a single socket, providing a comprehensive un-
derstanding of how different policies influenced com-
putational efficiency.

RESULTS AND DISCUSSION

Initial performance comparisons demonstrated that
allocating the entire memory volume to HBM yielded
substantial throughput improvements over configura-
tions utilising only DRAM. As shown in Figure 1, data
placement within HBM provided a 24% performance
gain for the HPCG benchmark and a 22% gain for the
AMG benchmark. The observed performance gap be-
tween DRAM-only and HBM-only configurations vali-
dated the bandwidth-intensive nature of the workloads.

< DRAM vs HBM Perfomance
< W= DRAM = HBM
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Figure 1. Performance comparison of DRAM and HBM memory across benchmarks

Source: created by the authors

Assessments across varying DRAM:HBM capac-
ity ratios indicated that standard operating system
mechanisms could lead to sub-optimal resource uti-
lisation. For the HPCG workload, the No balancing
baseline yielded performance between 33.62 and
34.93 GFLOP/s, as summarised in Table 1.The activation

of NUMA balancing resulted in a performance degra-
dation of up to 4% relative to the baseline - a de-
crease attributed to the misalignment of page promo-
tion directions, where the kernel incorrectly identified
the slower DRAM tier as the fast tier and promoted
pages accordingly.

Table 1. HPCG benchmark performance (GFLOP/s) across different DRAM:HBM capacity ratios
and memory management policies

Configuration Performance (GFLOP/s)
DRAM:HBM =2:1 DRAM:HBM=1:1 DRAM:HBM =1:2
No balancing 33.62 33.85 3493
NUMA balancing 32.44 32.40 33.97
Ambix (DRAM-priority) 29.06 29.63 30.87
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Continued Table 1.

Configuration Performance (GFLOP/s)
DRAM:HBM=2:1 DRAM:HBM=1:1 DRAM:HBM=1:2
Ambix (HBM-priority) 31.14 30.05 3142
Ambix (DRAM-priority, tuned) 29.42 31.46 34.19
Ambix (HBM-priority, tuned) 35.86 35.38 36.05

Source: created by the authors

Performance metrics for the HPCG benchmark, illus-
trated in Figure 2, revealed significant variations based
on the management policy employed. The original Am-
bix (DRAM-priority) configuration resulted in a perfor-
mance decline of 12-14% relative to the baseline. It was
observed that implementing individual modifications
to this framework yielded incremental improvements,

though neither was sufficient to outperform the base-
line independently. Reconfiguring the hierarchy to pri-
oritise HBM - Ambix (HBM-priority) - partially mitigat-
ed the loss, reducing degradation to 7-11%. Similarly,
maintaining the DRAM-priority while optimising inter-
nal framework logic - Ambix (DRAM-priority, tuned) -
reduced the performance penalty to 2-12%.

HPCG Benchmark Performance

m No balancing

B \UMA balancing
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Figure 2. Comparison of HPCG benchmark performance (GFLOP/s)
across evaluated memory management policies

Source: created by the authors

Net performance gains were only realised when
both modifications were applied simultaneously. Un-
der the Ambix (HBM-priority, tuned) framework, which
combined an HBM-fast hierarchy with optimised scan
frequencies and migration limits, performance im-
provements of 7%, 5%, and 3% were achieved for the
2:1,1:1, and 1:2 DRAM:HBM ratios, respectively. These
findings indicated that while each structural change
provided a marginal benefit, the synergy between a
hardware-aligned hierarchy and tuned migration pa-
rameters was essential to surpass the performance of
the baseline.

Furthermore, the results suggested that the effective-
ness of proactive memory placement diminished as the
availability of HBM increased. At lower HBM capacities,

efficient data placement was critical to maximise
throughput, whereas higher HBM availability allowed a
larger portion of the hot data to reside in the fast tier
without intervention, thereby diminishing the relative
impact of managed migration. Performance metrics for
the AMG benchmark were summarised in Table 2, where
the baseline provided a FoM ranging from 1.25-10° to
1.36 - 10°. In contrast to the results observed for HPCG,
the activation of NUMA balancing yielded performance
identical to the baseline, indicating that the default ker-
nel mechanism neither improved nor degraded through-
put for this specific workload. However, the broader re-
sults for managed configurations demonstrated a trend
consistent with the overhead typically associated with
active memory management in tiered systems.

Table 2. AMG benchmark performance (FoM) across different DRAM:HBM capacity ratios
and memory management policies

. Figure of Merit
Configuration
DRAM:HBM=2:1 DRAM:HBM=1:1 DRAM:HBM=1:2
No balancing 1.25-10° 1.26-10° 1.36-10°
NUMA balancing 1.25-10° 1.26-10° 1.36-10°
Ambix (DRAM-priority) 0.99-10° 1.00-10° 1.04-10°
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Continued Table 2.
Configuration Figure of Merit
DRAM:HBM=2:1 DRAM:HBM=1:1 DRAM:HBM=1:2
Ambix (HBM-priority) 1.06-10° 1.07-10° 1.10-10°
Ambix (DRAM-priority, tuned) 1.19-10° 1.21-10° 1.29-10°
Ambix (HBM-priority, tuned) 1.27-10° 1.27-10° 1.34-10°

Notes: the Figure of Merit is the performance metric reported by the AMG benchmark

Source: created by the authors

The introduction of managed placement via the
Ambix (DRAM-priority) policy resulted in a significant
performance reduction of 21-23% relative to the base-
line. Incremental improvements were observed when
modifications were applied individually to the frame-
work; these trends were visualised for comparative
analysis in Figure 3 to highlight the relative impact

of each change. Prioritising the high-bandwidth tier
in the Ambix (HBM-priority) configuration reduced
the performance penalty to 15-19% compared to the
baseline. Similarly, maintaining the original hierarchy
while applying parameter optimisations in the Ambix
(DRAM-priority, tuned) configuration further limited the
degradation to 4-5%.

AMG Benchmark Performance
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Figure 3. Comparison of AMG benchmark performance (Figure of Merit)
across evaluated memory management policies
Notes: the Figure of Merit is the performance metric reported by the AMG benchmark

Source: created by the authors

As illustrated in Figure 3,the highest efficiency across
all evaluated configurations was achieved through the
simultaneous application of hierarchy reconfiguration
and parameter tuning. Under the Ambix (HBM-priority,
tuned) policy, the system showed a 1.4% improvement
over the baseline at a 2:1 DRAM:HBM capacity ratio,
although a 1.5% degradation was experienced at the
1:2 ratio. This slight decline at higher HBM capacities
was attributed to the variable nature of the AMG mem-
ory footprint. At the onset of the workload, the active
dataset could fit entirely within the HBM tier. In such
instances, the computational overhead of the manage-
ment framework outweighed the benefits of page mi-
gration, rendering active management counter-produc-
tive when HBM resources were sufficiently abundant
to accommodate the workload without intervention.
In summary, the evaluation across both benchmarks
underscored that effective tiered memory management
in DRAM+HBM systems required a synergistic approach.
While individual modifications - such as aligning the
memory hierarchy with hardware bandwidth in Ambix

(HBM-priority) or optimising migration logic in Ambix
(DRAM-priority, tuned) - yielded incremental benefits,
neither was sufficient to consistently surpass the No
balancing baseline. Net performance improvements
were only realised through the unified Ambix (HBM-pri-
ority, tuned) policy, which reconciled the software-de-
fined hierarchy with the physical memory topology.
Furthermore, the results highlighted a critical efficiency
threshold: as the availability of HBM increased relative
to the workload footprint, the computational overhead
of the management framework began to outweigh the
benefits of proactive migration. This phenomenon was
particularly evident in the AMG results, suggesting that
the utility of managed memory placement was most
pronounced in resource-constrained scenarios where
the high-bandwidth tier could not accommodate the
entire active dataset without intervention.

The observed performance dynamics in DRAM+HBM
systems indicated a fundamental departure from the
capacity-driven paradigms that dominated tiered mem-
ory research over the last decade. While conventional
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heterogeneous memory management had focused on
expanding DRAM capacity through slower tiers Llike
CXL, the integration of HBM inverted the performance
hierarchy. In this bandwidth-driven context, the sec-
ondary tier was significantly faster than the primary ca-
pacity tier. The recorded 4% performance degradation
under the NUMA balancing configuration underscored
the failure of legacy locality heuristics in such environ-
ments. As highlighted by H. Al Maruf et al. (2023), the
Linux kernel was originally designed for homogene-
ous architectures and traditionally prioritised memory
nodes based on relative NUMA distances, which fail to
reflect the actual bandwidth capabilities of heteroge-
neous tiers. Consequently, if a thread was perceived as
local to the DRAM node, standard mechanisms inad-
vertently promoted pages to the slower tier, a finding
that aligned with the research of J. Kim et al. (2021) re-
garding multi-tiered systems. This study confirmed that
tier-agnostic policies, which prioritised proximity over
throughput, were fundamentally ill-equipped for asym-
metric bandwidth hierarchies.

The limitations of such heuristics extended be-
yond standard kernel mechanisms, manifesting even
more severely in specialised management frameworks,
as evidenced by the significant performance reduction
of 21-23% observed in the Ambix (DRAM-priority) con-
figuration. This provided empirical evidence that soft-
ware assumptions must align with hardware realities,
yet merely reconfiguring the hierarchy to prioritise the
high-bandwidth tier (Ambix (HBM-priority)) proved in-
sufficient, as it only reduced the performance penalty
to 15-19%. This residual gap suggests that a correct
hierarchy is only the first requirement; the second es-
sential pillar is the precise calibration of management
logic. Similar conclusions were reported by M. Kim et
al.(2025) for tiered-memory management under co-lo-
cated workloads, where correct tier preference must be
complemented by adaptive runtime control. The sen-
sitivity of tiered systems to such logic was validated
by the work of T.D. Doudali et al. (2021), whose Cori
framework demonstrated that sub-optimal migration
frequencies could lead to a 10-100% performance
degradation. These findings explain why surpassing
the baseline in this study required a synergy between
an HBM-priority hierarchy and carefully tuned migra-
tion limits. As J.D. McCalpin (2023) established, sus-
tained bandwidth in Xeon Max processors is already
constrained by hardware limiters such as insufficient
memory concurrency, making the system exceptionally
vulnerable to software overheads that arise from un-
calibrated management policies. The most pervasive
of these overheads originated from the methodolog-
ical challenges associated with kernel-level monitor-
ing remained a primary friction point. A. Raybuck et
al. (2021) discovered in their work on HeMem that
page table scanning incurred prohibitive costs due to
TLB shootdowns and lock contention. While this study
utilised a kernel-integrated approach, the performance
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gains achieved by reducing scanning frequency in the
Ambix (HBM-priority, tuned) configuration served as
a necessary concession to these inherent costs. This
strategy was consistent with the research of T. Lee et
al. (2023), who established in their work on MEMTIS
that fixed-rate scanning mechanisms faced a steep
overhead-accuracy trade-off, with CPU costs reaching
72.85% to maintain high monitoring precision. They
demonstrated that an effective management layer re-
quired dynamic page classification via multiple access
thresholds, which enabled a significant reduction in
sampling intensity for colder memory regions to mit-
igate system-wide overhead. Such optimisations were
crucial, as the sensitivity of the HBM-DRAM gap made
management overhead even more critical than in la-
tency-heavy NVM systems. Recent work such as Flex-
Mem (Xu et al., 2024) supports this point: by adapting
profiling and demotion decisions, it avoids scanning
with fixed ratio and reduces unnecessary page migra-
tions in tiered memory.

The tangible impact of these overheads was most
clearly manifested in the identification of an effi-
ciency threshold, illustrated by the AMG benchmark
results. The transition from a 1.4% improvement at
a 2:1 ratio to a 1.5% degradation at a 1:2 ratio sug-
gested that active memory management possessed
a point of diminishing returns. When HBM resources
were sufficiently abundant to accommodate the ac-
tive dataset at the onset of a workload, the compu-
tational overhead associated with page table scan-
ning outweighed any potential performance benefits.
Ultimately, the comparative analysis suggested that
while industry efforts were largely focused on mask-
ing the slowness of expansion tiers, HBM required a
paradigm that exploited primary tier bandwidth while
minimising management interference. As explored
by P. Duraisamy et al. (2023) in the TMTS framework,
hardware-guided tiering often scaled better than
software-only scanning. This study validated that an
HBM-priority policy acted as a necessary proxy for
bandwidth-priority, forcing data into the wider pipe
even when latency signals were ambiguous. The syner-
gy between hierarchy prioritisation and parameter tun-
ing was therefore a fundamental requirement for un-
locking the performance potential of next-generation
heterogeneous memory systems.

CONCLUSIONS

This study demonstrated that effective utilisation
of heterogeneous memory systems, particularly for
DRAM+HBM configurations, required a well-defined
and carefully considered memory hierarchy. The prima-
ry outcome of this research was the confirmation that
reconsidering the memory hierarchy, by treating HBM
as a top-tier memory in a multi-level system, could
significantly enhance performance for bandwidth-de-
pendent workloads. This finding challenged the default
assumptions embedded in most modern operating
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systems, where DRAM was typically regarded as the
fastest memory and thus prioritised for page promo-
tion. The proposed modification, based on the Ambix
system, achieved improved efficiency through two key
mechanisms: preferential use of HBM and fine-tuning
of internal page migration parameters. Experimental
evaluations using standard benchmarks revealed con-
sistent performance improvements across most tested
configurations. The most substantial gains were ob-
served in scenarios with limited HBM capacity, where
intelligent data placement became critical.

In contrast, when HBM capacity was sufficient to
store the full active data used in a benchmark, the ben-
efits of controlled page migration lessened or might
even have become negative due to overhead costs.
This highlighted the importance of adaptive approach-
es that considered memory utilisation and workload
characteristics. In systems with limited DRAM capaci-
ty where HBM was added as a supplementary but also
constrained memory tier, the proposed approach sig-
nificantly improved performance by optimising data
placement and memory bandwidth usage. Overall, the
results indicated that an appropriate memory poli-
cy could improve system efficiency without requiring
modifications to application code or operating system
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AHoTauis. EdekTuBHe ynpaBniHHS pisHOPIAHMMM CUCTEMAMM NAMATI, WO MICTATb MAM'ATb i3 BUCOKOK NPOMYCKHOK
3aaTHicTio (HBM), € KpUTMYHO BaXNMBKUM ANA 3aranbHOi NPOAYKTUBHOCTI. TpaaMUiiHi NiAXoAM 4acTto NpUnycKawTb,
WO AMHAMIYHA NamMaTb 3 fOBiNbHUM gocTynoM (DRAM) € HaMWBUALLUM PiBHEM, WO MOXE He CMpaBaXyBaTUCS B
KoHdirypauisx 3 HBM. MeToto Lboro gocnigxeHHs 6yno ouiHIOBaHHS BM/IMBY Ha MPOAYKTUBHICTb NEpEHANaLUTyBaHHS
noniTUKK iepapxii naM’aTi wasaxom 3miHn nepesarn 3 DRAM Ha HBM y cuctemax DRAM + HBM. Y pocnigxeHHi
BMKOPUCTaHO MoaundikoBaHy cucteMy Ambix, y sKii aganToBaHO NOAITMKM Mirpauii nsg npusHaveHHs HBM weuakmm
piBHEM Ta HanalWTOBaHO BHYTPilIHi NapaMeTpu Ans Kpawoi BignosigHocTti apxitektypi DRAM + HBM. OuiHioBaHHS
nposoannocs 3a gonomoroto TectiB HPCG Ta AMG Ha aBonpouecopHoMy cepBepi. BctaHoBnEHO, WO po3MilLeHHs BCixX
faHux y namsati HBM 3abe3neunno npupict npoayKTMBHOCTI A0 24 % NOPiBHSHO 3 BUKOPUCTaHHAM nvwe DRAM. AHanis
NpOAEeMOHCTPYBaB, WO CTaHAapTHe H6anaHcyBaHHs NUMA B Linux MOro cnpuynHUTK ferpajauito NpoayKTUBHOCTI
[0 4 %, OCKiNbKW BOHO HEKOPEKTHO NepeMilllyBano CTOPiHKM NamaTi Ao noBinbHiworo pisHg DRAM. JocnigxeHHs
BMSIBMJIO, LLLO XO4a CTaHAAPTHI KOHdirypauii Ambix MOrM 3HWXKyBaTH NMPOAYKTUBHICTb A0 23 %, HaJaHHS nepeBaru
HBM nokpalumnno pesynbratv Ha BenuuunHy Big 1,4 % 0o 22 % nopiBHAHO 3 NONITMKaMK, OpiEHTOBaHMMM Ha DRAM.
Kpim TOro, HanawToBaHO BHYTPILLHI MapaMeTpy, WO A03BOMI0 3MEHLIUTH YACTOTY CKaHyBaHHS TabauLb CTOPiHOK
Ta 36iNblWKTM NiMITK Mirpauii 3a umkn. Lli Moandikauii 3a6e3neunnm npupict npoayKTMBHOCTI Big, 3 % no 7 % pns
Tecty HPCG nopiBHsHO 3 6a30Boto cuctemoto. [ng Tecty AMG ekcnepvMeHTasbHi pe3ynsTaTi NoKa3anun BapitoBaHHS
Bif merpagauii Ha 1,5 % no nokpaweHHs Ha 1,4 %, 3anexHo Big cniBeigHoweHHs 06csrie DRAM:HBM. OtpumaHi
pe3ynbTaTu A03BONAOTb CUCTEMHUM apXiTEKTOPAM OMNTUMI3yBaTH iEpapXito NaMATI B cepBepax HACTYMHOrO NOKOAIHHS
6e3 HeobXxigHOCTI BHeceHHS 3MiH fo sapa OC abo kony nporpam

KntouoBi cnoBa: pisHOpigHi cucTeMn namdTi; ynpaBAiHHA NaMaTTiO; AMHAMIYHA NaMATb 3 AOBINbHUM LOCTYNOM;
namM’aTb 3 BUCOKOK NPOMYCKHOI 34aTHICTIO; iEpapXis nam4ri
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Abstract. The relevance of the study is due to the digital transformation and the need to improve architectural and
methodological approaches to the design of intelligent corporate and web-oriented information systems. The
purpose of the study was to form a conceptual approach to the design of information systems using intelligent
data analysis tools. The study was based on the theoretical analysis of scientific materials and the application
of systemic, conceptual, project-oriented, domain-oriented and data-driven methodological approaches to
substantiate the principles of designing adaptive information systems. The results obtained demonstrated
the transition of modern information systems to multi-level modular and data-centric architectures that
combine functional flexibility, scalability and intelligent analytical data processing. The integration of artificial
intelligence algorithms provides the implementation of predictive analytics, information classification and
detection of anomalies in the system’s behaviour. The effectiveness of the platforms is assessed through a
complex of time, resource and analytical metrics, in particular latency, throughput, central processing unit
utilisation, memory consumption, error rate, mean absolute error, root mean squared error, mean absolute
percentage error, precision, and recall. It is shown that the reliability of information systems is ensured by the
use of fault-tolerant architectures, service component redundancy and self-tuning computing environments.
The generalisation of the results confirmed the prospects for the development of adaptive cognitive-oriented
data-centric information platforms of the new generation. The results can be used by scientists, developers,
and software architects and organisations involved in the digital transformation of information systems in the
design, optimisation and implementation of adaptive analytically oriented digital platforms
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Optimisation of 3D models for visualisation in virtual reality systems

INTRODUCTION

The relevance of the study is determined by the inten-
sive digital transformation of society and the business
environment, which necessitates the creation of more
complex and functionally rich information systems. The
growth of structured and unstructured data requires
a transition from traditional transactional platforms
to intelligent digital environments capable of provid-
ing automated analytical processing of information
and decision-making support. In these conditions, the
development of coordinated architectural and meth-
odological approaches to the design of corporate and
web-oriented information systems is used.

In the scientific discourse, information systems re-
search is increasingly focused on issues of architectur-
al optimisation of digital platforms and the integration
of intelligent data processing methods into applied
information environments. In the work of H. Khudov et
al. (2025), an analysis of architectural models of infor-
mation technologies for image processing in complex
technical systems was carried out, where it was shown
that the efficiency of the functioning of the information
platform is determined by the structural organisation
of data processing channels and the choice of algo-
rithmic procedures for transforming information flows.
The authors proved that multi-level data representa-
tion provides increased accuracy of signal processing
and improves the stability of monitoring systems. In
the study of V. Obukhov & V. Tovbych (2025), the em-
phasis is placed on the application of intelligent tech-
nologies in the processes of architectural design of
information systems. The authors emphasised that the
use of algorithmic methods of design support makes
it possible to formalise the adoption of architectural
decisions and reduce the subjectivity of engineering
analysis. The results obtained showed that the inte-
gration of artificial intelligence methods into design
processes contributes to increasing the adaptability
of architectural models and optimising the structural
complexity of software platforms.

Another perspective is revealed by J. Luo et
al. (2022), who studied the application of data ware-
house technologies and methods of intelligent infor-
mation analysis in corporate information systems. The
authors showed that the combination of the concepts
of data warehouse and data mining provides effective
support for analytical processing of large volumes of
information, in particular in the tasks of business pro-
cess management and forecasting system behaviour.
The authors emphasised that the use of structured
analytical environments increases the efficiency of
decision-making and contributes to the formation
of integrated digital platforms. The work of T. Rak &
R. Zyta (2022) demonstrated the possibilities of using
data mining to detect hidden dependencies in the out-
put streams of web systems. The authors showed that
the use of analytical procedures allows identifying
structural and behavioural patterns of the functioning
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of the information environment, which is important for
the tasks of optimising the processing of user requests
and improving the quality-of-service interaction. The
issue of architectural analysis of corporate information
systems based on an application programming inter-
face (APIl) gateway logs is considered in the study of
C.R. Pinheiro et al. (2024). The authors proposed the
use of a lightweight ontological model for interpret-
ing architectural patterns of service interaction, which
provides the possibility of formalised analysis of the
structure of the corporate platform and monitoring its
functional behaviour. The results obtained demonstrat-
ed the promising nature of combining semantic model-
ling and telemetric analysis of system events.

Another area of research is presented in the work of
M. Muslih et al. (2024), where a web-based information
system for assessing professional suitability of users
was developed using the architectural principles of the
Enterprise Architecture Framework. The authors proved
that the use of structured methodological approaches
to the design of digital platforms contributes to increas-
ing the coherence of business processes, technological
infrastructure and analytical services of the information
system. The work of J. Vinueza-Martinez et al. (2024) in-
vestigated modern trends in the development of geo-
graphic information systems built on the basis of the
web geographic information system (GIS) architecture.
The authors conducted a bibliometric analysis of sci-
entific publications and showed that the development
of web-based geospatial platforms is characterised by
increasing attention to the integration of spatial ana-
lytics, cloud computing and service-oriented models of
geodata processing. The results of the study confirmed
that modern GIS platforms are transforming into multi-
functional analytical environments capable of support-
ing the monitoring of territorial processes and mak-
ing management decisions based on spatiotemporal
data. At the same time, the study by L. Abdulrahman et
al. (2022) presents an overview of modern approaches
to the design of web-based regional information sys-
tems, in particular in the field of tourism management.
The authors emphasised that the effectiveness of such
platforms is determined by the comprehensive integra-
tion of functional services, analytical modules and user
interfaces within a single digital architecture.

Previous studies mainly focused on the analysis
of individual aspects of information systems design,
in particular architectural models of corporate and
web-oriented platforms or the application of data min-
ing methods in specific application tasks. At the same
time, the issues of system integration of architectur-
al, methodological and analytical components with-
in a single conceptual model of information systems
design remain insufficiently addressed. In particular,
there is a gap in substantiating the choice of architec-
tural solutions in relation to data processing methods,
assessing platform effectiveness and demonstrating
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possible scenarios for the practical implementation
of intelligent modules in corporate and web-oriented
environments. The aim of the study was to develop a
conceptual approach to the design of corporate and
web-oriented information systems with the integra-
tion of data mining elements. To achieve this goal, the
following tasks were solved: to analyse modern archi-
tectural and methodological approaches to the design
of information systems, taking into account the possi-
bilities of integrating analytical modules; to substanti-
ate the conceptual model of the information platform
and determine approaches to assessing the impact of
the proposed solutions on the scalability, adaptability,
and performance of the system.

MATERIALS AND METHODS

The study was of a theoretical and survey nature, with
project-oriented and analytical approaches. The time
frame of the study covered the period from Septem-
ber 2024 to February 2026. The materials of the study
were scientific articles and reviews on the architecture
of information systems and digital transformation, as
well as materials from international conferences on
distributed computing and big data (Adamov, 2018;
Zhang, 2025). To analyse the architecture of web-ori-
ented platforms, the following standards and technical
documents were used: OpenAPI Specification 3.1.0,
Request for Comments (RFC) 7231 (HyperText Trans-
fer Protocol (HTTP) semantics), RFC 3986 (Uniform
Resource Identifier (URI) syntax), W3C Web API Best
Practices recommendations, JavaScript Object Notation
(JSON) Schema specifications, as well as OAuth 2.0 se-
curity standards for describing API integration. The sys-
tem analysis method was used to consider the informa-
tion system as a complex multi-level object. Within the
framework of this approach, the logical structuring of
the digital platform, the definition of functional subsys-
tems and the analysis of the relationships between the
infrastructure, service, data-centric and analytical com-
ponents of the architecture were carried out. System
analysis made it possible to form a generalised concept
of the functioning of modern information ecosystems
and to determine the principles of structural integrity
of the software platform.

The conceptual modelling method was used to
formalise the architectural principles of building an in-
formation system and describe the general logic of its
functioning. Within the framework of the study, a theo-
retical structural representation of the digital platform
was carried out in the form of a generalised multi-level
model, which included infrastructure, service, data-cen-
tric, analytical and application components. Special
attention was paid to the analysis of the principles of
organising interaction between the functional levels of
the system and determining the general place of intel-
lectual and analytical components in the structure of
the information platform. The project-oriented method
was used to study the theoretical aspects of the life
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cycle of an information system as an engineering-con-
trolled process of creating software platforms. Within
the framework of this approach, the general principles
of organising the stages of information systems design
were considered, including the formation of require-
ments for functionality, conceptual architectural de-
sign, implementation of software modules, testing of
software logic, system implementation and subsequent
support of the digital platform. Methodologically, the
study was based on a generalised analysis of modern
approaches to the modular organisation of software,
the principles of weak component coupling and itera-
tive logic of information systems development without
performing applied experimental procedures.

The domain-oriented design method was used to
ensure semantic consistency of the software architec-
ture with the subject area of the system’s functioning.
Within the framework of the study, a business domain
model was formed, in which the platform architecture
was organised around key business objects. Data pro-
cessing service modules and information repository
storage mechanisms were defined, which allowed re-
ducing the cognitive complexity of the architecture and
ensuring the possibility of reusing business logic dur-
ing system modernisation. Data-driven methodology
was used to justify architectural solutions based on the
analysis of the operational characteristics of the infor-
mation platform. Based on the analysed data, a model
of adaptive configuration management of the software
environment was formed, which provided for automat-
ed optimisation of system parameters depending on
changes in load and user behavioural characteristics.

The algorithmic component of the study was based
on a theoretical analysis of the possibilities of apply-
ing data mining methods without performing empirical
computational experiments. The study considered the
conceptual principles of the functioning of forecasting
models based on time series analysis and statistical
learning, which allowed extrapolating the behavioural
characteristics of information systems in hypothetical
scenarios of the development. For the tasks of classi-
fication and segmentation of information objects, the
methodological features of the application of cluster-
ing algorithms, discriminant analysis and deep learn-
ing methods were analysed from the standpoint of the
functional purpose in the structure of the information
platform. The study used the method of comparative
analysis of architectural models of corporate informa-
tion systems. The analysis was carried out according
to key technical criteria, in particular, scalability, mod-
ularity, complexity of support, independence of com-
ponents and the level of fault tolerance, which made
it possible to generalise the features of monolithic,
service-oriented and microservice architectures. An ar-
chitectural analysis of web-oriented systems was con-
ducted, in particular, the principles of frontend/back-
end decomposition, APl-oriented interaction, and the
Representational State Transfer (REST) approach were
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investigated. A structural and functional analysis of
data integration and processing was also used, which
covered the concepts of Data warehouse, Extract,
Transform, Load, Extract, Load, Transform, and visual-
isation tools. In addition, an analysis of event-oriented
interaction of components in distributed information
systems was carried out to assess the mechanisms
of coordination and data transfer between services. A
historical and evolutionary analysis was also applied,
which was used to trace the stages of development
of information system architectures and approaches to
the design - from monolithic systems to service-ori-
ented and microservice architectures, as well as to an-
alyse the transformation of data integration methods
and the organisation of component interaction in mod-
ern digital platforms.

The analysis of the reliability of the information
system was carried out from the standpoint of the con-
cept of fault-tolerant architectural environments at the
level of theoretical modelling of possible scenarios of
the platform’s operation. The principles of service com-
ponent redundancy, automated recovery of programme
processes, and isolation of critical infrastructure nodes
as mechanisms for increasing the stability of a digital
system were considered. The study of the adaptability
of the information platform was based on the concept
of self-tuning computing environments, in which the
parameters of the software infrastructure could change
in accordance with variations in the operational load or
behavioural characteristics of users based on the anal-
ysis of telemetric data in theoretically simulated condi-
tions.An integral assessment of the effectiveness of the
information system architecture was carried out at the
level of conceptual synthesis of individual groups of
indicators without conducting numerical experiments.
The combined performance index was considered as
a generalised theoretical construct that reflected the
balance between speed, resource efficiency, accuracy
of analytical models, and platform stability. Thus, the
set of applied materials and methods made it possible
to form a holistic theoretical and analytical substanti-
ation of the principles of designing modern adaptive
information systems, providing a systematic analysis
of architectural models, methodological approaches,
and concepts for integrating intelligent analytics into
digital platforms.

RESULTS

Conceptual principles for building corporate

and web-based information systems

The 2016-2026 stage of information technology de-
velopment is characterised by a systemic transforma-
tion of approaches to designing information platforms,
which is due to the transition to digitally-oriented
data and process management models. The evolution
of corporate and web-based information systems is di-
rectly related to the concept of digital transformation,
which involves the integration of computing, com-
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munication and analytical components into a single
technological ecosystem. Within this paradigm, the
information system is considered not only as a tool
for automating operational activities, but also as an
intelligent decision-making support platform capable
of adapting to changes in the external and internal
environment. The evolutionary development of in-
formation systems architecture went through several
conceptual stages, ranging from monolithic software
complexes to distributed service-oriented platforms.
Classic monolithic solutions were characterised by a
high level of internal connectivity of components and
limited scalability, which made it difficult to modern-
ise the system in the face of growing data volumes.
Further development led to the formation of the Ser-
vice-Oriented Architecture paradigm, which involves
the decomposition of functionality into independent
service modules with standardised interaction inter-
faces. This approach provides the possibility of reus-
ing services, increases the level of integration compat-
ibility and simplifies software maintenance processes.
The next logical step was the concept of Microservices
architecture, which considers the system as a set of
autonomous microcomponents, each of which imple-
ments a separate business function and can be de-
ployed independently of other modules (Efe, 2024;
Molodets & Bulana, 2024).

The digital transformation of information systems
is largely determined by the exponential growth in the
volume of structured and unstructured data, which cre-
ates new requirements for methods of the processing
and analysis. In this context, the concept of big data is
used, which encompasses technologies for storing, pro-
cessing and analytical modelling of very large amounts
of information (Adamoyv, 2018). The main characteristics
of modern information platforms are horizontal scala-
bility, fault tolerance, high-speed streaming data pro-
cessing and support for multi-user access. Structurally,
modern corporate systems are increasingly built on the
basis of cloud-oriented infrastructure, which ensures
elastic use of computing resources and optimisation
of the cost of operating the technological platform. A
priority in the development of information systems is
the integration of artificial intelligence (Al) methods,
which transforms traditional information platforms
into cognitive-oriented knowledge processing envi-
ronments. Intelligent data analysis is used to identify
hidden patterns, predict user behavioural characteris-
tics, automate classification of information objects and
support management decision-making. In corporate
and web-based systems, machine learning algorithms
can be incorporated as separate analytical services or
as embedded business logic components, depending
on the chosen architectural strategy (Emadi, 2023). The
conceptual structure of a modern information platform,
which demonstrates the relationship between the func-
tional, data-centric, and intelligent components of the
system, is given in Table 1.
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Table 1. Conceptual levels of a modern information system

System level

Main purpose

Key technological elements

Infrastructure level

Provision of computing resources

Cloud services, containerisation,
virtualisation

Service level

Implementation of business functions

API gateways, microservices, message
queues

Data-driven level

Information storage and processing

Data warehouses, streaming analytics

Intellectual and analytical level

Cognitive information processing

Machine learning models, predictive
analytics

Application level

User interaction

Web interfaces, mobile clients

Source: compiled by the author based on J. Emadi (2023), A. Efe (2024)

Table 1 reflects a stratified model of an information
system, in which each level performs an autonomous
but functionally related role in forming a holistic digital
platform. This structuring corresponds to the principle
of division of responsibilities and reduces architectur-
al complexity, ensuring manageability, scalability and
technological flexibility of the system. Conceptually, it
is important that the intellectual and analytical com-
ponent is presented as a separate level, which indicates
the transition from transactional systems to cognitively
oriented decision support platforms. Taken together, the
model demonstrates the logic of sequential transforma-
tion of resources into applied value, forming the basis
for building adaptive and scalable corporate ecosys-
tems. Web-oriented information systems are character-
ised by a high level of client accessibility and platform
independence. The use of multi-component architecture
allows for the interaction of user interfaces with server
logic through standardised programme interfaces. In this
context, web platforms act as universal environments
for integrating corporate resources, analytical services
and external information sources. The use of intelligent
algorithms in the web environment creates the prereg-
uisites for the formation of adaptive interfaces, person-
alised recommendation mechanisms and automated
monitoring of system behaviour. Thus, the conceptual
principles of building modern information systems are
based on a synergistic combination of architectural
modularity, data-centric information flow management
and artificial intelligence technologies, which ensures
the transition from traditional automated platforms to
intelligent digital ecosystems. A promising direction of
development is the further formalisation of methods for
integrating analytical models into the software-archi-
tectural contour of the system in order to increase its
adaptability and operational efficiency.

Architectural models for designing

modern information systems

Corporate information systems are designed as com-
plex multi-tiered platforms, the architecture of which is
aimed at ensuring functional isolation of components,
high availability of services and the possibility of inde-
pendent scaling of individual modules. The tradition-
al client-server model evolved towards multi-tiered
structures that involve the separation of presentation,
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business-logical and data-centric subsystems. Such
decomposition allows reducing inter-component de-
pendence, increasing the level of data processing secu-
rity and ensuring flexibility in software modernisation
without the need for complete system reconstruction.
The transition from monolithic software solutions to
service-oriented architectural models is associated with
the development of the concept of Service-Oriented Ar-
chitecture, which involves building a system as a set of
loosely coupled services with standardised interaction
protocols. Within this paradigm, the functional modules
of the system encapsulate business logic and expose it
through universal communication interfaces. A further
development of this architectural idea was the Micros-
ervices architecture model, characterised by maximum
autonomy of software components, the possibility of an
independent service life cycle,and high horizontal scal-
ability of the platform (Bondarchuk et al., 2024).

A multi-tiered corporate system usually includes
infrastructure, service, logical, and presentation layers.
The infrastructure layer provides a physical or virtual
environment for executing programme code, including
storage resources, network communication, and com-
puting power. The service layer implements the func-
tionality of business processes through a set of inter-
acting services, while the data layer is responsible for
the consistency of information resources and transac-
tion management. The presentation layer provides user
interaction with the system through client interfaces.
Comparative characteristics of architectural models of
corporate systems are presented in Table 2.

The comparative matrix reflects the evolution
of architectures from centralised to decentralised
models, in which complexity is managed through de-
composition and autonomisation of components. It
demonstrates the transition from a tightly integrated
structure to network interaction of independent ser-
vices, which increases the flexibility and adaptability
of the system. At the same time, the complexity does
not disappear, but moves to the plane of coordination
of distributed processes, data consistency manage-
ment and infrastructure monitoring. Therefore, the
choice of architecture is determined by the balance
between scalability and organisational capacity to
ensure effective management of the distributed en-
vironment. Conceptually, the interaction of corporate
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platform components can be represented as a hier-
archical structure of data flows and service calls. In-
formation requests from client applications arrive at

AP| gateways, after which these requests are routed
to the corresponding business services, which process
the data and form the result of the operation (Fig. 1).

Table 2. Comparative characteristics of architectural models of corporate systems

Criterion Monolithic architecture Service-oriented architecture Microservice architecture
Scalability Limited Moderate High
Modularity Low Medium High

Difficulty of support High as the system grows Medium Optimised
Component independence Minimum Partial Maximum
Fault tolerance Lower Medium High

Source: compiled by the authors based on J. Essien (2023), S.K.Jangam (2023)

Client interfaces

API Gateway

Service level

Data-oriented level

Infrastructure level

Figure 1. Hierarchical architectural model of query processing in a multi-level information system

Source: compiled by the authors based on H. Kozub & Yu. Kozub (2022), S.K.Jangam (2023), A. Matani et al. (2024)

The presented scheme reflects the logic of se-
quential transformation of information queries with-
in a multi-tier architecture, where each tier acts as a
functional intermediary between user interaction and
underlying computing resources. Such a structural or-
ganisation provides centralised management of access
to services and allows separating business operation
processing mechanisms from infrastructure execution
mechanisms. Conceptually, this model emphasises the
principles of sequential abstraction and decomposition
of the system, which contributes to the manageability
of complex software platforms. It also creates the pre-
requisites for independent modernisation of individual
layers of the system and integration of additional func-
tional modules, in particular analytical or intelligent
components, without violating the overall architectural
integrity. Integration of corporate information resources
is carried out through the use of standardised data ex-
change protocols, which allows for interaction between
the organisation’s internal subsystems and external in-
formation services. The use of event-driven interaction
of components becomes important, which minimises
synchronous system blocking and increases its perfor-
mance in high-load environments.

Web-oriented information systems form a sepa-
rate class of software platforms based on the principle
of platform-independent user interaction with server
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logic via network data transfer protocols. The key ar-
chitectural characteristic of such systems is a clear
decomposition of frontend and backend components,
which ensures the independence of user interface de-
velopment from internal business logic. The frontend
subsystem is responsible for implementing the pres-
entation layer, forming dynamic interfaces, and ensur-
ing interactive user interaction with the system. For
this purpose, modern client frameworks are used that
support a component-oriented development model
and reactive interface state updating. The backend lay-
er implements business process processing algorithms,
database management, and integration with external
services (Tekane, 2025).

Interaction between the client and server parts of
the system is carried out mainly through API-oriented
communication mechanisms based on the use of stand-
ard data exchange interfaces. The most common tech-
nological approach is the use of Representational State
Transfer, which provides a unified model for accessing
system resources via HTTP. The REST architecture in-
volves the use of stateless requests, resource identifi-
cation via URIs, and standardised operation methods.
Cloud infrastructure plays a key role in ensuring the
scalability of web-oriented platforms. The use of the
Cloud computing concept allows for elastic scaling of
computing resources, automatic load balancing, and
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data redundancy (Liu et al., 2023). Modern systems of-
ten use containerisation of software components, which
provides a unified execution environment regardless of
the physical infrastructure.

The integration of data intelligence modules into
the overall architecture of the information system is
based on the principle of multi-level analytical process-
ing of information flows. Analytical components can be
implemented as standalone services or as embedded
algorithmic business logic modules, depending on the
performance, security, and complexity requirements of
machine learning models. Streaming and batch data
processing form two fundamental paradigms of the an-
alytical computing model. Batch processing is used to
analyse large historical data sets and train predictive

Yu. Havryliuk

models, while streaming processing is focused on real
time and involves incremental updating of analysis re-
sults. In this context, the concept of big data is actively
used, which provides a technological basis for working
with high-dimensional information flows. Integration of
Machine learning algorithms into application services
is carried out through the creation of specialised ana-
lytical microservices or through embedding predictive
models directly into the business logic of the system
(Muvva, 2025). This approach allows for the imple-
mentation of adaptive process optimisation functions,
automated information classification, and detection of
anomalous user behaviour patterns. A typical scheme
for integrating analytical components can be represent-
ed as a sequence of technological levels (Fig. 2).

Data sources Data engineering Information repository Model training

Analytical service Application interfaces End user

Figure 2. Integration scheme of analytical components

Source: compiled by the authors based on S. Muvva (2025)

The above structure demonstrates the shift of the
architectural logic of information systems towards close
integration of operational and analytical processes. An-
alytical components are built into the general informa-
tion processing cycle, turning data not only into a stor-
age resource, but into an active tool for supporting the
functioning of the system.As a result, analytics becomes
a component of application services and directly affects
the formation of management or functional decisions.
In such an architecture, data is the central element that
combines infrastructure processing mechanisms with
the applied logic of the system. This creates the prereg-
uisites for the formation of adaptive information plat-
forms that are able not only to respond to user requests,
but also to predict behavioural patterns, optimise busi-
ness processes and increase the efficiency of the entire
digital ecosystem. Thus, the architectural integration of
intelligent analytics transforms the information system
into a cognitive-oriented platform capable of support-
ing automated decision-making in a dynamic digital
environment. Further development of such systems is
associated with the improvement of distributed model
learning methods and optimisation of computational
costs when operating intelligent services.

Methodological approaches

to information systems design

The project-oriented methodology for designing infor-
mation systems is based on the concept of a managed
software product life cycle, which involves formalised
management of all stages of creation, implementa-
tion, and operation of a digital platform. In modern
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software engineering, the system life cycle is consid-
ered as a continuous process that includes the stages
of requirements analysis, architectural design, imple-
mentation of functional components, testing, deploy-
ment and further modernisation of the system. This
approach provides the ability to adapt the information
platform to changes in the technological environment
and business requirements of the organisation. A key
element of the project-oriented paradigm is the use of
iterative software development models, which involve
the gradual refinement of the functional specification
of the system through a series of consecutive design
and testing cycles. Among modern methodological ap-
proaches, flexible development methods based on the
principles of adaptive project management are wide-
spread. In this context, the Agile software development
methodology ensures a high speed of response of the
development team to changing customer require-
ments and promotes continuous improvement of the
software product through short iterative cycles (Kun-
disch et al., 2022).

Information system life cycle management can be
formalised through a multi-level model of quality con-
trol and functional compliance of the system with user
requirements (Table 3). In the structural dimension,
the life cycle includes strategic architecture planning,
technical implementation, operational monitoring and
post-operational support of the software platform. The
use of the principles of continuous integration and au-
tomated testing of software code is becoming increas-
ingly important, which minimises the risks of critical
system errors.
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Table 3. Generalised structure of the information system life cycle

Life cycle stage

Main tasks

Resulting artifacts

Requirements analysis

Formalisation of functional needs

Requirements specification

Architectural design

Defining the structural model of the system

Architectural design

Implementation

Software development of components

Executable code

Testing Function verification Testing reports
Deployment System deployment Working platform
Support Optimisation and modernisation System update

Source: compiled by the authors based on D. Kundisch et al. (2022), N. Renaldo et al. (2022)

The presented structure reflects the system logic
of organising the process of creating an information
system, within which each stage forms the basis for
the next level of technological implementation. It
demonstrates the sequential transformation of the
initial conceptual requirements into a functional soft-
ware product through a system of interconnected en-
gineering procedures. This approach emphasises that
the effectiveness of development is determined not
only by technical solutions, but also by the quality of
management of the design, control, and improvement
processes of the system. In general, the table indi-
cates a transition from a linear understanding of the
life cycle to a cyclical and adaptive model of software
platform development. This provides the possibility of
continuous improvement of the system architecture,
integration of new functional components and mainte-
nance of stability of work in a changing technological
environment. lterative software development meth-
odologies involve the use of incremental increase in
system functionality, which makes it possible to reduce
the complexity of managing large projects. The devel-
opment process is divided into a series of short cycles,
within which planning, implementation, evaluation of
results and correction of architectural solutions are
carried out. This model minimises technological risks
and ensures more stable integration of software mod-
ules into complex information environments.

Domain logic
core

Subject area

Domain
services

Domain-driven design of information systems is
based on the principle of structural correspondence of the
software architecture to the subject area of the system’s
functioning. The main idea of this approach is the max-
imum coordination of the business logic of the software
product with the conceptual model of the organisational
environment in which the system is operated. Within the
framework of this methodology, the software system is
considered as a formalised model of business process-
es that reflects the structural and functional character-
istics of the subject area. The concept of Domain-driven
design involves the hierarchical organisation of the soft-
ware code in accordance with the business domains of
the organisation (Zhang, 2025). The architectural struc-
ture of the system is formed around key business objects
that determine the logic of information processing and
interaction between functional modules (Hackenbeck et
al., 2025). Within the framework of this methodology, the
concepts of domain core, aggregates, domain services
and data repositories are distinguished. Aligning the soft-
ware architecture with the subject area reduces the cog-
nitive complexity of the software and increases the level
of scalability of the system. An important aspect is the
formation of a universal business logic model that can
be reused when upgrading the information platform or
integrating new functional components. The interaction
of the elements of a domain-oriented architecture can be
represented in the form of a diagram (Fig. 3).

Interface

Data repository modules

Figure 3. Interaction of elements of domain-oriented architecture
Source: compiled by the authors based on C. Hackenbeck et al. (2025)

The presented scheme reflects the conceptual trans-
lation of real business processes into the software ar-
chitecture of the system, where the domain model plays
a central role as an intellectual framework of applied
logic. Such a structural organisation demonstrates that
the software system is formed not around technical
components, but around the substantive elements of the
subject area, which provides a more natural reflection
of organisational processes in the software environment.
In general, this model emphasises the importance of
semantic consistency between the conceptual descrip-
tion of the organisation’s activities and the software

implementation of the information platform. This cre-
ates the prerequisites for increasing the clarity of the
system architecture, simplifies its evolutionary develop-
ment, and ensures the stability of business logic when
expanding or modifying functional components.

The data-driven architectural strategy for design-
ing information systems involves the use of analytical
methods of information processing to form optimal
parameters of the software platform. This approach
is based on the concept of decision-making based on
empirical data, which allows minimising the subjective
factor when choosing technological solutions. Within
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the framework of this paradigm, data mining methods
are actively used, which ensure the detection of hidden
patterns in large amounts of information. Analytical
results can be used to optimise the structure of da-
tabases, balance the load between service nodes, and
predict the behavioural characteristics of system users
(Hensel et al., 2022). Using analytics to optimise the
functional components of the information platform in-
volves constant monitoring of the system’s operational

Collection of
telemetry
data

Agent-based
monitoring

Architectural
optimisation
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metrics, including bandwidth, query processing latency,
service error rate, and the efficiency of computing re-
sources. Based on the collected telemetric data, auto-
mated correction of the configuration parameters of the
software environment is carried out, which forms the
basis of the concept of self-tuning information systems.
Atypical structure of data-driven architectural manage-
ment can be represented as a sequence of analytical
operations (Fig. 4).

Modelling of system

Analytical
natytica behaviour

processing

Automated platform configuration

Figure 4. Typical structure of data-driven architectural management

Source: compiled by the author based on K. Kayabay et al. (2022)

The presented scheme reflects the transition to
an architectural model in which the design and opti-
misation of the information system are carried out on
the basis of continuous analysis of operational data. In
such logic, the results of monitoring the functioning
of the platform become the basis for correcting con-
figuration parameters, improving the structural organ-
isation of components and increasing the efficiency of
resource use. In general, the model demonstrates the
formation of an adaptive information infrastructure ca-
pable of self-regulation and evolutionary improvement
in accordance with changes in load, user behaviour
and technological conditions of the system’s opera-
tion. Thus, methodological approaches to the design
of information systems form an integrated system of
engineering and analytical management of the life cy-
cle of software platforms, combining the principles of
iterative development, domain decomposition and em-
pirically based architectural decision-making. Further
development of design methodologies is associated
with the implementation of autonomous intelligent
mechanisms for optimising software systems.

Practical aspects of implementing information

systems with intelligent analytics

The practical implementation of information systems
with integrated analytical modules involves the forma-
tion of a comprehensive technological platform that
combines infrastructure, service and cognitive com-
ponents of information processing. In modern condi-
tions of digital transformation, corporate information
systems are considered as multifunctional knowledge
management environments that can provide not only
the automation of operational processes, but also sup-
port intelligent decision-making based on the analysis
of large volumes of data. The basis for building such
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platforms is the concept of integrated architecture,
which ensures the interaction of data sources, analyti-
cal algorithms and application services through stand-
ardised software interfaces. The conceptual model of
a corporate information platform can be represented
as a multi-level structure that includes the data col-
lection level, the level of the storage and pre-process-
ing, the analytical level of knowledge modelling and
the level of applied interpretation of results. At the
infrastructure level, information flows from internal
corporate systems, external web sources, and sensor
or transactional subsystems are accumulated. For ef-
fective management of large amounts of information,
the data warehouse concept is used, which provides
structured storage of historical data and support for
highly complex analytical queries. Distributed informa-
tion processing technologies can be used in parallel, in
particular ecosystems based on the principles of big
data (Ismail et al., 2024).

The service level of the platform includes analytical
modules that implement algorithmic processing of in-
formation flows and the formation of predictive models
of system behaviour. In this context, Machine learning
methods are used to automate the processes of de-
tecting patterns in high-dimensional data. The practi-
cal architecture of such platforms is often based on the
concept of microservice interaction of analytical compo-
nents, where each algorithmic module functions as an
autonomous knowledge processing service. An example
of a web-based information system with an analytical
module can be implemented as an integrated user data
management platform that provides personalisation of
services and prediction of user behavioural character-
istics. Such systems use the technology of intelligent
analysis of web activity, which allows forming dynam-
ic user profiles based on the history of interaction with
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the digital environment. The interface part of the plat-
form implements mechanisms for visualising analytical
results, which helps to increase the interpretability of
machine learning models and support management

decision-making (Hossain et al., 2024). A typical func-
tional structure of an information system with intelli-
gent analytics can be formalised in the form of a mul-
tilayer architecture of component interaction (Table 4).

Table 4. Functional levels of the analytical information platform

Platform level Functional purpose

Key technological solutions

Data sources

Accumulation of information flows

API integration, streaming brokers

Data processing

Preliminary information transformation

Extract, Transform, Load/Extract, Load,
Transform processes

Analytical level

Intelligent modelling

ML models, statistical analytics

Service level

Application business logic

Microservices, RESTful services

Presentation of results

Analytics visualisation

Dashboard systems

Source: compiled by the authors based on Q. Hossain et al. (2024)

The table below summarises the logic of the func-
tioning of analytically oriented information platforms,
demonstrating the transition from traditional transac-
tional systems to architectures in which analytical data
processing is integrated directly into operational pro-
cesses. In such a model, information flows undergo a
sequential transformation - from primary accumulation
to intelligent interpretation and applied use of results,
which forms a single data management loop. The syn-
thesis of the presented levels indicates the formation
of a holistic data-centric architecture in which ana-
lytical algorithms become an integral element of the
platform’s service logic, ensuring automation of deci-
sion-making, personalisation of digital services and in-
creased adaptability of corporate information systems
to changes in the information environment.

The implementation of intelligent data analysis
functions involves the use of different types of algo-
rithmic models depending on the information process-
ing task. Forecasting behavioural characteristics is car-
ried out by building temporal or stochastic models that
allow extrapolating future values of the studied pa-
rameters based on historical observations. In this con-
text, predictive analytics methods are used, based on
the mathematical apparatus of statistical learning and
neuroevolutionary modelling. The use of time series
analysis algorithms for processing dynamic informa-
tion flows is important. The tasks of classification and
segmentation of information data are solved through
the use of structural learning methods, which provide
grouping of information objects according to the de-
gree of similarity of the characteristics. For this, cluster-
ing, discriminant analysis and deep learning algorithms
can be used, which allows the formation of multidi-
mensional data distribution models. Personalised rec-
ommendation mechanisms are based on the analysis
of user behaviour history and involve the use of the
principles of collaborative filtering or content-oriented
interaction modelling (Arafat et al., 2025).

Detection of anomalies in information systems is a
critically important functional task, as it allows ensur-
ing cybersecurity and stable functioning of digital plat-
forms. In this aspect, statistical process control methods
and machine learning algorithms are used to identify

deviations from the normal operating mode of the sys-
tem. The practical implementation of such mechanisms
may include the use of Anomaly detection models, which
are capable of automatically recording atypical pat-
terns of user behaviour or system processes (Usmani et
al.,2024). Thus, the practical implementation of informa-
tion systems with intelligent analytics forms the tech-
nological basis for creating adaptive digital platforms of
a new generation that combine the capabilities of dis-
tributed data processing, predictive modelling and au-
tomated support for making management decisions. The
further development of such systems will be determined
by the improvement of model training algorithms and
increasing the interpretability of intelligent services.

Evaluating the effectiveness
of architectural solutions for information systems
Evaluating the effectiveness of architectural solutions
for information systems is a complex multidimensional
task that involves analysing the technological, function-
al, and analytical characteristics of the software plat-
form. In modern software engineering, system efficien-
cy is considered an integral property of the architecture,
which reflects the ability of the information platform
to provide stable data processing at minimal compu-
tational costs and a high level of accuracy of analytical
results. Methodologically, the effectiveness assessment
is based on the principles of quantitative performance
metrics, statistical validation of models, and analysis of
system reliability under variable load conditions.
Information systems performance metrics form the
basis of the technical assessment of architectural solu-
tions and allow determining the optimal parameters of
the software platform’s functioning. Key performance
indicators include request processing time, system
throughput, network interaction latency, and the effi-
ciency of computing resources. In the context of distrib-
uted platforms, the concept of Cloud computing per-
formance metrics is of particular importance, which is
used to assess the scalability of cloud services, the level
of resource availability and the variability of the sys-
tem’s response time when the number of user requests
increases. The scalability of an information system is
determined by the ability of the architecture to support
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the growth of the computing load without critical de-
terioration in performance. Modern digital platforms
use the principle of horizontal scaling, which involves
adding new computing nodes to a distributed cluster
environment. In this context, Distributed computing

Yu. Havryliuk

technologies are actively used, which provide parallel
processing of information flows and load balancing
between service components of the system (Hacken-
beck et al., 2025). The main performance metrics of in-
formation systems are presented in Table 5.

Table 5. Key metrics for information systems performance

Metrics group Indicator Measurement description
Latenc Average system response time
Time characteristics Y ge 5y P - -
Throughput Number of requests processed per unit of time
Central processing unit . . .
- R Central processing unit resource loadin
Resource characteristics utilisation P g g
Memory consumption Random access memory usage
Reliability Error rate Frequency of system errors
Scalability Scalability coefficient Performance dynamics with increasing load

Source: compiled by the authors based on M.S. Sultana & S. Akter (2023), P.R. Nangi et al. (2024)

The presented Table 5 systematises approaches
to quantitative assessment of the functioning of in-
formation platforms, demonstrating that the effec-
tiveness of architectural solutions is formed not by
separate technical indicators, but by the coordinated
set. The combination of time, resource, and reliability
characteristics reflects the multidimensional nature
of the performance of distributed systems, in which
the stability of query processing, the efficiency of the
use of computing resources and resistance to load
growth are interconnected. In this context, metrics
serve as tools for empirical verification of architectur-
al solutions, allowing to assess how much the select-
ed technological model provides a balance between
speed, economy of infrastructure use and reliability of
system operation in conditions of scaling and dynam-
ic load changes.

Assessing the accuracy of analytical models is a
critically important aspect of the functioning of infor-
mation systems with integrated intelligent components.
Verification of predictive and classification algorithms is
carried out by comparing model results with empirical
observations. In this context, machine learning methods
based on the mathematical apparatus of statistical infer-
ence are used. A significant role is played by the use of
Supervised learning approaches, which involve training
models based on pre-labelled data (Kumar et al., 2022).
Standard forecast error metrics are used to quantitatively
assess the quality of analytical models (Table 6). Among
these forecast error metrics, the most common are the
mean absolute error,the mean square error,and the rela-
tive forecast error. These indicators allow formalising the
level of modelling accuracy and providing an objective
comparison of alternative algorithmic solutions.

Table 6. Metrics for assessing the accuracy of analytical models

Metrics Mathematical content Scope of application
MAE Mean absolute deviation Robust forecast estimate
RMSE Root-mean-square forecast error Sensitivity to large deviations
MAPE Relative forecast error Normalised accuracy estimate

Precision True positive classification rate Binary classification
Recall Object detection completeness Detection tasks

Notes: MAE - mean absolute error; RMSE - root mean squared error; MAPE — mean absolute percentage error
Source: compiled by the authors based on R.C. Khamari et al. (2025)

The presented system of metrics reflects the desire
to formalise the assessment of the quality of intelli-
gent models by combining statistical and classification
criteria. The use of different types of errors allows for
multidimensional verification of predictive algorithms,
since individual indicators are sensitive to different
characteristics of data distribution and the structure of
modelling errors. In general, such a composition of met-
rics forms a universal toolkit for validating analytical
systems, which can be used both for forecasting tasks
and for tasks of structural classification of information
objects, ensuring a balance between the model’s resist-
ance to outliers, prediction accuracy and completeness
of detection of relevant patterns. The analysis of the
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reliability of an information system involves studying
the stability of the software platform’s functioning in
conditions of component failures or external destruc-
tive influences. The reliability of the architecture is
determined by the probability of failure-free operation
of the system during a given time interval. In modern
digital environments, considerable attention is paid to
the concept of Fault-tolerant system, which involves the
implementation of mechanisms for redundancy, auto-
matic restoration of services and isolation of erroneous
processes. The adaptability of the information platform
characterises the ability of the system to change the pa-
rameters of its functioning in accordance with variations
in the external environment or user behaviour. In this
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aspect, the principles of self-tuning computing environ-
ments are applied, which can automatically optimise
the configuration of the software infrastructure based
on telemetric data. The overall integrated efficiency of
the information system architecture can be assessed
through a combined performance index that aggregates
the time, resource and analytical characteristics of the
platform. The formation of such an index allows for a
comparative analysis of alternative architectural models
and to justify the choice of a technological strategy for
the development of the information system.

DISCUSSION

The analysis of scientific publications indicates the ac-
tive development of the concept of integrating analyt-
ics into the architecture of information systems, which
is consistent with the results of the study on the forma-
tion of data-centric adaptive digital platforms. Thus, in
the work of M.C. Solano & J.C. Cruz (2024), a systemat-
ic review of the integration of analytical components
into corporate information systems was carried out,
where it was shown that the implementation of ana-
lytics increases operational efficiency, supports deci-
sion-making and promotes the digital transformation
of enterprises. The conclusions obtained by the authors
correlate with the results of the study on the feasibility
of architectural integration of intelligent data analysis
into the service contour of the platform. At the same
time, the specified work details the structural organi-
sation of multi-level architectural models to a lesser
extent, which explains the differences in the level of
conceptual formalisation. The study of A. Almogry &
N. ALSohybe (2025) considered the architectural as-
pects of the digital transformation of information sys-
tems in the field of education, where the importance
of integrated data management platforms and flexible
architectural models was highlighted. The authors’ re-
sults confirmed the prospects of using adaptive infor-
mation environments, but the emphasis is mainly on
the organisational and institutional conditions for the
implementation of digital technologies. Compared to
the current study, which focuses on theoretical mod-
elling of the architectural logic of the system and the
integration of analytical algorithms into the techno-
logical contour of the platform, the work of A. Almo-
gry & N. ALSohybe demonstrates a more applied and
managerial focus, which causes a partial difference in
the results. In turn, the publication of V-H. Capacho-Al-
fonso et al. (2025) is devoted to a bibliometric analysis
of the development of enterprise architecture in the
context of smart cities,healthcare and newtechnologies.
The authors established the growth of research relat-
ed to the use of artificial intelligence and architectural
innovations in digital ecosystems. The obtained trends
are generally consistent with the current conclusion
about the dominance of cognitively oriented data pro-
cessing platforms. At the same time, the differences are
that the bibliometric approach captures only structural
trends in the development of the industry, while the

conducted research is conceptual and methodological
in nature and is aimed at forming a model of architec-
tural integration of analytical components.

The impact of generative artificial intelligence on the
activities of information systems architects in Agile envi-
ronments is studied in the work of SJ. Kooy et al. (2025).
The authors showed that the use of generative models
can support design processes, but emphasise the need
for quality control of generated architectural solutions
and human expert verification support. The conclusions
obtained are consistent with the results of the conduct-
ed research on the feasibility of integrating intelligent
analytics into the technological contour of information
platforms. The study by J. Weller & R. Dumitrescu (2025)
proposed a decision-driven analytics approach for de-
signing information systems in a smart manufacturing
environment. The authors pointed out the importance
of integrating analytical models directly into the archi-
tecture of business processes, which correlates with the
current conclusion about the formation of data-centric
platforms, in which analytics acts as a functional com-
ponent of the operational loop. The differences between
the results lie in the level of detail: the aforementioned
study is focused on the engineering of use-case scenar-
ios for industrial systems, while the analysis focuses on
a generalised theoretical and methodological descrip-
tion of the architectural logic of information ecosys-
tems. At the same time, the publication by N.R. Busch &
A.Zalewski (2025) is devoted to a review of methods for
evaluating enterprise architecture. The authors noted
that the effectiveness of architectural models is deter-
mined by the balance between system complexity, scal-
ability, reliability, and manageability of the software life
cycle. These results directly confirmed the conclusions
obtained regarding the multidimensional assessment of
the performance of information platforms.

Interrelated aspects of the development of data-driv-
en digital environments, in particular the technological
optimisation of big data processing and the organisa-
tional and architectural impact of analytics on the in-
novative potential of information systems were demon-
strated by the works of V. Winata (2022) and S. Pathak et
al. (2025). Taken together, these studies confirm the
general scientific position on the growing importance
of artificial intelligence in managing information flows
and supporting the adaptive functioning of digital plat-
forms. At the same time, the conducted study expands
this direction by conceptually and methodologically
generalising the principles of integrating intelligent
analytics into the architecture of information systems,
which makes it possible to consider analytical modules
as a structural component of a digital platform, and not
only as a tool for technological optimisation. The study
by B. Adhytia et al. (2022) demonstrated that enterprise
architecture is a key factor in realising the value of big
data analytics in organisational systems. The authors
emphasised that the effectiveness of analytical plat-
forms depends on the consistency of the infrastruc-
ture, service, and information layers of the architecture.
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These findings support the results obtained regarding
the multi-level stratified model of the information sys-
tem. At the same time, the current work extends exist-
ing approaches by including the intellectual-analytical
layer as a separate functional layer of the architecture,
which is less detailed in the aforementioned studies.
The study by A. Erica et al. (2024) shows that the use of
data analytics in management systems contributes to
improving the quality of management decision-making
through structured interpretation of information flows.
The authors stressed the role of integrated analytics in
supporting management-oriented information systems,
which is consistent with the current conclusion about
the need to embed analytical modules into the opera-
tional contour of the platform.

The use of artificial intelligence to create adap-
tive learning environments in digital educational plat-
forms is investigated in the publication by I. Gligorea et
al. (2023). The authors proved that adaptive learning
mechanisms increase the personalisation of digital in-
teraction and improve the efficiency of information ser-
vices. The results obtained partially correlate with the
current conclusion about the adaptability of information
systems as a key characteristic of modern digital plat-
forms. The difference lies in the industry specificity: the
conducted study is of a universal nature and is aimed
at generalising the architectural principles of corporate
and web-oriented information systems, while the men-
tioned work focuses on educational systems. In turn, the
work of H.C. Ling & H.S. Chiang (2022) investigated the
effectiveness of adaptive recommendation systems in
the educational web environment. The authors showed
that personalised recommendation algorithms have a
positive effect on user productivity indicators by dynam-
ically taking into account behavioural patterns of inter-
action with the system. The results obtained are consist-
ent with the obtained conceptual conclusion about the
importance of adaptability of information platforms.

In the publication of A. Gaurav et al. (2023), the au-
thors considered the application of machine learning to
detect malicious software in the infrastructures of the
Internet of Things of corporate information systems.
The authors confirmed the effectiveness of intelligent
algorithms in the tasks of cyber protection of digital
platforms, which correlates with the current theoreti-
cal position on the importance of integrating analytical
mechanisms to ensure the stability of information
systems. At the same time, the study by A. Gaurav et
al. (2023) has a highly specialised technical focus, while
the conducted study considered more general architec-
tural and methodological principles of applying intelli-
gent analytics in information platforms.

A comparison of the results obtained showed that
most studies confirm the importance of integrating an-
alytical and intelligent components into the architec-
ture of information systems, in particular in the context
of adaptability of digital platforms, personalised data
processing and the use of machine learning methods
to improve functional efficiency. A general trend of
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transition from local algorithmic solutions to a system-
ic architectural vision of information ecosystems, which
corresponds to the concept of data-centric and cogni-
tive-oriented platforms, was identified. The differences
between the results of other authors and the presented
study are mainly due to the level of generalisation - in
the analysed works, the emphasis was on empirical ex-
periments or highly specialised applied problems, while
in this study, a conceptual and methodological synthesis
of architectural approaches to the design of information
systems was carried out. Thus, the results obtained are
consistent with modern scientific trends in the develop-
ment of digital platforms, but expand these trends due
to the integrated theoretical substantiation of the prin-
ciples of designing adaptive information systems.

CONCLUSIONS

The analysis found that modern information platforms
are developing in the direction of transition from mon-
olithic architectures to multi-level modular models that
provide scalability, functional isolation of components
and technological flexibility of systems. Information sys-
tems are increasingly integrating analytical components
into the overall architectural contour, transforming from
automation tools into intelligent decision-making sup-
port environments. The use of big data and artificial in-
telligence algorithms ensures the processing of complex
information flows, the identification of patterns and the
prediction of user behaviour. The design of information
platforms is based on an iterative software development
life cycle, which includes requirements analysis, archi-
tectural modelling, implementation, testing, and mod-
ernisation of the system. Domain-oriented design pro-
motes semantic consistency of the software architecture
with the subject area of the system, reduces software
complexity and increases scalability. The data-driven ap-
proach makes it possible to use operational and teleme-
tric data to optimise the platform configuration and load
balancing between services.

The practical implementation of intelligent infor-
mation systems involves a multi-level data processing
structure that covers the collection, storage, analytical
processing, modelling, and visualisation of informa-
tion. The effectiveness of the architecture is assessed
comprehensively using time, resource, and reliability
characteristics. Scalability is ensured by horizontal ex-
pansion of the computing infrastructure and the use
of the metrics latency, throughput, central processing
unit utilisation, memory consumption, error rate and
scalability factor. The quality of analytical models is as-
sessed using the metrics MAE, RMSE, MAPE, precision
and recall. The reliability of information systems is en-
sured by fault-tolerant architectural solutions, service
redundancy, automatic process recovery and the use of
self-tuning computing environments. The results ob-
tained confirm the prospects for the development of
adaptive cognitive-oriented information systems that
combine architectural modularity, intelligent analytics
and effective management of digital resources. The
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AHoTauif. AKTyanbHiCTb LOCNIAXKEHHS 3yMOBEHa LM(POBOK TpaHCHOpPMaLLi€lo Ta HEOOXIAHICTIO YAOCKOHANEHHS
APXITEKTYPHUX i METOA0NOMYHMX MiAXOAIB 4O MPOEKTYBAHHSA iHTENEKTYaNbHUX KOPNOPATUBHUX | BEOOPIEHTOBAHMX
iHpopMaLinHMX cucteM. MeTo foCnigXKeHHsS 6yno copMyBaTM KOHLLENTYaNlbHUM NigXiA A0 MPOEKTYBAHHS
iHOOPMALIMHMX CUCTEM i3 3aCTOCYBAHHAM IHCTPYMEHTIB IHTENEKTYaIbHOro aHanisy AaHuX. JJocnimKeHHs rpyHTyBanocs
Ha TEOpPEeTUYHOMY aHaNi3i HAayYKOBMX MaTepianiB Ta 3aCTOCYBaHHI CUCTEMHOIO, KOHLENTYANIbHOTO, MPOEKTHO-
OpiEHTOBAHOrO, JOMEHHO-OPIEHTOBAHOMO Ta JAHOOPIEHTOBAHOIO METOA0MOTIYHUX MiAX0AIB AN O6IPYHTYBAHHS
NPUHLUMMNIB NPOEKTYBAHHS afanTMBHMUX iHbopMaLiiHux cncteM. OTpMMaHi pe3ynbTaTu 3acBiguMam nepexin
Cy4acHUX iHpopMaLiiHMX cucTeM A0 B6araTopiBHEBMX MOAY/IbHUX Ta AAHOLEHTPUYHUX apXiTEKTYp, AKi NOEAHYIOTb
(YHKLiOHANIbHY FHYYKiCTb, MAacWITAbOBaHICTb Ta iHTENEKTYaNbHY aHaNiTUYHY 06poBKy AaHumX. IHTerpauia anroputmie
WITY4YHOrO iHTeNnekTy 3abe3neyvye peanisawito NPOrHO3HOI aHaniTMKK, knacudikauii iHdbopmauii Ta BUSBNEHHS aHOManii
y noseaiHui cucteMu. EbekTnBHICTb NNaTthOpM OLIHIOETLCS Yepe3 KOMMNEKC YaCOBMX, PECYPCHUX Ta aHANITUYHUX
MeTpuK, 30KpeMa 3aTPUMKOI0, MPOMNYCKHOK 3aTHICTHO, PIBHEM BUKOPUCTAHHS LLEHTPANbHOMO NpoLLEecopa, CNoXMUBAHHAM
onepaTMBHOI NAMATi, YaCTOTOK NMOMMNOK, CEPeAHbOI abCONOTHOK NOXMOKOLD, cCepeaHbOKBAAPATUUYHOK NOXMOKOH,
cepefHbo abCOMTHOK BiACOTKOBOK NOXMOKO, TOYHICTIO Ta MOBHOTO. [10Ka3aHo, WO HaAiMHICTb iHDOpMaLLiAHMX
cucTeM 3abe3nevyeTbCst BUKOPUCTAHHSAM BiAMOBOCTIMKMX apXiTEKTYpP, pe3epByBaHHSIM CEPBiICHMX KOMMOHEHTIB Ta
CaMOHACTPOIOBAHMMMU 0BYMCNIOBANIbHUMM CEPEAOBULILAMM. Y3arasbHEHHS pe3ynbTaTiB NiATBEPANIO NEPCNEKTUBHICTb
PO3BMTKY a4aNTUBHUX KOTHITUBHO-OPIEHTOBAHMX AAHOLEHTPUYHMX iHPOPMaALIAHMX NNATHOPM HOBOFO MOKOIHHS.
Pe3ynbrat MOXyTb OYTW BUKOPWUCTaHI HAyYKOBLSMM, pO3POBHMKAMM Ta apXiTEKTOPaMM NPOrpaMHOro 3abe3neyeHHs 1a
OpraHizauisiMu, Lo 3aiMMatoTbCst LMPPOBOLD TpaHCchopMaL i€l IHDOPMALLIMHUX CUCTEM, MTPU MPOEKTYBAHHI, ONTUMI3aLii
Ta BNPOBaKEHHI aanTUBHMX aHANITUYHO OPiEHTOBAHUX UMDPOBMX NNaTHopM
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Abstract. The rapid development of enterprise blockchain networks has shifted performance bottlenecks from
network consensus to the internal mechanisms of state database traversal, where irregular memory access
creates critical microarchitectural constraints. The primary objective of this study was to empirically determine
how the capacity of the last-level cache impacts the performance and stability of high-load Hyperledger Besu
nodes during state tree navigation. The research was conducted in a hardware-isolated environment with fixed
core frequencies based on an asymmetric AMD processor, enabling a direct comparison between 32 MB of
standard cache and 96 MB of 3D-stacked memory under a worst-case random-access scenario. Testing results
demonstrated that upon reaching hardware saturation, node performance is primarily dictated not by the
central processing unit clock speed, but by the data retrieval rate and last-level cache capacity. At a peak load
of 36,000 requests per second, the standard architecture with 32 MB of cache encountered a Memory Wall,
leading to sudden system degradation. Quantitative analysis showed that the topology with the expanded cache
(96 MB) stably maintained the 95" percentile latency at 6.55 ms, whereas on the standard cache, this metric
increased exponentially to 114.80 ms. Statistical modelling confirmed that utilising the smaller cache leads to
a nearly 18-fold (GMR =17.84) increase in tail latency during hardware resource saturation. Furthermore, the
dropped-iteration rate for the standard configuration increased almost 23-fold (IRR =22.99), causing systemic
resource exhaustion and cascading infrastructure failure. The practical value of this research lies in empirically
substantiating the necessity of software optimisation of the transaction pool and proposing a resource-adaptive
transaction execution method that accounts for hardware topology to scale enterprise distributed ledgers

Keywords: blockchain; high-load systems; pointer chasing; Memory Wall; state bloat; 3D V-Cache technology;
read-path optimisation

INTRODUCTION

As distributed ledger technologies are adopted in by employing PoA-based (Proof of Authority) con-
mission-critical, high-load environments, enterprise  sensus mechanisms. Since trust between authorised
blockchains - such as Hyperledger Besu - focus on en-  nodes is considered a given, the computational cost
suring instant finality and high transaction throughput  of reaching consensus is minimal. Consequently, the
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primary system bottleneck shifts from the consen-
sus layer directly to the execution layer, specifically
to the sequential nature of traversing the state data-
base within the Ethereum virtual machine. This shift
reveals a critical hardware problem related to the
growing gap between high processor performance
and significant latency in accessing main memory.
In this regard, investigating the impact of hardware
memory constraints — primarily the physical capacity
of the last-level cache-on the performance of state
database traversal is a pressing task to prevent per-
formance degradation and ensure the scalability of
modern distributed ledger systems.

Recent scholarly efforts have extensively explored
performance limitations of enterprise blockchain net-
works, though the focus has predominantly been on
consensus mechanisms and overarching data struc-
tures. C. Fan et al. (2022) conducted a comprehensive
performance evaluation of Hyperledger Besu utilising
PoA consensus algorithms. The authors concluded that
the computational overhead dedicated to reaching
consensus in permissioned networks is virtually negli-
gible, establishing that the primary performance bot-
tleneck shifts directly towards transaction execution
and state transitions. Similarly, G.A. Pierro et al. (2024)
performed a comparative analysis of enterprise plat-
forms, including Besu, in high-throughput simulated
environments. Their study highlighted that while PoA
mechanisms guarantee immediate finality, the contin-
uous computational updates required for the block-
chain’s database remain a critical constraint under
heavy workloads.

Building upon this execution bottleneck, C. Car-
doso et al. (2025) proposed an API-driven framework
specifically for the performance testing of Hyperledg-
er Besu networks. Their findings emphasised that as
network agreement is optimised, the execution layer -
particularly the sequential nature of state database
traversal - emerges as the most significant limiting
factor for node scalability. To address these execution
layer inefficiencies, V. Mardiansyah et al. (2023) investi-
gated the underlying cryptographic data structure, pro-
posing high-performance modifications to the Merkle
Patricia Trie (MPT). They determined that navigating
the standard width-16 radix tree structure introduces
severe structural overhead, which ultimately dictates
the overall speed of blockchain world state manage-
ment. O. Kuznetsov et al. (2025) further analysed this
structural complexity through a probabilistic frame-
work evaluating Merkle proof sizes and path lengths.
The authors demonstrated that the organic growth
of the state database (state bloat) logarithmically in-
creases the depth of the MPT, which fundamentally
slows down cryptographic verification processes dur-
ing transaction execution.

Expanding on the performance limitations of the
MPT,Y. Deng et al. (2024) identified that the recursive
hashing and structural complexity of the trie form the

primary throughput bottleneck for modern immutable
data systems. To overcome this, the authors proposed
parallel acceleration mechanisms leveraging Graph-
ics Processing Unit (GPU) and multi-core Central Pro-
cessing Unit (CPU) architectures, demonstrating that
concurrent processing of MPT operations is essential
for high-throughput networks. Similarly, I. Zhang et
al. (2025) evaluated the massive input/output pen-
alties associated with Merkleization in traditional
storage layers. By introducing the Quick Merkle Da-
tabase, the authors demonstrated that rearchitecting
state management to minimise disk reads can yield
up to a six-fold increase in transaction throughput,
explicitly confirming that state traversal remains
critically memory-bound. Furthermore, the execution
of these primitives is inherently tied to underlying
hardware. O. Kuznetsov et al. (2021) conducted a
comprehensive performance analysis of various cryp-
tographic hash functions, including the KECCAK-256
algorithm utilised in Ethereum-based environments,
across different CPU and GPU microarchitectures.
Their empirical results demonstrated that the base-
line computational throughput (cycles per byte) of
these algorithms significantly varies across different
hardware platforms, highlighting that physical pro-
cessor characteristics inherently dictate the execu-
tion speed of blockchain network primitives. Final-
ly, from a microarchitectural perspective, Z. Chen et
al. (2025) characterised the spatial patterns of mem-
ory access and the limitations of modern hardware
prefetching. Their research concluded that standard
processor optimisation techniques fail to predict di-
vergent memory paths, exposing the system to se-
vere latency (Memory Wall) when retrieving irregular
data structures like MPT nodes.

Despite these significant contributions - ranging
from consensus evaluation to MPT acceleration and
broad memory access observations - current literature
predominantly focuses on either high-level software
modifications or generalised hardware access patterns.
A critical scientific gap remains in understanding the
spatial locality crisis at the silicon level during state
traversal. Specifically, there is a lack of empirical re-
search quantifying how specific CPU microarchitec-
tural topologies, namely the physical capacity of the
Last Level Cache (L3), directly influence the stability,
throughput, and tail latency of enterprise blockchain
nodes operating under severe state bloat conditions.
While previous studies acknowledge the Memory Wall,
they fail to investigate how extended on-die static
random-access memory mitigates the pointer-chasing
bottleneck inherent to the Ethereum Virtual Machine
(EVM). Identifying this boundary is critical, as it dictates
the absolute scalability limits of standard commercial
off-the-shelf (COTS) processors before cascading sys-
temic failures occur.

Therefore, the primary aim of this research was to
empirically demonstrate and quantitatively evaluate

Bulletin of Cherkasy State Technological University, Vol. 31, No. 2, 2026



the impact of L3 capacity on the performance metrics
of high-load enterprise blockchain nodes during worst-
case state tree navigation, providing the foundational
justification for software-level cache optimisations. To
achieve this aim, the following tasks were formulated.

1.To programmatically simulate the State Bloat
phenomenon to trigger out-of-cache memory access
patterns during worst-case randomised MPT traversal.

2.To conduct isolated microarchitectural stress
testing on an asymmetric processor - comparing iden-
tical computing cores with a baseline 32 MB versus an
extended 96 MB 3D-stacked cache (Bhargava & Tro-
ester, 2024) - and analyse its correlation with transac-
tion throughput and system tail latency under extreme
hardware saturation.

3.To scientifically substantiate the necessity for
software-based transaction queue optimisation mecha-
nisms that account for physical processor topology.

M. Bystryk & O. Khoshaba

Scientific novelty of the work lies in conducting the
first strictly isolated microarchitectural benchmark of
the Hyperledger Besu client that completely eliminates
the influence of frequency fluctuations, exclusively iso-
lating the spatial locality factor of MPT data.

MATERIALS AND METHODS

To empirically evaluate the impact of data spatial local-
ity on blockchain node performance an isolated hard-
ware testbed was deployed. The core computational
platform utilised an AMD Ryzen 9 9950X3D processor,
featuring a unique asymmetric microarchitecture. As il-
lustrated in Figure 1, the processor consists of two dis-
tinct Core Complex Dies (CCDs): the first chiplet (CCDO)
is equipped with 3D-stacked cache technology, provid-
ing a massive 96 MB of shared L3, while the second
chiplet (CCD1) utilises a standard planar topology with
a baseline L3 cache of 32 MB (Singh et al., 2025).

3D V-Cache
(64MB)
CCcbo ccb 1
L3 Cache L3 Cache
8 Cores (32MB) 8 Cores (32MB)

| TN Infinity Fabric S|

1/0 Die |

Figure 1. Asymmetric microarchitecture of the AMD Ryzen 9 9950X3D processor

Source: created by the authors

To establish the microarchitectural constraints for
the hardware testbed, the study explicitly accounted for
the mathematical approximation of the Cache Miss Rate
(R..) inherent to unpredictable MPT traversals. Under
the experimental conditions, assuming a uniformly ran-
dom access pattern across the simulated bloated state,
the miss rate was factored into the methodology as:

Rpniss = max (0.1 - %), 1)

where C_ - the available L3 cache capacity,and W_ -
the total physical memory footprint of the active MPT
nodes. This mathematical dependency was utilised to
ensure that as the blockchain state grew, W sufficient-
ly exceeded C__, thereby driving R . asymptotically to-
wards 1 (a near 100% miss rate) and effectively neu-
tralising spatial hardware optimisations to isolate the
influence of L3 capacity. To guarantee strict isolation
and eliminate operating system background noise, the
testing environment was containerised to address the
CPU reservation gaps identified by L. Liu et al. (2021),
where standard Linux scheduling often fails to hon-
our performance promises due to noisy neighbour in-
terference. Docker Engine on Ubuntu 22.04 LTS was

deployed via the Windows Subsystem for Linux (WSL),
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with microarchitectural separation enforced through a
strict dual-layer isolation protocol.

First, inside the guest operating system, Docker’s
CPUset execution parameters were utilised to bypass
the work-conserving nature of the completely fair
scheduler and ensure absolute resource allocation.
Second, because guest-level limitations cannot prevent
a host hypervisor from migrating the virtual machine
across physical chiplets, host-level CPU affinity was
rigidly enforced. During each test run, the WSL host
process was isolated via the Windows Task Manager,
strictly limiting its execution to the target logical cores
(0-7,16-23 for CCDO, or 8-15, 24-31 for CCD1). This du-
al-layer hypervisor and container pinning guaranteed
that the state traversal strictly engaged the intended
L3 cache without interference from either the guest or
host schedulers or the performance variance typical of
multi-tenant environments.

Testing was divided into two methodological phas-
es. Phase 1 (stock frequencies) - factory dynamic boost
behaviours were utilised to determine the impact
of raw processor frequency on performance metrics.
Phase 2 (strict isolation) - all compute cores on both
CCDs were locked at a fixed frequency of 4.5 GHz to iso-
late physical L3 cache capacity as the sole independent
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variable. Hyperledger Besu (version 24.12.1) was uti-
lised as the target client. To prevent Java Virtual Ma-
chine (JVM) Garbage Collection (GC) pauses from
skewing latency metrics, the JVM heap size was pre-al-
located and locked at 16 GB (-Xms16g -Xmx16g). The
network was configured as a permissioned ledger uti-
lising the PoA Clique algorithm with a 2-second block
period (blockperiodseconds: 2). The node’s state stor-
age utilised the Bonsai Tries format. The State Bloat
phenomenon was programmatically simulated. As
formally specified in the Ethereum protocol design
(Wood, 2022), traversing the width-16 radix tree of the
MPT follows a logarithmic time complexity. The ex-
pected path length E[L], which dictates the number of
memory fetches, scales logarithmically relative to the
total number of unique addresses (N):

E[L]=c-log,(N), )

where ¢ - structural constants. To exponentially increase
E[L],a custom Node.js script using the crypto library was
utilised to generate 5,000,000 unique cryptographic
addresses (balance: 0x56BC75E2D63100000). These
addresses were injected directly into the alloc block
of the genesis.json configuration file. This pre-alloca-
tion was designed to expand the physical footprint of
the trie beyond the 32 MB capacity of the standard L3
cache, forcing out-of-cache dynamic random-access
memory (DRAM) fetches. To eliminate protocol-level
throttling and isolate the processor’s microarchitecture
and memory subsystem as the sole bottlenecks under
high load, block gas limits were configured to an in-
finite value, with transactions incurring zero gas costs.
This configuration accounted for the nominal role of
gas in permissioned Enterprise Ethereum networks,
ensuring transaction fees did not act as an execution
ordering mechanism. The load generation strategy was
structured around the Average Memory Access Time
(AMAT) framework to specifically capture the microar-
chitectural penalty of hardware prefetcher failures dur-
ing MPT traversal:

AMAT: T + (Rmiss ’ Tpenalty)’ (3)

hit
where T, —the L3 hit latency; T - the latency pen-
alty incurred by fetching data from main memory. To
account for random MPT fetches crossing virtual page
boundaries during the test, the effective penalty mod-
el incorporated Translation Lookaside Buffer (TLB)
miss costs:
+(P

Tpenalty= 7—DRAM TLBmiss Tpagewalk)’ (4)

where T

TLBmiss

orav — the raw off-chip memory latency; P
the probability of a TLB miss; T, — the severe la-
tency penalty incurred by the hardware page walker. By
synthesising the structural depth of the trie and these
memory constraints, the load generation was designed

to target the memory access term within the formalised
transaction execution time (T, ):

Ty = compute +i= 12?:1 k(E[LL] - AMAT), )
where T . = the fixed baseline of EVM ALU oper-
ations; k - the total number of distinct state objects
accessed, E[L] - the expected path length for each spe-
cific read/write. This equation clearly illustrates that
transaction throughput is overwhelmingly dominated
by the memory access term (E[L] - AMAT). The subse-
quent load generation methodology is specifically de-
signed to empirically capture this exact degradation by
driving the system into hardware saturation.

Following the load testing approach described
by K. Stepien & M. Skublewska-Paszkowska (2025),
transaction load generation was executed using the
Grafana k6 framework. The testing script employed the
constant-arrival-rate executor to ensure adherence to
the target throughput. The experiment evaluated three
specific load scenarios for each CCD: 20,000 RPS (re-
quests per second), 25,000 RPS, and 36,000 RPS. Each
formal test iteration ran for 120 seconds. To maintain
the target throughput during potential latency spikes,
k6 was configured with 200 pre-allocated virtual users
(VUs), capable of dynamically scaling to a maximum of
3,000 concurrent execution threads (maxVUs: 3,000).
The workload exclusively targeted the eth_getBalance
JSON-RPC method. To bypass superficial node caching,
a shared array was utilised to load all 5,000,000 gene-
sis addresses into memory. For every request, the script
randomly sampled a target address, forcing the EVM
to continuously traverse divergent and unpredictable
paths of the state trie. A telemetry stack comprising Pro-
metheus (v3.1.0), Node Exporter, and Grafana (v11.5.0)
was deployed strictly for the preliminary hardware cali-
bration phase.

For the formal benchmark executions, all host-lev-
el monitoring containers were disabled to establish a
strict zero-interference environment and prevent noisy
neighbour context switching (Liu et al., 2021). The
empirical benchmarking data utilised for quantitative
analysis was exclusively extracted from the external k6
load generator summaries. The unit of observation was
defined as an independent benchmark run. For each ex-
perimental condition, independent runs were repeated
12 times (n=12). The factorial design included cache
topology (CCDO, CCD1) and target load (20,000, 25,000,
36,000 RPS) as fixed factors. The primary endpoint was
defined as the per-run 95™ percentile (P95) latency.
Secondary endpoints included the dropped-iteration
rate, achieved throughput, and the maximum number
of dynamically allocated virtual users (maxVUs). To an-
alyse the per-run P95 latency (L,.j.,) in milliseconds for
run r under cache topology / and load level j, the right-
skewed data was logarithmically transformed:

Y, =In(L,). (6)

ijr
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The transformed endpoint was modelled using a
two-factor linear model:

Y, =By*B, CCD,+ B, Load,+ B, (CCD,x Load) +¢,, (7)
where f - the intercept; §, and B, - the main effects of
cache topology and load; B, - the interaction term de-
termining the nonlinear scalability differences between
CCDs. The error term ¢, was assumed to be independ-

ent across runs. Estimated group contrasts were calcu-
lated as geometric mean ratios (GMR):

GMR=exp (A), (8)

where A - the estimated contrast on the logarithmic
scale. For each contrast, the 95% confidence interval
(Cl) was computed as:

exp (A SEW)), )

* toors,y
where SE(A) - the standard error of the contrast; v -
the number of degrees of freedom. For dropped itera-
tions (D, ) relative to the total number of scheduled re-

quests (N,.j,), the dropped-iteration rate was defined as:

Dijr
ir = ——. 10
pl]T Nijr ( )
These event counts were modelled as rates utilis-
ing a generalised linear model with a logarithmic link
and an exposure offset:

log(E[D, )=y, +v, CCD,+y, Load +
+y, (CCD,x Load) + log(N_.)

ijr’*

(11)

To account for overdispersion in the event counts, a
negative binomial model was applied. Effect sizes were
reported as incidence rate ratios (IRR) with correspond-
ing 95% confidence intervals:

IRR=exp(y,). (12)

To account for multiple post hoc comparisons across
the three evaluated load levels, all resulting p-values
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were adjusted utilising the Holm-Bonferroni procedure.
Statistical significance was established at a threshold of
a=0.05. All statistical modelling, data transformations,
and inferential analyses were executed utilising Python
(version 3.10) relying on the statsmodels library for gen-
eralised linear modelling and the SciPy ecosystem.

RESULTS AND DISCUSSION

The empirical evaluation was structured to systemat-
ically isolate the impact of L3 capacity on blockchain
state traversal performance. By subjecting the Hyper-
ledger Besu node to varying degrees of Remote Pro-
cedure Calls (RPC) load against an artificially bloated
state trie, the experiment successfully captured the mi-
croarchitectural bottlenecks inherent to state traversal
within the EVM. In the initial phase of testing, the AMD
Ryzen 9 9950X3D processor operated with factory Pre-
cision Boost Overdrive and dynamic boost behaviours
enabled. Under these stock conditions, the CCD1 natu-
rally leverages its higher thermal headroom to achieve
maximum peak clock frequencies. Conversely, the CCDO
is inherently constrained by the thermal and voltage
limitations imposed by the physical stacking of the
static random-access memory layer. As a result, during
the sustained heavy workloads of the benchmark, CCD1
consistently maintained a clock speed advantage of ap-
proximately 200 to 350 MHz over CCDO.

Despite this substantial frequency deficit, the em-
pirical data provided strong evidence that the raw
computational speed (clock frequency) of the core is
insufficient to overcome the memory latency wall in-
herent to MPT traversal.As detailed in Table 1,under an
extreme load of 36,000 RPS, the slower-clocked CCDO
demonstrated superior stability across all measured
metrics, maintaining significantly lower tail latency and
fewer dropped iterations. In stark contrast, CCD1 exhib-
ited pronounced performance degradation despite its
higher operating frequencies. Crucially, the standard
architecture was forced to spawn a substantially higher
number of concurrent execution threads (Virtual Users)
simply to sustain the target throughput, underscoring
its microarchitectural inefficiency when handling mem-
ory-bound blockchain workloads.

Table 1. Hyperledger Besu node performance per CCD on stock frequency for 36,000 RPS

Metric CCDO (96 MB 3D V-Cache) CCD1 (32 MB standard cache)
P90 2.90 ms 3.65 ms
P95 4.02 ms 6.06 ms
maxVUs 541 threads 721 threads
Dropped iterations 6,398 8,499

Source: created by the authors

This initial baseline supports the fundamental
hypothesis: MPT pointer chasing is profoundly mem-
ory-bound. The cryptographic hashes acting as node
pointers in the trie exhibit virtually zero spatial or
temporal locality. Consequently, the standard hard-
ware prefetchers fail to predict the execution path. The
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standard chiplet, despite its higher frequency, spends a
significant portion of its execution time in stall cycles
awaiting data retrieval from the slower system DRAM.
To eliminate the confounding variable of dynamic fre-
quency boosting observed in the baseline tests, Phase 2
of the experiment mandated a strict microarchitectural
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isolation. Both CCDs were locked at an identical, fixed
clock speed of 4.5 GHz. By equalising the raw computa-
tional frequency, this methodological approach isolated
the physical L3 cache capacity as the sole independent
variable. This ensures that any observed performance
divergence is exclusively attributable to memory access
latency (cache misses) rather than CPU thermal throt-
tling or boost clock disparities.

Under these isolated conditions, the Hyperledg-
er Besu node was subjected to incrementally higher

transaction loads (20,000, 25,000, and 36,000 RPS)
against the expanded state trie. Table 2 summarised
the distribution of per-run P95 latency across inde-
pendent benchmark runs. At 20,000 and 25,000 RPS,
the two CCD topologies remained separated but still
operated in a comparatively stable regime. In contrast,
at 36,000 RPS the standard 32 MB cache topology ex-
hibited a pronounced expansion of both central ten-
dency and dispersion, whereas the 96 MB 3D V-Cache
topology remained comparatively compact.

Table 2. Descriptive statistics for the primary endpoint (P95 latency) at fixed 4.5 GHz (n=12)

Condition Mean SD Median IOR Cl Lower Cl Upper
CCDO, 20,000 RPS 291 0.18 2.86 0.21 2.80 3.02
CCD1, 20,000 RPS 4.24 0.31 4.17 0.36 4.04 4.44
CCDO, 25,000 RPS 5.42 0.40 5.36 0.44 5.16 5.68
CCD1, 25,000 RPS 7.95 0.61 7.86 0.69 756 8.34
CCDO, 36,000 RPS 6.55 0.53 6.37 0.62 6.21 6.89
CCD1, 36,000 RPS 114.80 12.90 113.62 14.50 106.61 122.99

Notes: CI=95% confidence interval for the mean
Source: created by the authors

Figure 2 showed that the latency gap between
the two cache topologies was limited at 20,000 and

25,000 RPS but widened dramatically at 36,000 RPS.

The abrupt vertical separation of the distributions
under the highest load is consistent with a nonlin-
ear transition from moderate degradation to severe

memory-bound collapse on the 32 MB topology. Nota-
bly, the 96 MB 3D V-Cache topology (CCDQ) maintained
a compact distribution across all load levels, whereas
the standard 32 MB topology (CCD1) exhibited a pro-
nounced expansion of dispersion at 36,000 RPS, re-
flecting increased tail-latency unpredictability.

140
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Experimental condition

Figure 2. Distribution of per-run P95 latency across CCD topologies and load levels at fixed 4.5 GHz

Source: created by the authors

Formal model-based inference confirmed the de-
scriptive impression. Table 3 showed that cache topol-
ogy, load intensity, and their interaction were all sta-
tistically significant for both the latency model and

the dropped-iteration model. The interaction term is
especially important because it demonstrates that the
between-CCD performance gap increased disproportion-
ately as the benchmark approached hardware saturation.

Table 3. Model-level tests for the primary and secondary endpoints

Endpoint Effect Statistic df p-value

Cache topology 286.41 1.00 <0.001

Log-transformed P95 latency Load 412.73 2.00 <0.001
Cache topology x load 198.56 2.00 <0.001

Cache topology 174.82 1.00 <0.001

Dropped-iteration rate Load 229.33 2.00 <0.001
Cache topology * load 141.97 2.00 <0.001

Notes: for latency, the reported statistic is the Type III F statistic from the linear model. For dropped-iteration rate, the reported
statistic is the Wald x2 statistic from the generalised linear model

Source: created by the authors
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Table 4 presented the most relevant pairwise con-
trasts between CCD1 and CCDO at each load level. At
20,000 and 25,000 RPS, the GMR for P95 latency re-
mained close to 1.5, indicating a moderate but stable
penalty associated with the smaller L3 configuration.
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At 36,000 RPS, however, the geometric mean ratio in-
creased to 17.84, indicating a sharp escalation of tail
latency once the system entered the saturation regime.
A parallel pattern was observed for dropped-iteration
rate, where the IRR rose to 22.99 at the highest load.

Table 4. Between-CCD contrast by load level at fixed 4.5 GHz

Endpoint Load Effect size Lower 95% CI Upper 95% Ci Py
P95 latency (GMR) 20,000 RPS 1.46 1.31 1.63 <0.001
P95 latency (GMR) 25,000 RPS 1.47 1.29 1.68 <0.001
P95 latency (GMR) 36,000 RPS 17.84 12.41 25.62 <0.001
Drop rate (IRR) 20,000 RPS 2.72 2.10 3.51 <0.001
Drop rate (IRR) 25,000 RPS 2.86 2.37 3.45 <0.001
Drop rate (IRR) 36,000 RPS 22.99 18.10 29.20 <0.001

Notes: GMR - geometric mean ratio for log-transformed P95 latency, expressed as CCD1/CCDO; IRR - incidence rate ratio for
dropped-iteration rate, expressed as CCD1/CCDO; adjusted p-values were obtained using the Holm procedure

Source: created by the authors

The forest plot in Figure 3 visualised the same re-
sult on an effect-size scale. All confidence intervals lie
to the right of the null value, indicating consistently
worse performance of CCD1 relative to CCDO. The dis-
placement becomes particularly large at 36,000 RPS,
where both latency and failure outcomes increase by
more than an order of magnitude.

To fully comprehend the systemic impact of L3
cache exhaustion, it is necessary to examine the dy-
namic queue scaling executed by the load generator.
The exploratory maxVUs series presented in Figure 4

Drop rate, 36k
Drop rate, 25k
Drop rate, 20k

P95, 36k |
P95, 25k e
P95, 20k "

100

shows the same qualitative trend from the perspec-
tive of queue growth. At 20,000 and 25,000 RPS, the
smaller cache topology already required a consider-
ably larger concurrent execution pool to maintain
the requested arrival rate. Under 36,000 RPS, maxVUs
reached the configured ceiling of 3,000 on CCD1, in-
dicating severe queue amplification. Because this var-
iable is partly induced by the feedback logic of the
load generator and bounded by the upper limit, it is
interpreted here as supportive rather than confirma-
tory evidence.

10!

Effect size (CCD1 / CCDO)

Figure 3. Forest plot of effect sizes for between-CCD comparisons
Notes: values to the right of 1 indicate worse outcomes on CCD1 relative to CCDO

Source: created by the authors
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Figure 4. Exploratory visualisation of maximum active virtual users recorded by the load generator

Source: created by the authors
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The ultimate consequence of the aforementioned
microarchitectural stalls and exponential queue scal-
ing is the catastrophic failure to process incoming RPCs.
The same general pattern of degradation was observed
for the dropped-iteration rate and achieved throughput,
as summarised in Table 5 and Table 6. Specifically, at
the peak load of 36,000 RPS, the standard cache topol-
ogy (CCD1) exhibited a mean dropped-iteration rate
of 114.80%, which directly correlated with a failure to

maintain target throughput (31,492.00 RPS) and a mas-
sive increase in performance instability (SD=1,827.00),
as detailed in Table 6. This systemic collapse on the 32
MB topology is further visualised in Figure 4, where the
execution pool reached its configured ceiling of 3,000
virtual users in a futile attempt to sustain the request-
ed arrival rate, whereas the 96 MB topology (CCDO) re-
mained within a stable operational envelope with sig-
nificantly lower resource exhaustion.

Table 5. Descriptive statistics for per-run dropped-iteration rate across CCD topologies
and load levels at fixed 4.5 GHz (n=12)

Condition Drop rate mean (%) Drop rate SD Median IOR
CCDO, 20,000 RPS 0.04 0.01 0.04 0.01
CCD1, 20,000 RPS 0.10 0.02 0.10 0.02
CCDO, 25,000 RPS 0.22 0.03 0.21 0.04
CCD1, 25,000 RPS 0.61 0.07 0.61 0.08
CCDO, 36,000 RPS 0.45 0.06 0.45 0.07
CCD1, 36,000 RPS 10.39 1.12 10.28 1.21

Source: created by the authors

Table 6. Descriptive statistics for per-run achieved throughput (requests/s) across CCD topologies
and load levels at fixed 4.5 GHz (n=12)

Condition Throughput mean Throughput SD
CCDO, 20,000 RPS 19,996.00 18.00
CCD1, 20,000 RPS 19,989.00 24.00
CCDO, 25,000 RPS 24,978.00 31.00
CCD1, 25,000 RPS 24,941.00 54.00
CCDO, 36,000 RPS 35,837.00 96.00
CCD1, 36,000 RPS 31,492.00 1,827.00

Notes: throughput is reported as achieved requests per second

Source: created by the authors

Figure 5 demonstrated that failure rates remained
comparatively low and stable on CCDO across all three
loads. By contrast, CCD1 exhibited a limited but clear in-
crease in failure probability at moderate loads, followed
by a marked jump at 36,000 RPS. This behaviour is con-
sistent with a transition from degraded performance to

systemic instability once the active working set substan-
tially exceeded the effective cache capacity of the stand-
ard topology. This data strongly suggests that L3 cache
exhaustion does not merely result in slower transaction
processing; it acts as the primary catalyst for a cascading
software failure that severely incapacitates the node.
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8

Dropped-iteration rate (%)
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Figure 5. Dropped-iteration rate with 95% confidence intervals across load levels

Source: created by the authors

While the strict 4.5 GHz isolation explicitly demon-
strates the architectural vulnerability of the 32 MB pla-
nar cache, the higher core frequencies observed during

stock tests function as a partial compensation mech-
anism. At moderate loads, dynamic boosting allows
standard cores to mitigate elevated cache miss rates,
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slightly expediting recoveries from DRAM fetches. How-
ever,when the MPT traversal reaches absolute L3 cache
exhaustion, even peak clock frequencies exceeding 5.4
GHz become insufficient. The system becomes irrevo-
cably memory-starved, where core execution pipelines
spend the vast majority of their cycles idling.

To synthesise the relationship between microarchi-
tectural limits and system-level failures, the statistical
evidence confirms that hardware-level memory stalls
do not scale linearly; rather, they serve as a primary
catalyst for a catastrophic chain reaction across the
software stack — a systemic death spiral. Because the
standard architecture’s execution cores are starved of
data, the exponential spike in tail latency directly trig-
gers the rapid exhaustion of the thread pool limits,
which inevitably leads to the massive spike in dropped
iterations. When processing massive, fragmented data-
sets like the blockchain state trie, physical L3 capacity
dictates the ultimate scalability boundary.

The systemic failure dynamics illustrated by these
empirical results provide a definitive basis for re-evalu-
ating blockchain execution layer design. The exponen-
tial death spiral observed on standard cache topologies
is not merely a consequence of hardware limits, but a
result of the fundamental misalignment between the
MPT structure and standard transaction scheduling. In
typical Hyperledger Besu enterprise deployments, the
transaction pool defaults to a strictly chronological
first-in-first-out sequence. For the CPU, this represents
a worst-case execution pattern, forcing the system to
traverse unrelated branches of the state trie for every
individual request. This induces continuous L3 cache
thrashing, where each new transaction evicts poten-
tially useful data.

To fully understand the observed degradation, it is
necessary to examine the microarchitectural mecha-
nism that causes it. The performance bottleneck is in-
extricably linked to the underlying cryptographic data
structure used to manage the blockchain’s shared state:
MPT, which functions as a tree with a width and base of
16. As the blockchain network processes transactions,
the constant creation of records and smart contract
data leads to the phenomenon of State Bloat, which
logarithmically increases the depth and structural com-
plexity of the MPT. Modern Ethereum clients attempt to
mitigate disk /O bottlenecks by implementing flat stor-
age models, but the microarchitectural overhead asso-
ciated with cryptographically verifying these proofs
in memory causes a deeply technical crisis known as
“pointer chasing” (Hsieh et al., 2016). Since the MPT is
an irregularly placed linked data structure, the proces-
sor cannot execute subsequent memory fetches in arbi-
trary order, which fundamentally limits instruction-lev-
el parallelism and renders traditional caching policies,
such as least recently used, ineffective. High-frequency
processor cores are forced to remain idle, waiting for
data to be retrieved from dynamic random-access mem-
ory (DRAM), which directly subjects the system to the
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severe constraints of the Memory Wall paradigm (Farsh-
in et al., 2019). It is precisely this mechanism that is
empirically confirmed by the results obtained: at a peak
load of 36,000 RPS, the standard architecture with 32
MB of cache encountered complete saturation of hard-
ware resources, leading to the cascading degradation of
the node described in the following sections.

The empirical saturation observed at 36,000 RPS
under strict cache isolation provides a novel microar-
chitectural perspective compared to existing net-
work-level evaluations of blockchain performance. For
instance, F. Leal et al. (2020) evaluated the performance
of private Ethereum networks, identifying transaction
throughput limits that were primarily dictated by block
size configurations and gas constraints rather than
direct hardware saturation. Similarly, G.A. Pierro et
al. (2024) conducted a comparative analysis of Hy-
perledger Besu versus Quorum, focusing on baseline
consensus overhead and demonstrating moderate
throughput capabilities under standard operational
loads. In contrast to their findings, which highlighted
protocol and network-layer bottlenecks, authors’ meth-
odology explicitly removed block gas limits to expose
the underlying hardware constraints. Authors’ results
demonstrated that once software-level throttling is by-
passed, the MPT memory access pattern becomes the
absolute performance ceiling, shifting the primary bot-
tleneck entirely from the consensus algorithm to the
physical CPU cache hierarchy.

The severe performance degradation observed on
the standard 32 MB planar cache (CCD1) aligns with
previous theoretical models of pointer-chasing work-
loads, but authors’ findings diverge significantly in the
proposed mitigation strategy. Y. Huang et al. (2018)
addressed the inherent unpredictability of pointer
chasing by proposing the deployment of L2 prefetch-
ers equipped with helper threads to actively predict
and fetch memory addresses. While their algorithmic
approach successfully reduces memory stalls at the
software-hardware interface, it requires highly specific
prefetcher optimisations. Conversely, authors’ evalua-
tion of the 96 MB CCDO provides empirical evidence
that vertically expanding the L3 offers a brute-force,
yet highly effective, hardware-level mitigation. Authors
showed that simply encapsulating a larger portion of
the active working set within the L3 boundary effec-
tively neutralises the need for complex prefetcher mod-
ifications when traversing bloated blockchain states.

Furthermore, the transition to memory-bound
collapse at peak loads intersects with the data struc-
ture optimisations proposed by A. Zeitak & A. Morrison
(2021). In their investigation of efficient DRAM index-
ing, authors identified that traditional radix trees se-
verely limit memory-level parallelism, prompting their
design of the Cuckoo Trie to flatten the underlying
data structure and reduce dependent memory fetch-
es. Their conclusions regarding the microarchitectural
inefficiency of deep cryptographic trees are strongly
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supported by authors’ CCD1 dropped-iteration data.
However, whereas A. Zeitak & A.Morrison advocated for
a fundamental redesign of the core database structure
to alleviate DRAM latency, the results of the experiments
in this study suggested an alternative hardware-centric
absorption strategy. The resilience of the 3D V-Cache
topology at 36,000 RPS indicates that next-generation
asymmetric caching can temporarily mask the structur-
al deficiencies of legacy MPT implementations, sustain-
ing high concurrent throughput without necessitating
immediate codebase overhauls.

The hardware saturation phenomena captured in
authors’ load tests also provide a critical microarchi-
tectural validation of the vulnerabilities explored by
D. Perez & B. Livshits (2020) regarding EVM resource
metering. They highlighted that certain EVM instruc-
tions, particularly those invoking state 1/0, are system-
atically underpriced relative to the actual computa-
tional and memory burden they place on the executing
node. Authors’ observation of exponentially amplifying
virtual users and catastrophic queue failure on the 32
MB topology perfectly illustrated the physical mechan-
ics of this underpricing. When the active state exceeds
L3 capacity, the latency penalty of out-of-cache DRAM
fetches compounds nonlinearly. This confirms that if
organic state bloat forces consistent MPT traversals,
standard enterprise nodes could be driven into a de-
nial-of-service state even while processing nominally
‘cheap” transactions, reinforcing the need for state-size-
aware gas algorithms.

Finally, authors’ findings expand upon the caching
and runtime optimisations discussed by S. Oaks (2020)
and M. Sultan et al. (2024).M. Sultan et al.(2024) demon-
strated how effective cache sizing depends heavily on
the precise working set footprint and the temporal rel-
evance of the data. Authors’ data proved that in MPT
traversals - where temporal locality is virtually nonex-
istent - the physical L3 capacity functions analogously
to a strict software cache limit; once the working set
size surpasses this physical threshold, dynamic pro-
cessor boosting is entirely negated. Additionally, while
S. Oaks (2020) emphasised the critical importance of
JVM heap pre-allocation to prevent application paus-
es - a practice strictly adhered to in authors’ method-
ology — authors’ results reveal that such software-level
tuning is insufficient when microarchitectural bottle-
necks are triggered. Even with optimal JVM configu-
rations, the client could not compensate for the hard-
ware-level DRAM fetch stalls, demonstrating that L3
cache exhaustion ultimately overrides software-level
runtime optimisations.

To summarise the findings, it can be argued that
the physical size of the L3 cache is not merely a per-
formance metric, but a fundamental limit to the scala-
bility of enterprise blockchain nodes when operating
with an inflated state. Empirical data convincingly
demonstrates that the traditional strategy of increas-
ing processor clock speed is an ineffective response to

microarchitectural limitations caused by irregular MPT
traversal. Instead, hardware cache topologies - in par-
ticular 3D V-Cache technology - are capable of ensur-
ing stable node operation even under extreme loads,
where standard configurations suffer cascading failures.

CONCLUSIONS

This study empirically demonstrated that the sequen-
tial pointer-chasing nature of MPT traversal in the EVM
fundamentally transformed state traversal operations
from a compute-bound operation into a predominantly
memory-bound bottleneck under worst-case workloads.
Based on the isolated microarchitectural stress testing
of the Hyperledger Besu client, the comparative anal-
ysis between CCDs strongly indicated that extended
L3 capacity is a critical determinant of high-through-
put node performance. The results demonstrated that
even a substantial factory frequency advantage failed
to overcome the inherent latency penalties of out-of-
cache DRAM fetches. Under strict microarchitectural
isolation at a peak load of 36,000 RPS, the standard 32
MB cache architecture suffered a catastrophic Memory
Wall collapse. This was characterised by a nearly eight-
een-fold increase in P95 latency (MR =17.84) and a
massive dropped-iteration rate of 114.80% (IRR=22.99)
compared to the 96 MB topology.

These empirical observations were robustly val-
idated through formal inferential statistics. Using in-
dependent benchmark runs as the unit of analysis, the
study confirmed that cache topology, load intensity, and
their interaction all had statistically significant effects
on both tail latency and dropped-iteration rates. The
interaction term was especially critical, as it mathe-
matically proved that the performance penalty of the
smaller L3 configuration grew nonlinearly as the sys-
tem approached hardware saturation. Furthermore,
utilising GMR for latency and IRR for failure outcomes
provided a rigorous and interpretable quantification of
the magnitude of these microarchitectural differences.

The empirical and statistical data further high-
lighted a profound cascading effect: microarchitectural
pipeline stalls did not merely delay processing but dest-
abilised the entire node infrastructure. The inability of
hardware prefetchers to anticipate divergent MPT paths
led to severe cache thrashing, forcing the processor to
idle. This hardware-level starvation caused incoming
RPC requests to saturate the JVM heap, likely trigger-
ing aggressive GC pauses and culminating in a probable
systemic death spiral of network socket exhaustion (as
evidenced by the massive spike in dropped RPC requests
and connection timeouts recorded by the external load
generator). Consequently, mitigating L3 cache misses
was shown to be not just a performance optimisation
but a fundamental requirement for system reliability.

Since increasing raw CPU clock speeds proved
largely ineffective against the MPT Memory Wall, ad-
dressing these bottlenecks natively in software remains
a critical priority for future research. Subsequent studies
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AHoTauiga. CTpiMKUIA pO3BUTOK KOPNOPATUBHUX BNOKYENH-Mepex 3MiCTUB BY3bKi MiCLS MPOAYKTUBHOCTI Bif
MepeXXeBOro KOHCEHCYCY A0 BHYTPILIHIX MexaHi3MiB 06xony 6a3u AaHWX CTaHY, fle HeperynspHuit 4ocTyn oo
namaTi CTBOPIOE KPUTUUHI MiKpOApXiTeKTYpHi o6MexeHHs. OCHOBHO MeTol poboTu 6yno emMnipuyHe BU3HAUYEHHS
TOro, IK 06€EM Kell-NaM’aTi OCTaHHbOMO PiBHS BMIMBAE HA MPOAYKTUBHICTb T CTabiNbHICTb BUCOKOHABAHTAXKEHUX
By3niB Hyperledger Besu nig yac HaBirauii no gepesy cTaHiB. [locnigkeHHs NpoBeAeHO B anapaTHO i30/1b0BAaHOMY
cepefoBMLL 3 (DiKCOBAHOK YaCTOTO aaep Ha 6a3i acumeTpuyHoro npouecopa AMD, Lo f03BOUIO NPSIMO MOPIBHATH
32 MbB cTanpapTHoro kewy Ta 96 Mb 3D-stacked namaTi 33 HaMripLoro cLeHapito BUNaaKoBOro AocTyny. Pesynbratu
TeCTyBaHHS NPOAEMOHCTPYBANY, O 33 YMOBM AOCATHEHHS anapaTHOro0 HAaCMYeHHS NPOAYKTUBHICTb By3/1a 3HAYHOH
MipOH0 OUKTYETHCA HE TAKTOBOK YaCTOTOK MpOLLEecopa, a WBUAKICTI0O OTPUMAHHS AaHMX Ta 06EMOM Kew-nam'aTi
OCTaHHbOro piBHA. I1i4 yac nikoBoro HaBaHTaxeHHs y 36 000 3anuTiB Ha cekyHAy CTaHAApTHa apxiTekTypa 3 32 Mb
Kewy 3iTKHynacs 3 6apepom namarti (Memory Wall), wo npusseno no pantoBoi aerpagadii cucteMu. KinbkicHui
aHani3 nNokasas, Wo TOMosoria 3 po3wmpeHum kelwem (96 MB) cTabinbHo nigTpuMyBana 3aTpuMky 95-ro npoueHTUAs
Ha piBHi 6,55 Mc, Tofi K Ha CTaHAAPTHOMY Kelli Ler NOKa3HUK eKCnoHeHuianbHo 3pic fo 114,80 mc. CratuctuuHe
MOAENBAHHSA MiATBEPAMNIO, WO BUKOPUCTAHHS MEHLIOrO Kely Npu3BoaMTb 0 Maike 18-pasosoro (GMR =17,84)
306i/bLIEHHS XBOCTOBOI 3aTPUMKM Nif, YaC HACMYEHHS anapaTHUX pecypcis. KpiM Toro, 4actota KpUTUYHOI BTPaTH
06pobneHnx paHux Ang CTaHAapTHOI KOHGIrypauii 3pocna maike y 23 pasu (IRR=22,99), cnpuunHMBLIM CUCTEMHE
BUYEpNaHHSA pecypciB i KackagHwuii 36ii iHppacTpykTypu. MpakTUUHA LiHHICTb OCNILKEHHS NONSra€e B eMMNipUYHOMY
06rpyHTYBaHHI HEOOXiAHOCTI MPOrpaMHOi ONTUMI3aLii Myny TPaH3aKLiM Ta NPONOHYBAHHI peCypCHO-aAanTUBHOIO
MeTofAY, KM BPax0OBYE anapaTHy TOMOJONit0 A8 MaclTabyBaHHS KOPNOPATUBHUX PO3MNOAiNEHUX PEECTPIB
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Abstract. The aim of the study was to generalise approaches to coordinating decisions at the stages of planning,
execution, and physical level of data representation in information systems under the dominance of resource
constraints when operating with massive sets. The methodology was based on system-analytical formalisation,
comparative-analytical generalisation and typology, comparative analysis, systematisation and integrative synthesis.
It was established that linear algebra formalises the representation of data as matrices/vectors and calculations
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INTRODUCTION

Modern information systems of the 21 century work
with large amounts of data in various storage formats
(data lakes, lake-house) and perform complex analytical
workloads, some of which are reduced to linear alge-
bra operations (matrix and vector multiplication, system
solution, factorisation, gradient and aggregate calcu-
lations). The performance of such tasks is determined
not only by calculations, but also by the costs of data
movement, the choice of physical representation (row/
column, dense/sparse) and the ability of the optimiser
to take into account the algebraic properties of opera-
tions.Analytical and Machine Learning (ML) calculations
are performed in different engines and on different data
formats, which leads to conversions, materialisation of
intermediate results and additional input/output (I/0)
costs. Because of this, local optimisations of individual
components do not provide stable acceleration at the
level of the entire pipeline, therefore, a coordinated
approach is needed that combines the linear-algebraic
representation of calculations with the choice of stor-
age format and optimisation of execution plans.

The current scientific discourse outlines several in-
terrelated directions, in particular trade-offs between
data formats in analytical database management sys-
tems. The study by C. Liu et al. (2025) summarised that
the physical format determines the cost profile for scan-
ning,decoding,compression, vectorisation,and predicate
access, and that there is no “universal” choice - optimal-
ity depends on the queries and the hardware envi-
ronment. This approach underpins the argument that
processing optimisation begins with the correct phys-
ical representation. The work of F. Geerts et al. (2021)
substantiated that linear algebraic query languages can
express a wide range of calculations typical of analytics
and machine learning problems, and formally outlines
which operators and extensions are needed to represent
key algorithmic schemes. This allows for setting limits
on the expressive power of such languages, which di-
rectly defines the class of transformations that the op-
timiser can apply correctly and systematically, rather
than as heuristics. Continuing this trend, T.M. Serrano et
al. (2024) showed that for conjunctive queries in linear
algebraic formalism, the efficiency of execution depends
on which language fragments allow for low-latency
result enumeration and support for cost-effective up-
dates. Working with dynamic data requires not a one-
time “quick fix”, but a structured approach to query rep-
resentation and supporting data structures that provide
stable performance as input sets change.

There is growing interest in factorised and polyglot
approaches in machine learning pipelines,as significant
costs arise from materialising intermediate results and
re-passing through data. Z. Li et al. (2024) found that
factorised representations reduce the amount of inter-
mediate data and speed up typical operations, provided
that the system preserves factorisation between stages

and makes it consistent across languages/engines. This
indicates that critical losses occur at the boundaries be-
tween formats, operators, and runtimes, not just within
a single engine. At the storage level for a data lake, a
study by G.Jin et al. (2022) highlighted that performance
is determined not only by the columnar format, but also
by adaptive caching and physical transformations of
the data for repetitive read patterns. For linear algebra-
ic workloads, this is critical because the same features/
matrix representations are often reused multiple times
in different analysis stages. At the hardware-oriented
level, PA. Lane & J.D. Booth (2023) showed that Sparse
Matrix-Vector Multiplication (SpMV) is a memory-lim-
ited computational kernel and requires tuning of the
storage format and execution parameters taking into
account the sparsity structure of the matrix and the mi-
croarchitecture of the device. This means that universal
optimisations do not guarantee portable performance
across platforms.

M. Boehm et al. (2023) demonstrated that the effi-
ciency of tensor and linear algebraic computations in
data systems is determined by automatic transforma-
tions at the compilation and execution levels, in par-
ticular, representation selection, computational graph
rewriting, and memory management. This demonstrates
that the alignment of linear algebra with optimisation
mechanisms of data processing systems allows for re-
duced overhead and increased performance without
changing the application logic. In the context of Ukrain-
ian research, OV. Hordiichuk-Bublivska & L.P. Fab-
ri (2022) substantiated the feasibility of matrix factor-
isation for big data problems in industrial systems as
a way to reduce dimensionality and obtain a compact
representation. Factorisation can simultaneously reduce
storage requirements and reduce the cost of subsequent
analytical calculations. S.P. Striamets & YuV. Opot-
yak (2021) focused on an architectural approach to par-
allel matrix processing, proposing a homogeneous com-
puting environment with a specialised computational
‘cell” for performing matrix operations. This means that
such hardware-oriented solutions increase the through-
put and predictability of linear algebraic routines, which
is critical for data processing systems.

Despite significant progress in research on storage
formats, linear algebraic query languages, factorised
representations,and optimisation of individual routines,
a holistic approach that reconciles these levels into a
single optimisation loop is lacking. It remains insuffi-
ciently studied how the linear algebraic representation
of calculations can coordinate the choice of data for-
mat, materialisation strategy, planning and implemen-
tation of basic operations taking into account dom-
inant resource constraints (I/0, memory, bandwidth).
Therefore, the purpose of the study was to systematise
approaches to coordinating planning, execution and
physical representation of data in information systems
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taking into account dominant resource constraints. To
achieve the goal, the following tasks were set: to gen-
eralise the representation of data and analytical proce-
dures in terms of vector-matrix objects and basic linear
algebraic primitives, to substantiate the framework of
coordinated optimisation through the sequence ‘re-
writing rules—cost model—physical operators/execu-
tion strategies”, to systematise tools for reducing the
resource cost of linear algebraic calculations according
to the impact on memory and data input/output costs.

MATERIALS AND METHODS

The study combined the methods of system-analytical
formalisation, system-structural analysis and synthesis,
comparative-analytical generalisation and typology,
comparative analysis, systematisation and integrative
synthesis to generalise approaches to optimising Linear
Algebra (LA)-oriented workloads in modern information
systems. Using the method of system-analytical formal-
isation with elements of cost-based interpretation, het-
erogeneous data and calculations were compared and
conceptually reduced to a matrix-vector representation
and a set of standard LA primitives, the space of alter-
native implementations and the principles of the cor-
rect rewriting were determined and correlated with the
execution level through the standardised Graph Basic
Linear Algebra Subprograms (GraphBLAS) interfaces
(GraphBLAS Forum, n.d.) and the practice of LA query
processing in systems (Sun et al., 2025). This was done
in order to describe optimisation not as separate heu-
ristics, but as a consistent mechanism “expression—re-
writing/plan—cost  selection—physical  execution”
taking into account sparsity, materialisation of interme-
diate results, memory locality, parallelism, and input/
output costs. Using the method of system-structural
analysis and synthesis of scientific sources, approaches
to optimisation of LA expressions and execution plans
were generalised in the form of an integrated plan con-
trol loop consisting of three interdependent levels - re-
writing rules, cost model and physical operators/exe-
cution strategies by role in optimisation, LA specificity
and typical risks in the absence of support. These levels
were chosen because of corresponding to three neces-
sary components of any planned optimisation: gener-
ation of equivalent alternatives, the cost ranking and
selection, operationalisation of the selected plan at
the execution level. This approach made it possible to
formalise the necessary mechanisms that ensure stable
optimisation of LA workloads in the system.

Using the method of comparative-analytical gener-
alisation and typology of scientific sources,Randomised
Numerical Linear Algebra (RNLA) (Udell & Frangel-
la, 2023), sketching properties (Ahfock et al., 2023)
and sliding windows (Yin et al., 2024) were compared,
selected as components describing the goal (optimisa-
tion), guarantees (quality) and operating mode (online/
dynamics). The comparison was performed according
to four criteria: conceptual formulation (principle of
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using randomness/stability/incrementality), approx-
imation object (matrices, operators, subspaces/spec-
tral properties, sliding window sketch), system con-
sequences (impact on Central Processing Unit (CPU)/
memory/l/0O costs, update latency, quality degradation
control), typical application mode (batch analytics, crit-
ical paths, streaming processing). This allowed com-
paring the types of RNLA/sketching with system sce-
narios and justify the choice of approach according to
the operating mode and the trade-off “resource econ-
omy<«quality control”. Using the comparative analysis
method, structural (low-rank) and structural-numerical
(low-rank+low-precision) compressions were analysed:
weighted low-rank factorisation (for compression of
language models) and randomised low-rank factori-
sation with quantisation (low precision) according to
the following criteria: compression principle, quality
control and system effect (memory footprint, memory
traffic, potential acceleration of multiplications). The
choice of low-rank and low-precision is due to the fact
that these approaches represent the two basic and
most widely used classes of compression (structural
and numerical), which directly affect the amount of
parameters, memory traffic and performance, provid-
ing a manageable trade-off “‘quality-resources”. This
approach provided a choice between low-rank and
low-precision compression, linking compression pa-
rameters to the quality-resources trade-off and the
expected system effect. Additionally, DShuffle (Ding et
al., 2025) is presented as a representative example of
infrastructure optimisation, selected based on the cri-
teria of relevance to the shuffle bottleneck in distribut-
ed LA workloads and the presence of a measurable sys-
tem effect (traffic, bandwidth, CPU load). In this study,
DShuffle is used only to illustrate the system-level re-
source-result effect, without a detailed comparison of
alternative infrastructure solutions.

Using the method of systematisation and integra-
tive synthesis of scientific sources, the directions for
optimising LA-oriented loads in information systems
are generalised — optimisation of the execution of an-
alytical/ML queries in database management systems,
approximate matrix methods for accelerating calcula-
tions, streaming processing (sliding window), matrix/
model compression, physical representation of big
data, vector databases, and similarity search. These
directions were chosen because of representing the
main “points of influence” in LA pipelines: reduction of
intermediate materialisations, controlled trade-off “ac-
curacy-resources’, reduction of data volume and traf-
fic, and coordination of plans with the execution and
infrastructure levels. The generalisation is performed
according to unified criteria: direction of application,
dominant resource constraint, method/class of meth-
ods, principle of action, target metrics (time, bandwidth,
I/0, memory, accuracy/error), limitations, and risks. This
was done in order to systematise LA-oriented workload
optimisation tools for selection under specific resource
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constraints and quality/performance requirements,
linking methods to effect metrics and application risks.

RESULTS AND DISCUSSION

Linear algebraic optimisation of queries

and computational plans

Linear algebra provides a formal apparatus for repre-
senting data as vectors and matrices and describing
computations as compositions of transformations. Tab-
ular, feature, graph, and network data can be treated
as dense or sparse matrix objects, and analytical pro-
cedures can be reduced to a limited set of primitives:
matrix-vector and matrix-matrix multiplications, ele-
ment-wise operations, reductions, and permutations/
projections. This type of unification is the basis for
system optimisation, as it allows expressing heter-
ogeneous ML/data science workloads in a common
algebraic language and treating queries as sequenc-
es of LA operators (Sun et al., 2025). The existence of
equivalent implementations of many transformations
(in particular, due to different multiplication orders and
different materialisation decisions) creates a basis for
a systematic search for efficient execution strategies,
which is consistent with enumeration-oriented optimi-
sation of LA workloads (Munoz, 2025). The extension
of the semantics of operations to generalised algebra-
ic structures (in particular, semirings) makes the same
primitives applicable to graph and Boolean problems,
and GraphBLAS fixes a standardised interface for per-
forming such operations on (mostly sparse) matrices
and vectors (Brock et al., 2021).

Representing computations in the form of LA ex-
pressions makes algebraic properties (associativity, dis-
tributivity, equivalence of factorisations) explicit and
thereby enables correct rewrites to reduce execution
costs: changing the order and grouping of operations,
choosing alternative implementations, and controlling
the materialisation of intermediate results. Since the
LA representation is relatively declarative, it supports
cost-based selection of physical operators and execu-
tion strategies, including the use of sparsity, blocking,
and (where applicable) approximations. A critical sys-
tem-level effect is also the reduction of intermediate
data: in many analytical tasks, it is the materialisation
of large intermediate matrices/vectors that determines
the pressure on memory and 1/0, and optimisations
such as fusion, operation permutations, and sparsity
exploitation reduce the number of intermediate struc-
tures and the total cost (Sun et al., 2025; Munoz, 2025).

The practical effectiveness of LA optimisations is
determined not only by the possibility of rewriting ex-
pressions and planning, but also by how accurately and
with minimal overhead the generated plans are repro-
duced at the execution level, taking into account spar-
sity, locality of memory access and parallelism. In this
context, standardised APIs play a pivotal role, due to
specifying a consistent set of primitives and ensuring
portability of optimisations between implementations.

A prime example is GraphBLAS (GraphBLAS Forum,n.d.),
which formalises the interface of operations on matri-
ces and vectors (multiplication, element-wise trans-
formations, reductions, operations for constructing/
modifying structures) and supports parameterisation
of semantics through generalised algebraic constructs
such as semirings (Brock et al., 2021). For information
systems, this means the presence of an actual “target
platform” for executing LA plans: the optimiser gener-
ates plans in terms of standard operations, and the exe-
cution level implements those plans in a specific hard-
ware-software stack. A standardised set of primitives
also unifies the space of alternatives and increases the
reproducibility of optimisation solutions, since algo-
rithmic ideas formulated at the level of LA expressions
do not require re-designing low-level operators in each
environment (Brock et al., 2021; Sun et al., 2025).

In practical ML pipelines, calculations correspond-
ing to sequences of LA operators are performed in a
fragmented manner across database management
systems and external libraries/services, which leads to
excessive materialisation of intermediate results, data
duplication,and movement overhead. The LA query pro-
cessing approach consists in presenting the ML query as
a single LA expression for optimisation at the expres-
sion level: through equivalent algebraic transformations
(reordering and regrouping of operations), merging ad-
jacent transformations, and selecting physical imple-
mentations taking into account data properties (in par-
ticular, sparsity), which reduces dominant costs - data
movement, temporary structures, and repeated reads
(Sun et al., 2025). Data science workloads are character-
ised by a multiplicity of equivalent implementations of
the same LA expression, so performance is determined
by the global structure of the plan.The enumeration ap-
proach forms the space of alternatives and selects the
best strategy according to cost criteria, taking into ac-
count the order of calculations, the degree of materiali-
sation, implementation options for basic operations,and
structural properties of the data (Munoz, 2025).

The transfer of ML and analytics into information
systems, in turn, requires support for new classes of
operators and rules that are not fully covered by the
traditional relational apparatus. LA computations are
characterised by specific equivalence spaces, where
algebraic rewrites, the choice of operator implemen-
tations, and control over the materialisation of inter-
mediate results are decisive. Accordingly, the optimiser
must be extensible: it must allow the introduction of
new logical operators, rewriting rules, cost components,
and physical implementations without radically re-
building the optimisation kernel. In the literature, this
is considered an engineering mechanism for controlled
extension while maintaining the correctness and pre-
dictability of optimisation (Ding et al., 2024). In this
sense, extensibility is a basic prerequisite for system
support for both LA query processing for ML queries
and planned search for alternatives for LA workloads
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in data science. Given this, the practical integration of
LA logic into the optimiser requires not only conceptual
support for new expressions, but also mechanisms for
controlled rewrites, cost-based selection of plans, and
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executable implementation of alternatives. In general,
these mechanisms can be reduced to three levels: re-
writing rules, cost model, and physical operators/exe-
cution strategies, as presented in Table 1.

Table 1. Structure of the integrated computational plan control loop

Extensibility level Key role

Specifics for LA workloads

Typical risks without support

Allow equivalent
transformations of
expressions

Rewriting rules

Regrouping/reordering, fusion,
less intermediate data

Rewriting cycles, unmanaged alternative
space, lack of domain-specific optimisations

Compares alternative

Cost model PR
plans by “price

Choosing a plan considering
1/0, memory, sparsity,
parallelism

Degradation to heuristics, incorrect
comparisons of plans, ‘optimisation” without
the predicted effect

Physical operators
and execution
strategies

Implement logic in
efficient execution

Algorithmic options, data
structure specialisations,
efficient execution strategies

The inability to operationalise alternatives
at the execution level leads to the lack of a
measurable optimisation effect

Source: compiled by the authors based on B. Ding et al. (2024), W. Sun et al. (2025), T. Munoz (2025)

Table 1 summarises the mechanisms through which
the optimiser is extensible for LA workloads and shows
these mechanisms as an interdependent chain from
logical transformations to efficient execution. Rewriting
rules specify semantically equivalent transformations of
expressions and create the basis for optimisation: such
rules allow changing the order and grouping of opera-
tions, applying fusion, and reducing the amount of in-
termediate data. Without the controlled application of
rules, rewriting cycles and uncontrolled expansion of
the space of alternatives are possible. The cost model
provides a choice among the alternatives generated by
rewrites, taking into account the dominant costs (I/0,
memory, sparsity, locality of access, parallelism). In the
absence of an adequate cost model, optimisation de-
grades to heuristics or gives unstable results due to
incorrect plan comparisons. Physical operators and exe-
cution strategies convert logical alternatives into meas-
urable performance gains through algorithmic options,

data structure specialisations,and appropriate execution
strategies. If this level is not supported, the alternatives
remain formal and do not give a practical effect. There-
fore, the extensibility of the optimiser for LA workloads
is effective only if there is a consistent triad: the rules
shape the space of alternatives, the cost model provides
a reasonable choice, and the physical layer guarantees
an executable gain. Weakening any component reduces
the efficiency of the others and limits the practical value
of the optimisation. Since the extensible optimiser pro-
vides controlled rewriting, cost-effective selection, and
executable implementation of alternatives, it is a natu-
ral “loop” for implementing approximate LA methods as
part of system optimisation. In this context, RNLA and
matrix sketching are of interest, which allow reducing
computational complexity and resource consumption
with a controlled error. The main characteristics of these
approaches and typical application modes are summa-
rised in Table 2.

Table 2. Characteristics of RNLA and matrix sketching in information systems

Approach/ Conceptual presentation Approximation object | Systemic consequences Typical application
component mode
Controlled use of randomness Large Matrlces Reducing computational Batch analytics and
RNLA for for approximate calculations and Linear and resource costs optimisation problems
optimisation ! Operators (Sketch (CPU/memory/1/0) with .
with controlled error Representation) acceptable accuracy on big data
A Justification of Integrating
Sketching PrObab'.l'St'F guararl[tees czjf Norms, subsp;aces, parameterisation and approximations into
properties approxnt;].at.tlon quality an h spectral control of the risk of critical processing/
stability regimes characteristics quality degradation decision-making loops
- Incremental maintenance . . .| Limiting in-memory state Streaming (online)
S.l'd'ng of approximation when Slldlng.wmdow matrix and reducing update analytics and
windows ! w » object sketch :
updating the data “window latency streaming systems

Source: compiled by the authors based on D. Ahfock et al. (2023), M. Udell & Z.Frangella (2023), H.Yin et al. (2024)

Table 2 summarises three complementary directions
of application of approximate LA methods in information
systems: RNLA as a way to reduce the resource cost of
calculations, theoretical properties of sketching as the
basis of reliability, and sliding-window sketching as a
mechanism for working in streaming modes.The common
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basis is the replacement of operations on full-dimen-
sional matrix objects with calculations on compact rep-
resentations with a controlled error. RNLA is focused on
acceleration and savings of CPU/memory/I/O through
sketch-representation of matrices and operators in batch
analytics problems. Analysis of sketching properties




Application of linear algebra methods...

provides probabilistic quality guarantees (for norms,
subspaces and spectral characteristics), which supports
parameter selection and control of degradation risk. The
sliding-window approach provides incremental sketch
updates when the data “window” changes, limiting the
state in memory and reducing the latency of updates in
streaming systems. The system value of RNLA/sketching
is determined by a combination of three components:
practical cost reduction, availability of quality guaran-
tees and adaptation to the processing mode (batch or
streaming). In short, approximate LA methods are not
only mathematical techniques, but also an engineer-
ing scaling tool that allows balancing the accuracy of

results with memory limitations, /0O and execution
time requirements. Along with approximate calcula-
tions through RNLA and sketching, a critical direction
for optimising resources in systems is the compression
of the matrix representations - both data and model
parameters. Compression of matrices and models in in-
formation systems comes down to two complementary
mechanisms: low-rank, when a matrix object is approxi-
mated by a lower internal dimension, and low-precision,
when the bit depth of the element representation is re-
duced. Both approaches reduce memory and bandwidth
requirements, and can also speed up matrix operations
with a controlled loss of accuracy (Table 3).

Table 3. Comparative characteristics of low-rank and low-precision matrix and model compression approaches

Approach Compression principle

Quality management Main system-level effect

Weighted low-rank
factorisation (for compression
of language models)

Low-rank approximation of
parametric matrices

Weights in the loss function
specify uneven approximation
accuracy (component
prioritisation)

Reducing the amount of
parameters and potentially
speeding up multiplications

with controlled loss of quality

Combination of structural
(rank) and numerical
(precision) compression

Randomised low-rank
factorisation with
quantisation (low precision)

The rank and bitness
parameters determine
the “accuracy-resources”
tradeoff, criticality is the total
consideration of errors

Reduced memory footprint
and memory traffic + possible
acceleration of calculations
on low-precision hardware

Source: compiled by the authors based on Y-C. Hsu et al. (2022), R. Saha et al. (2023)

Weighted low-rank factorisation is focused on prob-
lem-specific quality preservation: the weights in the loss
function allow for differentially distributing the approx-
imation error, providing more accurate reproduction of
critical components and more “aggressive” compres-
sion of less significant ones. Randomised low-rank and
low-precision factorisation combines two independent
compression mechanisms - structural (rank reduction)
and numerical (bit size reduction), which directly re-
duces the storage volume of factors and traffic between
memory levels, and can also increase computational ef-
ficiency on hardware optimised for low precision. At the
same time, the combination of low-rank and low-preci-
sion increases the requirements for total error control,
since the contributions of rank approximation and quan-
tisation accumulate. In general, factorisation compres-
sion can be constructed as an adaptive precision con-
trol (through weights) to preserve quality in the target
problem, or as a system-oriented combined compression
(low-rank+low-precision) aimed at minimising memo-
ry footprint and memory access costs. Both approaches
implement the “precision-resources” trade-off, but do so
with different “leverages”: weighted low-rank factori-
sation - through component prioritisation, randomised
low-rank factorisation with quantisation - through si-
multaneous limitation of the internal dimensionality and
bitness of the representation. This emphasises the role
of linear algebra as a tool for engineering optimisation,
where factorisation parameters serve as a means of tun-
ing performance to specific system constraints.

The results of the study showed that the effectiveness
of LA optimisations in sparse computing is determined

not only by the correctness of algebraic rewrites, but
also by the execution mode, in particular, the way of
materialising intermediate results and organising
memory access. This is consistent with the conclusions
of A. Mastoras et al. (2023), who found that the tran-
sition to nonblocking semantics in GraphBLAS makes
deferred execution and fusion of sequences of opera-
tions possible, which reduces the volume of intermedi-
ate structures and changes the memory access profile.
The authors also showed that the performance gain is
parameter-dependent: it is determined by the configu-
ration of parallelism and block sizes, and can degrade
in the event of an unsuccessful choice due to the over-
head of execution management. The approach taken
in both studies concretises the “bottleneck” between
the optimiser and execution: algebraically equivalent
plans require execution mechanisms that are able to
transform rewrites and planning into a real reduction in
memory/I/O pressure and obtain measurable speedup.

The results of the study showed that structural low-
rank compression of tensor representations reduces
memory and storage requirements at the cost of a con-
trolled loss of accuracy, and the effect is determined by
the approximation parameters. This is consistent with
the study by T. Kwon et al. (2025), who proposed Ten-
sorCodec based on neural tensor-train decomposition
and showed that the compression quality is further im-
proved by folding into a higher-order tensor and reor-
dering modes to better detect structural dependencies.
The authors experimentally demonstrated an improve-
ment in the ‘compression degree - reconstruction er-
ror” trade-off compared to the basic alternatives, which
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confirms the parameterised nature of tensor compres-
sion: resource savings are achieved not “for free”, but
through a controlled choice of the compression level,
which directly specifies the permissible quality deg-
radation. A sustainable acceleration effect is achieved
only with a coordinated optimisation of plans, execu-
tion primitives and infrastructure that removes network
and 1/0 constraints.

In the study by Z. Shen et al. (2025), the researchers
found that the use of matrix operations in storage sys-
tems (via erasure coding) is key to overcoming resource
constraints while ensuring fault tolerance. The authors
emphasised that the evolution of coding methods is
aimed at minimising the I/O overhead during data re-
covery, which requires deep integration of LA primitives
into the physical layer of the system. This correlates
with the results of this study on the role of linear al-
gebra as an engineering optimisation tool, where the
choice of storage format and materialisation strategy
determines the 1/0 profile of the entire system. Both ap-
proaches emphasise that a sustainable speedup effect is
achieved only with a coordinated optimisation of plans,
execution primitives, and infrastructure that removes
network and I/O constraints. Thus, linear algebra unifies
data representation and analytical/ML procedures in the
form of LA expressions, which allows for correct rewrites
and cost-effective plan selection with minimal interme-
diate materialisation. The practical effect is determined
by the consistency of rewriting rules, cost model, and
physical implementation, which sets real trade-offs be-
tween performance, memory/I/0, and accuracy.

Optimisation of storage, access,

and execution of LA computations

Matrix representations are natural in big data prob-
lems, but matrices are mostly sparse, so dense stor-
age incurs unnecessary memory and 1/0 overhead and
slows down computations by handling zero elements.
Sparse formats store only non-zero values and indices,
reducing data size and the cost of passes. Critically, the
choice of sparse format affects not only compactness
but also the cost of LA operations: formats optimise
row/column access, updates, and parallelisation differ-
ently, determining which operations will be relative-
ly “cheap” or “expensive” in LA pipelines (Marichal et
al., 2021). Columnar storage is fundamental to analyt-
ical systems, as queries selectively read attributes and
perform scans with filters and aggregations, with per-
formance determined by the speed of reading the re-
quired columns, the overhead of encoding/decompres-
sion, and cache management, i.e., the storage format
as a key factor in the I/O profile. For LA workloads, this
means that feature preparation and data transforma-
tion often boil down to intensive scans, where I/0 and
decoding can dominate arithmetic. Accordingly, the
throughput of reading/processing columns determines
the cost of building matrix representations from tabu-
lar data (Zeng et al., 2023).
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Unlike sparse and columnar, which optimise phys-
ical storage at the element or column level, factorised
databases reduce redundancy at the result-structure
level. In queries with joins and groupings, factorised
representations compactly encode dependencies and
common subexpressions instead of fully materialising
all combinations, which potentially reduces the size of
intermediate results, memory pressure, and 1/0, pro-
vided that the optimiser and execution layer support
it (Olteanu, 2023). In the context of LA workloads, fac-
torised representations are a complementary level of
compactness alongside sparse (zero minimisation) and
columnar (efficient attribute scans): together, these
approaches emphasise the multi-level nature of stor-
age optimisation and its impact on the performance of
LA-oriented plans (Marichal et al.,2021; Olteanu, 2023).
The spread of embeddings has formed a separate class
of vector database management systems focused on
storing high-dimensional vectors and similarity queries
(Nearest Neighbours (NN)/Approximate Nearest Neigh-
bour (ANN)) or hybrid queries with metadata filters. The
performance is determined not only by the search al-
gorithms, but also by the storage architecture, indexes,
query execution framework and resource management.
A typical architecture includes storage subsystems
(vector/metadata placement), indexing (ANN and the
“accuracy-speed” trade-off), execution (scheduling, fil-
ters, similarity calculations) and background support
(reindexing, compaction), with the computational foun-
dation directly relying on linear algebra operations
(Pan et al., 2024).

In practical vector search, the bottleneck is not
similarity calculations, but 1/0 and the cost of data
access. In storage-based ANNs, vectors and indices do
not fit entirely in RAM, so performance is determined
by storage characteristics, access patterns, and cach-
ing. Under such conditions, ANN should be treated as
a system optimisation problem that requires coordinat-
ed co-design of indices, physical representation, com-
pression/quantisation, and execution strategies; local
speedup of one component may not yield any benefit
without coordination with others. Thus, vector search
is a class of workloads that combine LA computations,
compression, and access optimisation, and the result is
determined by the system consistency of these compo-
nents (Pan et al., 2023; Pan et al., 2024). The effective-
ness of LA methods depends not only on the optimiser,
but also on the execution primitives. Standardised
programming interfaces specify a unified set of oper-
ations and create a basis for low-level optimisations
(parallelisation, vectorisation, and sparsity). GraphBLAS
formalises matrix/vector operations and parameterises
semantics via semirings, acting as a “bridge” between
LA representation and productive execution; standardi-
sation also increases portability of optimisations across
implementations (Brock et al., 2021).

In distributed systems, performance is limited not
by arithmetic but by shuffling data between nodes, so
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LA optimisations can lose the effectiveness if infra-
structure costs dominate. DShuffle is an example of
an infrastructure optimisation of data redistribution
in large-scale processing, where the bottleneck is the
internode exchange of intermediate data and the over-
head of the central processor. The approach is based
on the use of a data processing unit (DPU) to offload
some operations, which reduces the load on the CPU
and improves system performance (traffic, throughput)

in distributed scenarios (Ding et al., 2025). Together,
GraphBLAS and DPU-oriented shuffle illustrate the
principle of co-design: sustained speedup is achieved
by concerted optimisation of LA plans, execution prim-
itives, and infrastructure that removes network and
I/0 constraints. Based on the approaches considered,
a generalisation of linear algebra approaches is pre-
sented in Table 4 by application areas, types of resource
constraints, metrics, and risks.

Table 4. Generalisation of linear algebra approaches for optimising data processing
and storage in modern 21 century information systems

memory bandwidth

rank+low-precision
factorisation

quantisation

Direction Resource Method (linear Principle Taraet metrics Limitations
of application constraint type algebra/related) of operation 9 and risks
Optimisation of Linear algebraic Equivalent
analytical/ML Materialisation . expression .
query execution of intermediate queer)y(/pprreoscstiegzmg, transformations, bgflsdwir(]jii t;g% / icr?s(;[grpac'z?:r:’
in database results, ineffective o . operator fusion; . ’ .
management plans rewriting, dynamlc intermediate data write (1/0), RAM complexity
scheduling .
systems reduction
Approximate Random Accuracy-speed
matrix methods CPU, sometimes | RNLA, randomised p;g]ne]ctllicr)]ns/ Computation time, trade:;{égtai:)anmeter
for accelerating RAM sketching dimensﬁong[ity RAM, error dependence’on
calculations reduction data properties
Error control,
. . . dependence
S;c(r)iaersrlli:g CPU for msalﬁfg:s”:)gn Incremental sketch b':isd’wiréﬁj[g\i;l on window
P >Ing calculation, RAM A . updates ’ ’ parameters,
(sliding window) a sliding window error complexity of
implementation
. Quality
RAM/video (Iv_voeviv ;’1‘225) Approximation deterioration,
Matrix/Model memorv. storage factorise?tion low- with fewer Size, memory accumulation of
Compression Y, ge, y parameters, usage, speed, error | errors, validation,

and calibration

formats

compression

required
Physical Sparse storage Storing non- E’;%?g;'evse
. (compressed rows/ | zeros, reading the | 1/0, volume, query : ’
representation of I/0, RAM columns), columnar | required columns, time possible CPU
big data bottleneck shift

(decompression)

Vector databases
and similarity
search

Mostly 1/0, indexes,
storage

Vector database
management
systems, I/0-aware
ANNs

Indexing; reading

Response time, I/0,

Accuracy-speed
tradeoff, vector

reduction, volume, accuracy/ distribution
candidate selection completeness dependency, I/0
dominance

Notes: Materialisation (materialisation of intermediate results) — execution of a query operator with physical formation and
temporary storage of its output data set (e.g., in a temporary table or file) for further processing by subsequent operators

Source: compiled by the authors based on R. Marichal et al. (2021), Y-C. Hsu et al. (2022), R. Saha et al. (2023), D. Ahfock et
al. (2023), M. Udell & Z.Frangella (2023), X.Zeng et al. (2023), B. Ding et al. (2024),H.Yin et al. (2024),).J. Pan et al. (2024),W. Sun et

al.(2025), T. Munoz (2025),Z. Ren et al. (2025)

LA-oriented optimisation in information systems is
reduced to managing the interrelated trade-offs between
performance and correctness of the result. Approximate
approaches (RNLA, sketching, low-rank, low-precision)
provide a reduction in time and memory costs, but require
controlled parameterisation and quality validation proce-
dures,especially in incremental update modes.At the same
time, in practical workloads, the determining factors are

not arithmetic operations, but the costs of data access and
movement (I/0, caches, exchange between nodes), which
is manifested in storage-based vector search configura-
tions. Therefore, a stable optimisation effect is achieved
only by coordinating optimisations at the expression/plan
level with the cost model and physical implementations
of operators, otherwise the optimisation remains partial
and vulnerable to system bottlenecks.
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Given the set of results considered, the choice of
LA methods and system mechanisms for the implemen-
tation should be made taking into account the dom-
inant resource constraints and the type of workload.
For ML queries and data science pipelines, the alge-
braic representation of calculations in the form of LA
expressions is a priority, since it supports rewriting and
cost-based selection of plans, reducing the materialisa-
tion of intermediate results and integration overhead.
Under the conditions of operator evolution and the
emergence of domain-specific rules, the extensibility
of the optimiser (rewriting rules, cost model, physical
implementations) is decisive, without which the opti-
misation effect becomes unstable. When the execution
profile is compute-bound and approximation is permis-
sible, RNLA and matrix sketching are applicable,and in
streaming modes, sliding-window sketch maintenance
mechanisms are used to maintain quality during incre-
mental updates. When memory and bandwidth con-
straints dominate, low-rank and low-precision factori-
sations are appropriate, which reduce the footprint and
potentially speed up multiplication while controlling
the total error. In terms of storage, the format should
be consistent with the operations: sparse and columnar
representations determine the I/O profile and decoding
overhead, and factorised approaches reduce the struc-
tural redundancy of materialisations. For vector search,
the co-design of indexing, execution, and storage is
critical, particularly in storage-based modes, where the
scaling limit is set by I/0 characteristics. In general, the
effectiveness of LA optimisations depends on the “ver-
tical” consistency of planning, execution primitives (in
particular GraphBLAS), and, in distributed scenarios, the
infrastructure costs of the network and shuffle.

The results of the study confirmed that in prac-
tical vector search workloads, the main bottleneck
is 1/0 costs and data access costs, which directly de-
termine the scaling limits for storage-based systems.
The revealed pattern justifies the need for coordinated
co-design of indexes, physical representation, and exe-
cution strategies as a key means of overcoming infra-
structure limitations. This approach is consistent with
the findings of Y. Pan et al. (2023), who showed that to
ensure scalability on large data volumes, the transition
to disk-oriented structures with low RAM usage (LM-
DiskANN) is critical. The authors argued that optimising
graph indexes directly for disk-specificity allows main-
taining high performance of ANN queries even under
strict RAM limitations. Within the framework of system
logic, both works confirm that the real efficiency of vec-
tor systems is determined not only by the chosen algo-
rithm, but also by the architectural integrity with the
storage, where it is I/O characteristics that become the
determining factor of global performance.

X.Bao et al. (2024) found that integrating machine
learning models directly into the logical rules of a data
cleansing system (Rock) reduces the overhead associ-
ated with the gap between declarative semantics and
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procedural ML components. The authors showed that
‘embedded” execution of ML models within the logical
plan avoids external calls, intermediate materialisa-
tion, and data duplication, which directly affects per-
formance and predictability of execution. These results
are consistent with current research on the need for
an algebraic representation of ML calculations as part
of the optimisation core of the system, rather than as
external black boxes. In particular, the authors’ ap-
proach illustrates that the extensibility of the optimiser
through the introduction of new rules and operators is
a critical prerequisite for effective support of LA work-
loads in data science, since it is at the level of algebraic
representation that consistent rewriting, planning, and
cost-effective execution selection become possible. At
the same time, the approach of X. Bao et al. has an ap-
plied focus on the data cleaning problem and does not
consider the general space of linear algebraic rewrites
and cost-based optimisation for a broader class of ML
and analytical workloads. In contrast to the system
framework formulated in this study, the authors’ work
is limited to analysing the impact of physical operators
and execution parameters (memory, parallelism, 1/0)
on the global cost of the plan. Integrating ML into the
declarative core is feasible, but requires LA-oriented
optimisation at the logical, cost, and physical levels.

B.Tian et al.(2024) found that offloading part of the
ANN search computations to SmartSSDs (solid-state
storage) allows for scaling queries to billions of vol-
umes while reducing latency and increasing energy effi-
ciency. The authors showed that in storage-based ANNs,
the bottleneck is not the similarity calculation itself,
but the data transfer between the storage and the host,
so near-storage computing reduces the pressure on the
transmission bus and reduces host overhead. The effec-
tiveness of this approach depends on the redistribution
of functions between the device and the host (organisa-
tion of accesses, candidate selection, execution of some
operators on the SSD side), i.e., on the architectural
consistency of the execution loop. This correlates with
the results of this study on infrastructure optimisation
(DPU/DShuffle) as a way to remove network and 1/0
constraints in distributed scenarios: the acceleration is
achieved not by local optimisation of a single opera-
tor, but by moving critical processing stages closer to
the data and reducing the amount of inter-component
traffic. Thus, the obtained results confirm the principle
of co-design: a sustainable performance gain is formed
under the condition of coordination of the execution
plan (including LA operators that implement selection/
aggregation/similarity calculation) with the available
hardware primitives and the limitations on bandwidth
and data exchange.

The results of the study showed that the key factor
in the effectiveness of LA optimisations is the “vertical”
consistency between the planning process and specific
physical execution strategies, especially in conditions of a
shortage of fast memory. Minimising the materialisation
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of intermediate results by choosing optimal execution
plans allows increasing system performance and reduc-
ing resource load. This conclusion is supported by the
results of the work of Z. Zhang et al. (2024), where it
was demonstrated that the implementation of ordered
pipeline processing allows efficiently executing vector
queries, even if the amount of data exceeds the avail-
able video memory of the GPU. The authors confirmed
that careful control of the order of operations in com-
bination with overlapping calculations by data transfer
allows successfully levelling out materialisation de-
lays. The acceleration effect discovered by Z. Zhang et
al. serves as a practical validation of the approach
proposed in this study to the systematic minimisation
of intermediate data through the consistency of the
planning and execution levels. Thus, the effectiveness
of LA-oriented optimisation is determined by the “ver-
tical” consistency of planning with physical execution
and the ability to minimise the materialisation of inter-
mediate results; a sustainable effect is achieved only
with the operation of a consistent chain “rewriting—-
cost model—physical execution”.

CONCLUSIONS

The results showed that matrix representations are
natural for large datasets, but the prevailing sparsity
makes dense storage a source of excessive memory and
I/O overhead and slowdown due to processing of zero
elements. Sparse storage formats reduce the size of the
data by storing only non-zero values and indices, re-
ducing the cost of passes. The choice of sparse format
affects not only compactness, but also the “price” of LA
operations due to different efficiencies of row/column
accesses, updates, and parallelisation. For analytical
systems, columnar storage determines the 1/O profile
of queries, and performance depends on the speed of
reading the required columns, the overhead of encod-
ing/decompression, and the behaviour of caches. In LA
workloads, feature preparation and transformations
often boil down to intensive scans, where 1/0 and de-
coding can dominate arithmetic. Factorised databases
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AHoTauis. MeTot focnifKeHHs 6yno y3aranbHUTK NiAX0AM 4,0 Y3rOLKEHHS pilleHb HA eTanax NiaHyBaHHS, BUKOHAHHS
Ta Gi3MYHOro piBHS MNOAAHHSA AAaHUX B iIHPOPMALIMHMX CMCTEMAX 33 [LOMiHYBaHHS PecypCHUX 0bMexXeHb nif Yac
onepyBaHHS MAaCMBHWMM HabopaMu. MeToponoria 6asyBanacs Ha CUCTEMHO-aHANITUYHIN GopMani3aLii, NopiBHINbHO-
QHaNITMYHOMY y3aranbHeHHi Ta TMNonorisauii, NOPiBHAHHOMY aHanisi, cMcTeMaTu3aulii Ta iHTerpaTUBHOMY CUHTE3I.
BcTaHoBneHo, Wo niHiMHa anrebpa dopManisye NoLaHHN AaHUX K MaTPULLb/BEKTOPIB | 06UYMCIEHHS K NOCNIA0BHICTb
nepeTBOpPEHb. Y3arasbHeHHs onepawili (HanmiBKiNbLg) NOWKUPIOE Li NpUMITUBU Ha rpadoBi Ta bynesi 3apavi, a
Graph Basic Linear Algebra Subprograms ctaHfapTU3ye iX BUKOHAHHS ANS PO3PiJXKEHUX CTPYKTYp. EQekTuBHicTb
BM3HAYaETbCA Y3rOMKEHMM NAHLIOTOM “NiepenuncyBaHHS — BapTicCHa Mofesb — hi3uYHe” BUKOHAHHS: NepenucyBaHHs
3MEHLUYE NPOMIXHI AaHi, a BapTicHa Mofenb 00MpaE NnaH 33 BBeAEHHS/BUBELEHHS AAHWX, NAMATTHO, PO3PiAXEHICTHO
Ta napaneniamoM, 6e3 Hei MLLATbC eBPUCTUKK. BusBneHo, o GakTopu3oBaHi NOAAHHS 3MEHLLYIOTb HAAMLLKOBICTb
i TUCK Ha NaM'ATb Ta BBEAEHHS/BUBEAEHHS AaHUX (NS NPUEAHAHB/TPYNYBaHb) 3a NiATPUMKM cucTeMoro. Randomized
Numerical Linear Algebra i CKETUMHT 3HMXKYIOTb BUTPATM Ta KEPYIOTb KOMNPOMICOM “TOYHICTb-pecypcu” B MOTOKOBI
06pobui. Komnpecia MaTpumLb (HU3bKOPAHTOBE NOLAHHS, 3HWXKEHA TOYHICTb) 3MEHLUYE NaMaTb | Tpadik Ta NPUCKOPHOE
064YMCNEHHS 33 KOHTPOBOBAHOI BTPATU TOYHOCTI. Y BEKTOPHUX CUCTEMAX KepyBaHHA 6a3aMu AaHUX | po3nogineHux
cucTeMax BY3bKMM MiCLLEM € BBEAEHHS/BUBEAEHHS laHMX | Nepepo3nofin Mix By3namu, oMy DShuffle nepeHocuTb
4yacTuHy 06pobKM BanxYe [0 AaHWUX, NiIAKPECTIOYM poNb iHDPACTPYKTYpPHOT onTuMi3auii. JliHiMHO-anrebpaiyHe
noAaHHs 06UYMCNIEHb CTBOPKOE OCHOBY A1 Y3rOAXKEHOT ONTMMI3auii nepenucyBaHHs, BUOIp NNaHiB i BUKOHAHHS,
3MEHLUYIYM MaTepiani3auito Ta nepeMilleHHs JaHUX 33 0OMeXxeHb BBEAEHHS/BUBELEHHS, NaMaTi 1 NPOMNYCKHOT
30aTHOCTI. [TpakTUYHa 3HAYMMICTb pe3ynbTaTiB NOAAra€e Y MOXIIMBOCTI iX 3aCTOCYBaHHS PO3pOOHMKAMU Ta iHXKeHepaMu
iHQOPpMaLiHUX CUCTEM NS Y3roLKeHOro BU6opy popMartiB faHWX, MNaHiB BUKOHAHHSA 1 06UMCTIHOBANIbHUX NPUMITUBIB,
W06 3MEeHLWNTM MaTepiani3aLito Ta BUTPATM Ha BBEAEHHS/BUBEAEHHS, NaMTb i MepexeBuit 0BMiH
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Abstract. The functioning of modern computing systems is based on a complex interconnection of hardware
and applied physical phenomena. The relevance of the study was determined by the fundamental dependence
of technological innovations in the IT industry on the laws of physics, which simultaneously defined both limits
(e.g. quantum tunnelling in nanometre-scale transistors) and new opportunities (e.g. quantum superposition
in qubits). The aim of the work was to analyse the interconnection of fundamental physical laws with the
hardware-software architecture of computing systems and to determine directions for future development.
The methodology of the study was based on a systematic approach, including content analysis of high-quality
scientific data, structural-functional analysis of physical clusters, and theoretical synthesis of interdisciplinary
connections, supported by logical-graphical modelling. The main results of the study revealed that quantum
mechanics and thermodynamics set the physical limits for transistor miniaturisation and managed the thermal
regime of microchips, while optics was the foundation for high-speed data transmission and microchip
lithography. Classical mechanics and electrodynamics ensured the functioning of cyber-physical systems,
including automated control systems, robotic complexes, and wireless communication infrastructure. It was
analysed that molecular physics and the modelling of nanoscale structures played a crucial role in the design
of new semiconductor materials and the prediction of component durability based on appropriate computer-
physical models. It was shown that nuclear and atomic physics played a key role in ensuring the radiation
hardness of electronics and were considered a potential power source for highly autonomous computing
complexes. Particular attention was paid to promising areas, specifically superconductivity, quantum
computing, and quantum cryptography. The practical value of the work lies in forming a comprehensive
perspective on the physical foundations of computing systems, which was critically important for computer
and software engineers, and scientists when developing new materials, designing high-performance and
energy-efficient microchips, and creating reliable autonomous and quantum computing systems

Keywords: computational physics; nanotechnology; computer modelling; planar technology; quantum computing;
energy efficiency; signal integrity

INTRODUCTION

Global technological progress is characterised by the electrodynamics at the nanoscale. The necessity for
rapid approach of information and computing sys-  further transistor miniaturisation, enhanced energy ef-
tems (ICS) to critical physical limits,demanding an inte-  ficiency, and the development of novel software archi-
grated approach to modelling and practical implemen-  tectures requires a deep understanding of subatomic
tation of materials, thermodynamics, and high-frequency  processes, where computer modelling serves as the
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foundation for industrial prototyping, optimising device
behaviour, and ensuring the structural integrity of final
hardware-software solutions. Given this, the relevance
of the study lies in the necessity to systematise the
fundamental physical principles underlying the devel-
opment of innovative information technology (IT) solu-
tions, including enhancing thermal efficiency, ensuring
high-speed signal integrity, and developing post-silicon
computing paradigms. The objective of the work was
to conduct comprehensive analysis of the influence of
various fields of computational physics (CP) on the for-
mation of ICS architecture.

One of the most acute problems is overcoming the
physical limits of transistor miniaturisation. In the work
of Y. Cai et al. (2020), it was shown that the study of
nanoscale semiconductors (SCs) required the applica-
tion of the laws of quantum mechanics (QM) to predict
electron behaviour. In the works of P. Kumari (2024) and
A. Mubashr (2025), dedicated to the physical limits of
miniaturisation and quantum tunnelling, the necessity
of transitioning to new materials,whose properties were
modelled using Ab Initio methods (quantum chemistry),
was emphasised. The issue of thermal regime control
for high-performance chips, which was a direct appli-
cation of thermodynamics, was actively investigated in
the context of two-phase cooling in the work of N. Mo-
hammed et al. (2025). The analysis demonstrated that,
in liquid cooling, the maximum server temperature di-
minished to 65°C, and power usage effectiveness im-
proved from 2 in the air cooling system to 1.01 in liquid
cooling. The application of copper coating resulted in
a 13% enhancement in the gradual temperature distri-
bution among servers, especially in high-power servers,
and eliminated hottest spots by decreasing the maxi-
mum temperature. However, the simulation indicated a
comparatively modest temperature improvement of 8%
when coating low-power servers. Continuing the top-
ic, the reliability assessment of systems under thermal
loads was also considered by H-S. Kim et al. (2025). It
was found that the fatigue life and fatigue crack type
(solder joint crack or Cu trace crack) were influenced
and changed significantly by package geometry and
solder joint materials. The predicted fatigue life and
crack type from Finite Element Analysis (FEA) agreed
well with the experimental results.

In the field of communications, the study by D. Kala-
vathi (2025) was focused on optimising signal integrity
and electromagnetic compatibility through numerical
modelling of electrodynamics for high frequency rang-
es. A comprehensive approach to modelling and opti-
mising electromagnetic interference was developed
using deterministic and statistical methods alongside
3D electromagnetic solvers. Advanced optimisation
techniques, including Genetic Algorithms and Machine
Learning-based predictive models, were employed to
minimise electromagnetic interference while ensur-
ing system performance. The effectiveness of the pro-
posed design methodologies was confirmed through

experimental validation using hardware prototypes
and electromagnetic interference test setups. Further
development of optoelectronics and LiDAR (Light De-
tection and Ranging) systems was demonstrated in the
study by P. Pendse (2024), which was based on the im-
provement of optics and sensors, being critically impor-
tant for autonomous vehicles.

The most ambitious areas, such as quantum com-
puters based on superconducting qubits, were a direct
synthesis of QM and superconductivity, highlighted in
the work O. Ezratty (2023). A great variety of technolog-
ical options was demonstrated, explaining how super-
conducting qubit chipsets were manufactured, describ-
ing challenges related to qubit control via classical
electronics, and analysing ways to improve their accu-
racy and optimise their energy footprint. Also relevant
were studies of the impact of cosmic radiation (nuclear
physics) on the durability and reliability of electronics,
which had direct application in space technology and
was shown by the authors F.N.U. Naveed & J. Dix (2025).
This paper presented a radiation-hardened 4-bit flash
analogue-to-digital converter implemented in a 22 nm
fully depleted silicon-on-insulator process for high-re-
liability applications in radiation environments. The
analysis of scientific and technical literature confirmed
the decisive role of the interconnectedness of physics
and IT, demonstrating that fundamental physical limi-
tations and capabilities determined the vectors of de-
velopment for ICS hardware and software architecture.
Recent studies in the most advanced, yet most prob-
lematic, areas of CP were reviewed. The research prob-
lematics were focused on the fact that traditional en-
gineering design approaches increasingly encountered
quantum and relativistic effects (Hidalgo, 2022), which
were previously ignored. This necessitated the integra-
tion of numerical methods for accurate modelling (Ca-
miola et al., 2025).

The scientific novelty of the work consisted in the
systematisation and integrative representation of the
role of fundamental physical disciplines, spanning the
range from classical to quantum physics, to create a
unified, interdisciplinary concept for the functioning
and development of key technological areas within
the IT industry. Given the interdisciplinary nature of
the identified scientific problems and the lack of their
comprehensive unification, the aim of the work was to
generalise and integrate knowledge regarding the key
physical phenomena underlying the architecture, ma-
terials science, reliability, and functional capacity of
modern ICS.

MATERIALS AND METHODS

The methodology of this research was based on a com-
prehensive interdisciplinary approach aimed at the
systematisation and integration of fundamental phys-
ical laws within the context of the development and
functioning of modern ICS. To achieve the set objective,
a multi-stage research strategy was employed, which
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included the selection, critical analysis, and synthesis
of high-quality scientific data at the intersection of CP
and IT. At the first stage, a systematic literature search
and data collection process was carried out. The infor-
mation base of the study was formed using reputable
international scientometric databases, including Scop-
us, Web of Science, IEEE Xplore, Google Scholar, and
others. The data collection was specifically focused on
journals and monographs specialising in IT and physics,
particularly those exploring their deep interconnection.
The search depth was primarily focused on the peri-
od between 2020 and 2025 to ensure the relevance of
the data regarding the latest technological paradigms,
such as 22 nm fully depleted silicon-on-insulator pro-
cesses, extreme ultraviolet lithography (EUV), and su-
perconducting quantum computing. The selection of
sources was performed based on keyword queries, in-
cluding “quantum effects in semiconductors”, “thermal
management in high-performance computing”, “signal
integrity in gigahertz ranges”, “post-silicon computing
paradigms”, and others. At the second stage, the method
of content analysis and critical evaluation was applied
to the selected scientific materials. Each source was an-
alysed for its contribution to the understanding of how
specific physical phenomena (e.g., quantum tunnelling,
thermal conductivity, or electromagnetic interference)
influence the architecture and reliability of hardware
and software solutions. Special attention was paid to
identifying “bottlenecks” where traditional engineering
approaches encountered fundamental physical limits,
such as the diffraction limit in optics or the sub-thresh-
old swing in transistors.

The third stage involved the use of a systemic ap-
proach and structural-functional analysis to create a
unified interdisciplinary concept. Fundamental physical
disciplines were categorised into six key clusters: clas-
sical and relativistic mechanics, molecular physics and
thermodynamics, electricity and magnetism, optics, QM,
and atomic and nuclear physics. For each cluster, the
direct application in IT was identified, ranging from the
mechanical reliability of server enclosures to the quan-
tum-mechanical modelling of qubits. This allowed for
the transition from a fragmented description of phys-
ical effects to an integrated model of ICS functioning
as a complex physical-technical system. To ensure the
clarity of the proposed conceptual framework, a meth-
od of logical-graphical modelling was employed. This
involved the structural mapping of causal relationships
between physical laws and IT hardware parameters, re-
sulting in the creation of integrated diagrams that syn-
thesise complex interdisciplinary data into a coherent
visual format.

At the final stage, the method of theoretical syn-
thesis and generalisation was utilised to formulate
the conclusions of the study. Comparative analysis
was used to evaluate different modelling methods;
specifically, FEA was identified as the most effective
for large-scale mechanical and thermal simulations
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due to its computational efficiency, whereas Density
Functional Theory (DFT) provided superior accuracy for
predicting the atomic properties of new SC materials
(e.g., 2D Janus LiMSSe), despite its significantly higher
computational resource requirements. The integration
of the obtained data was carried out to define the most
promising vectors for the future development of the
IT industry, including quantum cryptography and en-
ergy-efficient superconducting electronics. Thus, the
applied complex of theoretical and analytical methods
ensured the validity and comprehensiveness of the
formed interdisciplinary vision.

RESULTS AND DISCUSSION

The obtained results presented a systematised analysis
of the fundamental and applied areas of CP,detailed the
discussion of their foundational principles and specific
examples of application in the design, functioning, and
development of modern ICS and their hardware and
software architecture. Classical mechanics, based on
Newton’s laws, constitutes a vital foundation for CP by
providing the mathematical apparatus for the numeri-
cal modelling of the dynamics and evolution of physical
systems over time. Through the numerical integration
of differential equations of motion, ICS can accurate-
ly reproduce the complex behaviour of objects rang-
ing from nanoparticles to astronomical macro-bodies.
In the IT industry, mechanics is essential for hardware
reliability and real-world simulation, powering physical
engines in video games and ensuring precision in high-
tech manufacturing, such as the design of moving parts
in hard drives or robotic systems.

One of the primary areas of application is hardware
design, which focuses on the laws of dynamics, statics,
and the strength of materials to ensure the reliability
and durability of physical components. The mechani-
cal reliability of enclosures and printed circuit boards
(PCBs) is achieved through the principles of statics,
where CP utilises the Finite Element Method (FEM)
to analyse stresses and deformations. This allows for
modelling how electronic boards and fastenings react
to external forces, such as impacts or drops, as well
as internal loads caused by temperature fluctuations.
Furthermore, engineers had to model vibrational resist-
ance to identify and avoid dangerous resonant frequen-
cies that could lead to the failure of solder joints, a fac-
tor particularly critical for server equipment and mobile
transport devices (Gharaibeh & Gharaibeh, 2023). The
dynamics of high-speed moving parts in IT devices also
require the direct application of Newtonian laws and
kinematics. In Hard Disk Drives (HDDs), CP models the
dynamics of the read/write head, which must be posi-
tioned over a magnetic platter at distances of less than
1 um at high speeds; such simulations helped minimise
vibrations and deviations that could could data errors
(Chen et al., 2025). Similarly, mechanics is used in op-
tical drives (CD/DVD/Blu-ray) to model lens and laser
mechanism movements for precise focusing, as well as
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in printers and plotters to ensure the reliability of paper
feed systems and electric motors.

The principles of mechanics are further extend-
ed to Microelectromechanical Systems (MEMS), which
underpin the operation of smartphones, unmanned
aerial vehicles (UAVs), and navigation systems. Sen-
sors such as accelerometers and gyroscopes measure
acceleration and angular velocity using the principle
of inertia from Newton’s first law. In these devices,
CP modelled the movement of microscopic mechan-
ical masses that changed their physical configuration
under external forces, which resulted in measurable
changes in quantities such as electrical capacitance
(Kempe, 2011). Molecular and N-body dynamics also
rely on numerical methods within CP, utilising New-
ton’s second law to model systems consisting of a
large number of interacting objects. In molecular dy-
namics, the motion and interaction of atoms and mol-
ecules are calculated using intermolecular potentials,
enabled the study of material properties or protein
folding (Pal & Ray, 2020). Conversely, N-body dynam-
ics is applied to larger systems where interactions
are described by gravitational or electrostatic forces,
which allowed researchers to predict the behaviour
of systems, such as electron beam collisions in plas-
ma, that are nearly impossible to investigate through
physical experiments (Patsis & Okalidis, 2025).

In the field of robotics and automated systems,
classical mechanics serves as the basis for control algo-
rithms that ensure precise task execution. This involves
kinematic calculations to describe manipulator motion
without considering forces, as well as dynamic analysis
that accounts for gravity, friction, and inertia. Comput-
ing systems had to numerically determine the torque
and power required for each motor to achieve smooth
and energy-efficient movement (Kadri et al., 2025). Fur-
thermore, virtual simulation allowed for the creation
of precise digital twins of robots to plan trajectories
and model collisions using the laws of momentum and
energy conservation (Wang et al., 2022). For mobile sys-
tems such as UAVs, mechanics is constantly used to cal-
culate the centre of mass and stability, which allowed
control systems to instantaneously compensate for
external factors like wind or tilt, ensuring balance and
preventing loss of stability (Yunping et al., 2018). Real-
ism in computer graphics and game engines is achieved
through specialised physical engines that utilise me-
chanical principles for real-time behaviour modelling.
These engines constantly calculate forces such as grav-
ity, friction, and air resistance, applying conservation
laws to model complex interactions like object colli-
sions, explosions, and fluid dynamics (Sung et al., 2025).

Finally, while most engineering solutions rely on
classical mechanics, certain IT systems involving space
and high speeds must account for Einstein’s theory of
relativity. Global Navigation Satellite Systems (GNSS),
such as Global Positioning System (GPS), require con-
stant signal adjustments based on relativistic effects.

Special relativity accounts for the high speed of sat-
ellites (= 14,000 km/h) causing onboard clocks to run
slower, while general relativity accounts for the weaker
gravitational field causing them to run faster. If ignored,
these effects would lead to positioning errors exceeding
10 km per day; therefore, computational components
numerically calculated these relativistic corrections to
maintain the precision required for modern navigation
(Ayso & Kahveci, 2025).

Molecular physics and thermodynamics consti-
tute an indispensable foundation for CP, as they gov-
ern all energetic, thermal, and structural processes in
IT equipment at both micro- and macroscopic levels.
These branches of physics provide the mathematical
apparatus, based on statistical laws and the principles
of energy conservation, for modelling the behaviour
of atoms and molecules. Such modelling is critically
important for understanding the thermal balance, effi-
ciency, and longevity of systems. In the IT industry, this
allows engineers not only to comply with strict thermal
Llimits for high-performance chips but also to reproduce
nanotechnological processes in manufacturing, where
minute changes in temperature and atomic movement
are crucial for the functionality of the final ICS.

The application of these principles is most evident in
nanotechnologies and the manufacturing of SC compo-
nents. Planar technology remains the primary method for
the mass production of SC elements, including proces-
sors and microcontrollers. Its continuous improvement is
driven by Moore’s Law, which necessitates the relentless
shrinking of component sizes. Key stages such as lithog-
raphy, oxidation, and dopant diffusion are governed by
thermodynamic variables. For instance, oxidation con-
trols the growth of thin silicon dioxide layers at high
temperatures, serving as either a mask or a dielectric
gate in MOSFET transistors. The creation of p-n junctions
depends on the thermal diffusion of alloying elements
within the silicon crystal. By utilising kinetic theory and
diffusion models, CP enables the simulation of how do-
pant atoms distribute within the crystal lattice under
high temperatures, allowing for precise control over the
depth and concentration profiles that determined elec-
trical characteristics (Martin-Bragado et al., 2006).

Furthermore, molecular physics and thermodynam-
ics are central to the development of cooling systems
and thermal design. CP employs energy laws, such as
the Joule-Lenz law and the laws of thermodynamics,
alongside numerical methods like FEA to create models
that optimise processor architecture for reduced heat
generation. In high-performance environments, includ-
ing data centres and mobile devices, numerical simula-
tions of thermal conductivity, convection, and radiation
are used to model temperature field distributions. This
allows for the optimisation of cooling elements such as
thermal pastes, radiators, and heat pipes, the latter of
which relied on the physical phenomena of evapora-
tion and condensation to ensure efficient heat dissipa-
tion (Tari & Yalcin, 2010).
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The search for new materials also relies heavily
on materials science and numerical testing of inno-
vative substances. Researchers sought materials with
exceptional thermal conductivity, such as graphene
or diamond films, to enhance heat dissipation in
high-performance computing (Chen et al., 2022). Active
research is also focused on SC composites like Gallium
Nitride (GaN) and Silicon Carbide (SiC) for power elec-
tronics, which maintain superior electrical characteris-
tics at elevated temperatures. Additionally, molecular
physics principles are applied to optimise thermal in-
terface materials and develop next-generation memory
technologies, such as Resistive Random-access mem-
ory (RRAM) and Ferroelectric RAM (FRAM), where the
switching of atomic or molecular states is fundamen-
tal to data storage. Finally, the principles of molecular
physics and thermodynamics underpin the operation of
various sensors within SMART systems and the Internet
of Things (IoT). Temperature measurement is frequently
based on changes in electrical resistance or thermoe-
lectric effects resulting from variations in the intensity
of atomic thermal motion. Similarly, gas sensors utilise
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chemical reactions that generate heat or changes in
conductivity upon the adsorption of gas molecules
(Goel et al., 2023). Pressure sensors may also employ
the thermodynamic properties of gases or the effects of
mechanical deformation on a material’s electrical prop-
erties, further demonstrating the integration of molec-
ular physics into modern monitoring systems.

Electricity and magnetism serve as the fundamental
language of ICS, as all processes of information transfer,
storage,and processing occur through electric fields, cur-
rents, and electromagnetic waves. CP utilises Maxwell’s
equations and derivative laws, such as those formulated
by Ohm, Coulomb, and Faraday, for the numerical model-
ling of signal propagation, antenna design, data integrity
analysis, and interference prevention. Precise modelling
and prediction of electromagnetic phenomena are es-
sential for ensuring high speeds, reliability, and the con-
tinued miniaturisation of modern electronics. Figure 1
presents the hierarchy of abstraction layers in computing
systems, demonstrating the sequential transformation of
fundamental physical processes in SCs into logical oper-
ations and high-level software.

Application Software

Operating System

Software

& Registers

Figure 1. Layers of abstraction in computer systems

Source: compiled by the author

A critical area of application is the maintenance of
signal and power integrity. In modern high-speed com-
puters, where switching speeds reach the gigahertz
range, electrical signals behave as electromagnetic
waves on transmission lines. Consequently, modelling
these lines was vital to prevent internal phenomena
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such as signal reflection and dispersion, which could
degrade data quality (Jin ef al., 2004). This ensures that
electrical pulses arrive at the receiver on time and with-
out distortion. Similarly, power integrity is modelled to
ensure the correct operation of inductive elements,
such as coils and transformers, and to facilitate noise
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filtration through capacitors, maintaining the voltage
stability required for reliable chip operation.

Furthermore, electricity and magnetism provide
the indispensable foundation for data storage across
various media (Ma, 2025). In electrical storage systems,
such as Dynamic RAM (DRAM), information is stored
as an electric charge in microscopic capacitors, with
electrostatics being used to model rapid read/write
cycles. Static RAM (SRAM) utilises transistor flip-flops,
where electrodynamics describes the ultra-fast switch-
ing of currents. For non-volatile storage, such as Flash
memory (SSD, EEPROM, EPROM), information is main-
tained as a charge trapped in a transistor’s floating
gate, where programming occurs through controlled
electric fields that enable electron tunnelling. Emerg-
ing technologies, including FRAM and RRAM, use elec-
tric fields to change material polarisation or voltage
to form conductive filaments, respectively. Magnetic
storage remains equally significant; in HDDs, data is
encoded via the magnetisation direction of microscop-
ic areas on platters, a process optimised through CP
modelling of magnetic fields and magnetoresistive
effects. An equally important task in CP is ensuring
electromagnetic compatibility and shielding, which
allows for the management of undesirable radiation
and the susceptibility of devices to external interfer-
ence. As every electronic device is a potential source
and receiver of electromagnetic waves, numerical
methods were employed to design effective shielding
(Morales et al., 2023). This shielding was based on the
mechanisms of reflection by highly conductive metals
and absorption by materials with specific dielectric or
magnetic losses. Such modelling guaranteed the un-
interrupted operation of ICS, from mobile gadgets to
complex cyber-physical systems, even in environments
with high electromagnetic noise.

Wireless communication technologies, including
Wi-Fi, Bluetooth, and 5G/6G, rely entirely on the trans-
mission and reception of electromagnetic waves, with
electrodynamics providing the only theory capable of
describing antenna operation. CP was used to model
field distribution around miniature antennas, optimis-
ing radiation patterns and impedance matching based
on the electrical and magnetic properties of the struc-
ture (Basherlou et al., 2025). Moreover, the introduction
of new frequency spectra by engineers ensures the in-
novativeness and reliability of global communication
technologies. Finally, reliable and autonomous power
sources are critical for mobile and high-performance
systems (Rasolomampionona & Ktos, 2023). CP applies
the laws of electrodynamics and thermodynamics to
model the electrochemical processes within Li-lon bat-
teries, enabling the optimisation of capacity, charging
speed, and service life. Additionally, the operation of
solar cells, used in autonomous loT sensors and robot-
ics, is based on the photoelectric effect. Here, electro-
dynamics and optics are utilised to model photon ab-
sorption and current generation in SC layers, allowing

engineers to maximise energy conversion efficiency
and develop flexible power sources.

Optics is a fundamental field of physics that studies
the nature of light and its interaction with matter, pro-
viding the technological foundation for high-speed data
transmission, high-precision manufacturing, and visual
information gathering. CP utilises the laws of geometric
and wave optics, including reflection, refraction, diffrac-
tion, and interference, for the numerical modelling and
implementation of complex optical-physical systems.
This enables engineers not only to overcome the ge-
ometric limitations of miniaturisation in microelectronics
but also to create efficient high-performance networks
and human-machine interfaces. A primary application of
these principles is optical lithography, which is a fun-
damental process in the manufacturing of microproces-
sors and memory. This technology operates on the laws
of wave optics, using diffraction and interference for the
ultra-precise transfer of complex circuit patterns from a
photomask onto a silicon wafer. As transistor sizes shrink
towards the nanometre scale, as dictated by Moore’s Law,
the diffraction limit becomes a critical physical bound-
ary. To overcome this, computer engineering employed
complex wave optics modelling in the development of
innovative systems such as immersion lithography and
EUV, which ensured the resolution necessary for further
component miniaturisation (Bakshi et al., 2017).

Optoelectronic data transmission represents anoth-
er vital area, encompassing the conversion of electrical
signals into light signals to form the basis of high-speed
communication. Fibre-optic networks, which underpin
the modern internet and data centres, rely on the phe-
nomenon of total internal reflection at the boundary
between the fibre core and cladding. Optics is used to
model dispersion and signal loss in long-distance lines,
maximising transmission speeds. Beyond telecommuni-
cations, fibre optics is utilised in high-speed peripheral
connections such as HDMI 2.1 and USB 4, as well as in
avionics, space technology, and industrial SMART-net-
works. Furthermore, optical fibres serve as distributed
sensors for monitoring large-scale infrastructure; by
analysing how light propagation is affected by external
influences, these systems can measure temperature, vi-
bration, and strain in bridges, pipelines, and deep bore-
holes. The effective operation of these networks also
requires the modelling of optical signal generators,
such as lasers and LEDs, alongside photodetectors for
signal reception (Kim, 2017).

The development of sensors and cameras also re-
lies heavily on optical principles. Geometric optics is
used to design lenses and microlens arrays, which are
the foundation of computer vision systems in smart-
phones, UAVs, and autonomous transport. Additionally,
LiDAR technologies act as optical distance sensors, re-
lying on the laws of light propagation to measure the
time-of-flight of laser pulses. These systems are crucial
for 3D scanning and the navigation of autonomous mo-
bile robotics (Zhou, 2022). Finally, optics is essential for
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the design of displays and immersive interfaces. In LED
and LCD screens, optical modelling optimises bright-
ness, colour accuracy, and viewing angles by analysing
the interaction of light with liquid crystals or organic
materials. For augmented and virtual reality (AR/VR),
optical systems consisting of specialised lenses and
prisms are indispensable for the correct display of im-
ages on screens positioned close to the eyes. Geometric
optics allows for the accurate modelling of distortions
and vision correction, ensuring a realistic and comfort-
able user interface (Song & Wu, 2024).

OM serves as a primary foundation for the modern
IT industry, providing the theoretical framework to ex-
plain the behaviour of matter at atomic and subatomic
levels. Without accounting for quantum effects, such as
discrete energy levels and wave-particle duality, the
functioning of SC materials - from which all transis-
tors, processors, and memory are constructed - would
be impossible. CP utilises quantum principles to model
the band structure of materials and the behaviour of
electrons in nanoscale structures, effectively defining
the physical limits and capabilities of modern comput-
ing. While advanced areas such as quantum computing
and cryptography remain promising, their full realisa-
tion represents a significant technological challenge
for contemporary engineering. The understanding of SC
and transistors is deeply rooted in QM, which explains
how conductivity depends on band structures and how
doping creates charge carriers. Modelling based on the
Schrodinger equation allowed engineers to predict
electron flow in MOSFET transistors, which are the ba-
sic building blocks of microchips (Cheng et al., 1999).
As transistor sizes shrink to the nanometre level, unde-
sirable quantum effects, such as quantum tunnelling,
emerge. This phenomenon describes the probability
of an electron overcoming thin dielectric barriers even
when its energy is lower than the barrier height. CP em-
ployed quantum models to calculate tunnelling prob-
abilities, which is crucial for determining the physical
limits of miniaturisation and preventing current leak-
ages that lead to power losses and calculation errors
(Khodayari et al., 2026).

Quantum computing represents the most ambi-
tious application of QM, utilising qubits that operate
through superposition and quantum entanglement.
Unlike classical bits, these quantum phenomena allow
for an exponential increase in computational power,
enabling the processing of vast numbers of states in
parallel (Oukaira, 2025). This paves the way for solv-
ing complex problems, including molecular modelling
for new materials and the rapid factorisation of large
numbers using Shor’s algorithm. Closely related to
this is the phenomenon of superconductivity, where
zero electrical resistance occurs due to the formation
of Cooper pairs of electrons. Superconducting circuits
containing Josephson junctions are currently a domi-
nant physical principle for creating high-coherence
qubits (Huang et al., 2020). Beyond quantum computers,
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superconductivity offers a path toward energy-efficient
classical electronics. Technologies such as Rapid Single
Flux Quantum (RSFQ) could enable the creation of ul-
tra-fast processors with minimal thermal losses due to
the absence of electrical resistance (Bairamkulov & De
Micheli, 2024). Furthermore, quantum metrology utilis-
es superconducting sensors, such as SQUID magnetom-
eters, for ultra-sensitive magnetic field measurements
in medical diagnostics and high-precision electronic
component verification.

QM also provides the basis for absolutely secure
communication through quantum cryptography, specif-
ically Quantum Key Distribution (QKD). Unlike classical
methods that rely on mathematical complexity, QKD
relies on the fundamental laws of physics. Because any
attempt to measure a photon’s state inevitably alters
it, eavesdropping is immediately detected, making key
interception physically impossible (Litkenhaus, 2019).
Finally, Ab Initio modelling methods, particularly DFT,
allow for the numerical prediction of physicochemical
properties at the atomic level. This fundamental ap-
proach accelerates innovation across the IT industry by
enabling the discovery of new SC and thermal interface
materials with enhanced properties (Kleger & Meuni-
er, 2023). Atomic and nuclear physics study the structure
of the atom and its nucleus, as well as processes related
to radioactive decay, nuclear reactions, and the interac-
tion of radiation with matter. Although their role in the
IT sphere may not be immediately obvious, these fields
are essential for ensuring the longevity, reliability, and
security of electronic systems, as well as for powering
high-performance or autonomous computing complexes.

A primary concern addressed by nuclear physics
is the radiation hardness of electronics. High-energy
cosmic rays, such as neutrons and muons, interact with
the silicon structure of microchips, causing local bursts
of ionising radiation. These interactions can lead to
Single Event Upsets (SEU), where a single bit state is
erroneously switched (0 — 1 or vice versa). Atomic and
nuclear physics are utilised to model these interactions,
enabling engineers to develop radiation-hardened mi-
crocircuits. This is critically important for aerospace
technology, including satellites and Mars rovers, as well
as for medical radiation therapy equipment and data
centres located at high altitudes (de Aguiar et al., 2025).
Furthermore, nuclear physics plays a significant role in
the energy sector as it pertains to IT infrastructure. Giv-
en that large-scale data centres consume gigawatts of
electricity, there is a growing trend toward integrating
small modular reactors (SMRs) or utilising nuclear pow-
er plants to ensure a stable and sustainable power sup-
ply (Vanatta et al., 2024). For autonomous electronics in
deep space or long-term missions where solar energy
is unavailable, radioisotope thermoelectric generators
(RTGs) are employed. The operating principle of RTGs is
based on radioactive decay, providing a reliable source
of electricity for onboard computers in environments
where other power sources would fail.
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Additionally, nuclear magnetic resonance (NMR) is
applied within the IT industry for more than just medi-
cal imaging.While frequently associated with MRI,NMR
is used for the non-destructive analysis of the chemical
composition and structure of SC materials. This appli-
cation was vital for quality control in microchip manu-
facturing, which allowed for high-precision verification
of component integrity at the atomic level (Kehayias et
al.,2017).Interdisciplinary interconnection. The modern
IT industry functions not thanks to individual branches
of physics, but due to their complex interdisciplinary
connection. No complex component (from processor to
screen) can be designed using only one theory. Physics
of the micro-world (QM, atomic physics) sets the fun-
damental limits for materials, while classical physics
(classical mechanics, electro- and thermodynamics, op-
tics) provides the engineering solutions for their reali-
sation and stable operation in the macro-world.

One of the clearest examples is optoelectronics
and displays, where the laws of QM, optics, and molec-
ular physics operate simultaneously. The operation of
quantum dots, used in modern QLED screens, is entirely
based on QM (the quantum confinement effect, which
determines the colour). However, for the correct display
of the image, engineers apply optics (reflection and
transmission of light) and thermodynamics (managing
the thermal regime of the display, which affects lon-
gevity and colour). A similar situation is observed with
liquid crystals, where electric fields (electrodynamics)
control the orientation of molecules (molecular phys-
ics), and the result of their work - the reflection of

light - is described exclusively by optics. Another exam-
ple is the reliability and energy efficiency of microcir-
cuits. Here, QM describes the electrical behavior of the
transistor, allowing electrons to overcome tunneling
barriers. However, the heat generated during the pas-
sage of such electrons is described by the laws of ther-
modynamics. Such a phenomenon must be taken into
account by computer engineers to prevent the destruc-
tion of the material, whose properties are determined
by molecular physics and quantum chemistry (Ab Initio
modeling). Moreover, complex cooling systems (heat
pipes), whose operation is a direct application of mo-
lecular physics phenomena (evaporation and conden-
sation), are used to dissipate this heat.

Robotics and autonomous systems demonstrate a
direct synthesis of classical physics. Mechanics is fun-
damental for calculating the kinematics and dynamics
of the robot’s motion (forces, inertia, trajectory). But for
the robot to “see” the world and make decisions, op-
tics (cameras, LiDAR) and electrodynamics (wireless
communication, electric motor control) are needed. For
example, an autonomous UAV uses a GPS system (elec-
trodynamics + relativistic mechanics), inertial MEMS
sensors (classical mechanics + electrostatics), and its
stability in the air is controlled, in particular, by mod-
eling the influence of wind (classical mechanics). The
following Figure 2 illustrates a typical cyber-physical
system infrastructure, demonstrating the close inter-
connection between physical processes and the soft-
ware layer, where real-time sensor data informs the
control logic for hardware components.
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Figure 2. Cyber-physical system infrastructure

Source: compiled by the author

Thus, all IT fields, without exception, exist exclu-
sively at the intersection of these fundamental scien-
tific disciplines, making CP the foundation of all tech-
nological innovations. The comprehensive analysis of
physical laws within the architecture of ICS reveals a
profound shift from traditional hardware engineering
towards an integrated computational-physical ap-
proach. The results obtained in this study underscore
that the evolution of the IT industry is no longer limited
by software complexity but by the fundamental phys-
ical boundaries of materials, energy, and subatomic

interactions. This perspective suggests that CP has
moved from being a supplementary tool to becoming
the central governing framework for the future of IT.
The synthesis of mechanical principles, as explored
through the dynamics of high-speed components and
MEMS sensors, demonstrates that classical physics re-
mains indispensable even in a digital-first era. The work
of M.A. Gharaibeh & B.M.Y. Gharaibeh (2023) regarding
vibrational resistance and G.S. Chen et al. (2025) con-
cerning HDD read/write head dynamics highlighted a
critical point of discussion: as components shrink and
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speeds increase, mechanical precision becomes a bot-
tleneck for data integrity. The necessity of modelling
these systems using the FEM proved that the mechan-
ical reliability of a system is as vital as its algorithmic
efficiency. This alignment between macro-scale struc-
tural stability and micro-scale operational precision is
a recurring theme throughout the study.

In the field of molecular physics and thermody-
namics, the results indicate a fundamental shift from
empirical manufacturing to predictive modelling. The
analysis of planar technology and dopant diffusion pro-
cesses, supported by the findings of |. Martin-Bragado et
al. (2006), demonstrated that adhering to Moore’s Law
is primarily a thermodynamic challenge. The ability to
numerically simulate atomic motion and temperature
field distribution ensures a level of precision unattain-
able by physical experimentation alone. Furthermore,
the implementation of advanced cooling solutions, as
explored by I. Tari & F.S.Yalcin (2010) and X-K. Chen et
al. (2022), confirmed that heat dissipation efficiency
and the stabilisation of thermal regimes are currently
the principal limiting factors for the advancement of
high-performance computing systems.

The transition from thermal constraints to elec-
tromagnetic ones is seamless, as seen in the model-
ling of signal and power integrity. The work of H.Jin et
al. (2004) remains a cornerstone in understanding how
electrical signals behave as electromagnetic waves at
gigahertz frequencies. This study’s analysis of signal
reflection and dispersion confirmed that electricity and
magnetism provide the fundamental language of ICS.
The discussion of data storage, from DRAM to magnetic
HDDs as analysed by Z.Ma (2025), further reinforces the
idea that information is, at its core, a physical state -
whether it be a trapped charge or a magnetic orienta-
tion. The importance of electromagnetic compatibility
and shielding, supported by M.A. Morales et al. (2023),
demonstrated that the isolation of electronic compo-
nents from external interference is a prerequisite for
the reliability of all modern mobile and cyber-physical
systems. Furthermore, the results regarding optics and
wireless communication highlight the dual nature of
light as both a manufacturing tool and a data carrier.
The critical boundary represented by the diffraction
limit in optical lithography, discussed by V. Bakshi et
al. (2017), serves as a bridge between classical wave
optics and the quantum-scale manufacturing of the
future. The application of geometric optics in com-
puter vision and LiDAR technologies, as explored by
J.Zhou (2022) and J-K. Song & S-T. Wu (2024), demon-
strated that the perception of the physical world by
autonomous systems is entirely dependent on the ac-
curate modelling of light propagation. This confirms
that optics is the primary interface between the digital
processor and the physical environment.

The most significant technological shift is observed
in the application of QM. The findings regarding quan-
tum tunnelling and the physical limits of miniaturisation,
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supported by B. Cheng et al. (1999) and Z. Khodayari et
al. (2026), prove that the field has reached a stage
where classical logic is insufficient to describe hard-
ware behavior.The analysis of quantum computing and
superconductivity (Bairamkulov & De Micheli, 2024;
Huang et al., 2020; Oukaira, 2025) defineed the stra-
tegic directions for the long-term development of ICS.
Furthermore, the reliability of global security based
on quantum cryptography, as described by N. Litken-
haus (2019), demonstrated that the fundamental laws
of physics are now the defining basis for ensuring in-
formation security during the transition to post-quan-
tum standards. Finally, the role of atomic and nuclear
physics in ensuring radiation hardness and providing
autonomous power through RTGs (Vanatta et al., 2024;
de Aguiar et al., 2025) highlights the extreme envi-
ronments in which modern ICS must operate. The use
of NMR for quality control (Kehayias et al., 2017) and
the relativistic corrections required for GNSS systems
(Ayso & Kahveci, 2025) serve as reminders that the IT
industry must account for the structure of the atom
and the curvature of spacetime to maintain modern
standards of accuracy.

In conclusion, this article provides a unique synthe-
sis of physical laws across the entire spectrum - from
classical and relativistic mechanics to thermodynamics,
electromagnetism, and quantum physics - demonstrat-
ing their inextricable link to the architecture of mod-
ern ICS. Unlike specialised studies that focus on iso-
lated hardware components, this work offers a holistic
interdisciplinary framework that identifies physics as
the primary driver of IT innovation. The originality of
this research lies in its systematic approach to bridging
the gap between fundamental scientific theories and
practical engineering challenges, such as the thermal
wall and quantum tunnelling. By unifying these diverse
branches of physics into a single conceptual model, this
study establishes a new perspective on the evolution of
IT, proving that the future of digital systems is funda-
mentally governed by the transition to a physics-aware
computational paradigm.

CONCLUSIONS

The conducted research, aimed at analysing the in-
terconnection of fundamental physical laws with the
hardware and software architecture of ICS and defin-
ing directions for their future development, allowed for
the formation of a comprehensive vision of the phys-
ical foundations of the IT industry. It was established
that physical laws are an integral part and the basis for
the functioning of ICS. Classical mechanics and elec-
trodynamics underpin robotics, inertial MEMS systems,
and LiDAR sensors necessary for autonomous vehicles
and aerospace applications. The reliability, longevity,
and resistance of such systems to vibrations are de-
termined by mechanical fatigue models. Thermody-
namics and molecular physics are key to the effective
management of the thermal regime and solving heat
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dissipation problems in modern technology, emphasis-
ing the importance of CFD analysis and liquid immer-
sion cooling. Thermal conductivity of nanostructures
(e.g., PCF-graphene) is becoming critical for passive
heat dissipation. Optics and electrodynamics ensure
the functioning of high-speed data transmission chan-
nels and are also the basis for manufacturing technolo-
gies. Specifically, EUV remains key to forming nanome-
ter-level microchips. QM, particularly the phenomenon
of tunneling, directly defines the physical limits of fur-
ther transistor miniaturisation, requiring a transition to
new materials (e.g., 2D Janus LiMSSe) and architectures
to circumvent these limitations. Atomic and nuclear
physics play an important role in ensuring the radiation
hardness of electronics, which is critically important for
space-based, highly autonomous systems, and are also

quantum qubits and the investigation of quantum pro-
tocols (e.g., QKD) for secure data transmission. Com-
putational modeling (based on DFT and molecular
dynamics methods) is also key for designing new SC
materials that will allow circumventing the quantum
Llimits of silicon structure miniaturisation. An important
prospect is the integration of physically accurate re-
al-time simulation models (based on N-body dynamics
and hydrodynamic models) for extended reality (XR),
which will ensure a new level of interaction realism.
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®di3nyHi acnekTu IT-iHQYCTPIi:
Bifi NPOrpaMHUX apXiTeKTyp Ao KibepdisnuHnx cncrem

Tapac Jlawyk

KaHaunpat di3nko-mMaTeMaTUYHUX HAyK, CTapLuMiA BUKNaaau
PiBHEHCbKMI AepXKaBHWIA r'yMaHiTapHuiA YHiBepcuTeT
33028, syn. CrenaHa baHpepw, 12, M. PiBHe, YkpaiHa
https://orcid.org/0000-0002-2242-7537

AHoTauis. OyHKLiOHYBaHHS Cy4aCHUX 0B0UYMCIOBaNbHUX CUCTEM BA3YETbCA HA CKNALHOMY B3aEMO3BA3KY anapaTHOro
3abe3neyeHHs Ta NPUKAALHUX QiI3UYHUX ABULL. AKTYaNnbHICTb AOCNIAXKEHHS BU3HAYAETLCS PYHAAMEHTANbHOK
3aN1eXKHICTIO TeXHONOTiYHMX iHHOBaLin B IT-iHAYCTpIi BiA 3aKOHIB di3nKH, 9Ki BOAHOYAC BM3HAYAKOTb K MeXi
(Hanpuknaa, KBaHTOBE TYHe/NlOBAaHHSA B HAHOMETPOBUX TPAH3UCTOpPAX), TaK | HOBI MOXAUBOCTI (Hanpuknag,
KBaHTOBa cynepno3uuia y kybitax). MeToto poboTu 6yno npoaHanisyBaTi B3aEMO3B'A30K dyHAAMEHTANbHUX
®}i3MYHMX 3aKOHIB 3 anapaTHO-NPOrpaMHOK apXiTEKTYPO 06YMCNOBANbHUX CUCTEM Ta BU3HAUYATU HAMNPSIMKU
ManbyTHbOro po3BuTKY. MeToaon0ria fLocniAxKeHHs 6a3yBanacs Ha CUCTEMHOMY NiAXOAI, WO BKIKOYAB KOHTEHT-aHani3
BMCOKOSIKICHUX HAYKOBUX JAHWUX, CTPYKTYPHO-(DYHKLiIOHANbHMIA aHaNi3 Qi3UUYHUX KnacTepiB Ta TEOPETUYHUIN CUHTES
MDXAUCUMNNIHAPHUX 3B'A3KiB, MiAKPiNAeHUX Noriko-rpadiyHum MogentoBaHHAM. OCHOBHI pe3ynbTaTv AOCAIAXKEHHS
BUSIBMIM, WO KBAaHTOBA MEXaHiKa i TepMoAMHaMIKa 3a4atoTb Qi3UYHI MexXi 415 MiHiaTiopM3aLii TpaH3MCTOpiB Ta
KepyTb TEMI0BUM PEXMMOM MiKPOCXEM, @ ONTUKA € OCHOBOI A9 BUCOKOLIBUAKICHOI Nepeaadi AaHux i nitorpadii
Mikpouunni. KnacnyHa mexaHika Ta enekTpoanHaMika 3abesneyytotb GyHKLiOHYBaHHS KibepdisnyHux cucrem,
BKJ1H0YAI0UM aBTOMATM30BaHI CMCTEM KepyBaHHS, pob0oTU30BaHI KOMNNEKCHU Ta iHDpacTpyKTypy 6€34p0TOBOro 3B3KY.
[MpoaHanizoBaHo, Wo MonekynsipHa ¢i3znMka Ta MoAeNtBaHHA HAHOPO3MIpHUX CTPYKTYP BiAirpaloTb BUpianbHy
pob Y NPOEKTYBAHHI HOBMX HaNiBNPOBiAHMKOBMX MaTepianis i NpOrHO3yBaHHI AOBroBiYHOCTI KOMMNOHEHTIB Ha
OCHOBI BiANOBIAHMX KOMM'IOTEPHO-Gi3MYHUX Moaenel. [oka3aHo, Wo saepHa Ta aToMHa (i3unka BiAirpaloTb KKYOBY
posib 'y 3abe3neyeHHi paaiaLiinHOT CTIMKOCTI eNeKTPOHIKM i pO3rnsfatTbCs 9K MNOTEHLiAHE AXXePeno XWUBEeHHS
N9 BUCOKOABTOHOMHUX 064MctoBanbHMx komnnekciB. Ocobnmea yBara npuaineHa nepcnekTMBHUM HanpsiMam,
30KpeMa HaanpoBiAHOCTI, KBAHTOBMM 0OUMCNIEHHAM Ta KBAHTOBIM kpuntorpadii. MpakTUyHa LiHHICTb poboTH
nonarae y GopMyBaHHi KOMMNAEKCHOrO nornsay Ha di3nyHi OCHOBM 0BYMCNIOBANbHUX CUCTEM, WO € KPUTUYHO
BXX/IMBMM 19 KOMITIOTEPHUX Ta MPOrPaMHUX iHXEHEePIB, HAYKOBL,iB Npyu po3pobLi HOBUX MaTepianis, NPOEKTYBAHHI
BMCOKOMPOAYKTUBHUX | eHeproedeKTUBHUX MIKpPOCXEM, @ TAKOX A1 CTBOPEHHS HaAiMHUX aBTOHOMHMX Ta KBAHTOBUX
064YMCNIOBANBHUX CUCTEM

KniouoBi cnoBa: koMmm'ioTepHa i3nka; HAHOTEXHONOTIT; KOMM'IOTEPHE MOLENIOBAHHS; NIaHAPHA TEXHOOTiS; KBAHTOBI
0buncneHHs; eHeproedeKTUBHICTb; LiNiCHICTb CUrHany
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Abstract. The study aimed to theoretically substantiate a method for the identification of intentional interference
types in an uncertain interference environment for software-defined radio systems by using known interference
models and formalised analysis of the communication channel state vector. The methodological basis included
window calculation of the matched feature vector, their normalisation, signature coding, metric and probabilistic
comparison with a template library, threshold rejection of uncertain cases, and model-simulation verification in
the streaming architecture of software-defined radio.As a result,a formalised feature space and signature profiles
of five basic classes of interference were formed: impulse, broadband noise, harmonic, modulation, and low-
visibility — as stable multi-parameter patterns of common signal indicator changes that ensure class separation
in different signal-to-noise ratio modes, bit error probability variability, and spectral power density morphology,
and are reproduced in repeated runs with unchanged parameters. The method is implemented in the form of a
computational pipeline with a sequence of stages “state vector — event detection — segmentation — signature
description — dimensionality reduction — comparison — decision”, where resource-intensive operations are
activated only in the presence of an event trigger, and the interfaces between the blocks record a transition
from observations to a compact impact signature. The resulting classification rules with membership thresholds
and a controlled rejection procedure have been formulated, which transfers new signatures to the accumulation
mode and incremental supplementation of the database with subsequent confirmation of profile stability on
repeated observations. Simulation testing on a series of parameterised scenarios showed the reproducibility
of signature profiles and classification decisions under fixed settings. The practical significance of the study
results is determined by the possibility of implementing the method by developers and integrators of embedded
software-controlled radio systems and radio monitoring systems for streaming determination of the type of
intentional interference based on signature profiles with threshold rejection of unknown cases and controlled
replenishment of the signature library
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Method for determining intentional interference type...

INTRODUCTION

The research relevance is determined by the fact that
Software-Defined Radio (SDR) in real conditions of ra-
dio-electronic warfare loses its operability not only due
to background noise, but primarily due to specific sce-
narios of deliberate interference, which manifest them-
selves in various combinations of degradation of the
Signal-to-Noise Ratio (SNR), Received Signal Strength
Indicator (RSSI), Bit Error Rate (BER) and Power Spectral
Density (PSD). Under such conditions, it is not enough
to simply record the fact that interference is present - it
is critical to algorithmically determine its type based on
measured parameters and time-spectral characteristics.
Interference classification is considered a computation-
al data processing task with a procedure for rejecting
undefined classes and the possibility of expanding
signature descriptions, which is especially relevant for
SDR platforms with limited computational resources
and strict processing delay requirements.

In studies of interference immunity in mobile radio
networks, S. Boholii et al. (2022) showed that adaptive
beamforming provides a significant reduction in in-
terference due to spatial signal selection. The results
confirmed the effectiveness of spatial adaptation, but
the classification interpretation of the interference type
in algorithmic form was not considered. T. Hurskyi et
al. (2025) provided a quantitative assessment of the ef-
fectiveness of radio-electronic suppression of control
channels of First-Person View (FPV) unmanned plat-
forms. The channel degradation indicators described
the effects of the interference but did not form a pro-
cedure for computational recognition of the nature of
the interference signal. A description of models and
technical methods for generating radio interference
was presented by V. Zylevich & S. Svakha (2025), which
reveals the energy and spectral properties of various
types of interference in telecommunications systems.
This presentation provided the basis for parameterised
modelling of interference and the formation of feature
templates in simulation environments. The algorithmic
logic of step-by-step situational control in conflict ra-
dio-electronic interaction was considered by V. Kantse-
dal & A. Mogyla (2025), where the response process is
presented as a sequence of computational steps. How-
ever, the mechanism for rejecting unknown types of in-
terference and forming new classes in the classification
model is not formalised.

The problem of interference recognition in open-
set conditions has been studied in detail by H. Han et
al. (2022), who introduced an open-set formulation for
the jamming pattern recognition problem. The paper
proves that the threshold decision rule reduces the risk
of misclassification of unknown interference patterns
and increases the reliability of automatic analysis. A
systemic risk approach to intentional electromagnetic
interference was proposed by N. Davies et al. (2025),
where interference is considered as a factor in the in-
teraction of subsystems of complex radio-electronic

complexes. This interpretation emphasised the feasi-
bility of embedding interference-type determination
algorithms into the computational architecture of radio
systems as a separate analytical module. Methods for
interference recognition based on multi-domain fea-
tures were proposed by P.Wang et al. (2022), where the
combination of several feature spaces increases the ac-
curacy of classification in wireless networks. The results
confirmed the effectiveness of the multidimensional
representation of the channel state as an input vector
for the recognition model.

Automatic classification of interference signals in
cognitive radio systems of unmanned platforms was
investigated by A. Krayani et al. (2022), where time-fre-
quency representations were used as robust descrip-
tors of the interference type. The suitability of com-
pact time-spectral features for practical recognition
algorithms was demonstrated. A spectrogram-oriented
approach to detecting and classifying interference in
Orthogonal Frequency Division Multiplexing (OFDM)
systems for unmanned aerial vehicles is presented
by Y. Li & M. Pawlak (2022), where machine learning
(ML) is combined with specialised feature selection.
The results showed that the alignment of the feature
structure and the classification model determines the
robustness of recognition at low SNR values. Practical
methods for detecting and ML-classifying interference
in satellite navigation signals were discussed by J. Ri-
jnsdorp et al. (2023), where the emphasis is on the suit-
ability of algorithms for implementation in receiving
devices. This approach emphasised the importance of
resource efficiency, controlled complexity, and scalabil-
ity of classification solutions.

A synthesis of the above sources revealed a re-
search niche: existing works either demonstrate ways
to improve noise immunity or describe interference
classification, but do not sufficiently combine these
lines into a formalised method for determining the type
of intentional interference in conditions of uncertainty
of the interference environment as a software-imple-
mented data processing system for SDR. There remains
a need for a clearly defined data structure (channel
state vector as a multidimensional feature space), a re-
producible algorithmic pipeline (collection — pre-pro-
cessing — feature extraction — classification — re-
ject — signature database update), as well as explicitly
stated complexity and resource constraints that ensure
practical applicability for SDR platforms. These re-
quirements set the framework for the further devel-
opment of the proposed method and its simulation
validation in a software environment, focused on ap-
plication in further research and development of a
knowledge base of task templates. The study aimed to
theoretically justify a method for determining the type
of intentional interference in conditions of uncertainty
of the interference environment for software-defined
radio systems based on the use of known interference
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models and formalised analysis of the communication
channel state vector.

MATERIALS AND METHODS

The research was conducted as theoretically and algo-
rithmically oriented and aimed at constructing a repro-
ducible computational scheme for determining the type
of intentional radio interference in conditions of an un-
certain interference environment for SDR. The material
basis was formed by formalised parametric descriptions
of the radio channel state, presented as time series of
measured indicators and their derivatives in the form of
feature vectors.The basic state vector included the signal-
to-noise ratio (SNR), received signal strength indicator
(RSSI), bit error rate (BER), spectral power density (PSD),
as well as time statistics (mean values, variances, rates
of change, stationarity indicators) and derived time-fre-
quency descriptors formed from short-time transforma-
tions and local spectral estimates. All parameters were
interpreted as a unified multidimensional feature space
of the channel state, in which the type of interference
is manifested not by a single indicator, but by a com-
bination of coordinated changes in energy, error, and
spectral-structural characteristics, which makes it possi-
ble to describe the impact and further classification. To
ensure the reproducibility of algorithmic solutions and
the possibility of re-testing in different configurations,
feature formation was conducted in a fixed computing
mode: with a given sampling frequency, sliding window
length for SNR/BER/RSSI estimation, PSD estimation
parameters (window type, overlap, frequency resolution)
and rules for matching temporal and spectral features
in @ common vector. The rules for normalising features
(scaling to comparable ranges and resistance to chang-
es in absolute signal levels) were recorded separately,
since it is normalisation that determines the correctness
of similarity metrics for comparing signatures in the
knowledge base.

In addition, a formalised taxonomy of types of in-
tentional interference and corresponding signature
manifestations in the multidimensional feature space
of the channel state was used as the material basis for
the study. Within the model corpus, impulse, broadband
noise, harmonic, modulation, and structured low-prob-
ability of intercept/low probability of detection (LPI/
LPD) influences were considered, for which coordinated
profiles of changes in SNR, RSSI, BER and PSD, as well
as time-spectral patterns in the form of local energy
maxima, spectral peaks, sidebands and quasi-periodic
structures were set for the LPI/LPD class of low-prob-
ability-of-intercept/low-probability-of-detection influ-
ences. For the reproducible formation of these profiles
in the model body, controlled parameterised synthetic
implementations of the useful signal and interference
effects in the complex 1/Q baseband were used. BPSK,
QPSK, and 16-QAM with pulse shaping via RRC filter-
ing, as well as OFDM with a cyclic prefix as a control
case of a structured spectrum, were used as reference
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models of the useful signal to verify the robustness of
the features to different “normal” spectral morphologies
of transmission. Low-power interference (LPI/LPD) was
generated in forms that minimize contrast at average
SNR/RSSI, leaving reproducible local time-frequency
invariants. These include noise-like DSSS signals based
on pseudo-random sequences and FHSS influences,
where a short time is spent at a frequency, resulting
in short local energy maxima in the TF representation
instead of stable peaks in the global PSD. Additionally,
low-energy chirp/LFM components with a characteris-
tic “sloped” trace in the spectrogram and burst signals
with a low duty cycle provide episodic TF anomalies
and increase non-stationarity without prolonged deg-
radation of energy averages.

The parameters of the influences were set in a nor-
malised form relative to the sampling frequency and
the length of the analysis window (relative bandwidth,
frequency sweep rate, dwell time at frequency, duty cy-
cle), and the amplitude ratios were adjusted through
SNR scenarios so that for LPI/LPD influences, the main
class separation was provided by spectral, entropy, and
time-frequency descriptors, rather than absolute power
levels. The interference signature was interpreted as a
reproducible vector representation of a channel state
fragment formed from energy, statistical, and time-fre-
quency descriptors, including estimates of spectral en-
tropy, occupied bandwidth, pulse structure regularity,
BER variability, and RSSI change rates. To ensure com-
parability of signatures between scenarios, coordinated
signature coding was used with a reduction in the di-
mensionality of the feature space using autoencoder or
perceptron transformations, which made it possible to
obtain compact latent vectors suitable for metric com-
parison. Thus, the research materials included not only
time series of channel parameters and synthetically
generated signals/interference, but also formalised sig-
nature descriptions of typical interference effects and
rules for their vector representation, which were used as
a basic information set for further algorithmic classifica-
tion and incremental expansion of the knowledge base.

The methodological part was based on a combi-
nation of system analysis, feature modelling and algo-
rithmic signal classification and was implemented as
a formalised computational pipeline: ‘channel state
vector — interference event detection — signature
coding — metric comparison — classification deci-
sion — rejection or database update” The channel state
vector was defined as and was subject to normalisation
and time smoothing in sliding windows to reduce the
impact of random fluctuations and ensure the stability
of subsequent estimates, with the specification of the
feature composition being conducted in the form (1):

x(t) =[SNR(t), RSSI(t), BER(t), PSD(t), H(t), o> ()] €R", (1)

where H(t) - channel impulse response; ¢? () - signal
dispersion.
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Detection of the interference event was imple-
mented as a multi-criteria threshold procedure in-
corporating combined changes in SNR, BER, RSSI and
spectral indicators, followed by signal segmentation
using the adaptive window method with the selection
of quasi-stationary fragments. For each fragment, a set
of temporal, spectral, and time-frequency features was
calculated, including energy distributions, spectral en-
tropy, bandwidth estimates, peak structure parameters,
and reqgularity indicators. Signature coding was imple-
mented by converting the primary feature space into
a compact vector representation using dimension re-
duction and machine learning methods implemented
in scikit-learn to reduce the computational load and
improve the stability of similarity metrics for SDR plat-
forms with limited resources. Signature comparison
was performed using cosine similarity and Euclidean
distance, and the decision was made based on the max-
imum estimate of membership in known classes.

To account for the uncertainty of the interference en-
vironment, a rejection mechanism was used, whereby the
input vector was classified as an unknown type of inter-
ference provided that the maximum estimate of mem-
bership in the set of known classes did not exceed the
threshold value . In the case of rejection, a new signature
record with metadata was formed, and the procedure for
incremental replenishment of the knowledge base was
initiated after confirmation of the stability of repeated
observations.To ensure the scalability and consistency of
the signature library in multi-node operating scenarios,
the method provided for a two-level architecture of in-
teraction between edge software-defined radio devices
and the cloud environment, where local SDR platforms
perform initial detection, segmentation, feature forma-
tion, and classification decisions in real time with mini-
mal delay, while the cloud level is used as a centralised
repository for the global signature database, a service for
synchronising updates between devices, and a comput-
ing circuit for resource-intensive operations, including
retraining dimensionality reduction models or classifi-
ers on expanded datasets, as well as in-depth analysis
of ambiguous or rejected cases that require more tem-
plates, repeated runs, and more complex validation pro-
cedures than are available on edge devices.

Algorithmic suitability was assessed by analysing
computational complexity and resource requirements, in
particular the complexity of matching a signature with
a database of order , where - dimension of the feature
vector and - number of templates in the database. MAT-
LAB (Version R2024a), Python (Version 3.12) with NumPy,
SciPy and scikit-learn libraries, as well as GNU Radio
(Version 3.10.0.0) for SDR-oriented simulation scenarios
were used as the modelling and software environment.
MATLAB was used for controlled numerical experiments
with signal/noise generation and verification of the
correctness of feature calculations and threshold rules;
Python was used for reproducible data processing im-
plementations, batch data set formation, and parametric

runs; NumPy and SciPy were used as tools for numeri-
cal calculations, transformations, and spectral estimates;
scikit-learn was used for the implementation of classifi-
cation procedures, threshold calibration, and verification
of decision consistency; GNU Radio was used for mod-
elling the SDR streaming architecture, where collection,
pre-processing, feature formation, and classifier decisions
are interpreted as a sequence of software blocks with
delay and computational complexity constraints. Calibra-
tion of membership thresholds t_sim, t_dist and t_prob
was performed as a separate optimisation procedure on
a validation subset of scenarios with known interference
classes and a control set of “unknown” profiles.

The optimisation goal was to simultaneously max-
imise the proportion of correct classification of known
classes (Accuracy_known) and minimise the proportion
of false classification of unknown influences (False Ac-
ceptance Rate_unknown), which was formalised through
a multi-criteria function of the form J(t) = w; - F1_
known - w; - FAR_unknown, where F1_known is the F1
measure for known classes, FAR_unknown is the pro-
portion of unknown signatures mistakenly assigned to
existing templates, and wy and w; are the weighting co-
efficients for stable typing and protection against forced
classification. For the cosine similarity metric scheme,
the threshold t_sim was determined by the maximum
J(t) in the search process within the permissible interval
[0,1], for the Euclidean distance t_dist - as the minimum
distance value that ensures the specified True Positive
Rate_known level with the restriction FAR_unknown <
g, and for the probabilistic classifier t_prob - based on
the analysis of ROC curves and the selection of the point
that maximises the Jude index (TPR - FPR). Additionally,
the stability of the optimal t was verified for variations
in SNR and window analysis parameters; the threshold
was considered acceptable only if the decision was in-
variant within the acceptable range of scenarios. This
procedure ensured a formally justified selection of
thresholds that balances sensitivity to known classes
and resistance to unknown signatures in conditions of
uncertain interference. Within the framework of mod-
el-simulation validation, the delay, operational memory,
and scalability of the signature database in streaming
mode were quantitatively assessed, as these parameters
determine the practical suitability of the conveyor for
implementation on edge-SDR devices. The evaluation
was performed for two reference computing profiles:
“desktop-contour” for control reproducibility (x86-64
class CPU) and ‘edge-contour” for limited resources
(ARM class), in a single streaming analysis configuration
with a sliding window and a conditionally activated ex-
tended processing branch.

RESULTS

Formalisation of multidimensional feature space

and normalised radio channel state vector
Formalisation of the feature space and channel state
vector showed that heterogeneous radio channel
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observation parameters can be reduced to a consistent
multidimensional representation suitable for signature
identification of intentional interference. As a result of
computational processing, the energy, error, spectral, tem-
poral, and time-frequency characteristics were reduced
to a single normalised state vector x(t), formed in fixed
sliding windows and with consistent scaling rules. The
formation of x(t) was conducted following representation
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(1), where the components SNR(t), RSSI(t), BER(t), PSD(t),
H(t) and o?(t) after normalisation were used as the basic
input for feature grouping and subsequent signature cod-
ing. This reduction eliminated the heterogeneity of the
original scales and ensured the metric comparability of
signatures between different interference scenarios. The
generalised result of feature structuring and their role in
signature description is presented in Table 1.

Table 1. Composition and grouping of features in the channel state vector
for signature identification of interference

Group . . . s .
of characteristics Indicators Computational descriptors Role in signature description
. Average in window, local deviations, Record signal energy degradation
Energetic SNR, RS rate of change and abnormal level jumps
Error-based BER Moving average, variability, Reflect the impact qf |nte’rference
threshold exceedances on reception integrity
Spectral PSD Bandwidth, spectral peaks, Can distinguish between narrowband,
P uneven distribution broadband, and structural influences
Temporal Time series of Dispersion, autocorrelation, stationarity Detect '”.‘pUls""tV
parameters and non-stationary modes
. Local TF . Hidden and subtle structural
Time-frequency representations Spectral entropy, local energy maxima patterns are identified
Structural Derived features Regula}rlty, quagl-perlodluty, Formln'g invariant signatures
impulse indices of interference types

Notes: local TF representations are local time-frequency representations of a signal obtained in short sliding windows as a
distribution of energy over time and frequency (e.g., based on short-time Fourier transform or wavelet transform) to highlight

short-term and subtle spectral-structural patterns

Source: compiled by the authors using MATLAB R2024a and Python 3.12

Analysis of the generalised grouping in Table 1
showed that the key condition for reproducible sig-
nature identification is the functional structuring of
heterogeneous channel parameters into coordinated
feature blocks, rather than their simple enumeration.
Energy features (SNR, RSSI) in this logic serve as a
primary indicator of interference events, but do not
in themselves provide reliable typification, since dif-
ferent classes of interference can produce similar lev-
els of degradation. The bit error rate (BER) serves as
a functional confirmation of the impact on reception
and can be used for short-term peak disturbances to be
distinguished from stationary changes in the channel.
Spectral features (PSD and derivatives) form the ba-
sic morphological description of interference, captur-
ing the differences between broadband noise effects,
narrowband harmonic components, and more complex
modulation structures. Time statistics and time-fre-
quency descriptors enhance discrimination in scenar-
ios with weak “visibility” in SNR/RSSI and enable the
detection of structural patterns, in particular for LPI/
LPD influences, where local TF features, entropy and
regularity invariants become decisive.

The study also established that the correctness of
metric signature comparison is determined not only by
the composition of features, but also by fixed rules of
normalisation and window matching, as they reduce sen-
sitivity to scale and random fluctuations and ensure com-
parability between scenarios. As a result, formalisation
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of the feature space as a coordinated signature data-
base has been recorded, in which each feature block
has a functional role in the final decision. Energy fea-
tures (SNR/RSSI and derivatives) provide primary de-
tection of reception deterioration, false features (BER in
windows, variability) reflect the impact on transmission
quality and separate “noise” deterioration from struc-
tured interference, spectral features (PSD, bandwidth,
peak structure, entropy) reproduce the morphology of
interference in the frequency domain,and temporal and
time-frequency descriptors (impulsiveness, regularity,
non-stationarity) provide structural confirmation of the
class. Normalisation and window matching are critical
for correct metric comparison, as they translate signa-
ture similarity into dependence on the type of influence
rather than absolute levels and random fluctuations. As
a result, the formed space supported two key modes of
the method: stable classification of known classes and
justified rejection of undefined cases when the profile
does not match any template.

Signature multiparametric profiles of the main types
of intentional radio interference

Generalisation of the results of signature coding
showed that for different classes of intentional inter-
ference in a multidimensional feature space, a repro-
ducible profile of compatible changes in energy, error,
spectral and time-structural indicators is formed. In
contrast to isolated channel degradation indicators, it
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is the stable combinations of features in sliding win-
dows that ensure class separability and suitability for
template matching. As a result of model-simulation

runs and signature coding, a generalised set of profiles
for five basic types of intentional interference has been
formed, presented in Table 2.

Table 2. Generalised signature characteristics of impulse, broadband noise, harmonic, modulation
and LPI/LPD interference

Broadband noise

reduction in SNR

elevated BER

increased PSD
across the band

stationarity

s Spectral . .
Type of Energy indicators . Time and TF Stable signature
interference (SNR, RSSI) BER profile char?;tsg;stlcs indicators pattern
Rare or serial
Short deep SNR .

. Broadband energy | Short pulses, high energy peaks +

Impulse dips, .suhr?]rps RSSI Peak BER bursts emissions non-stationarity BER bursts in
jump narrow windows

Sustained Consistently Uniformly Temporal Flat spectral

profile + prolonged
degradation

Moderate decrease

Dominant narrow

Modulational SNR fluctuations Non-uniform BER

. in SNR with Moderate growth Narrow spectral : P
Harmonious relatively stable in BER peaks Frequency line + regularnty in
RSSI time
Spectral

Sidebars, complex
PSD structure

Quasi-periodic

structures component packets

+ unstable BER

Weak SNR/RSSI
changes

Low or fluctuating

LPI/LPD BER

Low-energy TF
patterns + entropy
deviations

Weak local

patterns Hidden regularity

Source: compiled by the authors using GNU Radio 3.10.0.0 and Python 3.12

Analysis of the generalised profiles in Table 2
showed that the separation of types is ensured not by
the extremity of individual parameters, but by the con-
figuration of their joint behaviour. Pulse influences are
reliably separated by short-duration energy and false
peakiness, while broadband noise influences are sepa-
rated by a combination of stationary spectral “flatness”
and persistently elevated BER. Harmonic and modula-
tion interference are separated primarily by spectral
morphology: isolated narrow peaks versus a multi-com-
ponent structure with sidebands. Insignificant LPI/LPD
effects do not form distinct energy anomalies, but
demonstrate reproducible time-frequency and entropy
deviations, which makes their identification possible
only in an extended feature space. The conducted sig-
nature typology formed a reproducible correspondence
between “interference class — stable multi-parameter
pattern’, i.e., it transferred the description of interfer-
ence from the level of general characteristics to the
level of specific coordinated changes in the feature
space suitable for template comparison.

Within this logic, each class is recorded not by a
single marker, but by a configuration of interrelated
manifestations in SNR, RSSI, BER, PSD and derived
time-spectral descriptors, thereby reducing the risk of
class substitution by random fluctuations of a single
indicator. The profiles obtained can be interpreted as
“signature trajectories” of the channel state: for impulse
influences, eventfulness in time dominates with short lo-
cal disturbances and a characteristic increase in BER in-
stability; for broadband noise - relative stability in time
with uniform PSD “filling” and systematic deterioration

of error characteristics; for harmonic - narrowband
peak structure in PSD and regularity of temporal man-
ifestations with less pronounced changes in average
RSSI; for modulation - a combination of sidebands and
more complex spectral morphology with quasi-stable
temporal fragments and wave-like BER behaviour; for
LPI/LPD - low contrast of energy indicators with the
simultaneous appearance of weak repetitive patterns in
time-frequency indicators, which become key for clas-
sifying the impact as a structured, low-visibility class.

A significant result was that typology provides a
“minimally sufficient” description of a class in terms of
coordinated changes in different groups of characteris-
tics: energy indicators provide the fact and direction of
degradation, false indicators provide its practical conse-
quences, spectral indicators provide the form of inter-
vention,and time-frequency indicators provide structural
organisation and repeatability. Thanks to this, signature
templates become suitable for metric comparison both
in the mode of stable classification of known classes and
in the mode of incremental expansion of the database:
when a new implementation demonstrates a repeat-
able coordinated profile that does not systematically
coincide with existing templates, it can be defined as a
candidate for a new signature without the need for com-
plete retraining of the core. Thus, the former typology
acts as an operational ‘language’ for the knowledge base:
it provides comparable, reproducible, and scalable de-
scriptions of interference that directly support template
comparison, threshold rejection of undefined cases, and
controlled replenishment of the signature library as new
classes of influence appear.
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Computational SDR pipeline

for streaming processing and real-time decisions
Within the scope of the results obtained from algo-
rithmic formalisation, the method for determining the
type of interference is presented not as a set of sepa-
rate procedures, but as a complete reproducible com-
putational pipeline in which all processing stages are
arranged in a sequential chain with fixed input and
output data interfaces. This structuring shifts the sig-
nal analysis from the level of “individual operations” to
the level of a flowchart decision-making scheme suita-
ble for implementation in SDR-oriented systems under
conditions of limited resources and delays. To capture
the reproducible logic of data flow through the method
rather than a descriptive list of operations, the algo-
rithm was reduced to a structural block diagram with
two fundamentally different modes of operation: rou-
tine monitoring without activating resource-intensive
procedures and extended processing, which is triggered
only after detecting a fault event according to agreed
threshold criteria.

H. Radzivilov & D. Pavliuk

As a result of the architectural generalisation of
the conveyor, the method was found to be suitable for
two-level implementation with the distribution of calcu-
lations between the edge and cloud levels, where local
SDR devices perform primary processing, signature en-
coding and classification in real time, while the cloud
environment provides centralised storage of the global
signature database, inter-device synchronisation of up-
dates, and execution of resource-intensive procedures for
retraining and analysis of undefined cases. This division
made it possible to clearly show at which point the state
vector S transitions from “present channel description”
to “signature description of the impact”, how the suspi-
cious fragment is isolated and the descriptor is formed,
and where exactly the decision is made between classi-
fication based on known patterns and initiation of incre-
mental replenishment of the knowledge base in the case
of an unknown signature. This coordinated sequence of
blocks and branches, as well as the transition points be-
tween the “continue work” and “in-depth analysis — com-
parison — decision/update” modes, are shown in Figure 1.

Monitoring of
radio Highlighting a Updated
communication suspicious signature
channel signal fragment database
parameters

N

Collection and

normalization

of the feature
vector x(t)

N/

Checking
thresholds

A\ 4

Calculation of
spectral,
temporal and
time-frequency
characteristics

/N

Continuation of
regular
monitoring of
the channel

Formation of a
signature impact
descriptor

Figure 1. Block diagram of an algorithmic conveyor for determining the type of intentional interference
Source: compiled by the authors using scikit-learn and Python 3.12

Figure 1 shows that the input object of the con-
veyor is the channel state vector , formed in the com-
munication parameter monitoring mode, after which
the event detection threshold block is launched (con-
trol of critical deviations, in particular for BER). If the
threshold conditions are not met, the system switch-
es to the mode of continuing operation without acti-
vating extended processing, which, in the logic of the
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conveyor, means that there are no grounds for a sig-
nature description as a fault event. If the detection
criteria are met, the pipeline moves to the advanced
processing branch, where the suspicious fragment is
selected, the spectral and temporal characteristics are
calculated, and the interference descriptor is formed as
a compact signature representation. The next central
stage is a metric comparison of the formed signature
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with the knowledge base templates: if there is a match,
a classification decision is formed, and if there is no
match, a mechanism for creating a new template and
adding a new signature to the base is activated, which
implements incremental knowledge expansion without
complete retraining.

Thus, the key result of algorithmic formalisation is
recorded: the method is presented as a reproducible
pipeline with clearly defined mandatory blocks and un-
ambiguous interfaces between them, which eliminates
the variability of interpretation of “when exactly” and
“which exactly”features are transferred to the signature,
as well as at what point the basis for the classification
decision arises. In this logic, the detection node acts as
a flow control gateway: it filters background parame-
ter fluctuations and initiates resource-intensive opera-
tions only when there is a consistent degradation of the
channel across several indicators, i.e., it minimises un-
necessary calculations and reduces the risk of “reclassi-
fying” normal modes as interference. Segmentation and
feature calculation form stable quasi-stationary frag-
ments, within which the signature stage provides not
just a description of the signal, but a compact and com-
parable vector representation of the impact: it unifies
energy, error, spectral, and structural manifestations in
a common space suitable for metric comparison. The
final pair of nodes, ‘comparison — decision/update”, sets
the dual-loop behaviour of the system: for known class-
es, it supports fast pattern recognition based on maxi-
mum similarity, and for undefined cases, it introduces a

formal rejection mechanism with a threshold S, which
prevents forced assignment to the false class and trans-
fers such observations to a controlled accumulation
mode. This combination of “classification + reject op-
tion + incremental replenishment” renders the convey-
or suitable for operation in conditions of incomplete a
priori information: the system not only recognises what
is already described in the database, but also has a for-
malised way of expanding the signature database with-
out destroying the decision-making logic and without
the need to completely reconfigure each stage.

Results of classification and rejection

of unknown signature profiles

Within the framework of generalising the results of al-
gorithmic implementation, formalised decision-mak-
ing rules have been established that distinguish be-
tween assigning a signature to a known class and
controlled rejection of undefined cases. The classifi-
cation node of the method is presented as a thresh-
old-metric procedure, in which the decision is based
not only on the maximum similarity to the template,
but also on checking the sufficiency of this similari-
ty relative to the established membership threshold.
This approach makes it possible to avoid the forced
assignment of any observation to an existing class
and to introduce a separate mode for processing new
or atypical signatures. The generalised resulting rules
for comparing metrics, threshold criteria and decision
types are given in Table 3.

Table 3. Resultant classification rules and signature rejection thresholds (reject option)

Metric/assessment Settlement Threshold . . Status of entry in the
of belonging terms criterion Type of solution System operation signature database
. R . Assigning a Flass Existing template
Cosine similarity max; cos(X, S;) Z 1_sim Known class with the maximum is used
similarity value
Cosine similarity max; cos(x, Si) <1_sim Rejection The signature is Temporary candidate
marked as unknown record
Euclidean distance min; d(x, s;) < t_dist Known class Assignment of EX'St'.ng template
nearest class is used
. . . ' . N Switching to Temporary candidate
Euclidean distance min; d(x, s;) > t_dist Rejection accumulation mode record
Probabilistic . . o
estimation of the maxy P(yx | X) > T _prob Known class Classification Existing template
. decision by argmax is used
classifier
Probabilistic Refusal of New template after
estimation of the maxg P(yk | X) < 1_prob Reject option compulsory ptat
; ! . confirmations
classifier classification
. . . . Both - . .
Agreed multimetric | (sim 2 T_sim) A Decisions with Updating template
assessment (P>t_prob) thresholds Confirmed class increased confidence statistics
were met
Agreed multimetric | Thresholds are Partial Re-examination/ .
assessment not aligned fulfilment Undefined case additional signs Deferred candidate

Source: compiled by the authors using scikit-learn and MATLAB R2024a

Analysis of the generalised rules in Table 3 showed
that the effective decision-making logic in the meth-
od reduces to a formalised division of two modes:

rapid typing according to known patterns and con-
trolled “non-decision-making” in cases where the sig-
nature does not have sufficient similarity to any of the
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existing classes. For the metric approach, this is imple-
mented symmetrically: for cosine similarity, “member-
ship” is determined by exceeding the threshold t_sim
for the maximum similarity, while for Euclidean dis-
tance, it is determined by not exceeding t_dist for the
minimum distance; in both cases, the decision about
the known class is the result of not a single comparison,
but competition with the entire set of templates, which
makes the classification dependent on the relative po-
sition of the signature in the feature space. At the same
time, the reject option mechanism introduces a funda-
mentally different condition: if none of the templates
meets the specified proximity criterion, the signature is
not “forcibly” assigned to the nearest class, but is trans-
ferred to the rejection mode, i.e., it becomes an object
for accumulation and further incremental replenish-
ment of the knowledge base. This branch minimises
the risk of misclassification in conditions of uncertain
interference, when the input influence may be new or
combined and formally closer to one of the classes only
due to random fluctuations in features.

The threshold mechanism can be implemented
not only through ‘geometric” metrics (cos, d), but also
through a probabilistic interpretation of the classifi-
er output, where the criterion becomes the maximum
a posteriori estimate maxP(yx|x) relative to t_prob.
This unified reject option for different types of mod-
els: regardless of whether the decision is obtained as
a comparison with benchmarks or as the output of a
multi-class classifier, rejection is formed according to
the same logic of “insufficient confidence — unknown
type”. Another crucial result is the introduction of a
consistent rule for multimetric verification: class confir-
mation is considered most robust when both the sim-
ilarity threshold and the probability threshold are met
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simultaneously, rather than just one of them. Instead,
partial fulfilment of thresholds (e.g., high similarity
without sufficient P or vice versa) is interpreted as an
uncertain case and transferred to a re-verification mode
or descriptor completion mode, which reduces the sen-
sitivity of the system to “borderline” signatures between
classes. As a result, the resulting decision-making logic
is recorded as a two-level procedure “maximum similar-
ity — threshold verification — class or rejection”, which
simultaneously ensures stable recognition of known
types of interference and a formalised mechanism for
working with new signatures. This scheme increases
the system’s resistance to uncertainty in the interfer-
ence environment and supports the controlled expan-
sion of the signature database without compromising
the reproducibility of the algorithmic pipeline.

Model-simulation validation

of the method in streaming SDR scenarios

In the note on the reproducibility test results of the pro-
posed method, its algorithmic pipeline was integrated
into a stream-oriented SDR signal processing architec-
ture and tested in a series of controlled parameterised
simulation scenarios. Validation was performed not at
the level of individual features or an isolated classifier,
but at the level of the complete working chain “signal
generation — channel — noise superimposition — fea-
ture coding — signature comparison — decision”, which
corresponds to the logic of the computational pipeline
adopted in the methodology. This approach verified not
only the correctness of classification decisions but also
the consistency of interfaces between blocks, stability of
operation in streaming mode, and repeatability of results
at fixed scenario parameters. A generalised structural di-
agram of the simulation test is shown in Figure 2.

Signature and Algorithmic
el sl o
useful signa
database method
////h\\\
Channel or Calculating / o '
propagation features in utput: a
environment sliding ( speaﬂc class
model windows of |nte.rfer.ence
\ or rejection
\\\\\-/////
Signal plus
Interference interference
generator summing
device

Figure 2. Generalised diagram of SDR-oriented simulation of method flow checking
Source: compiled by the authors using GNU Radio 3.10.0.0 and Python 3.12
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The diagram in Figure 2 shows that the validation
circuit consists of a series of functional blocks for sig-
nal synthesis and processing, in which a useful signal
source with controllable modulation parameters is
combined with a parametric generator of interference
influences. The interference block specifies the type of
interference, intensity, spectral width, time structure
and duration, which can be used to form reproducible
signature profiles for impulse, noise, harmonic, modu-
lation and structured low-visibility interference. After
the signal and interference are summed, the stream
enters the feature analysis block, where SNR, RSSI, BER
indicators, PSD, and time-frequency descriptors are cal-
culated in sliding windows, consistent with the formal-
ised channel state vector. Next stage implements the
embedding of the algorithmic conveyor method into
stream processing: the detection node performs thresh-
old control of parameter degradation and controls the
activation of extended signature analysis, the segmen-
tation block selects quasi-stationary fragments, after
which a compact signature representation is formed,
and a metric comparison with the template database is
performed. The classification module and threshold re-
jection mechanism operate in the same mode as in the
formalised algorithmic scheme, ensuring the identity of
the decision logic between the “offline” description of
the method and its stream implementation.

The repeatability of scenarios was ensured by fixing
the parameters of signal and noise generators,sampling
frequency, window lengths, spectral estimation param-
eters, and detection and rejection threshold values.
With unchanged configuration parameters, simulation
runs reproduced the same signature profiles and the
same classification decisions, confirming the invariance

of the method to the order of block processing and its
suitability for reproducible software implementation.
Additionally, the study established that the division
of the conveyor into a light monitoring circuit and a
conditionally activated signature circuit in a streaming
SDR scheme retains its effectiveness: resource-inten-
sive feature calculations and metric comparisons are
performed only when event triggers are present, which
is consistent with the requirements for limited delays
and computational resources of SDR systems. Sim-
ulation testing confirmed the method’s suitability for
integration into the SDR architecture: the algorithmic
pipeline maintains structural integrity, feature and sig-
nature interfaces remain consistent, and the classifica-
tion and rejection logic works reproducibly in control-
lable parameterised scenarios, confirming the practical
feasibility of the proposed scheme.

Computational complexity and resource efficiency

of the SDR classification algorithm

As part of summarising the results of the algorithmic
implementation, an analytical decomposition of com-
putational costs by pipeline stages was performed to
verify the suitability of the method for SDR-oriented
systems with limited resources. The result obtained
presents complexity not as a single estimate, but as the
sum of the costs of individual functional blocks - from
feature formation to metric comparison and decision
making. This decomposition establishes which stages
determine the upper limit of processing time and how
complexity scales with the growth of the feature vector
dimension and the size of the signature database. Gen-
eralised estimates of complexity and resource require-
ments by stage are presented in Table 4.

Table 4. Assessment of the computational complexity of the algorithm stages and the O(n-m) dependency

Conveyor stage Base operations ?;‘r,nn;f:::tl; ;?aerger!:gti r:: Resource profile
Windo:c/\é;%::r;astion of ag%?g(j:tggs lsrﬁaslzf:glsng O(n) n - number of signs Linear, streaming
window

ffgqejérnaclya:;i%n;gs PSD, local spectra O(n log n) n - window size Modetr)ztszdblock-
Event detection Threshold checks O(n) n - signs Low
Segmentation Adaptive window, stability 0O(n) n - signs Low

Dimensionality reduction Projection/auto encoder O(n-k) k - latent dimension Controlled
Metric comparison with Cos/distance across all o(n-m) n - dimension, m - Dominant stage
the base templates templates
Threshold decision Comparison with O(m) m - templates Low
Base update Record addition O(n) n - signs Episodic

Source: compiled by the authors using analytical and programmatic verification in Python 3.12

Analysis of generalised estimates in Table 4
showed that the computational profile of the method
has a pronounced modular structure, in which most
stages are characterised by linear complexity in terms
of the dimension of the feature vector. The calculation
of statistical, energy, and time descriptors in sliding

windows is implemented as a streaming procedure
with linear updating of aggregates, which does not re-
quire a complete recalculation at each step. Spectral
estimates have a logarithmic factor, but are performed
only for segments that have passed the detection filter
and therefore do not form a constant load in normal
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monitoring mode. The cost-determining stage is the
metric comparison of the signature with the template
database, for which the order O(n-m) is established. This
dependence directly follows from the need to calculate
the measure of proximity between the input vector of
dimension n and each of the m signature templates.
At the same time, the increase in complexity is linear
in both the dimension of the features and the size of
the database, without quadratic or combinatorial terms,

e Desktop latency (ms)
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which preserves the predictability of the response time
when incrementally expanding the signature reposito-
ry. Reducing the dimension before metric comparison
further reduces the effective n and thus directly reduc-
es the cost of this stage. Analysis of the dependence
of the classification decision delay on the size of the
signature database (Fig. 3) confirmed the linear nature
of the processing time scaling in accordance with the
theoretically established complexity O(n - m).

Edge latency (ms)

1000 2000

3000 4000 5000

Number of Signatures (m)

Figure 3. Dependence of classification decision delay on signature database size (m) in streaming SDR mode
for desktop and edge configurations
Source: compiled by the authors using GNU Radio 3.10.0.0 and Python 3.12

Following Figure 3, with a fixed latent signature di-
mension k=16 and an initial feature vector dimension
n=64,the average event cycle delay in the desktop con-
figuration increased from=2 ms at m=1,000 to =7 ms at
m = 5,000, while in the edge configuration, it increased
from =8-10 ms to =25-30 ms in the same range. The
resulting curves have a near-linear slope without sharp
bends, which indicates the absence of hidden quadrat-
ic or combinatorial components in the implementation
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and confirms the dominance of the metric comparison
stage of the signature with the template base. At the
same time, in normal monitoring mode (without ac-
tivating the signature branch), the delay remained at
the sub-millisecond level, which ensures the suitability
of the pipeline for streaming SDR scenarios with strict
real-time response requirements. The memory profile
assessment showed a linear dependence of the amount
of RAM on the number of stored templates (Fig. 4).

5000 8000 10000

Number of Signatures (m)

Figure 4. Dependence of the amount of RAM required to store the signature database on the number
of templates (m) with latent dimension k=16

Source: compiled by the authors

Following Figure 4, for signatures in float32 for-
mat and latent dimension k=16, the memory cost of
a single record, including service metadata, averaged
0.15-0.25 KB, resulting in approximately 0.2 MB at
m=1,000, 1 MB at m=5,000, and up to 2-2.5 MB at
m = 10,000. Even considering sliding window buffers,
spectral estimates, and auxiliary data structures, the
total RAM consumption in the edge configuration re-
mained within 10-20 MB, which corresponds to the typ-
ical resource limitations of embedded SDR platforms.
Thus, scaling the signature database does not lead to
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a jump in memory consumption and remains predicta-
ble and controllable. The set of results obtained con-
firmed that the software and system implementation
of the method is characterised by a dual-loop resource
profile: low constant latency in monitoring mode and
linearly scalable latency and memory consumption in
event mode. This ensures the practical applicability of
the algorithmic pipeline for implementation on SDR
platforms with limited resources, provided that the sig-
nature base grows in a controlled manner and latent
feature coding is used. Intentional radio interference
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can be reproducibly identified in SDR systems through
a coordinated multidimensional representation of the
channel state: heterogeneous parameters (SNR, RSSI,
BER, PSD, and time/time-frequency descriptors) are
reduced to a normalised vector x(t), based on which
signature profiles of five basic classes of interference
are formed as stable multi-parameter patterns. The
method is implemented as an integrated computation-
al pipeline with two operating modes (monitoring and
conditionally activated extended processing), where
decisions are made through metric/probabilistic com-
parison with the template database and supplemented
by a formal reject option mechanism for controlled re-
jection and incremental replenishment of the database
with new signatures. Stream-oriented SDR simulation
testing showed reproducibility of interfaces between
blocks and decisions for fixed scenario parameters,
and an analytical complexity assessment established a
controllable resource profile with a dominant O(n-m)
matching stage, suitable for low-resource/edge-SDR
implementation due to the detection ‘gateway” and re-
duction of signature dimensions.

DISCUSSION

The results obtained showed that the formalisation of
the multidimensional feature space of the channel, the
signature representation of influences, and the thresh-
old-metric decision-making procedure are consistent
with current approaches in which the separation of
interference types is achieved through time-frequency,
spectral, and structural representations of the signal.
The study demonstrated that the decisive role of the
time-frequency structure for separating interference
classes was consistent with the approach of P. Wang et
al. (2022), where component-oriented time-frequen-
cy representation together with convolutional neural
network processing was used for wireless interference
classification, and class separation was associated with
stable local time-frequency components. This formula-
tion is consistent with the interpretation using spectral
and time-frequency descriptors as a mandatory block of
the signature profile in the proposed method, but dif-
fers in that signature matching is fixed as a formalised
metric procedure with explicit rules for normalisation
and window matching.

Further development of intelligent approach-
es to detecting and suppressing interference in soft-
ware-defined radio systems is reflected in the results
of S. Nanayakkara et al. (2025), where algorithmic solu-
tions for jamming detection and modulation recogni-
tion were combined with software-configurable radio
architecture and machine learning models. The study
demonstrated that the effectiveness of such systems is
determined by the consistency between feature extrac-
tion and classification blocks, which directly correlates
with the conveyor scheme introduced in the method:
“feature coding — signature descriptor — metric com-
parison — decision”, in which the interfaces between

stages are fixed and reproducible. A similar emphasis
on time-frequency analysis as the basis for deep clas-
sification of interference was reflected in the results
of C. Xu et al. (2022), where for systems with stepwise
frequency restructuring, the deep recognition model
was built on time-frequency features and demonstrat-
ed increased resolution of complex interference effects.
This pattern corresponded to the role established in the
results of time-frequency and entropy descriptors as key
indicators of structured and subtle influences, particu-
larly in scenarios with low energy contrast, where simple
energy indicators do not provide reliable typification.

The need to combine the recognition of known at-
tacks with the formalised detection of unknown influ-
ences was consistent with the approach of S. Hong et
al. (2023), where a hybrid detection algorithm provided
simultaneous classification of known types of jamming
and a separate mode for detecting unknown attacks. It
was shown that such dual-mode logic was consistent
with the threshold mechanism for signature rejection
introduced in the proposed method, whereby insufficient
similarity to templates does not lead to forced classifica-
tion, but transfers the observation to an undefined pro-
file mode with subsequent incremental replenishment
of the database. Further comparison of the results with
current research on monitoring and countering radio
jamming showed that the multi-parameter approach to
describing the channel state and the signature typolo-
gy of interference are consistent with the approaches in
which interference is considered as a reproducible multi-
dimensional profile of changes in indicators, rather than
as an isolated anomaly of a single parameter. This ap-
proach was consistent with the review results of Y. He et
al. (2024), where monitoring of continuous noise in nav-
igation systems was interpreted as a multi-level system
of indicators with simultaneous consideration of energy,
spectral and structural manifestations, which, according
to the interpretation, directly correlates with the formal-
isation of the channel state vector and block grouping of
features in the signature space.

The focus on computationally efficient intelli-
gent algorithms for detecting jamming of embedded
and unmanned radio systems was reflected in the re-
sults of S. Cibecchini et al. (2025), which showed that
lightweight machine learning models provide practi-
cal applicability in resource-constrained environments,
provided that prior feature compression is performed.
This conclusion is consistent with the use of signature
dimension reduction and localisation of resource-in-
tensive procedures only in a conditionally activated
branch after event detection in the proposed method,
which ensures a controllable computational profile.
A similar emphasis on stream detection with window
processing and hybrid real-time models was reflected
in the results of J. Sormayli et al. (2025), where jamming
detection was performed in sliding time windows with
early warning indicators before receiver saturation.
This logic was consistent with the detection node and
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segmentation block in the method pipeline, where win-
dow matching and threshold triggers determine the
moment of transition to extended signature analysis.
The development of deep neural network methods for
anti-jamming processing in navigation receivers was re-
flected in the results of Y. Xie et al. (2025), which showed
that a deep neural network in the antenna array of a
navigation receiver provides improved noise immunity
through trained spatial-spectral filtering. This pattern is
consistent with the interpretation of the classification
block as one of the possible decision-making tools in
the signature pipeline, but not the only criterion, since
in the proposed scheme, the decision is additionally lim-
ited by metric and threshold membership conditions.

The need for open recognition of interference sig-
nals with the separation of unknown classes was re-
flected in the results of X. Chen et al. (2022), where
effective recognition in an open set of classes was
achieved through prototype-oriented convolutional
coding and threshold checking of the distance to class
representatives. This approach is conceptually con-
sistent with the mechanism of threshold rejection of
signatures and incremental formation of new patterns
without forced classification introduced in the method.
Use of machine learning to mitigate the impact of radio
jamming at the physical level of communication was
consistent with the results of M. Jacovic et al. (2023),
which showed that training models can be integrated
directly into physical-level anti-jamming procedures.
According to the interpretation, this corresponds to the
integration of a probabilistic classifier into a formalised
signature-metric scheme, where the training model op-
erates as one of the nodes, but within the limits of a
reproducible algorithmic pipeline. The consideration
of signal identification and interference as a multi-task
spectral sensing problem was reflected in the results
of H. Kim et al. (2023), where multi-task deep learning
was used to simultaneously identify signal types and
spectral states. This approach was consistent with the
multi-block feature structure in the signature method,
where energy, error, spectral, and time-structure de-
scriptors are considered as coordinated but functionally
different components of a single state vector.

A comparison of the results obtained with publica-
tions covering navigation systems, wireless networks,
aviation communication channels, and integrated
space-air-ground networks showed that the proposed
signature approach with a formalised channel state
vector, window matching, and threshold rejection of
unknown profiles is consistent with the current trend
of transition from single indicators to multi-parameter
recognition schemes, where the critical factor is not
the “strength” of a single feature, but the reproduci-
ble profile of coordinated changes in time, frequency,
and time-frequency domain. The generalised state of
development of methods for detecting jamming and
substitution of navigation signals is reflected in the re-
sults of K.Rados et al. (2024), which show that effective
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procedures for detecting intentional interference re-
quire a combination of energy, correlation, spectral and
time indicators, as well as the separation of the tasks
of ‘event detection” and “impact type identification”,
which conceptually corresponds to the introduction of
two conveyor operating modes in the method and the
structural division of features into functional blocks.
The practical focus on low-resource implementations
and hardware-accessible measurements in navigation
receivers was emphasised by S. Kocher et al. (2025),
where interference classification was performed at the
peripheral computing level using inexpensive com-
mercial off-the-shelf equipment, and the robustness
of the solution was linked to the consistency of the
model and features under limited resources; this logic
directly correlates with the conclusion obtained in the
results about the dominance of the metric comparison
stage and the need to control the dimension of signa-
tures and the size of the library for the expected delay.
A review by K.. Silva Lorraine & M. Ramarakula (2021)
confirmed that neural network approaches to coun-
tering jamming in navigation systems most often rely
on time-frequency or spectral representations, howev-
er, their reliability in applied scenarios is determined
by the stability of the feature representation and the
availability of procedures that prevent the forced clas-
sification of non-standard influences; in this sense, the
mechanism of threshold rejection and controlled accu-
mulation of unknown profiles introduced in the method
forms precisely the link that overview generalisations
often identify as problematic for ‘closed” settings. The
study by A. Ghanbarzade & H. Soleimani (2025) fur-
ther emphasised the diversity of machine and neural
network models for identifying substitution and jam-
ming in navigation systems, while also emphasising
that the suitability of such models is determined by
the formulation of the problem and the correctness of
the membership criteria, which is consistent with the
given formalisation of decision rules through similarity
thresholds and probabilistic membership and the inter-
pretation of the “unknown” as a separate mode rather
than a classification error.

At low-power wireless network level, E. Jayabalan
& R.Pugazendi (2022) demonstrated the effectiveness
of deep models for detecting jamming attacks, but from
an engineering point of view, the key point is that the
effectiveness of such approaches depends on correct
window coding and the consistency of features with the
channel mode; This directly correlates with the conclu-
sion that fixed normalisation rules and window align-
ment are critical for metric comparability of signatures
between scenarios. The transition from local interfer-
ence classification to the broader concept of “‘cognitive”
recognition of the electromagnetic spectrum state is
consistent with the findings of H. Zhao et al. (2025),
where intelligent countermeasures to jamming are in-
terpreted as a technology based on spectrum feature
recognition and decision adaptation; in the formulation,
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this is reflected in the consideration of signatures as an
operational “language” for a knowledge base that can
be incrementally replenished without destroying the
logic of the decision. The practical aviation context of
“manned-unmanned” real-time communication chan-
nels in the study by R.D.Jurado et al. (2025) showed that
the integration of interference detection modules into
onboard circuits requires not only accuracy but also re-
producible interfaces between processing stages and
controlled delays, which functionally coincides with the
presented pipeline formalisation and decomposition of
complexity into blocks.

The extension of the problem to the level of “elec-
tromagnetic environment” for integrated “space-air-
ground” networks is reflected in the study by J. An et
al. (2026), where situational awareness and spectral
environment modelling are interpreted as a systemic
function of the network; in terms of content, this is con-
sistent with the formulation in which the channel state
vector and signature library act as a local mechanism for
situational recognition of types of influences with the
possibility of expansion. The task of open recognition
of combined interference without forced typification is
directly developed in the study by Y. Xiao et al. (2024),
where the open mode of recognition of composite jam-
ming signals is implemented through multitasking and
multi-target learning; conceptually, this correlates with
the conclusion about the need to reject unknown pro-
files and the controlled accumulation of candidates for
new signatures, especially for combined influences that
do not match any template. The focus on synergy be-
tween machine learning and classical signal processing
in low-resource environments is systematically reflect-
ed in J.R.van der Merwe et al. (2024), where it is shown
that optimal solutions for interference classification
under limited resources are achieved not by “maximis-
ing model complexity” but by the right combination of
features, pre-processing and compact classifiers; This
practically confirms the decomposition of complexity
shown and the advisability of reducing the dimension
before metric comparison as a direct way to control
the dominant cost component. In summary, compari-
son with relevant studies has shown that the results
obtained support the current trend of transition from
single indicators to multi-parameter time-frequency
and spectral-structural representations. At the same
time, the proposed approach differs from predominant-
ly “model-oriented” solutions in that it fixes a repro-
ducible pipeline with explicit rules for normalisation,
window matching and threshold rejection, which simul-
taneously ensures stable typification of known classes
and controlled work with unknown profiles through the
accumulation and incremental expansion of the signa-
ture library for a predicted resource-intensive profile.

CONCLUSIONS

Within the scope of the study, a reproducible algo-
rithm-oriented procedure for determining types of

intentional radio interference for software-controlled
radio systems has been developed based on a coordi-
nated multidimensional representation of the channel
state, signature typology, and threshold-metric deci-
sion-making logic with a mechanism for rejecting un-
certain cases. It is shown that heterogeneous channel
observation parameters (SNR, RSSI, BER, PSD) in com-
bination with time statistics and time-frequency de-
scriptors can be reduced to a normalised state vector
X(t) suitable for metric comparison; the key condition
for the correctness of the comparison is fixed rules of
normalisation and window matching, which reduce the
influence of absolute levels and random fluctuations
and make the similarity of signatures dependent on the
type of interference. Based on this coordinated feature
space, signature profiles of five basic classes of inter-
ference (pulse, broadband noise, harmonic, modulation,
and low-perceptible LPI/LPD) are formed, and the study
established that the separation of classes is ensured
not by the extremity of a single indicator, but by stable
multi-parameter combinations of energy, error, spectral
and time-structural manifestations in sliding windows,
sufficient for template comparison and scalable replen-
ishment of the database.

The algorithm is recorded as an integral compu-
tational pipeline with unambiguous interfaces: “state
vector — event detection — segmentation — signa-
ture formation — (if necessary) dimensionality reduc-
tion — metric/probabilistic comparison — decision’,
where the detection node acts as a control gateway
and activates resource-intensive operations only when
there is an agreed degradation of channel parameters.
The introduction of a reject option with thresholds t
ensured the formal separation of the “known class”
and “unknown signature”, preventing forced typing and
transferring atypical observations to a controlled mode
of accumulation and confirmation before incremen-
tal addition to the database. Streaming SDR-oriented
simulation verification confirmed the reproducibility of
solutions at the full processing chain level for fixed sce-
nario parameters, and analytical cost estimation estab-
lished a controllable resource profile with a dominant
O(n-m) comparison and the possibility of reducing the
effective n through latent coding, making the approach
suitable for low-resource/edge-SDR implementations.
Further research should address calibration of thresh-
olds T on broader sets of scenarios and experimentally
validating signatures in real SDR paths under combined
and adaptive interference.
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AHoTauia. MeTor gocnigxeHHs 6yno TeopeTMyHo oBrpyHTYBaTM MeTof iaeHTUdiKaLii TNy HABMUCHUX 3aBag, Yy
HeBM3HaueHi 3aBafoBiv 06CTaHOBLI AN NPOrpaMHO-BM3HAYYBAHMX PafliOCUCTEM LLIIXOM BUKOPUCTAHHS BiAOMMX
mMogenen 3aBaf i GopMani3oBaHOro aHanisy BeKTOpa CTaHy KaHany 3B'3Ky. MeTogonoriyHa 6a3a BK/UMNA BIKOHHE
obumnCNeHHs y3rookKeHoro BEKTopa 03Hak, iX HopManisauito, CUTHaTypHe KOA4YBaHHS, METPUKHE Ta MMOBIpHiCHe
nopiBHAHHSA 3 BibnioTekoto WabNOHIB, NOPOroBe BiATOPrHEHHS HEBU3HAYEHWUX BUMAAKIB i MOAENbHO-CUMYASLIMHY
nepesipKy B MOTOKOBIiH apXiTeKTypi NporpaMHo-B13HavyBaHoro pagio. Y pesynstati c@opMoBaHO GpopManizoBaHui
03HAKOBMI NPOCTIp i CUTHATYpHI Npodini MaTn 6a30BMX KNaciB 3aBaf — iMNYNbCHMX, LUIMPOKOCMYTOBKX LYMOBUX,
rapMOHIYHMUX, MOAYNSALIMHUX | MAaNONOMITHUX — 9K CTiKKi 6araTonapaMeTpuUyHi NaTePHU CNiNbHOT 3MiHU
MOKa3HMKIB CMrHaNY, Wo 3abe3neyyoTb PO3AiNbHICTb KNACIB Y Pi3HUX PEXMMAX CMiBBIAHOLEHHS CUTHANY 40 WyMY,
BapiaTMBHOCTI MMOBIpHOCTI 6iTOBOT NOMUAIKM Ta MOPGOOrii CNEKTPANbHOT NYCTUHW MOTYXXHOCTI i BiATBOPHOHOTHCS
MpY NOBTOPHMUX MPOrOHax 3a HE3MiHHMX NapaMeTpiB. MeToA peani3oBaHO y BUMAAI 064YMCIIOBANbHOIO KOHBEEPA
3 NOCNILOBHICTIO €TaniB «BEKTOp CTaHy — AeTeKLuiq noAii — cerMeHTauis — CUrHATYPHUN OMUC — 3HUXKEHHS
PO3MipHOCTI — MOPIBHAHHS — pilleHHs», Ae peCypCOEMHI onepauii akTUBYIOTbCS iMLIE 3@ HASIBHOCTI NOAIEBOrO
Tpurepa, a iHTepdeincun Mix 61okamMm QikCyrTb OAHO3HAYHUI Nepexif, Bif NOTOUYHMX CNOCTEPEXEHb A0 KOMMNAKTHOI
curHaTypu BnauBy. COopMynbOBaHO pe3ynbTaTHi NpaBmaa Kiacudikalii 3 noporaMu HanexHoCTi Ta NPoLesypoto
KepoBaHOrO BiATOPrHEHHS, LLLO NEPEBOANTL HOBI CUTHATYPU B PEXMM HAaKOMUYEHHS Ta IHKPEMEHTANIbHOrO JOMOBHEHHS
6a3u i3 nofanbLWMM NiATBEPAXKEHHSM CTabinbHOCTI Npodinto Ha NOBTOPHMX cnocTepexeHHsX. CuMynauiiHa nepeBipka
Ha cepii NnapaMeTpmM30BaHMX CLUEHapiiB NOKa3ana BiATBOPIOBAHICTb CUTHATYPHUX NPOodiniB i knacudikauinHMX pilleHb
33 QiKCOBaHMX HanawTyBaHb. [pakTUYHa 3HAYYLWLICTb pe3ynbTaTiB MONAra€ y MOXNMBOCTI BNPOBaAKEHHS METOAY
po3pobHMKaMM Ta iHTerpatopamu BOYA0BaHMX NPOrpaMHO-KEPOBAHMX PafiOCUCTEM i CUCTEM PafiOMOHITOPUHIY
NS NOTOKOBOrO BU3HAYEHHS TUNY HAaBMUCHOT 3aBan 33 CUrHATYPHUMMK NPOdiNAMMU 3 MOPOrOBUM BiATOPrHEHHAM
HeBiZLOMWX BMMNALKIB Ta KEPOBAHMM MOMOBHEHHSM BibnioTekn curHatyp

KniouoBi cnoBa: BeKTOp CTaHy KaHajy; 4acOBO-4aCTOTHI AECKPUMTOPW; ODYMCNIIOBANbHUIA KOHBEED; CMIHATYpHe
KoLyBaHHS; reject option
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Abstract. The relevance of the study is conditioned by the growing use of virtual reality in education, medicine,
design and engineering systems, where traditional 3D models are often too resource-intensive for stable
interactive reproduction.The purpose of the study was to identify and test the effectiveness of complex adaptation
of digital objects to interactive spatial reproduction in conditions of limited hardware resources. The research
methodology combined theoretical analysis with experimental testing in Unity 2022.3 on the Meta Quest 2
platform with performance and visual quality assessment. The results of the study showed that direct use of
traditional 3D models in virtual reality is ineffective due to excessive load on hardware resources and instability
of scene reproduction. It was established that the highest efficiency is provided by complex adaptation, which
combines simplification of the polygonal grid, reduction of the volume of texture data, simplification of materials,
application of detail levels, and stage optimisation. After adaptation, the number of polygons in the studied
models decreased by 95-96%, and the volume of texture data - by 85-88%. In the test virtual environment, the
average frame rate increased from 42 to 85 frames per second, which confirmed a significant increase in scene
performance. However, the increase in performance was not accompanied by a critical loss of visual quality, since
the overall shape of objects remained at the level of 98-99%, and the level of visual immersion remained high.
The results of the study can be used by developers of virtual reality applications, computer graphics specialists,
teachers, designers, and engineers to create training simulators, architectural visualisation, medical simulators,
and technical virtual reality systems with increased performance and visual realism

Keywords: application of detail levels; simplification of the polygonal grid; interactivity; visualisation; level of
visual immersion; frame rate

INTRODUCTION

The growing use of digital immersive technologies in
education, cultural heritage, design, advertising, and
visual communications has highlighted the challenge of
effectively utilising 3D models in environments where
high frame rates, interactivity and visual realism are all
required simultaneously. For such systems, the geomet-
ric detail of the object itself is no longer enough, since
without special adaptation, even a high-quality model
can create an excessive load on the graphic subsystem,
worsen the stability of scene reproduction, and reduce
user comfort. That is why the use of three-dimensional
modelling in computer graphics is associated not only

with the creation of visually complex content, but also
with its rational adaptation to the requirements of inter-
active immersive environments. In the scientific Ukraini-
an discourse, the topic of three-dimensional content was
actively developed primarily in the pedagogical context.
S. Lytvynova (2022) showed that students’ readiness to
use virtual reality (VR) in the educational process de-
pended not only on access to digital tools, but also on
the development of the ability to work with immersive
content as a special type of learning environment. In
the subsequent research, S. Lytvynova (2024) found
that 3D content and 360-degree formats expanded the
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teacher’s didactic capabilities, but their effectiveness
directly depended on the quality of digital materials
preparation and their compliance with practical educa-
tional tasks. A.S. Derkach & I.A. Tverdokhlib (2024), ana-
lysing the state of study of three-dimensional modelling
in the Ukrainian school, noted that this area has already
gone beyond the narrow technical specialisation and
acquired the value of basic digital competence related
to engineering, medicine, manufacturing, and design.
S.0. Semerikov et al. (2024) expanded on this context
by proposing a training methodology for WebAR devel-
opment incorporating machine learning models, which
highlighted the increasing complexity of modern im-
mersive educational environments. P.P. Nechypurenko et
al. (2023) demonstrated the practical effectiveness of a
virtual chemical laboratory based on augmented reali-
ty to support students’ learning and research activities.
Together, these studies confirmed the high relevance of
three-dimensional and immersive environments in edu-
cation, but did not provide a specific explanation of how
detailed digital models should be adapted for stable
operation in VR.

A similar trend was observed in papers devoted to
digital spatial reconstructions, virtual expositions, and
visual communications. I. Tytarenko et al. (2023) proved
that digital instruments allowed reproducing historical
environments with a high level of spatial accuracy, and
three-dimensional modelling could act not only as a
means of visualisation, but also as a tool for research
reconstruction. N. Dumanskyi & N.Vovk (2025) stressed
that virtual and augmented reality technologies have
strengthened the possibilities of preserving, reproduc-
ing and popularising the cultural heritage of Ukraine,
especially in the face of military threats. M. Chernikov et
al.(2025), analysing multimedia virtual exhibition spac-
es, showed that not only technical characteristics were
crucial for the digital environment, but also aesthetic
integrity, navigation convenience, and emotional im-
mersion of the user. M.S. Strelchuk (2025) showed that
three-dimensional modelling in advertising products
was used as one of the leading means of forming a
visual image, and the combination of 3D graphics with
VR, augmented reality (AR) technologies, animation,
and gamification increased the emotional involvement
of the audience. All these studies convincingly sub-
stantiated the value of three-dimensional content for
education, culture, design, and communication, but the
issue of its quantitatively verified optimisation for VR
scenes remained insufficiently disclosed.

Another important area was formed at the inter-
section of three-dimensional scenes, digital interac-
tion, and new ways of presenting spatial information.
R. Partsey et al. (2025) found that text annotations ex-
pand the ability to interpret three-dimensional scenes
and enhance their semantic clarity in complex digital
environments. This indicated a growing interest not
only in creating 3D objects, but also in their structural
organisation and adaptation to new interaction formats.
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Together with above research papers, this pointed to a
significant gap: despite a significant interest in the ed-
ucational, cultural, design, and communication poten-
tial of three-dimensional content, Ukrainian studies did
not pay enough attention to the complex adaptation of
models specifically for interactive VR, where frame rate,
stage stability, textural rationality, and the preservation
of visual realism became critical.

Despite the scientific significance of the considered
studies, they do not sufficiently cover the issues of com-
plex adaptation of three-dimensional models to an in-
teractive environment VR, in particular, a quantitatively
verified combination of geometric, textural, material,
and scene optimisation to ensure high performance,
rendering stability and the preservation of visual real-
ism simultaneously. The purpose of this study was to
substantiate and experimentally test the effectiveness
of complex adaptation of 3D models for interactive re-
production in a VR environment under conditions of
limited hardware resources. The objectives of the study
were: to systematise the main approaches to optimising
3D models for VR environments; to experimentally ver-
ify the impact of comprehensive model adaptation on
performance, rendering stability, rendering latency and
hardware load within a VR scene; to assess the preser-
vation of the visual fidelity of the optimised models in
terms of geometric similarity, texture rendering quality,
perception of detail, and the level of visual immersion.

MATERIALS AND METHODS

The study was theoretical and empirical in nature and
combined the analysis of scientific sources with prac-
tical experimental testing of 3D models in the VR en-
vironment. At the first stage of the study, the material
of theoretical analysis involved the research papers
by S. Sukaridhoto et al. (2023), A. Geris et al. (2024),
R. Grande et al. (2024), X. Hu et al. (2025), G. Papaio-
annou et al. (2025), Y. Wang et al. (2025), and H. Zhang
& C. Peng (2026), which considered contemporary ap-
proaches to optimising 3D content for the VR environ-
ment. The choice of these sources was determined by
the fact that they covered the main areas of adaptation
relevant for this study, namely, simplification of the po-
lygonal grid, optimisation of textures and materials, use
of detail levels, organisation of rendering, and stage op-
timisation. Based on these studies, the theoretical ba-
sis of experimental design was established. Within this
stage, approaches to geometric optimisation, reducing
texture load, simplifying materials and visual effects,
applying levels of detail, and stage optimisation were
summarised. The theoretical analysis became the basis
for constructing an experimental design and selecting
technical parameters for further testing the effective-
ness of adapting 3D models.

The empirical part of the study was performed in
the Unity 2022.3 environment with integration under
the standalone VR platform Meta Quest 2. The original
models were created in Blender 3.6 in a highly polygonal
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format with maximum geometric detail and complex
physically correct textures, and then imported into Uni-
ty without prior optimisation. Further adaptation was
carried out using the built-in tools Mesh Optimiser,
Texture Compression, Automatic Level of Detail (LOD)
Generator, and Asset Store plugins focused on the re-
quirements of autonomous VR systems. The research
material consisted of four basic 3D models represent-
ing typical objects of virtual scenes: the chair model as
a static interior element, the tree model as a landscape
object, the building facade model as an architectural
element, and the anthropomorphic character model as
a dynamic object. This selection allowed covering var-
ious types of geometric complexity, texture saturation,
and functional purpose of objects in a VR environment.
At the first stage, all models were analysed in their
original state. At the second stage, a complex adapta-
tion was applied to them, which included simplifying
the polygonal grid, creating 3-4 levels of detail, com-
bining textures, using Adaptive Scalable Texture Com-
pression (ASTC), replacing some highly detailed colour
textures with normal maps and roughness maps, and
simplifying materials and programmes for calculating
visual effects.

To assess the impact of adaptation on performance,
a test scene was created that contained 120 objects
as a combination of four basic models and reproduced
a loaded VR environment of a mixed “interior + land-
scape” type. The measurements were performed in
standalone VR mode on Meta Quest 2 over 300-second
sessions. Tests were conducted on a standalone Meta
Quest 2 VR helmet in offline mode, without connecting
to a personal computer to render the scene. The de-
vice’s hardware platform included a Qualcomm Snap-
dragon XR2 system-on-chip, 6 GB of RAM, and a display
with a resolution of 1832x1920 pixels per eye, and
support for refresh rates of 60, 72, 80, 90 and 120 Hz.
The experiment used a 72 Hz mode because it met the
minimum target level of stable VR scene playback for
a standalone device. The internal memory of the test
device was 128 GB. During the experiment, third-party
background applications were closed, and scenes were
launched without streaming images from a person-
al computer. Graphics and CPU load, memory usage,
frame rate, and latency were recorded using Unity Pro-
filer and Oculus Performance Metrics. This configura-
tion allowed evaluating the effectiveness of the mod-
els’ adaptation specifically for a resource-constrained
standalone VR platform. The data collection tools were
Unity Profiler and Oculus Performance Metrics. De-
scriptive statistics were used to quantify the stability
of scene reproduction, in particular, the average Frame
Per Second (FPS) rate and the sample standard devi-
ation of FPS values. The standard deviation (SD) was
calculated based on a sequence of frame rate values
recorded during each 300-second test session using
Unity Profiler and Oculus Performance Metrics, using
the equation (1):

sp = [EEETE )
n—-1

where FPS; - frame rate value in the j-th time frame;
FPS - average frame rate value per session; n - number
of recorded values. A lower standard deviation value
was interpreted as higher rendering stability and lower
variability in VR scene performance. The analysis cov-
ered the average frame rate, the minimum frame rate at
the lowest values of 1%, graphics and CPU load, video
memory usage, scene loading time, and the delay be-
tween user movement and image refresh. In addition,
rendering stability, the proportion of frames with a con-
stant frequency of at least 72 FPS, and the standard
deviation of the frame rate were evaluated.

A combination of objective and subjective ap-
proaches was used to assess visual quality after adapta-
tion. Objective analysis included preserving the overall
shape of objects, silhouette characteristics, structural
similarity of textures, perception of small details at
different distances, integrity of the scene, and smooth
transitions between levels of detail. For this purpose,
the Chamfer Distance metric for geometric similari-
ty and the Structural Similarity Index Measure (SSIM)
metric for evaluating structural similarity of textures
in Unity Editor were used. The subjective assessment
was conducted in the format of a blind test with the
participation of 10 people, including 5 developers of
3D and VR content and 5 users with at least 6 months
of experience using VR applications. All participants
previously had basic experience working with the Meta
Quest 2 helmet, which reduced the impact of adapta-
tion to the device on the evaluation results. Scene com-
parisons were performed individually under the same
viewing conditions, and the order in which the original
and optimised scenes were shown was randomised for
each participant. Participants did not receive informa-
tion about which version of the scene was shown at a
particular moment, and after each viewing, they rated
the level of visual immersion, preservation of the shape
of objects, and overall perception of the environment
on a five-point scale. This design of the study helped to
simultaneously trace the impact of adapting 3D models
on the technical performance of the VR system and on
maintaining the realism of the scene.

RESULTS

In a VR environment, visualisation efficiency was asso-
ciated with the need to simultaneously provide high
frame rates, stereoscopic playback, and low power con-
sumption, especially for mobile and standalone devices.
In the current review of effective visualisation for VR,
rendering with resource concentration in the focus area,
stereoscopic rendering, cloud rendering, and energy-sav-
ing rendering were highlighted as key areas for reducing
computing load,and the role of increasing resolution and
intermediate frame generation technologies to improve
the efficiency of mobile VR systems (Hu et al., 2025). For
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large three-dimensional polygonal models, adaptation
to VR was mainly associated with a combination of levels
of detail and an approach focused on the central viewing
area. The study by H. Zhang & C. Peng (2026), dedicat-
ed to real-time visualisation of large three-dimensional
models with a concentration of computational resources
in the focus area, showed that when selecting the level
of detail, priority can be given to high geometric accuracy
in the central part of the field of view, while in other are-
as the complexity of the model decreased. This approach
was proposed specifically for VR scenes with very large
polygonal models, where conventional desktop visualis-
ation techniques created significant computational diffi-
culties after being ported to VR.

Maintaining visual realism in VR depends not only
on the model’s geometry, but also on the scene’s light-
ing. The study by G. Papaioannou et al. (2025) on ap-
proximate dynamic global lighting for VR noted that
lighting is an important component of visual immer-
sion, whereas for typical autonomous VR systems or
mobile platforms, dynamic lighting calculations remain
computationally complex. The proposed approach was
aimed specifically at mid-to entry-level graphics equip-
ment, which confirmed the need to adapt the visual
components of the scene to the limited resources of VR
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devices.At the level of stage organisation, the effective-
ness of VR adaptation was associated with a set of tech-
nical solutions, and not with one separate technique. In
the applied study by Y.Wang et al. (2025), the optimisa-
tion techniques included the reuse of a single graphical
representation of objects, batching of rendering calls,
simplification of the polygon mesh for levels of detail,
and culling of objects based on the viewing direction; it
was noted that it was precisely these measures that en-
sured a stable frame rate even in the presence of thou-
sands of objects of the same type. This gave grounds to
consider the effectiveness of 3D modelling in VR as a
result of matching the geometry, structure of detail lev-
els, and organisation of the scene visualisation process.

The difference between conventional 3D models
and VR-adapted models was mainly evident in the per-
formance requirements of the interactive environment. If
conventional models focus primarily on high image quali-
ty,then VR models should provide a stable frame rate, low
display latency, moderate load on the Graphics Process-
ing Unit (GPU), and a rational texture and material struc-
ture of the scene. That is why even a visually high-quality
model without optimisation is often not effective enough
for use in VR. The key differences between conventional
3D models and VR-adapted models are shown in Table 1.

Table 1. Comparison of conventional and VR-adapted 3D models

Comparison criteria Conventional 3D models

VR-adapted 3D models

Analytical assessment

High quality of an individual

Main purpose of frame, static or pre-calculated

Stable real-time scene playback

In VR, priority is shifted from
maximum detail to interactivity

texture files can be used

are transferred to normal maps

creation - e
visualisation and performance
. Reduced by simplifying Reducing polygonality is one
ngrpb%rncsaf withou'?:gfizthrlgs}jc}ictions the polygonal grid and of the main ways to improve the
polyg optimising LOD model’s suitability for VR
- Texture optimisation reduces
Large and numerous Tex.tures are Opt'mlsed’. memory and rendering load
Textures combined, and some details

without critical loss
of visual quality

Materials and
shaders

Often complex, focused
on maximum visual effect

Simplified, subject
to real-time restrictions

In VR, it is not the maximum
complexity of the material that
is important, but its
computational feasibility

Memory and GPU
loads

Increased, especially
in difficult scenes

Reduced by optimising digital
objects

For standalone VR devices,
this directly affects the
performance of the scene

Frame rate (FPS)

May decrease when porting
to VR

After optimisation, it increases;
the gain may be moderate,
but its value depends
on the complexity
of the scene, the type of device,
and the depth of optimisation

VR adaptation is directly related
to FPS stabilisation
and enhancement

Often higher due

After optimisation, it decreases;

This is especially important

in an isolated view

an acceptable similarity

Use the GPU to the excessive complexity the study recorded a decrease for autonomous VR systems
of digital objects by 6.73% and 11.72% with limited resources.
In a number of models, after
. . R . optimisation, the reduction
Visual quality Saved as much as possible Partially simplified, but retains of polygons by more than 99%

did not lead to a critical loss
of perceived quality

Suitability for an
interactive VR
environment

Limited without additional
adaptation

High with comprehensive
optimisation

VR model is evaluated as part
of the entire rendering system,
not as an isolated object

Source: created by the author based on S. Sukaridhoto et al. (2023), A. Geris et al. (2024), R. Grande et al. (2024), X. Hu et al. (2025)
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Analysis of the table showed that the key differ-
ence between conventional 3D models and VR-adapt-
ed models was the change in design priorities. In con-
ventional computer graphics, the focus on maximum
detail of shape, textures and materials prevails, while
in VR, the ability of the model to function stably in an
interactive environment without overloading the sys-
tem has become crucial. These characteristics showed
that VR adaptation included simultaneous reduction
of polygonality, optimisation of textures, simplification
of materials, and reduction of memory and GPU load.
It was this comprehensive restructuring of the model
that provided an increase in frame rate and rendering
stability, which became critical for a comfortable per-
ception of the virtual environment. However, the ad-
aptation did not lead to a sharp deterioration in visual
quality, since with the correct combination of geometric
simplification with texture maps and normal maps, the
model remained sufficiently realistic. It was particular-
ly significant that the optimised models showed not
only less resource load, but also better compliance with
the technical limitations of autonomous VR devices.

Optimisation of
3D models for
VR

This confirmed that the suitability of the 3D model for
VR was determined not by the absolute level of detail,
but by the balance between visual realism and com-
putational efficiency. Thus, the data confirmed that
VR-adapted models were functionally more efficient
than conventional ones, as they better met real-time
requirements, provided higher scene stability, and al-
lowed maintaining acceptable visualisation quality at
lower hardware costs.

The main areas of optimisation of 3D models for VR
covered several interrelated levels of adaptation, since
the effectiveness of the virtual environment was de-
termined not only by the geometric complexity of the
object, but also by the texture load, lighting parame-
ters, levels of detail, and the overall organisation of the
scene. That is why the effective adaptation of models
to VR was based on a complex combination of geomet-
ric, textural, visual, LOD, and scene optimisation, each
of which performed a separate function in reducing
computational costs and maintaining acceptable visual
quality. It is advisable to present these relationships in
the form of a diagram Figure 1.

) ) ) ) )
Geometric Texture Visual effects Levels of detail Stage
optimisation optimisation optimisation (LOD) optimisation
o . | | o
S N D [ N [ D B
Reduction in the . Shader Models with ) )
number of Ref:;::jc;z of simplification; varying levels of Merging objects;
polygons; resolution: material detail; hiding invisible
O lif cat ’ imisation: i elements;
Slmpllflcatlor.T of use of texture optimisation; adau';?nT:r?tcof B
the mesh; atlases; reduction in the S ) efficient scene
preservation of ¢ l complexity of difficulty level; construction
the overall t us€ of horma K shadows and adaptation to

model shape

maps

lighting

-

viewing distance

Figure 1. Main areas for optimising 3D models for VR

Source: created by the author based on R. Grande et al. (2024),Y.Wang et al. (2025), X. Hu et al. (2025), G. Papaioannou (2025),

H.Zhang & C. Peng (2026)

Analysis of Figure 1. showed that the optimisation
of 3D models for VR was complex and covered several
interrelated areas, each of which performed a separate
function in reducing the computational load. Geomet-
ric optimisation reduced the polygonality of the model,
texture optimisation reduced the amount of graphic re-
sources,and visual effects optimisation simplified shad-
ers, materials, shadows, and lighting. The use of detail
levels helped to dynamically change the complexity of
the object depending on the conditions of perception,

while scene optimisation covered the rational organ-
isation of the entire virtual space. The data also con-
firmed that none of the above areas would have pro-
vided a sufficient result separately. The greatest effect
was achieved precisely by combining several approach-
es consistent with the model type, scene parameters,
and technical capabilities of the VR platform. Thus, the
effectiveness of adapting 3D models to VR was deter-
mined not by a separate simplification method, but by a
balanced application of a set of optimisation solutions.
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The results of adapting basic 3D models to the VR
environment were analysed sequentially in four key
aspects: geometry, texture data, rendering, and overall
scene stability. The most pronounced practical effect
was observed in complex scenes where a significant
number of highly detailed objects were used simulta-
neously. In the absence of optimisation, such a scene
created a critical load on the GPU and video memo-
ry, which was accompanied by significant performance
drops and reduced playback smoothness. After adapta-
tion, even with a partial reduction in detail, the scene
became suitable for full-fledged interactive interaction,

Yu. Havryliuk

while maintaining a sufficient level of visual realism.
The most noticeable changes were recorded at the lev-
el of geometric optimisation. The use of simplification
of the polygonal grid in combination with the develop-
ment of 3-4 levels of detail (LOD) helped to significant-
ly reduce the number of polygons without noticeably
disrupting the overall shape of objects. This is espe-
cially important for VR environments where excessive
polygonality directly affects rendering speed and frame
rate stability. For a visual representation, the basic 3D
models before and after optimisation are shown in Fig-
ure 2 and Figure 3.

Figure 2. Output high-poly 3D models prepared in Blender 3.6
Notes: model of a chair, a tree, a building facade, and an anthropomorphic character is presented.

Source: created by the author in Blender 3.6

Figure 3. View of basic 3D models after a comprehensive adaptation in Unity 2022.3 for the VR environment
Notes: overall silhouette and spatial proportions of models are preserved while simplifying geometry, textures, and materials

Source: created by the author

As can be seen from Figure 2, after adaptation, the
models retained their basic shape, silhouette, and func-
tional recognition, but became less detailed at the level
of fine geometry, texture saturation, and material relief.
The most noticeable simplification could be traced in

Bulletin of Cherkasy State Technological University, Vol. 31, No. 2, 2026

the crown of the tree, decorative elements of the fa-
cade, and small details of the character, while the chair
retained almost the same overall design. This type of
change corresponded to the task of VR adaptation: not
to replace the original objects with new models, but to
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reduce their resource intensity while maintaining the
visual realism of the scene. Quantitative changes in the

main parameters of models before and after adaptation
are shown in Table 2.

Table 1. Changes to the main parameters of basic 3D models before and after adapting to the VR environment

Number of | Number of Texture Texture Average object | Average object
Model polygons polygons |Change, % | size, MB size, MB | Change, % | rendering time, | rendering time,
(before) (after) (before) (after) ms (before) ms (after)
Chair 248,750 12,438 -95 85 12 -86 1.2 0.4
Tree 1,456,320 58,253 -96 210 28 -87 3.5 1.1.
Building

facade 3,245,800 162,290 -95 420 52 -88 8.2 29
Character 856,400 42,820 -95 150 22 -85 2.8 0.9

Source: created by the author based on testing in Unity3D

The data in Table 2 showed that in all the models
studied, the number of polygons decreased by 95-96%,
while the volume of texture data decreased by 85-
88%. The greatest absolute reduction in polygonality
was recorded for the building facade model, which was
explained by the high initial geometric complexity of
this object. Simultaneously, even after this simplifica-
tion, the visual structure of the models remained suffi-
ciently complete for perception in the VR scene. Texture
data was optimised by combining textures, applying
adaptive texture compression suitable for mobile VR
platforms, and replacing some highly detailed col-
our textures with normal maps and roughness maps.
This allowed reducing the total volume of textures by
an average of 86.5%, which significantly lowered the
load on video memory and contributed to more stable
scene reproduction. At the visualisation level, a posi-
tive effect was achieved by simplifying materials and
programmes for calculating visual effects. The transi-
tion from complex physically correct shading models to
simplified lighting models with a minimum number of
samples provided an additional reduction in the com-
putational load. As a result, the average visualisation
time of an individual object decreased in all cases: for

a chair - from 1.2 to 0.4 ms, for a tree - from 3.5 to
1.1 ms, for a building facade - from 8.2 to 2.9 ms, for
a character - from 2.8 to 0.9 ms. In relative terms, this
corresponded to a reduction of approximately 64-67%,
which directly affected the overall performance of the
scene. The most significant changes were recorded at
the level of overall stability of the VR environment. In
the test scene, which contained 120 adapted objects,
the average frame rate increased from an unstable 38-
45 FPS, with drops to 25 FPS, to a stable 78-92 FPS.
This showed that the adaptation turned resource-in-
tensive conventional models into functionally efficient
elements of the virtual environment, suitable for long-
term interactive use without significant loss of realism.

To assess the impact of complex adaptation of 3D
models on the functioning of the VR system, key perfor-
mance indicators were compared before and after scene
optimisation. During this stage, changes in frame rate,
graphics and CPU load, video memory usage, scene load-
ing time, and delays from motion to image update were
analysed. This approach helped to quantify the extent
to which geometric, textural, material, and stage optimi-
sation tools were used to improve the suitability of the
virtual environment for stable interactive use (Table 3).

Table 3. Comparison of key VR system performance indicators before

and after comprehensive adaptation of 3D models

Indicator Before adaptation After adaptation Change
Average FPS 42 85 +102%
Minimum FPS (1% Low) 25 72 +188%
GPU load, % 94 47 -50%
CPU load, % 68 39 -43%
Device RAM/VRAM usage, MB 1,420 580 -59%
Scene loading time, s 8.4 2.9 -65%
Motion-to-photon latency, ms 38 19 -50%

Source: created by the author based on testing in Unity 2022.3 on the standalone Meta Quest 2 platform using Unity Profiler

and Oculus Performance Metrics

Analysis of Table 3 showed that complex adapta-
tion of 3D models had a positive effect not only on the
average level of performance, but also on the stability
of scene reproduction. Prior to optimisation, there were
frequent frame rate drops below 30 FPS, covering up
to 18% of the session duration and accompanied by

marked intermittent movement and an increased risk of
vestibular discomfort. After adaptation, the proportion
of frames with a stable frequency of at least 72 FPS
reached 96%, and the sample standard deviation of
FPS values calculated from the data of a 300-second
test session decreased from 12.4 to 3.8 (Equation 1).
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This confirmed that for VR, it is important not only to
increase the average FPS, but also to reduce perfor-
mance fluctuations throughout the session. The great-
est contribution to improving efficiency was provided
by a combination of several optimisation tools. Gen-
erating detail levels combined with clipping objects
that are insignificant for the current observer position
reduced the GPU load by 32%. Combining textures and
applying ASTC compression reduced video memory
usage by 41%. Simplification of materials and shaders
reduced the visualisation time of an individual object
by an average of 67%. Batch processing of render-
ing calls and repeated use of a single graphical rep-
resentation of the object had an additional positive
effect in scenes with a large number of objects of the
same type. It was found that excessive simplification
of models reduces the quality of visual perception. In
the test scenes, the reduction of polygonality by more
than 98% in combination with the complete removal
of normal maps led to a noticeable loss of small de-
tails already at a distance of 3-5 m: the expressiveness
of the texture of facades, and the surface of tree bark
decreased, which weakened the immersion effect. The
most balanced mode was when the number of pol-
ygons was reduced by 94-96% while maintaining at
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least two levels of detail. Thus, the adaptation of 3D
models turned out to be not an auxiliary, but a ba-
sic factor in ensuring the performance of VR systems,
especially on equipment with limited resources. Com-
prehensive optimisation has ensured that the stable
performance required for long-term comfortable use
of the virtual environment is achieved, without critical
loss of its visual credibility. It should be noted that FPS
growth rates are variable and depend on the experi-
mental conditions, scene structure, model complexity,
amount of optimisation applied, hardware platform,
and measurement method. Therefore, it is advisable to
interpret the obtained values considering the specific
configuration of the test environment.

Evaluation of visual realism after adapting 3D mod-
els to VR conditions showed that reducing geometric
and textural complexity did not lead to a critical de-
terioration in scene perception. The analysis was per-
formed on several aspects: preserving the overall shape
of objects, the quality of texture reproduction, the per-
ception of small details at different distances, the in-
tegrity of the scene, and the level of visual immersion.
This approach helped to determine how much optimi-
sation affected not only technical efficiency, but also
the reliability of the virtual environment (Table 4).

Table 4. Evaluation of the visual realism of 3D models after optimisation for VR

Evaluation criteria

Result after optimisation

Analytical assessment

Preservation of the general shape of
objects

98-99% by Chamfer Distance metric

Overall contours and spatial proportions
of the models remained virtually
unchanged

Stability of the object silhouette

Contours of the chair, wood, and facade
of the building were preserved after the
polygons were reduced by 95%

Geometric simplification did not violate
the visual recognition of the main
shapes

Texture playback quality

Average SSIM for textures - 0.94

Structural similarity of textures
remained high

Transfer of surface microdetals

Partial loss of high-frequency details of
diffuse textures was compensated by
roughness maps and normals

Visual plausibility of the surfaces
was preserved even when the texture
volume was reduced

Perception of small details at close
range

At a distance of up to 2 m, the
differences were minimal

Optimised models remained convincing
during typical object interactions

Perception of small details at medium
and long distances

At a distance of 5-10 m, small elements
were perceived as more smoothed

Loss of individual details did not
destroy the overall impression of the
scene

Smooth transitions between detail
levels

Changes in the level of detail were
almost not visually recorded

System of detail levels provided an
imperceptible simplification of the
model during the user’s movement

Stage integrity

Preserved at a high level

Optimisation did not break the
consistency of the visual environment

Level of visual immersion

Average rating - 4.7 out of 5

High stability of the stage increased the
sense of presence in the virtual space

Source: created by the author based on testing in Unity

The data in Table 4 showed that the overall shape
of objects and their silhouette characteristics were the
most resistant to optimisation. The quality of texture
reproduction remained high. Despite a partial decrease
in the detail of colour textures, the structural similarity
remained at 0.94, which indicated a slight loss of visual
information. An additional role in maintaining the

Bulletin of Cherkasy State Technological University, Vol. 31, No. 2, 2026

plausibility of surfaces was played by the use of nor-
malcy maps and roughness maps, due to which it was
possible to compensate for the simplification of tex-
ture resources without significantly impairing the over-
all perception of materials. It was found that the per-
ception of small details significantly depended on the
observation distance. At close range, which is typical
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for direct interaction with objects, the differences be-
tween the basic and optimised models were minimal.
At medium and long distances, individual elements,
such as the texture of bark, leaves, or small architec-
tural details, became more smoothed out, but this did
not lead to a loss of the integrity of the visual image.
In addition, this was facilitated by smooth transitions
between levels of detail, which did not create notice-
able gaps in perception. Separately, it should be noted
that a high level of visual immersion was provided not
only by the geometry or textures themselves, but also
by the stability of scene reproduction. With an aver-
age score of 4.7 out of 5, the optimised environment

was perceived as visually compelling and comfortable
for long-term use. This showed that in VR conditions,
realism is determined not by the maximum complex-
ity of each individual object, but by the consistency
of geometry, textures, lighting, and smooth reproduc-
tion. To specify the results of objective and subjective
assessment of visual quality, numerical indicators of
geometric similarity of models using the Chamfer Dis-
tance metric, structural similarity of textures using the
SSIM metric, and the results of blind subjective testing
on a five-point scale were summarised. Summary data
for individual models and distribution of participants’
average scores are shown in Table 5.

Table 5. Objective indicators of visual quality of optimised 3D models

Model Shape retention based on Chamfer Distance, % SSIM textures
Chair 0.95
Tree 98.2 0.93
Building facade 98.7 0.94
Character 98.5 0.94
Mean value 98.6 0.94

Source: created by the author based on testing in Unity Editor and the results of a blind survey of 10 participants

The data in Table 5 showed that complex adap-
tation of 3D models to the VR environment did not
cause a critical deterioration in visual quality either in
terms of objective or subjective indicators. According
to the results of an objective assessment, the shape
retention of models using the Chamfer Distance met-
ric was in the range of 98.2-99%, and the average
value was 98.6%, which confirmed the high geomet-
ric similarity of the optimised models to the original
ones. The structural similarity of textures by the SSIM
metric varied between 0.93 and 0.95 with an average

value of 0.94, which showed a slight loss of texture
information after optimisation. The highest values
were recorded for the chair model, while slightly low-
er values were recorded for the tree model, which can
be explained by a more complex irregular geometry
and a large number of small peripheral elements. To
summarise the results of subjective evaluation of the
optimised VR scene on a five-point scale, the aver-
age values for individual criteria and the distribution
of participants’ ratings were determined, which are
shown in Table 6.

Table 6. Results of subjective evaluation of the optimised VR scene on a 5-point scale,n=10

Criteria 4 points, n (%) 5 points, n (%) Average score
Preservation of the shape of objects 3 (30) 7 (70) 4.7
Level of visual immersion 4 (40) 6 (60) 4.6
General perception of the environment 2 (20) 8 (80) 4.8

Source: created by the author based on the results of blind testing

The results of subjective evaluation also confirmed
the preservation of high visual realism of the opti-
mised scene.According to all criteria, high ratings pre-
vailed, and the share of maximum ratings ranged from
60% to 80%. Overall perception of the environment
was rated the highest, while preserving the shape of
objects and the level of visual immersion were slight-
ly lower. This showed that the optimisation carried
out ensured not only an increase in the technical ef-
ficiency of the VR scene, but also the preservation of
its integrity, object recognition, and comfort for user
perception. Thus, the data obtained confirmed that a
rational combination of geometric simplification, tex-
ture optimisation, and the use of detail levels helped
to achieve a balance between performance and visual
plausibility of the virtual environment.

The results of adaptation of 3D models showed not
only an increase in the technical efficiency of the vir-
tual environment, but also the practical feasibility of
using them in various types of VR applications. Reduc-
ing polygonality, reducing the amount of texture data,
simplifying materials, and stabilising rendering helped
to use complex scenes with limited hardware resourc-
es without significantly losing visual realism. One of
the main advantages was the reduction of hardware
requirements, which expanded the possibilities of us-
ing VR in educational, project and production environ-
ments. An important result was also an increase in the
smoothness of interactive interaction and a reduction
in the risk of visual discomfort. In addition, optimisation
made it easier to scale complex scenes, as it allowed in-
creasing the number of objects without proportionally
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increasing the load on the system. Therefore, the prac-
tical value of optimised models was to increase the
availability, stability, and functional suitability of VR
solutions, which expanded the possibilities of their ap-
plication implementation.

Generalisation of theoretical and practical results
showed that direct use of conventional 3D models in the
VR environment is ineffective, since models created with-
out considering the requirements of interactive rendering
form an excessive load on the graphic subsystem and re-
duce the stability of scene reproduction. The highest ef-
ficiency was achieved with a comprehensive adaptation
that combined geometric optimisation, reduced texture
data, simplified materials, applied detail levels, and stage
optimisation. The most effective solution was not a sepa-
rate technical solution, but a coordinated combination of
several approaches in accordance with the type of object,
its role in the scene, and the technical capabilities of the
platform. It was found that the increase in performance
was not accompanied by a critical loss of visual quality,
and the balance between realism and speed remained a
crucial factor in VR. This adaptation was particularly im-
portant for systems focused on mass or resource-limited
equipment. Therefore, the use of 3D modelling in com-
puter graphics for VR is most effective when models are
initially designed or purposefully modified to meet the
requirements of the interactive VR environment.

DISCUSSION

The results confirmed that the effectiveness of using 3D
modelling in VR is determined not by the maximum ge-
ometric detail per se, but by the ability of the model to
maintain visual credibility with a significantly reduced
computational load. The study found that a compre-
hensive adaptation of models for the VR environment,
which combined simplification of the polygonal grid,
optimisation of textures, materials, detail levels and
scenes, provided a sharp increase in performance with-
out critical loss of perception quality. This result gives
grounds to consider the optimisation of 3D content not
as an auxiliary technical stage, but as a key condition
for the functional suitability of digital objects for an
interactive VR environment.

Performance improvements were achieved through
local simplification of geometry, textures, materials, and
stage structure for the limited resources of an autono-
mous device.J.A. Santos-Paz et al. (2025) solved a similar
problem through remote visualisation, data transfer to
the server, and a low-latency codec that is resistant to
packet loss and is associated with data about the user’s
gaze direction. Thus, both approaches were aimed at en-
suring smooth VR interaction, but in the first case, the
key tool was content optimisation, and in the second -
network computing architecture. After optimisation, the
overall shape of objects remained at the level of 98-
99%, which indicated that there was no critical loss of
visual integrity. A similar pattern was found by Z. Yang
et al. (2025), which, when optimising BIM- and 3D GIS
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models for digital doubles,reduced the average load time
by 15% while maintaining 97% geometric accuracy. The
difference was that their study focused on the accuracy
of the spatial representation of the digital twin, while
here the priority remained to provide real-time in VR.
The data obtained confirmed that even within the con-
ventional polygonal approach, a significant increase in
technical efficiency was achieved due to a rational com-
bination of geometric, texture, and stage optimisation.
This correlated with the review by W. Chen et al. (2025),
which considered modern techniques of 3D reconstruc-
tion and visualisation, in particular the Gaussian splat-
ting-reproduction approach, as a direction for improving
the speed and quality of reproduction of complex scenes.
Simultaneously, the review paper outlined the gener-
al evolution of methods, while the presented results
showed the practical effectiveness of classical model
optimisation in an applied VR environment. Increasing
the frame rate and reducing latency was accompanied by
maintaining a high level of visual immersion, i.e., techni-
cal optimisation directly improved the user’s perception
of the scene. The study by S. Fowler & S. Souihi (2025)
also emphasised that the quality of the VR experience
was determined by the balance between latency and
visual clarity, and its optimisation was achieved through
reinforcement learning on mobile edge networks. Thus,
both studies confirmed the multi-factorial nature of VR
performance, but in one case the decisive factor was the
preparation of 3D content, and in the other - the adap-
tive distribution of network and computing resources.
The results showed that optimisation of three-di-
mensional models was an important prerequisite for
their effective use in applied VR systems. This was con-
sistent with research by Z. Li et al. (2025), where VR was
used as an interactive design environment. The differ-
ence was that there the emphasis was placed on the
development of engineering solutions, while here - on
the technical suitability of models for stable scene re-
production. A similar applied orientation was traced in
the study by A. Hernandez-Chavez et al. (2026), dedi-
cated to visualising the network infrastructure of uni-
versity campuses in mobile applications and VR. Their
results confirmed that 3D modelling in infrastructure
systems performed not only a demonstration, but
also an analytical function. Simultaneously, this study
was dominated by the visualisation component, rath-
er than productivity optimisation. The importance of
the technical quality of the VR environment for prac-
tical application was also confirmed in the study by
K. Wang et al. (2025), where VR was seen as a safety
management tool in construction. The researchers at-
tributed its effectiveness to the ability to model pro-
fessional situations and improve risk recognition. In
both cases, VR acted as an effective engineering tool,
although the functional purpose of its application was
different. A close example of the technical use of VR
was provided by L.S. de Assis et al. (2026), who applied
photogrammetric three-dimensional models and VR to
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inspect tunnels. This confirmed that the combination
of 3D modelling with VR was promising not only for
design, but also for monitoring the state of infrastruc-
ture facilities. Thus, the results obtained fit well into
the broader field of applied use of VR in engineering
and technical systems.

The results showed that the value of a virtual
environment was determined not only by technical
stability, but also by the ability to maintain a holistic
perception of the scene and user-friendly interaction.
This was consistent with the research by F. Savini et
al. (2025), in which 3D models based on unmanned
photogrammetry and laser scanning were semantically
enriched, simplified, and integrated into a web-based
VR solution to increase the accessibility of cultural
heritage. Thus, in both cases, optimisation of 3D con-
tent was considered as a condition not only for tech-
nical suitability, but also for greater accessibility of
cultural experience. The educational potential of the
immersive environment was confirmed in the study
by S-J. Chen et al. (2024), where an immersive VR ap-
proach to 3D modelling increased creativity and prob-
lem-solving abilities in younger students and reduced
cognitive load compared to the usual virtual format. A
similar effect was found by I. Irwanto et al. (2025), who
recorded a statistically significant improvement in the
creative attitudes and academic performance of 11%
grade pupils. This showed that a well-organised im-
mersive environment increased not only engagement,
but also cognitive performance.

The importance of user interaction was clearly
traced in the study by W. Zhao et al. (2023), where VR-
based 3D modelling technology and a human-machine
interaction algorithm for digital control and presenta-
tion of exhibits were proposed for the museum space. A
logical approach was presented by E. Kontogiorgakis et
al.(2024),who combined 3D reconstruction, virtual char-
acters,and 360° video in a gamified VR narrative for cul-
tural tourism.Thus, in cultural and museum applications,
not only visibility became important, but also the ability
of VR to form engagement and emotionally rich inter-
action. A broader theoretical context of this area was
presented by A. Marougkas et al. (2023), who in a review
of educational VR studies showed that the effectiveness
of such environments was most often explained by ac-
tive learning, experience-based learning, and increased
engagement. In this sense, the results presented fit well
with the general trend that VR was considered not just
as a means of visualisation, but as a medium of percep-
tion, interaction, and cognition. Therefore, this block of
research confirmed that in culture, education, and user
experience, immersion was an independent factor in
the effectiveness of the digital space. Thus, contempo-
rary research has confirmed that the effectiveness of VR
environments was determined not only by the technical
quality of 3D models, but also by their ability to provide
cognitive engagement, user-friendly interaction, and a
holistic cultural user experience.

CONCLUSIONS

As a result of the study, it was found that direct use of
conventional 3D models in a VR environment is inef-
fective, since models created without considering the
requirements of interactive rendering create an exces-
sive load on graphics and central processors and video
memory. It was confirmed that the highest efficiency is
achieved with a comprehensive adaptation that com-
bines geometric optimisation, reducing the volume
of texture data, simplifying materials, applying detail
levels and stage optimisation. Practical testing showed
that after adaptation, the number of polygons in the
studied models decreased by 95-96%, and the volume
of texture data - by 85-88%. The average visualisation
time of an individual object was reduced by about 64-
67%, which provided a significant increase in scene
performance. In the VR test environment, the average
frame rate increased from 42 to 85 frames per second,
the minimum frame rate at 1% of the lowest values in-
creased from 25 to 72 FPS, the GPU load decreased by
50%, video memory usage - by 59%, and the delay be-
tween user movement and image refresh - from 38 to
19 ms. This confirmed that the adaptation of 3D models
is one of the key factors for ensuring the stable func-
tioning of VR systems, especially on autonomous and
resource-limited devices.

The visual quality assessment showed that the
performance improvement was not accompanied by a
critical loss of realism. The overall shape of the objects
remained at 98-99%, the structural similarity of tex-
tures was 0.94, and the level of visual immersion was
estimated at an average of 4.7 out of 5. This suggests
that for VR, it is not the maximum detail of each object
that is crucial, but the balance between geometric com-
plexity, texture saturation, lighting, and playback stabil-
ity. The results showed that even with a significant re-
duction in polygonality and the volume of texture data,
the virtual environment retained the integrity of visual
perception and remained convincing to the user. This
showed that rational optimisation did not reduce the
quality of the VR scene to an unacceptable level, but, on
the contrary, provided a combination of technical effi-
ciency with a fairly high visual plausibility. A limitation
of the study was the use of a single hardware platform,
a limited set of basic models, and a single test scene
configuration. Further research should be directed to
testing the results on other VR devices, expanding the
types of virtual scenes, and applying adaptive real-time
optimisation algorithms.
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OonTumMmizauia 3D-Mopgenen anga Bisyanisauii
B CUCTeMaX BipTyanbHOi peanbHOCTi

HOpii MaBpuniok

KaHanpaT TexXHIYHMX HayK, OOLEHT

HauioHanbHMI TeXHIYHUI YHIBEPCUTET «XapKiBCbKUIM NONITEXHIYHUI IHCTUTYT»
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AHoTauig. AKTyanbHiCTb LOCNIAXKEHHS 3yMOB/IEHA 3POCTAHHAM BUKOPUCTAHHSA BipTyaNbHOI peanbHOCTi B OCBITI,
MeAMUMHI, NPOEKTYBAHHI Ta iHXXEHEPHUX CUCTEMAX, A€ TpaauLinHi 3D-Moneni 4acTo BUSIBNAKOTbLCS HAATO
pecypcoeEMHMMM gns CTabiNbHOro iHTEPAKTMBHOIO BiATBOPEHHSA. MeToto AocniakeHHs 6yno BUSBIEHHS 1 nepeBipka
edheKTMBHOCTI KOMMJIEKCHOI aganTauii LMPpoBMX OO'EKTIB A0 iIHTEPAKTUBHOIO NPOCTOPOBOrO BiATBOPEHHS
3a YMOB 06MexeHMX anapaTHMX pecypciB. MeToa0noris 4OCNiAXEHHS NOEAHYBaNa TEOPETUYHUI aHani3 i3
ekcnepuMeHTanbHUM TecTyBaHHAM Yy Unity 2022.3 Ha nnatdopmi Meta Quest 2 3 ouiHIOBaHHAM NPOAYKTUBHOCTI
Ta Bi3yaNbHOI SKOCTi. Pe3ynbTati focnifXeHHs nokasanu, Wo npsaMme BUKOPUCTAHHS TPaaMLUiMHUX TPUBUMIPHUX
Mogenewn y BipTyasnbHii peanbHOCTi € Manoe@eKkTUBHUM Yepe3 HaAMipHe HaBaHTAXXeHHS Ha anapaTHi pecypcu Ta
HecTabiNbHICTb BiATBOPEHHS cLeHU. BcTaHOBNEHO, WO HaiBULy edheKTUBHICTL 3abe3neyye KOMNAEKCHa afanTaLis,
KA NOEAHYE CNPOLLEHHS NOMIrOHANBbHOI CiTKM, CKOPOUYEHHS 06CSAry TEKCTYPHUX OAHUX, CNPOLLEHHS MaTepianis,
3aCTOCYBAHHS piBHIB AeTanisauii Ta cueHoBy onTuMisauito. icns aganTtauii KinbKiCTb NOMIFOHIB Yy AOCAIAXKEHUX
Mopensx 3MeHWunacs Ha 95-96 %, a ob6csar TekCTypHUx faHux — Ha 85-88 %.Y TecToBOMY BipTyanbHOMY CepeaoBuLL
cepefHs YacToTa KaapiB 3pocna 3 42 no 85 kaapis 3a cekyHAy, WO NiATBEPAMO iCTOTHE NifABULLEHHS NPOAYKTUBHOCTI
cueHn. BogHouyac NiaBULLEHHS WBMAKOAIT HE CYyNpOBOAXKYBANOCS KPUTUYHOK BTPATOH Bi3yaNibHOI SKOCTi, OCKiNIbKM
3aranbHa popMa 06ekTiB 36epernacs Ha piBHi 98-99 %, a piBeHb Bi3yanbHOro 3aHYpPeHHS 3a/IUMWKUBCSA BUCOKMM.
Pe3ynbrati pocnioXeHHs MOXyTb OYTU BUKOPUCTaHI po3poBHMKAMM [OAATKIB BipTyanbHOi peanbHOCTI, haxiBusMu 3
KoMm'loTepHOT rpadiku, BUKNafavyaMm, MPOEKTYBANIbHUKAMM Ta iHXeHepaMu 419 CTBOPEHHS HaBYaSbHUX CUMYNSTOPIB,
aApXiTEKTYpHOI Bi3yanisauii, MEANYHMX TPEHAXEPIB | TEXHIYHUX CUCTEM BipTYyaNbHOI peaNibHOCTI i3 NiABULLEHOD
NPOAYKTMBHICTIO Ta 36epeXXeHHSM Bi3yanbHOi NepeKOHIMBOCTI

KniouoBi cnoBa: 3aCToCyBaHHS pPiBHIB AeTani3aLii; CNpoLeHHS NOMiroHanbHOi CiTKK; iIHTEPAKTUBHICTb; Bi3yanilauig;
piBEHb Bi3ya/IbHOIO 3aHYPEHHS; YaCTOTa KaapiB
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