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Abstract. Analysing and selecting algorithms for collaborative text editing, especially implementing conflict-free
replicated data types, is critical to understanding how modern systems can achieve real-time collaboration while
ensuring data integrity. The purpose of the study is to review various collaborative editing algorithms and conduct
a comparative analysis to understand their advantages, disadvantages, and applications. Statistical methods,
methods for analysing algorithms and their use in real-world scenarios are used. The study results showed
that the use of collaborative text editing algorithms contributes to solving important tasks and challenges in
the modern world of information technology. Collaborative editing algorithms are determined to facilitate real-
time communication and information exchange. This is especially important in the context of remote work and
communication,which have become the standard for many organisations. Collaborative text editing is widely used
invarious fields and industries where teamwork, real-time collaboration,and document sharing are essential, such
as scientific research, education, software development, book and manuscript editing, legal cooperation, contract
draughting, medical reports, etc. In addition, using optimised collaborative editing algorithms helps reduce the
time required to process data and create text materials. Collaborative editing algorithms have a wide range of
applications in research, business, and education. They allow teams and individual users to solve problems more
efficiently and work together on projects. The ability to use the results obtained in practical activities will allow
using algorithms for joint text editing for further innovation and development of information technologies, which
will allow working together and exchanging information with the whole world in real-time
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INTRODUCTION

The relevance of this study lies in the development of  tool for editing text and large amounts of information,
conflict-free replicated data type algorithms (CRDT), and working together on a document. In addition, the
which are becoming an essential part of digital life use of collaborative text editing algorithms can help
and have a wide range of applications in various in- increase efficiency and productivity. Due to CRDT, us-
dustries. The use of CRDT has become an important ers can work together on texts in real-time, make joint
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edits and changes. This is especially important in teams
and groups of people working on joint projects or doc-
uments from a distance. Research on collaborative
text editing algorithms is important because it helps
understand how these algorithms work, their advan-
tages, and limitations. This opens up the possibility
of developing new and improved collaborative editing
techniques that help improve the efficiency and pro-
ductivity of working with texts. Such investigations
can also have practical applications in various fields,
including education, scientific, business, etc.

The main problem of the study is the preservation
of consistency in distributed systems, as they are be-
coming more common in the modern digital world, and
the emergence of conflict situations when trying to up-
date data simultaneously. This problem is particularly
relevant in modern digital world, where working to-
gether on documents and data in real-time is becoming
the standard. Investigating collaborative text editing
algorithms allows understanding how these algorithms
help solve this problem and what aspects of distributed
systems and conflicting text editing affect their con-
sistency and efficiency. The study results can have im-
portant practical applications for developing systems
that provide reliable and conflict-free collaborative text
editing, which is becoming an increasingly important
aspect in the modern world of information technology.

According to N. Saquib et al. (2022), CRDT (Con-
flict-free Replicated Data Types) are abstract data
types that provide a principled approach to asynchro-
nous data mismatch matching. The researchers not-
ed that this is very important for modern distributed
systems, where data access must be reliable and fast,
even in possible data discrepancies. The paper does
not provide detailed instructions on the practical im-
plementation of algorithms. A study on cloud services
that support real-time document collaboration was
conducted by O. Medvedovska and V. Yatsenko (2021).
They examined the functionality of individual applica-
tions, such as Google Docs and Google Drive, that use
CRDT structures. The results obtained proved that the
use of a tool that supports joint work on the document
showed labour efficiency. The study does not consid-
er collaborative text editing algorithms as an object
of research, but the effectiveness of using these algo-
rithms can be seen in the example of the Google Docs
cloud environment since collaboration on a document
is conducted without conflicts.

F. Hu and R.H. Trivedi (2020) used the RGA (Rep-
licated Growable Array) algorithm to position a hotel
brand and map the competitive landscape using text-
based content analysis. This approach demonstrates
the importance of collaborative text editing algorithms
in various areas, including analysing large amounts of
text information for making business decisions and im-
proving brand strategies. The use of algorithms such as
RGA helps in effective data management and analysis and
in solving tasks related to text editing and collaboration
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on documents and information. However, the study
does not include a comparative analysis of the RGA al-
gorithm with other text analysis methods.

According to M. Kleppmann et al. (2021), replicat-
ed tree data structures are the fundamental building
block of distributed file systems. Their paper intro-
duced the LSEQ (Logarithmic Sequence) algorithm,
which handles arbitrary simultaneous modifications
on trees while ensuring that the tree structure remains
valid. However, this paper does not provide detailed
guidance on the practical implementation of the LSEQ
algorithm. O. Shchetynina et al. (2022) reviewed the
Trello multi-platform project management system. In
the study, an experiment was conducted that proved
the effectiveness of using Trello. The paper did not
consider CRDT as an object of research, but an exper-
iment and the use of the Trello platform demonstrat-
ed the effectiveness of using these algorithms. From
a study by H.H. Kirychek and A.l. Chubich (2020), this
platform uses a project management paradigm known
as kanban. This paradigm uses methods that prevent
overloading team members.

According to D.Brahneborg et al. (2022), most CRDTs
are based on some variant of atomic translation, as this
allows them to maintain causal relationships between
updates of multiple objects. However, the overhead of
this atomic translation is unnecessary in systems that
process only independent CRDT objects. The research-
ers identified a set of use cases for tracking resource
usage, where there is a need for a replication mech-
anism with less complexity and network usage com-
pared to using atomic translation. The study does not
include a comparative analysis of CRDT with other data
replication methods, including traditional approaches.

The purpose of the study is to review and compare
CRDTs, such as Logoot, RGA, LSEQ, Astrong, and under-
stand the advantages and disadvantages of each of the
algorithms. The following tasks were formed in the ex-
amination of joint text editing algorithms to achieve this
goal: detailed analysis of joint text editing algorithms,
in particular, Logoot, RGA, LSEQ, and Astrong, with the
definition of their basic principles and functionality;
identifying the advantages and disadvantages of each
of these algorithms to evaluate their effectiveness and
suitability for specific use cases; considering the prob-
lems of conflicts and consistency that may arise when
using these algorithms and suggesting possible strate-
gies for solving them. This study can help to understand
the algorithms used in text editing and create new ap-
proaches to collaborative text editing.

MATERIALS AND METHODS

By analysing the papers of researchers such as:
B. Nédelec et al. (2013), M. Nicolas et al. (2020) and
F.Jacob et al. (2021),data containing information about
the performance and efficiency of various algorithms
and their functioning under different usage condi-
tions were selected. This analysis allowed obtaining
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objective information on how different text editing
algorithms work in real-world scenarios. Using this,
the advantages and disadvantages of each of the al-
gorithms under study, their performance, and their
interaction with other parts of the system were es-
tablished. This approach collecting objective data that
plays an important role in making informed decisions
when choosing and configuring algorithms for specific
applications.

In addition, statistical methods were used for a de-
tailed examination of joint text editing algorithms. Us-
ing these methods allowed conducting a quantitative
analysis of data to determine the statistical importance
of various parameters and factors affecting the perfor-
mance of algorithms. Statistical methods also helped in
the comparative analysis of various algorithms, identi-
fying their advantages and disadvantages in terms of
statistical indicators. This approach allowed obtaining
objective data on the effectiveness and performance of
various CRDTs, which is important for making informed
decisions when choosing a specific algorithm for a spe-
cific application. This analysis also allowed identifying
opportunities for improving and optimising existing al-
gorithms to improve their efficiency.

In the course of the study, the method of analysing
algorithms was used. This technique involved a detailed
review and analysis of the operation of specific algo-
rithms for joint text editing and their theoretical foun-
dations. The analysis of algorithms helped to reveal the
specifics and features of each algorithm, understand
exactly how they solve the problem of joint text editing
and what aspects are important for their effective work.
In addition, using the analysis, it was possible to deter-
mine exactly how each algorithm solves the problem
of joint text editing. The analysis method thoroughly
investigated the mechanisms underlying various CRDTs
and allowed understanding how they handle and syn-
chronise text editing between users.

Algorithms such as Logoot, RGA, LSEQ, and Astrong
were also considered. These algorithms were chosen
for examination and comparison because of their rel-
evance and importance in the field of collaborative
text editing. The selected algorithms are representa-
tive examples of different approaches to solving the
problem of joint text editing, and each of them has its
own unique features and advantages. A comparative
analysis of these algorithms allowed identifying which
specific algorithms were more effective under certain
conditions. A detailed analysis of the data identified
the strengths and weaknesses of each algorithm, their
speed and stability under different conditions of use.
Implementation methods were considered for some of
the above algorithms. This enabled a greater under-
standing of how these algorithms can be implemented
in practise. In addition, the implementation of algo-
rithms allowed clearly understanding the functioning
of the algorithm and determining how they interact
with real data and users in specific conditions.

RESULTS

Detailed overview of CRDT collaborative text editing al-
gorithms and their functions. For a better understanding
of collaborative text editing algorithms, it is necessary
to get familiarised with the theoretical aspects and us-
age examples. Notably, an important aspect in examin-
ing of CRDT is the understanding of conflict-proof rep-
licated data structures that underlie many collaborative
text editing algorithms. In this section, the algorithms
that are widely used in practise are discussed. Logoot is
a CRDT algorithm for supporting collaborative editing
on distributed systems. It was presented by S. Weiss et
al. (2009). Logoot was designed to provide better per-
formance than previous CRDT algorithms such as Tree-
doc and WOOT (WithOut Operational Transforms). Lo-
goot is based on the idea of encoding each element in
a data structure using a sequence of integers, enabling
the efficient insertion and deletion operations.

The Logoot algorithm presented an editable doc-
ument as a sequence of lines, where each line is a se-
quence of characters. Each character was represented
as a tuple (i, c), where i — the unique identifier for that
character and c - its value. Logoot gave each character
a unique identifier, encoding its position in the docu-
ment using a sequence of integers. Logoot used a tree-
based data structure, which allowed efficient character
insertion and deletion operations and fast search and
retrieval. Figure 1 shows part of the Logoot algorithm
implementation code.

import Logoot exposing (empty, insert, toList)
pid = (1(2,3)], 0)
logoot1 = empty
|> insert pid "hey!"
|> remove pid "hey!"
|> toList
logoot2 = empty
|> remove pid "hey!"
|> insert pid "hey!"
|> toList
result = logootl == logoot2 -- True

Figure 1. Implementation of part of the Logoot
algorithm in the Elm programming language
Source: GitHub (2016)

The presented code demonstrated the ‘commutativ-
ity” property of the Logoot algorithm when inserting and
deleting characters. Notably, Logoot ensures that char-
acter insertion and deletion operations are commuted,
meaning that the order in which they are performed
does not affect the final result. Logoot supports three
key operations: insert, delete, and merge. Logoot first
generates a unique identifier for that character based
on its position in the document to insert a new char-
acter into a document. The ID consisted of a sequence
of integers that indicated a place in the document
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structure. The algorithm then found a suitable place to
insert a new character in the document, considering the
order of identifiers. This allowed inserting characters in
the correct order and ensuring that their IDs are unique.
After that, the document structure was updated accord-
ingly. Logoot simply marks the character as deleted,
setting its value to null to remove a character from a
document. The deletion operation does not remove the
character from the document but marks it as deleted,
which allows saving the document’s editing history and
resolving contradictions between different versions.
Merging was used to resolve contradictions between
different versions of a document that were edited simul-
taneously by different users. Logoot has integrated two
versions of the document, applying changes from each
version in the order they are executed. This maintains
the consistency of the document and avoids conflicts.

The algorithm showed good performance in
terms of scalability and memory usage. It can process
documents of any size, and its memory usage increas-
es logarithmically with the document size. Logoot also
proved to be faster than previous CRDT algorithms,
such as Treedoc and WOQT, especially for large docu-
ments. In one study, Logoot was compared with other
CRDT algorithms for collective real-time editing. The
results showed that Logoot has the best performance
in terms of speed with low latency and high through-
put while maintaining consistency and correctness
(Karayel & Gonzalez, 2022). RGA is a CRDT algorithm
for supporting list-like data structures in distributed
systems. It was introduced by Hyun-Gul Roh, Myeongjae
Jeon, Jin-Soo Kim, and Joonwon Lee in 2011. RGA was
designed to address the limitations of previous CRDT
algorithms for Llist-like data structures such as WOOT
and Treedoc. These algorithms were inefficient for large
lists or for many simultaneous edits. RGA is based on a
sequence of positions and characters, similar to Logoot,
but uses the latest method for processing simultaneous
edits (Roh et al, 2011).

The algorithm represented a list as a sequence of
positions and symbols. Each position represented the
location of a character in the list, and each character
had a unique identifier and value. Unlike Logoot and
LSEQ, RGA did not use a hierarchical data structure but
presented the list as a sequence of nodes connected
by pointers. Figure 2 shows part of the implementa-
tion code for this algorithm. The above code is a rep-
resentation of the sequence of operations for editing a
document in joint text editing. RGA supports two main
operations: insert and delete. Each character in the
document has its own unique identifier, which is gener-
ated based on its value and position in the document.
This allowed accurately defining each character and
avoiding conflicts when inserting at the same time. RGA
generates a unique identifier based on the previous and
next characters in the sequence and assigned the char-
acter a position between them to insert a new charac-
ter. This allowed inserting characters at any point in the
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sequence. RGA marked it as deleted, setting its value to
null to delete the character. Deleted characters are not
removed from the data structure, but they are marked
as deleted and excluded from subsequent operations. If
there are conflicts where two or more users delete or
insert characters in the same place, the RGA uses the
“bookmarks” technique (special markers that indicate
that the character has been deleted). They are distribut-
ed to other nodes in the system to ensure consistency.

agent: ‘abc/,

seq: 10,

ops: [{
type: 'insert’, // <-- This insert is (‘abc', 10)
content: X,

5 {
type: 'delete’, // <-- deletes don't bump the version

5o
type: 'insert’, // <-- This insert is (‘abc, 11)
content: 'y,

H
}

Figure 2. Implementation of part of the RGA algorithm
in the Rust programming language
Source: GitHub (2021)

The RGA algorithm showed good results in terms
of scalability and performance. It can handle large lists,
and a large number of simultaneous edits, and mem-
ory usage increases linearly with the size of the list.
RGA also performed well in real-world applications,
such as collective text editing and chat applications.
V.B. Gomes et al. (2017) compared RGA with other CRDT
algorithms for list-like data structures in a collective
text editor. The results showed that RGA had better
performance than other algorithms, with lower laten-
cy and higher throughput. RGA also had better con-
vergence properties, which means it handled conflicts
better and provided consistency when editing simul-
taneously. LSEQ is a CRDT algorithm for maintaining
list data structures in distributed systems. It was de-
veloped by B. Nédelec et al. (2013). LSEQ was designed
to improve the scalability and performance of previous
CRDT algorithms for list data structures such as Tree-
doc and RGA. These algorithms had limitations in terms
of scalability and efficiency, especially when working
with large lists or high levels of simultaneous edit-
ing. LSEQ is based on a sequence of integers, similar
to Logoot, but uses a more efficient encoding scheme.

The algorithm represented a list as a sequence of
integers, where each number represents the position
of a character in the list. The encoding scheme used
by LSEQ enabled the efficient insertion and deletion of
characters and quick searching for and bypassing them.
LSEQ uses the binary search tree data structure to store
integers, which allows efficiently combining different
versions of the list. Each character in the document is
represented by an integer corresponding to its posi-
tion in the document. These numbers are encoded to
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be unique and allow efficient insertion and deletion of
characters. One of the critical features of LSEQ is the
ability to effectively combine different versions of the
list that occur when users edit simultaneously. This is
done using a binary search tree and a special join al-
gorithm. The main goal of LSEQ is to ensure efficient
insertion and removal of characters in a text document
and avoid conflicts between users who are editing the
document at the same time.

LSEQ supports two key operations: insert and de-
lete. A unique integer is generated for to insert a new
character into the LSEQ list. This integer determines the
position of the character in the document. Unique num-
bers are generated in such a way that they are unique
and ensure that the characters are sorted. A character is
removed from the LSEQ list by marking the character as
deleted and setting its value to null. Deleted characters
remain in the tree, but they are not counted in further
editing operations. When conflicts occur during simulta-
neous edits, LSEQ uses a technique known as “path copy-
ing”to resolve these conflicts. This means creating a new
subtree that represents the version of the list with the
changes made. The path is copied from the root of the
binary search tree to the position of the edited character.

The LSEQ algorithm showed good results in terms
of scalability, performance, and memory usage. It is ca-
pable of handling very large lists and high levels of si-
multaneous edits, with memory usage increasing loga-
rithmically as the list size increases.LSEQ also has good
convergence properties, maintaining consistency and
correctness even under simultaneous editing condi-
tions.In the study of by M.Kleppmann et al. (2021),LSEQ
was compared with other CRDT algorithms for list-like
data structures in distributed text editors. The results
showed that LSEQ has the best performance in terms of
low-latency and high-throughput speeds, while main-
taining consistency and correctness. LSEQ was identi-
fied to be more efficient than previous CRDT algorithms
such as Treedoc and RGA, especially for large lists.

Astrong is a CRDT algorithm for supporting set-like
data structures in distributed systems. It was presented
by H. Attiya et al. (2016). Astrong is a CRDT algorithm
designed to perform efficient and scalable operations
on large sequences of ordered elements. It was pro-
posed as a variant of the LSEQ algorithm to improve
its scalability and performance characteristics. Astrong
was specifically designed for use cases where the se-
quence size can be very large, such as in text editors or
document management systems. The algorithm uses a
multi-level tree structure to represent an ordered se-
quence of elements. At each level of the tree, the se-
quence is divided into several segments, each of which
is represented by a unique identifier. These segment IDs
are used to efficiently localise and manipulate individ-
ual elements in a sequence.Astrong uses a combination
of linear and logarithmic data structures to represent
segments and corresponding identifiers, allowing ef-
ficient indexing and manipulation of large sequences.

It provides efficient and scalable operations for
adding and removing elements from a sequence. When
an element is added to a sequence, it is assigned a
unique identifier based on its position in the sequence.
This ID specifies exactly where to insert an element
into the data structure. Because the main data struc-
ture in Astrong is a multi-level tree, and due to the
unique identifier, insertion was performed efficiently
and quickly. This ID is then used to find the correspond-
ing segment in a multi-level tree, where the element
can be inserted without the need for any additional re-
structuring or restructuring of the data structure. Simi-
larly,when an element is removed from a sequence, it is
simply marked as deleted, without the need to actually
delete data from the main data structure. This allows
performing deletion operations without substantially
affecting performance and rebuilding the structure. The
Astrong algorithm was evaluated in various contexts
and use cases, shown to provide efficient and scalable
operations on large sequences of ordered elements.
Compared to other CRDT algorithms, Astrong showed
improved performance characteristics, especially when
working with very large sequences or a large number
of concurrent users. Astrong’s data structure and im-
plementation were carefully designed to balance the
trade-off between space complexity, time complexity,
and scalability, allowing efficient handling of a wide
range of use cases.

Comparison of CRDT algorithms for collaborative
text editing in distributed systems. Logoot and RGA
use different data structures to represent an ordered
sequence. Logoot uses a tree data structure, while
RGA uses a sequence of nodes connected by pointers.
LSEQ and Astrong use hierarchical trees to represent
the sequence, but they differ in implementation de-
tails. The different data structures used by these algo-
rithms have different trade-offs between space-time
complexity and scalability (Karayel & Gonzalez, 2022).
ALl CRDT algorithms provide some level of support for
concurrent editing of ordered sequences but differ in
resolving conflicts that occur when multiple users edit
the same part of the sequence simultaneously. Logoot
and RGA use the “last editor wins” strategy to resolve
conflicts, while LSEQ and Astrong use a more sophis-
ticated conflict resolution engine that considers the
unique identifiers assigned to each element in the se-
quence. This mechanism allows LSEQ and Astrong to
resolve conflicts more efficiently than Logoot and RGA.

The scalability and performance of these CRDT
algorithms depend on a variety of factors, including
sequence size, number of users, and frequency of si-
multaneous edits. Logoot and RGA are known to have
scalability and performance limitations, especially
when working with large sequences or a large number
of users. LSEQ and Astrong were designed to address
some of these limitations and demonstrated good per-
formance in various scenarios (Kleppmann et al., 2019).
Each of these CRDT algorithms has its own unique
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advantagesand disadvantages,which makesthem more
suitable for certain use cases. Logoot and RGA are suit-
able for applications that require low space complexity
and simple conflict resolution mechanisms but may
have scalability and performance issues in more com-
plex scenarios. LSEQ is suitable for applications that
require efficient indexing and more advanced conflict
resolution mechanisms but may have a greater time
complexity. Astrong is designed for use cases that re-
quire efficient processing of very large sequences but
can have greater space complexity.

The main results showed the advantages and
disadvantages of each of the algorithms and demon-
strated the importance of collaborative text editing
algorithms. For example, Logoot is characterised by
good performance of add and remove operations but
it can cause more conflicts when making simulta-
neous changes. On the other hand, LSEQ provides a
low probability of conflicts but may be less efficient
when inserting new characters. The study showed that
collaborative text editing algorithms are of great im-
portance for distributed systems. They allow users to
work together on documents regardless of their physi-
cal location and network availability. This is especially
important for teamwork and collaborative editing of
real-time text documents. The study also focused on
evaluating the performance and performance of each
algorithm under different usage conditions. This helps
to determine which algorithm is best suited for spe-
cific tasks and use cases. It is important to understand
that different algorithms may be optimal for different
application cases. During the study, it was determined
that some algorithms may be more difficult to imple-
ment than others. This may affect the speed of devel-
opment and support of the system. In addition, when
multiple users work on the same document simulta-
neously, conflicts may occur. Research on collaborative
editing algorithms helps determine which algorithms
better resolve these conflicts and ensure that changes
are properly integrated.

Thus, collaborative text editing algorithms are im-
portant components for modern distributed systems
and collaborative text document editing. They help
solve problems related to teamwork on real-time doc-
uments and ensure simultaneous availability and con-
sistency of data in the face of network separation and
other failures. The main task of the study was also to
identify how each algorithm affects the performance
and efficiency of working with distributed text docu-
ments. The results demonstrate how each algorithm
affects the performance and efficiency of working with
distributed text documents. This information helps de-
velopers choose the best algorithm for specific tasks
and use cases. In general, collaborative text editing al-
gorithms are important components for building appli-
cations and systems that allow users to effectively col-
laborate on real-time text documents. Their research
and improvement are of great importance for the
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further development of distributed systems and tools
for collaborative text editing.

DISCUSSION

In their paper on the examination of various routing
protocols, N. Alsulami et al. (2022) used the Logoot al-
gorithm to develop algorithms for data replication and
document synchronisation in distributed systems for
collective editing. The analysis of the study revealed
new opportunities and advantages of using the Logoot
algorithm outside of its general application in collec-
tive editing. This may encourage other researchers to
develop and expand this algorithm in other areas of
information technology. The use of data replication
algorithms in network protocols can help ensure data
consistency and synchronisation between nodes, which
is an important aspect in distributed systems. The sim-
ilarity of the paper lies in the analysis of distributed
data replication methods in the context of distributed
systems. In addition, both studies address the problem
of data synchronisation between replicas or nodes in a
distributed system. However, the paper examines new
features and benefits of using the Logoot algorithm be-
yond collective editing.

W. Cai et al. (2022) investigated accelerating con-
sistency support algorithms based on a commutative
replicated data type using multi-core processors,
examined the problem using the example of the RGA
algorithm and parallel to RGA. Experimental results
showed that when processing millions of simultane-
ous updates, PRGA achieves a performance increase
of about four times compared to RGA on a conven-
tional quad-core processor. Paper analysis can make
important contributions to the scientific and practical
fields of distributed systems and processing simulta-
neous data updates. Determining the increase in per-
formance when using the PRGA algorithm compared
to RGA on a multi-core processor is an important indi-
cator. This can help developers of distributed systems
improve the performance and speed of processing si-
multaneous data updates in such systems. This study
can serve as an example of the efficient use of mul-
ti-core processors to speed up data processing in dis-
tributed systems. It can be useful for other researchers
and developers working on similar tasks. The results
obtained can be important for understanding and
developing the theoretical foundations of CRDT and
computational theory. They can help extend and im-
prove existing approaches to handling concurrent up-
dates. Although both papers focus on similar aspects,
they have different research objects: the first paper fo-
cuses more on CRDT algorithms for collaborative text
editing, while the second paper focuses on speeding
up algorithms on multi-core processors using commu-
tative replicated data.

M. Nicolas et al. (2020) devoted their study to the
issue of effective renaming in the context of CRDTs
for sequences and considered the issue of effective




Review of joint text editing algorithms...

renaming of objects or text parts in CRDTs sequences
based on the LSEQ algorithm. Renaming is an impor-
tant operation that allows correctly handling insertion,
deletion, and editing operations in such sequences. Re-
searchers offer effective renaming algorithms to ensure
the correctness and speed of performing operations.
The analysis of the study will improve CRDTs algorithms
for sequences. Effective renaming is an important op-
eration that affects the performance and correctness
of data insertion, deletion, and editing operations in
replicated sequences. The results of the study can help
developers of CRDT structures expand their capabili-
ties and applications. Efficient renaming algorithms
make CRDTs more suitable for a variety of use cases,
including collective editing of text data. Both studies
aim to improve CRDTs to ensure correct and efficient
operation in distributed systems, and their results are
essential for developers and researchers working on
distributed systems and collective data editing.

|. David and E. Syriani (2022) dedicated their paper
to the implementation of distributed, collaborative mod-
elling at different levels (multi-level modelling) using
CRDT, which means data types that provide conflict-safe
operations for distributed systems, discussed how using
CRDT helps resolve conflicts that arise when editing a
document in real-time, ensuring consistency and inte-
gration of changes made by users at different levels of
modelling. CRDTs performing operations on distributed
data without the need for manual conflict resolution.
Applying CRDTs to implement distributed collaborative
modelling can be useful in many areas, including soft-
ware development, systems analysis,and modelling,and
in any field where it is necessary to work together on
complex models and data in a distributed environment.
The analysis of the study will help to improve methods
and approaches for implementing distributed collabo-
rative modelling at different levels. Using CRDT to work
with data allows resolving conflicts and ensuring re-
al-time data consistency. The results of the study can be
useful in software development, systems analysis, and
modelling, in any field where collaborative modelling
and collaboration on data in a distributed environment
is important. CRDTs can be used in collective editing,
work on models, document management, and other ar-
eas. The examination of CRDTs and their application in
the implementation of distributed collaborative model-
ling can make important contributions to replicated data
theory and the field of distributed systems. Both papers
address the importance of using CRDTs in distributed
systems to resolve conflicts and ensure data consisten-
cy. However, the paper highlights the use of CRDTs to
implement collaborative modelling at different levels.

F.Jacob et al. (2021) discussed the use of CRDTs in
Byzantine systems that may face attacks and abuse.The
Byzantine model allows considering cases when some
nodes of the system may act maliciously or incorrectly
(equivocation). Their examination aims to explore how
CRDTs can detect and solve problems of equivocation

occurrence in the Byzantine environment, ensuring
correct and reliable data synchronisation in the face
of attacks and abuses. The use of CRDTs in Byzantine
systems can provide increased resistance to abuse and
attacks. Performance analysis can reveal how CRDTs
can detect and solve equalisation problems in such
systems, ensuring correct data synchronisation even
when attackers are active. The work can contribute to
the development of methods and approaches for data
protection and ensuring their conflict-proof replication
in Byzantine systems. This can be useful for system
developers operating in vulnerable or critical environ-
ments. The study by F.Jacob et al. (2021) may contribute
to increased awareness of security in distributed sys-
tems and increased attention to security issues in the
Byzantine environment. The similarity of the papers lies
in the study of CRDT algorithms, and the fact that they
indicate the practical importance of using CRDTs in re-
al-world conditions. However, the study focuses on us-
ing CRDTs to improve the resilience and security of data
in Byzantine systems that may face attacks and abuse.

Thus, examining CRDT algorithms requires a deep
understanding of their theory and applications in various
distributed system scenarios.Each ofthe CRDTalgorithms
presented in this paper has its own unique advantages
and disadvantages,and the correct choice will depend on
the specific requirements of the application. By carefully
evaluating the trade-offs of various algorithms, devel-
opers can choose the right CRDT algorithm to maintain
consistency and availability in their distributed systems.

CONCLUSIONS

Research in the field of collaborative text editing al-
gorithms shows that CRDT structures are becoming
increasingly popular in the context of building distrib-
uted systems. This approach allows creating systems
that ensure simultaneous consistency and availability
of data, even in the event of network splits or other
failures. Collaborative text editing algorithms such as
Logoot, RGA, LSEQ, and Astrong use CRDT structures to
achieve this goal. The main task of these algorithms is
to create a mechanism that allows users to work to-
gether on documents and edit them, regardless of their
physical location and availability on the network. CRDT
structures allow avoiding conflicts and automatically
combining changes made by users in different parts of
the system. This greatly simplifies working with collab-
orative text editing, making it more efficient and com-
plete. Each of these algorithms has its advantages and
disadvantages, and the correct choice will depend on
the specific requirements of the application.

The main problems with using the above algo-
rithms are the complexity of implementation, which
may require a deep understanding of the algorithm
itself and the specifics of working with distributed sys-
tems and networks. The implementation of the algo-
rithm must be efficient and reliable to ensure the qual-
ity of service for users. In addition, the problem may be
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managing conflicts that may occur when multiple users
change simultaneously. This is important to ensure that
the data is correct and consistent. Different algorithms
have different conflict resolution strategies, and it is
vital to determine which approach is best suited for a
particular use. Notably, working with CRDT structures
may require additional resources, especially in condi-
tions of a large number of users or a large amount of
data. This can affect system performance and scalabil-
ity. The results showed that choosing Logoot and RGA is
a good option for supporting collaborative text editing,
and RGA has the advantage of better solving concurrent
operations. LSEQ is a good choice for supporting scal-
able and efficient indexing of large data sets. Astrong
is a good choice for efficient and scalable processing
of large sequences. One of the main advantages of
CRDT algorithms is that they can provide high avail-
ability and low latency without complex coordination

Yu. Rabeshko & Yu. Turbal

choosing the right one for a particular use case. The
improvement and development of new algorithms and
methods for joint text editing based on CRDT structures
remains a relevant area. Research also can be focused
on solving conflict problems in CRDT structures and
developing algorithms that can resolve these conflicts
more efficiently and automatically synchronise data
between different users. Another important area is the
development of interfaces and tools that make it easier
for users to edit texts together based on CRDT struc-
tures. This includes creating user-friendly editors that
are intuitive and easy to use and developing mecha-
nisms for syncing data between devices and platforms.
In addition, analysing use cases and identifying optimal
approaches to implementing CRDT-based collaborative
text editing systems in various fields, such as educa-
tion, business, research, and many others, is relevant.

or centralised management mechanisms. However, they ACKNOWLEDGEMENTS
have some limitations, especially regarding the types of  None.

operations they support and the effectiveness of those
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Ornsap anropuTMIB CMiNbHOrO peaaryBaHHs TEKCTY
Conflict-free Replicated Data Types (CRDT)
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AHoTaujis. AHani3 Ta BMbip anropuTMiB AN CNiNbHOMO pefaryBaHHs TEKCTY, 0COBIMBO BNPOBaAKeHHS 6e3KOHMAIKTHMX
penikoBaHUX TUNIB AAHMUX, MAE BUPilLaNbHE 3HAYEHHS A9 PO3YMiIHHS TOrO, K Cy4aCHi CUCTEMU MOXYTb [OCATTU
CNiBMpaLi B peXuMi peanbHOro yacy, 3abesneyyoumn npu LbOMy LifliCHICTb AaHMX. MeToto JocnigpkeHHs 6ys ornag
Pi3HMX aNropMUTMIB CNINIBHOrO pefaryBaHHs, a TakoX NMPOBELEHHS NMOPIBHSIBbHOIO aHani3y Afis pO3yMiHHS iXHiX nepesar,
HeponikiB Ta cep 3actocyBaHHs. Cepesi BUKOPUCTAHMUX METOAIB MOXHA 3a3HAUYUTU CTAaTUCTUUYHI METOAM, METOAU
aHanisy anropMTMiB Ta iX BUKOPUCTAHHS Y peasibHUX CLeHapisix. Pesynbtatn gocniaxXeHHs NoKasanu, Wo BUKOPUCTAHHS
aNITOPUTMIB CMNiNIbHOMO pefaryBaHHS TEKCTY CNPUSIE BUPILLEHHIO BAXK/IMBUX 3aBAAHb | BUK/IUKIB Y Cy4aCHOMY CBITi
iHDOpPMaLiMHUX TEXHONOTiN. BUSBNEHO, WO anropuTMu CNifIbHOrO peaaryBaHHS CNpUsOTb NOAErEeHHI0 KOMYHiKaLii
Ta 06MiHy iHpopMaUi€lo B peanbHOMY Yaci. Lle 0cobnmBo BaXxXnMBO B yMOBaX BiAganeHoi poboTu Ta CiIKyBaHHS,
SKi CTanu CTaHgapTOM Ans 6aratbox opradisauin. CninbHe pefaryBaHHS TEKCTIB LUMPOKO BUKOPUCTOBYETHCS B Pi3HUX
cdhepax i ranyssax, ie KoMaHaHa poboTa, cnisnpaus B peXXnMi peanbHOro 4acy Ta 06MiH JOKYMEHTaMU € BaXK/IMBUMM,
HanpuKnag: AOCNiAHULBKA AiSNbHICTb, HAYKOBI pob0TH, OCBITA, pO3p0obKa NporpaMHoOro 3abesneyeHHs, pegaryBaHHs
KHUI Ta PYKOMUCIB, OPUAMYHA CRiBNPaLS, CKNaAaHHS KOHTPAKTiB, MeaAnyHi 3BiTH, Towo. KpiM TOro, BUKOPUCTAHHS
ONTUMI30BaHUX aFOPUTMIB CMiIbHOTO peAaryBaHHS AONOMAra€e 3MeHLWMUTU Yac, HeobXigHWi ang 06pobku AaHMX Ta
CTBOPEHHS TEKCTOBUX MaTepianis. ATrOpUTMU CMiNIbHOTO pefiaryBaHHs MatoTb LUMPOKMIA CNEKTP 3aCTOCYBaHb Y HAYKOBUX
[ocnimkeHHsX, 6i3Heci Ta ocBiTi. BOHM [,03BONSAOTL KOMaHAaM Ta iHAMBIAYaNbHUM KOPUCTYBaYaM Ginblue eheKTUBHO
BMpilLYBaTW 3aBLaHHS, Ta CMiZIbHO NPALOBaTH Haf, NPOeKTaMu. MOXIUBICTb BUKOPUCTAHHS OTPUMAHUX Pe3yNbTaTiB
B NPaKTUYHIW AiSNbHOCTI A03BOIUTb BUKOPUCTOBYBATU aNiTOPUTMU CMiNbHOIO peaaryBaHHa TEKCTY A8 NoAanbwmx
iHHOBaLi Ta pO3BUTKY iHOOPMALIMHUX TEXHOMOTIN, WO AACTb MOXJ/MBICTb CMiJIbHO NpaLoBaTK Ta 0OMiHIOBATMCS
iHOpMaLi€lo 3 YCiM CBITOM B peanbHOMy Yaci

KniouoBi cnoBa: posnoaineHi cucrtemu; kno4voBi onepauii; Logoot, Astrong; Logarithmic Sequence; Replicated
Growable Array
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Abstract. In the modern digital world, mobile application development is a key area of information technology,
and choosing the optimal approach to their development is crucial for effective market implementation.
The purpose of this study is to conduct a comparative analysis of various frameworks for mobile application
development: native, hybrid, and cross-platform solutions. To achieve this purpose, methods of analysis, synthesis,
and comparison were used. Characteristics of different frameworks for mobile application development,including
their performance, cost, and access to device capabilities, were analysed. The study disclosed that native
frameworks are distinguished or their highest performance and the ability to provide a maximally native look and
functionality of the application. However, this approach has limitations as it requires separate development for
each platform, leading to increased time and resource costs. Hybrid solutions proved to be cost-effective, allowing
the use of a single codebase for creating applications for different platforms. This simplifies the development and
maintenance process. Nevertheless, hybrid applications may have limited performance due to the use of WebView
for interface display and restricted access to device capabilities. Cross-platform frameworks, on the other hand,
provide a balance between performance and resource efficiency. They allow using a single codebase for creating
applications for multiple platforms and can achieve satisfactory performance. However, they may have limited
access to certain device capabilities and application appearance. This study makes a new contribution to science
by providing a detailed comparative analysis of different approaches to mobile application development and the
frameworks used for their creation. The results obtained can be used to make informed decisions regarding the
choice of a framework for mobile application development
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INTRODUCTION

In the modern information society, mobile application
development has become one of the most important
and relevant fields of software engineering. With each
passing year, the number of mobile devices increases,
along with the demand for high-quality and effective
applications. Choosing the right approach to mobile
application development is a critically important task
for developers and businesses. The issue under study
involves determining which type of framework for
mobile application development is the most effective

and meets the needs of the modern software market.
This issue becomes increasingly relevant due to the
growing number of frameworks and approaches avail-
able to developers, expanding the spectrum of possi-
bilities for mobile applications.

In several studies, various aspects of mobile ap-
plication development have been analysed and com-
pared, including the choice between native and hybrid
approaches, defining best practises in cross-platform
development, and exploring methods for choosing the
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optimal platform for cross-platform development. In
their study, H.O. Kozub and Yu.H. Kozub (2022) explored
the development of cross-platform mobile applica-
tions using Kotlin Multiplatform and Jetpack Compose
for different operating systems, including Android, Win-
dows, Linux,and macOS.They express the importance of
these tools and the potential for reducing development
time and preventing errors through their use. In addi-
tion, the authors emphasise the necessity of employ-
ing a declarative approach for creating user interfaces.

0. Karatanov et al. (2021) conducted a compara-
tive analysis of two important frameworks for modu-
lar testing in the Java programming language - JUnit
and TestNG. They identified the main functions and
advantages of both frameworks, noting that Test-
NG has more extensive functionality, making it more
flexible for complex projects. In the study by M. Singh
and G. Shobha (2021), the relevance of cross-platform
mobile application development was highlighted. Var-
ious frameworks for this purpose were discussed, and
a comparative analysis of their functionality was con-
ducted. The main conclusions of the study emphasise
the need for a well-founded framework choice based
on the specific project requirements, and there is no
universal framework for all situations.

In the paper by T. Zohud and S. Zein (2021), the au-
thors investigate the approaches of development teams
to cross-platform mobile application development.
They use qualitative research, including the case study
method, interviews, and group discussions, to gather
information from four software development compa-
nies in Palestine. The results of the study show that de-
veloper experience is a key factor in the development
process. The React Native framework is recognised as
promising and dominant. A. Kaczmarczyk et al. (2022)
considered a comparison between native and hybrid
mobile applications for the Android operating system,
with a focus on using BLE (Bluetooth Low Energy) and
Wi-Fi (Wireless Fidelity). It was noted that mobile ap-
plications are becoming increasingly popular in the
era of smartphones and tablets. The authors conduct-
ed a comparative analysis aimed at determining the
efficiency of data processing in both technologies. The
study by P. Lachgar et al. (2022) solves the problem of
developing cross-platform mobile applications due to
the growing popularity of mobile devices. The authors
propose a new framework for choosing the optimal
platform for cross-platform development, using mul-
ti-criteria decision-making methods such as the Analyt-
ic Hierarchy Process (AHP) and the Technique for Order
of Preference by Similarity to Ideal Solution (TOPSIS).

After analysing studies in the field of mobile ap-
plication development, the need for research compar-
ing different frameworks, including native, hybrid, and
cross-platform solutions, was identified. The purpose
of the study was to analyse approaches to mobile ap-
plication development and compare them, considering
their limitations and advantages. The most popular

|

frameworks and tools for each approach were also
considered to provide objective information that
would help developers and organisations make in-
formed choices in mobile application development.

MATERIALS AND METHODS

This study conducted a comparative analysis of frame-
works for developing mobile applications using native,
hybrid, and cross-platform solutions. To achieve the
purpose, the following methods were used: analysis,
synthesis, and comparison. The use of these methods
contributed to clarifying the advantages and limita-
tions of each of the examined approaches in mobile
application development.

As part of the study, two main mobile platforms
were identified for analysis: Android and i0S, which
are leaders in the modern mobile device market. Three
main approaches to mobile application development
were considered during the analysis: native, hybrid, and
cross-platform. Specialised integrated development
environments (IDEs) were used for native application
investigation, such as Android Studio for Android and
Xcode for iOS. For the study of hybrid applications,
frameworks based on web technologies were used,
including Apache Cordova, lonic, and React Native.
Cross-platform application frameworks such as Flut-
ter, Xamarin, and Appcelerator Titanium were reviewed.
One of the main criteria for selecting frameworks was
their popularity and relevance in the mobile applica-
tion development market.

The study was based on an analysis of open sci-
entific literature that was available on the Internet.
Various works, studies, and publications that detailed
different approaches and frameworks for mobile ap-
plication development were used (Biern-Hansen et
al.,2020; Zohud & Zein, 2021; Lachgar et al.,2022).This
literature provided the foundation for the analysis and
comparison of the selected approaches. The analysis
focused on several key aspects, including development
productivity, the quality and performance of created
applications, development cost, support for different
mobile platforms, extensibility, and other important
factors. For each of the examined approaches (native,
hybrid, and cross-platform solutions), their advantages
and limitations were identified and analysed, contribut-
ing to the creation of an objective comparative analysis.
The synthesis method involved gathering information
about each of the reviewed frameworks, including pro-
gramming languages used, development tools availa-
bility, platform support, application quality, extensibil-
ity, and other characteristics. This method provided a
comprehensive understanding of each approach.

Comparison was conducted by juxtaposing the ob-
tained results to determine the advantages and disad-
vantages of each approach. Factors considered in the
comparative analysis included development productiv-
ity, development cost, application quality and perfor-
mance, support for different mobile platforms, memory
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consumption, extensibility,and other parameters. Based
on this comparative analysis, the strengths and weak-
nesses of each of the examined approaches to mobile
application development were identified. The choice of
analysis, synthesis, and comparison methods for this
research is justified by their ability to provide a compre-
hensive and objective analysis of different approaches
to mobile application development. The analysis meth-
od allowed for a deeper examination of each approach,
identifying its features, technical parameters, and other
characteristics. Synthesis combined the gathered in-
formation to create a comprehensive understanding of
each approach, which was useful for further compari-
son. Comparison identified the advantages and disad-
vantages of different approaches, considering various
aspects such as productivity, development cost, appli-
cation quality and performance, support for different
mobile platforms, and other factors.

RESULTS

Native frameworks for mobile development. Native
frameworks for mobile platforms are specially de-
signed tools that allow developers to create applica-
tions optimised for a specific platform or operating
system. These frameworks provide access to native ca-
pabilities and features of the platform, resulting in the
development of high-performance and efficient soft-
ware products. The key feature of these frameworks
is their focus on development for a specific platform,
such as iOS or Android. This means that developers
have the opportunity to fully leverage all the capa-
bilities of the given platform to create applications
that work optimally and reliably. Typically, for iOS, this
involves the Swift programming language and the
Xcode development tool, while for Android, it includes
the Kotlin or Java programming language and the An-
droid Studio development tool.

Xcode is an integrated development environment
(IDE) designed for creating software for iOS and macOS
platforms. It is specifically tailored for programming
languages recommended by Apple, including C, C++,
Objective-C, Swift, Java, AppleScript, Python, and Ruby.
Xcode offers advanced capabilities and tools that fa-
cilitate the development process, including code refac-
toring features (Tkachuk & Bulakh, 2022). The modern
Swift programming language was developed by Apple
for i0S, macOS, watchOS, and tvOS platforms. It aims to
provide safety, performance, and code expressiveness,
offering a more convenient and efficient alternative to
the Objective-C language (Fojtik, 2019). Swift comes
integrated with the Xcode development environment
in the macOS operating system. This integration allows
developers to develop, test, and debug their Swift pro-
grammes in a unified environment. Xcode provides a
range of tools and features that ease the development
process, such as a visual interface builder, debugger,
and simulator for testing applications on various devic-
es (Ziyodullayevich et al., 2019).
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The advantage of using Xcode and Swift to develop
i0S applications is the ability to use native features and
functions of Apple devices. Native development allows
creating applications optimised for specific i0S hard-
ware and software, resulting in improved performance
and user experience. However, it requires developers
to have knowledge of different programming languag-
es and development environments (Bigrn-Hansen et
al., 2020). The primary programming languages for An-
droid application development include Java and Kotlin.
Java is a traditional programming language for Android,
while Kotlin is a modern alternative that provides effi-
ciency and convenience for developers. Android Studio
serves as an integrated development environment (IDE)
specifically designed for creating Android applications.
It supports both major programming languages, Java
and Kotlin, and provides developers with the necessary
tools for application development and debugging. In
addition, for scenarios requiring maximum performance,
the Native Development Kit (NDK) is available, allow-
ing developers to use native code, such as Cand C++,in
their applications. The Android Software Development
Kit (SDK) offers tools and resources for application
development, testing, and documentation for Android.
It also includes emulators for testing applications on
various devices and Android versions (Sun et al,, 2021).
All these components of the Android application de-
velopment infrastructure enable developers to create
efficient and reliable applications for different devices,
working at an optimal level of performance and utilis-
ing the powerful capabilities of the Android platform.

The development of native mobile applications
has several key features that distinguish it from other
development approaches. One of the main advantages
is the ability to harness the full potential of the un-
derlying operating system and device hardware. Native
applications have direct access to device-specific fea-
tures and APIs (application programming interfaces),
enabling developers to create optimised and produc-
tive applications. This level of control allows the de-
velopment of multifunctional and engaging user inter-
faces with smooth animations, fast responsiveness, and
access to advanced functionalities (Dittrich et al,, 2023).
Another key feature of native application development
is the ability to follow specific design recommendations
for user interface components. Native applications can
provide a consistent user experience by adhering to de-
sign principles and templates of the target operating
system (Thamutharam et al, 2021). This ensures that
the application looks and feels like it is native to the
platform, improving user experience and satisfaction.

Native application development also offers better
integration with the device ecosystem. Developers can
easily access device capabilities such as the camera,
GPS, accelerometer, and push notifications (Raeesi et
al,, 2022). This enables the creation of applications that
can fully utilise the device’s potential, providing features
like location-based services, augmented reality, and
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real-time functionality. In addition, compared to other
development approaches, native applications typically
offer better performance. Since they are built using na-
tive programming languages and tools, they can operate
more efficiently. However, native application develop-
ment also has limitations and challenges.One of the main
drawbacks is the need to develop separate codebases for
each target platform (Masaad Alsaid et al., 2021). This can
increase development time and costs. Moreover, updates
and bug fixes may require separate deployments for
each platform, leading to increased maintenance efforts.

Hybrid mobile app development frameworks. Hybrid
development of mobile applications allows developers
to create mobile applications using web development
technologies, such as HTML (Hybrid Mobile App De-
velopment Frameworks), CSS (Cascading Style Sheets),
and JavaScript. This method combines the advantages
of other approaches and offers a compromise between
native applications and web applications, allowing the
production of applications that simultaneously provide
high functionality for a specific platform and compati-
bility with different platforms (Wu et al., 2022).

One of the most popular tools for hybrid develop-
ment is Apache Cordova. It initialises a native application
using WebView, an embedded web browser. It acts as a
bridge between native code and application web com-
ponents, enabling developers to write business logic in
JavaScript and create user interfaces using HTML and
CSS. This approach allows the development of applica-
tions that can work on various platforms, including An-
droid and iOS, using a single codebase. Hybrid applica-
tion development frameworks provide a wide range of
features and capabilities to simplify the development
process. These frameworks often include components
and libraries that allow developers to create visual-
ly appealing and fast user interfaces (Singh & Shob-
ha, 2021). They also provide access to device features
and APIs through plugins, allowing developers to use
native functionality in their hybrid applications.

In addition to Apache Cordova, other popular hybrid
frameworks include lonic (which uses Angular) and React
Native (based on React). Each of these frameworks has
its unique features and applications (Table 1), allowing
developers to choose the one that best suits their needs.

Table 1. Comparative characteristics of popular hybrid frameworks

Framework Description

Programming language Main features

Uses web technologies

Apache Cordova to develop mobile applications.

Supports many plugins for

HTML, CSS, JavaScript device functionality.

A hybrid framework based on Angular.
lonic Designed specifically for creating beautiful
and functional mobile applications

HTML, CSS, JavaScript Pre-built components and
(with Angular) tools for the user interface.

Allows using React to create mobile
React Native applications with the appearance and
functionality of native applications.

Ability to reuse code
JavaScript (with React) between platforms and high
performance.

Source: compiled by the author

One of the main advantages of hybrid development
is the ability to leverage existing skills and resources of
web developers. Developers proficient in web technolo-
gies can easily transition to hybrid development as they
can use their knowledge of HTML, CSS, and JavaScript.
This can lead to shortened development timelines and
reduced costs compared to developing separate native
applications for each platform. However, hybrid devel-
opment also has its limitations. Since hybrid applica-
tions rely on WebView for displaying the user interface,
they may not achieve the same level of performance as
native applications (Hu et al, 2023). In addition, using
plugins may be necessary to access certain device fea-
tures and APIs, introducing additional complexity and
potential compatibility issues. Overall, hybrid mobile
application development offers a compromise between
native and web applications. It allows developers to
create applications for different platforms using web
technologies while providing access to native device
features. Apache Cordova is a popular tool for hybrid
development, enabling the use of HTML, CSS, and Ja-

vaScript to create applications that can work on various
platforms. Although hybrid applications may not have
the same performance as native applications, they of-
fer advantages in terms of development efficiency and
cost-effectiveness.

Efficient Cross-Platform Software Development
Solutions. Cross-platform mobile application devel-
opment is a modern approach in the field of mobile
device software. It involves creating applications that
can run on different platforms, such as Android and iOS,
using a unified codebase and other shared resources.
Cross-platform development has gained popularity due
to its ability to effectively utilise shared code for cre-
ating applications on different platforms. This allows
developers to save time and resources by avoiding the
need to maintain separate code for each platform.

The main advantage of cross-platform develop-
ment is the reduction of costs for application develop-
ment and maintenance since shared code can be used
across all platforms. In addition, developers can use a
single programming language to create application
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functionality. Cross-platform frameworks like Flutter,
Xamarin, and others (Table 2) provide tools for de-
veloping mobile applications with appearances and
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behaviours similar to native applications on each plat-
form (Martinez, 2019). This ensures high quality and
consistent functionality on different operating systems.

Table 2. Overview of popular cross-platform frameworks

Framework Programming language Description
A framework from Google for creating beautiful mobile applications with a
Flutter Dart . . . .
single code base and using its own rendering engine.
Xamarin CH A framework from Microsoft that allows developers to use the C# programming
language to create mobile applications for Android and iOS.
Appcelerator . A framework that uses JavaScript to develop cross-platform mobile
o JavaScript N . .
Titanium applications and provides access to native features.

Source: compiled by the author

Cross-platform frameworks for mobile applica-
tion development, while offering advantages such as
a unified codebase and reduced development costs,
also come with a set of drawbacks. Firstly, one of the
main drawbacks is the limited access to native func-
tions and platform APIs (Application Programming
Interface). Cross-platform frameworks attempt to ab-
stract the device’s functionality, but sometimes they
may not fully replicate all the capabilities available on
a specific platform. The second disadvantage is per-
formance and speed. Mobile applications developed
using cross-platform frameworks may run slower and
require more resources compared to native applica-
tions. In addition, delays in updates may lead to dif-
ficulties in utilising new features. Finally, cross-plat-

form frameworks may not be as well-adapted to the
specific look and behaviour of certain platforms,
which may necessitate additional customisation and
adaptation. Therefore, cross-platform frameworks,
while allowing for time and resource savings in mo-
bile application development, have limitations and
drawbacks that need to be considered when choosing
a development approach.

Comparison of the Effectiveness of Native, Hybrid,
and Cross-Platform Solutions. In the modern context of
mobile application development, choosing the optimal
approach is crucial. Developers face different capabil-
ities and limitations when choosing between native,
hybrid, and cross-platform solutions. Table 3 provides a
comparative analysis of these development approaches.

Table 3. Comparative analysis of native, hybrid, and cross-platform mobile application development solutions

Parameter Native applications Hybrid applications Cross-platform applications
High performance, optimised
speed using native . Moderate performance and speed Moderate performance but can be
Performance |components and programming : . . . L
. due to using WebView for Ul improved with specialised cross-
and speed languages (Java/Kotlin display and some abstraction latform frameworks (e.g., Flutter)
for Android, Swift/Objective-C play : P 9 :
for iOS).
High costs and longer Lower costs and faster Lower costs and less time, but
Cost and 9 . 9 development by using a single development may take slightly longer
development time due to the . .
development codebase for both platforms. compared to hybrid solutions due
. need to create separate code S : . :
time Some applications may require to choosing the right cross-platform
for each platform. - - L
adjustments for a specific platform. framework and team training.
Average access; cross-platform
Access . Limited access, requires the use of | frameworks provide APIs for simplified
. Full access to all device : . . . -
to device s - plugins to access specific device | access to device capabilities but may
A capabilities and native APIs. .
capabilities functions. not always have a full range
of features.
Native appearance on each Less native appearance; the Typically less native appearance
Visual . . . interface may be less attractive . SRS
platform, ensuring high-quality . - . but the ability to use specialised
appearance . . and less aligned with the design .
and polished design. frameworks to enhance design.
standards of each platform.
Platform Platform-specific Both platforms (Android and iOS) Both platforms (Android and iOS)
support (Android and i0S). from a single codebase. from a single codebase.
Updates and maintenance from Updates and maintenance from a
Separate for each platform, a single codebase, but there may P -
Updates and single codebase, the possibility of
separate updates and be a need for updates for each OS .
support . . additional work to support new
maintenance. (Operating System) separately to f
eatures.
support new platform features.

Source: compiled by the author
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Native applications are characterised by high per-
formance and speed due to the use of native compo-
nents and programming languages for each platform
separately. For developing native applications on the
Android platform, programming languages such as
Java or Kotlin are used, while on the iOS platform,
Swift or Objective-C are utilised. This approach pro-
vides full access to all device capabilities and native
APls, allowing the creation of applications with ex-
cellent performance and speed. However, it requires
more resources and development time due to the
need for separate code for each platform, leading to
increased costs and project duration. On the other
hand, hybrid applications allow cost and development
time reduction by using a single codebase for both
platforms. They often rely on web technologies such
as HTML, CSS, and JavaScript, simplifying develop-
ment for web-experienced developers. One popular
platform for hybrid development is Apache Cordova,
which initialises a native application using WebView,
an embedded web browser. Hybrid applications may
exhibit lower performance due to the use of WebView
and limited access to device capabilities. Plugins can
be used to access specific device functions, such as the
camera or geolocation.

Cross-platform applications combine the advan-
tages of both previous approaches, enabling the use
of a single codebase for both platforms. With the right
choice of a cross-platform framework, satisfactory
performance can be achieved. One such framework is
Flutter, developed by Google, which uses the Dart pro-
gramming language and its own engine for Ul render-
ing. Another popular option is Xamarin, a framework
from Microsoft that allows the use of the C# program-
ming language. Cross-platform applications may also
use specialised frameworks to enhance the design and
appearance of applications. However, they may look
less native and have limited access to platform-spe-
cific features. The choice of a development approach
should be well-founded and depends on the specific
project needs, budget constraints, resources, and the
importance of performance, speed, and native applica-
tion appearance.

DISCUSSION

As a result of the study of three main approaches to
mobile application development, namely native, hybrid,
and cross-platform solutions, a detailed analysis of
each of these approaches was conducted, considering
the use of different frameworks. The overall analysis
of the findings indicates that the choice of a specific
approach to mobile application development should
be based on the specific requirements of the project,
budget constraints, and resources, as well as the impor-
tance of performance, speed, and the native look of the
application. Adequate evaluation of these factors be-
fore choosing an approach is a crucial stage in mobile
application development.

|

The study by S.R. Uplenchwar et al. (2022) focuses
on exploring Flutter as a cross-platform framework for
mobile app development, the Dart programming lan-
guage, and Firebase technology. The author notes that
the development of wireless technologies and mobile
devices has a significant impact on everyday life. Con-
sequently, many aspects of life become digital, and to
reduce manual work, more tasks are performed using
mobile applications. Flutter, as mentioned by the au-
thor, is a popular User Interface (Ul) framework for mo-
bile application development from Google. It provides
a set of user interface elements such as sliders, buttons,
and text fields. Developers building mobile applica-
tions using Flutter use the Dart programming language.
The author also emphasises Firebase technology, which
provides tools for tracking analytics, app crash reports,
and conducting marketing experiments. This article ex-
plores the possibility of using Flutter, Dart, and Firebase
for mobile application development to reduce time and
resource costs and to ensure consistent functionality on
both Android and iOS platforms. The general conclusion
from the study by S.R. Uplenchwar et al. (2022), which
can be agreed upon, is that Flutter, Dart, and Firebase
are powerful tools for mobile application development.
Flutter allows the creation of beautiful and functional
applications with a single codebase for both platforms.
Dart is a programming language specifically designed
for working with mobile applications and has its pack-
age manager for convenient dependency management.
Firebase provides extensive capabilities for analysing
and enhancing applications. Together, these technolo-
gies can significantly simplify and improve the process
of mobile application development.

A study by N. Varghese and N. Medina-Medi-
na (2021) aimed to develop a new methodology for
mobile application development, referred to as “Agile
Beeswax.” The authors argue for the necessity of such
a methodology due to the specificities of mobile ap-
plication development and the requirements for rapid
response to changes in this field. The key elements of
the Agile Beeswax methodology include an incremen-
tal and iterative approach to development, consisting
of two main iteration cycles (sprints): the incremental
design cycle and the incremental development cycle.
These two cycles are connected by a bridge. The Ag-
ile Beeswax methodology is divided into six phases,
including strategy and idea, user experience design,
user interface design, design to development, hand-
over and technical decisions, development and de-
ployment, and monitoring. The authors indicate that
one of the main advantages of their methodology is
that it is designed to encompass both academic and
business-oriented perspectives, aiming to unite these
two communities. The findings show that the Agile
Beeswax methodology is focused on addressing spe-
cific problems and challenges that arise in the process
of mobile application development. It combines Agile
and Scrum practises, engineering technical practises,
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and operational practises to achieve greater efficiency
in this field. The authors emphasise the importance
of responding quickly to changes in the market and
acknowledge that Agile methodologies are the best
approach for mobile application development, as they
allow for faster changes and improved product quality.
It can be agreed that the Agile Beeswax methodology
represents an interesting approach to mobile appli-
cation development that can be beneficial for both
the academic and business-oriented communities, ad-
dressing specific problems associated with this type
of development.

As a result of the study, it was established that
each mobile application development method has its
advantages and limitations. Native applications pro-
vide high performance and a native look but require
more resources and development time. Hybrid applica-
tions save time and costs but may have limited access
to device functions. Cross-platform applications com-
bine the benefits of both approaches, but the choice
of the right framework is crucial. The study by S.R. Up-
lenchwar et al. (2022) underscores the importance of
selecting the right cross-platform framework, such as
Flutter, for creating applications with a single codebase.
Dart and Firebase also play a significant role in easing
the development process. The study by H.A. Alrabaiah
and N. Medina-Medina (2021) proposes the Agile Bees-
wax methodology for mobile application development,
uniting the best practises of Agile and Scrum. This
methodology is aimed at improving mobile application
development and can be beneficial for both academic
and business-oriented communities. The choice of ap-
proach and tools for mobile application development
should be based on the specific needs of the project,
limitations, and important aspects of productivity and
application appearance. The discussed methodologies
and frameworks can be useful in achieving the goals
of mobile application development. In particular, the
choice between native, hybrid, and cross-platform ap-
plications should be determined by considering the
project’s needs for performance, access to device ca-
pabilities, and constraints on budget and resources.
Research shows that for better mobile application de-
velopment, it is important to consider the individual re-
quirements and specificity of the project, as well as use
appropriate methodologies and tools.

CONCLUSIONS

In the study, various approaches to the development of
mobile applications were considered, such as native,
hybrid, and cross-platform solutions. Native applications,
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ment approach for a mobile application based on spe-
cific project requirements, financial constraints, and re-
sources. It is crucial to evaluate the performance, speed,
and native appearance of the application correctly to
achieve successful results in mobile application devel-
opment. The obtained results can be useful for mobile
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TEXHONOril, a BUBip oNnTMManbHOro Nigxony A0 iX po3pobKu Mae BUpilaNbHEe 3HAYEHHS AN eDEKTUBHOTO
BMPOBAMXXEHHS Ha pUHKY. MeTot Liei HaykoBoi poboTu Byno NpoBeaeHHs NOPIBHABHOMO aHaNi3y pisHUX GpenMBOPKiB
NS po3pobkn MOBINbHMX [OOATKIB: PiAHUX, MOPUAHKX | KpOC-NNaTHOPMHMX pileHb. ng AOCATHEHHS NOCTaBNEHOI
MeTu BynnM BUKOPUCTaHi METOAM aHanisy, CMHTe3y Ta NOPiBHAHHSA. Bynn npoaHani3oBaHi XapakTePUCTUKM Pi3HUX
hpeirMBOpKiB AN pO3pO6KM MOBINbHMX AOAATKIB, BKIOYAKOUM iX NPOLYKTUBHICTb, BApPTICTb Ta AOCTYN A0 NPUCTPOEBUX
MoxnuBocTen. Iig yac npoBeaeHHs AOCNIOXKEHHS BCTAHOBEHO, WO pPifHi GperiMBOPKM BUPI3HAOTLCS HANBULLOH
NPOAYKTUBHICTIO Ta MOXAUBICTIO 3a6e3neYnTn MakCMManbHO HAaTUBHUI BUIMAA Ta QYHKLIOHaNbHICTb Aoaatky. OgHak
uen nigxin Ma€ CBoi 0OMEXEHHS, OCKINIbKM BUMArae oKpeMoi po3pobku ANs KOXHOT NnaTthopmu, Lo NpU3BOAUTL A0
36inbLIeHHs BUTPAT Yacy Ta pecypciB. [16puAaHI pilueHHS BUSIBUIMCS EKOHOMIYHO BUFiAHUMM, OCKINbKM BOHU A03BONAIOTH
BMKOPUCTOBYBATU €ANHY KOAOBY 6a3y Ans CTBOPEHHS A0AaTKiB Ang pi3HMx naatdopM. Lie cnpouye npouec po3pobku
Ta niaTpuMkn. OgHak ribpuaHi LO4ATKU MOXYTb MaTK 0OMeXeHY NPOAYKTUBHICTb Yepe3 BUKOpUCTaHHs WebView gns
Bif0OpaxeHHs iHTepdency Ta 0OMeXeHU foCTyN A0 NPUCTPOEBUX MOXIMBOCTEN. Kpoc-nnathopMHi hperiMBOpKH,
y CBOIO Yepry, 3abe3neuytoTb 6anaHC Mix NPOAYKTUBHICTIO Ta ePEKTUBHICTIO BUTPAT pecypciB. BoHn fo3BONSOTL
BMKOPWMCTOBYBaTH OAHY KOAOBY 6a3y A/ CTBOPEHHS A0AATKIB ANS KiNbKOX NATGOPM i MpU LbOMY MOXYTb A0CAraTH
3a0BiNIbHOI NPOAYKTUBHOCTI. OLHaK BOHM MOXYTb MaTh 0OMeXeHW AOCTYN A0 AesKMX NPUCTPOEBMX MOX/TMBOCTEN
Ta BUMNAAy pomdatky. Lle gocnigxkeHHs pobuTb HOBMIM BHECOK Y HAYKYy LLISXOM AEeTaNbHOro MOPiBHANLHOIO aHanisy
pi3HMX NiAXoAiB 4O po3pobKu MOBINbHMX A0AATKIB | PPEMBOPKIB, IKi BUKOPUCTOBYHOTLCS ANS iX CTBOPEHHS. OTpUMaHi
pe3ynbTaT MOXHa BUKOPUCTOBYBATU AN NPUAHATTS iHOOPMOBAHMX pilleHb LWoao BM6opy GpeiMBOpKY Ansi po3pobKu
MOBiNbHOro AoAaTKY

KniouoBi cnosa: Java; po3po6ka nporpamMHoro 3abesneyeHHs; NpoayKTMBHICTb; HAaTUBHUI BUMNAL, KOLOBA 6a3a
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Abstract. The appearance of contamination on the membrane and filters, which significantly reduces the efficiency
of operation (separation efficiency, water permeate flow, salt rejection) and the service life of a reverse osmosis
plant, is one of the most urgent problems that arise during water treatment using this plant. Therefore, the
purpose of the work is to find optimal methods for cleaning and regeneration of mechanical filters of reverse
osmosis plants. The solution to this problem is carried out by means of an empirical analysis of available
scientific information and conducting laboratory studies on cartridge cleaning and infiltrate processing. A cycle
of experiments on cleaning of used mechanical filters of reverse osmosis in a specially assembled plant with a
gradual increase in the concentration of sulphuric acid has been conducted. According to the observations during
laboratory research, effective removal of dissolved iron from the solution used to wash contaminated polystyrene
filters begins at pH=4 and up to pH=10, but at pH=4 the settling and filtering take 24 hours, and at pH=10
this process takes no more than an hour. As a result of further research, the most effective hydrogen indicator
for settling and almost complete removal of iron from the solution is 4.5. Further increase of the hydrogen
indicator to 10 is ineffective. In addition to the chemical method of neutralising the mother solution, the use of
electrodialysis is also advisable, while the use of electrolyser with a lead anode would be the best option. Thus,
after cleaning of one mechanical filter, almost 80 g of pure gypsum is obtained. This gypsum can serve as a high-
quality cement additive or be used for the production of internal cladding plates. Clean water obtained during
the process can be used for subsequent cycles of other mechanical filters cleaning
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INTRODUCTION

Reverse osmosis (RO) as a method of purification of
water of any content to drinking standards is a pop-
ular and widespread technology in the world. The
possibility of obtaining clean water easily and with-
out unnecessary costs eliminates environmental risks
and threats that these plants bring to the environment.
Manufacturers of reverse osmosis plants and varia-
ble components for them (polystyrene filters, carbon
cartridges, membranes, mineralisers and ultraviolet
disinfectants) are not interested in investigating the

damage that their business is doing to the environ-
ment. Scientists from all over the world are focused
on the study of optimisation of osmotic and energy
processes at plants, modification of membranes, the
development of the latest antiscalants and aggressive
chemical membrane cleaners that extend their service
life. However, the huge complex of damage caused
by uncontrolled and growing use of such plants in
everyday life, despite their benefits for humans, is not
taken into account. In addition to the fact that in the
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process of water purification, 1/3 of the inlet water for
purification is discharged into the sewer, hundreds of
thousands of used polypropylene filters, mineralisers,
plastic cartridges with activated carbon, ultraviolet
disinfectants and the membranes themselves, contam-
inated with products of cleaning, are thrown into the
environment every year without processing. There is
no statistical information on the damage caused, just
as there are no environmentally safe methods to re-
generate the components of filters and blocks. There-
fore, this issue is relevant and still not resolved.

The use of baromembrane technologies for water
purification is one of the most effective and widespread
technologies in the world, according to an analysis by
X.Zhang and Y. Liu (2021). According to D.M. Warsing-
er et al. (2018) and M. Qasim et al. (2019), the appear-
ance of membrane and filter contamination, which
limits the efficiency of operation (separation efficiency,
water permeate flow, salt rejection) and the lifetime
of the reverse osmosis plant is one of the most seri-
ous problems that arise in RO water treatment. If the
membrane can be used for 1-2 years, then mechanical
filters must be replaced every three months. Untimely
replacement of filters can lead to scale formation on
the membrane, and the failure of the entire system,
according to T.M. Joseph et al. (2023). Contamination
and scale formation reduce the hydrophobicity of the
membrane and deform the pores, which leads to wet-
ting of the membrane - a critical drawback in the plant,
when the nutrient solution flows through the pores in
the liquid phase, which threatens the rejection of the
membrane and inefficient water purification.

In the literature, quite a lot of methods and ways
of membrane protection are described, but almost no
attention is paid to pre-membrane cartridges (filters),
since they are quite cheap, and their regeneration does
not have a significant economic effect. However, from
an ecological point of view, the accumulation of such
waste is quite critical and dangerous. The availability
of carbon filters significantly complicates the regener-
ation of filters for mechanical (pre-membrane) clean-
ing. In their research, I.I. Radovenchyk et al. (2023)
studied the problem of filter disposal and environmen-
tal contamination due to the use of reverse osmosis
systems. They noted that after 3-6 months, such filters
are thrown out with the usual garbage. This leads to
environmental contamination, which carries with it a
number of threats. The authors point out that there are
no enterprises in Ukraine dealing with the disposal of
such filters. Researchers M.V. Kravchenko et al. (2021)
proved that contamination and untimely replacement
of filters precede membrane contamination and re-
duce its service life by 30-35%. Preventive and correc-
tive measures are required for continuous operation of
the plant. These corrective and preventive measures
are necessary according to the properties of the outlet
water as well as the properties of purified water, for
example, in purified water after desalination, an en-
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vironment is formed which can cause corrosion in the
corresponding equipment. These measures can be im-
plemented in pre-treatment methods, internal therapy
modification,and post-treatment requirements. Period-
ic measurements can be used to analyse productivity.

Scientists X.Zhang and Y. Liu (2021) noted that the
quantity and quality of the outlet water can change
when the properties of the inlet water and operating
parameters change. Scale formation on the membrane
is caused by settling on the surface of the membrane
(heterogeneous nucleation) or settling in the bulk solu-
tion (homogeneous nucleation) followed by settling on
the membrane. In their study, C. Skuse et al. (2021) not-
ed that calcium and silicon are the two ions that are
usually responsible for membrane scale formation.

Scientists M. Jafari et al. (2020) described in detail
an important indicator for detecting the contamination
of membranes and filters - the silt density index (SDI,
an indicator of the potential of the outlet water con-
tamination). This is an on-site calculation of colloidal
and suspended particles. This is a test to analyse the
productivity of equipment used for pre-treatment of
water. Silt density index measurements should be per-
formed using pre-cleaning cartridge filters. The value
of SDI should be as minimal as possible, which can be
achieved by operating the filter material at its calcu-
lated pressure drop (AP) and proper backwashing of
mechanical filters. SDI can also be minimised by using
auxiliary filters in the system of polystyrene and car-
bon cartridges, but in Ukraine this practise has not yet
been introduced into mass production.

V. Radovenchyk et al. (2023) studied the possibility
of mechanical filters cleaning with sulphuric acid solu-
tions and showed positive results of this method. At
the same time, oxides and hydroxides of iron (IIl) pass
into the solution and release the pores of the cartridge.
However, the use of highly concentrated sulphuric acid
is possible only in industrial conditions.

Therefore, the purpose of the study was to find,
substantiate and confirm by laboratory experiments
ecologically safe and affordable methods for regenera-
tion of polystyrene filters of baromembrane water puri-
fication plants in household conditions.

MATERIALS AND METHODS

To perform the task of assessing the possibility of re-
generation of used filters of reverse osmosis plants,
the method of analysis in laboratory conditions was
used, and the method of chemical analysis was used
to evaluate the change in the hydrogen index and con-
centrations of contaminants. The method of functional
analysis was used to observe the processes of settling,
which made it possible to determine the optimal indi-
cators of settling of the suspension. To determine the
content of iron as the main contaminant of mechanical
filters, the sulphate salicylic method was used accord-
ing to DSTU 7262:2012 “Chemical reagents. Methods
of determination of iron impurities” (2013).
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The experiments were conducted on the basis of
the laboratory of the Department of Ecology and Tech-
nology of Plant Polymers of the Faculty of Engineer-
ing and Chemistry of the National Technical University
of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute” A
cycle of experiments on cleaning of used mechanical
filters of reverse osmosis (Ecosoft, Ukraine) in a spe-
cially assembled plant with a gradual increase in the
concentration of sulphuric acid was conducted, the
processes of cleaning the pores of the filters from iron
compounds were carried out according to formula (1):

2Fe(OH), +3H,50, = Fe,(SO,),+3H,0. (1)

Measurements of concentrations and the hydrogen
indicator were made every 8 min after circulation of the
solution in a purification plant. Different doses of sul-
phuric acid were used and the hydrogen indicator was
monitored using a pH metre when the acid was gradu-
ally introduced into the cleaning solution. The optical
density was also measured on a photocolorimeter using
the sulphate salicylic method and the content of iron
in the solution was determined. The introduction of

sulphuric acid was stopped when the concentration of
iron ions remained unchanged, that is, when the filters
were completely cleaned.

To determine the optimal hydrogen indicator, at
which complete neutralisation of sulphuric acid in the
solution and effective filtering of the obtained suspen-
sion would occur, a number of experiments on model
solutions were conducted. 26.9 g of FeCl,"6H,0 were
dissolved in distilled water, the obtained solution was
brought to 1000 ml with the pH=2.1. Five samples of
100 ml were taken. With the help of NaOH, the pH was
gradually increased by 0.5 to 4. With the help of meas-
uring cylinders, the intensity of settling and distribution
into suspension and liquid phase were observed. Then
the resulting solution was settled for a day and filtered.

RESULTS

The results of measurements of the intensity of settling
and filtration of the suspension obtained in the process
of mechanical filters cleaning using sulphuric acid solu-
tion of different concentrations (the effect of concentra-
tion is noted on the hydrogen indicator for FeCl,*6H,0)
are shown in Table 1.

Table 1. Results of measurements of settling intensity and suspension filtration

coloured but
clean, the filtrate

slow, there is little
sediment on the

pH FeCl,*6H,0 2.6 3.1 3.6 4.03 10
V (NaOH), ml 2.5 2.62 2.75 2.78 2.8
The ratio of the liquid
phase to the suspension, 100/0 100/0 98/2 80/20 23/77
% during settling for a day
The volume
of filtrate in the cylinder
when filtering the 100 100 72 48 100
suspension during the day
The filter is Filtering is very Filtering is slow. The filtrate is

Filtering is fast, iron

The filtrate is is not detected in the

transparent, the

transparent, the
concentration

Notes is coloured, all filter, the filtrate is concentration of of iron in f:(l)trsal;cle S;Z ggﬁicctlfi(r:]
iron is in the coloured, most of iron in the filtrate | the filtrate is acid a?ld ammorsl/ia)
filtrate iron is in the filtrate is 1.6 mg/L 0.2 mg/L

Source: developed by the author based on the results obtained

As can be seen from the research results shown in
Table 2, the content of iron in the most contaminated
filter is 6.5 g/L, with a norm of 0.2 g/l according to State
sanitary standards and rules “Hygienic requirements

for drinking water intended for human consump-
tion” (2022). At the same time, 60 ml of sulphuric acid
with a concentration of 98% has been used to clean
one contaminated filter.

Table 2. Results of iron concentration measurements during cleaning
of three mechanical polystyrene filters with a gradual increase in the dose of sulphuric acid

Hydrogen Concentration Hydrogen Concentration Hydrogen Concentration
indicator, pH of iron ions, g/l indicator, pH of iron ions, g/l indicator, pH of iron ions, g/l
Filter 1 Filter 1,2 Filter 3
(1)-45 0.001 (0)-5 0 pH (0)=5 0
( )=4 0.02 ( )=4 0.1 pH (1)=4.5 0.002
H(3=3. 4 0.3 H(2)= 0.9 pH (2)=4.0 0.1
(4) 3. 2 0.6 pH (3)= 3.8 pH (3)=3.5 1.5
H(5)=2 3.8 H(4)= 2 7 5.8 pH (4)=2.5 5.9
pH (6)= 1.1 6 pH (5)= 5.8 pH (5)=1.0 6.5

Source: developed by the author based on the results obtained
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The next task, after cleaning the filters, is the neu-
tralisation of products of cleaning, because their dis-
charge into the sewage system is unacceptable, since
pH = 1. According to observations, effective removal
of dissolved iron from the cleaning solution begins at
pH=4 and continues until pH=10. However, at pH =4
settling and filtering require 24 hours, while at pH=10
this process takes no more than an hour. Additional
studies confirm that 4.5 is the most effective pH indi-
cator for settling and almost complete removal of iron
from the solution. Further increase in the hydrogen in-
dicator to 10 turns out to be impractical. The research
data obtained are used to neutralise sulphuric acid,
which, together with dissolved iron removed from the
used filter, is in the mother solution.

The volume of the mother solution, which has
been formed as a result of cleaning of contaminated
mechanical filter of the return osmosis plant, is 1 |,
its pH=0.95, the solution contains 65 ml of sulphuric
acid, this volume has been used in previous studies for
complete cleaning of mechanical filter. A neutralisation
reaction (2) is carried out in order to remove sulphuric
acid, which is dangerous for discharge, from the used
solution. The calculated amount of 37.42 g of CaO is
added, bringing the pH to 5.3. At this level of the hy-
drogen indicator, the most efficient settling of gypsum
(CaS0,) and separation of solid and liquid phases occur:

Ca0+H,50, - CaS0, +H,0. 2)

The filtration of the obtained suspension on paper
filters “blue tape” is the next stage. The volume of the
filtrate is 776 ml. The mass on the filter before drying is
265.61 g. After complete drying in the drying chamber,
the obtained substance is brought to a constant mass of
79.50 g (Fig. 1).

Figure 1. Cement additive obtained
as a result of neutralisation of the mother solution
from the contaminated filter
Source: developed by the author
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This method of regeneration of contaminated fil-
ters (using sulphuric acid solution) can be used in the
first and third stages of filtration if the first and third fil-
ters are made of polystyrene with a corresponding pore
diameter of 10 and 5 um, respectively. By visual exam-
ination of the used filters, it has been determined that
iron is the most problematic and main contaminant of
filters, and even with a small amount of it, it is very
difficult to get rid of reddish colour after several stages
of cleaning with an acid solution. Therefore, the pH of
the cleaning solution should be brought up to 1, while
the norm in tap water is 5-6,as shown by the analysis of
water samples by the sulphate salicylic method in the
laboratory. Figure 2 shows sets of clean (a) and used (b)
mechanical filters of the 1%, 2" and 3™ stages of water
purification in reverse osmosis plants.

Figure 2. View of Ecosoft filters before and after use
in a typical reverse osmosis plant for three months
Source: developed by the author

The set includes two polystyrene filters, which,
unlike the carbon one, can be easily cleaned of iron us-
ing sulphuric acid. Such a combination of filters for re-
verse osmosis plant is designated in the international
classification as PP, CTO, PP (polypropylene 10 ym, car-
bon, polypropylene 5 pm). However, sometimes there
are other combinations described by F.M. Idrees (2020),
such as PP, UDF, CTO (polypropylene 10 um, from
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granular activated carbon, pressed carbon cartridge).
In general, the approach to cleaning these types of fil-
ters does not change, because cartridges are based on
coal as the main filler in various modifications.

Purification with a sulphuric acid solution can be
used in the first and third stages of filtration if the first
and third filters are made of polystyrene. In addition to
the chemical method of neutralising the mother solu-
tion, the electrodialysis method can be used, while an
electrolyser with a lead anode would be the best op-
tion. In the process of cleaning the filters, a suspension,
from which iron is settled with Ca0, filtered and dried,
has been obtained. After cleaning of one mechanical fil-
ter,almost 80 g of pure gypsum has been obtained. This
gypsum can serve as a binding cement additive or be
used for the production of internal cladding plates, and
clean water can be used for subsequent cycles of me-
chanical filters cleaning with the subsequent addition
of sulphuric acid to it. According to laboratory studies
on model solutions with different iron content (from
5.38 to 16.4 grams per 1 litre of solution), the effect
of sulphuric acid on iron solubility is shown in Table 2.

As a result of the experiment on cleaning of used
mechanical filters, it is found that the content of iron
in the most contaminated filter is 6.5 g/l. At the same
time, 60 ml of sulphuric acid with a concentration of
98% is used to clean one contaminated filter. From
the results of the measurements, it can be seen that
with gradual addition of sulfuric acid to the cleaning
solution, iron compounds begin to actively dissolve at
pH =3.3, and the maximum efficiency of filters clean-
ing from iron compounds is achieved at pH=1.6. The
introduction of sulphuric acid has been stopped at an
unchanged indicator of iron ions concentration, in other
words, at complete cleaning of filters, which occurs at
pH=1.6.These results have been also confirmed during
repeated naturalistic experiments with real contami-
nated filters, removed from users of household reverse
osmosis systems in Kyiv. Since the naturalistic experi-
ment involved filters of various degrees of contamina-
tion, which depends on the intensity of use, the number
of people in the family, the season and the period of use
(from 3 to 7 months), the necessary volume of sulphuric
acid, needed for filter cleaning, was in the range from
20 to 78 ml per 1 litre of the cleaning solution.

DISCUSSION

According to the results of the experiment, used poly-
propylene filters can be regenerated and reused in
baromembrane water purification plants. Bacterio-
logical safety of using such filters was confirmed by
scientists T.Yu. Nyzhnyk et al. (2019). However, the re-
use of mechanical polystyrene filters was confirmed
only by bacteriological indicators. The conducted re-
search also proved the possibility of regeneration for
the main chemical contaminant - iron compounds.
Therefore, the conducted studies complement and
do not contradict the obtained results. In their work,

S.V. Huliienko et al. (2020) noted that salt rejection
and permeate flow were key factors for analysing the
productivity of reverse osmosis plants. Membrane pro-
ductivity can also be analysed by the salt rejection
rate of the membrane system.

In the course of research, it has been determined
that an aqueous acidic environment (having a pH from
1 to 4) is the best cleaner for replaceable blocks (filters
and membranes) of reverse osmosis plants. Increase
in acidity, i.e. bringing the pH closer to 1, ensures the
dissolution of water-insoluble calcium and silica salts,
iron compounds and organic contaminants. Positive ef-
fect of the hydrogen indicator on the rejection of salts
from reverse osmosis filters and membranes was the-
oretically described in the works of S.V. Huliienko and
[V. Syman (2018) and A.P. Safonyk et al. (2020). In the
conducted research, it is possible to prove this theo-
ry in practise and to determine specific pH limits, in
which the acidity of the environment will be effective.
It has been proven that a further decrease in pH<1
is impractical, because undissolved iron on the filters
can no longer exist at this state of the environment.
According to the results of the experiments, increase
in the hydrogen indicator to 10 is impractical. The ob-
tained research data are used to neutralise sulphuric
acid, which, together with dissolved iron extracted from
the used filter, is in the mother solution. Researchers
M.V. Kravchenko et al. (2021) concluded that the set-
tling on the surface of membranes and cartridges of
some calcium salts, such as gypsum, is also influenced
by high temperatures, as they reversely dissolve with
increasing temperature. Gypsum crystals can block and
deform the pores, which leads to a rapid decrease in
water flow and wetting of the membrane. Calcium ions
can also precipitate as calcite or in a complex with or-
ganic compounds and cause severe flow reduction, a
phenomenon described in detail by S. Virych (2023).

As a result of examination of the content and anal-
ysis of the used carbon filler, it is found that it is impos-
sible to chemically regenerate carbon filters. Accord-
ing to the conducted studies, even with a high level
of purity of water supplied to activated carbon filters
and regular thermal sanitisation (washing with water
at 95°C for 2.5 hours), it is impossible to completely
remove biological contamination from the cartridge
filler. During the process of hot water sanitisation, sur-
viving single planktonic cells begin an active process
of microcolonies formation and biofilm creation as a
survival mechanism in extreme conditions. Already
three days after heat treatment, the formation of a bi-
ofilm is observed on the surface of activated carbon
granules, which leads to a phenomenon known as bi-
ological activation of coal. In her work, M.V. Kravchen-
ko (2022) consistently investigated the behaviour of
coal cartridges and proved that due to the peculiari-
ty of coal bulk material, it cannot be restored by de-
taching contaminant ions. Researchers Ch.Ch. Wu et
al. (2019), describing the reproduction of bacteria in
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contaminated carbon filters, came to the same conclu-
sion about the impossibility of regeneration of these
filters precisely because of sorption-biological interac-
tion of the sorbent and the contaminant. The results
of the observations refute the possibility of creating
cartridges with a separate zone for the accumulation
of waste contaminants, since in practise the carbon fil-
ter behaves differently than in the theoretical work of
N.O.Matlakh et al. (2022), where methods of modifying
polypropylene and carbon filters are shown, with struc-
tural construction of filter sections so that sediment
accumulates at the bottom of the sections, the bottom
of the section must be unscrewed so that the sediment
can be removed, and new filters must be easily insert-
ed into the section. The work includes measures to
control contamination of pre-membrane filters (titani-
um plates and ammeter). This solution can extend the
service life of mechanical filters, but will not solve the
issue of their regeneration and disposal.

Silica scale formation is slower than that of calci-
um salts such as gypsum because silicic acid polym-
erises more slowly than gypsum crystallises. Processes
of silica scale formation described by I.A. Tereshchen-
ko (2021) proved a high level of threat of silica influ-
ence on cleaning efficiency at neutral pH ranges. Even
NaCl solutions can cause flow reduction if available
in supersaturating concentrations. A. Kayvani Fard et
al.(2018) investigated that scale mitigation by methods
that include volume filtration and antiscalant addition
was a rather fictitious way to extend the service life of
the membrane and the plant as a whole.

However, the use of a standard set of cartridge
filters helps to minimise flow reduction by removing
precipitated salts before they reach the membrane.
Therefore, timely replacement of filters makes it im-
possible to damage the membrane with subsequent
loss of its efficiency. However, the problem of envi-
ronmental contamination with such filters has still
not been solved globally, because most of them are
thrown away either in the trash or in special contain-
ers. The achievement of more sustainable and envi-
ronmentally safe alternatives becomes a critical task
for preserving natural resources and maintenance of
sustainable development.

CONCLUSIONS

The use of carbon filters complicates the process of
restoring filters for mechanical (pre-membrane) clean-
ing. Iron is the most significant and main contaminant
for mechanical polystyrene filters. Even with small iron
content, after several stages of cleaning with an acid
solution, it is very difficult to remove the reddish col-
our. Therefore, in order to achieve the effectiveness of
the solution cleaning, it is necessary to reduce its pH
to the level of 1. This deviation from the usual val-
ue of tap water, which is 5-6, has been confirmed by
the analysis of water samples using the sulphate sal-
icylic method in the laboratory. After that, filters must
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undergo forced washing in the circulation network to
normalise the hydrogen indicator in the thickness of
material and be safe for further reuse in the reverse
osmosis plant after regeneration.

It can be seen from the results of measurements
that during gradual introduction of sulfuric acid into
the cleaning solution, iron compounds begin to actively
dissolve at pH= 3.3, and the highest effectiveness of
filters cleaning from iron compounds is achieved at
pH=1.6.The addition of sulphuric acid is stopped when
the concentration of iron ions remains stable. In gener-
al, complete cleaning of filters takes place at pH=1.6.
The obtained results are confirmed during repeated
natural experiments with real contaminated filters,
which have been taken from users of household reverse
osmosis systems in the city of Kyiv.

If polystyrene filters can be completely regenerated
with sulphuric acid and after further washing can be
used again in the system, then carbon filters are almost
impossible to regenerate. The reason is that contam-
inated coal filler is in a non-separable structure and
the very structure of the filler does not allow the con-
taminant to be removed from the thickness of the coal
layer. The case is not disassembled and after removing
the carbon filler from it, it must also be disposed of. In
Ukraine and in the world, such cartridges are simply
thrown away. Regardless of whether they have fillers or
have already had them removed, the amount of waste
remains the same. This method of regeneration of con-
taminated filters can be used in the first and third stag-
es of filtration if the first and third filters are made of
polystyrene. And reverse osmosis carbon filters, unlike
mechanical ones, cannot be cleaned.

In conclusion, it can be noted that reverse osmosis
carbon filters, unlike mechanical ones, cannot be pro-
cessed. The author came to this in the result of a dis-
section of the cartridges containing these filters. The
case is not disassembled and after removing the car-
bon filler from it, it must also be disposed of. According
to the examination of the content and analysis of the
used carbon filler, it becomes clear that it is impossible
to chemically regenerate carbon filters. According to
research, it is impossible to completely clean the car-
tridge filler, activated carbon, from biological contami-
nants. Even with high indicators of purity of water en-
tering carbon filters, and periodic thermal sanitisation
(washing with water at 95°C for 2.5 hours), it turns out
to be impossible to stop microflora development for a
long time. During the sanitisation treatment of the filter
with hot water, surviving individual plankton cells be-
gin the process of active microcolonies formation and
biofilm creation as a survival mechanism in extreme
conditions. Already three days after heat treatment, bi-
ofilm formation is observed on the surface of activated
carbon granules, which leads to the so-called biologi-
cal activation of coal.

Therefore, the most effective method to recycle
carbon filters is to develop a collapsible design of the
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cartridge, which can be filled with fresh activated car-
bon, and the used carbon can be burned at high tem-
peratures or sent to the production of coal briquettes.
Such briquettes are completely safe for the environ-
ment and can be used as solid fuel. The identified and
researched methods of regeneration and recycling of
mechanical and carbon pre-membrane filters can be
applied on anindustrial scale with the condition of their
larger-scale testing. This technology is inexpensive
and allows polystyrene filters to be fully regenerated
and reused and it is possible to obtain fuel briquettes
from carbon filters during further research on improv-
ing the recycling scheme.Among the directions for fur-
ther research, the following ones can be highlighted:
design development and improvement; study and use

of contaminations and efficiency of removal of various
types of them, materials and membranes, etc.
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AHotauig. OfHi€r 3 HaMbiNbLW akTyanbHUX NPoO6NeM, aKi BUHMKaKTb NpU 06pobLi BoaM 33 4ONOMOrOK YCTAaHOBKM
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3abpyaHeHMxX nonicTMponbHUX inbTpi, NouMHaeTbes Nnpu pH=4 ta no pH=10, npote npu pH =4 BiacTolOBaHHS
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ANs ueMeHTy abo BUKOPUCTOBYBATMCS MPU BUIOTOBAEHHI MANUT ANS BHYTPILHBOro 06MLt0BaHHS. YncTy Boay, Ky
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Abstract. In modern telecommunications networks, session initiation protocol trunking is an important technology
for voice and video communication over Internet protocol networks. Cloud-based session boundary controllers
play a key role in ensuring security and quality of service but there are challenges to their performance and
optimisation, especially as data volume and users grow. The purpose of this study is to develop a strategy for
achieving efficient and scalable session initiation protocol trunking services in cloud environments. Methods
of theoretical analysis and practical experiments are used. Analysis of the performance of cloud controllers
identifies important analytical conclusions about their capabilities, and the developed optimisation strategies
provide practical recommendations for improving the provision of cloud trunking services. This analysis also
shows that performance can vary depending on the implementation and settings. It is established that the main
factors affecting performance are network latency, bandwidth, and configuration features of controllers. Based on
this information, an optimisation strategy is developed, including implementing quality of service for prioritising
session initiation protocol traffic, methods for automatically scaling resources, redundancy, and optimising
network protocols. It is demonstrated that the use of Session Initiation Protocol-trunking and cloud-based Session
Border Controller can substantially improve the quality of service in telecommunications systems, which allows
optimising call routing and ensuring the security of communications. Evaluating the performance of the Session
Border Controller cloud provided valuable insight into their capabilities,and the proposed optimisation strategies
can become specific recommendations for improving the provision of Session Initiation Protocol trunking services
in cloud environments. The results of the study can serve as valuable recommendations for telecommunications
professionals who want to deploy efficient and scalable trunking solutions in cloud networks

Keywords: session initiation protocol; communication service quality; session boundary controllers; network
delays; resource scalability
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INTRODUCTION

Cloud-based Session Border Controller (SBC) is a criti-
cal element of modern telecommunications networks,
especially in the context of providing Session Initiation
Protocol (SIP) services-trunking over IP (Internet Proto-
col) networks. SIP trunking is defined as a technology
that allows transmitting voice and multimedia traf-
fic over the internet protocol instead of convention-
al telephone networks and cloud-based SBC are key

elements in modern SIP trunking networks because
of their ability to ensure the security, quality of ser-
vice, and reliability of communication services. How-
ever, with the constant growth of data volumes and
the number of users on networks, cloud-based SBC is
facing new challenges and tasks. Modern cloud-based
SBC systems are complex systems with many settings
and capabilities. However, their performance can vary
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substantially depending on the implementation and
configuration features. One of the key challenges that
need to be addressed is improving the efficiency and
scalability of these controllers to provide high-quality
user service in growing networks. The relevance of the
research topic is determined by the need to improve
and optimise cloud SBC to improve the quality and ef-
ficiency of SIP trunking services in cloud environments.

There is an extensive body of research in the field
of SIP trunking and cloud session boundary control-
lers. For example, P.I.Romaniuk (2023) investigated the
use of cloud technologies in the educational process.
The author provided an overview of popular cloud
platforms and considered their prospects in the edu-
cational process, and also noted that the use of cloud
technologies helps to increase efficiency and reduce
costs in the field of higher education, provides fast and
secure access to the necessary services for training.
V. Mazharenko (2020) highlighted that SIP trunking
creates the ability to connect a local telephone system
to the Internet instead of a regular telephone network,
simplifying the provision of Voice Over Internet Proto-
col (VoIP) services to companies located on the host.
The author examines the possibilities and methods of
integrating IP telephony in the areas of providing tele-
phone services, evaluates the quality of use of the de-
veloped SIP client, and comes to the conclusion about
the purposefulness of using IP telephony on web re-
sources. A paper of A. Praveen et al. (2022) demon-
strates the importance of testing SBC functionality
in modern unified communications systems, modern-
isation of contact centres, and cloud communication
services. The researchers note that manual testing of
various SBC call scenarios is complex, time-consuming,
and error-prone. However, this problem can be solved
by creating an automated approach for testing SBC,
simulating a real-world production environment, and
using SIP scripts to test all important VoIP call scenar-
ios. They offer a methodology for testing SBC to en-
sure the reliability of its operation in enterprises and
service operators. Authors S. Kaul and A. Jain (2019)
discuss the possibilities of using cloud session bound-
ary controllers (C-SBC) in cloud-based unified com-
munications using virtualisation. They emphasise that
with the advent of a new generation of communica-
tion tools, the volume of real-time communication
and intelligent traffic is growing every day, which
makes communication in enterprises quite difficult.
The proposed solution helps enterprises in the field of
next-generation internet protocol networking, media
processing and transcoding, which is usually used for
various next-generation services.

T. Smirnova et al. (2022) focused their investiga-
tion on selecting the optimal technology for a cloud-
based information and communication system to op-
timise production processes. It includes the analysis
and selection of communication technologies and the
development of a multi-criteria optimisation model to
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achieve this goal. The results of the study confirm the
feasibility of using 5G cellular networks for automating
production processes and provide a methodology for
choosing optimal solutions using these technologies.
Authors M. Skulysh et al. (2018) and A. Bondarchuk and
V. Zhebka (2023) in their papers highlighted the prin-
ciples of optimising the service of hybrid telecommu-
nications services in a heterogeneous environment.
The basic idea is that subscriber process management
functions can be migrated to the cloud environment,
including subscriber search and physical element man-
agement. All mobile communication subsystems are
controlled by controllers located in the data centre,
and interaction between these controllers is conducted
within the centre, which simplifies the management of
the telecommunications network and reduces the num-
ber of service flows.

In the study by I. Tas et al. (2020), a new SIP attack,
SR-DRDoS, is presented, which uses lesser-known SIP
capabilities along with IP address spoofing techniques
and DDoS attack logic. A SIP-based DoS/DDoS attack
simulator was developed to investigate the SR-DRDoS
attack. The attack showed the ability to increase the
CPU load of the SIP server from 0 to 100% in just 4
minutes. In the context of protecting against such at-
tacks, it is noted that many SBCs leave organisations
with a false sense of security due to insufficient ability
to detect and track such attacks. M.R.S. Al Saidat (2019)
offers a secure SIP-based distributed architecture mod-
el that can be deployed in a service provider’s data cen-
tres to ensure availability, scalability, and security. The
proposed model is designed to reduce SIP attempts on
session initiation controllers. The study includes testing
the model in a real-world service provider environment,
the results of which showed the ability of the improved
session protocol backup initiation model to reduce at-
tempts to initiate the protocol via SIP trunking.

Researchers TM. Tardaskina and TV. Hrysh-
chuk (2021) examined the cloud technology market in
Ukraine and determined the role of telecommunica-
tions operators and their interaction with consumers.
The study results indicated that Ukrainian telecom-
munication operators have a small share in the cloud
technology market, but large companies can increase
their presence in this sector by adding cloud services
to their portfolio, acting as intermediaries between
providers and users. L. Tokar (2022) examined the ad-
vantages of cloud-based automated telephone systems
(ATC) over traditional methods of organising telephone
communication in companies and offices. The study
highlights the capabilities of cloud ATC systems, such
as multi-channel numbers, intelligent call forwarding,
flexible analytics, and a number of other features that
contribute to the quality and efficiency of telephone
communication. The main benefits are cost savings and
the ability to quickly scale resources in a cloud ATC. Un-
like the above-mentioned studies, which focus on cloud
technologies in the field of telecommunications, this




Improving sip trunking services with cloud-based SBC...

paper is aimed specifically at examining and improving
the provision of SIP trunking services through the intro-
duction of cloud-based SBC.

The purpose of this study was to analyse the per-
formance of cloud SBC and identify possible limitations
to propose optimisation strategies to improve perfor-
mance and reliability in the field of SIP trunking services.

MATERIALS AND METHODS

Methods of theoretical analysis and practical experi-
ments were used to achieve a comprehensive under-
standing of SBC clouds and their impact on SIP trunking,
forming an empirical analysis approach. The theoretical
analysis method was used to examine in detail the the-
oretical aspects of cloud SBC, their role in SIP trunking,
and analyse various papers on a given topic. Theoreti-
cal analysis allowed understanding the basic principles
of SBC cloud operation and their potential impact on
trunking services. This method helped to identify such
basic aspects as the principles of SBC cloud opera-
tion, the role of SIP trunking, the potential impact on
trunking services, and comparison with other solutions.
The basic principles of functioning of cloud-based SBC
are studied, including their ability to route SIP traffic,
authenticate, transform, and ensure communication
security. The important role of cloud-based SBC in im-
proving the quality of SIP trunking and ensuring reli-
able delivery of SIP requests and responses between
different networks is evaluated. The study examines
how the implementation of cloud-based SBC can affect
the quality of SIP trunking service, reduce latency, and
provide greater scalability of services. Compare cloud-
based SBC with other methods of trunking and routing
SIP traffic, highlighting their advantages and possible
disadvantages.

Real-world implementations of SBC cloud pro-
viders such as Amazon Chime Voice Connector, Twilio
Elastic SIP Trunking, Azure Communication Services,
Dialogflow Telephony Gateway, and Oracle Cloud Infra-
structure were used to conduct practical experiments.
These implementations were chosen because of their
popularity and prevalence in the market, which allowed
conducting an objective comparative analysis of their
characteristics and performance. Practical experiments
included modelling test SIP sessions, generating traffic,
creating block diagrams and tables, outputting calcu-
lations, etc. A simple programme was written to create
test SIP Sessions to simulate real-world communica-
tion events between users, which also generated traf-
fic transmitted through cloud-based SBC’s to measure
their performance and traffic handling capabilities. The
results obtained were processed to compare the char-
acteristics of certain cloud SBC’s, determine the quality
of service, and assess the impact on performance and
call quality. Graphs that showed a comparative analysis
of SIP trunking services in different regions to visualise
the results were constructed. During the experiments,

various tasks and situations occurred that required
solving and analysing in the context of SBC cloud func-
tionality. Formulae are also used to calculate call quali-
ty, relative performance gain, loss reduction, bandwidth
redundancy, and network load calculations.

The Intelli) IDEA environment and the Java pro-
gramming language were used for software imple-
mentation. The Cross-platform File Format Apps plat-
form is selected for building block diagrams. MS Excel
is used to plot a comparative analysis of SIP trunking
services in different regions. Call setup time, call qual-
ity assessment, resource usage and scalability assess-
ment, network latency, bandwidth, availability, com-
munication quality, usage scale, regulatory support,
infrastructure, etc. were used as performance metrics
and evaluation criteria. Formula (1) is used to evaluate
the call quality:

MOS=1+(R-1.5*A)+(A*A+1)*B*0), (1)

where R - voice quality rating (usually from 1 to 5); A -
jitter (change the delay between packets); B — packet
loss (percentage loss); C - delay (the sum of delays in
milliseconds).

The relative productivity gain can be calculated us-
ing Formula (2):

(%) =((Y-X)/X)~ 100, (2)

where X - number of sessions before SBC implementa-
tion; Y - number of sessions after SBC implementation.

The relative loss reduction can be calculated as fol-
lows (3):

(%) =((L1-L2)/L1)* 100, (3)

where L1 - number of lost sessions before SBC imple-
mentation; L2 - number of lost sessions after SBC im-
plementation.

When calculating bandwidth redundancy (4):

R(%)=((TB-UB)/TB)*100), “4)

where R - reservation; TB - total bandwidth; UB - used
bandwidth.
In addition, to calculate network load (5):

L(%)=((Tv/B)*100), (5)
where L - load; TV - traffic volume; B - bandwidth.

RESULTS

Evaluation and comparison of cloud SBC in the context
of SIP trunking. Cloud-based SBCs can be compared
by analysing call setup time, call quality score (MOS
(Mean Opinion Score)), and resource usage and scala-
bility score (Table 1).
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Table 1. SBC cloud comparison

. Call quality assessment Evaluating resource usage
Call setup time q(MOtSyScore) and scalability
Amazon Chime Voice Connector Fast High High
Twilio Elastic SIP Trunking Fast High Good
Azure Communication Services Fast High High
Dialogflow Telephony Gateway Fast Good Good
Oracle Cloud Infrastructure Fast High High

Source: compiled by the author

To get the call setup time, it is necessary to calcu-
late the average time required to set up a call on each
of the SBC clouds under consideration. The call quali-
ty score (MOS Score) is a widely used metric that can
be calculated based on various factors such as jitter,
subprime, delay, and other parameters (1). Calculating
resource usage can be measured as the percentage of
resources used during call processing. It is necessary
to use formulas that will help calculate how easily you
can expand the system by adding new resources to as-
sess scalability.

Calculating key performance indicators is an equal-
ly important part of evaluating the benefits of using SIP
trunking services. A possible approach to mathematical
calculations to determine the improvements that SBC
can provide includes performance improvements or
loss reductions. Metrics such as the number of success-
ful SIP sessions per unit of time before and after imple-
menting SBC can be used to measure performance (2).
Considering the number of lost SIP sessions before and
after SBCimplementation can be used to determine the
impact of SBC on loss reduction (3).

Examples include Amazon Chime Voice Connec-
tor, Twilio Elastic SIP Trunking, Azure Communication
Services, Dialogflow Telephony Gateway, and Oracle

)

Corporate IP

Users: network:

Role (internal
subscribers and
other network
devices)

Role (initiators
of voice and

video calls

Position
(external
callers)

Position (internal
organization
network)

Cloud Infrastructure. Amazon Chime Voice Connector is
a cloud-based SBC that provides the ability to connect
internal IP phone systems to Amazon Chime cloud com-
munication services. This provides fast call setup, high
call quality, and the flexibility to scale resources. Twilio
Elastic SIP Trunking allows connecting IP telephony to
the global Twilio infrastructure using SIP trunking. It
has fast call setup, high call quality,and good scalability.
Azure Communication Services provides a cloud-based
SBC for connecting IP telephony to Microsoft Teams and
Azure Communication Services cloud services. Provides
reliability, high call quality, and zoom support. Dialog-
flow Telephony Gateway is a cloud-based platform for
developing and connecting voice bots to the telephone
network via SIP trunking. It has fast call setup, good call
quality, and advanced zoom capabilities. Oracle Cloud
Infrastructure provides a cloud-based SBC for security
and control of communication flows in a cloud envi-
ronment. Provides fast call setup, high call quality, and
scalability. Thus, among the listed cloud SBCs, Amazon
Chime Voice Connector, Azure Communication Services,
and Oracle Cloud Infrastructure are the most optimal.
In general, this paper is considered on the basis of the
following network elements: users, corporate IP net-
work, cloud SBC, and the Internet (Fig. 1).

Internet:
Cloud SBC:

Role (transport
SIP traffic
between cloud
SBC and corporate
IP network)

Role (control,
routing and security
of SIP traffic)

Position (in the
cloud environment)

Position (external
network)

Figure 1. Block diagram of network elements

Source: compiled by the author

Users represent external subscribers who initiate
voice and video calls. A corporate IP network indicates
the organisation’s internal network, where internal
subscribers and other network devices are located.
Cloud-based SBC is a session boundary controller that
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monitors, routes, and ensures the security of SIP traffic.
The Internet is an external network through which SIP
traffic is transported between the cloud-based SBC and
the corporate IP network. Cloud-based SBC can perform
the following functions: session monitoring (provides
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management and control of voice and video traffic ses-
sions); routing (defines routing paths for session traf-
fic); security (performs security functions such as traffic
filtering, attack protection, and encryption); transcoding
(can perform media conversion); QoS (Quality of Ser-
vice) (allows prioritising voice traffic to ensure high
quality of service); signalling (provides exchange of
alarm messages between session agents).

SBC cloud optimisation: the impact of network la-
tency, bandwidth, and regional features on SIP trunking
services: a comparative analysis and recommendations.
Network latency affects the latency of data transmis-
sion between two points in the network. High network
latency can lead to delays in the transmission of audio
and video data, which can negatively affect the qual-
ity of the service. If there is a large network latency,
real-time latency issues may occur, which may affect
the quality of voice communication and other servic-
es that use SIP trunking. Network bandwidth is also an
important factor for the performance of SBC clouds. It
defines the maximum amount of data that the network
can transmit over a certain period of time. Insufficient
bandwidth can lead to network congestion and reduced
service quality. In addition, high bandwidth can provide
the ability to transfer more data simultaneously, which
contributes to high performance.

The Amazon Chime Voice Connector may be sensi-
tive to network latency, as the distance between users
and Amazon servers may affect data latency. And with
more bandwidth, the Amazon Chime Voice Connector
can handle more simultaneous calls and deliver high
performance. Network latency can affect the quality of
calls via Twilio Elastic SIP Trunking. High latency can
cause delays in voice transmission. High throughput
is also important for Twilio Elastic SIP Trunking, as
this service handles a large amount of traffic. Due to
network latency, there may be a delay in processing
calls through Azure Communication Services, espe-
cially if there is a long distance between Azure clients
and servers. In addition, to ensure high performance, a
large network bandwidth is important. Network laten-
cy can affect the delay in voice transmission via the
Dialogflow Telephony Gateway. However, with its high
bandwidth, Dialogflow Telephony Gateway can handle
many simultaneous calls and deliver high performance.
In Oracle Cloud Infrastructure, network latency can af-
fect call delivery times, and high network bandwidth
is important for ensuring Oracle Cloud Infrastructure
performance. It is necessary to analyse the impact of
network latency and bandwidth on this performance
(Table 2) to identify the performance limitations of
some cloud-based SBCs.

Table 2. Network latency and bandwidth of SBC clouds

Network latency Bandwidth
Amazon Chime Voice Connector Sensitive High
Twilio Elastic SIP Trunking Affects call quality High
Azure Communication Services Affects delays High
Dialogflow Telephony Gateway Affects delays High
Oracle Cloud Infrastructure Affects delivery time High

Source: compiled by the author

Providers with lower network latency and higher
bandwidth (Amazon Chime Voice Connector and Twilio
Elastic SIP Trunking) can be a good choice for organi-
sations looking to provide high-quality voice commu-
nication and high performance. Cloud-based SBCs with
higher network latency (Azure Communication Ser-
vices and Dialogflow Telephony Gateway) can also be
effective, but they require additional attention to the
network infrastructure to reduce latency. Oracle Cloud
Infrastructure can be an effective choice for organisa-
tions that value high performance and are willing to
optimise their network to compensate for delays.

When identifying performance limitations, SBC
configuration, and optimisation problems and the im-
pact of geographical distribution on the provision of
SIP trunking services are also justified. It is parame-
ters such as network latency and bandwidth that can
limit the performance of the current SBC configura-
tion. In addition, these criteria can be supplemented
by security, processor, and memory. If the current SBC

configuration does not meet the bandwidth require-
ments of a particular network or standards, this may
lead to performance limitations. In this case, consider-
ing increasing SBC throughput by configuring hardware
or software resources, or using more powerful hard-
ware is necessary. If the network latency in the current
SBC configuration is high, this may affect performance.

Latency may depend on the location of the SBC,
network quality, and other factors. Optimising network
configuration is advised to improve performance, for
example by using optimal routes, increasing network
throughput, or using latency reduction technologies
such as QoS or WAN (Wide Area Network) optimisation.
In addition, incorrect SBC security configuration can
lead to performance limitations. For example, insuffi-
cient protection against attacks or incorrect security
settings can lead to delays or data loss. It is crucial to
review the current SBC security configuration to make
sure that it meets the requirements of this network and
security standards. If the current hardware running SBC
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has limited CPU or memory capacity, this may affect
performance. Consider upgrading the hardware or
configuring SBC so that it uses resources more effi-
ciently is necessary in this case.

Optimisation of SBC can include various aspects,
depending on the specific provider or platform. For
the Amazon Chime Voice Connector, bandwidth config-
uration and network optimisation are recommended.
For Twilio Elastic SIP Trunking - correct SIP Trunking
configuration and network optimisation. For Azure

North America South America Europe

O B N N A UT O

Asia

O. Pidpaly

Communication Services - server placement and mon-
itoring. For Dialogflow Telephony Gateway - checking
the phone gateway settings and network optimisation.
For Oracle Cloud Infrastructure - hardware resourc-
es and security configuration. The provision of SIP
trunking services may vary on each continent and in
different countries. However, a general comparative
analysis can be performed for countries in North Amer-
ica, South America, Europe, Asia, Africa, Australia, and
Oceania (Fig. 2).

Africa Australia
and Oceania

H Availability
Connection Quality
Scale of application
Regulator support

m Infrastructure

Figure 2. Comparative analysis of SIP trunking services in different regions

Source: compiled by the author

North America has a fairly developed communica-
tion infrastructure and high availability of SIP trunking
services. Many providers and carriers offer extensive ca-
pabilities, and popular SIP trunking systems are availa-
ble in many regions, especially in the United States and
Canada. South America has different levels of availabil-
ity and development of SIP trunking services. There are
countries where access to SIP trunking services may be
limited or where the infrastructure is not as developed
as in North American regions. However, in some South
American countries, such as Brazil, Argentina, and Co-
lombia, well-developed networks and SIP trunking pro-
viders that offer high-quality services are also present.
Europe also has a well-developed network infrastructure
and availability of SIP trunking services. Most European
Union countries have a regulatory framework that pro-
motes the expansion of SIP trunking services. In addition,
many European countries have a number of local pro-
viders that provide these services. Asia is a broad region
with diverse markets and varying levels of communica-
tion development. Some countries, such as Japan, South
Korea,and Singapore, have very developed networks and
a wide range of SIP trunking services. Other countries
may have limited availability or regulatory restrictions.

Establishement of
the required quality

Regular update and

optimisation

Traffic classification

Monitoring
and analysis

The availability of SIP trunking services may be
limited in many African countries, especially in less de-
veloped areas. However, the growth of internet infra-
structure and the growing popularity of mobile commu-
nications are driving the development of SIP trunking
services in some regions of Africa. Australia and some
Oceania countries, such as New Zealand, have devel-
oped communication networks and the availability of
SIP trunking services. The western part of Oceania may
have a less developed infrastructure, and the availabil-
ity of services may be limited. Based on this compara-
tive analysis, it can be concluded that North America
and Europe are the most developed regions for provid-
ing SIP trunking services,while Africa is the least devel-
oped region.The regions of Asia, Australia,and Oceania
have their own characteristics on a case-by-case basis.

Optimising the quality of service in cloud-based
SBC: implementing SIP traffic and resource scaling and
allocation strategies. Implementing quality of service
for prioritising SIP traffic involves setting priorities
and service parameters for SIP voice traffic (Fig. 3). This
helps ensure stable and high-quality voice communi-
cation on the network, even in the presence of other
types of traffic.

Establishment of
quality policy

Bandwidth
regulation

Figure 3. Sequence of actions for implementing the quality of SIP Traffic Service

Source: compiled by the author
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Resource allocation and automatic scaling meth-
ods in cloud-based SBC are essential in ensuring effi-
cient system operation and optimising its performance.
Using the following methods and strategies is advis-
able: horizontal, vertical, and automatic scaling; load
distribution; resource planning and redundancy; moni-
toring and analysis. Horizontal scaling involves adding
new SBC instances to the system to distribute traffic.
This is especially useful when the system exceeds its
current bandwidth or requires more call processing.
Horizontal scaling allows expanding system resourc-
es as the load increases. Vertical scaling involves ex-
tending resources to existing SBC servers. For example,
adding additional processors or memory to an existing
server to improve its performance. It can be useful for
optimising performance in cases where more resourc-
es are required on a separate server. The auto-scaling
strategy provides for automatic detection of changes
in load and automatic scaling of resources according
to the need. This can be achieved by using a variety of
technologies, such as containers, orchestras, or cloud
services that automatically respond to load changes
and scale resources up or down.

Load distribution involves distributing traffic be-
tween different SBC instances to balance the load. It
can be implemented at the network level, using load
balancers, or at the application level, using various rout-
ing algorithms. The resource planning method can help

avoid having to over-scale the system. It includes load
analysis and forecasting to correctly determine how
many resources need to be allocated for optimal SBC
performance. When reserving resources, providing
backup resources for emergencies is an important as-
pect of optimising cloud SBC. This allows the system to
withstand the load in the event of a failure of some re-
sources and ensures continuous operation. In addition,
constant monitoring and analysis of SBC performance
allows identifying problems and opportunities for opti-
misation in time. Monitoring also helps make decisions
about scaling and resource allocation. The use of these
methods and strategies helps to optimise the operation
of cloud SBC, ensuring high quality of service and effi-
cient use of resources. It is important to pay attention
to redundancy and optimisation of network protocols
by performing brief calculations (Formulae 4, 5). In the
context of cloud-based SBC, network protocol redun-
dancy and optimisation play a key role in ensuring the
reliability, efficiency, and quality of service of SIP trunk-
ing. These strategies aim to ensure optimal use of net-
work resources and improve performance.

Performance validation and testing: modelling and
optimising SIP sessions. A simple programme is im-
plemented using the Java language and the JAIN-SIP
library to simulate test SIP sessions and generate traf-
fic (Fig. 4). This code creates a single SIP session and
sends an INVITE request to the server.

import javax.sip.”;

import javax.sip.address.”;
import javax.sip.header.”;
import javax.sip.message.”;
import java.util.”;

public class SipSessionExample {

public static void main(String[] args) {

try {

// Creating a SIP factory and configuration
SipFactory sipFactory = SipFactory.getinstance();
sipFactory.setPathName(‘gov.nist”);

Properties properties = new Properties();

properties.setProperty(“javax.sip.IP_ADDRESS”, “your_local_ip”);
properties.setProperty(“javax.sip.STACK_NAME” “stack™);
SipStack sipStack = sipFactory.createSipStack(properties);

ListeningPoint listeningPoint = sipStack.createListeningPoint(“your_local_ip”, 5060, “‘udp”);
SipProvider sipProvider = sipStack.createSipProvider(listeningPoint);

sipProvider.addSipListener(new SipListenerimpl());

// Creating a SIP factory for address and communication
AddressFactory addressFactory = sipFactory.createAddressFactory();
MessageFactory messageFactory = sipFactory.createMessageFactory();
HeaderFactory headerFactory = sipFactory.createHeaderFactory();

// Creating SIP addresses for communication

Address fromAddress = addressFactory.createAddress(“sip:caller@yourdomain.com”);
Address toAddress = addressFactory.createAddress(‘sip:callee@remote_domain.com”);

// Creating a sip request INVITE

CallldHeader callldHeader = sipProvider.getNewCallld();
CSeqHeader cSeqHeader = headerFactory.createCSeqHeader(1, Request.INVITE);
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Continued Figure 4

MaxForwardsHeader maxForwards = headerFactory.createMaxForwardsHeader(70);
Request request = messageFactory.createRequest(

toAddress.getURI(),

Request.INVITE,

callldHeader,

cSeqgHeader,

fromAddress,

toAddress,

new ViaHeader(),

maxForwards

’

// Adding a SIP request to the queue
ClientTransaction clientTransaction = sipProvider.getNewClientTransaction(request);
clientTransaction.sendRequest();

} catch (Exception e) {
e.printStackTrace();

static class SipListenerlmpl implements SipListener {
public void processRequest(RequestEvent requestEvent) {
// Processing incoming SIP requests

public void processResponse(ResponseEvent responseEvent) {
// Processing responses to SIP requests

public void processTimeout(TimeoutEvent timeoutEvent) {
// Processing timeouts

public void processIOException(IOExceptionEvent ioExceptionEvent) {
// Imput and output error handling

public void processTransactionTerminated(TransactionTerminatedEvent transactionTerminatedEvent) {
// Processing of completed transactions

public void processDialogTerminated(DialogTerminatedEvent dialogTerminatedEvent) {
// Processing completed dialogues

Figure 4. Implementation of SIP session simulation and traffic generation in Java with JAIN-SIP
Source: compiled by the author

This code creates a single SIP session and sends an  example, and to generate more sessions and process
INVITE request to the server. results, it is necessary to implement a more complex

The user can change addresses and other param- and larger programme. The code result may look as
eters to suit their needs. However, this is just a basic  follows (Fig. 5).

Sending an INVITE request to sip.example.com...

Response from the server.
HTTP/1.1 200 OK

Server: MySIPServer
Content-Length: 256

INVITE request successfully processed. The session is established.

Figure 5. Programme result
Source: compiled by the author
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The experimental results obtained confirm the high
level of performance of cloud SBCand showthat the opti-
misation strategies considered in this study can improve
the quality of calls and ensure efficient use of resources.

As a real example, Microsoft can be considered
(Fig. 6). It requires an SBC certification that com-
bines Teams and a telephone network. The session
restriction controller performs security, compatibility,
connecting to legacy systems, migration, and emer-
gency switching functions. Security acts as a firewall
that recognises voice and encrypts traffic, protecting
both the voice traffic itself and preventing intruders
from entering the data network via the voice network.
Since not all SIP trunking providers are identical,
Ribbon SBC can configure key parameters to simpli-
fy and seamlessly establish communication. Many or-
ganisations still have analogue telephones, elevator

Integration

aws /A Azure
p—

©SBC

PBX l l

telephones, door telephones, and fax machines. The
company’s SBC hardware has analogue ports, which al-
low maintaining the operation of these tools for many
more years. Also, organisations often want to switch
to Teams, leaving their outdated ATC for a long time.
Ribbon’s SBC can provide simultaneous call forward-
ing, allowing Teams and the old ATC to share connec-
tions. SBC data supports certain Microsoft hardware to
provide basic call services, even if the Microsoft 365
cloud is not available. In addition, Ribbon supports
backup network management and several other op-
tions for managing service interruptions, depending
on the deployment model. These tools allow keeping
a specific organisation connected, even in the event
of unforeseen circumstances. Compare the network
performance using SBC with and without optimised
settings is also necessary (Table 3).

Telecom
N

Contact Center
Integration

Bz
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e[z s l

209

Microsoft Teams Users

2%%

Figure 6. The role of SBC in direct routing

Source: Azure & AWS hosted SBC for Microsoft Teams (n.d.)

Table 3. Comparison table for network operation using SBC

Parameter/
Characteristics

Using SBC (with optimised settings)

Without using SBC

Security

Secures traffic and prevents intruders from
entering the data network

Increased threats to voice traffic security

Compatibility

Easy setup and smooth operation with
various SIP trunking providers

Requires more complex compatibility settings

Connecting to legacy systems

Support for Analogue Devices (faxes,
analogue phones)

Limited connectivity to legacy systems

Migration

Support for simultaneous connection of
Teams and the old ATC

Difficult migration and disabling of the old
ATC

Emergency switching

Support for basic call services even if the
Microsoft 365 cloud is unavailable

Lack of basic services in case of unavailability
of the Microsoft 365 cloud

Source: compiled by the author

This table shows the advantages of using SBC
with optimised settings over network operation with-
out using SBC. It is SBC that provides increased se-
curity, ease of configuration and support for legacy
systems, simplified migration and resilience in the
event of a Microsoft 365 cloud failure. This compar-
ative analysis is suitable not only for Microsoft, but

also for cloud SBC of various corporations. It is worth
giving examples of successful improvements in SBC
performance and evaluating the impact of optimisa-
tion on call quality and resource usage. An example
of successful SBC performance improvement can be
divided into scenarios, actions and optimisation, and
results. Scenario: a large company used cloud-based
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SBC to handle a large volume of calls. As a result of
performance analysis, it was identified that the sys-
tem often reached its bandwidth, which led to call
rejection and reduced service quality. Actions and op-
timisation: the team decided to optimise SBC using
resource allocation methods and improved routing
algorithms. Monitoring and automatic scaling have
also been configured for more efficient use of re-
sources. Results: after optimisation, SBC performance
improved substantially. The number of rejected calls
decreased, and the quality of service improved. The
system has become more scalable and reliable.
Evaluation of the impact of optimisation on call
quality and resource usage is also divided into sce-
narios, actions, optimisation, and results. Scenario: in
this experiment, two SBC options are installed - with
and without optimised settings. A series of calls were
made, communication quality and resource usage were
measured for both options. Actions and optimisation:
the optimised settings included the use of QoS (Qual-
ity of Service) to prioritise SIP traffic, reserve band-

V. Gritsyuk et al. O. Pidpaly

width, and improve routing algorithms. Results: call
quality assessment showed that the optimised version
has fewer delays and higher audio quality. In addition,
resource usage was optimised, and more calls could
be processed simultaneously while maintaining a high
quality of service.

Optimisation strategies and key practises for cloud
SBC: selecting, configuring, and ensuring efficiency and
security. When choosing cloud-based SBC, considering
several main aspects, including SBC features such as
security, compatibility, quality of service, and session
routing (Fig. 7). Firstly, analysing one’s own or compa-
ny’s needs and requirements is necessary. This means
determining the amount of voice traffic, the number of
simultaneous calls, and other parameters that are im-
portant for a particular organisation. Next, considering
the quality of service factors and the geographical lo-
cation of users and partners is necessary, as this may af-
fect the effectiveness of the service. It is also important
to evaluate the ability of cloud-based SBC to integrate
with existing systems and applications.

1
E——
Interoperability

——
QoS Assurance
ession Routin

Session Border Controller

Network B

Figure 7. SBC functions

Source: What is a Session Border Controller (SBC)? (n.d.)

There are several strategies to achieve the best per-
formance with a particular cloud-based SBC. It is nec-
essary to prioritise processing different types of traffic,
establish methods for efficient resource allocation, and
consider scaling the system as needed. Setting up a
cloud-based SBC with these aspects in mind can sub-
stantially improve performance and quality of service.
Optimisation strategies for efficient SIP trunking servic-
es in cloud environments: requirements and needs anal-
ysis, cloud SBC selection, cloud SBC configuration, scal-
ability planning, security, debugging, and improvement.

Analysis of requirements and needs. Examining
the company’s needs for processing voice traffic in the
cloud is necessary. After that, it is important to deter-
mine the amount of voice traffic, the number of simul-
taneous calls, and other parameters that are important
for the organisation. Choosing a cloud-based SBC. One
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should choose the cloud-based SBC that best meets
the quality of service needs and requirements. After, it
is critical to ensure that the selected cloud-based SBC
supports QoS to prioritise voice traffic. Setting up a
cloud-based SBC. Prioritising processing different types
of traffic, such as voice, video, and data are important.
Configuration of resource allocation methods, such as
QoS is conducted afterwards to ensure efficient use of
available bandwidth. Scalability planning. Considering
horizontal (adding new servers) and vertical (increas-
ing the capacity of existing servers) scaling options is
recommended. After that, backup clusters or servers
are configured to ensure high availability in the event
of a failure. Ensuring security. Using traffic encryption
to protect against unauthorised access and data inter-
ception is critical. This includes configuring firewalls,
intrusion detection, and prevention systems (IDS/IPS)
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to monitor and protect the network. Updating SBC
software regularly is required to fix any vulnerabilities
found. Debugging and improvement. It is necessary to
constantly monitor and analyse the performance of the
cloud SBC and improve the settings in accordance with
changes in traffic needs and volume. This optimisation
strategy provides an action plan to improve the deliv-
ery of SIP trunking services in cloud environments and
can help achieve efficiency and scalability in this area.

Among the best practises for each step of the ser-
vice optimisation strategy is to conduct a voice traffic
audit to determine the bandwidth consumed and traf-
fic patterns. It also involves analysing traffic priorities
and determining which type of traffic (voice, video,
data) requires the highest priority in the organisation.
The next practise is to evaluate various SBC cloud pro-
viders based on their reputation, experience, and QoS
support. Next, comparison of the scalability and high
availability capabilities offered by various cloud-based
SBCsolutions is conducted. It also sets priorities for dif-
ferent types of traffic in the SBC cloud, considering the
analysis results. Resource allocation mechanisms, such
as QoS, are used to ensure efficient use of bandwidth.
It is necessary to note such practises as exploring the
possibility of horizontal and vertical scaling of the se-
lected cloud SBC and choosing the one that best suits
the specific needs. It is vital to consider scheduling
redundancy and network infrastructure to ensure high
availability. The next practise is to use modern traffic
encryption methods to protect against unauthorised
access. The latter can be distinguished by configuring
firewalls and intrusion detection and prevention sys-
tems to effectively monitor and protect the network.

Thus, the optimisation strategy includes best
practises for each step, which helps to achieve effi-
cient and scalable SIP trunking services in cloud envi-
ronments. Horizontal and vertical scaling, redundancy,
and network infrastructure planning must be consid-
ered to ensure efficient scaling and high availability
of cloud-based SBC. The company should choose the
scaling strategy that best suits their specific organisa-
tion and consider backup options to ensure system re-
liability. Planning the network infrastructure so that it
can support traffic growth when scaling is important.
Ensuring security in cloud-based SBC includes the use
of encryption, configuring firewalls and intrusion de-
tection and prevention systems, and timely software
updates. Traffic encryption is used to protect against
unauthorised access and data interception. Firewalls
and intrusion detection and prevention systems must
be used to monitor and protect the network. In addi-
tion, regularly update SBC software to fix any detected
vulnerabilities is also necessary.

DISCUSSION

F. Abdallah (2019) performed VoIP security analysis
using the ZRTP (composed of Z and Real-time Trans-
port Protocol) method on SIP trunking using SBC. Some

attacks that can easily undermine VolP security and
various ways to establish VoIP security were investi-
gated. The paper considered the use of security based
on ZRTP, which is a modern and updated way to en-
sure security since it uses a key for security between
communicating clients. A common aspect between this
study and the one mentioned is that both consider the
use of SIP trunking and SBC. However, the 2019 study
focuses more on VolP and ZRTP, while this study specif-
ically reviews SBC and SIP trunking.

Author P. German (2016) emphasised that security
cannot be maintained over time, as all security tools
become vulnerable as threats evolve. Any security solu-
tion can have serious drawbacks. Therefore, successful
organisations regularly update their antivirus and an-
ti-malware software, strengthen the security of their in-
frastructure, and review their policies. It addresses SIP
security issues based on a one-time session boundary
controller (SBC) implementation. What the two studies
have in common is that both of them consider SIP and
SBC.However, a paper of P.German (2016) focuses more
on the security of these technologies, and this study fo-
cusesonimprovingthe provision of SIPtrunking services.

Astudy by U.Nakorji et al. (2023) shows the vulnera-
bility of VOLTE voice networks to attacks on the SIP ses-
sion initiation protocol. DDoS attacks on SIP can include
modifying SIP messages, which leads to a restart of SIP
devices, or flooding devices with requests that cause re-
source exhaustion and denial to real users. A technique
for detecting and preventing attacks on SIP registration
with a high detection accuracy of more than 96.67% is
proposed. Like the mentioned paper, this study focuses
on the session initiation protocol and voice communi-
cation network. However, the above study uses VoLTE
technology, and this one - cloud-based SBC. In addi-
tion, this study focuses more on analysing works and
optimising services, while the other focuses more on
countering DDoS attacks. P. German (2017) noted that
organisations actively use session boundary controllers
(SBC) to ensure the security of SIP trunking. However,
most SBC’s are considered not only one-time invest-
ments, but also one-time deployments. Despite this,
SIP trunking has built-in vulnerabilities that constantly
change and worsen, including denial-of-service attacks
and call fraud. The author concluded that, in their cur-
rent form, most SBCs create a false sense of security in
various organisations.

In the paper of C.Yin et al. (2023), a system for eval-
uating the quality of cloud service composition is being
created, including the degree of service compliance,
composition synergy, and other metrics such as service
time, cost, and reliability. A two-criterion composition
selection model is then created, which is solved by an
improved ant colony algorithm. It can be concluded
that both studies describe services in cloud environ-
ments using different building blocks. However, the cri-
teria for comparative analysis differ, as this study uses
call time and quality, resource usage and scalability,
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network latency and bandwidth, and another - the de-
gree of compliance and synergy of service composition,
service time and cost, and reliability.

Z. Hou et al. (2023) explore the session initiation
protocol (SIP), which is one of the most popular mul-
timedia communication protocols and has many inter-
esting features, such as advanced and open commu-
nication. However, with the rapid development of this
protocol, load-balancing issues and security risks have
become apparent. This study uses sequential process
modelling (CSP) to model SIP and the model analysis
(PAT) tool to test the internal and secure properties
of a given model. The test results show that SIP has a
load-balancing problem and cannot guarantee data se-
curity in the event of malicious users. Therefore, the au-
thors improved the model by adding a software-defined
network (SDN) architecture and an in-process authenti-
cation mechanism. Based on the results of the new test,
it becomes evident that the improved model can satisfy
internal properties and has improved the security of the
SIP model. Like this study, the above-mentioned paper
focuses on the protocol of initiating sessions and ensur-
ing their security. However, this study uses cloud-based
SBC, while another - tools such as CSP, PAT, and SDN.

S. Wang et al. (2022) provide a comprehensive
overview of analysis and optimisation performance for
stochastic cloud service requests. Analysing the main
entities and actions in general performance analysis
procedures, a general performance analysis model that
includes five main characteristics is proposed: query,
sequence, queue, distribution, and services. Practical
factors of each characteristic are analysed. The authors
discuss the impact of each characteristic on optimisa-
tion goals, including costs, profit, response time, and
energy consumption. Both studies focus on analysing
and optimising service on cloud platforms. However,
unlike this study, the 2022 study does not use session
initiation protocol trunking and cloud-based session
boundary controllers.

In turn, V. Kumar and O. Roy (2020) review security
issues in the VolP voice internet protocol system and
reviews several security attacks. For communication
between nodes in a VoIP network, a SIP signal protocol
is used. The authors continue to review all issues that
have a substantial impact on VolP security and issues,
such as data manipulation, replacement attacks, power
supply, jitter, and latency. Both studies consider the SIP
protocol. However, the 2020 study focuses more on pro-
tocol security, and this on more - on improving services
using these protocols.

Analysing all the listed papers and comparing them
with this one, several key aspects that make this study
unique and important in the context of research in the
field of cloud technologies can be identified. Firstly, this
study tried to cover a wider range of aspects related to
the quality of services in cloud systems, including per-
formance analysis, optimisation, security, and sustaina-
bility. Compared to the individual aspects discussed in
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other studies, this paper has provided more complete-
ness and depth in understanding problems. Secondly,
SIP trunking and cloud session boundary controllers
(SBC) were actively used in this study, which can be an
important aspect in the context of improving the qual-
ity of Service and security of telecommunications tech-
nologies on cloud platforms. This allows submitting
new solutions and approaches to improve the quality
of communication. Thirdly, the study actively discusses
methods for optimising the quality of service in cloud
systems, considering various factors such as response
time, costs, and energy consumption. This can be useful
for practical applications and businesses, as improving
productivity and reducing costs are always important.
Fourthly, the study evaluated security aspects in tele-
communications and cloud systems, considering possi-
ble attacks and methods for detecting and preventing
them. This makes the study more comprehensive in the
form of a discussion of security measures. Lastly, this
study actively includes comparative analysis with the
work of other researchers, which helped identify com-
mon aspects and differences in the papers. This pro-
vides a deeper understanding of the context and im-
portance of the work. Overall, this study can make an
important contribution to improving the listed technol-
ogies and the quality of user communication.

CONCLUSIONS

This study was aimed at analysing the performance of
SBC clouds, identifying possible limitations, and pro-
posing optimisation strategies to improve the overall
performance, reliability, and user experience of SIP
trunking services. Performance research and develop-
ment of optimisation strategies are important aspects
when providing SIP trunking services using cloud-based
SBC. This subject is quite relevant in the modern tele-
communications industry, as it allows increasing the ef-
ficiency and scalability of trunking services in cloud en-
vironments. It also allows discovering the benefits and
solving problems associated with using cloud-based
SBC, helping to improve the user experience and ensur-
ing network reliability. In general, cloud-based SBCs are
solutions that ensure the security and control of com-
munication flows in VoIP (voicemail over the Internet)
networks. Cloud-based SBC allows connecting IP phone
networks to various cloud services, and their main goal
is to provide reliable, secure, and efficient routing and
processing of session traffic in voice and video commu-
nication networks that use the SIP protocol.

Certain cloud-based SBCs, which are quite common
were used to implement the study. Practical experi-
ments consisted of modelling SIP test sessions, graphs,
diagrams, tables, formulae, and a general application.
Based on the investigation and its results, recom-
mendations were made for improving the SBC cloud
architecture, using optimisation strategies, exploring
alternative solutions, expanding research, practical
implementation, monitoring, and support. It is worth




Improving sip trunking services with cloud-based SBC...

implementing effective monitoring and logging sys-
tems to quickly identify and solve problems. It is im-
portant to support users and operators in solving
problems and providing the necessary assistance. The
results of the study are of practical importance for de-
velopers and operators of telecommunications systems
and cloud services. The recommendations obtained can
be used to improve the efficiency and safety of various
systems. Given the complexity and rapid development

security and protection, the use of artificial intelligence
and data analysis, international aspects and global
networks, energy efficiency, standardisation and regu-
lation, integration with other technologies. Exploring
opportunities to further expand the functionality of
cloud-based SBC, such as integration with other cloud
services, video traffic analysis, WebRTC support, etc., is
necessary.

of technologies, an important aspect is the possibility ACKNOWLEDGEMENTS
of further research in this area in according to the dy-  None.
namics of the emergence of new technologies.
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MokpalueHHs HapaHHS NOCNyr Sip-TPaHKiHr 3a aonomMoro xmMapHux SBC:
aHanis NpoAYKTUBHOCTI Ta cTpaTerii onTuMisauii

Onekcanap IBaHoBuu lMiananuit

AcnipaHT

HauioHanbHWI TeXHIYHWIA yHiIBepcuTeT YKpaiHu «KWUiBCbKMIA MONITEXHIYHWUIA IHCTUTYT iMeHi Irops Cikopcbkoro»
03056, np. bepectericbknin, 37, M. Knis, YkpaiHa

https.//orcid.org/0009-0007-6852-7959

AHoTauif. Y cyyacHMX TenekKoMyHiKaLimHUX Mepexax TPaHKiHT NPOTOKONY iHiLiaLii ceciit € BaX/IMBOK TEXHONOTIED
[ON19 TON0COBUX Ta BiAEOKOMYHIiKaLin yepes Mepexi IHTepHeT-npoTokony. XMapHi KOHTpPoNiepu KOPAOHIB cecii
rpatoTb KJIOYOBY posib Yy 3abe3neyeHHi 6e3nekn Ta SKOCTi 06CNYroByBaHHS, ane BUHUMKAOTb BUKIUKMU LWOA0
iXHbOT NPOAYKTMBHOCTI Ta ONTMMIi3aLii, 0CO6IMBO NpM 3pOCTaHHI 06CAry LaHUX Ta KOPUCTYBaYiB. MeToto CTaTTi €
po3pobneHHs cTpaTerii 4N [OCArHEHHS edeKTUBHUX Ta MacWwTaboBaHMX MOCAYT TPAHKIHTY NPOTOKONY iHiuiauii
ceciin B XMapHux cepeaosuLlax. bynn BUKopucTaHi MeToAM TEOPETUYHOIO aHani3y Ta NPaKTUYHUX EKCMEePUMEHTIB.
AHani3 NpoAyKTUBHOCTI XMapHUX KOHTPONEPIB PO3KPUB BAXK/MBI aHANITUUHI BUCHOBKM CTOCOBHO iX MOXIUBOCTEMN,
a po3pobneHi cTpaTterii onTUMI3aLii HaganM NPaKTUYHI peKoMeHAaLiT AN NOoNiNWeHHs HaAaHHS NOCAYr XMapHOro
TpaHKiHry. [laHuit aHani3 TakoX MOKa3as, WO NPOAYKTUBHICTb MOXe BapitOBAaTUCA B 3aN1eXHOCTI Bifg peanisauii Ta
HanawTyBaHb. BuaBneHo, WwWo oCHOBHUMYK haKTOpaMu, WO BMIMBAIOTb HA MPOOYKTUBHICTb, € MEPEXEBA NATEHTHICTb,
NPOMyCKHa CMPOMOXHICTb Ta KOH@irypaLiiiHi 0cobiMBOCTI KOHTponepis. Ha 0CHOBI LMX BifOMOCTeN, po3pobieHo
CTpaTerito ONTMMi3aLii, BKYaoumn peanisauito SKocTi obcnyroByBaHHS 415 npiopuTtusauii Tpadiky npotokony iHiuiauii
Ceci, MeToAM aBTOMATMYHOrO MaclITabyBaHHS pecypciB, pe3epBYBaHHS Ta ONTMMI3aLlil0 MEpPEXEBUX NPOTOKONIB.
byno npoaeMoHCTpoBaHO, WO BUKOpUCTAHHS Session Initiation Protocol-TpaHkiHry Ta xMapHux Session Border
Controller MOXe 3HAYHO NOKPALUMTU AKiCTb 0OCNYrOBYBAHHSA B TEIEKOMYHIKALIMHUX CUCTEMAX, LLO AAE MOXKIIMBICTb
OMNTUMI3yBaTU MapLUPYTM3aLLit0 A3BiHKIB Ta 3abe3neunTn 6e3neky KoMyHikauin. OLiHKa NPOAYKTUBHOCTI XMapHUX
Session Border Controller Hagana UiHHe yaBNEHHS NPO iXHi MOX/IMBOCTI, @ NPOMOHOBAHI CTpaTerii onTMUMi3aLii MOXyTb
CTaTW KOHKPETHUMU peKoMeHAaUisMK ANg NoNinweHHs HagaHHa nocnyr Session Initiation Protocol-TpaHkiHry B
XMapHUX cepenosuLLax. Pesynstati JOCNILAKEHHS MOXYTb CYXUTU LIHHUMKU pekoMeHdauismu ana daxisuis y ranysi
TeNeKOMYHiKaLLii, Ki mparHyTb po3ropTath e®eKTUBHI Ta MaclTaboBaHi pilleHHs TPaHKiIHTY B XMapHUX Mepexax

KniouoBi cnoBa: npotokon iHiuiauii cecii; akicTb 06cnyroByBaHHS KOMYHiKaLili; KOHTpOnepu KOPAOHIB Cecii;
MepeXxeBi 3aTPUMKM; CKanabenbHiCTb pecypcis
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Abstract. The technology of hot-melt 3D printing has prospects for military equipment and other special
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are met. However, there is a problem of insufficient accuracy and unexplored patterns of change in technological
parameters during 3D printing, which makes it necessary to manufacture critical structures using plasma
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deposition technology. The main purpose of the article is to study and evaluate the features of using the fused
deposition method in 3D printing technology for the manufacture of products that are critical special-purpose
structures and require increased strength and durability. To achieve this purpose, the technology and means
of 3D printing by fused deposition method (filament feed control system with a circular encoder) have been
improved. It has been established that the use of the filament feed control system can reduce the number of
visually detected defects on the surface of printed products by an average of 71.7%, but increase the amount
of wire consumed by 13% and the average printing time by 15-17%, which is due to the lack of supporting
structures for the resulting surfaces. The research conducted in this paper has shown an increase in delamination
strength of elements of critical structures, such as brackets for mounting a laser rangefinder to the body of an
unmanned aerial vehicle. With the help of the filament feed control system, the strength of these elements has
increased from 27.4 (tensile) and 32.1 (compressive) to 38 (tensile) and 44.3 MPa (compressive). There is also a
more than 2.7-fold increase in the number of dynamic load cycles during endurance tests. This study indicates
greater dynamic stability and less fatigue of the elements manufactured by fused 3D printing using a filament
feed control system. The results will have practical applications in various fields, including military applications

Keywords: additive technology; print quality; strength; endurance

INTRODUCTION
Gradual growth of product quality requirements is be-
coming an integral part of a competitive market. This
relevance, however, is gaining new dimensions due to
the use of non-standard technical and technological
solutions that are becoming more common in modern
manufacture of products. These non-standard solutions
cannot always be effectively implemented using tradi-
tional methods and technologies. There is a tendency
to use innovative approaches, such as 3D printing and
other advanced technologies. These methods open up
great opportunities for creating unique and complex
products, but at the same time pose new challenges for
manufacturers in terms of researching and optimising
process parameters. Despite significant progress in this
area, important patterns of change in technological pa-
rameters of the printing process and their impact on
product quality and mechanical and operational char-
acteristics remain insufficiently understood.
Traditional technologies are increasingly replaced
by additive technologies and rapid prototyping meth-
ods that can be used for mass manufacture of products
without the need for complex production planning
and specialised equipment, which greatly simplifies
the process of product formation due to more flexi-
ble approaches to production management, which has
been written about by B.A. Praveena et al. (2022) and
G. Prashar et al. (2023). Authors I. Gibson et al. (2021)
noted that 3D printing technologies are increasingly
being used in various fields of science and technology.
For example, the introduction of such technologies in
modern production allows to manufacture products of
varying complexity and configuration, including frag-
ments of various energy, aviation, rocket and space,
and military equipment (e.g., quadcopters, unmanned
vehicles, etc.) operating under high climatic and me-
chanical loads, according to T.D. Ngo et al. (2018). Ex-
isting 3D printing technologies often do not meet high
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accuracy requirements for products, especially those
that are components of critical structures. This is due
to the limited research, rapid prototyping technologies,
and lack of information on methods for controlling the
accuracy of parts during their manufacture, as pointed
out by J. Kiendl and G. Chao (2020).

In general, despite the prevalence of 3D printing
methods and tools that have been developed recent-
ly, the study of their performance in the manufacture
of critical products remains relevant to many leading
world-class scientists. For example, a team under the
guidance of J.Huang (Huang et al., 2022) proposed an
algorithm for implementing a unidirectional slicing
strategy that slices the product model in the Z-axis
direction, perpendicular to the 3D printer platform.
This algorithm, although simple to implement, re-
quires a significant amount of time to complete. Due
to the disadvantages of this algorithm, which also
include high computational complexity and inaccu-
racy, it is proposed to use a direct slicing strategy us-
ing analytical models. This strategy slices the model
without converting it from a surface model to a mesh
one. This can improve the accuracy of cut contours
and correct the shortcomings of the mesh model.
These algorithms usually require the support of a
commercial software kernel for computer modelling,
as written about in the works of such researchers as
R.P. Ferreira and A. Scotti (2021), F. Wang et al. (2021)
and S. Sagar et al. (2021).

Despite all the achievements and clear progress of
this technology, there are currently a number of prob-
lems that limit the use of 3D printing technologies for
the manufacture of high-precision and reliable prod-
ucts of critical structures. These problems include the
lack of approaches to maintaining technological quality
of moulded surfaces due to the lack of feedback in most
3D printing tools to determine the actual consumption
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of consumables, which can lead to a decrease in print-
ing quality and the emergence of a number of defects
(microcracks, non-compliance with the thickness of
product elements, etc.) and, as a result, deterioration of
mechanical performance of these products, according
to A.Jennings (2022).

For this reason, solving the issue of improving such
characteristics in critical structures of products manu-
factured by fused deposition using 3D printing technol-
ogy is an urgent task to which this article is devoted. To
achieve this goal, the article solves the following tasks:

® to analyse existing solutions among the methods
and systems of fused 3D printing of critical products
for military equipment and other special-purpose ap-
plications;

® to compare the results of the proposed method of
product printing using an improved filament feed con-
trol system and the method of traditional fused deposi-
tion by 3D printing;

e to test the products obtained using different
technologies for compliance with their mechanical
strength and endurance under dynamic loads.

The main purpose of this article was to study and
evaluate the features of applying the fused deposition
method in 3D printing technology for the manufacture
of products of critical special-purpose structures that
meet increased requirements for their high strength
and durability. Scientific novelty of this work is that
the technology and means of 3D printing by fused
deposition method, in which a filament feed control
system, including a circular encoder, is used, and the
use of which can significantly improve the quality of
3D printing of products, increase their mechanical
strength and endurance to external dynamic loads,
have been improved.

MATERIALS AND METHODS

Technological experiment to obtain prototypes of
products was carried out on a fusion 3D printer de-
veloped and improved with the participation of the
authors in the laboratory of additive technologies in
instrumentation, created on the basis of the depart-
ment of instrumentation of mechatronics and com-
puterised technologies of Cherkasy State Technolog-
ical University. Testing and verification of the results
obtained for the selected printing modes were carried
out on the Ender-3 V3 SE device (Creality, China) at the
State Scientific Research Institute of Armament and
Military Equipment Testing and Certification. Experi-
mental verification of research results with the aim of
their comparison was carried out using both proposed
technologies (traditional one and authors’ technolo-
gy using the filament feed control system). Polylactic
acid (PLA) material was used to print the products. The
average feed rate of a wire with a diameter 1.75 mm
was 3.0 (for traditional technology) and 1.8 mm/s (for
the authors’ technology), and the extruder movement

speed was 30 mm/s. The data obtained were calculat-
ed using 3D printing software, Cura (Vijay et al., 2022).
The printing was performed with a layer of 0.6 mm,
with 20% filling without supports.

Analysing the available solutions among the meth-
ods and systems for fused deposition of 3D printing,
it should be noted that methods such as FDM (Fused
Deposition Method) or FFF (Fused Filament Fabrication
Method) are very common in the additive manufac-
turing industry. This is due to their ease of equipment
modification, affordability, wide range of consuma-
bles, and the possibility of quick training, according to
T.S. Xiong et al. (2022). When manufacturing products
with a complex geometric structure or there is a need
to meet special reliability requirements (especially for
components of critical structures) using FDM method,
some defects may occur, for example, the effect of seg-
mented texture (Fig. 1). This problem manifests itself
when the angle of inclination of the surface relative to
the printing plane decreases, and the formed surface
becomes less smooth.

Figure 1. Exterior view of the product (Boeing Insitu
ScanEagle (USA) UAV compressor bushing) printed
by fused deposition using 3D printing technology

with a distinct segmented texture effect
Source: compiled by the authors

In addition to the aesthetic problem, the effect of
segmented texture also negatively affects mechanical
properties of products, such as strength, resistance
to harsh environmental conditions, aerodynamics, re-
sistance to perpendicular loads, and other aspects. To
solve this issue, a reduction in the height of the ver-
tical layer can be used, but this approach leads to an
exponential increase in printing time. Therefore, an-
other method is proposed, which is also considered
to be one of promising areas for the development of
FDM technology in general - a method of manufactur-
ing curved layers, known as Curved-Layer Manufactur-
ing (CLM) (Cao et al., 2023). Compared to the standard
fused deposition process, in which parts are manu-
factured layer by layer, curved layer method allows
to avoid the effect of segmented texture on surfaces
lying close to the horizontal by printing these areas
using continuous solid layers (Fig. 2).
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Figure 2. Exterior view of the product (Boeing Insitu ScanEagle (USA) UAV compressor bushing) printed by the
curved layer method using solid layer 3D printing technology

Source: compiled by the authors

The method of non-planar 3D printing allows to
reduce or even eliminate the need to print support-
ing structures necessary for the construction of over-
hanging parts of the product, which leads to additional
material and time consumption for the manufacture of

parts.To improve operational and mechanical (strength)
characteristics of products manufactured by the fused
deposition method using 3D printing technology, it is
proposed to use a filament feed control system, the ex-
terior view of which is shown in Figure 3.

Figure 3. Exterior view of the filament feed control system together with the extruder
Notes: 1 - filament, 2 - measuring rollers, 3 - toothed filament feed rollers, 4 - heating unit, 5 - nozzle, 6 - circular encoder

mechanism
Source: compiled by the authors

The principle of operation of the control sys-
tem is as follows: filament 1 is fed from the bay (not
shown in the figure) through special toothed roll-
ers that act as measuring elements and activate the
circular encoder mechanism 6 of the filament flow
metring unit. When a command is received to start
3D printing on the device, the filament preheated by
the heating unit 4 is directed through the nozzle 5
to the area where the 3D product is formed using
the feed motor (not shown). Simultaneously with the
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start of the feed motor, toothed filament feed roll-
ers 3 and measuring rollers 2 start feeding the fila-
ment 1 through the measuring device. If the filament
slips in feeding devices into the heating and printing
zone, a reduction in the required filament volume is
taken into account using encoder 6. In this case, the
control programme recalculates to reduce the fila-
ment feed rate, which ensures the required opera-
tional and mechanical characteristics of elements of
critical structures.
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RESULTS AND DISCUSSION

The strength and durability of the obtained products
under dynamic loading were evaluated by testing the
developed device in real conditions. For this purpose,
the consumption metring mechanism of consuma-
ble material - filament - was proposed and tested
(based on the developed automatic control system
(Andriienko et al., 2019)). This mechanism made it

possible to control the supply of consumables to
the working area with high accuracy (over 95%) and
speed (the reaction time to a change in the wire feed
rate is 250-480 ms). A comparison of the results of
the proposed method of printing the product using
the filament feed control system and the method of
traditional fused deposition by 3D printing is shown
in Table 1.

Table 1. Comparison of printing process parameters using the proposed technology
with the filament feed control system and traditional technology

Printing process settings the ﬁlaBr:’l:?\:hf:(e)clioggn::mzystem Using traditional technology
Number of samples / printed surface area, m? 12/0.34 12/0.34
Number of visually detected surface defects 61 216
Length of wire consumed, m 230.8 201
Weight of consumed material, kg 0.292 0.247
Printing time, min 128.2 111.6

Source: compiled by the authors

Table 1 shows that with the use of the control
system, the number of visually detected defects de-
creases by 71.7%, from 216 to 61. At the same time,
the amount of wasted wire increases by 13%, which
for these products amounts to 247 (for products man-
ufactured with traditional technology) and 292 grams
(for products manufactured using the technology with
a filament feed control system). Since there are no sup-
porting structures for resulting product surfaces, the to-
tal length of printing segments (and, consequently, the
wire used) also increases, which leads to an increase in
the average printing time by 15-17%.

Figure 4 shows the results of test printing of prod-
ucts of critical structures, namely mounting brack-
ets made of PLA plastic, obtained at a print speed of
60 mm/s using a 0.2 mm nozzle. When using the fila-
ment feed control system (Fig.4b) with a 0.2 mm nozzle
and a higher printing speed (80 mm/s), the quality of

the solid surface is much better, and printing artefacts
observed when using traditional technology are almost
completely eliminated. The authors suggest that ob-
taining high-quality and reliable products is possible
with a further increase in printing speed under condi-
tions of controlled filament supply and adjustment of
its operating temperature. The decrease in the quality
of printing the edges of a product with a sharply defined
geometry in 3D printing using traditional technology is
associated with the occurrence of internal mechanical
stresses due to faster cooling of the filament (associat-
ed with a lower printing speed) and, as a result, peeling
and cracking of the applied solid material. In contrast to
traditional technologies, 3D printing with the filament
feed control system, which is carried out at a 30-35%
higher speed, provides better adhesion between the
layers of the applied material and, thus, greater adhe-
sion strength and fewer internal and surface defects.

Figure 4. Exterior view of samples (brackets for mounting the laser rangefinder to the UAV body)
Notes: a - printed using traditional technology, b - printed using the technology with the filament feed control system

Source: compiled by the authors
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The authors D. Chakraborty et al. (2022) presented
a surface-based parametric tool generation method for
rapid prototyping technology, known as layer-by-layer
modelling with curved layer deposition. This method
allows the deposition of curved layers instead of tra-
ditional flat layers in FDM (Fused Deposition Method),
which can improve the quality of thin curved parts.
However, this method, according to the authors, is de-
veloped mainly for thin parts, and the algorithms pre-
sented in this paper are theoretical. Researchers Y. Li et
al. (2022) used the method of slicing with curved layers
to preserve the features of a complex surface. Genetic
algorithms that passed curved layers through clusters
of object features to reduce the number of curved lay-
ers were proposed. This method is mainly suitable for
thin parts and hollow shells, so no experiments were
conducted with products. Thus, in contrast to the ap-
plied method of 3D printing using the filament feed
control system, the use of the methods proposed above
is impractical due to practical unconfirmation of the re-
sults of the proposed solutions, as well as the lack of
information (even theoretical one) on how to improve
mechanical characteristics of parts printed using the
proposed technologies.

Mechanical characteristics of parts (in particular,
strength and endurance to dynamic mechanical loads)
manufactured using the fused deposition method
by 3D printing were investigated by N. Elmrabet and
P. Siegkas (2020), M. Algarni (2021) and M. Doshi et
al. (2022). At the same time, studies on the compliance
with tensile and compressive strength of the printed
product according to the methodology proposed by
J. Sedlak et al. (2023) showed the following. According
to classical technology, the delamination strength of
bracket samples was 27.4 (tensile) and 32.1 MPa (com-
pressive), while according to the technology using the
filament feed control system, these values were 38
and 44.3 MPa, respectively, and approached the ulti-
mate tensile and compressive strength of a solid ma-
terial (for PLA plastics, the latter are 50-70 and about
60 MPa, respectively), which was a positive result. Ex-
perimental results indicate a significant improvement
in mechanical properties of such parts compared to
parts made by layer-by-layer surfacing.

When these products were tested for endurance
under dynamic mechanical loads at load amplitude of
30MPaand cyclicfrequencyof 5 Hz,the following was es-
tablished. The first signs of fracture (local delamination
and cracking in the product) appeared on the samples
of brackets produced by traditional 3D printing technol-
ogy after 4.680 load cycles, while the samples produced
by the technology proposed in this paper withstood
12.960 cycles before the appearance of signs of fracture,
which proves greater dynamic stability and lower fa-
tigue of the products manufactured by this technology.

The hot melt technology of 3D printing opens up
opportunities for its use in military equipment and
other specialised industries, provided that it meets the
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required standards of quality, strength and durability of
plastic parts. At the same time, there is a problem of in-
sufficient accuracy and unexplored patterns of change
in technological parameters during 3D printing. This
problem can be solved by creating critical structures
using plasma deposition technology. One way to over-
come these difficulties is to conduct a detailed study
and optimise printing process parameters to achieve
the highest quality and efficiency of manufactured prod-
ucts. Such an approach will simultaneously expand the
scope of the technology and ensure its successful use
in highly demanding military and special applications.

Identified positive aspects can be applied to im-
prove technical characteristics of other products where
it is important to ensure dynamic stability and durabil-
ity. The results of the study can become the basis for
further research aimed at improving and optimising
3D printing processes to increase the productivity of
manufacturing high-quality parts. It should be borne
in mind that the implementation of the findings can
contribute to the development of innovative solutions
in manufacturing, in particular in the field of new ma-
terials and technologies. Thus, this study opens up wide
opportunities for the use of advanced approaches in
the production and development of high-tech products.

CONCLUSIONS

The article analyses the existing solutions among the
methods and systems of fused 3D printing of critical
structures for military equipment and other special-pur-
pose applications, which shows the prospects of using
this technology provided that necessary requirements
for manufacturing quality, mechanical strength, and en-
durance to external dynamic loads of elements of crit-
ical plastic structures are met. It has been established
that with the application of the technology using the
filament feed control system, the number of visually de-
tectable defects on the surface of the printed product is
reduced by an average of 71.7%. At the same time, the
amount of wire consumed increases by 13%, and due to
the lack of supporting structures for the resulting prod-
uct surfaces, the total length of printing segments (and,
accordingly, the wire consumed) also increases, which
leads to an increase in the average printing time by 15-
17%. An increase in delamination strength of critical
structural elements (for example, brackets for mount-
ing a laser rangefinder to the UAV body) from 27.4 (ten-
sile) and 32.1 MPa (compressive) when such elements
are produced using the classical technology to 38 (ten-
sile) and 44.3 MPa (compressive) when producing such
elements using the technology with the filament feed-
ing control system, as well as an increase of more than
2.7 times in dynamic load cycles (load amplitude is
30 MPa; cyclic frequency is 5 Hz) for elements of criti-
cal structures obtained using the control system during
their endurance testing are shown. This proves greater
dynamic stability and lower fatigue of such elements
and opens up the prospect of using products made by
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fused deposition by means of 3D printing technology
with the filament feed control system in critical struc-
tures, including military applications. Further promising
research in scientific direction stated in this paper may
be devoted to the study of tactical, technical and oper-
ational characteristics of the resulting products when
they are actively used under critical loads and effects of
aggressive environments.

ACKNOWLEDGEMENTS

The authors thank the journal’'s anonymous reviewers
and the handling editor for helpful comments on an
earlier draught. Content and any remaining errors are
the sole responsibility of the authors.

CONFLICT OF INTEREST
None.

REFERENCES

[1] Algarni, M. (2021). The influence of raster angle and moisture content on the mechanical properties of
PLA parts produced by fused deposition modeling. Polymers, 13(2), article number 237. doi: 10.3390/
polym13020237.

[2] Andriienko, O., Bondarenko, M., & Antonyuk, V. (2019). Automated system for controlling the characteristics
of microsystem equipment devices. In Quality, standardization, control: Theory and practice: Abstracts of the
19th international scientific and practical conference (pp. 26-28). Kyiv: ATM of Ukraine.

[3] Cao,A., Filippo,B., & Chao, G.(2023). Curved layer fused deposition modeling method. In Structural integrity
of additively manufactured materials (p. 33). Timisoara: SIAMM21.

[4] Chakraborty, D., Tirumala, T., Chitral, S., Sahoo, B.N., Kiran, D.V., & Kumar, PA. (2022). The state of the art for
wire arc additive manufacturing process of titanium alloys for aerospace applications. Journal of Materials
Engineering and Performance, 31, 6149-6182. doi: 10.1007/s11665-022-07128-1.

[5] Doshi, M., Mahale, A., Singh, S.K., & Deshmukh, S. (2022). Printing parameters and materials affecting
mechanical properties of FDM-3D printed parts: Perspective and prospects. Materials Today: Proceedings,
50(5), 2269-2275. doi: 10.1016/j.matpr.2021.10.003.

[6] Elmrabet, N., & Siegkas, P. (2020). Dimensional considerations on the mechanical properties of 3D printed
polymer parts. Polymer Testing, 90, article number 106656. doi: 10.1016/j.polymertesting.2020.106656.

[7] Ferreira, R.P., & Scotti, A. (2021). The concept of a novel path planning strategy for wire+arc additive
manufacturing of bulky parts: Pixel. Metals, 11(3), article number 498. doi: 10.3390/met11030498.

[8] Gibson,I.,Rosen,D., Stucker, B., & Khorasani, M. (2021). Additive manufacturing technologies. Cham: Springer.
doi: 10.1007/978-3-030-56127-7.

[9] Huang,J., Qin, Q., Wen, Ch., Chen, Zh., Huang, K., Fang, X., & Wang, J. (2022). A dynamic slicing algorithm
for conformal additive manufacturing. Additive Manufacturing, 51, article number 102622. doi: 10.1016/].
addma.2022.102622.

[10]Jennings, A. (2022). 3D printing troubleshooting: All problems & solutions. Retrieved from https://all3dp.
com/1/common-3d-printing-problems-troubleshooting-3d-printer-issues/.

[11] Kiendl, J., & Chao, G. (2020). Controlling toughness and strength of FDM 3D-printed PLA components
through the raster layup. Composites Part B: Engineering, 180, article number 107562. doi: 10.1016/].
compositesb.2019.107562.

[12]Li, Y., He, D., Yuan, Sh., Tang, K., & Zhu, J. (2022). Vector field-based curved layer slicing and path planning
for multi-axis printing. Robotics and Computer-Integrated Manufacturing, 77, article number 102362.
doi: 10.1016/j.rcim.2022.102362.

[13] Ngo, T.D., Kashani, A., Imbalzano, G., Nguyen, K.T.Q., & Hui, D. (2018). Additive manufacturing (3D printing):
A review of materials, methods, applications and challenges. Composites Part B: Engineering, 143, 172-196.
doi: 10.1016/j.compositesb.2018.02.012.

[14] Prashar, G., Vasudev, H., & Bhuddhi, D. (2023). Additive manufacturing: Expanding 3D printing horizon
in industry 4.0. International Journal on Interactive Design and Manufacturing (l/IDeM), 17(5), 2221-2235.
doi: 10.1007/s12008-022-00956-4.

[15] Praveena,B.A.,Lokesh,N.,Buradi,A.,Santhosh,N.,Praveena,B.L., & Vignesh,R.(2022).Acomprehensive review
of emerging additive manufacturing (3D printing technology): Methods, materials, applications, challenges,
trends and future potential. Materials Today: Proceedings, 52,1309-1313. doi: 10.1016/j.matpr.2021.11.059.

[16] Sagar, S., Sharma, S.K., & Rathod, D.W. (2021). A review on process planning strategies and challenges of
WAAM. Materials Today: Proceedings, 47(19), 6564-6575. doi: 10.1016/j.matpr.2021.02.632.

[17] Sedlak, )., Joska, Z.,Jansky, J., Zouhar, J., Kolomy, S., Slany, M., Svasta, A., & Jirousek, J. (2023). Analysis of the
mechanical properties of 3D-printed plastic samples subjected to selected degradation effects. Materials,
16(8), article number 3268. doi: 10.3390/ma16083268.

Bulletin of Cherkasy State Technological University, Vol. 28, No. 4, 2023



https://doi.org/10.3390/polym13020237
https://doi.org/10.3390/polym13020237
file:https://atmu.net.ua/downloads/archive/sb3-19s.pdf
file:https://atmu.net.ua/downloads/archive/sb3-19s.pdf
https://www.academia.edu/es/74799332/%20EBM_process_for_lattice_structure_manufacturing_bending_test_results
https://doi.org/10.1007/s11665-022-07128-1
https://doi.org/10.1016/j.matpr.2021.10.003
https://doi.org/10.1016/j.polymertesting.2020.106656
https://doi.org/10.3390/met11030498
https://doi.org/10.1007/978-3-030-56127-7
https://doi.org/10.1016/j.addma.2022.102622
https://doi.org/10.1016/j.addma.2022.102622
https://all3dp.com/1/common-3d-printing-problems-troubleshooting-3d-printer-issues/
https://all3dp.com/1/common-3d-printing-problems-troubleshooting-3d-printer-issues/
https://doi.org/10.1016/j.compositesb.2019.107562
https://doi.org/10.1016/j.compositesb.2019.107562
https://doi.org/10.1016/j.rcim.2022.102362
https://doi.org/10.1016/j.compositesb.2018.02.012
https://doi.org/10.1007/s12008-022-00956-4
https://doi.org/10.1016/j.matpr.2021.11.059
https://doi.org/10.1016/j.matpr.2021.02.632
https://doi.org/10.3390/ma16083268

D. Tychkov et al.

[18] Vijay, S., Ganesh, G., Navaneeth, G., Naidu, AV., & Kumar, G.A. (2022). Optimal surface finish of material
extrusion 3D printed products using Ultimaker Cura interface. Advances in Science and Technology, 120,111-
116.doi: 10.4028/p-hep857.

[19] Wang, F., Zheng, J., Wang, G., Jiang, D., & Ning, F. (2021). A novel printing strategy in additive manufacturing
of continuous carbon fiber reinforced plastic composites. Manufacturing Letters, 27, 72-77. doi: 10.1016/].
mfglet.2020.12.006.

[20] Xiong, T.S., Fang, G., Dong, Q., Shen, X.Zh., & Wang, F.Y. (2022). A feedback-based print quality improving

strategy for FDM 3D printing: An optimal design approach. The International Journal of Advanced Manufacturing
Technology, 120, 2777-2791. doi: 10.1007/s00170-021-08332-4.

Ocob6nMBOCTI 3aCTOCYBaHHA Y BiANOBIAANbHUX KOHCTPYKLiSAX BUPO6iB
BUrOTOB/JIEHUX METOAO0M OCAAKEHHSA NNAB/IEHHAM
3a TexHonoriew 3D-ppyky

OmuTtpo Bonoaumuposuu Tuukos

HaykoBuit cniBpobiTHUK

[ep>xaBHWIA HAYKOBO-A0CNIAHUIM iHCTUTYT BUNPOBYBaHb i cepTudikaLii 030 pOEHHS Ta BiACbKOBOT TEXHIKM
18000, Byn. B'auecnasa YopHoBona, 164, M. Yepkacu, YkpaiHa

https://orcid.org/0000-0003-1741-9329

lOnis KOpiieHa boHpapeHKo
KaHoupaT TexHiyHMx Hayk, npodecop, NpoBiAHWI HAYKOBWUI CNiBPOBITHUK
[lep>aBHWIA HAyKOBO-AOCNIAHUI iHCTUTYT BUNPOOYBaHb i cepTUdikaLii 036pOEHHS Ta BiNCbKOBOT TEXHIKM

18000, Byn. B'auecnasa YopHoBona, 164, M. Yepkacu, YkpaiHa
https://orcid.org/0000-0002-5179-8329

Bauecnae BanepiiioBuu Tys

KaHanaat TeXHiYHUX HayK, BOLEHT

Yepkacbkunit gepxXaBHWUI TEXHOMOTiIYHUIA YHIBEPCUTET
18006, 6ynba. LLleBueHka, 460, M. Yepkacu, YkpaiHa
https://orcid.org/0000-0003-2969-5080

Cepadmm Kupunosuu CanoxxHikoB

HaykoBuit cniBpoBiTHMK

[ep>xaBHWIM HAYKOBO-A0CNIAHUM iHCTUTYT BUNPOBYBaHb i cepTudikaLii 030pOEHHS Ta BiNCbKOBOT TEXHIKM
18000, Byn. B'auecnasa YopHoBona, 164, M. Yepkacu, YkpaiHa

https://orcid.org/0000-0003-4653-203X

Dapa OpiisHa LLlanoBanosa

Monop it HayKoBUI CMiBPOBITHUK-IHXeEHep

[lep>aBHWIA HayKOBO-AOCNIAHUIA iHCTUTYT BUNPOBYBaHb i cepTUdikaLii 036pOEHHS Ta BiNCbKOBOT TEXHIKM
18000, Byn. B'auecnaea YopHoeona, 164, M. Yepkacu, YkpaiHa

https://orcid.org/0000-0001-9161-1103
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Features of application in critical structures of products...

(cucteMa KoHTpoOnto Nofdayi GinaMeHTy 3 KpYyroBuUM eHKofepoMm). BcTaHOBNEHO, WO BUKOPUCTAHHS CUCTEMU KOHTPOSIO
noaadi dinamMeHTy A03BONSE 3MEHLWUTU KiNbKiCTb Bi3yanbHO BUABNEHUX AedeKTiB Ha MOBEPXHi HaAPYKOBAHUX
BMpPOOiB B cepefHbOMy Ha 71,7%, ane 36inbWwnTK KiNbKiCTb BUTpayYeHoro Apoty Ha 13 % i cepepHii yac opyky Ha
15-17 %, 1,0 NOB'A3aHO 3 BiACYTHICTIO OMOPHUX KOHCTPYKLIM ANS 0Aep)KyBaHWX NOBEPXOHb. [locnigkeHHs, npoBeaeHi
B [aHil poboTi, NoKa3anu NiABULLEHHS MiLHOCTI HA PO3LWapyBaHHS eNeMEeHTIB BiANOBiAANIbHUX KOHCTPYKLM, TAKMUX K
KPOHLUTEMHM ANS KPiNaeHHs nasepHOro JanekoMipa [o Kopnyca 6e3nifnoTHoro NitanbHoOro anapary. 3a 4ONOMOrow
CMCTEMU KepyBaHHS Nojayi GinaMeHTy MiLHICTb UuX enemenTiB 3pocna 3 27,4 MlMa (npu po3tarysanHi) i 32,1 Mla
(npu cTncHeHHi) po 38 Mla (npu po3TaryBaHHi) i 44,3 Mla (Npu cTMcHeHHiI). Takox Binblu Hix y 2,7 pasu 36inblumnnacs
KiNbKiCTb LUMKNIB AMHAMIYHOTO HAaBAHTAXXEHHS Nifg Yyac BMNpobyBaHb HAa BUTPUBANicTb. Lle pocnigkeHHs cBigumTb
npo Binbluy AMHAMIYHY CTilKiCTb | MEHLUY BTOMY €/1eMEHTIB, BUTOTOBIEHUX METOA0M TepMoniaBkoro 3D-apyky 3
BMKOPUCTAHHSM CUCTEMU KePYBAHHSA NoAayi HUTKU. Pe3ynbTaT MaTUMyTb NPaKTUUYHE 3aCTOCYBAHHS B Pi3HUX ranyssx,
B TOMY YMCANi Y BINCbKOBIW cdepi

KntouoBi cnoBa: aguTMBHA TEXHONOTIA; SKICTb APYKY; MILHICTb; BUTPUBANICTb
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Deduplication of error reports in software malfunction...

INTRODUCTION

With the increasing complexity and volume of code in
modern software systems, the probability of errors oc-
curring during their operation is increasing. Even when
using secure software development methods, errors
can occur under inappropriate or unforeseen execution
conditions, and reproducing them during testing is not
always possible. This can have a negative impact on
users and increase costs for further software mainte-
nance. In particular, the growing importance of ensur-
ing the security and stability of programmes indicates
the importance of studying and optimising processes
for detecting and fixing errors. However, with a large
audience and complexity of programmes, there is a
problem of effectively managing the flow of error re-
ports coming from automatic monitoring systems. This
creates the need for the development and implementa-
tion of effective methods and tools for analysing, filter-
ing, and resolving these issues. Considering that mod-
ern software systems are used in various fields, from
enterprises and e-commerce to medicine and finance,
the stability and security of programmes are of great
importance to end users and the business environment
as a whole. Accurate resolution of this issue is a key as-
pect of ensuring the stability and efficiency of software
development.

G.R.Sinha et al. (2021) and D. Feng (2022) investi-
gated the issue of data deduplication. From the results
of their study, it can be learnt that data deduplication
is a data compression technology without loss that in-
volves removing redundant data. This process involves
removing duplicates, leaving only one physical copy
that other copies can refer to. This leads to reduced
storage costs and network bandwidth optimisation.
Data deduplication methods are used to reduce the
number of duplicates and repeated records. This tech-
nique improves the efficiency of data storage and usage
and contributes to optimising data transmission over
the network. Effective replacement of redundant frag-
ments is achieved by identifying unique fragments and
using the appropriate approach to removing duplicates.

V.S. Yakovyna and B.V. Uhrynovsky (2019) conduct-
ed an analysis of literary sources, which confirmed that
the ageing of software leads to deterioration of perfor-
mance and increased failures, negatively affecting its
reliability and user satisfaction. The authors identified
key characteristics of the phenomenon, such as effects,
factors, metrics, and classification of ageing factors. The
analysis of ageing modelling methods has shown that
the development of hybrid approaches, combining an-
alytical and measurement models, is a promising area
for further research in this area. D. Medzatyi et al. (2023)
emphasised that many software security approaches
are aimed at avoiding complete failures, but the iden-
tification and classification of individual failures and
vulnerabilities remains relevant. The literature review
indicated that existing methods are not always suitable
for classifying failures and vulnerabilities. Overall, this

study aimed to develop a technology for identifying
and classifying failures and vulnerabilities using sur-
veys and rules based on response analysis to improve
software security.

O.V. Shmatko and M.I. Myronenko (2018) discussed
a testing technology that automatically sorts error re-
ports in software. The uniqueness of this approach lies
in the development of a software system for monitoring
and detecting errors, which analyses error reports, au-
tomatically sorts them, and evaluates the reliability of
the software. The paper by O.G. Trofymenko et al. (2023)
emphasised that numerous risks accompany software
development, and to maintain competitiveness, tech-
nology companies must effectively manage these risks.
Software development projects are characterised by
fast-paced and numerous changes, and risk classifica-
tion helps to manage them effectively. Insufficient risk
classification can lead to unforeseen problems and
conflicts in risk management strategies, so adapted
classifications that consider the specifics of software
development and cybersecurity risks should be used.

The purpose of this study was to review existing
software systems for optimisation tasks and determine
their feasibility in the educational process,and to inves-
tigate systems that automatically collect data on soft-
ware malfunction cases. The originality of the study lies
in the examination of software for optimisation and jus-
tification of its application in educational processes. The
feasibility of using technologies for detecting software
vulnerabilities is generalised from the analysis of vari-
ous studies, but this problem lacks a complete solution,
namely due to the lack of generalised methods aimed
at avoiding complete software ageing, deterioration of
its performance, and increased failures, and insufficient
risk management in the software development process.

MATERIALS AND METHODS

The study used the methods of longest common sub-
sequence, Levenshtein, deep learning, Siamese neu-
ral networks and hidden Markov models. The longest
common subsequence method was one of the first to
be used to determine a similarity between call stack
fragments (Castelluccio et al., 2017). It allowed identi-
fying sequences of functions present in both call stacks,
regardless of their order. These algorithms can be used
to determine the degree of similarity of programme call
stacks, which is an important criterion for establishing
relationships between programmes, detecting anoma-
lies,and in other areas of software analysis.

The Levenshtein method was the next step as an
improvement over the longest common subsequence
method. Its logical use is due to the fact that the call
stack is an ordered set of frames, and is represented
as a sequence of insertion, replacement, and deletion
operations. The Levenshtein algorithm is modified to
account for the peculiarities of call stacks, in particu-
lar, the costs of operations are statistically determined
based on the training data set.
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Deep learning has shown potential for use in de-
termining the similarity of call stacks in crash reports
(Ebrahimi et al., 2016). It effectively considers the con-
text of the frame in the call stack, which allows for a
more accurate determination of similarity between
them. One of the prospects of this approach is the abil-
ity to automatically extract key features, facilitating
efficient processing and measurement of similarity. In
addition, deep learning algorithms have shown robust-
ness to noise and data variability, providing accurate
measurements of similarity in diverse and unpredicta-
ble data sets.

Siamese neural networks have proven to be an ef-
fective approach to determining the similarity of call
stacks in crash reports using deep learning (Dang et
al., 2012). Using a Siamese architecture, the method
evaluated the similarity of stacks, considering their in-
ternal structure. Key elements include converting the
call stack into a vector form, using a recurrent neural
network to obtain a transformed vector representation,
and using a classifier to assess the similarity between
stacks. With the Siamese architecture, this method pro-
vided an effective assessment of call stack similarity,
with the major advantages being a smaller training
sample size and the ability to automatically extract key
features for more accurate comparison.

The hidden Markov model method was an approach
to detecting duplicates in crash reports (van Tonder et
al., 2018). This algorithm was based on the idea of cre-
ating a separate hidden Markov model for each cluster,
allowing for efficient determination of a specific stack
belonging to a particular cluster. Each stack was con-
sidered as a discrete sequence of states or function
calls, and the determination of the number of observed
and hidden states was done using unique frames of the
stacks in the cluster.

The general matrix H for the entire set of call
stacks is calculated using the formula (Castelluccio et
al.,2017) (1):

Hi_1j1+S;;
Hij=maxy Hiq;—d | (1)

where H(i, j) - optimal value of the algorithm for the
i and j elements of the respective subsequences;
S(7, j) = value of comparing these elements; d - fixed
penalty for a missing or extra function.

To calculate the result of the comparison, it is nec-
essary to consider how important a given function P(f)
is (Castelluccio et al., 2017) (2):

Number of stacks containing f (2)

P1 (f) =1- Total number of stacks

It is also necessary to consider the position of the
sought function a, in the stack, relative to the top, i.e.,
P(a). The closer it is to the top, the higher the weight
(Castelluccio et al., 2017) (3):
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i

P2 (ai) =1- Total number of frames’ (3)
where i - interval between a, - j-th frame of the stack
being compared to bj - j-th frame of the stack, which
is introduced in the next formula (Castelluccio et
al., 2017) (4):

P(a,b)=e'. 4)

The comparison function looks as follows (Castel-
luccio et al., 2017) (5):

P,(f) * Py (a;) * Ps(a;, b)), if a; = b; :f‘ 5)
0, otherwise

S -=max{

LJ
The weight calculation of the function has the fol-
lowing form (Rosenberg & Moonen, 2018) (6, 7):

of)=lo,(f)* 9o, (), ©)

where o(f) - weight of function f; ga)ﬂy(f,,) - global
weight of function f, among all stacks accumulated
in the base; a, f, y - coefficients for adjusting the
algorithm.

1
log(f) = =, 7)
where j - frame number.

The calculation of the total weight is done us-
ing the TF - IDF ranking function (Rosenberg & Moo-
nen, 2018) (8):

1
gwgy(f) = —=*B+UDF(f)—y),  (8)
where TF(f) = 1, IDF(f) - inverse document frequency;
B,y — parameters for tuning /DF(f).

The calculation of the feature vector based on the
two obtained vectors is (Dang et al., 2012) (9):

(v1+v2)
2

features(vy,v,) = (v, — v,l, V1 X V), (9)
where v, = biLSTM(C1), v, = biLSTM(C2), despite the fact
that C1,C2 are call stacks.
The stack as a discrete sequence of states or func-
tion calls (van Tonder et al., 2018) (10):
S={f.f, -1} (10)
The structure of the hidden Markov model is deter-
mined as follows (van Tonder et al., 2018) (11):
V={v

v PO

Vi (11)
where M - number of observable states.

The set of observations is the set of hidden states
of the model (van Tonder et al., 2018) (12):
S={5;, ., 5.} (12)

where N - number of hidden states.
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RESULTS
Collection and analysis of error reports in software.
Modern information systems are rapidly increasing in
code volume and complexity, and most coding errors
and unforeseen conditions are not detected during
the testing phase. After software release, its further
maintenance requires significant resources to adapt to
new operating systems, fix critical errors, and expand
functionality. User reports are not efficient enough
due to objective limitations. Thus, automatic error re-
port collection is a necessary part of software develop-
ment, provided by systems that monitor programmes
for failures and send reports to the server when they
occur (Brodie et al., 2005). These reports include mem-
ory dumps, log files, configuration files, and other char-
acteristics of software operation, allowing for quicker
and more effective problem resolution, collecting data
about the software usage environment, measuring its
stability, and prioritising failures. The intensity of the
flow of error reports depends on the number of soft-
ware users and can reach millions per day. The task of
deduplicating reports arises from the large number of
duplicates and outdated reports. Accurate deduplica-
tion is essential for correct statistics and prioritisation
of failures and allowing engineers to use their time
more efficiently by eliminating the need to review re-
curring failures and control defect fixes.

Overall, a failure is defined as the inability of
software or its component to perform its functions

Report an error

_____________________

Log file
Memory dump

Pre-
processing

o)

or meet defined criteria, such as speed or resource
usage. Meanwhile, a thread’s call stack represents a
data structure that contains information about the se-
quence of function calls made by a single execution
thread in a programme. The thread’s call stack stores
information about the current state of each function in
that thread, including the location of the programme
counter and the values of local variables (Bartz et
al.,2008). It can also contain information about the re-
turn point within the thread, allowing the programme
to correctly resume after the function completes. In a
programme with parallel execution, there may be mul-
tiple thread call stacks, each operating independently,
but in case of an error or failure, tracing the call stack
of that thread indicates the sequence of functions that
caused the problem. In addition, there is the concept
of a programme memory dump, which is a file that
captures the state of the programme’s memory at a
specific moment in time (Wrembel, 2022). It can in-
clude the entire memory area the programme uses at
that particular moment.

When it comes to existing algorithms for cluster-
ing crash reports, they can be divided into two catego-
ries depending on the information they use. In the first
group, algorithms use metadata about crashes, while in
the second group, they use the call stack of the thread
where the crash occurred. For a better understanding of
the crash report clustering processes, it is worth using
the schematic diagram presented in Figure 1.

Figure 1. Schematic representation of the crash report clustering process

Source: compiled by the authors

Both approaches have their advantages and disad-
vantages. Among the disadvantages, the need to col-
lect memory dumps can be highlighted, which takes
time and increases the size of the report. Furthermore,
the large sizes of dumps and symbol files, their com-
plex restoration process, and possible impact on the
computational power of the user’s computer are dis-
advantages. On the other hand, the call stack provides

comprehensive information about the cause of the
crash and allows for additional investigation of the
programme’s state. In any case, both methods can be
used separately or in combination. A typical example
of a call stack for Linux systems can also be consid-
ered (Table 1). Frames 1 to 9 describe the programme’s
logic, while frames 10 and 11 represent system calls
for thread initialisation.

Table 1. Example of a crash call stack in Mozilla

Frame Module Function signature Path to the source file
1 libxul.so mz::lrs::NativeCA::NotifySurfaceReady() RenderComposNative.cpp:291
2 libxul.so mz::lrs::NativeOGL::Unbind() RenderComposNative.cpp:558
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Continued Table 1

Frame Module Function signature Path to the source file
3 webrender.so webrender::Renderer::draw_frame renderer/mod.rs:4412
4 libxul.so nsThread::ProcessNextEvent(bool, bool*) threads/nsThread.cpp:1233
5 libxul.so MessagelLoop::Runinternal() base/message_loop.cc:381
6 libxul.so MessagelLoop::RunHandler() base/message_loop.cc:374
7 libxul.so nsThread:ThreadFunc(void®) threads/nsThread.cpp:391
8 libxul.so std:sys:unix:Thread:thread_start sys/unix/thread.rs:108
9 firefox-bin set_alt_start(PthreadCreateParams®) pthread_interposer.cpp:80
10 libc.so.6 start_thread
11 libc.so.6 clone3

Notes: Frame 10 and frame 11 are standard functions, and their path to the source file is not important for this study.

Source: compiled by the authors

Before any actions with the call stack, a very impor-
tant step is preprocessing, the main task of which is to
remove insignificant data from the stack. Preprocessing
may include actions such as partially removing frames
of recursive calls, identifying runtime and system mod-
ules, removing fault handling frames, marking frames
according to module versions, identifying insignificant
or “reliable” functions, and formulating a “dictionary” of
functions in the call stack. Another important criterion

is that the function where the crash occurred should
be identical. Nevertheless, identifying this function is
not always straightforward and may not be at the top
of the stack due to error handling, platform or runtime
code, or changes in the product’s version. In any case,
the further away a function is from the top of the stack,
the less likely it is to be relevant to the crash, and the
more times it may appear in the reports. For example,
thread initialisation functions (Fig. 2).

: Designation

. 7 71 ldentical frames

1 Different frames

Stack 1 Stack 2
) | A
) |
1 f3 § ; f3l

-
¥

1 Missing frames

Figure 2. Example of two call stacks that are compared

Source: compiled by the authors

In addition to the function name, another impor-
tant aspect is parameters such as translation unit, im-
plementation location, and data types, which also af-
fect comparison and evaluation. There may be multiple
stacks that lead to a crash in the same function. Detect-
ing such groups of stacks is important for comprehen-
sive information and effective fault removal.

Algorithms for processing text information and
measuring similarity. Solving the task of comparing call
stacks is a relatively new topic that uses various adapt-
ed algorithms. Initial attempts were based on simple
string comparison algorithms, from straightforward se-
quence comparison to using regular expressions. Sub-
sequently, ranking-based algorithms were introduced,
which proved to be more flexible and accurate. In addi-
tion, attempts have been made to use graph similarity
algorithms. Overall, in recent years, there has been a
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significant variety of algorithms, including those based
on machine learning methods.

There is an algorithm that uses a modified longest
common subsequence (LCS) method. However, its ap-
plication also requires using a variation of the Needle-
man-Wunsch algorithm, which allows any possible
gaps but does not allow frame replacements. Consider-
ing that the function where the failure occurred is most
likely to be at the top of the stack, it is recommended to
introduce a parameter that determines the position rel-
ative to the top. This algorithm uses dynamic program-
ming and calculates a common matrix for the entire set
of call stacks (Formula 1).

The next stage in improving the previous method is
the ReBucket algorithm. Its main principle is also based
on finding LCS, but it differs from the previous one in
the approach to the comparison function S/, and the
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absence of fixed penalties d. Its modification is known
as the position-dependant model (PDM). The key idea
is that functions located far from the top of the stack
should have less influence on the comparison result.
The algorithm allows adjusting the weight of the in-
fluence using respective parameters. The concept of
“Alignment Offset” is also introduced to account for
missing or extra functions.

To express the difference between two call stacks
as a number, an adapted Levenshtein distance algo-
rithm can also be used. Its use for this task is logical, as
the call stack is an ordered set of frames. The basis is
the classic Levenshtein distance calculation algorithm,
which uses only modifications of insertion, deletion,
and replacement. For the given stacks, transposition is
not considered since the order of frames is important.
The result of the Levenshtein distance calculation will
be the minimum number of modifications. The maxi-
mum length of the two stacks will be used to normalise
the obtained value so that the result is within O to 1.

Two essential modifications to the algorithm
should be mentioned. First, unlike the classical ver-
sion of the Levenshtein algorithm, where the cost of
deletion, replacement, and insertion operations is
considered the same, this cost should be determined
separately for each operation using a statistical mod-
el built on the training data. Second, in the case of
text processing, there is a constant set of characters,
while when working with call stacks, a frame is an an-
alogue of a character. The frame includes the module,
address, and function signature. These parameters are
also considered when determining operations with
corresponding costs. An example of a frame could look
like this: “Module: example_module; Function address:
0x12345678; Function signature: void example_func-
tion(int a, char b)".

Methods of deep learning are widely used for ana-
lysing various data, which makes them potentially ef-
fective for determining the similarity of call stacks in
crash reports. Although these methods are actively
used for crash report deduplication tasks, their appli-
cation for measuring the similarity of call stacks is less
common. It is worth noting the promising prospects
of such an approach. For example, the ability to con-
sider the frame context. Deep learning can effectively
evaluate the relationships between different call stack
frames, which allows for more accurate determination
of similarity. An important criterion is the automatic
extraction of key features. Deep learning models can
automatically determine important features from data,
providing more efficient processing and consideration
of similarity. In addition, there is robustness to noise
and data variability. Deep learning algorithms demon-
strate greater robustness to noise and data variability,
allowing for precise similarity measurements even in
complex or unpredictable data sets (Yang et al., 2023).
It is worth using feature embedding, considering the
possibility of deriving semantic similarity between call

stack frames. Flexibility is also an important aspect, as
deep learning algorithms can be adapted to different
types of data, such as text, images, and sounds, making
them versatile for various applications.

Siamese neural networks, the S3M method, and
hidden Markov models. The Scream Tracker 3 Module
(S3M) can be considered as the first effective example
of using deep learning for calculating the similarity of
call stacks.In general, the Siamese architecture consists
of at least two identical convolutional neural networks
and an evaluation module. Here, identity means that
the networks have the same configuration and weight
coefficients. Convolutional networks receive call stacks
as input and return feature vectors, which are passed to
the evaluation module, which returns a number charac-
terising their similarity in the range from O to 1.

Classical neural networks are also used to solve
clustering tasks, but for this, predefined clusters and
a significant training sample are required. In the case
of Siamese neural networks, their task is to estimate
the similarity of data from a specific domain, so they
require a smaller training sample that should consid-
er the diversity of data with which the network will
work (Esteves et al.,, 2023). As for the S3M algorithm
itself, its first step is to convert the call stack into a
vector form. To do this, functions in frames are cropped
and tokenised. Cropping is used to minimise the size
of the token vocabulary, for example, module or class
names can be truncated. Minimising the vocabulary
helps improve comparison. Furthermore, having a vec-
tor representation of stacks, it is worth using recurrent
neural networks (RNN) to obtain a transformed vector
representation. Since this process requires substantial
resources, the obtained representation is stored in the
system, and for further comparisons, it is necessary to
compute only for the input call stack.

The next step is to use a classifier for the pair of
transformed call stack representations. Since these
stacks can be quite large, the algorithm uses an archi-
tecture called long short-term memory (LSTM) in the
RNN. This network iteratively works with data (tokens),
changing its internal state at each iteration and gen-
erating an output vector-result. This allows the RNN
to “remember” and consider the previous context, pro-
cessing each subsequent token. Generally, RNN and its
LSTM architecture were initially developed for working
with text but later found application in other areas.

The classical LSTM architecture has a drawback in
that the network considers only tokens that are locat-
ed before the token with which it is currently working
at a specific time (Islam et al., 2021). However, in the
case of call stacks,frames f, located after the current
frame in the stack also have a significant impact. The
situation arises as follows: the direct order of frames
is important for the overall assessment of stack simi-
larity, and the reverse order is important for assessing
the impact of a specific frame on the entire call stack.
To consider this feature, a modification of LSTM called
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bidirectional LSTM (BiLSTM) should be used. In general,
this is simply two classical LSTMs, where one processes
the data in the forward direction, and the other in the
reverse.The result is obtained by concatenating the two
vector-results of these two LSTM networks.

The next step is to calculate a feature vector based
on the two obtained vectors (9), which should consider
the common and different aspects of the two vectors.
The final step is that the obtained result is processed by
a two-layer neural network with a rectified linear unit
activation function. Considering the system’s ability to
store computed feature vectors for already processed
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stacks, the amortised time complexity of the algorithm
is equal to O(dh), where d and h represent the size of
the input and hidden layers of the two-layer neural
network that performs the final similarity estimation.
A drawback of this approach, like other deep learning
methods, is the need for a significant training sample.

Another interesting method is the hidden Mark-
ov model (HMM). Typically, HMM is widely used for
speech recognition, DNA sequence analysis, and text
processing, demonstrating impressive results in learn-
ing data sequences. An example of HMM is shown be-
low (Fig. 3).

| m m

mo M Stochastic  Process

Xo —[>X1—>X2—>X3—£X4—>X5

Stochastic  Process

Bug Group () —=» .W‘%

Observations (O)

By (Stochastic  Process

Figure 3. Detecting duplicate crash reports using HMM

Source: N. Ebrahimi et al. (2016)

This algorithm is based on the idea of creating a
separate hidden Markov model for each cluster, which
allows determining which cluster the given stack be-
longs to. The stack can be represented as a discrete
sequence of states or function calls (10). To determine
the number of observable states (11), all unique frames
of stacks for all reports in the cluster should be found.
The number of hidden states (12) is determined by
the method of separate selection for each case with-
in N=[5, 10, 15, ..., 50]. Other elements should also be
considered. For example, A is a matrix of transition
probabilities for a set of states S of size N x N. Besides,
B is a matrix of observation probability distribution of
size NxM.Avalue m={mi} is the initial distribution. The
HMM model is denoted as 1= (A, B, m), where A repre-
sents the probability distribution of states and transi-
tions of the system in a Markov process. Training HMM
based on discrete observations 0(0,, O,, ..., 0,,) is the
maximisation of the probability P(O|4) among the pa-
rameters A,B,m.. The mentioned model is built for all
clusters. One important feature of this algorithm is the
need for historical data. It is interesting to note that this
algorithm is an improvement of CrashAutomata, built
on the generation of finite automata.

DISCUSSION

It is worth considering other studies in this area for
a more detailed analysis of detecting duplicate error
reports in software and algorithms for comparing call
stacks. For example, R. Van Tonder et al. (2018) consid-
ered automated dynamic testing tools, including fuzzers
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that generate a large number of erroneous or boundary
input data to provoke crashes. To reduce the number
of duplicate crash reports, they use various heuristics,
such as stack hashes, etc. However, after removing du-
plicates, there remains a substantial number of unique
crashes that may correspond to the same error (have a
common cause). The paper proposes a method of se-
mantic clustering of crashes, which uses programme
transformations to accurately group crashes. Instead
of fast but inaccurate heuristics, the method uses ap-
proximate bug fixes through minor modifications of the
programme’s source code based on patch patterns and
semantic feedback. This approach is suitable for gener-
al classes of bugs and outperforms built-in deduplica-
tion methods for next-generation fuzzers. Like in this
study, the aforementioned study addresses the issue
of deduplicating error reports. Nevertheless, this study
concerns deduplicating crash reports received from
users during normal usage, while in the other case, it
deals with general reports of system malfunctions and
their detection during testing stages. Furthermore, in
the former study, unlike this one, semantic clustering of
crashes is used. In this study, crash grouping is based on
the similarity of call stacks.

C.M. Rosenberg and L. Moonen (2018) focused on
the problem of grouping logs of software system op-
erations related to identical faults. They investigated
whether such an approach could be applied to logs of a
system operating in real conditions. They also evaluat-
ed the impact of dimensionality reduction and cluster
merging criteria on the quality of automatic clustering.
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The authors used a method that replicates and extends
the work on clustering of system logs. They considered
the inclusion of dimensionality reduction methods and
three cluster merging criteria. The results showed that
fault detection in continuous deployment logs through
clustering is reasonable, and fault detection through
automatic clustering improves when dimensionality
reduction is applied, which increases its robustness to
different input data. The common aspects are the con-
sideration of clustering methods. However, the meth-
ods used to achieve the purpose differ in the studies
and they use different data to reach it.

Furthermore, S. Gupta and S. Gupta (2021) empha-
sised that defects are an integral part of software pro-
jects. In open-source projects, bug reports are stored
in open bug repositories. When a new report arrives, a
person called a “triager” analyses it before assigning
it to the responsible developer, trying to determine if
it is not a duplicate. The problem of duplicates com-
plicates the software maintenance process, and the
paper investigates the issue of detecting duplicate
defect reports. It also classifies and analyses existing
research on duplicate defect report detection, noting
the advantages, limitations, and defining key areas for
future investigation in this area. It can be concluded
that both studies analyse the problem of deduplicat-
ing crash and software defect reports. However, in
this study, algorithms are considered that allow auto-
mating the clustering of reports based on call stacks,
rather than descriptions, unlike the other study. In ad-
dition, this study not only focuses on detecting dupli-
cate error reports but also proposes various ways to
address this issue.

S. Mukhtar et al. (2023) argued that defect reports
can vary in granularity: some are exhaustive, while
others are quite brief. In such cases, duplicate defect
reports can be a useful resource for enriching defect
descriptions. Nevertheless, existing methods for sum-
marising descriptions mainly focus on individual de-
fect reports. In this paper, the authors explored the
summarisation of duplicate software defect reports to
obtain an informative summary, reducing redundant
phrases. They applied various text summarisation
methods to duplicate defect reports, comparing their
effectiveness and determining the best method. The
experimental results confirm that the extractive mul-
ti-document method is the most effective, providing
detailed summaries of duplicate defect reports. This
helps advance defect report summarisation tech-
niques based on unique information from duplicates.
Thus, both studies address the issue of duplicate crash
and software defect reports. However, this study ex-
amines clustering methods based on the similarity of
call stacks and failure metadata obtained automati-
cally, while the other study focuses on a multi-doc-
ument method based on defect reports. The idea of
complementing information based on duplicates is
also interesting.

S.Jahan and M.M. Rahman (2022) analysed a large
number of defect reports from three open-source sys-
tems, identified textually similar and distinct dupli-
cates, and evaluated the effectiveness of existing du-
plicate detection methods. The authors discovered that
existing methods perform poorly for textually distinct
duplicates, as they often miss important components,
leading to low efficiency. They also used domain-spe-
cific embeddings to improve the efficiency of tradition-
al duplicate detection methods. The results obtained
showed that such an approach of combining tradi-
tional methods with modern large language models
achieves new record results, highlighting the potential
of such a combination to improve software engineer-
ing tasks. The commonality in both studies lies in the
use of methods for detecting duplicate error reports.
Nonetheless, the difference lies in the approaches to
detecting these duplicates and the data used from the
reports for this purpose.

S. Qian et al. (2023) noted that a large number
of new software defects constantly arise, creating a
workload for those who fix them. Therefore, effective
defect deduplication is of great importance in soft-
ware development. This study begins with an exami-
nation of the available literature, including an analy-
sis of research trends, mathematical models, methods,
and widely used datasets. Further, the authors gener-
alised the overall process of using methods, analysing
them in terms of information obtained during execu-
tion and information taken from error reports. They
also provide a detailed review of the methods used
in relevant works. Ultimately, a detailed comparison
of practical findings obtained in different studies is
provided, based on indicators such as usage methods,
datasets, accuracy, and completeness, among others.
The main common aspect between the two studies is
that they both address deduplication of errors in soft-
ware. Both studies analyse different mathematical
models and methods. However, the metrics, results,
and the actual methods of detecting duplicates in the
studies differ.

T.Zhang et al. (2023) focused on duplicate bug re-
port detection (DBRD), which is a problem in science.
The researchers proposed various methods for more
accurate duplicate detection using both convention-
al and deep approaches. The study showed that deep
models are not always more effective, but conventional
methods are limited in that they do not capture the se-
mantics of error reports. To overcome these limitations,
they proposed using a large language model to en-
hance the conventional DBRD approach.This approach,
called Cupid, combines the best conventional method
with the ChatGPT (Generative Pre-trained Transformer)
large language model, which was used to extract im-
portant information from error reports. In experiments,
Cupid showed new best results, indicating the poten-
tial of combining large language models to improve
performanceinsoftware engineeringtasks.Thecommon
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aspects include obtaining methods for detecting dupli-
cate error reports. Nevertheless, unlike this study, the
other study uses large language models (specifically
ChatGPT) and has a specific approach to detecting du-
plicate reports. In addition, the authors’ approach is
based on defect reports, whereas this study uses auto-
matically generated crash reports.

Thus, like in this study, the above-mentioned
studies address the deduplication of crash and soft-
ware defect reports. They also share certain methods
for detecting such duplicates and clustering. However,
in each study, the detection of duplicate reports and
recommendations for their resolution have their own
features and differences.

CONCLUSIONS

Research on automatic detection and correction of er-
rors in software has proven to be important in the con-
text of the modern industry. This study examined the
achievement of this goal using methods such as Long-
est Common Subsequence, Levenshtein distance, deep
learning, Siamese neural networks, and hidden Markov
models. Each of the described algorithms has its ad-
vantages and disadvantages. LCS-based algorithms de-
termine the longest sequence of method calls present
in both call stacks, regardless of their order, and are
characterised by their simplicity and efficiency. Another
algorithm used in many approaches for measuring the
similarity of call stacks is Levenshtein distance. It cal-
culates the minimum number of insertions, deletions,
and substitutions required to transform one call stack
into another. Hidden Markov models are probabilistic
models that can be used to represent the sequence
of method calls in a call stack. Siamese neural net-
works have been applied to measure the similarity of
call stacks and have shown promising results. Using
deep learning approaches can help identify complex
dependencies between call stacks and provide more
accurate clustering results.

Overall, the results indicate a substantial increase
in interest in this issue, and the use of recent advances
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AHoTauis. B iHaycTpii cucteMmn aBTOMATMUYHOIO MOHITOPUHTY 360iB Y NporpaMHoMy 3abe3neyvyeHHi BU3HaHI
060B'13KOBUM 419 BNPOBAMKEHHS CTaHAAPTOM. BpaxoBytoumM NOCTIMHUIA PO3BMTOK TEXHOOTIM | BUCOKY CKNAAHICTb
nporpaM, BaX/MBiCTb ONTUMI3aLii NpoLECiB BUABNEHHS Ta YCYHEHHS MOMUNOK CTAa€ aKTyanbHUM 3aBAAHHAM
3aBAsKkM notpebi y HafiAHOCTI Ta CTabiNbHOCTI MporpamMHoro 3abesnevyeHHs. MeTa LaHOro JOCNIAXKEHHS NONArae
B AeTaslbHOMY aHanisi iCHyluYMX anropuTmiB aepybnikadii 3BiTiB cucteM aBToMaTMyHoro 36opy iHdopMadii npo
360i y po60Ti nporpamMHoro 3abesneveHHs. Cepen po3rnsiHyTUX anropuTMiB, OynnM HaCTyNHi: MeTo4 HalAoBLWOT
CNiNbHOT NiZNOCNIAOBHOCTI, BiACTaHb JleBeHLWTENHA, METOAN MMUOUHHOIO HAaBYaHHS, CiaMCbKi HEMPOHHI Mepexi Ta
MeToq, NPUXOBAHUX MAapKOBCbKMX Moaenen. OTpuMaHi pe3synbTati CBig4aTb NPO BEUKUI NOTEHLUiaN onTuUMi3auii
NpOLECiB BUSB/IEHHS Ta YCYHEHHS MOMWOK B MporpaMHoMy 3abe3neyeHHi. Po3pobneHunii KoMniekcHUI nigxig oo
aHanisy Ta BUABNEHHS AybnikaTiB CTEKiB BUKIMKIB Y 3BiTax Npo 360i fL03BONSE eheKTUBHO BMPiLIyBATH NpobnemMu.
BukopuctaHi MeTogn mMmUBUHHOrO HaBYaHHS Ta MPUXOBAHUX MAPKOBCbKMUX MoAenei NposBuin CBot eheKTUBHICTb Ta
MOX/IMBICTb BUKOPUCTAHHSA B peasbHUX YMOBAX. 3a3HaueHo edeKTUBHI CMocobM NOPiBHSHHS KIOHYOBMX NapaMeTpiB
3BITiB, WO CNpMAE iaeHTMdIKauii Ta rpynyBaHHIO MOBTOPOBAHUX MOMUMOK. BUKOPUCTaHHA anropuTMiB MOPIBHSAHHSA
CTEKiB BUKIUKIB BUSBMNOCA KPUTUUHWUM AJ15 TOUHOIO BUSBNIEHHS CXOXUX BUMALKIB NOMUAOK Y NPOAYKTaX 3 BEMKOO
AyLMTOpIED Ta YMOBaMM BUCOKOI napanenbHocTi. CiaMCbKi HEMPOHHI Mepexi Ta anroputM Scream Tracker 3 Module
BMKOPMUCTOBYIOTbCS ANt BUSHAYEHHS MNOAIGHOCTI CTEKIB BUK/MKIB, 30KpPEMA, 3aCTOCOBYHOTHCS PEKYPEHTHI HEMPOHHI
mepexi (long short-term memory, bidirectional long short-term memory). OnTumizauis 06pobku Ta kKnactepusauii
3BiTiB 3HAYHO MiABMLLYE LWIBMAKICTb Ta €PEKTUBHICTb pearyBaHHs Ha HOBI BUMaaku 360iB, 4O3BONAOYM PO3POOHMKAM
YAOCKOHANUTK CTabinbHICTb CMCTEMM Ta 30CeEpeanTMCS Ha NpobneMax BUCOKOro npioputeTy. [locnigkeHHs KOpUCHe
[N po3po6HMKiB NporpaMHOro 3abesneyeHHs,, KOMNaHii 3 po3pobku 13, cucTEMHUX aAMIHICTPaTOPIiB, LOCAIAHULBKMX
rpyn, KOMNaHin 3 po3pobku anropuTMiB Ta iIHCTpYMeHTIB, GaxiBLiB y ranysi kibepbesneku, a TakoX OCBITHIX YCTaHOB

KniouoBi cnoBa: aBTOMaTUYHWUIA MOHITOPUHT; CUCTEMU BUSIBNIEHHS HEAO0NIKIB; YCYHEHHS NOBTOPIB; KOMM'IOTEPHI 360i;
QHanNi3 CTPYKTYpU B3AEMOLIHOUMX KOHTEKCTIB
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Abstract. Oxygen-containing HO; and HO" radicals are one of the most effective and environmentally friendly
oxidants, one of the sources of which are ozonated aqueous solutions, the mechanism of the processes occurring
in them has not yet been precisely established. The purpose of the work is to compare, to confirm or refute,
mechanisms proposed by S.D. Razumovsky and H.S. Stolyarenko as the most modern ones based on the processes
of suppressing the formation of “thermal” nitrogen(ll) oxides during fuel combustion. For this, changes in the
concentration of all compounds involved in ozone destruction processes in aqueous solutions and the effect
of these compounds on the formation of “thermal” nitrogen oxides have been investigated using a kinetic
mathematical model.During the study, kinetic mathematical models of the process of suppressing the formation of
“thermal” nitrogen(ll) oxides during fuel combustion using the process of ozone destruction in aqueous solutions
have been obtained according to mechanisms proposed by S.D. Razumovsky and H.S. Stolyarenko. Based on the
results of the comparison of both mechanisms, it can be stated that the mechanism of H.S. Stolyarenko more
realistically reflects the process of decomposition of ozone in aqueous solutions. The dependences of changes in
the concentration of substances that participate in the process of decomposition of ozone in aqueous solutions
on time, as well as the amount of ozone consumed for this process have been determined. Establishing of the
mechanism of ozone destruction in the same solutions and the obtained dependencies will make it possible to
more freely use oxygen-containing HO; and HO" radicals, which are formed during the destruction of ozone in

Article’s History: Received: 07.09.2023; Revised: 14.11.2023; Accepted: 18.12.2023.

Suggested Citation:

Viazovyk, V., Shynkarenko, D., & Kurochka, A. (2023). Kinetic models of ozone decomposition mechanisms in aqueous solutions
as sources of oxygen-containing HO; and HO" radicals. Bulletin of Cherkasy State Technological University, 28(4), 70-81.
doi: 10.62660/2306-4412.4.2023.70-81.

*Corresponding author

Copyright © The Author(s). This is an open access article distributed under the terms of the
BY Creative Commons Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/)


http://orcid.org/0000-0001-7113-9892
https://orcid.org/0000-0003-1400-6131
https://orcid.org/0009-0002-7354-5127

V. Viazovyk et al.

the same solutions, for the processes of gas flows cleaning, especially for their denitrification, as well as for the
intensification of oxidation processes in chemical industry, for example, in the production of nitric acid

Keywords: hydroxyl radical; peroxide radical; destruction of ozone; nitrogen(ll) oxides; oxidiser

INTRODUCTION

In the case of chemodestruction or removal of toxic
impurities from process gas streams or exhaust gases,
high reactivity of chemical compounds, as well as the
intensification of diffusion processes are of great im-
portance. The use of highly reactive reagents - radicals
is the most effective method of accelerating chemical
processes. Oxygen-containing HO;, and HO" radicals are
found in various chemical processes: they play a sig-
nificant role in the combustion of any fuel; are synthe-
sised during the formation of ozone holes; are formed
in various chemical processes in which ozone partici-
pates. The processes of synthesis of oxygen-containing
HO; and HO" radicals during the destruction of ozone in
aqueous solutions are of great interest. In most cases,
the presence and high reactivity of oxygen-containing
HO; and HO" radicals during the destruction of ozone
in aqueous solutions has been experimentally proven.
Ozonated aqueous solutions are one of the widespread
sources of oxygen-containing radicals. However, there
is still no precisely formed mechanism for this process.
The decomposition of ozone in water environments has
been studied for quite a long time, and already in early
works attempts were made to explain its kinetics and
mechanism.

The authors A.B. Murphy et al. (2023), F.G. Beltran
and FJ.Rivas (2023) studied and described radical mech-
anism of ozone decomposition in water environments,
which was first proposed by D. Weiss in 1935. In the
mechanism of D.Weiss, for the first-time the existence of
H,0 - O, in the system was noted for superoxide radical,
the formation of which was explained by the absorption
band in the blue region of the spectrum during ozona-
tion of a 40% KOH solution at a temperature of -40°C.
In this mechanism, ion-radical mechanism of ozone
decomposition and spontaneous interaction of radicals
after their occurrence in the solution were shown. In
this, the main role is given to HO; radical. It has been
established that the absorption band in the region of
430 nm is due to the formation of O;™ ozonide ion-radi-
cal under the same conditions as those used by D. Weiss.

Scientists such as A. Mojiri et al. (2019), W. Fan et
al. (2020) and M. Rodriguez-Pena et al. (2021) in their
works studied the mechanism of ozone decomposition
proposed in 1950 by M. Alder and G. Hill. The scientists
noted that this mechanism is more prone to neutral
and acidic environments. The rate of ozone decompo-
sition according to this mechanism is determined by
the reactions of the formation of HO; radical and de-
composition of HO® radical. The authors A.B. Murphy et
al. (2023), as well as F.G. Beltran and F.J. Rivas (2023),
in their works described the mechanism proposed by
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E. Abel in 1955. The authors noted that E. Abel tried to
take into account all intermediate complex compounds
that are formed according to this mechanism and are
determined spectrally: 0°-0°0°0OH", O;, HO;, 0°°0°0",
0?%. In the mechanism of E. Abel, the formation of an
intermediate O O°0" particle, which is essentially a O;
ion-ozonide radical with an electron localised on a cer-
tain oxygen atom, was proposed for the first time.

Researchers A. Mojiri et al. (2019) and W. Fan et
al. (2020) in their studies, among more modern mech-
anisms, described the mechanism of ozone destruction
in aqueous solutions proposed by S.D. Razumovsky, and
the mechanism proposed by H.S. Stolyarenko (2021;
2023). However, both of these mechanisms due to short
existence time of compounds participating in the pro-
cess (existence time is 104-10° s) and therefore the im-
possibility of determining them by analytical methods,
have not received exact confirmation or refutation.

The purpose of this study was to theoretically con-
firm the mechanism of ozone decomposition in aque-
ous solutions based on laboratory studies of suppress-
ing the formation of “thermal” nitrogen oxides during
the combustion of gaseous fuel using ozonised solu-
tions and to create kinetic models of the investigated
process based on the mechanisms of ozone destruction
in aqueous solutions, proposed by S.D. Razumovsky, and
the mechanism, proposed by H.S. Stolyarenko. For this
purpose, the following tasks were set:

e to investigate the process of suppressing the
formation of “thermal” nitrogen oxides during the com-
bustion of gaseous fuel using ozonated solutions;

e to develop kinetic mathematical models based
on the results of research into the process of ozone de-
struction in jet streams of aqueous solutions.

MATERIALS AND METHODS

Two mechanisms have been singled out, for which ki-
netic mathematical models were compiled and solved:
the mechanism proposed by S.D. Razumovsky (Mojiri et
al., 2019; Fan et al, 2020) (hereinafter the first meth-
od) and the mechanism proposed by H.S. Stolyaren-
ko (2021; 2023) (hereinafter the second method). The
purpose of this mathematical model, based on litera-
ture data and the results of studies of the intensifica-
tion of combustion processes, is to select from these
two mechanisms the one that would correspond to real
results of the studies. Research on the intensification
of combustion process consists in the use of oxygen
radicals to suppress the formation of “thermal” nitro-
gen oxides during the combustion of gaseous fuel. The
results of these researches are compared with the
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results of mathematical modelling and it is determined
which of the two mechanisms best corresponds to the
ongoing process.

The exit of radicals is determined by changing the
concentration of “thermal” nitrogen(ll) oxide in flue gas-
es. By simulating the process of the formation of “ther-
mal” nitrogen(ll) oxide before and after the introduction
of radicals into the combustion zone, it is possible to
calculate theoretical values of the concentration of the
radical in the combustion zone. By comparing the re-
sults of modelling by both mechanisms with the results
of research, the mechanism of the process can be es-
tablished. In laboratory studies, the degree of suppres-
sion of the formation of nitrogen(ll) oxides is achieved
by 80% (Stolyarenko, 2023). Ya.B. Zeldovich proposed
a chain scheme of nitrogen(ll) oxidation, in which free
oxygen and nitrogen atoms play an active role accord-
ing to reactions (1-2) (Cellek, 2022; Gao, 2022):

0,+M—0+0+M - 494 kl/mol (chain initiation); (1)
O+N,—NO+N - 314 kl/mol; (2)
N+0,—NO+0+134 ki/mol, (3)

0+0+M—0,+M+494 kl/mol (chain break). (4)

The concentration of oxygen in combustion prod-
ucts can be determined from the empirical equation
(Cellek, 2022; Gao, 2022)

aLo—Lo

Co,=0.21 722, (5)

where a is the coefficient of excess air; L_is theoretical-
ly necessary amount of air, m*/m3.

Initial concentration of atomic oxygen in the flame
during the combustion with an excess of oxidiser ac-
cording to the formula:

¢S = [K1\/Cop (6)

where [K] is the equilibrium constant (Cellek, 2022;
Gao, 2022).

61000

[K] = 1,3*10* exp(— 222, 7)

The reaction rate for each component taking into
account the decomposition reaction of nitrogen oxide
according to the reaction 2NO —%5 ,N_ +0,:

daCo,

~22 = 0; (8)
dCN2 2.
2= —kyCn,Co + ks(Cno)* ©)
d_‘;v = kZCOCNz - k3CNC02; (10)
ac
d—f = Cg - kZCNZCO + kSCNCOZ - k4(C0)2; (11)

ACno _
dt

= k,CoCy, +k3Co,Cy — ks(Cno)%  (12)

Reaction rate constants k,, k,, k,, k, according to
equations (Surl et al,, 2021; Cellek, 2022; Gao, 2022):

316500

=5,01-10" exp(——_—); (13)
ks =3,8-103 exp(— 33500), (14)
ks =11039VT; (15)

ks =3-10°exp( —2220), (16)

Solving the system of equations (8-12) by the
Runge-Kuttamethodat T=1300K,x=1.18,L =8.83m*/m’,
(O, =2.8 mg/dm*and pH =11, the dependence of the
change in the concentration of nitrogen(ll) oxide on
time is obtained (Chauhan & Srivastava, 2019; Ince et
al, 2021). The formation time of the equilibrium con-
centration of nitrogen(ll) oxide is taken to be 0.3 s.

The process of suppressing the formation of ni-
trogen(ll) oxide during the combustion of gaseous fuel
is based on the process of binding of atomic oxygen
by HO; radical according to the reaction (Ragupathi et
al, 2023)

HO;+0" —X¢ 5 HO;+0,. (17)

According to the chain scheme of nitrogen oxi-
dation, proposed by Ya.B. Zeldovich, the formation of
nitrogen(ll) oxide decreases with a decrease in the
concentration of atomic oxygen. Then the system of
equations taking into account HO;, radical will take the
form (18-22):

dCo,

20z o (18)

dCn, 2.
o —k,Cy,Co + ks(Cno)%; (19)

dc
d_N —_ kZCOCN k3CNC02; (20)
T Co = kaCny Co + ksCyCo, — ka(Co)” — k6CoChoss (21)
dc

dNO k,CoCy, + k3Co,Cy — ks(Cyo)?  (22)

Each mechanism of ozone decomposition in aque-
ous solutions is considered. The first mechanism of
ozone decomposition process in aqueous solutions is
presented in reactions (23-29). Reaction rate for O,,
OH-, HO", H*, O3, HO3, HO; taking into account the re-
action H,0 =3, frg” H*+HO" and assuming that CH,0=1:

45 _ .
=0 (23)
dCog—
;:I = _k7C03 Con— — k11Con-Chor — ky3; (24)
dCype
;‘1[0 = k7CO3COH_ - klOCO3COH_ - kIICOH_CHO'; (25)
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ac

L = ke Coz Cyt + ks (26)
dcdié_ = k7Co,Con— — kgCos~Cpy+; (27)
d%aé = k10Co,Cho; (28)

dc:Toa = k;Co3-Cy+ — koCyos 29)

Reaction rate constants: k,=1.9-10%, k,=1.9 - 10%,
ky=1-107, k,=2-10% k,=18-10° k,=3-10°,
k,,=2.86-10*s" (Feinberg, 2019; Tan et al., 2019; Liu et
al, 2023). The concentration of ozone at the phase
boundary is calculated according to the expression
(Stolyarenko, 2023):

Co—C
Co—Cp

=11- %exp( —4m%F,"), (30)

where F,' = Z—f is the Fourier diffusion criterion; C,, C
are initial concentration and concentration at the mo-
ment of time 6 Cp is the concentration at the phase
boundary.

RESULTS AND DISCUSSION
The idea of using a kinetic mathematical model to con-
firm or disprove one or another mechanism of ozone
decomposition in aqueous solutions belongs to the au-
thors of this article. This article presents the results of
these studies without comparison with the results of
other researchers, which are presented in this form for
the first time.

Reaction rate for O,, OH-, HO;, 0,7, HO", 0,7, O" as-
suming that CH,0=1:

V. Viazovyk et al.

dCon-
;TH = —ky4 - Cou~ + ky5 - Co - —
—kig - Co, - Con— + kaq - Co - ; (32)
dCyp.»
% =kiy - Co, - Con- + kys - Co,o= =
—k17 . CHOZ. : CO3 - k19 ' CHO' ’ CHOZ. +
+k20 N CHO' * CO3 + k22 ' CHO.CO.; (33)
dc,, -
:;Tz =ky, - CO3 < Cog- —kqs - C02°—; (34)
dCone
dOrH = ki " Co, - Cog=+ K17+ Co, - Co, —
—kig - C*yor — K19+ Cyo* * Cyoy- —
_kzz . CHO' . Co'; (35)
dcC, -
:z): = ki Con=Co, —ka1 - Cop— (36)
dcCpe
d_‘lr) =kig - Con* - Cro* — kap  Co* - Cyor. (37)

Reaction rate constants: k,,=1.2-10% k. =1.2-10%
k,=1.9-10%k ,=84-10%k =6.67-10' k =75-10",
k,=2-108 k,, =9.05-10", k,,=1.99- 10" s* (Tan et
al., 2019; Murphy et al.,, 2023). As a result of calculat-
ing the system of equations (23-29) and substituting
the obtained concentration of HO;, radical into the sys-
tem (18-22), the dependence of the concentration of
nitrogen(ll) oxide on time in the process of supressing
the formation of nitrogen(ll) oxide with the synthesis of
HO; radical according to the first mechanism is estab-
lished (Fig.1). The results of solving the system of equa-
tions (31-37) are presented in Figure 1, the dependence
of the concentration of nitrogen(ll) oxide on time in the
process of supressing the formation of nitrogen oxide
with the synthesis of HO;, radical according to the sec-

ac . . . .
?03 =0; (31) ond mechanism is also shown in Figure 1.
120
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Figure 1. Dependence of the formation of nitrogen(ll) oxide on time
Notes: 1 - before the introduction of radicals; 2 — according to the first mechanism; 3 - according to the second mechanism
Source: compiled by the authors based on compilation and solution of kinetic mathematical models of the ozone destruction

process in aqueous solutions
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Figure 2 shows the dependence of the degree of

suppressing the formation of nitrogen(ll) oxide on time

by both mechanisms. The results of the calculation of

100

the system of equations (23-29) are presented in Fig-
ure 2. The second process mechanism is presented in
reactions (1-5).
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Figure 2. Dependence of the degree of suppressing the formation of nitrogen(ll) oxide on time
Notes: 1 — according to the first mechanism; 2 - according to the second mechanism
Source: compiled by the authors based on compilation and solution of kinetic mathematical models of the ozone destruction

process in aqueous solutions

As can be seen from Figure 2, suppression of the
formation of nitrogen(ll) oxide with the synthesis of
HO; radical by the first mechanism almost does not
occur, because the concentration of HO; radical is syn-
thesised from HO" radical. On the other hand, the in-
fluence of HO" radical is impossible due to relatively
low quenching rate of HO* + O". In Figure 1, the curve
of the change in the concentration of nitrogen(ll) ox-
ide over time when using suppression of the formation
of nitrogen(ll) oxide with the synthesis of HO; radical

according to the first mechanism coincides with the
curve of the change in the concentration of nitrogen(ll)
oxide before the introduction of radicals, which also in-
dicates a low degree suppression of nitrogen(ll) oxide.
Suppression of the formation of nitrogen(ll) oxide with
the synthesis of HO; radical by the second mechanism
reaches almost 80% of the suppression of “thermal” ox-
ides. Figure 3 shows the dependences obtained for the
main compounds of the investigated process according
to the first mechanism.

35
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Figure 3. Dependence of changes in concentrations of substances over time according to the first mechanism
Notes: 1 - 100°Cox-; 2 - 100°Cho-; 3 — 10%°Cw; 4 - 10 Cor-; 5 - 1000 - Cro;
Source: compiled by the authors based on compilation and solution of kinetic mathematical models of the ozone destruction

process in aqueous solutions

The exit of HO; radical according to the second
mechanism is much higher than by the previous one
(Fig. 4). Comparison of Figure 3 and Figure 4 shows that

the exit of HO; radical by the first mechanism is an or-
der of magnitude lower than the formation by the sec-
ond mechanism. At the same time, the formation of HO*
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radical according to the first mechanism is 20 times low- to the second mechanism. In the first mechanism,
er than according to the second mechanism, and sever-  there is no superoxide radical, which plays an essen-
al times more ozonide radical is formed than according tial role in the formation of oxygen-containing radicals.
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Figure 4. Dependence of changes in concentrations of substances over time according to the second mechanism
Notes: 1 - 100°Cox-; 2 - 10 CHo; 3 - 10%°Co;-; 4 ~ 100 - CHo; (coincides with Co--); 5 - 10Co;-

Source: compiled by the authors based on compilation and solution of kinetic mathematical models of the ozone destruction
process in aqueous solutions

Due to the fact that only the concentration of “ther-  results of the simulation of the process of suppress-
mal” nitrogen(ll) oxides decreases and the concentra- ing the formation of nitrogen(ll) oxide are adequate.
tion of “fast” nitrogen(ll) oxides remains constant, it It can be concluded that the second mechanism of
is impossible to achieve 100% suppression. Thus, the  HO; radical synthesis more realistically reflects the
results of the experiments on suppression of the for-  processes that take place during the decomposition of
mation of nitrogen(ll) oxides, given in Table 1, and the  ozone with increasing pH of the solution.

Table 1. Ozone concentration after passing through alkaline solutions at a contact time, t=006 s

Ozone concentration, mg/dm 3
OAM costs, dm?/min
0.1n 0.01n 0.001n To the solution
0.5 2.5 2.55 261 2.8
1 1.6 2.3 2.35 2.4
2 1.7 1.9 1.95 2.1

Source: compiled by the authors based on G.S. Stolyarenko (2023)

Based on the data given in Tables 1-3, the depend-  radicals on time for a 0.1 n solution is calculated at
ence of the change in the concentration of HO; and HO*  different ozone-air mixture (OAM) rates.

Table 2. Ozone concentration after passing through alkaline solutions at a contact time,t=0.12 s

Ozone concentration, mg/dm 3
OAM costs, dm?®/min
0.1n 0.01n 0.001 n To the solution
0.5 2.5 2.6 2.8 2.8
1 2.0 2.05 2.1 2.4
1.65 1.85 2.0 2.1

Source: compiled by the authors based on G.S. Stolyarenko (2023)

Table 3. Ozone concentration after passing through alkaline solutions at a contact time,t=0.18 s

Ozone concentration, mg/dm 3
OAM costs, dm?/min
0.1n 0.01n 0.001n To the solution
0.5 2.3 2.6 2.7 2.8
1 1.6 2.25 2.28 2.4
2 1.55 1.8 1.9 2.1

Source: compiled by the authors based on G.S. Stolyarenko (2023)

Bulletin of Cherkasy State Technological University, Vol. 28, No. 4, 2023




Kinetic models of ozone decomposition mechanisms...

Figure 5 illustrates the formation of HO; radical at
a specific time point, with the time parameter denoted
as t=0.06 s. This graph provides a snapshot of the con-
centration of HO; radical at this precise moment during
the reaction or process under consideration.

The figure captures a moment in the kinetic process,
allowing for a focused analysis of radical formation at
the specified time of 0.06 s. The shape and trajectory

of the curves in Figure 5 convey information about the
rate of radical formation or depletion at this particu-
lar time instance. Upon examining Figure 6, an analy-
sis of the behaviour of HO; radical at the specific time
instance is possible. The features observed, including
the curve’s shape, its slope, and any distinctive patterns
present, provide valuable insights into the rate of radi-
cal formation or depletion during this particular period.

45
4 /’
§ 81 1_~T 2
g 3 L~ -
E 25 -~ // )
§ 5 // 3
£ 15 ,A —
] A/
2 =
S 05
0 }
0 0.01 0.02 0.03 0.04 0.05 0.06
Time, sec

Figure 5. Formation of HO; radical,t=0.06 s
Notes: 1 - OAM consumption is 0.5 dm 3/min; 2 - OAM consumption is 1 dm?/min; 3 - OAM consumption is 2 dm?/min
Source: compiled by the authors based on compilation and solution of kinetic mathematical models of the ozone destruction

process in aqueous solutions
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Figure 6. Formation of HO; radical,t=0.12 s
Notes: 1 - OAM consumption is 0.5 dm?/min; 2 - OAM consumption is 1 dm?/min; 3 - OAM consumption is 2 dm?/min
Source: compiled by the authors based on compilation and solution of kinetic mathematical models of the ozone destruction

process in aqueous solutions

Figure 7 illustrates the formation of HO" radical at a
specifictime.The analysis of Figure 7 enables to examine
the behaviour of HO® radical precisely at the time point
1=0.12 s.The features of the graph, including the curve’s
shape, its slope, and any distinctive patterns, provide
valuable information regarding the rate of radical for-
mation or depletion during this particular time segment.

In Figure 8, the graphs depict the relationships
governing the formation of oxygen-containing radicals
at different contact times, using kinetic mathematical
models to describe the underlying processes. A similar
trend is observed in Figure 9, where the concentration
varies linearly with the contact time.

Figures 5-8 show the dependences of the forma-
tion of oxygen-containing radicals at different contact
times according to kinetic mathematical models. As
can be seen from Figures 5,7, 8, the change in the con-
centration of HO; radical is linear and the time of the
reaction almost does not affect the course of radical
formation. The same is observed in Figures 7 and 9 for
HO* radical. The concentration of HO" radical itself is
an order of magnitude higher than the concentration
of HO; radical. The issue of ozone decomposition in
aqueous solutions has been discussed in the literature
for a long time. Competitive kinetics and scavenging
assay are commonly used for radical quantification.
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However, the accuracy of the two methods has been against organic indicators may disrupt the quantita-
challenged in electrochemical advanced oxidation tive relationship between indicator consumption and
processes since the strong reactivity of electrode radical concentration.
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Figure 7. Formation of HO" radical,t=0.12 s
Notes: 1 - OAM consumption is 0.5 dm?/min; 2 - OAM consumption is 1 dm?/min; 3 - OAM consumption is 2 dm*/min
Source: compiled by the authors based on compilation and solution of kinetic mathematical models of the ozone destruction
process in aqueous solutions
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Figure 8. Formation of HO;, radical,t=0.18 s
Notes: 1 - OAM consumption is 0.5 dm?/min; 2 - OAM consumption is 1 dm?/min; 3 - OAM consumption is 2 dm?/min
Source: compiled by the authors based on compilation and solution of kinetic mathematical models of the ozone destruction
process in aqueous solutions
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Figure 9. Formation of HO" radical at t=0.18 s
Notes: 1 - OAM consumption is 0.5 dm?/min; 2 - OAM consumption is 1 dm?/min; 3 - OAM consumption is 2 dm?/min
Source: compiled by the authors based on compilation and solution of kinetic mathematical models of the ozone destruction
process in aqueous solutions
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Authors S.Q.Yang et al. (2020) in the study focused
on screening suitable indicators and developing suit-
able methods for determining steady-state concentra-
tions of SO, and HO* (SO,) and HO" in several EAOPs
(Electrochemical Advanced Oxidation Processes) for
water treatment based on competitive kinetics and
scavenging assay. The applicability of modified meth-
ods and available indicators were investigated through
experimental and kinetic analysis. Only in anodic pro-
cess, the competitive kinetics was more appropriate
than scavenging assay and benzoic acid met the basic
requirement of being a competitor to determine the
HO". In the work of M. Nambari et al. (2021), a great
role was given to the ozone decomposition process. But
their attention was paid to catalytic decomposition.The
catalytic decomposition approach showed higher effi-
ciency and higher durability with no generation of con-
siderable by-products, particularly manganese oxide
(MnOx) based catalysts, which can decompose ozone to
oxygen at room temperature.

Researchers M. Whiteside and J.M. Herndon (2022)
in their study paid attention to the catalytic effect of
various compounds on the destruction of ozone. But in
this work, iron is considered as a catalyst. Iron in pri-
mary and secondary aerosols plays a crucial role in the
formation of ice crystals in cirrus clouds and in polar
stratospheric clouds that are involved in the formation
of ozone holes. Iron is associated with reactive oxygen
species, like HO* hydroxyl radical that destroys ozone
in the stratosphere. Iron is known to activate halogens
including chlorine, bromine, and iodine.

Authors Y. Wang et al. (2021) attributed an impor-
tant role to the formation of oxygen-containing radi-
cals. But there, more attention was paid to the process
of fluorescence assay by gas expansion of these rad-
icals and no attention was paid to other compounds.
E.R.Jans et al. (2022) also attributed a great role to the
processes of the formation of HO; radical in diluted
mixtures of H, of O, Ar single bond, CH, of O, Ar single
bond, and C,H, of O, Ar single bond excited by a repeat-
ed ns pulse discharge in a heated plasma flow reactor,
measured by Cavity Ringdown Spectroscopy, a kinetic
model was created. But there, more attention was paid
to the process of the formation of HO; radical and how
other compounds of ozone decomposition in the same
solutions were not considered in the previous work.
In the study of H.Zhang et al. (2021), the authors paid
attention to the influence of external factors such as
ultrasound on the destruction of ozone in the process
of wastewater treatment, which also took into account
the processes of ozone destruction, but with addition-
al influence of ultrasound. This greatly accelerated the
process of wastewater treatment.

However, all of them are based on the results of
chemical and instrumental analysis of compounds in-
volved in the process under investigation. As already
mentioned, all these compounds exist for a very short
time (hundredths and thousandths of a second), they

instantly change into one another, and even with mod-
ern methods it is impossible to claim with great confi-
dence that one or another compound has been analysed
and their concentrations are precisely determined. For
this reason, it is proposed to use a fundamentally new
approach to research the mechanism of ozone destruc-
tion in aqueous solutions, such as kinetic mathematical
models, which allow to determine the concentrations
and time of appearance of all necessary compounds us-
ing a mathematical apparatus and the results of labora-
tory studies of processes that are well studied and the
main thing is that it is possible to accurately analyse
the formation of compounds by chemical and instru-
mental methods.

CONCLUSIONS

Oxygen-containing HO® and HO; radicals occur in var-
ious chemical processes. The ozonation of aqueous
solutions is one of the common sources of oxygen-con-
taining radicals. But until this moment there is no pre-
cisely formed mechanism of this process due to its very
fast course and short existence time of most of com-
pounds that take part in it. There are many mechanisms
of decomposition of ozone in aqueous solutions. All of
them contain HO" and HO; radicals, but each mecha-
nism has a different role. The presence of other radicals
has been proven in all mechanisms. Even in D. Weiss’s
mechanism, the presence of superoxide radical was
proven using spectral analysis. In some mechanisms
(for example, E. Abel’s mechanism), the authors try to
take into account complex compounds formed during
the decomposition of ozone and determined spectral-
ly. Among the more modern mechanisms of ozone de-
struction in aqueous solutions, there are mechanisms
proposed by S.D. Razumovsky and H.S. Stolyarenko.

To establish the detailed mechanism of these re-
actions, kinetic mathematical models were compiled
and solved. With the help of mathematical models, it
is established that the formation of nitrogen(ll) ox-
ides when using the first mechanism almost coincides
with the formation without the introduction of radi-
cals into the fuel-air mixture. This indicates that this
mechanism of ozone decomposition does not provide
such an amount of oxygen-containing radicals, which is
necessary for the degree of suppressing the formation
of nitrogen(ll) oxides. According to experimental data,
the formation of nitrogen(ll) oxides when using the
second method is significantly less than without the
introduction of radicals. The degree of suppressing the
formation of nitrogen(ll) oxides, obtained in the mathe-
matical model and experimentally, is almost the same.
It is established that the degree of suppressing the
formation of nitrogen(ll) oxides by both mechanisms is
very different. According to the first mechanism, it is no
more than 1%, which is very different from the experi-
mental data, while according to the second mechanism,
the degree of suppression almost coincides with the
experimental data.
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Based on all of the above, it can be stated that
the second mechanism more realistically reflects the
process of decomposition of ozone in aqueous solu-
tions. Based on the results of mathematical modelling,
time dependences of changes in the concentration of
substances that participate in the decomposition of
ozone in aqueous solutions have been established.
The obtained results of research on the determina-
tion of the mechanism of ozone destruction in aque-
ous solutions will allow this process to be more widely
used in chemical industry in the future as a source of
environmentally friendly oxidants, which are oxy-
gen-containing radicals. Using a kinetic model of the
ozone destruction process in aqueous solutions, it is
possible to determine more accurate concentrations

V. Viazovyk et al.

Perspective areas of research in the chosen top-
ic are: the study of detailed reaction mechanisms and
ways of decomposition of ozone in aqueous solutions;
the study of the influence of environmental factors
such as temperature, pH, and the presence of other
chemicals on the kinetics of ozone decomposition.
They also include the study of catalytic effect of cer-
tain ions or compounds in aqueous solutions on the
ozone decomposition process; the use of quantum
chemical calculations to complement experimental
data, as well as the development of dynamic system
models that consider the interaction between ozone
decomposition, the formation of radicals, and other
relevant chemical processes, etc.

of oxygen-containing radicals at any moment of the ACKNOWLEDGEMENTS
process, which in turn allows to design equipment (for  None.

example, injection systems) for the intensification of

oxidation processes when obtaining various chemical ~CONFLICT OF INTEREST
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KiHeTMuHi Moaeni MexaHi3MiB po3Knaay 030HY Y BOAHMX pO34MHAX
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AnoTauis. OkcureHosMicHi pagukanu HO; i HO® € oaAHMMU 3 HaNeEKTUBHILLMX | €KONOTIHHO YMCTUX OKMCHMUKIB,
OLHUM 3 )Kepen IKMX € 030HOBAHi BOAHI PO34YMHU, MEXAHI3M NpoLeciB, WO BiAOYBaOTLCA B HUX, AOTenep
TOYHO He BCTaHOBNEHMIA. MeTa pob0oTH — NOPIiBHATH, NiATBEPANTM aB0 CPOCTYBATU MEXAHI3MMU, 3aNPOMNOHOBAHI
C. . PasymoBcbkuM Ta I. C. CTonsipeHKOM 1K HalbinbLl Cy4acHi, o 6a3yroTbCs Ha NpoLecax NPUrHiYeHHs YyTBOPEHHS
«TepMivHUX» okeuais HiTporeHy(ll) nig yac cnantoBaHHs nanuea. [1n5 UbOro 3a LONOMOroK KiHETUYHOI MaTEMATUYHOI
MofAeni [OCNioKEHO 3MiHY KOHLEHTPaLii BCiX CNONYK, WO 6epyTb y4acTb y NpoLEecax 030HOPYWHYBaHHS, y BOLHUX
pO34YMHAX Ta BMAMB LMX CMOMYK HA YTBOPEHHS «TEPMIYHMX» OKCUAIB a30TYy. B X04i AOCNiAKEHHS OTPUMAHO KiHETUYHI
MaTeMaTuUUHi Mogeni npouecy NPUrHiYeHHs YTBOPEHHS «TepMivyHUX» OKCUAiIB HiTporeHy(ll) npu cnantoBaHHiI
naavMBa 3 BUKOPUCTAHHSAM NpoLecy AeCTPYKLii 030HY Y BOAHMX PO3YMHAX 33 MEXaHi3MaMu, 3aNpONOHOBAHUMMU
C. . PazymoBcbkuM Ta I. C. CtonsapeHKoM. 3a pe3ynbTaTaMu NOPiBHAHHA 000X MEXaHi3MiB MOXHA CTBEPAXKYBATH,
wo MexaHi3M I C. CronspeHka 6inblw peanicTMyHO BigobpaXkae NpoLec po3kiafaHHS 030HY Y BOAHUX PO34MHAX.
Br3HauyeHo 3an1eXHOCTi 3MiHM KOHLEHTpaLii pe4oBUH, aKi 6epyTb y4acTb y Npoueci po3knagy 030HY Y BOAHMX
pO34MHaXx, Bif, Yacy, a TAKOX KifIbKOCTi 030HY, L0 BUTPAYAETLCS Ha Lel npouec. BCTaHOBNEHHS MeXaHi3My pyiHYBaHHS
030HY B LIMX XX€E PO34YMHAX | OTPUMAHI 3aNeXHOCTi [,03BONSTH DinbLU BifIlbHO BUKOPUCTOBYBATU KUCHEBMICHI pafnKanu
HO; i HO", aiKi yTBOPIOOTbCA NPU PYHHYBAHHI 030HY B LMX XK€ PO34MHAX, 4719 NPOLLECIB OYMLLEHHSA ra30BMX MOTOKIB,
0C06/MBO ANS iX AeHITpUdiKaLii, a TaKOX AN iHTEHCUDIKALT OKMCIOBANbHUX MPOLLECIB Y XiMiYHIM MPOMKUCIOBOCTI,
Hanpwknag, y BUpoOHULTBI a30THOI KUCNOTH

KntouoBi cnoBa: rigpoKCunbHWIA pagukan; NepoKCUOHWM pafduKan, pyMHYBaHHA O030HY; HiTporeH(ll) okcuaw;
OKMCTIOBaY
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Abstract. The integration of artificial intelligence technologies into data engineering gained significant relevancy
in the context of constantly growing volumes and complexity of data, which requires innovative approaches to
processing and analysis. The goal of the present study is to conduct a deep analysis of the implementation of
artificial intelligence into data engineering with a focus on the challenges occurring and perspectives of this
process. Research methods, such as analysis methods, comparison, systematisation, and systemic approach, were
used for an objective study of this phenomenon and revealing key aspects of this topic. Analysis revealed key
challenges, that include variety and instability of data, the importance of standardisation as well as ensuring
security of big data amounts. The importance of ethical aspects is underlined, and perspectives on automation
of analytical processes and improving prognostic analysis were also determined. According to the results,
employment of common standards improves the consistency of approaches, whereas improved algorithms
accelerate the processing of big data amounts. Employment of such technology as Apache Hadoop and Spark
for processing big data amounts and step-by-step introduction of artificial intelligence is also useful. Increased
decision explication also improves their understanding, simplifying interaction between experts and interested
parties, and simultaneously creating conditions for effective implementation and employment of integrated
artificial intelligence systems in data engineering. The compilation of ethical standards and legal mechanisms
creates an opportunity for responsible and balanced employment of these technologies, ensuring trust and
ethical compliance in the process of their implementation into various spheres of human activity. These results
determine perspectives for the development of this sphere and highlight its importance in a modern information-
based society. Integration of artificial intelligence into data engineering expands capabilities of automating
analytical processes, ensuring accurate predictions, and reducing manual labour expenses, creating opportunities
for effective management and reasoned decision-making in the data processing sphere

Keywords: intelligent systems; optimisation; security of use; automation of analytical processes; machine learning
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INTRODUCTION

In the modern information age, where data volumes
are growing exponentially, data engineering is proving
to be a key area to ensure effective management and
analysis of information. In this context, the integration
of artificial intelligence (Al) technologies is becoming
a necessity to cope with the complexity and volume of

data, which is turning into a real resource, a raw mate-
rial for strategic decision-making. The use o f machine
learning algorithms can greatly facilitate data analysis
processes, providing more accurate and faster results.
Given the fact that data is becoming an important re-
source for strategic decision-making, the integration of
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Al into data engineering opens up new opportunities
for the development of different approaches to data
analysis, allowing businesses to adapt to the rapidly
changing business environment.

Data engineering and Al, whose interaction is be-
coming a key factor in development, provide a new
level of data analysis and optimisation. High-tech Al
algorithms not only accelerate the processing of large
amounts of information, but also provide an opportu-
nity to automate and improve processes that require
high computing power and analytical skills. Integrating
Al technologies into data engineering can improve ef-
ficiency and cost-effectiveness in many areas. For ex-
ample, T. Shmatkovska et al. (2023) note in their paper
that technologies contribute to improved forecasting
accuracy and more informed management decisions
based on data analysis. In law enforcement, Al allows
automating the processes of verifying individuals, ana-
lysing large amounts of data from various sources, and
identifying potential risks, which helps to increase the
efficiency and speed of response of law enforcement
agencies, as pointed out in the article by O. Zachek et
al. (2023). However, other issues arise here related to
the need for changes in legislation on the introduc-
tion of Al. M. Ayala-Pazmino (2023) and U.M. Danchen-
ko (2023) note that in the field of education and sci-
ence, the use of Al can improve the quality of education
and research, contributing to the development of new
teaching methods and increasing the productivity of
research. A.l. Shevchenko (2023), having conducted an
extensive study of this topic, emphasises that the use of
this technology allows automating the analysis of large
amounts of data, reducing the time and effort required
to process them, which contributes to increased effi-
ciency and cost-effectiveness in many industries.

However, it is important to highlight the challenges
and prospects of integrating Al into data engineering.
From security and ethical issues to optimising data
processing and developing new technological solu-
tions, the integration of Al into data engineering is
changing the paradigm of information management.
Z. Hbur (2022), studying the issues of Al application in
Ukraine’s information security, emphasises its impor-
tance. In particular, it was proved that Al technologies
provide an opportunity to develop solutions with high-
er efficiency, which contributes to the rapid detection of
cyberattacks, the selection of optimal strategies for re-
sponding to security incidents, automatic assessment of
the relevance and consequences of incidents, and time-
ly response. Al’s ability to automate complex analytical
and decision-making tasks in real time is making sig-
nificant changes to the way people typically work with
large amounts of data. Delving deeper into these as-
pects allows better understanding the power of Al inte-
gration and identifying promising ways to use IT tech-
nologies in various industries, from business to science,
as studied by V. Khaustova et al. (2022). The increased
availability of large amounts of data, their complexity,
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and diversity necessitate the development of new strat-
egies for processing and analysis. The integration of Al
allows solving these problems by speeding up deci-
sion-making processes and enabling complex analyses
that were previously beyond the scope of capabilities.

The research aimed to study in detail the imple-
mentation of Al in data engineering, with a focus on
identifying the challenges and prospects of this pro-
cess. The objectives were to highlight key challenges
and opportunities, as well as to analyse important as-
pects that should be taken into account when imple-
menting these technologies in the modern information
environment.

MATERIALS AND METHODS

In order to thoroughly study the integration of Al tech-
nologies in data engineering and reveal its challenges
and prospects, this article used a variety of research
methods aimed at an in-depth analysis and objective
assessment of this phenomenon. During the research,
methods of analysis, comparison, system approach and
systematisation were used.

The comparison method included a thorough re-
view of the literature, where different approaches to in-
tegrating Al into data engineering were studied. Special
emphasis was placed on identifying differences and
similarities in methodologies used in known scientific
works and projects.An analysis of concepts,theories,and
definitions used in relevant scientific sources was car-
ried out to gain a deep understanding of the approaches
that define the role of Al in data engineering. This made
it possible to establish the common and distinctive fea-
tures of various concepts and clarify the terminological
aspects that were important for the precise definition of
the research context. In addition, in the process of com-
parison, the infrastructure, and tools that contribute to
the optimisation of the processing of large volumes of
data in the context of Al integration were compared.
This included an ecosystem of analytical tools, machine
learning platforms and other technical solutions used
to ensure the efficiency and speed of data processing
in accordance with defined strategies and methods.

During the work, an analytical method was used
to examine in detail the key concepts and technical
aspects of the integration of Al in data engineering.
The analytical approach made it possible to critically
evaluate the available data, identify trends and identify
gaps in the current understanding of this topic. Reviews
of experts actively implementing Al in the practise of
their activities were considered in detail. Their expe-
riences and conclusions are analysed, looking at the
technical aspects of Al integration, such as the use of
programming languages, algorithms, and architectur-
al solutions. This approach provided an opportunity to
understand the specific challenges and benefits faced
by practitioners, allowing for a detailed examination
of their practical experiences. An important stage was
the systematisation of the results obtained during the
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development of technical aspects of Al integration,
which included the use of different programming lan-
guages, the deployment of algorithms and the choice
of architectural solutions. The systematisation of tech-
nical details made it possible to structure information
according to the effectiveness and potential limita-
tions of Al integration.

The use of a system approach in the work made
it possible to study the object of research holistically,
in particular, to highlight a holistic approach to under-
standing the integration of Al in modern science and
practise. This, in turn, made it possible to highlight in
more detail the scale of the impact of the Al phenom-
enon itself, not only on the field of data engineering,
but also on society as a whole. During the research, in-

formation resources, participation in conferences and
interaction with professional communities were used.
This allowed following the latest trends and innova-
tions in the field of data engineering and Al, providing
the research with relevance and contemporary context.

RESULTS

By analysing various aspects of integrating Al technol-
ogies into data engineering of this process, successful
strategies and solutions have been identified that af-
fect data security, quality and integrity, standardisation,
optimisation of big data processing, and other key as-
pects (Talib et al., 2021; Grdger, 2021; Ebid, 2021). Ta-
ble 1 summarises the main challenges of Al integration
and their solutions.

Table 1. Challenges and solutions in the context of integrating Al into data engineering

Challenges Decision

Implementation of technologies for data cleaning and standardisation, use of quality

Low data quality and reliability control algorithms

Development of ethical standards and legal framework for the use of Al, definition

Ethical and legal issues . .
9 of transparent decision-making processes

High complexity of integration
with existing systems

Development of specialised interfaces and protocols for interaction between Al

and existing systems

High costs
and implementation issues

Study and implement effective cost reduction strategies, careful planning,

and phased implementation

Low interpretability of models

Use of methods and algorithms that provide greater comprehensibility

and interpretability of Al models

Data security and privacy risks

Applying advanced encryption tools, defining mechanisms to protect privacy,
and taking into account ethical aspects of security

Source: developed by the author

One of the challenges is to ensure a high level of
data security, as the integration of Al makes systems
more susceptible to various cyber threats and attacks.
Insufficiently protected infrastructure leads to the leak-
age of confidential information. While adaptive Al algo-
rithms can detect and respond to new types of threats,
they are also subject to targeted attacks that are be-
coming more sophisticated and difficult to detect. In
addition, the increasing level of automation in data en-
gineering, thanks to Al technologies, creates potentially
vulnerable access points for unauthorised intrusion. Al
technologies used to analyse data can lead to confi-
dential information leaks, especially if the algorithms
are not adequately protected against attacks and mis-
use. Integrating Al can push data processing and deci-
sion-making forward. However, this can lead to a large
amount of load on the system, which can be used for
denial-of-service (DDoS) attacks, and create unpredict-
able situations in the system. Using incorrect or distort-
ed data to train Al models can lead to inaccurate or dan-
gerous results. Employees and other internal users may
attempt to exploit the system by using intelligent algo-
rithms to uncover weaknesses and penetrate the system.

The study found that organisations that success-
fully integrate Al technologies into data engineering

actively use a combination of approaches to ensure
the highest level of protection. Elements of successful
solutions include encryption and decryption. Successful
integrations use modern encryption methods to protect
sensitive information in real time. Additionally, they
consider effective decryption mechanisms for secure
access. The use of intelligent threat detection systems
allows automatically detecting and responding to po-
tential cyber threats. Machine learning algorithms are
used to continuously improve the system in line with
new threats. High-quality integrations include access
security mechanisms and two-factor authentication to
increase the level of aauthorisation and reduce the risk
of unauthorised access. Event monitoring and logging
systems allow detecting suspicious activity in real time
and monitoring system changes. They use analytical
tools to identify normal and abnormal patterns of be-
haviour. In the context of cloud computing, successful
solutions provide strong data privacy protection using
advanced encryption and key management techniques.

Another challenge to integrating Al into data en-
gineering is data quality and purity. The use of poor
quality data in integration processes leads to incor-
rect analytical conclusions and decision-making errors.
Poor data quality can be caused by input errors, lack of
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standards, or outdated information. Duplication, insta-
bility, and a variety of data formats and structures arise
when integrating data from different sources. This can
create contradictions in information, complicating both
analysis and decision-making. The issues of data sim-
plification and standardisation are important aspects of
solving these problems. The need to use data cleaning
and normalisation algorithms arises to ensure that data
is homogeneous and complies with established stand-
ards. This process is key to identifying and correcting
errors. The use of old or outdated data in Al models
can lead to incorrect predictions and incorrect analyti-
cal results. Updating and regularly reviewing data is es-
sential to ensure that it remains relevant. For effective
Al integration, it is necessary to ensure that the data
source is reliable and trustworthy. Unreliable sources
can introduce errors and distort analysis results, and
identifying and correcting errors in large amounts of
data can be time-consuming, especially when using
machine learning algorithms.

Addressing data quality and integrity issues in the
context of integrating Al technologies into data en-
gineering requires a comprehensive approach and a
variety of strategies. For example, the introduction of
standards for data formats and structures simplifies
data integration. Simplifying data, reducing duplication,
and using common standards can make processing and
analysis easier. Using automated algorithms to clean
and normalise data can help identify and correct errors
and inconsistencies. Ensuring that data is regularly up-
dated, and monitoring systems are in place, can help
identify and correct incorrect and outdated information
in a timely manner. Use machine learning algorithms
to detect and correct errors and to predict future data
quality. Techniques such as classification and clustering
can be used for automated data analysis. Using open
sources and publicly available databases allows obtain-
ing high-quality and up-to-date data to compare and
update one’s own data. Error detection and prevention
systems can automatically detect and correct data er-
rors. These systems can use business logic rules and
machine learning algorithms. Involve staff and spe-
cialists to review and correct data, especially in cases
where context and details that are difficult to automate
need to be considered.

The diversity of data sources and their heteroge-
neity in formats and structures is a significant barrier
to integration. Data can come from a variety of sources,
such as databases, sensors, web services, etc. The diver-
sity of data formats and structures leads to heterogene-
ity in the presentation of information. This may include
differences in field names, data types, or even in the
definition of key attributes. In some cases, there may be
a lack of standardised formats for representing data in
a particular industry or context. The lack of common-
ly accepted standards makes it difficult to unify them.
Solving this problem requires standardisation and the
development of unified approaches to data processing.
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Develop a canonical data model that serves as a com-
mon and standardised format for all data sources. This
unifies the presentation of information and simplifies
integration. Defining a data description language (DDL)
to standardise the structures and relationships between
data sources promotes schema consistency and facili-
tates integration. A variety of data integration tools and
platforms are available that have built-in tools to ad-
dress heterogeneity, including Extract, Transform, Load
(ETL) processes and the use of middleware. Involve in-
dustry participants in the development and adoption of
standards for data representation in a particular area.
Creating common standards helps to unite the industry
and facilitates the exchange of data between different
systems. Use of Semantic Web technologies, such as the
Resource Description Framework (RDF) and the Web On-
tology Language (OWL), to create semantic data mod-
els. This allows not only coordinating schemas, but also
providing meanings and relationships between data.

Processing and analysing large amounts of data
can be a time-consuming task, especially when using
machine learning algorithms. Challenges stem from
computational complexity and the need for powerful
computing and storage resources. This leads to in-
creased costs and difficulties in conducting effective
maintenance. The transfer of large amounts of data
between different systems often encounters network
bandwidth limitations and, as a result, delays in the
integration process. Ensuring the security of large
volumes of data and reducing the risk of leakage or
unauthorised access becomes a challenge. The use of
technologies such as Apache Hadoop or Apache Spark
for distributed processing of large amounts of data
helps to divide computing and speed up analytical
operations. Using big data storage systems, such as
Apache HBase or Amazon S3, provides scalability and
efficient management of large amounts of information.
Data compression methods to reduce data size without
losing information help reduce storage requirements
and improve transmission efficiency. The use of cloud
computing platforms allows for scalability of resourc-
es depending on the needs and high availability. Data
preprocessing, such as filtering, weeding out uninform-
ative or duplicate data, helps to reduce the volume of
data and improve its quality. Increase network band-
width and optimise data transfer mechanisms for effi-
cient exchange of large amounts of information.

One important challenge is to understand and ex-
plicate the decisions made by an Al system. Failure to
define how algorithms make decisions can make them
difficult to adopt and implement. The lack of explica-
tion of how models work leads to a lack of trust in
them, especially in areas where ethical considerations
need to be taken into account and decisions need to
be explained. In many cases, such as in medicine or
finance, it is important not only to obtain a decision,
but also to understand how this decision was made to
justify its logic and objectivity. Using models that are
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easily interpreted allows explicating decision-making
processes. This may include the use of simple mod-
els that are easy to explain, algorithms that generate
explanations or justifications for each decision made.
Creating decision support systems that allow users
to request and receive detailed explanations for each
stage of decision-making.

The use of intelligent systems in the field of data
engineering raises ethical issues, in particular, in the
areas of privacy, discrimination and responsible use of
technology. Bias resulting from improperly trained al-
gorithms can cause discrimination in employment, fi-
nance, or justice. The use of Al may violate privacy and
personal data protection. In the process of addressing
this issue, it is proposed that the creation of independ-
ent ethics committees and regulatory bodies that define
standards and rules for the use of Al from an ethical and
legal perspective will help resolve this issue. It is also
worth paying attention to the introduction of algorithms
aimed at identifying and reducing bias in decisions, en-
suring fairness and equality. Develop and implement
mechanisms to ensure confidentiality and protection
of personal data, such as encryption and security pro-
tocols for information processing. Another solution is
to introduce ethical training in the educational pro-
grammes of specialists working with artificial intelli-
gence to raise awareness and understanding of ethical
requirements. Continuous monitoring and evaluation of
the impact of Al on society and individuals to identi-
fy ethical issues and address them in a timely manner.

Integrating Al can be costly and require significant
investments in hardware and staff retraining. It is im-
portant to balance the costs and expected benefits, giv-
en that integrating new technologies into existing sys-
tems can be complex and time-consuming, especially
in companies with large amounts of data and extensive
infrastructure. The use of Al requires the availability of
qualified specialists who can understand, configure,and
manage these technologies, which can be problematic
due to the shortage of specialists in the labour market.
It is suggested to use a strategy of gradual introduction
and scaling of Al technologies, which allows for their
gradual integration into existing processes without
suddenly affecting the entire business. Consideration
may be given to the use of off-the-shelf Al platforms
and solutions that can significantly simplify the inte-
gration process and reduce costs. Study the experience
of other companies and use the best practises in Al im-
plementation, which helps to avoid common mistakes
and optimise the process.

High-quality machine learning models can be poor-
ly interpreted, making it difficult to understand their
decisions and influence analytical conclusions. Many
modern Al models, such as neural networks, have a
complex structure, which can make their decisions dif-
ficult to interpret and understand for experts and users.
Some models may be black boxes, meaning that users
cannot access the internal mechanisms and parameters,

which affects their openness and verifiability. Hence,
when choosing models, give preference to those that
are more interpretable and generate explanations for
their decisions. Use visualisation techniques to present
how the models work and their impacts, which helps to
understand the decision-making process. Adding spe-
cial explanatory modules to the models that create or
provide explanations for specific decisions, which helps
to make them more interpretable. Use algorithms that
not only provide accurate results but also explain how
they were arrived at, such as SHapley Additive exPla-
nations (SHAP) or Local Interpretable Model-agnostic
Explanations (LIME). Provide training for professionals
and users to understand the principles of the models
used. Establish ethical standards regarding model in-
terpretability to ensure trust and transparency in areas
where this is important.

DISCUSSION

The introduction of Al into data engineering creates
several challenges and opportunities that require care-
ful consideration and a rational approach. Data engi-
neering is a key element in ensuring the success of Al
adoption by defining a sustainable framework for clean
and organised data.Among the key issues related to the
implementation of Al in data engineering are data reli-
ability and quality. Data scientists need to ensure that
data is reliable and of high quality to ensure that Al
systems operate efficiently. As Al relies heavily on input
data, the reliability, and quality of this data becomes
key to achieving optimal results. Compared to this
study, Y. Mohan and A.P. Singh (2022) take a different
approach in their article and consider the key aspects
of data management in the modern environment. The
article emphasises the need to create reliable data for
the effective use of Al, which is also evidenced by the
results obtained in this study. A high standard of data
quality is a prerequisite for the accuracy and reliability
of Al analytical models. Data reliability is determined
by its validity and resistance to internal or external in-
fluences. If the data is not reliable, there is a risk of
incorrect analysis and inaccurate decision-making by Al
systems. Also, high data quality means that the data is
clean, accurate, and complies with specific standards.
In this context, data preparation for machine learning
models becomes an important issue, requiring a lot of
effort from data scientists and engineers. In addition, as
noted by S. Martinez-Fernandez et al. (2022), research
related to software testing and software quality is very
common, while areas such as software maintenance
are ignored. Comparatively, there is a similarity in the
findings, which is that data-related issues are the most
persistent problems.

Data development turns out to be key in the process
of collecting, cleaning, and transforming data to train
Al models. Sources and methods of data collection are
identified, including sensors, databases, text sources,
and more. Data cleaning includes the process of elimi-
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nating errors, identifying and correcting incomplete or
incorrect records. This stage is important because the
quality of the input data determines the accuracy and
reliability of Al models. Data transformation ensures
that the data is suitable for use in Al training algorithms.
This may include standardising formats, extracting im-
portant features, or even creating new characteristics
to improve the predictive ability of the models. Com-
pared to the author's results J. Serey et al. (2021) also
offer an in-depth review of data development strategies
and techniques for effective Al use. The paper details
data sources, including sensors, databases, text sourc-
es, and more, and offers practical tips on how to col-
lect and process them. What is different from this work
is that J. Serey et al. (2021) focus more specifically on
the methods of collecting and processing information.
The prospects for implementing Al in data engi-
neering are significant. For example, improved data
discovery, where Al technologies can optimise the data
search process, saving time and effort for data consum-
ers and providing access to a wider range of data. How-
ever, it is also necessary to keep in mind the security
and ethical aspects of using Al in data engineering, as
outlined in these results and in the work by S. Bharati
and P. Podder (2022). It is important to keep in mind
that the growing power of Al technologies should be
used responsibly. Referring to the article by A. Baird and
B. Schuller (2020), ethical standards should become an
integral part of the development and use of integrated
Al systems, as noted in the case study. The results have
much in common. Ensuring transparency and account-
ability in the choice of algorithms, data processing, and
decision-making is an important condition for the adop-
tion of these technologies. Organisations that integrate
Al into data engineering must adhere to ethical princi-
ples and implement technical means to ensure confi-
dentiality and protect personal data. When integrating
Al into data engineering, the possible implications for
data privacy and security should be considered. Data
engineers and developers should actively work to de-
velop and refine an ethical framework for the use of Al
in this context. The overall goal is to create integrated
systems that not only effectively harness the power of
Al in data engineering, but also ensure a high level of
ethics and security for all users and stakeholders.
Simplified data integration and interoperability is
a key benefit of implementing Al in data engineering.
Al allows easily and efficiently combining different sys-
tems and data formats, removing barriers to interaction
between different sources of information. Al systems
can use algorithms and methods that automatically
adapt to different data formats and understand their
structure. One example is the introduction of natural
language processing algorithms that allow recognition
and adaptation to textual information from various
sources, as described by J.M.John-Mathews et al. (2022)
and F. Fui-Hoon Nah et al. (2023). This is interesting
to consider in further research, as such approaches
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create a convenient and flexible mechanism for sim-
plified data integration and interaction. Comparing the
results of these authors, it is possible to note a differ-
ence in the specifics of the research topic and a deeper
approach to the study of a particular object. The inte-
gration of Al into data processing services is expect-
ed to revolutionise data management, making it more
scalable and cost-effective, as indicated by I.H. Sark-
er (2022). When comparing the results, it is worth not-
ing the similarity in the definition of the revolution in
information management.

Automation of data pipelines, enhanced by Al tools,
is a strategic direction of data engineering develop-
ment and means the use of algorithms and intelli-
gent systems to optimise and automate various stages
of data processing, which greatly facilitates the work
of data developers. Al tools can implement technolo-
gies for automatic pattern detection, algorithms, and
self-adaptive automated monitoring systems.According
to A.R. Patel et al. (2021), this allows optimising work-
flows, reducing labour intensity and risks of errors dur-
ing data development, which is also indicated in this
study. In their work, experts note that the introduction
of automation into data pipelines allows developers to
focus on more valuable tasks, such as strategic plan-
ning, analysis, and improving data integration.

Machine learning and big data analytics play a key
role in identifying risks as well as building accurate
forecasts, which are necessary for strategic planning
in various fields, as noted in the work by C. Zhang and
Y. Lu (2021) and the study by J. Johnk et al. (2021). The
difference between the results obtained lies in a clear-
er focus on the application of Al in the field of data
analytics, and at the same time, more accurate results.
An important aspect of integrating Al into data engi-
neering is addressing the problem of data heterogenei-
ty and standardisation, which requires the development
of universal approaches to processing various formats
and sources of information, as confirmed by the results
of S.S. Gill et al. (2022) and this study. All of this indi-
cates that the integration of Al into data engineering
is becoming not only a technical challenge, but also
requires a comprehensive approach that takes into ac-
count the economic, ethical, and social dimensions of
this innovation process.

Thus, the prospects for implementing Al in data
engineering include enhanced data discovery, facilitat-
ed data integration, improved data management effi-
ciency, and automation of data engineering processes.
A successful transition to the use of Al in data engi-
neering involves addressing issues related to data re-
liability, quality, preparation, and automation. Harness-
ing the potential of Al can optimise data integration
and processing, facilitating the effective use of these
technologies in data engineering. The development of
Al technologies in data engineering opens up new ho-
rizons for working with large volumes and diversity of
data. Important aspects such as ensuring data security,
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improving the quality and purity of information, and
addressing ethical and legal issues are becoming key
focuses on modern information architecture. In the con-
text of dynamic monitoring and forecasting of trends in
data analytics, the role of Al is critical.

CONCLUSIONS

The integration of Al technologies into data engineer-
ing is a relevant and promising area of development
in the modern information environment. Despite chal-
lenges such as financial costs, complexity of integration,
and ethical issues, the benefits of increased efficiency,
speed, and the ability to work with large amounts of
data create positive prospects for the development of
this area. The study results indicate that the integration
of Al technologies into data engineering significantly
improves various aspects of data processing, analysis,
and security, making it an important area for the de-
velopment of organisations in the modern information
environment. First and foremost, the use of Al technol-
ogies allows increasing the efficiency of data process-
ing and analysis, simplifying routine tasks and bringing
them to a new level of automation.

Integration of machine learning algorithms helps
to improve data security by allowing timely detection
and prevention of possible threats. It is important to
consider the interpretability and openness of models as
a key element of trust in the Al systems used. The intro-
duction of Al stimulates the development of new tools
and technological solutions that expand the ability to
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PO3KPUTTA KNHOYOBMX aCnekTiB AaHOT TeMU. AHANI3 BUSBMB KIHOYOBI BUKIMKM, LLLO BKIKOYAKOTb Pi3HOMAHITHICTb Ta
HecTabiNbHICTb AaHMX, BRXXIUBICTb CTAHAAPTM3ALI, @ TaKoX 3abe3neyeHHs be3nekn Bennkux obcaris iHpopmauii.
MNiAKpecntoeTbCs TAaKOX BAXKIMBICTb €TUYHUX aCMNEKTIB, @ TAKOX BU3HAYEHI MepCneKkTMBU B aBTOMaTM3aLii aHaNiTUYHMX
npoLeciB Ta NOKPaLLEHHI NPOrHOCTUYHOMO aHanisy. 3rigHo 3 pe3ynbTaTaMu, 3aCTOCYBAHHS CNifIbHUX CTAaHAAPTIB
NMOKPALLYE Y3roAXKeHiCTb NiAXOAIB, @ BAOCKOHANEHI aNirOpUTMKU NPUCKOPHOOTL 06p0oBKY BENMKKMX 06CATiB AaHMX.
KopucHMM € BUKOPUCTAHHS TEXHONOTIiW, Takux ik Apache Hadoop Ta Spark, ans 06pobku Benmkux obcsrie gaHux, a
TaKOX CTpaTerii MoCTynoBOro BNPOBaAXKEHHS LTYYHOrO iHTENeKTy. 36inblleHa ekcnaikauis pilleHb CNPUSE IXHbOMY
PO3YMiHHI0, NONIETLYOYM B3aEMOLI0 MiX daxiBUsMM Ta 3aLikaBNeHUMK CTOPOHAMM, Ta BOAHOYAC CTBOPIOE YMOBU
nng eeKTMBHOro BNPOBaAXEeHHS Ta BUKOPUCTAHHS iIHTEFPOBAHMX CUCTEM LUTYYHOrO iHTENEKTY B iHXeHepil AaHuX.
BupobneHHs eTUYHKMX CTaHAAPTIB Ta NPaBOBMX MEXAHI3MiB BiAKPMBAE WX 40 BiLNOBiIAaNbHOrO Ta 36aNaHCOBAHOIoO
BMKOPUCTaHHS LIMX TEXHONOTIN, 3abe3neyyoun AOBIpY Ta €TUYHICTb Y NPoLLeci iX BNPOBaAXKEHHS B Pi3HOMAHITHI
cdepw pisgnbHocTi. LLi pe3ynbTaT BU3Ha4aoTb NepcnekTMBM PoO3BUTKY L€l 06nacTi Ta NigKpecntooTb i BaXNUBICTb Y
Cy4acHOMYy iHdopMaLiitHOMY cepeaoBULL. IHTerpaLis WTYYHOrO iHTENEKTY B iHXEHEPI0 AaHUX PO3LUMPIOE MOXIUBOCTI
aBTOMATU3aLlii aHANITUYHMX NPOLLECiB, 3abe3neyuyroum TOUHI MPOrHO3M Ta 3MEHLLYHOUYM BUTPATH Ha py4HY poboTy, Lo
BiAKPMBAE NepcnekTMBM Ans eeKTUBHOIO YNPaBiHHS Ta NPUMHATTS 06rPYHTOBAHMX CTPATEriYHUX pilleHb Y ranysi
06pobku iHbopMaLii

KniouoBi cnoBa: iHTenekTyanbHi CMCTEMM; ONTMMI3aLig; Ge3neka KOPUCTYBAaHHSA; aBTOMATM3aUis aHaNiTUYHMX
NpOLLeCiB; MalIMHHE HAaBYaHHS
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