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INTRODUCTION
The relevance of this study lies in the development of 
conflict-free replicated data type algorithms (CRDT), 
which are becoming an essential part of digital life 
and have a wide range of applications in various in-
dustries. The use of CRDT has become an important 

Abstract. Analysing and selecting algorithms for collaborative text editing, especially implementing conflict-free 
replicated data types, is critical to understanding how modern systems can achieve real-time collaboration while 
ensuring data integrity. The purpose of the study is to review various collaborative editing algorithms and conduct 
a comparative analysis to understand their advantages, disadvantages, and applications. Statistical methods, 
methods for analysing algorithms and their use in real-world scenarios are used. The study results showed 
that the use of collaborative text editing algorithms contributes to solving important tasks and challenges in 
the modern world of information technology. Collaborative editing algorithms are determined to facilitate real-
time communication and information exchange. This is especially important in the context of remote work and 
communication, which have become the standard for many organisations. Collaborative text editing is widely used 
in various fields and industries where teamwork, real-time collaboration, and document sharing are essential, such 
as scientific research, education, software development, book and manuscript editing, legal cooperation, contract 
draughting, medical reports, etc. In addition, using optimised collaborative editing algorithms helps reduce the 
time required to process data and create text materials. Collaborative editing algorithms have a wide range of 
applications in research, business, and education. They allow teams and individual users to solve problems more 
efficiently and work together on projects. The ability to use the results obtained in practical activities will allow 
using algorithms for joint text editing for further innovation and development of information technologies, which 
will allow working together and exchanging information with the whole world in real-time

Keywords: distributed systems; key operations; Logoot; Astrong; Logarithmic Sequence; Replicated Growable Array

tool for editing text and large amounts of information, 
and working together on a document. In addition, the 
use of collaborative text editing algorithms can help 
increase efficiency and productivity. Due to CRDT, us-
ers can work together on texts in real-time, make joint  
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on documents and information. However, the study 
does not include a comparative analysis of the RGA al-
gorithm with other text analysis methods.

According to M. Kleppmann et al. (2021), replicat-
ed tree data structures are the fundamental building 
block of distributed file systems. Their paper intro-
duced the LSEQ (Logarithmic Sequence) algorithm, 
which handles arbitrary simultaneous modifications 
on trees while ensuring that the tree structure remains 
valid. However, this paper does not provide detailed 
guidance on the practical implementation of the LSEQ 
algorithm. O.  Shchetynina  et al.  (2022) reviewed the 
Trello multi-platform project management system. In 
the study, an experiment was conducted that proved 
the effectiveness of using Trello. The paper did not 
consider CRDT as an object of research, but an exper-
iment and the use of the Trello platform demonstrat-
ed the effectiveness of using these algorithms. From 
a study by H.H. Kirychek and A.I. Chubich  (2020), this 
platform uses a project management paradigm known 
as kanban. This paradigm uses methods that prevent 
overloading team members.

According to D. Brahneborg et al. (2022), most CRDTs 
are based on some variant of atomic translation, as this 
allows them to maintain causal relationships between 
updates of multiple objects. However, the overhead of 
this atomic translation is unnecessary in systems that 
process only independent CRDT objects. The research-
ers identified a set of use cases for tracking resource 
usage, where there is a need for a replication mech-
anism with less complexity and network usage com-
pared to using atomic translation. The study does not 
include a comparative analysis of CRDT with other data 
replication methods, including traditional approaches.

The purpose of the study is to review and compare 
CRDTs, such as Logoot, RGA, LSEQ, Astrong, and under-
stand the advantages and disadvantages of each of the 
algorithms. The following tasks were formed in the ex-
amination of joint text editing algorithms to achieve this 
goal: detailed analysis of joint text editing algorithms, 
in particular, Logoot, RGA, LSEQ, and Astrong, with the 
definition of their basic principles and functionality; 
identifying the advantages and disadvantages of each 
of these algorithms to evaluate their effectiveness and 
suitability for specific use cases; considering the prob-
lems of conflicts and consistency that may arise when 
using these algorithms and suggesting possible strate-
gies for solving them. This study can help to understand 
the algorithms used in text editing and create new ap-
proaches to collaborative text editing.

MATERIALS AND METHODS
By analysing the papers of researchers such as: 
B.  Nédelec  et al.  (2013), M.  Nicolas  et al.  (2020) and 
F. Jacob et al. (2021), data containing information about 
the performance and efficiency of various algorithms 
and their functioning under different usage condi-
tions were selected. This analysis allowed obtaining  

edits and changes. This is especially important in teams 
and groups of people working on joint projects or doc-
uments from a distance. Research on collaborative 
text editing algorithms is important because it helps  
understand how these algorithms work, their advan-
tages, and limitations. This opens up the possibility  
of developing new and improved collaborative editing 
techniques that help improve the efficiency and pro-
ductivity of working with texts. Such investigations 
can also have practical applications in various fields, 
including education, scientific, business, etc.

The main problem of the study is the preservation 
of consistency in distributed systems, as they are be-
coming more common in the modern digital world, and 
the emergence of conflict situations when trying to up-
date data simultaneously. This problem is particularly 
relevant in modern digital world, where working to-
gether on documents and data in real-time is becoming 
the standard. Investigating collaborative text editing 
algorithms allows understanding how these algorithms 
help solve this problem and what aspects of distributed 
systems and conflicting text editing affect their con-
sistency and efficiency. The study results can have im-
portant practical applications for developing systems 
that provide reliable and conflict-free collaborative text 
editing, which is becoming an increasingly important 
aspect in the modern world of information technology.

According to N.  Saquib  et al.  (2022), CRDT (Con-
flict-free Replicated Data Types) are abstract data 
types that provide a principled approach to asynchro-
nous data mismatch matching. The researchers not-
ed that this is very important for modern distributed 
systems, where data access must be reliable and fast, 
even in possible data discrepancies. The paper does 
not provide detailed instructions on the practical im-
plementation of algorithms. A study on cloud services 
that support real-time document collaboration was 
conducted by O. Medvedovska and V. Yatsenko (2021). 
They examined the functionality of individual applica-
tions, such as Google Docs and Google Drive, that use 
CRDT structures. The results obtained proved that the 
use of a tool that supports joint work on the document 
showed labour efficiency. The study does not consid-
er collaborative text editing algorithms as an object 
of research, but the effectiveness of using these algo-
rithms can be seen in the example of the Google Docs 
cloud environment since collaboration on a document 
is conducted without conflicts.

F. Hu and R.H. Trivedi  (2020) used the RGA (Rep-
licated Growable Array) algorithm to position a hotel 
brand and map the competitive landscape using text-
based content analysis. This approach demonstrates 
the importance of collaborative text editing algorithms 
in various areas, including analysing large amounts of 
text information for making business decisions and im-
proving brand strategies. The use of algorithms such as 
RGA helps in effective data management and analysis and 
in solving tasks related to text editing and collaboration  
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objective information on how different text editing 
algorithms work in real-world scenarios. Using this, 
the advantages and disadvantages of each of the al-
gorithms under study, their performance, and their 
interaction with other parts of the system were es-
tablished. This approach collecting objective data that 
plays an important role in making informed decisions 
when choosing and configuring algorithms for specific 
applications.

In addition, statistical methods were used for a de-
tailed examination of joint text editing algorithms. Us-
ing these methods allowed conducting a quantitative 
analysis of data to determine the statistical importance 
of various parameters and factors affecting the perfor-
mance of algorithms. Statistical methods also helped in 
the comparative analysis of various algorithms, identi-
fying their advantages and disadvantages in terms of 
statistical indicators. This approach allowed obtaining 
objective data on the effectiveness and performance of 
various CRDTs, which is important for making informed 
decisions when choosing a specific algorithm for a spe-
cific application. This analysis also allowed identifying 
opportunities for improving and optimising existing al-
gorithms to improve their efficiency.

In the course of the study, the method of analysing 
algorithms was used. This technique involved a detailed 
review and analysis of the operation of specific algo-
rithms for joint text editing and their theoretical foun-
dations. The analysis of algorithms helped to reveal the 
specifics and features of each algorithm, understand 
exactly how they solve the problem of joint text editing 
and what aspects are important for their effective work. 
In addition, using the analysis, it was possible to deter-
mine exactly how each algorithm solves the problem 
of joint text editing. The analysis method thoroughly 
investigated the mechanisms underlying various CRDTs 
and allowed understanding how they handle and syn-
chronise text editing between users.

Algorithms such as Logoot, RGA, LSEQ, and Astrong 
were also considered. These algorithms were chosen 
for examination and comparison because of their rel-
evance and importance in the field of collaborative 
text editing. The selected algorithms are representa-
tive examples of different approaches to solving the 
problem of joint text editing, and each of them has its 
own unique features and advantages. A comparative 
analysis of these algorithms allowed identifying which 
specific algorithms were more effective under certain 
conditions. A detailed analysis of the data identified 
the strengths and weaknesses of each algorithm, their 
speed and stability under different conditions of use. 
Implementation methods were considered for some of 
the above algorithms. This enabled a greater under-
standing of how these algorithms can be implemented 
in practise. In addition, the implementation of algo-
rithms allowed clearly understanding the functioning 
of the algorithm and determining how they interact 
with real data and users in specific conditions.

RESULTS
Detailed overview of CRDT collaborative text editing al-
gorithms and their functions. For a better understanding 
of collaborative text editing algorithms, it is necessary 
to get familiarised with the theoretical aspects and us-
age examples. Notably, an important aspect in examin-
ing of CRDT is the understanding of conflict-proof rep-
licated data structures that underlie many collaborative 
text editing algorithms. In this section, the algorithms 
that are widely used in practise are discussed. Logoot is 
a CRDT algorithm for supporting collaborative editing 
on distributed systems. It was presented by S. Weiss et 
al. (2009). Logoot was designed to provide better per-
formance than previous CRDT algorithms such as Tree-
doc and WOOT (WithOut Operational Transforms). Lo-
goot is based on the idea of encoding each element in 
a data structure using a sequence of integers, enabling 
the efficient insertion and deletion operations.

The Logoot algorithm presented an editable doc-
ument as a sequence of lines, where each line is a se-
quence of characters. Each character was represented 
as a tuple (i, c), where i – the unique identifier for that 
character and c – its value. Logoot gave each character 
a unique identifier, encoding its position in the docu-
ment using a sequence of integers. Logoot used a tree-
based data structure, which allowed efficient character 
insertion and deletion operations and fast search and 
retrieval. Figure 1 shows part of the Logoot algorithm 
implementation code.

Figure 1. Implementation of part of the Logoot 
algorithm in the Elm programming language

Source: GitHub (2016)

import Logoot exposing (empty, insert, toList)
pid = ([(2, 3)], 0)
logoot1 = empty
     |> insert pid "hey!"
     |> remove pid "hey!"
     |> toList
logoot2 = empty
     |> remove pid "hey!"
     |> insert pid "hey!"
     |> toList
result = logoot1 == logoot2 -- True

The presented code demonstrated the “commutativ-
ity” property of the Logoot algorithm when inserting and 
deleting characters. Notably, Logoot ensures that char-
acter insertion and deletion operations are commuted, 
meaning that the order in which they are performed 
does not affect the final result. Logoot supports three 
key operations: insert, delete, and merge. Logoot first 
generates a unique identifier for that character based 
on its position in the document to insert a new char-
acter into a document. The ID consisted of a sequence 
of integers that indicated a place in the document  
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structure. The algorithm then found a suitable place to 
insert a new character in the document, considering the 
order of identifiers. This allowed inserting characters in 
the correct order and ensuring that their IDs are unique. 
After that, the document structure was updated accord-
ingly. Logoot simply marks the character as deleted, 
setting its value to null to remove a character from a 
document. The deletion operation does not remove the 
character from the document but marks it as deleted, 
which allows saving the document’s editing history and 
resolving contradictions between different versions. 
Merging was used to resolve contradictions between 
different versions of a document that were edited simul-
taneously by different users. Logoot has integrated two 
versions of the document, applying changes from each 
version in the order they are executed. This maintains 
the consistency of the document and avoids conflicts.

The algorithm showed good performance in 
terms of scalability and memory usage. It can process  
documents of any size, and its memory usage increas-
es logarithmically with the document size. Logoot also 
proved to be faster than previous CRDT algorithms, 
such as Treedoc and WOOT, especially for large docu-
ments. In one study, Logoot was compared with other 
CRDT algorithms for collective real-time editing. The 
results showed that Logoot has the best performance 
in terms of speed with low latency and high through-
put while maintaining consistency and correctness 
(Karayel & Gonzàlez,  2022). RGA is a CRDT algorithm 
for supporting list-like data structures in distributed 
systems. It was introduced by Hyun-Gul Roh, Myeongjae 
Jeon, Jin-Soo Kim, and Joonwon Lee in 2011. RGA was 
designed to address the limitations of previous CRDT 
algorithms for list-like data structures such as WOOT 
and Treedoc. These algorithms were inefficient for large 
lists or for many simultaneous edits. RGA is based on a 
sequence of positions and characters, similar to Logoot, 
but uses the latest method for processing simultaneous 
edits (Roh et al., 2011).

The algorithm represented a list as a sequence of 
positions and symbols. Each position represented the 
location of a character in the list, and each character 
had a unique identifier and value. Unlike Logoot and 
LSEQ, RGA did not use a hierarchical data structure but 
presented the list as a sequence of nodes connected 
by pointers. Figure  2 shows part of the implementa-
tion code for this algorithm. The above code is a rep-
resentation of the sequence of operations for editing a 
document in joint text editing. RGA supports two main 
operations: insert and delete. Each character in the 
document has its own unique identifier, which is gener-
ated based on its value and position in the document. 
This allowed accurately defining each character and 
avoiding conflicts when inserting at the same time. RGA 
generates a unique identifier based on the previous and 
next characters in the sequence and assigned the char-
acter a position between them to insert a new charac-
ter. This allowed inserting characters at any point in the 

Figure 2. Implementation of part of the RGA algorithm 
in the Rust programming language

Source: GitHub (2021)

agent: 'abc',
  seq: 10,
  ops: [{
     type: 'insert', // <-- This insert is ('abc', 10)
     content: 'x',
  }, {
     type: 'delete', // <-- deletes don't bump the version
  }, {
     type: 'insert', // <-- This insert is ('abc', 11)
     content: 'y',
}]

}

{

sequence. RGA marked it as deleted, setting its value to 
null to delete the character. Deleted characters are not 
removed from the data structure, but they are marked 
as deleted and excluded from subsequent operations. If 
there are conflicts where two or more users delete or 
insert characters in the same place, the RGA uses the 
“bookmarks” technique (special markers that indicate 
that the character has been deleted). They are distribut-
ed to other nodes in the system to ensure consistency.

The RGA algorithm showed good results in terms 
of scalability and performance. It can handle large lists, 
and a large number of simultaneous edits, and mem-
ory usage increases linearly with the size of the list. 
RGA also performed well in real-world applications, 
such as collective text editing and chat applications. 
V.B. Gomes et al. (2017) compared RGA with other CRDT 
algorithms for list-like data structures in a collective 
text editor. The results showed that RGA had better 
performance than other algorithms, with lower laten-
cy and higher throughput. RGA also had better con-
vergence properties, which means it handled conflicts 
better and provided consistency when editing simul-
taneously. LSEQ is a CRDT algorithm for maintaining 
list data structures in distributed systems. It was de-
veloped by B. Nédelec et al. (2013). LSEQ was designed 
to improve the scalability and performance of previous 
CRDT algorithms for list data structures such as Tree-
doc and RGA. These algorithms had limitations in terms 
of scalability and efficiency, especially when working 
with large lists or high levels of simultaneous edit-
ing. LSEQ is based on a sequence of integers, similar 
to Logoot, but uses a more efficient encoding scheme.

The algorithm represented a list as a sequence of 
integers, where each number represents the position 
of a character in the list. The encoding scheme used 
by LSEQ enabled the efficient insertion and deletion of 
characters and quick searching for and bypassing them. 
LSEQ uses the binary search tree data structure to store 
integers, which allows efficiently combining different 
versions of the list. Each character in the document is 
represented by an integer corresponding to its posi-
tion in the document. These numbers are encoded to 
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be unique and allow efficient insertion and deletion of 
characters. One of the critical features of LSEQ is the 
ability to effectively combine different versions of the 
list that occur when users edit simultaneously. This is 
done using a binary search tree and a special join al-
gorithm. The main goal of LSEQ is to ensure efficient 
insertion and removal of characters in a text document 
and avoid conflicts between users who are editing the 
document at the same time.

LSEQ supports two key operations: insert and de-
lete. A unique integer is generated for to insert a new 
character into the LSEQ list. This integer determines the 
position of the character in the document. Unique num-
bers are generated in such a way that they are unique 
and ensure that the characters are sorted. A character is 
removed from the LSEQ list by marking the character as 
deleted and setting its value to null. Deleted characters 
remain in the tree, but they are not counted in further 
editing operations. When conflicts occur during simulta-
neous edits, LSEQ uses a technique known as “path copy-
ing” to resolve these conflicts. This means creating a new 
subtree that represents the version of the list with the 
changes made. The path is copied from the root of the 
binary search tree to the position of the edited character.

The LSEQ algorithm showed good results in terms 
of scalability, performance, and memory usage. It is ca-
pable of handling very large lists and high levels of si-
multaneous edits, with memory usage increasing loga-
rithmically as the list size increases. LSEQ also has good 
convergence properties, maintaining consistency and 
correctness even under simultaneous editing condi-
tions. In the study of by M. Kleppmann et al. (2021), LSEQ 
was compared with other CRDT algorithms for list-like 
data structures in distributed text editors. The results 
showed that LSEQ has the best performance in terms of 
low-latency and high-throughput speeds, while main-
taining consistency and correctness. LSEQ was identi-
fied to be more efficient than previous CRDT algorithms 
such as Treedoc and RGA, especially for large lists.

Astrong is a CRDT algorithm for supporting set-like 
data structures in distributed systems. It was presented 
by H. Attiya et al. (2016). Astrong is a CRDT algorithm 
designed to perform efficient and scalable operations 
on large sequences of ordered elements. It was pro-
posed as a variant of the LSEQ algorithm to improve 
its scalability and performance characteristics. Astrong 
was specifically designed for use cases where the se-
quence size can be very large, such as in text editors or 
document management systems. The algorithm uses a 
multi-level tree structure to represent an ordered se-
quence of elements. At each level of the tree, the se-
quence is divided into several segments, each of which 
is represented by a unique identifier. These segment IDs 
are used to efficiently localise and manipulate individ-
ual elements in a sequence. Astrong uses a combination 
of linear and logarithmic data structures to represent 
segments and corresponding identifiers, allowing ef-
ficient indexing and manipulation of large sequences.

It provides efficient and scalable operations for 
adding and removing elements from a sequence. When 
an element is added to a sequence, it is assigned a 
unique identifier based on its position in the sequence. 
This ID specifies exactly where to insert an element 
into the data structure. Because the main data struc-
ture in Astrong is a multi-level tree, and due to the 
unique identifier, insertion was performed efficiently 
and quickly. This ID is then used to find the correspond-
ing segment in a multi-level tree, where the element 
can be inserted without the need for any additional re-
structuring or restructuring of the data structure. Simi-
larly, when an element is removed from a sequence, it is 
simply marked as deleted, without the need to actually 
delete data from the main data structure. This allows 
performing deletion operations without substantially 
affecting performance and rebuilding the structure. The 
Astrong algorithm was evaluated in various contexts 
and use cases, shown to provide efficient and scalable 
operations on large sequences of ordered elements. 
Compared to other CRDT algorithms, Astrong showed 
improved performance characteristics, especially when 
working with very large sequences or a large number 
of concurrent users. Astrong’s data structure and im-
plementation were carefully designed to balance the 
trade-off between space complexity, time complexity, 
and scalability, allowing efficient handling of a wide 
range of use cases.

Comparison of CRDT algorithms for collaborative 
text editing in distributed systems. Logoot and RGA 
use different data structures to represent an ordered 
sequence. Logoot uses a tree data structure, while 
RGA uses a sequence of nodes connected by pointers. 
LSEQ and Astrong use hierarchical trees to represent 
the sequence, but they differ in implementation de-
tails. The different data structures used by these algo-
rithms have different trade-offs between space-time 
complexity and scalability (Karayel & Gonzàlez, 2022). 
All CRDT algorithms provide some level of support for 
concurrent editing of ordered sequences but differ in 
resolving conflicts that occur when multiple users edit 
the same part of the sequence simultaneously. Logoot 
and RGA use the “last editor wins” strategy to resolve 
conflicts, while LSEQ and Astrong use a more sophis-
ticated conflict resolution engine that considers the 
unique identifiers assigned to each element in the se-
quence. This mechanism allows LSEQ and Astrong to 
resolve conflicts more efficiently than Logoot and RGA.

The scalability and performance of these CRDT 
algorithms depend on a variety of factors, including 
sequence size, number of users, and frequency of si-
multaneous edits. Logoot and RGA are known to have 
scalability and performance limitations, especially 
when working with large sequences or a large number 
of users. LSEQ and Astrong were designed to address 
some of these limitations and demonstrated good per-
formance in various scenarios (Kleppmann et al., 2019). 
Each of these CRDT algorithms has its own unique  
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advantages and disadvantages, which makes them more 
suitable for certain use cases. Logoot and RGA are suit-
able for applications that require low space complexity  
and simple conflict resolution mechanisms but may 
have scalability and performance issues in more com-
plex scenarios. LSEQ is suitable for applications that 
require efficient indexing and more advanced conflict 
resolution mechanisms but may have a greater time 
complexity. Astrong is designed for use cases that re-
quire efficient processing of very large sequences but 
can have greater space complexity.

The main results showed the advantages and 
disadvantages of each of the algorithms and demon-
strated the importance of collaborative text editing 
algorithms. For example, Logoot is characterised by 
good performance of add and remove operations but 
it can cause more conflicts when making simulta-
neous changes. On the other hand, LSEQ provides a 
low probability of conflicts but may be less efficient 
when inserting new characters. The study showed that 
collaborative text editing algorithms are of great im-
portance for distributed systems. They allow users to 
work together on documents regardless of their physi-
cal location and network availability. This is especially 
important for teamwork and collaborative editing of 
real-time text documents. The study also focused on 
evaluating the performance and performance of each 
algorithm under different usage conditions. This helps 
to determine which algorithm is best suited for spe-
cific tasks and use cases. It is important to understand 
that different algorithms may be optimal for different 
application cases. During the study, it was determined 
that some algorithms may be more difficult to imple-
ment than others. This may affect the speed of devel-
opment and support of the system. In addition, when 
multiple users work on the same document simulta-
neously, conflicts may occur. Research on collaborative 
editing algorithms helps determine which algorithms 
better resolve these conflicts and ensure that changes 
are properly integrated.

Thus, collaborative text editing algorithms are im-
portant components for modern distributed systems 
and collaborative text document editing. They help 
solve problems related to teamwork on real-time doc-
uments and ensure simultaneous availability and con-
sistency of data in the face of network separation and 
other failures. The main task of the study was also to 
identify how each algorithm affects the performance 
and efficiency of working with distributed text docu-
ments. The results demonstrate how each algorithm 
affects the performance and efficiency of working with 
distributed text documents. This information helps de-
velopers choose the best algorithm for specific tasks 
and use cases. In general, collaborative text editing al-
gorithms are important components for building appli-
cations and systems that allow users to effectively col-
laborate on real-time text documents. Their research 
and improvement are of great importance for the  

further development of distributed systems and tools 
for collaborative text editing.

DISCUSSION
In their paper on the examination of various routing 
protocols, N. Alsulami et al. (2022) used the Logoot al-
gorithm to develop algorithms for data replication and 
document synchronisation in distributed systems for 
collective editing. The analysis of the study revealed 
new opportunities and advantages of using the Logoot 
algorithm outside of its general application in collec-
tive editing. This may encourage other researchers to 
develop and expand this algorithm in other areas of 
information technology. The use of data replication 
algorithms in network protocols can help ensure data 
consistency and synchronisation between nodes, which 
is an important aspect in distributed systems. The sim-
ilarity of the paper lies in the analysis of distributed 
data replication methods in the context of distributed 
systems. In addition, both studies address the problem 
of data synchronisation between replicas or nodes in a 
distributed system. However, the paper examines new 
features and benefits of using the Logoot algorithm be-
yond collective editing.

W. Cai et al. (2022) investigated accelerating con-
sistency support algorithms based on a commutative 
replicated data type using multi-core processors,  
examined the problem using the example of the RGA 
algorithm and parallel to RGA. Experimental results 
showed that when processing millions of simultane-
ous updates, PRGA achieves a performance increase 
of about four times compared to RGA on a conven-
tional quad-core processor. Paper analysis can make 
important contributions to the scientific and practical 
fields of distributed systems and processing simulta-
neous data updates. Determining the increase in per-
formance when using the PRGA algorithm compared 
to RGA on a multi-core processor is an important indi-
cator. This can help developers of distributed systems 
improve the performance and speed of processing si-
multaneous data updates in such systems. This study 
can serve as an example of the efficient use of mul-
ti-core processors to speed up data processing in dis-
tributed systems. It can be useful for other researchers 
and developers working on similar tasks. The results 
obtained can be important for understanding and 
developing the theoretical foundations of CRDT and 
computational theory. They can help extend and im-
prove existing approaches to handling concurrent up-
dates. Although both papers focus on similar aspects, 
they have different research objects: the first paper fo-
cuses more on CRDT algorithms for collaborative text 
editing, while the second paper focuses on speeding 
up algorithms on multi-core processors using commu-
tative replicated data.

M. Nicolas et al. (2020) devoted their study to the 
issue of effective renaming in the context of CRDTs 
for sequences and considered the issue of effective 



Bulletin of Cherkasy State Technological University, Vol. 28, No. 4, 2023

Review of joint text editing algorithms...

16

renaming of objects or text parts in CRDTs sequences 
based on the LSEQ algorithm. Renaming is an impor-
tant operation that allows correctly handling insertion, 
deletion, and editing operations in such sequences. Re-
searchers offer effective renaming algorithms to ensure 
the correctness and speed of performing operations. 
The analysis of the study will improve CRDTs algorithms 
for sequences. Effective renaming is an important op-
eration that affects the performance and correctness 
of data insertion, deletion, and editing operations in 
replicated sequences. The results of the study can help 
developers of CRDT structures expand their capabili-
ties and applications. Efficient renaming algorithms 
make CRDTs more suitable for a variety of use cases, 
including collective editing of text data. Both studies 
aim to improve CRDTs to ensure correct and efficient 
operation in distributed systems, and their results are 
essential for developers and researchers working on 
distributed systems and collective data editing.

I. David and E. Syriani (2022) dedicated their paper 
to the implementation of distributed, collaborative mod-
elling at different levels (multi-level modelling) using 
CRDT, which means data types that provide conflict-safe 
operations for distributed systems, discussed how using 
CRDT helps resolve conflicts that arise when editing a 
document in real-time, ensuring consistency and inte-
gration of changes made by users at different levels of 
modelling. CRDTs performing operations on distributed 
data without the need for manual conflict resolution. 
Applying CRDTs to implement distributed collaborative 
modelling can be useful in many areas, including soft-
ware development, systems analysis, and modelling, and 
in any field where it is necessary to work together on 
complex models and data in a distributed environment. 
The analysis of the study will help to improve methods 
and approaches for implementing distributed collabo-
rative modelling at different levels. Using CRDT to work 
with data allows resolving conflicts and ensuring re-
al-time data consistency. The results of the study can be 
useful in software development, systems analysis, and 
modelling, in any field where collaborative modelling 
and collaboration on data in a distributed environment 
is important. CRDTs can be used in collective editing, 
work on models, document management, and other ar-
eas. The examination of CRDTs and their application in 
the implementation of distributed collaborative model-
ling can make important contributions to replicated data 
theory and the field of distributed systems. Both papers 
address the importance of using CRDTs in distributed 
systems to resolve conflicts and ensure data consisten-
cy. However, the paper highlights the use of CRDTs to 
implement collaborative modelling at different levels.

F. Jacob et al. (2021) discussed the use of CRDTs in 
Byzantine systems that may face attacks and abuse. The 
Byzantine model allows considering cases when some 
nodes of the system may act maliciously or incorrectly 
(equivocation). Their examination aims to explore how 
CRDTs can detect and solve problems of equivocation 

occurrence in the Byzantine environment, ensuring 
correct and reliable data synchronisation in the face 
of attacks and abuses. The use of CRDTs in Byzantine 
systems can provide increased resistance to abuse and 
attacks. Performance analysis can reveal how CRDTs 
can detect and solve equalisation problems in such 
systems, ensuring correct data synchronisation even 
when attackers are active. The work can contribute to 
the development of methods and approaches for data 
protection and ensuring their conflict-proof replication 
in Byzantine systems. This can be useful for system 
developers operating in vulnerable or critical environ-
ments. The study by F. Jacob et al. (2021) may contribute 
to increased awareness of security in distributed sys-
tems and increased attention to security issues in the 
Byzantine environment. The similarity of the papers lies 
in the study of CRDT algorithms, and the fact that they 
indicate the practical importance of using CRDTs in re-
al-world conditions. However, the study focuses on us-
ing CRDTs to improve the resilience and security of data 
in Byzantine systems that may face attacks and abuse.

Thus, examining CRDT algorithms requires a deep 
understanding of their theory and applications in various 
distributed system scenarios. Each of the CRDT algorithms 
presented in this paper has its own unique advantages 
and disadvantages, and the correct choice will depend on 
the specific requirements of the application. By carefully 
evaluating the trade-offs of various algorithms, devel-
opers can choose the right CRDT algorithm to maintain 
consistency and availability in their distributed systems.

CONCLUSIONS
Research in the field of collaborative text editing al-
gorithms shows that CRDT structures are becoming 
increasingly popular in the context of building distrib-
uted systems. This approach allows creating systems 
that ensure simultaneous consistency and availability 
of data, even in the event of network splits or other 
failures. Collaborative text editing algorithms such as 
Logoot, RGA, LSEQ, and Astrong use CRDT structures to 
achieve this goal. The main task of these algorithms is 
to create a mechanism that allows users to work to-
gether on documents and edit them, regardless of their 
physical location and availability on the network. CRDT 
structures allow avoiding conflicts and automatically 
combining changes made by users in different parts of 
the system. This greatly simplifies working with collab-
orative text editing, making it more efficient and com-
plete. Each of these algorithms has its advantages and 
disadvantages, and the correct choice will depend on 
the specific requirements of the application.

The main problems with using the above algo-
rithms are the complexity of implementation, which 
may require a deep understanding of the algorithm 
itself and the specifics of working with distributed sys-
tems and networks. The implementation of the algo-
rithm must be efficient and reliable to ensure the qual-
ity of service for users. In addition, the problem may be 
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managing conflicts that may occur when multiple users 
change simultaneously. This is important to ensure that 
the data is correct and consistent. Different algorithms 
have different conflict resolution strategies, and it is 
vital to determine which approach is best suited for a 
particular use. Notably, working with CRDT structures 
may require additional resources, especially in condi-
tions of a large number of users or a large amount of 
data. This can affect system performance and scalabil-
ity. The results showed that choosing Logoot and RGA is 
a good option for supporting collaborative text editing, 
and RGA has the advantage of better solving concurrent 
operations. LSEQ is a good choice for supporting scal-
able and efficient indexing of large data sets. Astrong 
is a good choice for efficient and scalable processing 
of large sequences. One of the main advantages of 
CRDT algorithms is that they can provide high avail-
ability and low latency without complex coordination 
or centralised management mechanisms. However, they 
have some limitations, especially regarding the types of 
operations they support and the effectiveness of those 
operations. Therefore, it is essential to carefully evalu-
ate the trade-offs of different CRDT algorithms when 

choosing the right one for a particular use case. The 
improvement and development of new algorithms and 
methods for joint text editing based on CRDT structures 
remains a relevant area. Research also can be focused 
on solving conflict problems in CRDT structures and 
developing algorithms that can resolve these conflicts 
more efficiently and automatically synchronise data 
between different users. Another important area is the 
development of interfaces and tools that make it easier 
for users to edit texts together based on CRDT struc-
tures. This includes creating user-friendly editors that 
are intuitive and easy to use and developing mecha-
nisms for syncing data between devices and platforms. 
In addition, analysing use cases and identifying optimal 
approaches to implementing CRDT-based collaborative 
text editing systems in various fields, such as educa-
tion, business, research, and many others, is relevant.
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Анотація. Аналіз та вибір алгоритмів для спільного редагування тексту, особливо впровадження безконфліктних 
реплікованих типів даних, має вирішальне значення для розуміння того, як сучасні системи можуть досягти 
співпраці в режимі реального часу, забезпечуючи при цьому цілісність даних. Метою дослідження був огляд 
різних алгоритмів спільного редагування, а також проведення порівняльного аналізу для розуміння їхніх переваг, 
недоліків та сфер застосування. Серед використаних методів можна зазначити статистичні методи, методи 
аналізу алгоритмів та їх використання у реальних сценаріях. Результати дослідження показали, що використання 
алгоритмів спільного редагування тексту сприяє вирішенню важливих завдань і викликів у сучасному світі 
інформаційних технологій. Виявлено, що алгоритми спільного редагування сприяють полегшенню комунікації 
та обміну інформацією в реальному часі. Це особливо важливо в умовах віддаленої роботи та спілкування, 
які стали стандартом для багатьох організацій. Спільне редагування текстів широко використовується в різних 
сферах і галузях, де командна робота, співпраця в режимі реального часу та обмін документами є важливими, 
наприклад: дослідницька діяльність, наукові роботи, освіта, розробка програмного забезпечення, редагування 
книг та рукописів, юридична співпраця, складання контрактів, медичні звіти, тощо. Крім того, використання 
оптимізованих алгоритмів спільного редагування допомагає зменшити час, необхідний для обробки даних та 
створення текстових матеріалів. Алгоритми спільного редагування мають широкий спектр застосувань у наукових 
дослідженнях, бізнесі та освіті. Вони дозволяють командам та індивідуальним користувачам більше ефективно 
вирішувати завдання, та спільно працювати над проектами. Можливість використання отриманих результатів 
в практичній діяльності дозволить використовувати алгоритми спільного редагування тексту для подальших 
інновацій та розвитку інформаційних технологій, що дасть можливість спільно працювати та обмінюватися 
інформацією з усім світом в реальному часі

Ключові слова: розподілені системи; ключові операції; Logoot, Astrong; Logarithmic Sequence; Replicated 
Growable Array

https://doi.org/10.1145/2494266.2494278
https://doi.org/10.1145/3380787.3393682
https://doi.org/10.1007/s00446-021-00414-6
https://doi.org/10.1016/j.jpdc.2010.12.006
https://doi.org/10.1145/3517209.3524038
https://doi.org/10.18662/po/13.2/447
https://doi.org/10.18662/po/13.2/447
https://doi.org/10.1109/ICDCS.2009.75
https://orcid.org/0009-0002-0763-7138
https://orcid.org/0000-0002-5727-5334


Comparative analysis of frameworks for mobile application 
development: Native, hybrid, or cross-platform solutions

Suggested Citation:Suggested Citation:
Zarichuk, O. (2023). Comparative analysis of frameworks for mobile application development: Native, hybrid, or cross-platform Zarichuk, O. (2023). Comparative analysis of frameworks for mobile application development: Native, hybrid, or cross-platform 
solutions. solutions. Bulletin of Cherkasy State Technological University, Bulletin of Cherkasy State Technological University, 28(4)28(4), 19-27. doi:, 19-27. doi:  10.62660/2306-4412.4.2023.19-2710.62660/2306-4412.4.2023.19-27..

*Corresponding author

Oleksii Zarichuk*

Computer and Information Systems Manager
LLC “Fides”
02000, 11a E. Sverstyuk Str., Kyiv, Ukraine
https://orcid.org/0009-0009-0771-8465

Copyright © The Author(s). This is an open access article distributed under the terms of the 
Creative Commons Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/)

INTRODUCTION
In the modern information society, mobile application 
development has become one of the most important 
and relevant fields of software engineering. With each 
passing year, the number of mobile devices increases, 
along with the demand for high-quality and effective 
applications. Choosing the right approach to mobile 
application development is a critically important task 
for developers and businesses. The issue under study 
involves determining which type of framework for 
mobile application development is the most effective 

Abstract. In the modern digital world, mobile application development is a key area of information technology, 
and choosing the optimal approach to their development is crucial for effective market implementation. 
The purpose of this study is to conduct a comparative analysis of various frameworks for mobile application 
development: native, hybrid, and cross-platform solutions. To achieve this purpose, methods of analysis, synthesis, 
and comparison were used. Characteristics of different frameworks for mobile application development, including 
their performance, cost, and access to device capabilities, were analysed. The study disclosed that native 
frameworks are distinguished or their highest performance and the ability to provide a maximally native look and 
functionality of the application. However, this approach has limitations as it requires separate development for 
each platform, leading to increased time and resource costs. Hybrid solutions proved to be cost-effective, allowing 
the use of a single codebase for creating applications for different platforms. This simplifies the development and 
maintenance process. Nevertheless, hybrid applications may have limited performance due to the use of WebView 
for interface display and restricted access to device capabilities. Cross-platform frameworks, on the other hand, 
provide a balance between performance and resource efficiency. They allow using a single codebase for creating 
applications for multiple platforms and can achieve satisfactory performance. However, they may have limited 
access to certain device capabilities and application appearance. This study makes a new contribution to science 
by providing a detailed comparative analysis of different approaches to mobile application development and the 
frameworks used for their creation. The results obtained can be used to make informed decisions regarding the 
choice of a framework for mobile application development

Keywords: Java; software development; performance; native look; codebase

and meets the needs of the modern software market. 
This issue becomes increasingly relevant due to the 
growing number of frameworks and approaches avail-
able to developers, expanding the spectrum of possi-
bilities for mobile applications.

In several studies, various aspects of mobile ap-
plication development have been analysed and com-
pared, including the choice between native and hybrid 
approaches, defining best practises in cross-platform 
development, and exploring methods for choosing the 
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frameworks and tools for each approach were also 
considered to provide objective information that 
would help developers and organisations make in-
formed choices in mobile application development.

MATERIALS AND METHODS
This study conducted a comparative analysis of frame-
works for developing mobile applications using native, 
hybrid, and cross-platform solutions. To achieve the 
purpose, the following methods were used: analysis, 
synthesis, and comparison. The use of these methods 
contributed to clarifying the advantages and limita-
tions of each of the examined approaches in mobile 
application development.

As part of the study, two main mobile platforms 
were identified for analysis: Android and iOS, which 
are leaders in the modern mobile device market. Three 
main approaches to mobile application development 
were considered during the analysis: native, hybrid, and 
cross-platform. Specialised integrated development 
environments (IDEs) were used for native application 
investigation, such as Android Studio for Android and 
Xcode for iOS. For the study of hybrid applications, 
frameworks based on web technologies were used, 
including Apache Cordova, Ionic, and React Native. 
Cross-platform application frameworks such as Flut-
ter, Xamarin, and Appcelerator Titanium were reviewed. 
One of the main criteria for selecting frameworks was 
their popularity and relevance in the mobile applica-
tion development market.

The study was based on an analysis of open sci-
entific literature that was available on the Internet. 
Various works, studies, and publications that detailed 
different approaches and frameworks for mobile ap-
plication development were used (Biørn-Hansen  et 
al., 2020; Zohud & Zein, 2021; Lachgar et al., 2022). This 
literature provided the foundation for the analysis and 
comparison of the selected approaches. The analysis 
focused on several key aspects, including development 
productivity, the quality and performance of created 
applications, development cost, support for different 
mobile platforms, extensibility, and other important 
factors. For each of the examined approaches (native, 
hybrid, and cross-platform solutions), their advantages 
and limitations were identified and analysed, contribut-
ing to the creation of an objective comparative analysis. 
The synthesis method involved gathering information 
about each of the reviewed frameworks, including pro-
gramming languages used, development tools availa-
bility, platform support, application quality, extensibil-
ity, and other characteristics. This method provided a 
comprehensive understanding of each approach.

Comparison was conducted by juxtaposing the ob-
tained results to determine the advantages and disad-
vantages of each approach. Factors considered in the 
comparative analysis included development productiv-
ity, development cost, application quality and perfor-
mance, support for different mobile platforms, memory 

optimal platform for cross-platform development. In 
their study, H.O. Kozub and Yu.H. Kozub (2022) explored 
the development of cross-platform mobile applica-
tions using Kotlin Multiplatform and Jetpack Compose 
for different operating systems, including Android, Win-
dows, Linux, and macOS. They express the importance of 
these tools and the potential for reducing development 
time and preventing errors through their use. In addi-
tion, the authors emphasise the necessity of employ-
ing a declarative approach for creating user interfaces.

O.  Karatanov  et al.  (2021) conducted a compara-
tive analysis of two important frameworks for modu-
lar testing in the Java programming language – JUnit 
and TestNG. They identified the main functions and 
advantages of both frameworks, noting that Test-
NG has more extensive functionality, making it more 
flexible for complex projects. In the study by M. Singh 
and G. Shobha (2021), the relevance of cross-platform 
mobile application development was highlighted. Var-
ious frameworks for this purpose were discussed, and 
a comparative analysis of their functionality was con-
ducted. The main conclusions of the study emphasise 
the need for a well-founded framework choice based 
on the specific project requirements, and there is no 
universal framework for all situations.

In the paper by T. Zohud and S. Zein (2021), the au-
thors investigate the approaches of development teams 
to cross-platform mobile application development. 
They use qualitative research, including the case study 
method, interviews, and group discussions, to gather 
information from four software development compa-
nies in Palestine. The results of the study show that de-
veloper experience is a key factor in the development 
process. The React Native framework is recognised as 
promising and dominant. A. Kaczmarczyk et al.  (2022) 
considered a comparison between native and hybrid 
mobile applications for the Android operating system, 
with a focus on using BLE (Bluetooth Low Energy) and 
Wi-Fi (Wireless Fidelity). It was noted that mobile ap-
plications are becoming increasingly popular in the 
era of smartphones and tablets. The authors conduct-
ed a comparative analysis aimed at determining the 
efficiency of data processing in both technologies. The 
study by P. Lachgar et al. (2022) solves the problem of 
developing cross-platform mobile applications due to 
the growing popularity of mobile devices. The authors 
propose a new framework for choosing the optimal 
platform for cross-platform development, using mul-
ti-criteria decision-making methods such as the Analyt-
ic Hierarchy Process (AHP) and the Technique for Order 
of Preference by Similarity to Ideal Solution (TOPSIS).

After analysing studies in the field of mobile ap-
plication development, the need for research compar-
ing different frameworks, including native, hybrid, and 
cross-platform solutions, was identified. The purpose 
of the study was to analyse approaches to mobile ap-
plication development and compare them, considering 
their limitations and advantages. The most popular  



O. Zarichuk

Bulletin of Cherkasy State Technological University, Vol. 28, No. 4, 2023 21

consumption, extensibility, and other parameters. Based 
on this comparative analysis, the strengths and weak-
nesses of each of the examined approaches to mobile 
application development were identified. The choice of 
analysis, synthesis, and comparison methods for this  
research is justified by their ability to provide a compre-
hensive and objective analysis of different approaches 
to mobile application development. The analysis meth-
od allowed for a deeper examination of each approach, 
identifying its features, technical parameters, and other 
characteristics. Synthesis combined the gathered in-
formation to create a comprehensive understanding of 
each approach, which was useful for further compari-
son. Comparison identified the advantages and disad-
vantages of different approaches, considering various 
aspects such as productivity, development cost, appli-
cation quality and performance, support for different 
mobile platforms, and other factors. 

RESULTS
Native frameworks for mobile development. Native 
frameworks for mobile platforms are specially de-
signed tools that allow developers to create applica-
tions optimised for a specific platform or operating 
system. These frameworks provide access to native ca-
pabilities and features of the platform, resulting in the 
development of high-performance and efficient soft-
ware products. The key feature of these frameworks 
is their focus on development for a specific platform, 
such as iOS or Android. This means that developers 
have the opportunity to fully leverage all the capa-
bilities of the given platform to create applications 
that work optimally and reliably. Typically, for iOS, this 
involves the Swift programming language and the 
Xcode development tool, while for Android, it includes 
the Kotlin or Java programming language and the An-
droid Studio development tool.

Xcode is an integrated development environment 
(IDE) designed for creating software for iOS and macOS 
platforms. It is specifically tailored for programming 
languages recommended by Apple, including C, C++, 
Objective-C, Swift, Java, AppleScript, Python, and Ruby. 
Xcode offers advanced capabilities and tools that fa-
cilitate the development process, including code refac-
toring features (Tkachuk & Bulakh, 2022). The modern 
Swift programming language was developed by Apple 
for iOS, macOS, watchOS, and tvOS platforms. It aims to 
provide safety, performance, and code expressiveness, 
offering a more convenient and efficient alternative to 
the Objective-C language (Fojtik,  2019). Swift comes 
integrated with the Xcode development environment 
in the macOS operating system. This integration allows 
developers to develop, test, and debug their Swift pro-
grammes in a unified environment. Xcode provides a 
range of tools and features that ease the development 
process, such as a visual interface builder, debugger, 
and simulator for testing applications on various devic-
es (Ziyodullayevich et al., 2019).

The advantage of using Xcode and Swift to develop 
iOS applications is the ability to use native features and 
functions of Apple devices. Native development allows 
creating applications optimised for specific iOS hard-
ware and software, resulting in improved performance 
and user experience. However, it requires developers 
to have knowledge of different programming languag-
es and development environments (Biørn-Hansen  et 
al., 2020). The primary programming languages for An-
droid application development include Java and Kotlin. 
Java is a traditional programming language for Android, 
while Kotlin is a modern alternative that provides effi-
ciency and convenience for developers. Android Studio 
serves as an integrated development environment (IDE) 
specifically designed for creating Android applications. 
It supports both major programming languages, Java 
and Kotlin, and provides developers with the necessary 
tools for application development and debugging. In 
addition, for scenarios requiring maximum performance, 
the Native Development Kit (NDK) is available, allow-
ing developers to use native code, such as C and C++, in 
their applications. The Android Software Development 
Kit (SDK) offers tools and resources for application 
development, testing, and documentation for Android. 
It also includes emulators for testing applications on 
various devices and Android versions (Sun et al., 2021). 
All these components of the Android application de-
velopment infrastructure enable developers to create 
efficient and reliable applications for different devices, 
working at an optimal level of performance and utilis-
ing the powerful capabilities of the Android platform.

The development of native mobile applications 
has several key features that distinguish it from other 
development approaches. One of the main advantages 
is the ability to harness the full potential of the un-
derlying operating system and device hardware. Native 
applications have direct access to device-specific fea-
tures and APIs (application programming interfaces), 
enabling developers to create optimised and produc-
tive applications. This level of control allows the de-
velopment of multifunctional and engaging user inter-
faces with smooth animations, fast responsiveness, and 
access to advanced functionalities (Dittrich et al., 2023). 
Another key feature of native application development 
is the ability to follow specific design recommendations 
for user interface components. Native applications can 
provide a consistent user experience by adhering to de-
sign principles and templates of the target operating 
system (Thamutharam  et al.,  2021). This ensures that 
the application looks and feels like it is native to the 
platform, improving user experience and satisfaction.

Native application development also offers better 
integration with the device ecosystem. Developers can 
easily access device capabilities such as the camera, 
GPS, accelerometer, and push notifications (Raeesi  et 
al., 2022). This enables the creation of applications that 
can fully utilise the device’s potential, providing features 
like location-based services, augmented reality, and  
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real-time functionality. In addition, compared to other 
development approaches, native applications typically 
offer better performance. Since they are built using na-
tive programming languages and tools, they can operate 
more efficiently. However, native application develop-
ment also has limitations and challenges. One of the main 
drawbacks is the need to develop separate codebases for 
each target platform (Masaad Alsaid et al., 2021). This can 
increase development time and costs. Moreover, updates 
and bug fixes may require separate deployments for 
each platform, leading to increased maintenance efforts.

Hybrid mobile app development frameworks. Hybrid 
development of mobile applications allows developers 
to create mobile applications using web development 
technologies, such as HTML (Hybrid Mobile App De-
velopment Frameworks), CSS (Cascading Style Sheets), 
and JavaScript. This method combines the advantages 
of other approaches and offers a compromise between 
native applications and web applications, allowing the 
production of applications that simultaneously provide 
high functionality for a specific platform and compati-
bility with different platforms (Wu et al., 2022).

One of the most popular tools for hybrid develop-
ment is Apache Cordova. It initialises a native application  
using WebView, an embedded web browser. It acts as a 
bridge between native code and application web com-
ponents, enabling developers to write business logic in 
JavaScript and create user interfaces using HTML and 
CSS. This approach allows the development of applica-
tions that can work on various platforms, including An-
droid and iOS, using a single codebase. Hybrid applica-
tion development frameworks provide a wide range of 
features and capabilities to simplify the development 
process. These frameworks often include components 
and libraries that allow developers to create visual-
ly appealing and fast user interfaces (Singh & Shob-
ha, 2021). They also provide access to device features 
and APIs through plugins, allowing developers to use 
native functionality in their hybrid applications.

In addition to Apache Cordova, other popular hybrid 
frameworks include Ionic (which uses Angular) and React 
Native (based on React). Each of these frameworks has 
its unique features and applications (Table 1), allowing 
developers to choose the one that best suits their needs.

Table 1. Comparative characteristics of popular hybrid frameworks

Source: compiled by the author

Framework Description Programming language Main features

Apache Cordova Uses web technologies  
to develop mobile applications. HTML, CSS, JavaScript Supports many plugins for 

device functionality.

Ionic
A hybrid framework based on Angular. 

Designed specifically for creating beautiful 
and functional mobile applications

HTML, CSS, JavaScript  
(with Angular)

Pre-built components and 
tools for the user interface.

React Native
Allows using React to create mobile 

applications with the appearance and 
functionality of native applications.

JavaScript (with React)
Ability to reuse code 

between platforms and high 
performance.

One of the main advantages of hybrid development 
is the ability to leverage existing skills and resources of 
web developers. Developers proficient in web technolo-
gies can easily transition to hybrid development as they 
can use their knowledge of HTML, CSS, and JavaScript. 
This can lead to shortened development timelines and 
reduced costs compared to developing separate native 
applications for each platform. However, hybrid devel-
opment also has its limitations. Since hybrid applica-
tions rely on WebView for displaying the user interface, 
they may not achieve the same level of performance as 
native applications (Hu et al., 2023). In addition, using 
plugins may be necessary to access certain device fea-
tures and APIs, introducing additional complexity and 
potential compatibility issues. Overall, hybrid mobile 
application development offers a compromise between 
native and web applications. It allows developers to 
create applications for different platforms using web 
technologies while providing access to native device 
features. Apache Cordova is a popular tool for hybrid 
development, enabling the use of HTML, CSS, and Ja-

vaScript to create applications that can work on various 
platforms. Although hybrid applications may not have 
the same performance as native applications, they of-
fer advantages in terms of development efficiency and 
cost-effectiveness.

Efficient Cross-Platform Software Development 
Solutions. Cross-platform mobile application devel-
opment is a modern approach in the field of mobile 
device software. It involves creating applications that 
can run on different platforms, such as Android and iOS, 
using a unified codebase and other shared resources. 
Cross-platform development has gained popularity due 
to its ability to effectively utilise shared code for cre-
ating applications on different platforms. This allows 
developers to save time and resources by avoiding the 
need to maintain separate code for each platform.

The main advantage of cross-platform develop-
ment is the reduction of costs for application develop-
ment and maintenance since shared code can be used 
across all platforms. In addition, developers can use a 
single programming language to create application  
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functionality. Cross-platform frameworks like Flutter, 
Xamarin, and others (Table  2) provide tools for de-
veloping mobile applications with appearances and  

behaviours similar to native applications on each plat-
form (Martínez,  2019). This ensures high quality and 
consistent functionality on different operating systems.

Framework Programming language Description

Flutter Dart A framework from Google for creating beautiful mobile applications with a 
single code base and using its own rendering engine.

Xamarin C# A framework from Microsoft that allows developers to use the C# programming 
language to create mobile applications for Android and iOS.

Appcelerator 
Titanium JavaScript A framework that uses JavaScript to develop cross-platform mobile 

applications and provides access to native features.

Table 2. Overview of popular cross-platform frameworks

Source: compiled by the author

Cross-platform frameworks for mobile applica-
tion development, while offering advantages such as 
a unified codebase and reduced development costs, 
also come with a set of drawbacks. Firstly, one of the 
main drawbacks is the limited access to native func-
tions and platform APIs (Application Programming 
Interface). Cross-platform frameworks attempt to ab-
stract the device’s functionality, but sometimes they 
may not fully replicate all the capabilities available on 
a specific platform. The second disadvantage is per-
formance and speed. Mobile applications developed 
using cross-platform frameworks may run slower and 
require more resources compared to native applica-
tions. In addition, delays in updates may lead to dif-
ficulties in utilising new features. Finally, cross-plat-

form frameworks may not be as well-adapted to the 
specific look and behaviour of certain platforms, 
which may necessitate additional customisation and 
adaptation. Therefore, cross-platform frameworks, 
while allowing for time and resource savings in mo-
bile application development, have limitations and 
drawbacks that need to be considered when choosing 
a development approach.

Comparison of the Effectiveness of Native, Hybrid, 
and Cross-Platform Solutions. In the modern context of 
mobile application development, choosing the optimal 
approach is crucial. Developers face different capabil-
ities and limitations when choosing between native, 
hybrid, and cross-platform solutions. Table 3 provides a 
comparative analysis of these development approaches.

Table 3. Comparative analysis of native, hybrid, and cross-platform mobile application development solutions
Parameter Native applications Hybrid applications Cross-platform applications

Performance 
and speed

High performance, optimised 
speed using native 

components and programming 
languages (Java/Kotlin  

for Android, Swift/Objective-C 
for iOS).

Moderate performance and speed 
due to using WebView for UI 
display and some abstraction.

Moderate performance but can be 
improved with specialised cross-

platform frameworks (e.g., Flutter).

Cost and 
development 

time

High costs and longer 
development time due to the 
need to create separate code 

for each platform.

Lower costs and faster 
development by using a single 
codebase for both platforms. 

Some applications may require 
adjustments for a specific platform.

Lower costs and less time, but 
development may take slightly longer 

compared to hybrid solutions due 
to choosing the right cross-platform 

framework and team training.

Access 
to device 

capabilities

Full access to all device 
capabilities and native APIs.

Limited access, requires the use of 
plugins to access specific device 

functions.

Average access; cross-platform 
frameworks provide APIs for simplified 
access to device capabilities but may 

not always have a full range  
of features.

Visual 
appearance

Native appearance on each 
platform, ensuring high-quality 

and polished design.

Less native appearance; the 
interface may be less attractive 

and less aligned with the design 
standards of each platform.

Typically less native appearance, 
but the ability to use specialised 
frameworks to enhance design.

Platform 
support

Platform-specific  
(Android and iOS).

Both platforms (Android and iOS) 
from a single codebase.

Both platforms (Android and iOS)  
from a single codebase.

Updates and 
support

Separate for each platform, 
separate updates and 

maintenance.

Updates and maintenance from 
a single codebase, but there may 

be a need for updates for each OS 
(Operating System) separately to 
support new platform features.

Updates and maintenance from a 
single codebase, the possibility of 
additional work to support new 

features.

Source: compiled by the author
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Native applications are characterised by high per-
formance and speed due to the use of native compo-
nents and programming languages for each platform 
separately. For developing native applications on the 
Android platform, programming languages such as 
Java or Kotlin are used, while on the iOS platform, 
Swift or Objective-C are utilised. This approach pro-
vides full access to all device capabilities and native 
APIs, allowing the creation of applications with ex-
cellent performance and speed. However, it requires 
more resources and development time due to the 
need for separate code for each platform, leading to 
increased costs and project duration. On the other 
hand, hybrid applications allow cost and development 
time reduction by using a single codebase for both 
platforms. They often rely on web technologies such 
as HTML, CSS, and JavaScript, simplifying develop-
ment for web-experienced developers. One popular 
platform for hybrid development is Apache Cordova, 
which initialises a native application using WebView, 
an embedded web browser. Hybrid applications may 
exhibit lower performance due to the use of WebView 
and limited access to device capabilities. Plugins can 
be used to access specific device functions, such as the 
camera or geolocation.

Cross-platform applications combine the advan-
tages of both previous approaches, enabling the use 
of a single codebase for both platforms. With the right 
choice of a cross-platform framework, satisfactory 
performance can be achieved. One such framework is 
Flutter, developed by Google, which uses the Dart pro-
gramming language and its own engine for UI render-
ing. Another popular option is Xamarin, a framework 
from Microsoft that allows the use of the C# program-
ming language. Cross-platform applications may also 
use specialised frameworks to enhance the design and 
appearance of applications. However, they may look 
less native and have limited access to platform-spe-
cific features. The choice of a development approach 
should be well-founded and depends on the specific 
project needs, budget constraints, resources, and the 
importance of performance, speed, and native applica-
tion appearance.

DISCUSSION
As a result of the study of three main approaches to 
mobile application development, namely native, hybrid, 
and cross-platform solutions, a detailed analysis of 
each of these approaches was conducted, considering 
the use of different frameworks. The overall analysis 
of the findings indicates that the choice of a specific 
approach to mobile application development should 
be based on the specific requirements of the project, 
budget constraints, and resources, as well as the impor-
tance of performance, speed, and the native look of the 
application. Adequate evaluation of these factors be-
fore choosing an approach is a crucial stage in mobile 
application development.

The study by S.R. Uplenchwar et al. (2022) focuses 
on exploring Flutter as a cross-platform framework for 
mobile app development, the Dart programming lan-
guage, and Firebase technology. The author notes that 
the development of wireless technologies and mobile 
devices has a significant impact on everyday life. Con-
sequently, many aspects of life become digital, and to 
reduce manual work, more tasks are performed using 
mobile applications. Flutter, as mentioned by the au-
thor, is a popular User Interface (UI) framework for mo-
bile application development from Google. It provides 
a set of user interface elements such as sliders, buttons, 
and text fields. Developers building mobile applica-
tions using Flutter use the Dart programming language. 
The author also emphasises Firebase technology, which 
provides tools for tracking analytics, app crash reports, 
and conducting marketing experiments. This article ex-
plores the possibility of using Flutter, Dart, and Firebase 
for mobile application development to reduce time and 
resource costs and to ensure consistent functionality on 
both Android and iOS platforms. The general conclusion 
from the study by S.R. Uplenchwar et al. (2022), which 
can be agreed upon, is that Flutter, Dart, and Firebase 
are powerful tools for mobile application development. 
Flutter allows the creation of beautiful and functional 
applications with a single codebase for both platforms. 
Dart is a programming language specifically designed 
for working with mobile applications and has its pack-
age manager for convenient dependency management. 
Firebase provides extensive capabilities for analysing 
and enhancing applications. Together, these technolo-
gies can significantly simplify and improve the process 
of mobile application development.

A study by N.  Varghese and N.  Medina-Medi-
na  (2021) aimed to develop a new methodology for 
mobile application development, referred to as “Agile 
Beeswax.” The authors argue for the necessity of such 
a methodology due to the specificities of mobile ap-
plication development and the requirements for rapid 
response to changes in this field. The key elements of 
the Agile Beeswax methodology include an incremen-
tal and iterative approach to development, consisting 
of two main iteration cycles (sprints): the incremental 
design cycle and the incremental development cycle. 
These two cycles are connected by a bridge. The Ag-
ile Beeswax methodology is divided into six phases, 
including strategy and idea, user experience design, 
user interface design, design to development, hand-
over and technical decisions, development and de-
ployment, and monitoring. The authors indicate that 
one of the main advantages of their methodology is 
that it is designed to encompass both academic and 
business-oriented perspectives, aiming to unite these 
two communities. The findings show that the Agile 
Beeswax methodology is focused on addressing spe-
cific problems and challenges that arise in the process 
of mobile application development. It combines Agile 
and Scrum practises, engineering technical practises, 
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and operational practises to achieve greater efficiency 
in this field. The authors emphasise the importance 
of responding quickly to changes in the market and 
acknowledge that Agile methodologies are the best 
approach for mobile application development, as they 
allow for faster changes and improved product quality. 
It can be agreed that the Agile Beeswax methodology 
represents an interesting approach to mobile appli-
cation development that can be beneficial for both 
the academic and business-oriented communities, ad-
dressing specific problems associated with this type 
of development.

As a result of the study, it was established that 
each mobile application development method has its 
advantages and limitations. Native applications pro-
vide high performance and a native look but require 
more resources and development time. Hybrid applica-
tions save time and costs but may have limited access 
to device functions. Cross-platform applications com-
bine the benefits of both approaches, but the choice 
of the right framework is crucial. The study by S.R. Up-
lenchwar et al.  (2022) underscores the importance of 
selecting the right cross-platform framework, such as 
Flutter, for creating applications with a single codebase. 
Dart and Firebase also play a significant role in easing 
the development process. The study by H.A. Alrabaiah 
and N. Medina-Medina (2021) proposes the Agile Bees-
wax methodology for mobile application development, 
uniting the best practises of Agile and Scrum. This 
methodology is aimed at improving mobile application 
development and can be beneficial for both academic 
and business-oriented communities. The choice of ap-
proach and tools for mobile application development 
should be based on the specific needs of the project, 
limitations, and important aspects of productivity and 
application appearance. The discussed methodologies 
and frameworks can be useful in achieving the goals 
of mobile application development. In particular, the 
choice between native, hybrid, and cross-platform ap-
plications should be determined by considering the 
project’s needs for performance, access to device ca-
pabilities, and constraints on budget and resources. 
Research shows that for better mobile application de-
velopment, it is important to consider the individual re-
quirements and specificity of the project, as well as use 
appropriate methodologies and tools.

CONCLUSIONS
In the study, various approaches to the development of 
mobile applications were considered, such as native,  
hybrid, and cross-platform solutions. Native applications,  

developed for a specific platform, provide the high-
est performance and access to device capabilities 
but require considerable effort and resources. Hybrid 
applications reduce costs and time by using a shared 
codebase but may have limited access to device func-
tions. Cross-platform applications, combining the ad-
vantages of both approaches, can be effective with 
the right choice of a framework. Different frameworks 
for mobile application development were analysed in 
the study, including Flutter, Xamarin, Apache Cordo-
va, React Native, and Ionic. Each has its own features 
and advantages. Flutter, developed by Google, allows 
creating high-quality interface and performance appli-
cations with a single codebase. Xamarin by Microsoft 
uses the C# programming language and integrates with 
the Microsoft ecosystem. Apache Cordova is based on 
web technologies and initialises a native application 
through WebView. React Native from Facebook enables 
creating applications with a native look and fast cod-
ing using React and JavaScript. Ionic uses HTML, CSS, 
and JavaScript for hybrid development with the option 
to use Angular. The results of the study show that the 
choice of a framework should be based on the specific 
project requirements, considering performance, budget, 
and resources. Each framework has its advantages and 
limitations, and it is essential to consider them in the 
context of a particular project.

Recommendations include selecting the develop-
ment approach for a mobile application based on spe-
cific project requirements, financial constraints, and re-
sources. It is crucial to evaluate the performance, speed, 
and native appearance of the application correctly to 
achieve successful results in mobile application devel-
opment. The obtained results can be useful for mobile 
application developers and organisations planning to 
create mobile applications, helping them choose the 
optimal approach and frameworks for development. 
Further research can focus on a detailed analysis and 
comparison of different cross-platform frameworks for 
mobile application development, exploring the impact 
of the development approach choice on the quality 
and performance of applications, and developing new 
methodologies and tools to optimise the mobile appli-
cation development process, considering current tech-
nological and business needs.
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Порівняльний аналіз фреймворків для розробки мобільних програм:
рідні, гібридні чи крос-платформні рішення
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Анотація. У сучасному цифровому світі розробка мобільних додатків є ключовою галуззю інформаційних 
технологій, а вибір оптимального підходу до їх розробки має вирішальне значення для ефективного 
впровадження на ринку. Метою цієї наукової роботи було проведення порівняльного аналізу різних фреймворків 
для розробки мобільних додатків: рідних, гібридних і крос-платформних рішень. Для досягнення поставленої 
мети були використані методи аналізу, синтезу та порівняння. Були проаналізовані характеристики різних 
фреймворків для розробки мобільних додатків, включаючи їх продуктивність, вартість та доступ до пристроєвих 
можливостей. Під час проведення дослідження встановлено, що рідні фреймворки вирізняються найвищою 
продуктивністю та можливістю забезпечити максимально нативний вигляд та функціональність додатку. Однак 
цей підхід має свої обмеження, оскільки вимагає окремої розробки для кожної платформи, що призводить до 
збільшення витрат часу та ресурсів. Гібридні рішення виявилися економічно вигідними, оскільки вони дозволяють 
використовувати єдину кодову базу для створення додатків для різних платформ. Це спрощує процес розробки 
та підтримки. Однак гібридні додатки можуть мати обмежену продуктивність через використання WebView для 
відображення інтерфейсу та обмежений доступ до пристроєвих можливостей. Крос-платформні фреймворки, 
у свою чергу, забезпечують баланс між продуктивністю та ефективністю витрат ресурсів. Вони дозволяють 
використовувати одну кодову базу для створення додатків для кількох платформ і при цьому можуть досягати 
задовільної продуктивності. Однак вони можуть мати обмежений доступ до деяких пристроєвих можливостей 
та вигляду додатку. Це дослідження робить новий внесок у науку шляхом детального порівняльного аналізу 
різних підходів до розробки мобільних додатків і фреймворків, які використовуються для їх створення. Отримані 
результати можна використовувати для прийняття інформованих рішень щодо вибору фреймворку для розробки 
мобільного додатку

Ключові слова: Java; розробка програмного забезпечення; продуктивність; нативний вигляд; кодова база
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INTRODUCTION
Reverse osmosis (RO) as a method of purification of 
water of any content to drinking standards is a pop-
ular and widespread technology in the world. The 
possibility of obtaining clean water easily and with-
out unnecessary costs eliminates environmental risks 
and threats that these plants bring to the environment. 
Manufacturers of reverse osmosis plants and varia-
ble components for them (polystyrene filters, carbon 
cartridges, membranes, mineralisers and ultraviolet 
disinfectants) are not interested in investigating the 

Abstract. The appearance of contamination on the membrane and filters, which significantly reduces the efficiency 
of operation (separation efficiency, water permeate flow, salt rejection) and the service life of a reverse osmosis 
plant, is one of the most urgent problems that arise during water treatment using this plant. Therefore, the 
purpose of the work is to find optimal methods for cleaning and regeneration of mechanical filters of reverse 
osmosis plants. The solution to this problem is carried out by means of an empirical analysis of available 
scientific information and conducting laboratory studies on cartridge cleaning and infiltrate processing. A cycle 
of experiments on cleaning of used mechanical filters of reverse osmosis in a specially assembled plant with a 
gradual increase in the concentration of sulphuric acid has been conducted. According to the observations during 
laboratory research, effective removal of dissolved iron from the solution used to wash contaminated polystyrene 
filters begins at pH = 4 and up to pH = 10, but at pH = 4 the settling and filtering take 24 hours, and at pH = 10 
this process takes no more than an hour. As a result of further research, the most effective hydrogen indicator 
for settling and almost complete removal of iron from the solution is 4.5. Further increase of the hydrogen 
indicator to 10 is ineffective. In addition to the chemical method of neutralising the mother solution, the use of 
electrodialysis is also advisable, while the use of electrolyser with a lead anode would be the best option. Thus, 
after cleaning of one mechanical filter, almost 80 g of pure gypsum is obtained. This gypsum can serve as a high-
quality cement additive or be used for the production of internal cladding plates. Clean water obtained during 
the process can be used for subsequent cycles of other mechanical filters cleaning

Keywords: reverse osmosis; cartridges; polystyrene filters; regeneration; carbon filters; concentrate

damage that their business is doing to the environ-
ment. Scientists from all over the world are focused 
on the study of optimisation of osmotic and energy 
processes at plants, modification of membranes, the 
development of the latest antiscalants and aggressive 
chemical membrane cleaners that extend their service 
life. However, the huge complex of damage caused 
by uncontrolled and growing use of such plants in 
everyday life, despite their benefits for humans, is not 
taken into account. In addition to the fact that in the  
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vironment is formed which can cause corrosion in the 
corresponding equipment. These measures can be im-
plemented in pre-treatment methods, internal therapy 
modification, and post-treatment requirements. Period-
ic measurements can be used to analyse productivity.

Scientists X. Zhang and Y. Liu (2021) noted that the 
quantity and quality of the outlet water can change 
when the properties of the inlet water and operating 
parameters change. Scale formation on the membrane 
is caused by settling on the surface of the membrane 
(heterogeneous nucleation) or settling in the bulk solu-
tion (homogeneous nucleation) followed by settling on 
the membrane. In their study, C. Skuse et al. (2021) not-
ed that calcium and silicon are the two ions that are 
usually responsible for membrane scale formation.

Scientists M. Jafari et al. (2020) described in detail 
an important indicator for detecting the contamination 
of membranes and filters – the silt density index (SDI, 
an indicator of the potential of the outlet water con-
tamination). This is an on-site calculation of colloidal 
and suspended particles. This is a test to analyse the 
productivity of equipment used for pre-treatment of 
water. Silt density index measurements should be per-
formed using pre-cleaning cartridge filters. The value 
of SDI should be as minimal as possible, which can be 
achieved by operating the filter material at its calcu-
lated pressure drop (ΔP) and proper backwashing of 
mechanical filters. SDI can also be minimised by using 
auxiliary filters in the system of polystyrene and car-
bon cartridges, but in Ukraine this practise has not yet 
been introduced into mass production.

V. Radovenchyk et al. (2023) studied the possibility 
of mechanical filters cleaning with sulphuric acid solu-
tions and showed positive results of this method. At 
the same time, oxides and hydroxides of iron (III) pass 
into the solution and release the pores of the cartridge. 
However, the use of highly concentrated sulphuric acid 
is possible only in industrial conditions.

Therefore, the purpose of the study was to find, 
substantiate and confirm by laboratory experiments 
ecologically safe and affordable methods for regenera-
tion of polystyrene filters of baromembrane water puri-
fication plants in household conditions.

MATERIALS AND METHODS
To perform the task of assessing the possibility of re-
generation of used filters of reverse osmosis plants, 
the method of analysis in laboratory conditions was 
used, and the method of chemical analysis was used 
to evaluate the change in the hydrogen index and con-
centrations of contaminants. The method of functional 
analysis was used to observe the processes of settling, 
which made it possible to determine the optimal indi-
cators of settling of the suspension. To determine the 
content of iron as the main contaminant of mechanical 
filters, the sulphate salicylic method was used accord-
ing to DSTU 7262:2012 “Chemical reagents. Methods 
of determination of iron impurities” (2013).

process of water purification, 1/3 of the inlet water for 
purification is discharged into the sewer, hundreds of 
thousands of used polypropylene filters, mineralisers, 
plastic cartridges with activated carbon, ultraviolet 
disinfectants and the membranes themselves, contam-
inated with products of cleaning, are thrown into the 
environment every year without processing. There is 
no statistical information on the damage caused, just 
as there are no environmentally safe methods to re-
generate the components of filters and blocks. There-
fore, this issue is relevant and still not resolved.

The use of baromembrane technologies for water 
purification is one of the most effective and widespread 
technologies in the world, according to an analysis by 
X. Zhang and Y. Liu (2021). According to D.M. Warsing-
er et al. (2018) and M. Qasim et al. (2019), the appear-
ance of membrane and filter contamination, which 
limits the efficiency of operation (separation efficiency, 
water permeate flow, salt rejection) and the lifetime 
of the reverse osmosis plant is one of the most seri-
ous problems that arise in RO water treatment. If the 
membrane can be used for 1-2 years, then mechanical 
filters must be replaced every three months. Untimely 
replacement of filters can lead to scale formation on 
the membrane, and the failure of the entire system, 
according to T.M.  Joseph  et al.  (2023). Contamination 
and scale formation reduce the hydrophobicity of the 
membrane and deform the pores, which leads to wet-
ting of the membrane – a critical drawback in the plant, 
when the nutrient solution flows through the pores in 
the liquid phase, which threatens the rejection of the 
membrane and inefficient water purification.

In the literature, quite a lot of methods and ways 
of membrane protection are described, but almost no 
attention is paid to pre-membrane cartridges (filters), 
since they are quite cheap, and their regeneration does 
not have a significant economic effect. However, from 
an ecological point of view, the accumulation of such 
waste is quite critical and dangerous. The availability 
of carbon filters significantly complicates the regener-
ation of filters for mechanical (pre-membrane) clean-
ing. In their research, I.I.  Radovenchyk  et al.  (2023) 
studied the problem of filter disposal and environmen-
tal contamination due to the use of reverse osmosis 
systems. They noted that after 3-6 months, such filters 
are thrown out with the usual garbage. This leads to 
environmental contamination, which carries with it a 
number of threats. The authors point out that there are 
no enterprises in Ukraine dealing with the disposal of 
such filters. Researchers M.V. Kravchenko et al.  (2021) 
proved that contamination and untimely replacement 
of filters precede membrane contamination and re-
duce its service life by 30-35%. Preventive and correc-
tive measures are required for continuous operation of 
the plant. These corrective and preventive measures 
are necessary according to the properties of the outlet 
water as well as the properties of purified water, for 
example, in purified water after desalination, an en-
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Table 1. Results of measurements of settling intensity and suspension filtration

Source: developed by the author based on the results obtained

The experiments were conducted on the basis of 
the laboratory of the Department of Ecology and Tech-
nology of Plant Polymers of the Faculty of Engineer-
ing and Chemistry of the National Technical University 
of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute”. A 
cycle of experiments on cleaning of used mechanical 
filters of reverse osmosis (Ecosoft, Ukraine) in a spe-
cially assembled plant with a gradual increase in the 
concentration of sulphuric acid was conducted, the 
processes of cleaning the pores of the filters from iron 
compounds were carried out according to formula (1):

2Fe(OH)3
 + 3H2SO4

 → Fe2(SO4)3
 + 3H2O.          (1)

Measurements of concentrations and the hydrogen 
indicator were made every 8 min after circulation of the 
solution in a purification plant. Different doses of sul-
phuric acid were used and the hydrogen indicator was 
monitored using a pH metre when the acid was gradu-
ally introduced into the cleaning solution. The optical 
density was also measured on a photocolorimeter using 
the sulphate salicylic method and the content of iron 
in the solution was determined. The introduction of  

sulphuric acid was stopped when the concentration of 
iron ions remained unchanged, that is, when the filters 
were completely cleaned.

To determine the optimal hydrogen indicator, at 
which complete neutralisation of sulphuric acid in the 
solution and effective filtering of the obtained suspen-
sion would occur, a number of experiments on model 
solutions were conducted. 26.9 g of FeCl3*6H2O were 
dissolved in distilled water, the obtained solution was 
brought to 1000 ml with the pH = 2.1. Five samples of 
100 ml were taken. With the help of NaOH, the pH was 
gradually increased by 0.5 to 4. With the help of meas-
uring cylinders, the intensity of settling and distribution 
into suspension and liquid phase were observed. Then 
the resulting solution was settled for a day and filtered.

RESULTS
The results of measurements of the intensity of settling 
and filtration of the suspension obtained in the process 
of mechanical filters cleaning using sulphuric acid solu-
tion of different concentrations (the effect of concentra-
tion is noted on the hydrogen indicator for FeCl3*6H2O) 
are shown in Table 1.

рН FeCl3*6H2O 2.6 3.1 3.6 4.03 10

V (NaOH), ml 2.5 2.62 2.75 2.78 2.8
The ratio of the liquid 

phase to the suspension, 
% during settling for a day

100/0 100/0 98/2 80/20 23/77

The volume  
of filtrate in the cylinder 

when filtering the 
suspension during the day

100 100 72 48 100

Notes*

The filter is 
coloured but 

clean, the filtrate 
is coloured, all 
iron is in the 

filtrate

Filtering is very 
slow, there is little 
sediment on the 

filter, the filtrate is 
coloured, most of 

iron is in the filtrate

Filtering is slow. 
The filtrate is 

transparent, the 
concentration of 

iron in the filtrate 
is 1.6 mg/l

The filtrate is 
transparent, the 
concentration 

of iron in 
the filtrate is 

0.2 mg/l

Filtering is fast, iron 
is not detected in the 
filtrate (the reaction 
to sulphite salicylic 
acid and ammonia)

As can be seen from the research results shown in 
Table 2, the content of iron in the most contaminated 
filter is 6.5 g/l, with a norm of 0.2 g/l according to State 
sanitary standards and rules “Hygienic requirements  

for drinking water intended for human consump-
tion” (2022). At the same time, 60 ml of sulphuric acid 
with a concentration of 98% has been used to clean 
one contaminated filter.

Hydrogen  
indicator, pH

Concentration  
of iron ions, g/l

Hydrogen  
indicator, pH

Concentration  
of iron ions, g/l

Hydrogen  
indicator, pH

Concentration  
of iron ions, g/l

Filter 1 Filter 1, 2 Filter 3
pH (1) = 4.5 0.001 pH (0) = 5 0 pH (0) = 5 0
pH (2) = 4.0 0.02 pH (1) = 4.5 0.1 pH (1) = 4.5 0.002
pH (3 = 3.4 0.3 pH (2) = 3.8 0.9 pH (2) = 4.0 0.1
pH (4) = 3.2 0.6 pH (3) = 3.3 3.8 pH (3) = 3.5 1.5
pH (5) = 2.5 3.8 pH (4) = 2.7 5.8 pH (4) = 2.5 5.9
pH (6) = 1.1 6 pH (5) = 1.1 5.8 pH (5) = 1.0 6.5

Table 2. Results of iron concentration measurements during cleaning  
of three mechanical polystyrene filters with a gradual increase in the dose of sulphuric acid

Source: developed by the author based on the results obtained
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The next task, after cleaning the filters, is the neu-
tralisation of products of cleaning, because their dis-
charge into the sewage system is unacceptable, since 
pH  =  1. According to observations, effective removal 
of dissolved iron from the cleaning solution begins at 
pH = 4 and continues until pH = 10. However, at pH = 4 
settling and filtering require 24 hours, while at pH = 10 
this process takes no more than an hour. Additional 
studies confirm that 4.5 is the most effective pH indi-
cator for settling and almost complete removal of iron 
from the solution. Further increase in the hydrogen in-
dicator to 10 turns out to be impractical. The research 
data obtained are used to neutralise sulphuric acid, 
which, together with dissolved iron removed from the 
used filter, is in the mother solution.

The volume of the mother solution, which has 
been formed as a result of cleaning of contaminated 
mechanical filter of the return osmosis plant, is 1  l, 
its pH = 0.95, the solution contains 65 ml of sulphuric 
acid, this volume has been used in previous studies for 
complete cleaning of mechanical filter. A neutralisation 
reaction (2) is carried out in order to remove sulphuric 
acid, which is dangerous for discharge, from the used 
solution. The calculated amount of 37.42 g of CaO is 
added, bringing the pH to 5.3. At this level of the hy-
drogen indicator, the most efficient settling of gypsum 
(CaSO4) and separation of solid and liquid phases occur:

CaO + H2SO4
 → CaSO4

 + H2O.                  (2)

The filtration of the obtained suspension on paper 
filters “blue tape” is the next stage. The volume of the 
filtrate is 776 ml. The mass on the filter before drying is 
265.61 g. After complete drying in the drying chamber, 
the obtained substance is brought to a constant mass of 
79.50 g (Fig. 1).

This method of regeneration of contaminated fil-
ters (using sulphuric acid solution) can be used in the 
first and third stages of filtration if the first and third fil-
ters are made of polystyrene with a corresponding pore 
diameter of 10 and 5 μm, respectively. By visual exam-
ination of the used filters, it has been determined that 
iron is the most problematic and main contaminant of 
filters, and even with a small amount of it, it is very 
difficult to get rid of reddish colour after several stages 
of cleaning with an acid solution. Therefore, the pH of 
the cleaning solution should be brought up to 1, while 
the norm in tap water is 5-6, as shown by the analysis of 
water samples by the sulphate salicylic method in the 
laboratory. Figure 2 shows sets of clean (a) and used (b) 
mechanical filters of the 1st, 2nd and 3rd stages of water 
purification in reverse osmosis plants.

Figure 1. Cement additive obtained  
as a result of neutralisation of the mother solution 

from the contaminated filter
Source: developed by the author

Figure 2. View of Ecosoft filters before and after use  
in a typical reverse osmosis plant for three months

Source: developed by the author

The set includes two polystyrene filters, which,  
unlike the carbon one, can be easily cleaned of iron us-
ing sulphuric acid. Such a combination of filters for re-
verse osmosis plant is designated in the international 
classification as PP, CTO, PP (polypropylene 10 μm, car-
bon, polypropylene 5 μm). However, sometimes there 
are other combinations described by F.M. Idrees (2020), 
such as PP, UDF, CTO (polypropylene 10  μm, from  

a

b
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granular activated carbon, pressed carbon cartridge). 
In general, the approach to cleaning these types of fil-
ters does not change, because cartridges are based on 
coal as the main filler in various modifications.

Purification with a sulphuric acid solution can be 
used in the first and third stages of filtration if the first 
and third filters are made of polystyrene. In addition to 
the chemical method of neutralising the mother solu-
tion, the electrodialysis method can be used, while an 
electrolyser with a lead anode would be the best op-
tion. In the process of cleaning the filters, a suspension, 
from which iron is settled with CaO, filtered and dried, 
has been obtained. After cleaning of one mechanical fil-
ter, almost 80 g of pure gypsum has been obtained. This 
gypsum can serve as a binding cement additive or be 
used for the production of internal cladding plates, and 
clean water can be used for subsequent cycles of me-
chanical filters cleaning with the subsequent addition 
of sulphuric acid to it. According to laboratory studies 
on model solutions with different iron content (from 
5.38 to 16.4 grams per 1  litre of solution), the effect 
of sulphuric acid on iron solubility is shown in Table 2.

As a result of the experiment on cleaning of used 
mechanical filters, it is found that the content of iron 
in the most contaminated filter is 6.5 g/l. At the same 
time, 60 ml of sulphuric acid with a concentration of 
98% is used to clean one contaminated filter. From 
the results of the measurements, it can be seen that 
with gradual addition of sulfuric acid to the cleaning 
solution, iron compounds begin to actively dissolve at 
pH = 3.3, and the maximum efficiency of filters clean-
ing from iron compounds is achieved at pH = 1.6. The 
introduction of sulphuric acid has been stopped at an 
unchanged indicator of iron ions concentration, in other 
words, at complete cleaning of filters, which occurs at 
pH = 1.6. These results have been also confirmed during 
repeated naturalistic experiments with real contami-
nated filters, removed from users of household reverse 
osmosis systems in Kyiv. Since the naturalistic experi-
ment involved filters of various degrees of contamina-
tion, which depends on the intensity of use, the number 
of people in the family, the season and the period of use 
(from 3 to 7 months), the necessary volume of sulphuric 
acid, needed for filter cleaning, was in the range from 
20 to 78 ml per 1 litre of the cleaning solution.

DISCUSSION
According to the results of the experiment, used poly-
propylene filters can be regenerated and reused in 
baromembrane water purification plants. Bacterio-
logical safety of using such filters was confirmed by 
scientists T.Yu. Nyzhnyk et al. (2019). However, the re-
use of mechanical polystyrene filters was confirmed 
only by bacteriological indicators. The conducted re-
search also proved the possibility of regeneration for 
the main chemical contaminant  – iron compounds. 
Therefore, the conducted studies complement and 
do not contradict the obtained results. In their work, 

S.V.  Huliienko  et al.  (2020) noted that salt rejection 
and permeate flow were key factors for analysing the 
productivity of reverse osmosis plants. Membrane pro-
ductivity can also be analysed by the salt rejection 
rate of the membrane system.

In the course of research, it has been determined 
that an aqueous acidic environment (having a pH from 
1 to 4) is the best cleaner for replaceable blocks (filters 
and membranes) of reverse osmosis plants. Increase 
in acidity, i.e. bringing the pH closer to 1, ensures the 
dissolution of water-insoluble calcium and silica salts, 
iron compounds and organic contaminants. Positive ef-
fect of the hydrogen indicator on the rejection of salts 
from reverse osmosis filters and membranes was the-
oretically described in the works of S.V. Huliienko and 
I.V. Syman (2018) and A.P. Safonyk et al.  (2020). In the 
conducted research, it is possible to prove this theo-
ry in practise and to determine specific pH limits, in 
which the acidity of the environment will be effective. 
It has been proven that a further decrease in pH < 1 
is impractical, because undissolved iron on the filters 
can no longer exist at this state of the environment. 
According to the results of the experiments, increase 
in the hydrogen indicator to 10 is impractical. The ob-
tained research data are used to neutralise sulphuric 
acid, which, together with dissolved iron extracted from 
the used filter, is in the mother solution. Researchers 
M.V.  Kravchenko  et al.  (2021) concluded that the set-
tling on the surface of membranes and cartridges of 
some calcium salts, such as gypsum, is also influenced 
by high temperatures, as they reversely dissolve with 
increasing temperature. Gypsum crystals can block and 
deform the pores, which leads to a rapid decrease in 
water flow and wetting of the membrane. Calcium ions 
can also precipitate as calcite or in a complex with or-
ganic compounds and cause severe flow reduction, a 
phenomenon described in detail by S. Virych (2023).

As a result of examination of the content and anal-
ysis of the used carbon filler, it is found that it is impos-
sible to chemically regenerate carbon filters. Accord-
ing to the conducted studies, even with a high level 
of purity of water supplied to activated carbon filters 
and regular thermal sanitisation (washing with water 
at 95°C for 2.5 hours), it is impossible to completely 
remove biological contamination from the cartridge 
filler. During the process of hot water sanitisation, sur-
viving single planktonic cells begin an active process 
of microcolonies formation and biofilm creation as a 
survival mechanism in extreme conditions. Already 
three days after heat treatment, the formation of a bi-
ofilm is observed on the surface of activated carbon 
granules, which leads to a phenomenon known as bi-
ological activation of coal. In her work, M.V. Kravchen-
ko  (2022) consistently investigated the behaviour of 
coal cartridges and proved that due to the peculiari-
ty of coal bulk material, it cannot be restored by de-
taching contaminant ions. Researchers Ch.Ch.  Wu  et 
al.  (2019), describing the reproduction of bacteria in 
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contaminated carbon filters, came to the same conclu-
sion about the impossibility of regeneration of these 
filters precisely because of sorption-biological interac-
tion of the sorbent and the contaminant. The results 
of the observations refute the possibility of creating 
cartridges with a separate zone for the accumulation 
of waste contaminants, since in practise the carbon fil-
ter behaves differently than in the theoretical work of 
N.O. Matlakh et al. (2022), where methods of modifying 
polypropylene and carbon filters are shown, with struc-
tural construction of filter sections so that sediment 
accumulates at the bottom of the sections, the bottom 
of the section must be unscrewed so that the sediment 
can be removed, and new filters must be easily insert-
ed into the section. The work includes measures to 
control contamination of pre-membrane filters (titani-
um plates and ammeter). This solution can extend the 
service life of mechanical filters, but will not solve the 
issue of their regeneration and disposal.

Silica scale formation is slower than that of calci-
um salts such as gypsum because silicic acid polym-
erises more slowly than gypsum crystallises. Processes 
of silica scale formation described by I.A. Tereshchen-
ko (2021) proved a high level of threat of silica influ-
ence on cleaning efficiency at neutral pH ranges. Even 
NaCl solutions can cause flow reduction if available 
in supersaturating concentrations. A.  Kayvani  Fard  et 
al. (2018) investigated that scale mitigation by methods 
that include volume filtration and antiscalant addition 
was a rather fictitious way to extend the service life of 
the membrane and the plant as a whole.

However, the use of a standard set of cartridge 
filters helps to minimise flow reduction by removing 
precipitated salts before they reach the membrane. 
Therefore, timely replacement of filters makes it im-
possible to damage the membrane with subsequent 
loss of its efficiency. However, the problem of envi-
ronmental contamination with such filters has still 
not been solved globally, because most of them are 
thrown away either in the trash or in special contain-
ers. The achievement of more sustainable and envi-
ronmentally safe alternatives becomes a critical task 
for preserving natural resources and maintenance of 
sustainable development.

CONCLUSIONS
The use of carbon filters complicates the process of 
restoring filters for mechanical (pre-membrane) clean-
ing. Iron is the most significant and main contaminant 
for mechanical polystyrene filters. Even with small iron 
content, after several stages of cleaning with an acid 
solution, it is very difficult to remove the reddish col-
our. Therefore, in order to achieve the effectiveness of 
the solution cleaning, it is necessary to reduce its pH 
to the level of 1. This deviation from the usual val-
ue of tap water, which is 5-6, has been confirmed by 
the analysis of water samples using the sulphate sal-
icylic method in the laboratory. After that, filters must 

undergo forced washing in the circulation network to 
normalise the hydrogen indicator in the thickness of 
material and be safe for further reuse in the reverse 
osmosis plant after regeneration.

It can be seen from the results of measurements 
that during gradual introduction of sulfuric acid into 
the cleaning solution, iron compounds begin to actively 
dissolve at pH = 3.3, and the highest effectiveness of 
filters cleaning from iron compounds is achieved at 
pH = 1.6. The addition of sulphuric acid is stopped when 
the concentration of iron ions remains stable. In gener-
al, complete cleaning of filters takes place at pH = 1.6. 
The obtained results are confirmed during repeated 
natural experiments with real contaminated filters, 
which have been taken from users of household reverse 
osmosis systems in the city of Kyiv.

If polystyrene filters can be completely regenerated 
with sulphuric acid and after further washing can be 
used again in the system, then carbon filters are almost 
impossible to regenerate. The reason is that contam-
inated coal filler is in a non-separable structure and 
the very structure of the filler does not allow the con-
taminant to be removed from the thickness of the coal 
layer. The case is not disassembled and after removing 
the carbon filler from it, it must also be disposed of. In 
Ukraine and in the world, such cartridges are simply 
thrown away. Regardless of whether they have fillers or 
have already had them removed, the amount of waste 
remains the same. This method of regeneration of con-
taminated filters can be used in the first and third stag-
es of filtration if the first and third filters are made of 
polystyrene. And reverse osmosis carbon filters, unlike 
mechanical ones, cannot be cleaned.

In conclusion, it can be noted that reverse osmosis 
carbon filters, unlike mechanical ones, cannot be pro-
cessed. The author came to this in the result of a dis-
section of the cartridges containing these filters. The 
case is not disassembled and after removing the car-
bon filler from it, it must also be disposed of. According 
to the examination of the content and analysis of the 
used carbon filler, it becomes clear that it is impossible 
to chemically regenerate carbon filters. According to 
research, it is impossible to completely clean the car-
tridge filler, activated carbon, from biological contami-
nants. Even with high indicators of purity of water en-
tering carbon filters, and periodic thermal sanitisation 
(washing with water at 95°C for 2.5 hours), it turns out 
to be impossible to stop microflora development for a 
long time. During the sanitisation treatment of the filter 
with hot water, surviving individual plankton cells be-
gin the process of active microcolonies formation and 
biofilm creation as a survival mechanism in extreme 
conditions. Already three days after heat treatment, bi-
ofilm formation is observed on the surface of activated 
carbon granules, which leads to the so-called biologi-
cal activation of coal.

Therefore, the most effective method to recycle 
carbon filters is to develop a collapsible design of the  
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cartridge, which can be filled with fresh activated car-
bon, and the used carbon can be burned at high tem-
peratures or sent to the production of coal briquettes. 
Such briquettes are completely safe for the environ-
ment and can be used as solid fuel. The identified and 
researched methods of regeneration and recycling of 
mechanical and carbon pre-membrane filters can be 
applied on an industrial scale with the condition of their 
larger-scale testing. This technology is inexpensive 
and allows polystyrene filters to be fully regenerated 
and reused and it is possible to obtain fuel briquettes 
from carbon filters during further research on improv-
ing the recycling scheme. Among the directions for fur-
ther research, the following ones can be highlighted: 
design development and improvement; study and use 
of new technologies for filters cleaning; energy effi-
ciency, etc. In addition to the mentioned directions, the 
following aspects are important for study: persistence  

of contaminations and efficiency of removal of various 
types of them, materials and membranes, etc.
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Дослідження можливостей очищення  
механічних фільтрів баромембранних установок
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Анотація. Однією з найбільш актуальних проблем, які виникають при обробці води за допомогою установки 
зворотного осмосу, є поява забруднення на мембрані та фільтрах, що суттєво зменшує ефективність роботи 
(продуктивність розділення, потік пермеату води, відторгнення солі) і термін служби установки. Тому метою 
роботи став пошук оптимальних методів очищення та регенерації механічних фільтрів установок зворотного 
осмосу. Розв’язання цієї проблеми проводилося шляхом емпіричного аналізу наявної наукової інформації та 
проведення лабораторних досліджень з очищення картриджів та обробки інфільтрату. Було проведено цикл 
дослідів з очищення використаних механічних фільтрів зворотного осмосу в спеціально змонтованій установці 
з поетапним збільшенням концентрації сірчаної кислоти. Згідно зі спостереженнями під час проведення 
лабораторних досліджень, ефективне виведення розчиненого заліза з розчину, яким проводилось промивання 
забруднених полістирольних фільтрів, починається при pH = 4 та до pH = 10, проте при pH = 4 відстоювання 
і фільтрування потребує 24 години часу, а при pH = 10 цей процес займає не більш ніж годину. В результаті 
подальших досліджень найефективніший водневий показник для осадження і практично повного виведення 
заліза з розчину становить 4,5. Подальше підвищення водневого показника до 10 є недоцільним. Крім 
хімічного методу нейтралізації маточного розчину, ефективним варіантом є застосування електродіалізу, при 
цьому оптимальним вибором є використання електролізера з анодом зі свинцю. Отже, після очищення одного 
механічного фільтра було отримано майже 80 г чистого гіпсу. Цей гіпс може слугувати як високоякісна добавка 
для цементу або використовуватися при виготовленні плит для внутрішнього облицювання. Чисту воду, яку 
отримано під час процесу, можна використовувати для наступних етапів очищення інших механічних фільтрів

Ключові слова: зворотний осмос; картриджі; полістирольні фільтри; регенерація; вугільні фільтри; концентрат
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INTRODUCTION
Cloud-based Session Border Controller (SBC) is a criti-
cal element of modern telecommunications networks, 
especially in the context of providing Session Initiation 
Protocol (SIP) services-trunking over IP (Internet Proto-
col) networks. SIP trunking is defined as a technology 
that allows transmitting voice and multimedia traf-
fic over the internet protocol instead of convention-
al telephone networks and cloud-based SBC are key 
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elements in modern SIP trunking networks because 
of their ability to ensure the security, quality of ser-
vice, and reliability of communication services. How-
ever, with the constant growth of data volumes and 
the number of users on networks, cloud-based SBC is 
facing new challenges and tasks. Modern cloud-based 
SBC systems are complex systems with many settings 
and capabilities. However, their performance can vary 
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achieve this goal. The results of the study confirm the 
feasibility of using 5G cellular networks for automating 
production processes and provide a methodology for 
choosing optimal solutions using these technologies. 
Authors M. Skulysh et al. (2018) and A. Bondarchuk and 
V. Zhebka (2023) in their papers highlighted the prin-
ciples of optimising the service of hybrid telecommu-
nications services in a heterogeneous environment. 
The basic idea is that subscriber process management 
functions can be migrated to the cloud environment, 
including subscriber search and physical element man-
agement. All mobile communication subsystems are 
controlled by controllers located in the data centre, 
and interaction between these controllers is conducted 
within the centre, which simplifies the management of 
the telecommunications network and reduces the num-
ber of service flows.

In the study by I. Tas et al. (2020), a new SIP attack, 
SR-DRDoS, is presented, which uses lesser-known SIP 
capabilities along with IP address spoofing techniques 
and DDoS attack logic. A SIP-based DoS/DDoS attack 
simulator was developed to investigate the SR-DRDoS 
attack. The attack showed the ability to increase the 
CPU load of the SIP server from 0 to 100% in just 4 
minutes. In the context of protecting against such at-
tacks, it is noted that many SBCs leave organisations 
with a false sense of security due to insufficient ability 
to detect and track such attacks. M.R.S. Al Saidat (2019) 
offers a secure SIP-based distributed architecture mod-
el that can be deployed in a service provider’s data cen-
tres to ensure availability, scalability, and security. The 
proposed model is designed to reduce SIP attempts on 
session initiation controllers. The study includes testing 
the model in a real-world service provider environment, 
the results of which showed the ability of the improved 
session protocol backup initiation model to reduce at-
tempts to initiate the protocol via SIP trunking.

Researchers T.M. Tardaskina and T.V.  Hrysh-
chuk (2021) examined the cloud technology market in 
Ukraine and determined the role of telecommunica-
tions operators and their interaction with consumers. 
The study results indicated that Ukrainian telecom-
munication operators have a small share in the cloud 
technology market, but large companies can increase 
their presence in this sector by adding cloud services 
to their portfolio, acting as intermediaries between 
providers and users. L. Tokar  (2022) examined the ad-
vantages of cloud-based automated telephone systems 
(ATC) over traditional methods of organising telephone 
communication in companies and offices. The study 
highlights the capabilities of cloud ATC systems, such 
as multi-channel numbers, intelligent call forwarding, 
flexible analytics, and a number of other features that 
contribute to the quality and efficiency of telephone 
communication. The main benefits are cost savings and 
the ability to quickly scale resources in a cloud ATC. Un-
like the above-mentioned studies, which focus on cloud 
technologies in the field of telecommunications, this 

substantially depending on the implementation and 
configuration features. One of the key challenges that 
need to be addressed is improving the efficiency and 
scalability of these controllers to provide high-quality 
user service in growing networks. The relevance of the 
research topic is determined by the need to improve 
and optimise cloud SBC to improve the quality and ef-
ficiency of SIP trunking services in cloud environments.

There is an extensive body of research in the field 
of SIP trunking and cloud session boundary control-
lers. For example, P.I. Romaniuk (2023) investigated the 
use of cloud technologies in the educational process. 
The author provided an overview of popular cloud 
platforms and considered their prospects in the edu-
cational process, and also noted that the use of cloud 
technologies helps to increase efficiency and reduce 
costs in the field of higher education, provides fast and 
secure access to the necessary services for training. 
V.  Mazharenko  (2020) highlighted that SIP trunking 
creates the ability to connect a local telephone system 
to the Internet instead of a regular telephone network, 
simplifying the provision of Voice Over Internet Proto-
col (VoIP) services to companies located on the host. 
The author examines the possibilities and methods of 
integrating IP telephony in the areas of providing tele-
phone services, evaluates the quality of use of the de-
veloped SIP client, and comes to the conclusion about 
the purposefulness of using IP telephony on web re-
sources. A paper of A.  Praveen  et al.   (2022) demon-
strates the importance of testing SBC functionality 
in modern unified communications systems, modern-
isation of contact centres, and cloud communication 
services. The researchers note that manual testing of 
various SBC call scenarios is complex, time-consuming, 
and error-prone. However, this problem can be solved 
by creating an automated approach for testing SBC, 
simulating a real-world production environment, and 
using SIP scripts to test all important VoIP call scenar-
ios. They offer a methodology for testing SBC to en-
sure the reliability of its operation in enterprises and 
service operators. Authors S.  Kaul and A.  Jain  (2019) 
discuss the possibilities of using cloud session bound-
ary controllers (C-SBC) in cloud-based unified com-
munications using virtualisation. They emphasise that 
with the advent of a new generation of communica-
tion tools, the volume of real-time communication 
and intelligent traffic is growing every day, which 
makes communication in enterprises quite difficult. 
The proposed solution helps enterprises in the field of 
next-generation internet protocol networking, media 
processing and transcoding, which is usually used for 
various next-generation services.

T.  Smirnova  et al.  (2022) focused their investiga-
tion on selecting the optimal technology for a cloud-
based information and communication system to op-
timise production processes. It includes the analysis 
and selection of communication technologies and the 
development of a multi-criteria optimisation model to 
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paper is aimed specifically at examining and improving 
the provision of SIP trunking services through the intro-
duction of cloud-based SBC. 

The purpose of this study was to analyse the per-
formance of cloud SBC and identify possible limitations 
to propose optimisation strategies to improve perfor-
mance and reliability in the field of SIP trunking services.

MATERIALS AND METHODS
Methods of theoretical analysis and practical experi-
ments were used to achieve a comprehensive under-
standing of SBC clouds and their impact on SIP trunking, 
forming an empirical analysis approach. The theoretical 
analysis method was used to examine in detail the the-
oretical aspects of cloud SBC, their role in SIP trunking, 
and analyse various papers on a given topic. Theoreti-
cal analysis allowed understanding the basic principles 
of SBC cloud operation and their potential impact on 
trunking services. This method helped to identify such 
basic aspects as the principles of SBC cloud opera-
tion, the role of SIP trunking, the potential impact on 
trunking services, and comparison with other solutions. 
The basic principles of functioning of cloud-based SBC 
are studied, including their ability to route SIP traffic, 
authenticate, transform, and ensure communication 
security. The important role of cloud-based SBC in im-
proving the quality of SIP trunking and ensuring reli-
able delivery of SIP requests and responses between 
different networks is evaluated. The study examines 
how the implementation of cloud-based SBC can affect 
the quality of SIP trunking service, reduce latency, and 
provide greater scalability of services. Compare cloud-
based SBC with other methods of trunking and routing 
SIP traffic, highlighting their advantages and possible 
disadvantages.

Real-world implementations of SBC cloud pro-
viders such as Amazon Chime Voice Connector, Twilio 
Elastic SIP Trunking, Azure Communication Services, 
Dialogflow Telephony Gateway, and Oracle Cloud Infra-
structure were used to conduct practical experiments. 
These implementations were chosen because of their 
popularity and prevalence in the market, which allowed 
conducting an objective comparative analysis of their 
characteristics and performance. Practical experiments 
included modelling test SIP sessions, generating traffic, 
creating block diagrams and tables, outputting calcu-
lations, etc. A simple programme was written to create 
test SIP Sessions to simulate real-world communica-
tion events between users, which also generated traf-
fic transmitted through cloud-based SBC’s to measure 
their performance and traffic handling capabilities. The 
results obtained were processed to compare the char-
acteristics of certain cloud SBC’s, determine the quality 
of service, and assess the impact on performance and 
call quality. Graphs that showed a comparative analysis 
of SIP trunking services in different regions to visualise 
the results were constructed. During the experiments, 

various tasks and situations occurred that required 
solving and analysing in the context of SBC cloud func-
tionality. Formulae are also used to calculate call quali-
ty, relative performance gain, loss reduction, bandwidth 
redundancy, and network load calculations.

The IntelliJ IDEA environment and the Java pro-
gramming language were used for software imple-
mentation. The Cross-platform File Format Apps plat-
form is selected for building block diagrams. MS Excel 
is used to plot a comparative analysis of SIP trunking 
services in different regions. Call setup time, call qual-
ity assessment, resource usage and scalability assess-
ment, network latency, bandwidth, availability, com-
munication quality, usage scale, regulatory support, 
infrastructure, etc. were used as performance metrics 
and evaluation criteria. Formula (1) is used to evaluate 
the call quality:

MOS = 1 + (R - 1.5 * A) + (A * (A + 1) * B * C),         (1)

where R – voice quality rating (usually from 1 to 5); A – 
jitter (change the delay between packets); B – packet 
loss (percentage loss); C – delay (the sum of delays in 
milliseconds).

The relative productivity gain can be calculated us-
ing Formula (2):

(%) = ((Y - X)/X) * 100,                       (2)

where X – number of sessions before SBC implementa-
tion; Y – number of sessions after SBC implementation.

The relative loss reduction can be calculated as fol-
lows (3):

(%) = ((L1 - L2)/L1) * 100,                    (3)

where L1 – number of lost sessions before SBC imple-
mentation; L2 – number of lost sessions after SBC im-
plementation.

When calculating bandwidth redundancy (4):

R(%) = ((TB - UB)/TB) * 100),                (4)

where R – reservation; TB – total bandwidth; UB – used 
bandwidth.

In addition, to calculate network load (5):

L(%) = ((TV/B) * 100),                      (5)

where L – load; TV – traffic volume; B – bandwidth.

RESULTS
Evaluation and comparison of cloud SBC in the context 
of SIP trunking. Cloud-based SBCs can be compared 
by analysing call setup time, call quality score (MOS 
(Mean Opinion Score)), and resource usage and scala-
bility score (Table 1).
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To get the call setup time, it is necessary to calcu-
late the average time required to set up a call on each 
of the SBC clouds under consideration. The call quali-
ty score (MOS Score) is a widely used metric that can 
be calculated based on various factors such as jitter, 
subprime, delay, and other parameters (1). Calculating 
resource usage can be measured as the percentage of 
resources used during call processing. It is necessary 
to use formulas that will help calculate how easily you 
can expand the system by adding new resources to as-
sess scalability. 

Calculating key performance indicators is an equal-
ly important part of evaluating the benefits of using SIP 
trunking services. A possible approach to mathematical 
calculations to determine the improvements that SBC 
can provide includes performance improvements or 
loss reductions. Metrics such as the number of success-
ful SIP sessions per unit of time before and after imple-
menting SBC can be used to measure performance (2). 
Considering the number of lost SIP sessions before and 
after SBC implementation can be used to determine the 
impact of SBC on loss reduction (3).

Examples include Amazon Chime Voice Connec-
tor, Twilio Elastic SIP Trunking, Azure Communication 
Services, Dialogflow Telephony Gateway, and Oracle 

Cloud Infrastructure. Amazon Chime Voice Connector is 
a cloud-based SBC that provides the ability to connect 
internal IP phone systems to Amazon Chime cloud com-
munication services. This provides fast call setup, high 
call quality, and the flexibility to scale resources. Twilio 
Elastic SIP Trunking allows connecting IP telephony to 
the global Twilio infrastructure using SIP trunking. It 
has fast call setup, high call quality, and good scalability. 
Azure Communication Services provides a cloud-based 
SBC for connecting IP telephony to Microsoft Teams and 
Azure Communication Services cloud services. Provides 
reliability, high call quality, and zoom support. Dialog-
flow Telephony Gateway is a cloud-based platform for 
developing and connecting voice bots to the telephone 
network via SIP trunking. It has fast call setup, good call 
quality, and advanced zoom capabilities. Oracle Cloud 
Infrastructure provides a cloud-based SBC for security 
and control of communication flows in a cloud envi-
ronment. Provides fast call setup, high call quality, and 
scalability. Thus, among the listed cloud SBCs, Amazon 
Chime Voice Connector, Azure Communication Services, 
and Oracle Cloud Infrastructure are the most optimal. 
In general, this paper is considered on the basis of the 
following network elements: users, corporate IP net-
work, cloud SBC, and the Internet (Fig. 1).

Source: compiled by the author

Table 1. SBC cloud comparison

Call setup time Call quality assessment  
(MOS Score)

Evaluating resource usage 
and scalability

Amazon Chime Voice Connector Fast High High
Twilio Elastic SIP Trunking Fast High Good

Azure Communication Services Fast High High
Dialogflow Telephony Gateway Fast Good Good

Oracle Cloud Infrastructure Fast High High

Figure 1. Block diagram of network elements
Source: compiled by the author

Users:
Corporate IP 

network:

Role (initiators 
of voice and 
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Role (internal 
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devices)
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callers)

Position (internal 
organization 
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Cloud SBC:

Role (control, 
routing and security 
of SIP traffic)

Position (in the 
cloud environment)

Users represent external subscribers who initiate 
voice and video calls. A corporate IP network indicates 
the organisation’s internal network, where internal 
subscribers and other network devices are located. 
Cloud-based SBC is a session boundary controller that 

monitors, routes, and ensures the security of SIP traffic. 
The Internet is an external network through which SIP 
traffic is transported between the cloud-based SBC and 
the corporate IP network. Cloud-based SBC can perform 
the following functions: session monitoring (provides 
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Table 2. Network latency and bandwidth of SBC clouds

Source: compiled by the author

management and control of voice and video traffic ses-
sions); routing (defines routing paths for session traf-
fic); security (performs security functions such as traffic 
filtering, attack protection, and encryption); transcoding 
(can perform media conversion); QoS (Quality of Ser-
vice) (allows prioritising voice traffic to ensure high 
quality of service); signalling (provides exchange of 
alarm messages between session agents).

SBC cloud optimisation: the impact of network la-
tency, bandwidth, and regional features on SIP trunking 
services: a comparative analysis and recommendations. 
Network latency affects the latency of data transmis-
sion between two points in the network. High network 
latency can lead to delays in the transmission of audio 
and video data, which can negatively affect the qual-
ity of the service. If there is a large network latency, 
real-time latency issues may occur, which may affect 
the quality of voice communication and other servic-
es that use SIP trunking. Network bandwidth is also an 
important factor for the performance of SBC clouds. It 
defines the maximum amount of data that the network 
can transmit over a certain period of time. Insufficient 
bandwidth can lead to network congestion and reduced 
service quality. In addition, high bandwidth can provide 
the ability to transfer more data simultaneously, which 
contributes to high performance.

The Amazon Chime Voice Connector may be sensi-
tive to network latency, as the distance between users 
and Amazon servers may affect data latency. And with 
more bandwidth, the Amazon Chime Voice Connector 
can handle more simultaneous calls and deliver high 
performance. Network latency can affect the quality of 
calls via Twilio Elastic SIP Trunking. High latency can 
cause delays in voice transmission. High throughput 
is also important for Twilio Elastic SIP Trunking, as 
this service handles a large amount of traffic. Due to 
network latency, there may be a delay in processing 
calls through Azure Communication Services, espe-
cially if there is a long distance between Azure clients 
and servers. In addition, to ensure high performance, a 
large network bandwidth is important. Network laten-
cy can affect the delay in voice transmission via the 
Dialogflow Telephony Gateway. However, with its high 
bandwidth, Dialogflow Telephony Gateway can handle 
many simultaneous calls and deliver high performance. 
In Oracle Cloud Infrastructure, network latency can af-
fect call delivery times, and high network bandwidth 
is important for ensuring Oracle Cloud Infrastructure 
performance. It is necessary to analyse the impact of 
network latency and bandwidth on this performance 
(Table  2) to identify the performance limitations of 
some cloud-based SBCs.

Network latency Bandwidth

Amazon Chime Voice Connector Sensitive High

Twilio Elastic SIP Trunking Affects call quality High

Azure Communication Services Affects delays High

Dialogflow Telephony Gateway Affects delays High

Oracle Cloud Infrastructure Affects delivery time High

Providers with lower network latency and higher 
bandwidth (Amazon Chime Voice Connector and Twilio 
Elastic SIP Trunking) can be a good choice for organi-
sations looking to provide high-quality voice commu-
nication and high performance. Cloud-based SBCs with 
higher network latency (Azure Communication Ser-
vices and Dialogflow Telephony Gateway) can also be 
effective, but they require additional attention to the 
network infrastructure to reduce latency. Oracle Cloud 
Infrastructure can be an effective choice for organisa-
tions that value high performance and are willing to 
optimise their network to compensate for delays.

When identifying performance limitations, SBC 
configuration, and optimisation problems and the im-
pact of geographical distribution on the provision of 
SIP trunking services are also justified. It is parame-
ters such as network latency and bandwidth that can 
limit the performance of the current SBC configura-
tion. In addition, these criteria can be supplemented 
by security, processor, and memory. If the current SBC  

configuration does not meet the bandwidth require-
ments of a particular network or standards, this may 
lead to performance limitations. In this case, consider-
ing increasing SBC throughput by configuring hardware 
or software resources, or using more powerful hard-
ware is necessary. If the network latency in the current 
SBC configuration is high, this may affect performance. 

Latency may depend on the location of the SBC, 
network quality, and other factors. Optimising network 
configuration is advised to improve performance, for 
example by using optimal routes, increasing network 
throughput, or using latency reduction technologies 
such as QoS or WAN (Wide Area Network) optimisation. 
In addition, incorrect SBC security configuration can 
lead to performance limitations. For example, insuffi-
cient protection against attacks or incorrect security 
settings can lead to delays or data loss. It is crucial to 
review the current SBC security configuration to make 
sure that it meets the requirements of this network and 
security standards. If the current hardware running SBC 
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has limited CPU or memory capacity, this may affect 
performance. Consider upgrading the hardware or 
configuring SBC so that it uses resources more effi-
ciently is necessary in this case.

Optimisation of SBC can include various aspects, 
depending on the specific provider or platform. For 
the Amazon Chime Voice Connector, bandwidth config-
uration and network optimisation are recommended. 
For Twilio Elastic SIP Trunking – correct SIP Trunking  
configuration and network optimisation. For Azure 

Communication Services – server placement and mon-
itoring. For Dialogflow Telephony Gateway – checking 
the phone gateway settings and network optimisation. 
For Oracle Cloud Infrastructure – hardware resourc-
es and security configuration. The provision of SIP 
trunking services may vary on each continent and in 
different countries. However, a general comparative 
analysis can be performed for countries in North Amer-
ica, South America, Europe, Asia, Africa, Australia, and  
Oceania (Fig. 2).

Figure 2. Comparative analysis of SIP trunking services in different regions
Source: compiled by the author

North America has a fairly developed communica-
tion infrastructure and high availability of SIP trunking 
services. Many providers and carriers offer extensive ca-
pabilities, and popular SIP trunking systems are availa-
ble in many regions, especially in the United States and 
Canada. South America has different levels of availabil-
ity and development of SIP trunking services. There are 
countries where access to SIP trunking services may be 
limited or where the infrastructure is not as developed 
as in North American regions. However, in some South 
American countries, such as Brazil, Argentina, and Co-
lombia, well-developed networks and SIP trunking pro-
viders that offer high-quality services are also present. 
Europe also has a well-developed network infrastructure 
and availability of SIP trunking services. Most European 
Union countries have a regulatory framework that pro-
motes the expansion of SIP trunking services. In addition, 
many European countries have a number of local pro-
viders that provide these services. Asia is a broad region 
with diverse markets and varying levels of communica-
tion development. Some countries, such as Japan, South 
Korea, and Singapore, have very developed networks and 
a wide range of SIP trunking services. Other countries 
may have limited availability or regulatory restrictions.

The availability of SIP trunking services may be 
limited in many African countries, especially in less de-
veloped areas. However, the growth of internet infra-
structure and the growing popularity of mobile commu-
nications are driving the development of SIP trunking 
services in some regions of Africa. Australia and some 
Oceania countries, such as New Zealand, have devel-
oped communication networks and the availability of 
SIP trunking services. The western part of Oceania may 
have a less developed infrastructure, and the availabil-
ity of services may be limited. Based on this compara-
tive analysis, it can be concluded that North America 
and Europe are the most developed regions for provid-
ing SIP trunking services, while Africa is the least devel-
oped region. The regions of Asia, Australia, and Oceania 
have their own characteristics on a case-by-case basis.

Optimising the quality of service in cloud-based 
SBC: implementing SIP traffic and resource scaling and 
allocation strategies. Implementing quality of service 
for prioritising SIP traffic involves setting priorities 
and service parameters for SIP voice traffic (Fig. 3). This 
helps ensure stable and high-quality voice communi-
cation on the network, even in the presence of other 
types of traffic.

Figure 3. Sequence of actions for implementing the quality of SIP Traffic Service
Source: compiled by the author
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Resource allocation and automatic scaling meth-
ods in cloud-based SBC are essential in ensuring effi-
cient system operation and optimising its performance. 
Using the following methods and strategies is advis-
able: horizontal, vertical, and automatic scaling; load 
distribution; resource planning and redundancy; moni-
toring and analysis. Horizontal scaling involves adding 
new SBC instances to the system to distribute traffic. 
This is especially useful when the system exceeds its 
current bandwidth or requires more call processing. 
Horizontal scaling allows expanding system resourc-
es as the load increases. Vertical scaling involves ex-
tending resources to existing SBC servers. For example, 
adding additional processors or memory to an existing 
server to improve its performance. It can be useful for 
optimising performance in cases where more resourc-
es are required on a separate server. The auto-scaling 
strategy provides for automatic detection of changes 
in load and automatic scaling of resources according 
to the need. This can be achieved by using a variety of 
technologies, such as containers, orchestras, or cloud 
services that automatically respond to load changes 
and scale resources up or down.

Load distribution involves distributing traffic be-
tween different SBC instances to balance the load. It 
can be implemented at the network level, using load 
balancers, or at the application level, using various rout-
ing algorithms. The resource planning method can help  

avoid having to over-scale the system. It includes load 
analysis and forecasting to correctly determine how 
many resources need to be allocated for optimal SBC 
performance. When reserving resources, providing 
backup resources for emergencies is an important as-
pect of optimising cloud SBC. This allows the system to 
withstand the load in the event of a failure of some re-
sources and ensures continuous operation. In addition, 
constant monitoring and analysis of SBC performance 
allows identifying problems and opportunities for opti-
misation in time. Monitoring also helps make decisions 
about scaling and resource allocation. The use of these 
methods and strategies helps to optimise the operation 
of cloud SBC, ensuring high quality of service and effi-
cient use of resources. It is important to pay attention 
to redundancy and optimisation of network protocols 
by performing brief calculations (Formulae 4, 5). In the 
context of cloud-based SBC, network protocol redun-
dancy and optimisation play a key role in ensuring the 
reliability, efficiency, and quality of service of SIP trunk-
ing. These strategies aim to ensure optimal use of net-
work resources and improve performance.

Performance validation and testing: modelling and 
optimising SIP sessions. A simple programme is im-
plemented using the Java language and the JAIN-SIP 
library to simulate test SIP sessions and generate traf-
fic (Fig. 4). This code creates a single SIP session and 
sends an INVITE request to the server.

import javax.sip.*;
import javax.sip.address.*;
import javax.sip.header.*;
import javax.sip.message.*;
import java.util.*;

public class SipSessionExample {
 public static void main(String[] args) {
 try {
 // Creating a SIP factory and configuration
 SipFactory sipFactory = SipFactory.getInstance();
 sipFactory.setPathName(“gov.nist”);

 Properties properties = new Properties();
 properties.setProperty(“javax.sip.IP_ADDRESS”, “your_local_ip”);
 properties.setProperty(“javax.sip.STACK_NAME”, “stack”);
 SipStack sipStack = sipFactory.createSipStack(properties);

 ListeningPoint listeningPoint = sipStack.createListeningPoint(“your_local_ip”, 5060, “udp”);
 SipProvider sipProvider = sipStack.createSipProvider(listeningPoint);
 sipProvider.addSipListener(new SipListenerImpl());

 // Creating a SIP factory for address and communication
 AddressFactory addressFactory = sipFactory.createAddressFactory();
 MessageFactory messageFactory = sipFactory.createMessageFactory();
 HeaderFactory headerFactory = sipFactory.createHeaderFactory();

 // Creating SIP addresses for communication
 Address fromAddress = addressFactory.createAddress(“sip:caller@yourdomain.com”);
 Address toAddress = addressFactory.createAddress(“sip:callee@remote_domain.com”);

 // Creating a sip request INVITE
 CallIdHeader callIdHeader = sipProvider.getNewCallId();
 CSeqHeader cSeqHeader = headerFactory.createCSeqHeader(1, Request.INVITE);
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 MaxForwardsHeader maxForwards = headerFactory.createMaxForwardsHeader(70);
 Request request = messageFactory.createRequest(
 toAddress.getURI(),
 Request.INVITE,
 callIdHeader,
 cSeqHeader,
 fromAddress,
 toAddress,
 new ViaHeader(),
 maxForwards
 );

 // Adding a SIP request to the queue
 ClientTransaction clientTransaction = sipProvider.getNewClientTransaction(request);
 clientTransaction.sendRequest();

 } catch (Exception e) {
 e.printStackTrace();
 }
 }

 static class SipListenerImpl implements SipListener {
 public void processRequest(RequestEvent requestEvent) {
 // Processing incoming SIP requests
 }

 public void processResponse(ResponseEvent responseEvent) {
 // Processing responses to SIP requests
 }

 public void processTimeout(TimeoutEvent timeoutEvent) {
 // Processing timeouts
 }

 public void processIOException(IOExceptionEvent ioExceptionEvent) {
 // Imput and output error handling
 }

 public void processTransactionTerminated(TransactionTerminatedEvent transactionTerminatedEvent) {
 // Processing of completed transactions
 }

 public void processDialogTerminated(DialogTerminatedEvent dialogTerminatedEvent) {
 // Processing completed dialogues
 }
 }
}

This code creates a single SIP session and sends an 
INVITE request to the server.

The user can change addresses and other param-
eters to suit their needs. However, this is just a basic 

example, and to generate more sessions and process 
results, it is necessary to implement a more complex 
and larger  programme. The code result may look as 
follows (Fig. 5).

Sending an INVITE request to sip.example.com...

Response from the server.
HTTP/1.1 200 OK
Server: MySIPServer
Content-Length: 256
...

INVITE request successfully processed. The session is established.

Figure 5. Programme result
Source: compiled by the author

Continued Figure 4

Figure 4. Implementation of SIP session simulation and traffic generation in Java with JAIN-SIP
Source: compiled by the author
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The experimental results obtained confirm the high 
level of performance of cloud SBC and show that the opti-
misation strategies considered in this study can improve 
the quality of calls and ensure efficient use of resources.

As a real example, Microsoft can be considered 
(Fig.  6). It requires an SBC certification that com-
bines Teams and a telephone network. The session 
restriction controller performs security, compatibility, 
connecting to legacy systems, migration, and emer-
gency switching functions. Security acts as a firewall 
that recognises voice and encrypts traffic, protecting 
both the voice traffic itself and preventing intruders 
from entering the data network via the voice network. 
Since not all SIP trunking providers are identical, 
Ribbon SBC can configure key parameters to simpli-
fy and seamlessly establish communication. Many or-
ganisations still have analogue telephones, elevator  

telephones, door telephones, and fax machines. The 
company’s SBC hardware has analogue ports, which al-
low maintaining the operation of these tools for many 
more years. Also, organisations often want to switch 
to Teams, leaving their outdated ATC for a long time. 
Ribbon’s SBC can provide simultaneous call forward-
ing, allowing Teams and the old ATC to share connec-
tions. SBC data supports certain Microsoft hardware to 
provide basic call services, even if the Microsoft 365 
cloud is not available. In addition, Ribbon supports 
backup network management and several other op-
tions for managing service interruptions, depending 
on the deployment model. These tools allow keeping 
a specific organisation connected, even in the event 
of unforeseen circumstances. Compare the network 
performance using SBC with and without optimised 
settings is also necessary (Table 3).

Telecom 
Provider

Contact Center 
Integration

Microsoft Teams Users

PBX 
Integration

Figure 6. The role of SBC in direct routing
Source: Azure & AWS hosted SBC for Microsoft Teams (n.d.)

Table 3. Comparison table for network operation using SBC

Source: compiled by the author

Parameter/
Characteristics Using SBC (with optimised settings) Without using SBC

Security Secures traffic and prevents intruders from 
entering the data network Increased threats to voice traffic security

Compatibility Easy setup and smooth operation with 
various SIP trunking providers Requires more complex compatibility settings

Connecting to legacy systems Support for Analogue Devices (faxes, 
analogue phones) Limited connectivity to legacy systems

Migration Support for simultaneous connection of 
Teams and the old ATC

Difficult migration and disabling of the old 
ATC

Emergency switching Support for basic call services even if the 
Microsoft 365 cloud is unavailable

Lack of basic services in case of unavailability 
of the Microsoft 365 cloud

This table shows the advantages of using SBC 
with optimised settings over network operation with-
out using SBC. It is SBC that provides increased se-
curity, ease of configuration and support for legacy 
systems, simplified migration and resilience in the 
event of a Microsoft 365 cloud failure. This compar-
ative analysis is suitable not only for Microsoft, but 

also for cloud SBC of various corporations. It is worth 
giving examples of successful improvements in SBC 
performance and evaluating the impact of optimisa-
tion on call quality and resource usage. An example 
of successful SBC performance improvement can be 
divided into scenarios, actions and optimisation, and 
results. Scenario: a large company used cloud-based 
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SBC to handle a large volume of calls. As a result of 
performance analysis, it was identified that the sys-
tem often reached its bandwidth, which led to call 
rejection and reduced service quality. Actions and op-
timisation: the team decided to optimise SBC using 
resource allocation methods and improved routing 
algorithms. Monitoring and automatic scaling have 
also been configured for more efficient use of re-
sources. Results: after optimisation, SBC performance 
improved substantially. The number of rejected calls 
decreased, and the quality of service improved. The 
system has become more scalable and reliable.

Evaluation of the impact of optimisation on call 
quality and resource usage is also divided into sce-
narios, actions, optimisation, and results. Scenario: in 
this experiment, two SBC options are installed – with 
and without optimised settings. A series of calls were 
made, communication quality and resource usage were 
measured for both options. Actions and optimisation: 
the optimised settings included the use of QoS (Qual-
ity of Service) to prioritise SIP traffic, reserve band-

width, and improve routing algorithms. Results: call 
quality assessment showed that the optimised version 
has fewer delays and higher audio quality. In addition, 
resource usage was optimised, and more calls could 
be processed simultaneously while maintaining a high 
quality of service.

Optimisation strategies and key practises for cloud 
SBC: selecting, configuring, and ensuring efficiency and 
security. When choosing cloud-based SBC, considering 
several main aspects, including SBC features such as 
security, compatibility, quality of service, and session 
routing (Fig. 7). Firstly, analysing one’s own or compa-
ny’s needs and requirements is necessary. This means 
determining the amount of voice traffic, the number of 
simultaneous calls, and other parameters that are im-
portant for a particular organisation. Next, considering 
the quality of service factors and the geographical lo-
cation of users and partners is necessary, as this may af-
fect the effectiveness of the service. It is also important 
to evaluate the ability of cloud-based SBC to integrate 
with existing systems and applications.

Figure 7. SBC functions
Source: What is a Session Border Controller (SBC)? (n.d.)

There are several strategies to achieve the best per-
formance with a particular cloud-based SBC. It is nec-
essary to prioritise processing different types of traffic, 
establish methods for efficient resource allocation, and 
consider scaling the system as needed. Setting up a 
cloud-based SBC with these aspects in mind can sub-
stantially improve performance and quality of service. 
Optimisation strategies for efficient SIP trunking servic-
es in cloud environments: requirements and needs anal-
ysis, cloud SBC selection, cloud SBC configuration, scal-
ability planning, security, debugging, and improvement.

Analysis of requirements and needs. Examining 
the company’s needs for processing voice traffic in the 
cloud is necessary. After that, it is important to deter-
mine the amount of voice traffic, the number of simul-
taneous calls, and other parameters that are important 
for the organisation. Choosing a cloud-based SBC. One 

should choose the cloud-based SBC that best meets 
the quality of service needs and requirements. After, it 
is critical to ensure that the selected cloud-based SBC 
supports QoS to prioritise voice traffic. Setting up a 
cloud-based SBC. Prioritising processing different types 
of traffic, such as voice, video, and data are important. 
Configuration of resource allocation methods, such as 
QoS is conducted afterwards to ensure efficient use of 
available bandwidth. Scalability planning. Considering 
horizontal (adding new servers) and vertical (increas-
ing the capacity of existing servers) scaling options is 
recommended. After that, backup clusters or servers 
are configured to ensure high availability in the event 
of a failure. Ensuring security. Using traffic encryption 
to protect against unauthorised access and data inter-
ception is critical. This includes configuring firewalls, 
intrusion detection, and prevention systems (IDS/IPS) 

Security

Interoperability

Interworking

QoS Assurance

Session Routing

Network A    Network B

Session Border Controller
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to monitor and protect the network. Updating SBC 
software regularly is required to fix any vulnerabilities 
found. Debugging and improvement. It is necessary to 
constantly monitor and analyse the performance of the 
cloud SBC and improve the settings in accordance with 
changes in traffic needs and volume. This optimisation 
strategy provides an action plan to improve the deliv-
ery of SIP trunking services in cloud environments and 
can help achieve efficiency and scalability in this area.

Among the best practises for each step of the ser-
vice optimisation strategy is to conduct a voice traffic 
audit to determine the bandwidth consumed and traf-
fic patterns. It also involves analysing traffic priorities 
and determining which type of traffic (voice, video, 
data) requires the highest priority in the organisation. 
The next practise is to evaluate various SBC cloud pro-
viders based on their reputation, experience, and QoS 
support. Next, comparison of the scalability and high 
availability capabilities offered by various cloud-based 
SBC solutions is conducted. It also sets priorities for dif-
ferent types of traffic in the SBC cloud, considering the 
analysis results. Resource allocation mechanisms, such 
as QoS, are used to ensure efficient use of bandwidth. 
It is necessary to note such practises as exploring the 
possibility of horizontal and vertical scaling of the se-
lected cloud SBC and choosing the one that best suits 
the specific needs. It is vital to consider scheduling 
redundancy and network infrastructure to ensure high 
availability. The next practise is to use modern traffic 
encryption methods to protect against unauthorised 
access. The latter can be distinguished by configuring 
firewalls and intrusion detection and prevention sys-
tems to effectively monitor and protect the network.

Thus, the optimisation strategy includes best 
practises for each step, which helps to achieve effi-
cient and scalable SIP trunking services in cloud envi-
ronments. Horizontal and vertical scaling, redundancy, 
and network infrastructure planning must be consid-
ered to ensure efficient scaling and high availability 
of cloud-based SBC. The company should choose the 
scaling strategy that best suits their specific organisa-
tion and consider backup options to ensure system re-
liability. Planning the network infrastructure so that it 
can support traffic growth when scaling is important. 
Ensuring security in cloud-based SBC includes the use 
of encryption, configuring firewalls and intrusion de-
tection and prevention systems, and timely software 
updates. Traffic encryption is used to protect against 
unauthorised access and data interception. Firewalls 
and intrusion detection and prevention systems must 
be used to monitor and protect the network. In addi-
tion, regularly update SBC software to fix any detected 
vulnerabilities is also necessary.

DISCUSSION
F.  Abdallah  (2019) performed VoIP security analysis 
using the ZRTP (composed of Z and Real-time Trans-
port Protocol) method on SIP trunking using SBC. Some 

attacks that can easily undermine VoIP security and 
various ways to establish VoIP security were investi-
gated. The paper considered the use of security based 
on ZRTP, which is a modern and updated way to en-
sure security since it uses a key for security between 
communicating clients. A common aspect between this 
study and the one mentioned is that both consider the 
use of SIP trunking and SBC. However, the 2019 study 
focuses more on VoIP and ZRTP, while this study specif-
ically reviews SBC and SIP trunking.

Author P. German (2016) emphasised that security 
cannot be maintained over time, as all security tools 
become vulnerable as threats evolve. Any security solu-
tion can have serious drawbacks. Therefore, successful 
organisations regularly update their antivirus and an-
ti-malware software, strengthen the security of their in-
frastructure, and review their policies. It addresses SIP 
security issues based on a one-time session boundary 
controller (SBC) implementation. What the two studies 
have in common is that both of them consider SIP and 
SBC. However, a paper of P. German (2016) focuses more 
on the security of these technologies, and this study fo-
cuses on improving the provision of SIP trunking services.

A study by U. Nakorji et al. (2023) shows the vulnera-
bility of VoLTE voice networks to attacks on the SIP ses-
sion initiation protocol. DDoS attacks on SIP can include 
modifying SIP messages, which leads to a restart of SIP 
devices, or flooding devices with requests that cause re-
source exhaustion and denial to real users. A technique 
for detecting and preventing attacks on SIP registration 
with a high detection accuracy of more than 96.67% is 
proposed. Like the mentioned paper, this study focuses 
on the session initiation protocol and voice communi-
cation network. However, the above study uses VoLTE 
technology, and this one – cloud-based SBC. In addi-
tion, this study focuses more on analysing works and 
optimising services, while the other focuses more on 
countering DDoS attacks. P. German (2017) noted that 
organisations actively use session boundary controllers 
(SBC) to ensure the security of SIP trunking. However, 
most SBC’s are considered not only one-time invest-
ments, but also one-time deployments. Despite this, 
SIP trunking has built-in vulnerabilities that constantly 
change and worsen, including denial-of-service attacks 
and call fraud. The author concluded that, in their cur-
rent form, most SBCs create a false sense of security in 
various organisations.

In the paper of C. Yin et al. (2023), a system for eval-
uating the quality of cloud service composition is being 
created, including the degree of service compliance, 
composition synergy, and other metrics such as service 
time, cost, and reliability. A two-criterion composition 
selection model is then created, which is solved by an 
improved ant colony algorithm. It can be concluded 
that both studies describe services in cloud environ-
ments using different building blocks. However, the cri-
teria for comparative analysis differ, as this study uses 
call time and quality, resource usage and scalability, 
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network latency and bandwidth, and another – the de-
gree of compliance and synergy of service composition, 
service time and cost, and reliability.

Z. Hou et al.  (2023) explore the session initiation 
protocol (SIP), which is one of the most popular mul-
timedia communication protocols and has many inter-
esting features, such as advanced and open commu-
nication. However, with the rapid development of this 
protocol, load-balancing issues and security risks have 
become apparent. This study uses sequential process 
modelling (CSP) to model SIP and the model analysis 
(PAT) tool to test the internal and secure properties 
of a given model. The test results show that SIP has a 
load-balancing problem and cannot guarantee data se-
curity in the event of malicious users. Therefore, the au-
thors improved the model by adding a software-defined 
network (SDN) architecture and an in-process authenti-
cation mechanism. Based on the results of the new test, 
it becomes evident that the improved model can satisfy 
internal properties and has improved the security of the 
SIP model. Like this study, the above-mentioned paper 
focuses on the protocol of initiating sessions and ensur-
ing their security. However, this study uses cloud-based 
SBC, while another – tools such as CSP, PAT, and SDN.

S.  Wang  et al.  (2022) provide a comprehensive 
overview of analysis and optimisation performance for 
stochastic cloud service requests. Analysing the main 
entities and actions in general performance analysis 
procedures, a general performance analysis model that 
includes five main characteristics is proposed: query, 
sequence, queue, distribution, and services. Practical 
factors of each characteristic are analysed. The authors 
discuss the impact of each characteristic on optimisa-
tion goals, including costs, profit, response time, and 
energy consumption. Both studies focus on analysing 
and optimising service on cloud platforms. However, 
unlike this study, the 2022 study does not use session 
initiation protocol trunking and cloud-based session 
boundary controllers.

In turn, V. Kumar and O. Roy (2020) review security 
issues in the VoIP voice internet protocol system and 
reviews several security attacks. For communication 
between nodes in a VoIP network, a SIP signal protocol 
is used. The authors continue to review all issues that 
have a substantial impact on VoIP security and issues, 
such as data manipulation, replacement attacks, power 
supply, jitter, and latency. Both studies consider the SIP 
protocol. However, the 2020 study focuses more on pro-
tocol security, and this on more – on improving services 
using these protocols.

Analysing all the listed papers and comparing them 
with this one, several key aspects that make this study 
unique and important in the context of research in the 
field of cloud technologies can be identified. Firstly, this 
study tried to cover a wider range of aspects related to 
the quality of services in cloud systems, including per-
formance analysis, optimisation, security, and sustaina-
bility. Compared to the individual aspects discussed in 

other studies, this paper has provided more complete-
ness and depth in understanding problems. Secondly, 
SIP trunking and cloud session boundary controllers 
(SBC) were actively used in this study, which can be an 
important aspect in the context of improving the qual-
ity of Service and security of telecommunications tech-
nologies on cloud platforms. This allows submitting 
new solutions and approaches to improve the quality 
of communication. Thirdly, the study actively discusses 
methods for optimising the quality of service in cloud 
systems, considering various factors such as response 
time, costs, and energy consumption. This can be useful 
for practical applications and businesses, as improving 
productivity and reducing costs are always important. 
Fourthly, the study evaluated security aspects in tele-
communications and cloud systems, considering possi-
ble attacks and methods for detecting and preventing 
them. This makes the study more comprehensive in the 
form of a discussion of security measures. Lastly, this 
study actively includes comparative analysis with the 
work of other researchers, which helped identify com-
mon aspects and differences in the papers. This pro-
vides a deeper understanding of the context and im-
portance of the work. Overall, this study can make an 
important contribution to improving the listed technol-
ogies and the quality of user communication.

CONCLUSIONS
This study was aimed at analysing the performance of 
SBC clouds, identifying possible limitations, and pro-
posing optimisation strategies to improve the overall 
performance, reliability, and user experience of SIP 
trunking services. Performance research and develop-
ment of optimisation strategies are important aspects 
when providing SIP trunking services using cloud-based 
SBC. This subject is quite relevant in the modern tele-
communications industry, as it allows increasing the ef-
ficiency and scalability of trunking services in cloud en-
vironments. It also allows discovering the benefits and 
solving problems associated with using cloud-based 
SBC, helping to improve the user experience and ensur-
ing network reliability. In general, cloud-based SBCs are 
solutions that ensure the security and control of com-
munication flows in VoIP (voicemail over the Internet) 
networks. Cloud-based SBC allows connecting IP phone 
networks to various cloud services, and their main goal 
is to provide reliable, secure, and efficient routing and 
processing of session traffic in voice and video commu-
nication networks that use the SIP protocol.

Certain cloud-based SBCs, which are quite common 
were used to implement the study. Practical experi-
ments consisted of modelling SIP test sessions, graphs, 
diagrams, tables, formulae, and a general application. 
Based on the investigation and its results, recom-
mendations were made for improving the SBC cloud 
architecture, using optimisation strategies, exploring 
alternative solutions, expanding research, practical 
implementation, monitoring, and support. It is worth  
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implementing effective monitoring and logging sys-
tems to quickly identify and solve problems. It is im-
portant to support users and operators in solving 
problems and providing the necessary assistance. The 
results of the study are of practical importance for de-
velopers and operators of telecommunications systems 
and cloud services. The recommendations obtained can 
be used to improve the efficiency and safety of various 
systems. Given the complexity and rapid development 
of technologies, an important aspect is the possibility 
of further research in this area in according to the dy-
namics of the emergence of new technologies.

Possible areas of further research and development 
may consist of expanding the functionality of SBC, data 

security and protection, the use of artificial intelligence 
and data analysis, international aspects and global 
networks, energy efficiency, standardisation and regu-
lation, integration with other technologies. Exploring 
opportunities to further expand the functionality of 
cloud-based SBC, such as integration with other cloud 
services, video traffic analysis, WebRTC support, etc., is 
necessary.
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Покращення надання послуг sip-транкінг за допомогою хмарних SBC:
аналіз продуктивності та стратегії оптимізації

Олександр Іванович Підпалий
Аспірант
Національний технічний університет України «Київський політехнічний інститут імені Ігоря Сікорського»
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Анотація. У сучасних телекомунікаційних мережах транкінг протоколу ініціації сесій є важливою технологією 
для голосових та відеокомунікацій через мережі Інтернет-протоколу. Хмарні контролери кордонів сесій 
грають ключову роль у забезпеченні безпеки та якості обслуговування, але виникають виклики щодо 
їхньої продуктивності та оптимізації, особливо при зростанні обсягу даних та користувачів. Метою статті є 
розроблення стратегії для досягнення ефективних та масштабованих послуг транкінгу протоколу ініціації 
сесій в хмарних середовищах. Були використані методи теоретичного аналізу та практичних експериментів. 
Аналіз продуктивності хмарних контролерів розкрив важливі аналітичні висновки стосовно їх можливостей, 
а розроблені стратегії оптимізації надали практичні рекомендації для поліпшення надання послуг хмарного 
транкінгу. Даний аналіз також показав, що продуктивність може варіюватися в залежності від реалізації та 
налаштувань. Виявлено, що основними факторами, що впливають на продуктивність, є мережева латентність, 
пропускна спроможність та конфігураційні особливості контролерів. На основі цих відомостей, розроблено 
стратегію оптимізації, включаючи реалізацію якості обслуговування для пріоритизації трафіку протоколу ініціації 
сесій, методи автоматичного масштабування ресурсів, резервування та оптимізацію мережевих протоколів. 
Було продемонстровано, що використання Session Initiation Protocol-транкінгу та хмарних Session Border 
Controller може значно покращити якість обслуговування в телекомунікаційних системах, що дає можливість 
оптимізувати маршрутизацію дзвінків та забезпечити безпеку комунікацій. Оцінка продуктивності хмарних 
Session Border Controller надала цінне уявлення про їхні можливості, а пропоновані стратегії оптимізації можуть 
стати конкретними рекомендаціями для поліпшення надання послуг Session Initiation Protocol-транкінгу в 
хмарних середовищах. Результати дослідження можуть служити цінними рекомендаціями для фахівців у галузі 
телекомунікацій, які прагнуть розгортати ефективні та масштабовані рішення транкінгу в хмарних мережах

Ключові слова: протокол ініціації сесій; якість обслуговування комунікацій; контролери кордонів сесій; 
мережеві затримки; скалабельність ресурсів
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accuracy requirements for products, especially those 
that are components of critical structures. This is due 
to the limited research, rapid prototyping technologies, 
and lack of information on methods for controlling the 
accuracy of parts during their manufacture, as pointed 
out by J. Kiendl and G. Chao (2020).

In general, despite the prevalence of 3D printing 
methods and tools that have been developed recent-
ly, the study of their performance in the manufacture 
of critical products remains relevant to many leading 
world-class scientists. For example, a team under the 
guidance of J. Huang (Huang et al., 2022) proposed an 
algorithm for implementing a unidirectional slicing 
strategy that slices the product model in the Z-axis 
direction, perpendicular to the 3D printer platform. 
This algorithm, although simple to implement, re-
quires a significant amount of time to complete. Due 
to the disadvantages of this algorithm, which also 
include high computational complexity and inaccu-
racy, it is proposed to use a direct slicing strategy us-
ing analytical models. This strategy slices the model 
without converting it from a surface model to a mesh 
one. This can improve the accuracy of cut contours 
and correct the shortcomings of the mesh model. 
These algorithms usually require the support of a 
commercial software kernel for computer modelling, 
as written about in the works of such researchers as 
R.P. Ferreira and A. Scotti (2021), F. Wang et al. (2021) 
and S. Sagar et al. (2021). 

Despite all the achievements and clear progress of 
this technology, there are currently a number of prob-
lems that limit the use of 3D printing technologies for 
the manufacture of high-precision and reliable prod-
ucts of critical structures. These problems include the 
lack of approaches to maintaining technological quality 
of moulded surfaces due to the lack of feedback in most 
3D printing tools to determine the actual consumption 

INTRODUCTION
Gradual growth of product quality requirements is be-
coming an integral part of a competitive market. This 
relevance, however, is gaining new dimensions due to 
the use of non-standard technical and technological 
solutions that are becoming more common in modern 
manufacture of products. These non-standard solutions 
cannot always be effectively implemented using tradi-
tional methods and technologies. There is a tendency 
to use innovative approaches, such as 3D printing and 
other advanced technologies. These methods open up 
great opportunities for creating unique and complex 
products, but at the same time pose new challenges for 
manufacturers in terms of researching and optimising 
process parameters. Despite significant progress in this 
area, important patterns of change in technological pa-
rameters of the printing process and their impact on 
product quality and mechanical and operational char-
acteristics remain insufficiently understood.

Traditional technologies are increasingly replaced 
by additive technologies and rapid prototyping meth-
ods that can be used for mass manufacture of products 
without the need for complex production planning 
and specialised equipment, which greatly simplifies 
the process of product formation due to more flexi-
ble approaches to production management, which has 
been written about by B.A. Praveena et al. (2022) and 
G. Prashar et al.  (2023). Authors I. Gibson et al.  (2021) 
noted that 3D printing technologies are increasingly 
being used in various fields of science and technology. 
For example, the introduction of such technologies in 
modern production allows to manufacture products of 
varying complexity and configuration, including frag-
ments of various energy, aviation, rocket and space, 
and military equipment (e.g., quadcopters, unmanned 
vehicles, etc.) operating under high climatic and me-
chanical loads, according to T.D. Ngo et al.  (2018). Ex-
isting 3D printing technologies often do not meet high 

deposition technology. The main purpose of the article is to study and evaluate the features of using the fused 
deposition method in 3D printing technology for the manufacture of products that are critical special-purpose 
structures and require increased strength and durability. To achieve this purpose, the technology and means 
of 3D printing by fused deposition method (filament feed control system with a circular encoder) have been 
improved. It has been established that the use of the filament feed control system can reduce the number of 
visually detected defects on the surface of printed products by an average of 71.7%, but increase the amount 
of wire consumed by 13% and the average printing time by 15-17%, which is due to the lack of supporting 
structures for the resulting surfaces. The research conducted in this paper has shown an increase in delamination 
strength of elements of critical structures, such as brackets for mounting a laser rangefinder to the body of an 
unmanned aerial vehicle. With the help of the filament feed control system, the strength of these elements has 
increased from 27.4 (tensile) and 32.1 (compressive) to 38 (tensile) and 44.3 MPa (compressive). There is also a 
more than 2.7-fold increase in the number of dynamic load cycles during endurance tests. This study indicates 
greater dynamic stability and less fatigue of the elements manufactured by fused 3D printing using a filament 
feed control system. The results will have practical applications in various fields, including military applications

Keywords: additive technology; print quality; strength; endurance
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of consumables, which can lead to a decrease in print-
ing quality and the emergence of a number of defects 
(microcracks, non-compliance with the thickness of 
product elements, etc.) and, as a result, deterioration of 
mechanical performance of these products, according 
to A. Jennings  (2022).

For this reason, solving the issue of improving such 
characteristics in critical structures of products manu-
factured by fused deposition using 3D printing technol-
ogy is an urgent task to which this article is devoted. To 
achieve this goal, the article solves the following tasks:

 to analyse existing solutions among the methods 
and systems of fused 3D printing of critical products 
for military equipment and other special-purpose ap-
plications;

 to compare the results of the proposed method of 
product printing using an improved filament feed con-
trol system and the method of traditional fused deposi-
tion by 3D printing;

  to test the products obtained using different 
technologies for compliance with their mechanical 
strength and endurance under dynamic loads.

The main purpose of this article was to study and 
evaluate the features of applying the fused deposition 
method in 3D printing technology for the manufacture 
of products of critical special-purpose structures that 
meet increased requirements for their high strength 
and durability. Scientific novelty of this work is that 
the technology and means of 3D printing by fused 
deposition method, in which a filament feed control 
system, including a circular encoder, is used, and the 
use of which can significantly improve the quality of 
3D printing of products, increase their mechanical 
strength and endurance to external dynamic loads, 
have been improved.

MATERIALS AND METHODS
Technological experiment to obtain prototypes of 
products was carried out on a fusion 3D printer de-
veloped and improved with the participation of the 
authors in the laboratory of additive technologies in 
instrumentation, created on the basis of the depart-
ment of instrumentation of mechatronics and com-
puterised technologies of Cherkasy State Technolog-
ical University. Testing and verification of the results 
obtained for the selected printing modes were carried 
out on the Ender-3 V3 SE device (Creality, China) at the 
State Scientific Research Institute of Armament and 
Military Equipment Testing and Certification. Experi-
mental verification of research results with the aim of 
their comparison was carried out using both proposed 
technologies (traditional one and authors’ technolo-
gy using the filament feed control system). Polylactic 
acid (PLA) material was used to print the products. The 
average feed rate of a wire with a diameter 1.75 mm 
was 3.0 (for traditional technology) and 1.8 mm/s (for 
the authors’ technology), and the extruder movement  

speed was 30 mm/s. The data obtained were calculat-
ed using 3D printing software, Cura (Vijay et al. , 2022). 
The printing was performed with a layer of 0.6 mm, 
with 20% filling without supports.

Analysing the available solutions among the meth-
ods and systems for fused deposition of 3D printing, 
it should be noted that methods such as FDM (Fused 
Deposition Method) or FFF (Fused Filament Fabrication 
Method) are very common in the additive manufac-
turing industry. This is due to their ease of equipment 
modification, affordability, wide range of consuma-
bles, and the possibility of quick training, according to 
T.S. Xiong et al.  (2022). When manufacturing products 
with a complex geometric structure or there is a need 
to meet special reliability requirements (especially for 
components of critical structures) using FDM method, 
some defects may occur, for example, the effect of seg-
mented texture (Fig.  1). This problem manifests itself 
when the angle of inclination of the surface relative to 
the printing plane decreases, and the formed surface 
becomes less smooth.

Figure 1. Exterior view of the product (Boeing Insitu 
ScanEagle (USA) UAV compressor bushing) printed  
by fused deposition using 3D printing technology  

with a distinct segmented texture effect
Source: compiled by the authors

In addition to the aesthetic problem, the effect of 
segmented texture also negatively affects mechanical 
properties of products, such as strength, resistance 
to harsh environmental conditions, aerodynamics, re-
sistance to perpendicular loads, and other aspects. To 
solve this issue, a reduction in the height of the ver-
tical layer can be used, but this approach leads to an 
exponential increase in printing time. Therefore, an-
other method is proposed, which is also considered 
to be one of promising areas for the development of 
FDM technology in general – a method of manufactur-
ing curved layers, known as Curved-Layer Manufactur-
ing (CLM) (Cao et al. , 2023). Compared to the standard 
fused deposition process, in which parts are manu-
factured layer by layer, curved layer method allows 
to avoid the effect of segmented texture on surfaces 
lying close to the horizontal by printing these areas 
using continuous solid layers (Fig. 2).
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The method of non-planar 3D printing allows to 
reduce or even eliminate the need to print support-
ing structures necessary for the construction of over-
hanging parts of the product, which leads to additional 
material and time consumption for the manufacture of 

Figure 2. Exterior view of the product (Boeing Insitu ScanEagle (USA) UAV compressor bushing) printed by the 
curved layer method using solid layer 3D printing technology

Source: compiled by the authors

Figure 3. Exterior view of the filament feed control system together with the extruder
Notes: 1 – filament, 2 – measuring rollers, 3 – toothed filament feed rollers, 4 – heating unit, 5 – nozzle, 6 – circular encoder 
mechanism
Source: compiled by the authors

parts. To improve operational and mechanical (strength) 
characteristics of products manufactured by the fused 
deposition method using 3D printing technology, it is 
proposed to use a filament feed control system, the ex-
terior view of which is shown in Figure 3.

The principle of operation of the control sys-
tem is as follows: filament 1 is fed from the bay (not 
shown in the figure) through special toothed roll-
ers that act as measuring elements and activate the 
circular encoder mechanism 6 of the filament flow 
metring unit. When a command is received to start 
3D printing on the device, the filament preheated by 
the heating unit 4 is directed through the nozzle 5 
to the area where the 3D product is formed using 
the feed motor (not shown). Simultaneously with the 

start of the feed motor, toothed filament feed roll-
ers 3 and measuring rollers 2 start feeding the fila-
ment 1 through the measuring device. If the filament 
slips in feeding devices into the heating and printing 
zone, a reduction in the required filament volume is 
taken into account using encoder 6. In this case, the  
control programme recalculates to reduce the fila-
ment feed rate, which ensures the required opera-
tional and mechanical characteristics of elements of 
critical structures.
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RESULTS AND DISCUSSION
The strength and durability of the obtained products 
under dynamic loading were evaluated by testing the 
developed device in real conditions. For this purpose, 
the consumption metring mechanism of consuma-
ble material – filament – was proposed and tested 
(based on the developed automatic control system 
(Andriienko  et al.,  2019)). This mechanism made it 

possible to control the supply of consumables to 
the working area with high accuracy (over 95%) and 
speed (the reaction time to a change in the wire feed 
rate is 250-480 ms). A comparison of the results of 
the proposed method of printing the product using 
the filament feed control system and the method of 
traditional fused deposition by 3D printing is shown 
in Table 1.

Printing process settings By technology using  
the filament feed control system Using traditional technology

Number of samples / printed surface area, m2 12/0.34 12/0.34

Number of visually detected surface defects 61 216

Length of wire consumed, m 230.8 201

Weight of consumed material, kg 0.292 0.247

Printing time, min 128.2 111.6

Table 1 shows that with the use of the control 
system, the number of visually detected defects de-
creases by 71.7%, from 216 to 61. At the same time, 
the amount of wasted wire increases by 13%, which 
for these products amounts to 247 (for products man-
ufactured with traditional technology) and 292 grams 
(for products manufactured using the technology with 
a filament feed control system). Since there are no sup-
porting structures for resulting product surfaces, the to-
tal length of printing segments (and, consequently, the 
wire used) also increases, which leads to an increase in 
the average printing time by 15-17%.

Figure 4 shows the results of test printing of prod-
ucts of critical structures, namely mounting brack-
ets made of PLA plastic, obtained at a print speed of 
60 mm/s using a 0.2 mm nozzle. When using the fila-
ment feed control system (Fig. 4b) with a 0.2 mm nozzle 
and a higher printing speed (80 mm/s), the quality of 

Table 1. Comparison of printing process parameters using the proposed technology  
with the filament feed control system and traditional technology

Source: compiled by the authors

the solid surface is much better, and printing artefacts 
observed when using traditional technology are almost 
completely eliminated. The authors suggest that ob-
taining high-quality and reliable products is possible 
with a further increase in printing speed under condi-
tions of controlled filament supply and adjustment of 
its operating temperature. The decrease in the quality 
of printing the edges of a product with a sharply defined 
geometry in 3D printing using traditional technology is 
associated with the occurrence of internal mechanical 
stresses due to faster cooling of the filament (associat-
ed with a lower printing speed) and, as a result, peeling 
and cracking of the applied solid material. In contrast to 
traditional technologies, 3D printing with the filament 
feed control system, which is carried out at a 30-35% 
higher speed, provides better adhesion between the 
layers of the applied material and, thus, greater adhe-
sion strength and fewer internal and surface defects.

Figure 4. Exterior view of samples (brackets for mounting the laser rangefinder to the UAV body)
Notes: a – printed using traditional technology, b – printed using the technology with the filament feed control system
Source: compiled by the authors

a b
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The authors D. Chakraborty et al. (2022) presented 
a surface-based parametric tool generation method for 
rapid prototyping technology, known as layer-by-layer 
modelling with curved layer deposition. This method 
allows the deposition of curved layers instead of tra-
ditional flat layers in FDM (Fused Deposition Method), 
which can improve the quality of thin curved parts. 
However, this method, according to the authors, is de-
veloped mainly for thin parts, and the algorithms pre-
sented in this paper are theoretical. Researchers Y. Li et 
al. (2022) used the method of slicing with curved layers 
to preserve the features of a complex surface. Genetic 
algorithms that passed curved layers through clusters 
of object features to reduce the number of curved lay-
ers were proposed. This method is mainly suitable for 
thin parts and hollow shells, so no experiments were 
conducted with products. Thus, in contrast to the ap-
plied method of 3D printing using the filament feed 
control system, the use of the methods proposed above 
is impractical due to practical unconfirmation of the re-
sults of the proposed solutions, as well as the lack of 
information (even theoretical one) on how to improve 
mechanical characteristics of parts printed using the 
proposed technologies.

Mechanical characteristics of parts (in particular, 
strength and endurance to dynamic mechanical loads) 
manufactured using the fused deposition method 
by 3D printing were investigated by N. Elmrabet and 
P.  Siegkas  (2020), M.  Algarni  (2021) and M.  Doshi  et 
al. (2022). At the same time, studies on the compliance 
with tensile and compressive strength of the printed 
product according to the methodology proposed by 
J. Sedlak et al. (2023) showed the following. According 
to classical technology, the delamination strength of 
bracket samples was 27.4 (tensile) and 32.1 MPa (com-
pressive), while according to the technology using the 
filament feed control system, these values were 38 
and 44.3  MPa, respectively, and approached the ulti-
mate tensile and compressive strength of a solid ma-
terial (for PLA plastics, the latter are 50-70 and about 
60 MPa, respectively), which was a positive result. Ex-
perimental results indicate a significant improvement 
in mechanical properties of such parts compared to 
parts made by layer-by-layer surfacing.

When these products were tested for endurance 
under dynamic mechanical loads at load amplitude of 
30 MPa and cyclic frequency of 5 Hz, the following was es-
tablished. The first signs of fracture (local delamination 
and cracking in the product) appeared on the samples 
of brackets produced by traditional 3D printing technol-
ogy after 4.680 load cycles, while the samples produced 
by the technology proposed in this paper withstood 
12.960 cycles before the appearance of signs of fracture, 
which proves greater dynamic stability and lower fa-
tigue of the products manufactured by this technology.

The hot melt technology of 3D printing opens up 
opportunities for its use in military equipment and 
other specialised industries, provided that it meets the  

required standards of quality, strength and durability of 
plastic parts. At the same time, there is a problem of in-
sufficient accuracy and unexplored patterns of change 
in technological parameters during 3D printing. This 
problem can be solved by creating critical structures 
using plasma deposition technology. One way to over-
come these difficulties is to conduct a detailed study 
and optimise printing process parameters to achieve 
the highest quality and efficiency of manufactured prod-
ucts. Such an approach will simultaneously expand the 
scope of the technology and ensure its successful use 
in highly demanding military and special applications.

Identified positive aspects can be applied to im-
prove technical characteristics of other products where 
it is important to ensure dynamic stability and durabil-
ity. The results of the study can become the basis for 
further research aimed at improving and optimising 
3D printing processes to increase the productivity of 
manufacturing high-quality parts. It should be borne 
in mind that the implementation of the findings can 
contribute to the development of innovative solutions 
in manufacturing, in particular in the field of new ma-
terials and technologies. Thus, this study opens up wide 
opportunities for the use of advanced approaches in 
the production and development of high-tech products.

CONCLUSIONS
The article analyses the existing solutions among the 
methods and systems of fused 3D printing of critical 
structures for military equipment and other special-pur-
pose applications, which shows the prospects of using 
this technology provided that necessary requirements 
for manufacturing quality, mechanical strength, and en-
durance to external dynamic loads of elements of crit-
ical plastic structures are met. It has been established 
that with the application of the technology using the 
filament feed control system, the number of visually de-
tectable defects on the surface of the printed product is 
reduced by an average of 71.7%. At the same time, the 
amount of wire consumed increases by 13%, and due to 
the lack of supporting structures for the resulting prod-
uct surfaces, the total length of printing segments (and, 
accordingly, the wire consumed) also increases, which 
leads to an increase in the average printing time by 15-
17%. An increase in delamination strength of critical 
structural elements (for example, brackets for mount-
ing a laser rangefinder to the UAV body) from 27.4  (ten-
sile) and 32.1 MPa (compressive) when such elements 
are produced using the classical technology to 38 (ten-
sile) and 44.3 MPa (compressive) when producing such 
elements using the technology with the filament feed-
ing control system, as well as an increase of more than 
2.7 times in dynamic load cycles (load amplitude is 
30 MPa; cyclic frequency is 5 Hz) for elements of criti-
cal structures obtained using the control system during 
their endurance testing are shown. This proves greater 
dynamic stability and lower fatigue of such elements 
and opens up the prospect of using products made by 
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fused deposition by means of 3D printing technology 
with the filament feed control system in critical struc-
tures, including military applications. Further promising 
research in scientific direction stated in this paper may 
be devoted to the study of tactical, technical and oper-
ational characteristics of the resulting products when 
they are actively used under critical loads and effects of 
aggressive environments.
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(система контролю подачі філаменту з круговим енкодером). Встановлено, що використання системи контролю 
подачі філаменту дозволяє зменшити кількість візуально виявлених дефектів на поверхні надрукованих 
виробів в середньому на 71,7%, але збільшити кількість витраченого дроту на 13 % і середній час друку на 
15-17 %, що пов'язано з відсутністю опорних конструкцій для одержуваних поверхонь. Дослідження, проведені 
в даній роботі, показали підвищення міцності на розшарування елементів відповідальних конструкцій, таких як 
кронштейни для кріплення лазерного далекоміра до корпуса безпілотного літального апарату. За допомогою 
системи керування подачі філаменту міцність цих елементів зросла з 27,4 МПа (при розтягуванні) і 32,1 МПа 
(при стисненні) до 38 МПа (при розтягуванні) і 44,3 МПа (при стисненні). Також більш ніж у 2,7 рази збільшилася 
кількість циклів динамічного навантаження під час випробувань на витривалість. Це дослідження свідчить 
про більшу динамічну стійкість і меншу втому елементів, виготовлених методом термоплавкого 3D-друку з 
використанням системи керування подачі нитки. Результати матимуть практичне застосування в різних галузях, 
в тому числі у військовій сфері

Ключові слова:  адитивна технологія; якість друку; міцність; витривалість
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Abstract. In the software industry, the standard recognises automatic fault monitoring systems as mandatory for 
implementation. Considering the constant development of technologies and the high complexity of programmes, 
the importance of optimising processes for detecting and eliminating errors becomes a relevant task due to 
the need for reliability and stability of software. The purpose of this study is to conduct a detailed analysis of 
existing deduplication algorithms for reports from automatic systems collecting information about software 
failures. Among the algorithms considered were: the longest common subsequence method, Levenshtein 
distance, deep learning methods, Siamese neural networks, and hidden Markov models. The results obtained 
indicate a great potential for optimising processes of error detection and elimination in software. The developed 
comprehensive approach to the analysis and detection of duplicates in call stacks in failure reports allows 
for effectively addressing issues. The deep learning methods and hidden Markov models have demonstrated 
their effectiveness and feasibility for real-world applications. Effective methods for comparing key parameters 
of reports are identified, which contributes to the identification and grouping of recurring errors. The use of call 
stack comparison algorithms has proven critical for accurately identifying similar error cases in products with 
large audiences and high parallelism conditions. Siamese neural networks and the Scream Tracker 3 Module 
algorithm are used to determine the similarity of call stacks, including the application of recurrent neural 
networks (long short-term memory, bidirectional long short-term memory). Optimisation of report processing and 
clustering particularly enhances the speed and efficiency of responding to new failure cases, allowing developers 
to improve system stability and focus on high-priority issues. The study is useful for software developers, software 
development companies, system administrators, research groups, algorithm and tool development companies, 
cybersecurity professionals, and educational institutions
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study aimed to develop a technology for identifying 
and classifying failures and vulnerabilities using sur-
veys and rules based on response analysis to improve 
software security.

O.V. Shmatko and M.I. Myronenko (2018) discussed 
a testing technology that automatically sorts error re-
ports in software. The uniqueness of this approach lies 
in the development of a software system for monitoring 
and detecting errors, which analyses error reports, au-
tomatically sorts them, and evaluates the reliability of 
the software. The paper by O.G. Trofymenko et al. (2023) 
emphasised that numerous risks accompany software 
development, and to maintain competitiveness, tech-
nology companies must effectively manage these risks. 
Software development projects are characterised by 
fast-paced and numerous changes, and risk classifica-
tion helps to manage them effectively. Insufficient risk 
classification can lead to unforeseen problems and 
conflicts in risk management strategies, so adapted 
classifications that consider the specifics of software 
development and cybersecurity risks should be used.

The purpose of this study was to review existing 
software systems for optimisation tasks and determine 
their feasibility in the educational process, and to inves-
tigate systems that automatically collect data on soft-
ware malfunction cases. The originality of the study lies 
in the examination of software for optimisation and jus-
tification of its application in educational processes. The 
feasibility of using technologies for detecting software 
vulnerabilities is generalised from the analysis of vari-
ous studies, but this problem lacks a complete solution, 
namely due to the lack of generalised methods aimed 
at avoiding complete software ageing, deterioration of 
its performance, and increased failures, and insufficient 
risk management in the software development process.

MATERIALS AND METHODS
The study used the methods of longest common sub-
sequence, Levenshtein, deep learning, Siamese neu-
ral networks and hidden Markov models. The longest 
common subsequence method was one of the first to 
be used to determine a similarity between call stack 
fragments (Castelluccio et al., 2017). It allowed identi-
fying sequences of functions present in both call stacks, 
regardless of their order. These algorithms can be used 
to determine the degree of similarity of programme call 
stacks, which is an important criterion for establishing 
relationships between programmes, detecting anoma-
lies, and in other areas of software analysis.

The Levenshtein method was the next step as an 
improvement over the longest common subsequence 
method. Its logical use is due to the fact that the call 
stack is an ordered set of frames, and is represented 
as a sequence of insertion, replacement, and deletion 
operations. The Levenshtein algorithm is modified to 
account for the peculiarities of call stacks, in particu-
lar, the costs of operations are statistically determined 
based on the training data set.

INTRODUCTION
With the increasing complexity and volume of code in 
modern software systems, the probability of errors oc-
curring during their operation is increasing. Even when 
using secure software development methods, errors 
can occur under inappropriate or unforeseen execution 
conditions, and reproducing them during testing is not 
always possible. This can have a negative impact on 
users and increase costs for further software mainte-
nance. In particular, the growing importance of ensur-
ing the security and stability of programmes indicates 
the importance of studying and optimising processes 
for detecting and fixing errors. However, with a large 
audience and complexity of programmes, there is a 
problem of effectively managing the flow of error re-
ports coming from automatic monitoring systems. This 
creates the need for the development and implementa-
tion of effective methods and tools for analysing, filter-
ing, and resolving these issues. Considering that mod-
ern software systems are used in various fields, from 
enterprises and e-commerce to medicine and finance, 
the stability and security of programmes are of great 
importance to end users and the business environment 
as a whole. Accurate resolution of this issue is a key as-
pect of ensuring the stability and efficiency of software 
development.

G.R. Sinha et al. (2021) and D. Feng (2022) investi-
gated the issue of data deduplication. From the results 
of their study, it can be learnt that data deduplication 
is a data compression technology without loss that in-
volves removing redundant data. This process involves 
removing duplicates, leaving only one physical copy 
that other copies can refer to. This leads to reduced 
storage costs and network bandwidth optimisation. 
Data deduplication methods are used to reduce the 
number of duplicates and repeated records. This tech-
nique improves the efficiency of data storage and usage 
and contributes to optimising data transmission over 
the network. Effective replacement of redundant frag-
ments is achieved by identifying unique fragments and 
using the appropriate approach to removing duplicates. 

V.S. Yakovyna and B.V. Uhrynovsky (2019) conduct-
ed an analysis of literary sources, which confirmed that 
the ageing of software leads to deterioration of perfor-
mance and increased failures, negatively affecting its 
reliability and user satisfaction. The authors identified 
key characteristics of the phenomenon, such as effects, 
factors, metrics, and classification of ageing factors. The 
analysis of ageing modelling methods has shown that 
the development of hybrid approaches, combining an-
alytical and measurement models, is a promising area 
for further research in this area. D. Medzatyi et al. (2023) 
emphasised that many software security approaches 
are aimed at avoiding complete failures, but the iden-
tification and classification of individual failures and 
vulnerabilities remains relevant. The literature review 
indicated that existing methods are not always suitable 
for classifying failures and vulnerabilities. Overall, this 
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Deep learning has shown potential for use in de-
termining the similarity of call stacks in crash reports 
(Ebrahimi et al., 2016). It effectively considers the con-
text of the frame in the call stack, which allows for a 
more accurate determination of similarity between 
them. One of the prospects of this approach is the abil-
ity to automatically extract key features, facilitating 
efficient processing and measurement of similarity. In 
addition, deep learning algorithms have shown robust-
ness to noise and data variability, providing accurate 
measurements of similarity in diverse and unpredicta-
ble data sets.

Siamese neural networks have proven to be an ef-
fective approach to determining the similarity of call 
stacks in crash reports using deep learning (Dang  et 
al.,  2012). Using a Siamese architecture, the method 
evaluated the similarity of stacks, considering their in-
ternal structure. Key elements include converting the 
call stack into a vector form, using a recurrent neural 
network to obtain a transformed vector representation, 
and using a classifier to assess the similarity between 
stacks. With the Siamese architecture, this method pro-
vided an effective assessment of call stack similarity, 
with the major advantages being a smaller training 
sample size and the ability to automatically extract key 
features for more accurate comparison.

The hidden Markov model method was an approach 
to detecting duplicates in crash reports (van Tonder et 
al., 2018). This algorithm was based on the idea of cre-
ating a separate hidden Markov model for each cluster, 
allowing for efficient determination of a specific stack 
belonging to a particular cluster. Each stack was con-
sidered as a discrete sequence of states or function 
calls, and the determination of the number of observed 
and hidden states was done using unique frames of the 
stacks in the cluster.

The general matrix H for the entire set of call 
stacks is calculated using the formula (Castelluccio et 
al., 2017) (1):

𝐻𝐻𝐻𝐻𝑖𝑖𝑖𝑖,𝑗𝑗𝑗𝑗 = 𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 �
𝐻𝐻𝐻𝐻𝑖𝑖𝑖𝑖−1,𝑗𝑗𝑗𝑗−1 + 𝑆𝑆𝑆𝑆𝑖𝑖𝑖𝑖 ,𝑗𝑗𝑗𝑗
𝐻𝐻𝐻𝐻𝑖𝑖𝑖𝑖−1,𝑗𝑗𝑗𝑗 − 𝑑𝑑𝑑𝑑
𝐻𝐻𝐻𝐻𝑖𝑖𝑖𝑖,𝑗𝑗𝑗𝑗−1 − 𝑑𝑑𝑑𝑑

  ,                 (1)

where H(i, j) – optimal value of the algorithm for the 
i and j elements of the respective subsequences;  
S(i,  j) – value of comparing these elements; d – fixed 
penalty for a missing or extra function.

To calculate the result of the comparison, it is nec-
essary to consider how important a given function P(f) 
is (Castelluccio et al., 2017) (2):

𝑃𝑃𝑃𝑃1(𝑓𝑓𝑓𝑓) = 1− 𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑐𝑐𝑐𝑐𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 𝑜𝑜𝑜𝑜
𝑇𝑇𝑇𝑇𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑇𝑇𝑇𝑇 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠

  .        (2)

It is also necessary to consider the position of the 
sought function ai in the stack, relative to the top, i.e., 
P(ai). The closer it is to the top, the higher the weight 
(Castelluccio et al., 2017) (3):

𝑃𝑃𝑃𝑃2(𝑎𝑎𝑎𝑎𝑖𝑖𝑖𝑖) = 1− і
𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 𝑇𝑇𝑇𝑇𝑜𝑜𝑜𝑜 𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑓𝑓𝑓𝑓

  ,            (3)

where i – interval between ai – i-th frame of the stack 
being compared to bj – j-th frame of the stack, which 
is introduced in the next formula (Castelluccio  et 
al., 2017) (4):

P3(ai, bj)
 = e-|i-j|.                            (4)

The comparison function looks as follows (Castel-
luccio et al., 2017) (5):

𝑆𝑆𝑆𝑆𝑖𝑖𝑖𝑖,𝑗𝑗𝑗𝑗 = 𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 �𝑃𝑃𝑃𝑃1(𝑓𝑓𝑓𝑓) ∗ 𝑃𝑃𝑃𝑃2(𝑚𝑚𝑚𝑚𝑖𝑖𝑖𝑖) ∗ 𝑃𝑃𝑃𝑃3�𝑚𝑚𝑚𝑚𝑖𝑖𝑖𝑖 ,𝑏𝑏𝑏𝑏𝑗𝑗𝑗𝑗�, 𝑖𝑖𝑖𝑖𝑓𝑓𝑓𝑓 𝑚𝑚𝑚𝑚𝑖𝑖𝑖𝑖 = 𝑏𝑏𝑏𝑏𝑗𝑗𝑗𝑗 = 𝑓𝑓𝑓𝑓
0,𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜ℎ𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑖𝑖𝑖𝑖𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒

  . (5)

The weight calculation of the function has the fol-
lowing form (Rosenberg & Moonen, 2018) (6, 7):

ω(fi)
 = lωα(fi)

 
*

 gωβγ(fi),                      (6)

where ω(fi)  – weight of function fi; gωβγ(fi)  – global 
weight of function fi among all stacks accumulated  
in the base; α, β, γ  – coefficients for adjusting the  
algorithm.

𝑙𝑙𝑙𝑙𝜔𝜔𝜔𝜔𝛼𝛼𝛼𝛼(𝑓𝑓𝑓𝑓𝑖𝑖𝑖𝑖) = 1
𝑖𝑖𝑖𝑖𝛼𝛼𝛼𝛼

  ,                            (7)

where i – frame number.
The calculation of the total weight is done us-

ing the TF – IDF ranking function (Rosenberg & Moo-
nen, 2018) (8):

𝑔𝑔𝑔𝑔𝜔𝜔𝜔𝜔𝛽𝛽𝛽𝛽𝛽𝛽𝛽𝛽(𝑓𝑓𝑓𝑓𝑖𝑖𝑖𝑖) = 1
1+𝑒𝑒𝑒𝑒−𝑥𝑥𝑥𝑥

∗ (𝛽𝛽𝛽𝛽 ∗ (𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼(𝑓𝑓𝑓𝑓𝑖𝑖𝑖𝑖)− 𝛾𝛾𝛾𝛾)  ,         (8)

where TF(fi)
 = 1, IDF(fi) – inverse document frequency;  

β, γ – parameters for tuning IDF(fi).
The calculation of the feature vector based on the 

two obtained vectors is (Dang et al., 2012) (9):

𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓(𝑣𝑣𝑣𝑣1,𝑣𝑣𝑣𝑣2) = (|𝑣𝑣𝑣𝑣1 − 𝑣𝑣𝑣𝑣2|, (𝑣𝑣𝑣𝑣1+𝑣𝑣𝑣𝑣2)
2

, 𝑣𝑣𝑣𝑣1 × 𝑣𝑣𝑣𝑣2)  ,  (9)

where v1
 = biLSTM(C1), v2

 = biLSTM(C2), despite the fact 
that C1,C2 are call stacks.

The stack as a discrete sequence of states or func-
tion calls (van Tonder et al., 2018) (10):

S = {f1, f2, …, fm}.                        (10)

The structure of the hidden Markov model is deter-
mined as follows (van Tonder et al., 2018) (11):

V = {v1, …, vM},                         (11)

where M – number of observable states.
The set of observations is the set of hidden states 

of the model (van Tonder et al., 2018) (12):

S = {s1, …, sN},                           (12)

where N – number of hidden states.
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RESULTS
Collection and analysis of error reports in software. 
Modern information systems are rapidly increasing in 
code volume and complexity, and most coding errors 
and unforeseen conditions are not detected during 
the testing phase. After software release, its further 
maintenance requires significant resources to adapt to 
new operating systems, fix critical errors, and expand 
functionality. User reports are not efficient enough 
due to objective limitations. Thus, automatic error re-
port collection is a necessary part of software develop-
ment, provided by systems that monitor programmes 
for failures and send reports to the server when they 
occur (Brodie et al., 2005). These reports include mem-
ory dumps, log files, configuration files, and other char-
acteristics of software operation, allowing for quicker 
and more effective problem resolution, collecting data 
about the software usage environment, measuring its 
stability, and prioritising failures. The intensity of the 
flow of error reports depends on the number of soft-
ware users and can reach millions per day. The task of 
deduplicating reports arises from the large number of 
duplicates and outdated reports. Accurate deduplica-
tion is essential for correct statistics and prioritisation 
of failures and allowing engineers to use their time 
more efficiently by eliminating the need to review re-
curring failures and control defect fixes.

Overall, a failure is defined as the inability of 
software or its component to perform its functions 

or meet defined criteria, such as speed or resource 
usage. Meanwhile, a thread’s call stack represents a 
data structure that contains information about the se-
quence of function calls made by a single execution 
thread in a programme. The thread’s call stack stores 
information about the current state of each function in 
that thread, including the location of the programme 
counter and the values of local variables (Bartz  et 
al., 2008). It can also contain information about the re-
turn point within the thread, allowing the programme 
to correctly resume after the function completes. In a 
programme with parallel execution, there may be mul-
tiple thread call stacks, each operating independently, 
but in case of an error or failure, tracing the call stack 
of that thread indicates the sequence of functions that 
caused the problem. In addition, there is the concept 
of a programme memory dump, which is a file that 
captures the state of the programme’s memory at a 
specific moment in time (Wrembel,  2022). It can in-
clude the entire memory area the programme uses at 
that particular moment.

When it comes to existing algorithms for cluster-
ing crash reports, they can be divided into two catego-
ries depending on the information they use. In the first 
group, algorithms use metadata about crashes, while in 
the second group, they use the call stack of the thread 
where the crash occurred. For a better understanding of 
the crash report clustering processes, it is worth using 
the schematic diagram presented in Figure 1.

Report an error

Log file

System status

Memory dump

Configuration

Pre- 
processing Clustering

Figure 1. Schematic representation of the crash report clustering process
Source: compiled by the authors

Both approaches have their advantages and disad-
vantages. Among the disadvantages, the need to col-
lect memory dumps can be highlighted, which takes 
time and increases the size of the report. Furthermore, 
the large sizes of dumps and symbol files, their com-
plex restoration process, and possible impact on the 
computational power of the user’s computer are dis-
advantages. On the other hand, the call stack provides 

comprehensive information about the cause of the 
crash and allows for additional investigation of the 
programme’s state. In any case, both methods can be 
used separately or in combination. A typical example 
of a call stack for Linux systems can also be consid-
ered (Table 1). Frames 1 to 9 describe the programme’s 
logic, while frames 10 and 11 represent system calls 
for thread initialisation.

Frame Module Function signature Path to the source file

1 libxul.so mz::lrs::NativeCA::NotifySurfaceReady() RenderComposNative.cpp:291

2 libxul.so mz::lrs::NativeOGL::Unbind() RenderComposNative.cpp:558

Table 1. Example of a crash call stack in Mozilla
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Before any actions with the call stack, a very impor-
tant step is preprocessing, the main task of which is to 
remove insignificant data from the stack. Preprocessing 
may include actions such as partially removing frames 
of recursive calls, identifying runtime and system mod-
ules, removing fault handling frames, marking frames 
according to module versions, identifying insignificant 
or “reliable” functions, and formulating a “dictionary” of 
functions in the call stack. Another important criterion 

is that the function where the crash occurred should 
be identical. Nevertheless, identifying this function is 
not always straightforward and may not be at the top 
of the stack due to error handling, platform or runtime 
code, or changes in the product’s version. In any case, 
the further away a function is from the top of the stack, 
the less likely it is to be relevant to the crash, and the 
more times it may appear in the reports. For example, 
thread initialisation functions (Fig. 2).

Notes: Frame 10 and frame 11 are standard functions, and their path to the source file is not important for this study.
Source: compiled by the authors

Frame Module Function signature Path to the source file

3 webrender.so webrender::Renderer::draw_frame renderer/mod.rs:4412

4 libxul.so nsThread::ProcessNextEvent(bool, bool*) threads/nsThread.cpp:1233

5 libxul.so MessageLoop::RunInternal() base/message_loop.cc:381

6 libxul.so MessageLoop::RunHandler() base/message_loop.cc:374

7 libxul.so nsThread::ThreadFunc(void*) threads/nsThread.cpp:391

8 libxul.so std::sys::unix::Thread::thread_start sys/unix/thread.rs:108

9 firefox-bin set_alt_start(PthreadCreateParams*) pthread_interposer.cpp:80

10 libc.so.6 start_thread

11 libc.so.6 clone3

Figure 2. Example of two call stacks that are compared
Source: compiled by the authors

Stack 1 Stack 2

Designation

Identical frames
Different frames
Missing frames

f2

f1

f3

f4

f5

f6

f7

f21

f11

f31

f41

f41

In addition to the function name, another impor-
tant aspect is parameters such as translation unit, im-
plementation location, and data types, which also af-
fect comparison and evaluation.  There may be multiple 
stacks that lead to a crash in the same function. Detect-
ing such groups of stacks is important for comprehen-
sive information and effective fault removal.

Algorithms for processing text information and 
measuring similarity. Solving the task of comparing call 
stacks is a relatively new topic that uses various adapt-
ed algorithms. Initial attempts were based on simple 
string comparison algorithms, from straightforward se-
quence comparison to using regular expressions. Sub-
sequently, ranking-based algorithms were introduced, 
which proved to be more flexible and accurate. In addi-
tion, attempts have been made to use graph similarity 
algorithms. Overall, in recent years, there has been a 

significant variety of algorithms, including those based 
on machine learning methods.

There is an algorithm that uses a modified longest 
common subsequence (LCS) method. However, its ap-
plication also requires using a variation of the Needle-
man-Wunsch algorithm, which allows any possible 
gaps but does not allow frame replacements. Consider-
ing that the function where the failure occurred is most 
likely to be at the top of the stack, it is recommended to 
introduce a parameter that determines the position rel-
ative to the top. This algorithm uses dynamic program-
ming and calculates a common matrix for the entire set 
of call stacks (Formula 1).

The next stage in improving the previous method is 
the ReBucket algorithm. Its main principle is also based 
on finding LCS, but it differs from the previous one in 
the approach to the comparison function Si, j and the 

Continued Table 1
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absence of fixed penalties d. Its modification is known 
as the position-dependant model (PDM). The key idea 
is that functions located far from the top of the stack 
should have less influence on the comparison result. 
The algorithm allows adjusting the weight of the in-
fluence using respective parameters. The concept of 
“Alignment Offset” is also introduced to account for 
missing or extra functions.

To express the difference between two call stacks 
as a number, an adapted Levenshtein distance algo-
rithm can also be used. Its use for this task is logical, as 
the call stack is an ordered set of frames. The basis is 
the classic Levenshtein distance calculation algorithm, 
which uses only modifications of insertion, deletion, 
and replacement. For the given stacks, transposition is 
not considered since the order of frames is important. 
The result of the Levenshtein distance calculation will 
be the minimum number of modifications. The maxi-
mum length of the two stacks will be used to normalise 
the obtained value so that the result is within 0 to 1.

Two essential modifications to the algorithm 
should be mentioned. First, unlike the classical ver-
sion of the Levenshtein algorithm, where the cost of 
deletion, replacement, and insertion operations is 
considered the same, this cost should be determined 
separately for each operation using a statistical mod-
el built on the training data. Second, in the case of 
text processing, there is a constant set of characters, 
while when working with call stacks, a frame is an an-
alogue of a character. The frame includes the module, 
address, and function signature. These parameters are 
also considered when determining operations with 
corresponding costs. An example of a frame could look 
like this: “Module: example_module; Function address: 
0x12345678; Function signature: void example_func-
tion(int a, char b)”.

Methods of deep learning are widely used for ana-
lysing various data, which makes them potentially ef-
fective for determining the similarity of call stacks in 
crash reports. Although these methods are actively 
used for crash report deduplication tasks, their appli-
cation for measuring the similarity of call stacks is less 
common. It is worth noting the promising prospects 
of such an approach. For example, the ability to con-
sider the frame context. Deep learning can effectively 
evaluate the relationships between different call stack 
frames, which allows for more accurate determination 
of similarity. An important criterion is the automatic 
extraction of key features. Deep learning models can 
automatically determine important features from data, 
providing more efficient processing and consideration 
of similarity. In addition, there is robustness to noise 
and data variability. Deep learning algorithms demon-
strate greater robustness to noise and data variability, 
allowing for precise similarity measurements even in 
complex or unpredictable data sets (Yang et al., 2023). 
It is worth using feature embedding, considering the 
possibility of deriving semantic similarity between call 

stack frames. Flexibility is also an important aspect, as 
deep learning algorithms can be adapted to different 
types of data, such as text, images, and sounds, making 
them versatile for various applications.

Siamese neural networks, the S3M method, and 
hidden Markov models. The Scream Tracker 3 Module 
(S3M) can be considered as the first effective example 
of using deep learning for calculating the similarity of 
call stacks. In general, the Siamese architecture consists 
of at least two identical convolutional neural networks 
and an evaluation module. Here, identity means that 
the networks have the same configuration and weight 
coefficients. Convolutional networks receive call stacks 
as input and return feature vectors, which are passed to 
the evaluation module, which returns a number charac-
terising their similarity in the range from 0 to 1.

Classical neural networks are also used to solve 
clustering tasks, but for this, predefined clusters and 
a significant training sample are required. In the case 
of Siamese neural networks, their task is to estimate 
the similarity of data from a specific domain, so they 
require a smaller training sample that should consid-
er the diversity of data with which the network will 
work (Esteves  et al.,  2023). As for the S3M algorithm 
itself, its first step is to convert the call stack into a 
vector form. To do this, functions in frames are cropped 
and tokenised. Cropping is used to minimise the size 
of the token vocabulary, for example, module or class 
names can be truncated. Minimising the vocabulary 
helps improve comparison. Furthermore, having a vec-
tor representation of stacks, it is worth using recurrent 
neural networks (RNN) to obtain a transformed vector 
representation. Since this process requires substantial 
resources, the obtained representation is stored in the 
system, and for further comparisons, it is necessary to 
compute only for the input call stack.

The next step is to use a classifier for the pair of 
transformed call stack representations. Since these 
stacks can be quite large, the algorithm uses an archi-
tecture called long short-term memory (LSTM) in the 
RNN. This network iteratively works with data (tokens), 
changing its internal state at each iteration and gen-
erating an output vector-result. This allows the RNN 
to “remember” and consider the previous context, pro-
cessing each subsequent token. Generally, RNN and its 
LSTM architecture were initially developed for working 
with text but later found application in other areas.

The classical LSTM architecture has a drawback in 
that the network considers only tokens that are locat-
ed before the token with which it is currently working 
at a specific time (Islam et al.,  2021). However, in the 
case of call stacks, frames fk+1...n located after the current 
frame  in the stack also have a significant impact. The 
situation arises as follows: the direct order of frames 
is important for the overall assessment of stack simi-
larity, and the reverse order is important for assessing 
the impact of a specific frame on the entire call stack. 
To consider this feature, a modification of LSTM called 
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bidirectional LSTM (BiLSTM) should be used. In general, 
this is simply two classical LSTMs, where one processes 
the data in the forward direction, and the other in the 
reverse. The result is obtained by concatenating the two 
vector-results of these two LSTM networks.

The next step is to calculate a feature vector based 
on the two obtained vectors (9), which should consider 
the common and different aspects of the two vectors. 
The final step is that the obtained result is processed by 
a two-layer neural network with a rectified linear unit 
activation function. Considering the system’s ability to 
store computed feature vectors for already processed 

stacks, the amortised time complexity of the algorithm 
is equal to O(dh), where d and h represent the size of 
the input and hidden layers of the two-layer neural 
network that performs the final similarity estimation. 
A drawback of this approach, like other deep learning 
methods, is the need for a significant training sample.

Another interesting method is the hidden Mark-
ov model (HMM). Typically, HMM is widely used for 
speech recognition, DNA sequence analysis, and text 
processing, demonstrating impressive results in learn-
ing data sequences. An example of HMM is shown be-
low (Fig. 3).

Figure 3. Detecting duplicate crash reports using HMM
Source: N. Ebrahimi et al. (2016)

This algorithm is based on the idea of creating a 
separate hidden Markov model for each cluster, which 
allows determining which cluster the given stack be-
longs to. The stack can be represented as a discrete 
sequence of states or function calls (10). To determine 
the number of observable states (11), all unique frames 
of stacks for all reports in the cluster should be found. 
The number of hidden states (12) is determined by 
the method of separate selection for each case with-
in N = [5, 10, 15, . . ., 50]. Other elements should also be 
considered. For example, A is a matrix of transition 
probabilities for a set of states S of size N × N. Besides, 
B is a matrix of observation probability distribution of 
size N × M. A value π = {πi} is the initial distribution. The 
HMM model is denoted as λ = (A, B, π), where A repre-
sents the probability distribution of states and transi-
tions of the system in a Markov process. Training HMM 
based on discrete observations O(O0, O2,

 . . ., OT-1) is the 
maximisation of the probability P(O|λ) among the pa-
rameters A,B,π.. The mentioned model is built for all 
clusters. One important feature of this algorithm is the 
need for historical data. It is interesting to note that this 
algorithm is an improvement of CrashAutomata, built 
on the generation of finite automata.

DISCUSSION
It is worth considering other studies in this area for 
a more detailed analysis of detecting duplicate error 
reports in software and algorithms for comparing call 
stacks. For example, R. Van Tonder et al. (2018) consid-
ered automated dynamic testing tools, including fuzzers 

that generate a large number of erroneous or boundary 
input data to provoke crashes. To reduce the number 
of duplicate crash reports, they use various heuristics, 
such as stack hashes, etc. However, after removing du-
plicates, there remains a substantial number of unique 
crashes that may correspond to the same error (have a 
common cause). The paper proposes a method of se-
mantic clustering of crashes, which uses programme 
transformations to accurately group crashes. Instead 
of fast but inaccurate heuristics, the method uses ap-
proximate bug fixes through minor modifications of the 
programme’s source code based on patch patterns and 
semantic feedback. This approach is suitable for gener-
al classes of bugs and outperforms built-in deduplica-
tion methods for next-generation fuzzers. Like in this 
study, the aforementioned study addresses the issue 
of deduplicating error reports. Nevertheless, this study 
concerns deduplicating crash reports received from 
users during normal usage, while in the other case, it 
deals with general reports of system malfunctions and 
their detection during testing stages. Furthermore, in 
the former study, unlike this one, semantic clustering of 
crashes is used. In this study, crash grouping is based on 
the similarity of call stacks.

C.M. Rosenberg and L. Moonen (2018) focused on 
the problem of grouping logs of software system op-
erations related to identical faults. They investigated 
whether such an approach could be applied to logs of a 
system operating in real conditions. They also evaluat-
ed the impact of dimensionality reduction and cluster 
merging criteria on the quality of automatic clustering. 

πl π l       πl π l        πl πl Stochastic   Process

A l A l Al A l AlX 0 X 1 X2 X 3 X 4 X5 Stochastic   Process

Bug Group (l) F0 F1 F2 F3 F4

Bl Bl Bl Bl Bl

F5

Bl Stochastic   Process
Observations (O)

O0 O1 O2 O3 O4 O5



Bulletin of Cherkasy State Technological University, Vol. 28, No. 4, 2023

Deduplication of error reports in software malfunction...

66

The authors used a method that replicates and extends 
the work on clustering of system logs. They considered 
the inclusion of dimensionality reduction methods and 
three cluster merging criteria. The results showed that 
fault detection in continuous deployment logs through 
clustering is reasonable, and fault detection through 
automatic clustering improves when dimensionality 
reduction is applied, which increases its robustness to 
different input data. The common aspects are the con-
sideration of clustering methods. However, the meth-
ods used to achieve the purpose differ in the studies 
and they use different data to reach it.

Furthermore, S. Gupta and S. Gupta (2021) empha-
sised that defects are an integral part of software pro-
jects. In open-source projects, bug reports are stored 
in open bug repositories. When a new report arrives, a 
person called a “triager” analyses it before assigning 
it to the responsible developer, trying to determine if 
it is not a duplicate. The problem of duplicates com-
plicates the software maintenance process, and the 
paper investigates the issue of detecting duplicate 
defect reports. It also classifies and analyses existing 
research on duplicate defect report detection, noting 
the advantages, limitations, and defining key areas for 
future investigation in this area. It can be concluded 
that both studies analyse the problem of deduplicat-
ing crash and software defect reports. However, in 
this study, algorithms are considered that allow auto-
mating the clustering of reports based on call stacks, 
rather than descriptions, unlike the other study. In ad-
dition, this study not only focuses on detecting dupli-
cate error reports but also proposes various ways to 
address this issue.

S. Mukhtar et al. (2023) argued that defect reports 
can vary in granularity: some are exhaustive, while 
others are quite brief. In such cases, duplicate defect 
reports can be a useful resource for enriching defect 
descriptions. Nevertheless, existing methods for sum-
marising descriptions mainly focus on individual de-
fect reports. In this paper, the authors explored the 
summarisation of duplicate software defect reports to 
obtain an informative summary, reducing redundant 
phrases. They applied various text summarisation 
methods to duplicate defect reports, comparing their 
effectiveness and determining the best method. The 
experimental results confirm that the extractive mul-
ti-document method is the most effective, providing 
detailed summaries of duplicate defect reports. This 
helps advance defect report summarisation tech-
niques based on unique information from duplicates. 
Thus, both studies address the issue of duplicate crash 
and software defect reports. However, this study ex-
amines clustering methods based on the similarity of 
call stacks and failure metadata obtained automati-
cally, while the other study focuses on a multi-doc-
ument method based on defect reports. The idea of 
complementing information based on duplicates is 
also interesting.

S. Jahan and M.M. Rahman (2022) analysed a large 
number of defect reports from three open-source sys-
tems, identified textually similar and distinct dupli-
cates, and evaluated the effectiveness of existing du-
plicate detection methods. The authors discovered that 
existing methods perform poorly for textually distinct 
duplicates, as they often miss important components, 
leading to low efficiency. They also used domain-spe-
cific embeddings to improve the efficiency of tradition-
al duplicate detection methods. The results obtained 
showed that such an approach of combining tradi-
tional methods with modern large language models 
achieves new record results, highlighting the potential 
of such a combination to improve software engineer-
ing tasks. The commonality in both studies lies in the 
use of methods for detecting duplicate error reports. 
Nonetheless, the difference lies in the approaches to 
detecting these duplicates and the data used from the 
reports for this purpose.

S.  Qian  et al.  (2023) noted that a large number 
of new software defects constantly arise, creating a 
workload for those who fix them. Therefore, effective 
defect deduplication is of great importance in soft-
ware development. This study begins with an exami-
nation of the available literature, including an analy-
sis of research trends, mathematical models, methods, 
and widely used datasets. Further, the authors gener-
alised the overall process of using methods, analysing 
them in terms of information obtained during execu-
tion and information taken from error reports. They 
also provide a detailed review of the methods used 
in relevant works. Ultimately, a detailed comparison 
of practical findings obtained in different studies is 
provided, based on indicators such as usage methods, 
datasets, accuracy, and completeness, among others. 
The main common aspect between the two studies is 
that they both address deduplication of errors in soft-
ware. Both studies analyse different mathematical 
models and methods. However, the metrics, results, 
and the actual methods of detecting duplicates in the 
studies differ.

T. Zhang et al. (2023) focused on duplicate bug re-
port detection (DBRD), which is a problem in science. 
The researchers proposed various methods for more 
accurate duplicate detection using both convention-
al and deep approaches. The study showed that deep 
models are not always more effective, but conventional 
methods are limited in that they do not capture the se-
mantics of error reports. To overcome these limitations, 
they proposed using a large language model to en-
hance the conventional DBRD approach. This approach, 
called Cupid, combines the best conventional method 
with the ChatGPT (Generative Pre-trained Transformer) 
large language model, which was used to extract im-
portant information from error reports. In experiments, 
Cupid showed new best results, indicating the poten-
tial of combining large language models to improve  
performance in software engineering tasks. The common  
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aspects include obtaining methods for detecting dupli-
cate error reports. Nevertheless, unlike this study, the 
other study uses large language models (specifically 
ChatGPT) and has a specific approach to detecting du-
plicate reports. In addition, the authors’ approach is 
based on defect reports, whereas this study uses auto-
matically generated crash reports.

Thus, like in this study, the above-mentioned 
studies address the deduplication of crash and soft-
ware defect reports. They also share certain methods 
for detecting such duplicates and clustering. However, 
in each study, the detection of duplicate reports and 
recommendations for their resolution have their own 
features and differences.

CONCLUSIONS
Research on automatic detection and correction of er-
rors in software has proven to be important in the con-
text of the modern industry. This study examined the 
achievement of this goal using methods such as Long-
est Common Subsequence, Levenshtein distance, deep 
learning, Siamese neural networks, and hidden Markov 
models. Each of the described algorithms has its ad-
vantages and disadvantages. LCS-based algorithms de-
termine the longest sequence of method calls present 
in both call stacks, regardless of their order, and are 
characterised by their simplicity and efficiency. Another 
algorithm used in many approaches for measuring the 
similarity of call stacks is Levenshtein distance. It cal-
culates the minimum number of insertions, deletions, 
and substitutions required to transform one call stack 
into another. Hidden Markov models are probabilistic 
models that can be used to represent the sequence 
of method calls in a call stack. Siamese neural net-
works have been applied to measure the similarity of 
call stacks and have shown promising results. Using 
deep learning approaches can help identify complex 
dependencies between call stacks and provide more 
accurate clustering results.

Overall, the results indicate a substantial increase 
in interest in this issue, and the use of recent advances 

in deep learning opens up promising ways to detect 
and deduplicate errors. The developed comprehensive 
approach to the analysis and detection of duplicate call 
stacks considers the advantages and limitations of dif-
ferent methods, providing the opportunity to choose 
the optimal approach for a specific task. Considering 
the conclusions drawn during the study, several prac-
tical recommendations can be made for detecting and 
correcting errors in software, and for further develop-
ment in this field. The methods and algorithms dis-
cussed highlight the importance of using a comprehen-
sive approach to error analysis. Given the effectiveness 
of deep learning methods in measuring the similarity of 
call stacks, further improvement of these methods and 
their consideration in software lifecycle management 
is recommended.

It is recommended to develop universal algo-
rithms that accurately identify similar error cases in 
runtime conditions on different operating systems 
and contribute to further optimisation of crash report 
processing. In addition, exploring the possibilities of 
using hybrid clustering models that combine stack-
based approaches and metadata is recommended. 
This can help accommodate changes in implementa-
tion between different versions of the software. Deep 
learning methods are promising in terms of their abil-
ity to learn during use, which will allow the system to 
adapt to a specific product. Among the further research 
areas, the following can be highlighted: development 
of methods to ensure confidentiality and integration 
of deduplication into security systems; examination 
of algorithms that consider the specifics of different 
types of programmes and their calls; creation of ef-
fective filters to identify critical errors and filter out 
irrelevant or duplicate reports, etc.
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Анотація. В індустрії системи автоматичного моніторингу збоїв у програмному забезпеченні визнані 
обов’язковим для впровадження стандартом. Враховуючи постійний розвиток технологій і високу складність 
програм, важливість оптимізації процесів виявлення та усунення помилок стає актуальним завданням 
завдяки потребі у надійності та стабільності програмного забезпечення. Мета даного дослідження полягає 
в детальному аналізі існуючих алгоритмів дедублікації звітів систем автоматичного збору інформації про 
збої у роботі програмного забезпечення. Серед розглянутих алгоритмів, були наступні: метод найдовшої 
спiльної пiдпослiдовності, відстань Левенштейна, методи глибинного навчання, сіамські нейронні мережі та 
метод прихованих марковських моделей. Отримані результати свідчать про великий потенціал оптимізації 
процесів виявлення та усунення помилок в програмному забезпеченні. Розроблений комплексний підхід до 
аналізу та виявлення дублікатів стеків викликів у звітах про збої дозволяє ефективно вирішувати проблеми. 
Використані методи глибинного навчання та прихованих марковських моделей проявили свою ефективність та 
можливість використання в реальних умовах. Зазначено ефективні способи порівняння ключових параметрів 
звітів, що сприяє ідентифікації та групуванню повторюваних помилок. Використання алгоритмів порівняння 
стеків викликів виявилося критичним для точного виявлення схожих випадків помилок у продуктах з великою 
аудиторією та умовами високої паралельності. Сіамські нейронні мережі та алгоритм Scream Tracker 3 Module 
використовуються для визначення подібності стеків викликів, зокрема, застосовуються рекурентні нейронні 
мережі (long short-term memory, bidirectional long short-term memory). Оптимізація обробки та кластеризації 
звітів значно підвищує швидкість та ефективність реагування на нові випадки збоїв, дозволяючи розробникам 
удосконалити стабільність системи та зосередитися на проблемах високого пріоритету. Дослідження корисне 
для розробників програмного забезпечення, компаній з розробки ПЗ, системних адміністраторів, дослідницьких 
груп, компаній з розробки алгоритмів та інструментів, фахівців у галузі кібербезпеки, а також освітніх установ

Ключові слова: автоматичний моніторинг; системи виявлення недоліків; усунення повторів; комп’ютерні збої; 
аналіз структури взаємодіючих контекстів
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Abstract. Oxygen-containing HO•
2 and HO• radicals are one of the most effective and environmentally friendly 

oxidants, one of the sources of which are ozonated aqueous solutions, the mechanism of the processes occurring 
in them has not yet been precisely established. The purpose of the work is to compare, to confirm or refute, 
mechanisms proposed by S.D. Razumovsky and H.S. Stolyarenko as the most modern ones based on the processes 
of suppressing the formation of “thermal” nitrogen(II) oxides during fuel combustion. For this, changes in the 
concentration of all compounds involved in ozone destruction processes in aqueous solutions and the effect 
of these compounds on the formation of “thermal” nitrogen oxides have been investigated using a kinetic 
mathematical model. During the study, kinetic mathematical models of the process of suppressing the formation of 
“thermal” nitrogen(II) oxides during fuel combustion using the process of ozone destruction in aqueous solutions 
have been obtained according to mechanisms proposed by S.D. Razumovsky and H.S. Stolyarenko. Based on the 
results of the comparison of both mechanisms, it can be stated that the mechanism of H.S. Stolyarenko more 
realistically reflects the process of decomposition of ozone in aqueous solutions. The dependences of changes in 
the concentration of substances that participate in the process of decomposition of ozone in aqueous solutions 
on time, as well as the amount of ozone consumed for this process have been determined. Establishing of the 
mechanism of ozone destruction in the same solutions and the obtained dependencies will make it possible to 
more freely use oxygen-containing HO•

2 and HO• radicals, which are formed during the destruction of ozone in 

http://orcid.org/0000-0001-7113-9892
https://orcid.org/0000-0003-1400-6131
https://orcid.org/0009-0002-7354-5127


V. Vіazovyk et al.

Bulletin of Cherkasy State Technological University, Vol. 28, No. 4, 2023 71

E. Abel in 1955. The authors noted that E. Abel tried to 
take into account all intermediate complex compounds 
that are formed according to this mechanism and are 
determined spectrally: О•–О•О•ОН•, О–

2, HO•
2, О•–О•О•, 

О2–. In the mechanism of E. Abel, the formation of an 
intermediate О О•О• particle, which is essentially a O3

•– 
ion-ozonide radical with an electron localised on a cer-
tain oxygen atom, was proposed for the first time.

Researchers A.  Mojiri  et al.  (2019) and W.  Fan  et 
al. (2020) in their studies, among more modern mech-
anisms, described the mechanism of ozone destruction 
in aqueous solutions proposed by S.D. Razumovsky, and 
the mechanism proposed by H.S.  Stolyarenko  (2021; 
2023). However, both of these mechanisms due to short 
existence time of compounds participating in the pro-
cess (existence time is 10-4-10-5 s) and therefore the im-
possibility of determining them by analytical methods, 
have not received exact confirmation or refutation.

The purpose of this study was to theoretically con-
firm the mechanism of ozone decomposition in aque-
ous solutions based on laboratory studies of suppress-
ing the formation of “thermal” nitrogen oxides during 
the combustion of gaseous fuel using ozonised solu-
tions and to create kinetic models of the investigated 
process based on the mechanisms of ozone destruction 
in aqueous solutions, proposed by S.D. Razumovsky, and 
the mechanism, proposed by H.S. Stolyarenko. For this 
purpose, the following tasks were set:

  to investigate the process of suppressing the 
formation of “thermal” nitrogen oxides during the com-
bustion of gaseous fuel using ozonated solutions;

  to develop kinetic mathematical models based 
on the results of research into the process of ozone de-
struction in jet streams of aqueous solutions.

MATERIALS AND METHODS
Two mechanisms have been singled out, for which ki-
netic mathematical models were compiled and solved: 
the mechanism proposed by S.D. Razumovsky (Mojiri et 
al., 2019; Fan et al., 2020) (hereinafter the first meth-
od) and the mechanism proposed by H.S.  Stolyaren-
ko  (2021; 2023) (hereinafter the second method). The 
purpose of this mathematical model, based on litera-
ture data and the results of studies of the intensifica-
tion of combustion processes, is to select from these 
two mechanisms the one that would correspond to real 
results of the studies. Research on the intensification 
of combustion process consists in the use of oxygen 
radicals to suppress the formation of “thermal” nitro-
gen oxides during the combustion of gaseous fuel. The  
results of these researches are compared with the  

INTRODUCTION
In the case of chemodestruction or removal of toxic 
impurities from process gas streams or exhaust gases, 
high reactivity of chemical compounds, as well as the 
intensification of diffusion processes are of great im-
portance. The use of highly reactive reagents – radicals 
is the most effective method of accelerating chemical 
processes. Oxygen-containing HO•

2 and HO• radicals are 
found in various chemical processes: they play a sig-
nificant role in the combustion of any fuel; are synthe-
sised during the formation of ozone holes; are formed 
in various chemical processes in which ozone partici-
pates. The processes of synthesis of oxygen-containing 
HO•

2 and HO• radicals during the destruction of ozone in 
aqueous solutions are of great interest. In most cases, 
the presence and high reactivity of oxygen-containing 
HO•

2 and HO• radicals during the destruction of ozone 
in aqueous solutions has been experimentally proven. 
Ozonated aqueous solutions are one of the widespread 
sources of oxygen-containing radicals. However, there 
is still no precisely formed mechanism for this process. 
The decomposition of ozone in water environments has 
been studied for quite a long time, and already in early 
works attempts were made to explain its kinetics and 
mechanism.

The authors A.B. Murphy et al.  (2023), F.G. Beltrán 
and F.J. Rivas (2023) studied and described radical mech-
anism of ozone decomposition in water environments, 
which was first proposed by D. Weiss in 1935. In the 
mechanism of D. Weiss, for the first-time the existence of 
H2O – O3 in the system was noted for superoxide radical, 
the formation of which was explained by the absorption 
band in the blue region of the spectrum during ozona-
tion of a 40% KOH solution at a temperature of -40°C. 
In this mechanism, ion-radical mechanism of ozone 
decomposition and spontaneous interaction of radicals 
after their occurrence in the solution were shown. In 
this, the main role is given to HO•

2 radical. It has been 
established that the absorption band in the region of 
430 nm is due to the formation of O3

•– ozonide ion-radi-
cal under the same conditions as those used by D. Weiss.

Scientists such as A. Mojiri et al.  (2019), W. Fan et 
al.  (2020) and M. Rodríguez-Peña et al.  (2021) in their 
works studied the mechanism of ozone decomposition 
proposed in 1950 by M. Alder and G. Hill. The scientists 
noted that this mechanism is more prone to neutral 
and acidic environments. The rate of ozone decompo-
sition according to this mechanism is determined by 
the reactions of the formation of HO•

3 radical and de-
composition of HO• radical. The authors A.B. Murphy et 
al. (2023), as well as F.G. Beltrán and F.J. Rivas (2023), 
in their works described the mechanism proposed by 

the same solutions, for the processes of gas flows cleaning, especially for their denitrification, as well as for the 
intensification of oxidation processes in chemical industry, for example, in the production of nitric acid
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results of mathematical modelling and it is determined 
which of the two mechanisms best corresponds to the 
ongoing process.

The exit of radicals is determined by changing the 
concentration of “thermal” nitrogen(II) oxide in flue gas-
es. By simulating the process of the formation of “ther-
mal” nitrogen(II) oxide before and after the introduction 
of radicals into the combustion zone, it is possible to 
calculate theoretical values of the concentration of the 
radical in the combustion zone. By comparing the re-
sults of modelling by both mechanisms with the results 
of research, the mechanism of the process can be es-
tablished. In laboratory studies, the degree of suppres-
sion of the formation of nitrogen(II) oxides is achieved 
by 80% (Stolyarenko,  2023). Ya.B.  Zeldovich proposed 
a chain scheme of nitrogen(II) oxidation, in which free 
oxygen and nitrogen atoms play an active role accord-
ing to reactions (1-2) (Cellek, 2022; Gao, 2022):

О2
 + М → О + О + М – 494 kJ/mol (chain initiation); (1)

O + N2
 → NO + N – 314 kJ/mol;             (2)

N + O2
 → NO + О + 134 kJ/mol;             (3)

O + O + M → O2
 + M + 494 kJ/mol (chain break).   (4)

The concentration of oxygen in combustion prod-
ucts can be determined from the empirical equation 
(Cellek, 2022; Gao, 2022) 

С𝑂𝑂𝑂𝑂2= 0.21 𝛼𝛼𝛼𝛼𝐿𝐿𝐿𝐿𝑜𝑜𝑜𝑜−𝐿𝐿𝐿𝐿𝑜𝑜𝑜𝑜
1+𝛼𝛼𝛼𝛼𝐿𝐿𝐿𝐿𝑜𝑜𝑜𝑜

 ,                         (5)

where α is the coefficient of excess air; Lo is theoretical-
ly necessary amount of air, m3/m3.

Initial concentration of atomic oxygen in the flame 
during the combustion with an excess of oxidiser ac-
cording to the formula:

𝐶𝐶𝐶𝐶𝑜𝑜𝑜𝑜0 =  [𝐾𝐾𝐾𝐾]�𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂2  

  

,                           (6)

where [K] is the equilibrium constant (Cellek,  2022; 
Gao, 2022).

[𝐾𝐾𝐾𝐾]  = 1,3*104 𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒(− 61000
𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅

)  .                (7)

The reaction rate for each component taking into 
account the decomposition reaction of nitrogen oxide 
according to the reaction 2NO 𝑘𝑘𝑘𝑘5 �⎯⎯⎯�  N2

 + O2:

𝑑𝑑𝑑𝑑𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂2
𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑

= 0  ;                               (8)

𝑑𝑑𝑑𝑑𝐶𝐶𝐶𝐶𝑁𝑁𝑁𝑁2
𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑

= −𝑘𝑘𝑘𝑘2𝐶𝐶𝐶𝐶𝑁𝑁𝑁𝑁2𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂 + 𝑘𝑘𝑘𝑘5(𝐶𝐶𝐶𝐶𝑁𝑁𝑁𝑁𝑂𝑂𝑂𝑂)2  ;               (9)

𝑑𝑑𝑑𝑑𝐶𝐶𝐶𝐶𝑁𝑁𝑁𝑁
𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑

= 𝑘𝑘𝑘𝑘2𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂𝐶𝐶𝐶𝐶𝑁𝑁𝑁𝑁2 − 𝑘𝑘𝑘𝑘3𝐶𝐶𝐶𝐶𝑁𝑁𝑁𝑁𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂2  ;               (10)

𝑑𝑑𝑑𝑑𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂
𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑

= 𝐶𝐶𝐶𝐶𝑜𝑜𝑜𝑜0 − 𝑘𝑘𝑘𝑘2𝐶𝐶𝐶𝐶𝑁𝑁𝑁𝑁2𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂 + 𝑘𝑘𝑘𝑘3𝐶𝐶𝐶𝐶𝑁𝑁𝑁𝑁𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂2 − 𝑘𝑘𝑘𝑘4(𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂)2  ;   (11)

𝑑𝑑𝑑𝑑𝐶𝐶𝐶𝐶𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁
𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑

= 𝑘𝑘𝑘𝑘2𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂𝐶𝐶𝐶𝐶𝑁𝑁𝑁𝑁2 + 𝑘𝑘𝑘𝑘3𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂2𝐶𝐶𝐶𝐶𝑁𝑁𝑁𝑁 − 𝑘𝑘𝑘𝑘5(𝐶𝐶𝐶𝐶𝑁𝑁𝑁𝑁𝑂𝑂𝑂𝑂)2  .      (12)

Reaction rate constants k2, k3, k4, k5 according to 
equations (Surl et al., 2021; Cellek, 2022; Gao, 2022):

k2 = 5,01 ⋅ 1013 𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒(− 316500
𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅

) ;             (13)

k3 = 3,8 ⋅ 1013 𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒(− 33500
𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅

) ;              (14)

k4 = 11039√𝑇𝑇𝑇𝑇 ;                         (15)

k5 = 3 ⋅ 106 𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒( − 385000
𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅

) .                 (16)

Solving the system of equations (8-12) by the 
Runge-Kutta method at T = 1300 K, α = 1.18, Lo

 = 8.83 m3/m3,  
CO3

 = 2.8 mg/dm3 and pH = 11, the dependence of the 
change in the concentration of nitrogen(II) oxide on 
time is obtained (Chauhan & Srivastava, 2019; Ince et 
al., 2021). The formation time of the equilibrium con-
centration of nitrogen(II) oxide is taken to be 0.3 s.

The process of suppressing the formation of ni-
trogen(II) oxide during the combustion of gaseous fuel 
is based on the process of binding of atomic oxygen 
by HO•

2 radical according to the reaction (Ragupathi et 
al., 2023)

HO•
2

 + О•  𝑘𝑘𝑘𝑘6 �⎯⎯⎯�  HO•
2

 + О2.                   (17)

According to the chain scheme of nitrogen oxi-
dation, proposed by Ya.B.  Zeldovich, the formation of 
nitrogen(II) oxide decreases with a decrease in the 
concentration of atomic oxygen. Then the system of 
equations taking into account HO•

2 radical will take the 
form (18-22):

𝑑𝑑𝑑𝑑𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂2
𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑

= 0  ;                             (18)

𝑑𝑑𝑑𝑑𝐶𝐶𝐶𝐶𝑁𝑁𝑁𝑁2
𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑

= −𝑘𝑘𝑘𝑘2𝐶𝐶𝐶𝐶𝑁𝑁𝑁𝑁2𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂 + 𝑘𝑘𝑘𝑘5(𝐶𝐶𝐶𝐶𝑁𝑁𝑁𝑁𝑂𝑂𝑂𝑂)2  ;             (19)

𝑑𝑑𝑑𝑑𝐶𝐶𝐶𝐶𝑁𝑁𝑁𝑁
𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑

= 𝑘𝑘𝑘𝑘2𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂𝐶𝐶𝐶𝐶𝑁𝑁𝑁𝑁2 − 𝑘𝑘𝑘𝑘3𝐶𝐶𝐶𝐶𝑁𝑁𝑁𝑁𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂2  ;                (20)

𝑑𝑑𝑑𝑑𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂
𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑

= 𝐶𝐶𝐶𝐶𝑜𝑜𝑜𝑜0 − 𝑘𝑘𝑘𝑘2𝐶𝐶𝐶𝐶𝑁𝑁𝑁𝑁2𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂 + 𝑘𝑘𝑘𝑘3𝐶𝐶𝐶𝐶𝑁𝑁𝑁𝑁𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂2 − 𝑘𝑘𝑘𝑘4(𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂)2 − 𝑘𝑘𝑘𝑘6𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂𝐶𝐶𝐶𝐶𝐻𝐻𝐻𝐻𝑂𝑂𝑂𝑂2• ; (21)

𝑑𝑑𝑑𝑑𝐶𝐶𝐶𝐶𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁
𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑

= 𝑘𝑘𝑘𝑘2𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂𝐶𝐶𝐶𝐶𝑁𝑁𝑁𝑁2 + 𝑘𝑘𝑘𝑘3𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂2𝐶𝐶𝐶𝐶𝑁𝑁𝑁𝑁 − 𝑘𝑘𝑘𝑘5(𝐶𝐶𝐶𝐶𝑁𝑁𝑁𝑁𝑂𝑂𝑂𝑂)2  .      (22)

Each mechanism of ozone decomposition in aque-
ous solutions is considered. The first mechanism of 
ozone decomposition process in aqueous solutions is 
presented in reactions (23-29). Reaction rate for О3, 
ОН–, HO• , Н+, О•

3, HO•
2, HO•

3 taking into account the re-
action Н2О

  𝑘𝑘𝑘𝑘13 �⎯⎯⎯⎯�  Н+ + НО– and assuming that CH2O
 = 1:

𝑑𝑑𝑑𝑑𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂3
𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑

= 0  ;                              (23)

𝑑𝑑𝑑𝑑𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂𝐻𝐻𝐻𝐻−

𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑
= −𝑘𝑘𝑘𝑘7𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂3𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂𝐻𝐻𝐻𝐻− − 𝑘𝑘𝑘𝑘11𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂𝐻𝐻𝐻𝐻−𝐶𝐶𝐶𝐶𝐻𝐻𝐻𝐻𝑂𝑂𝑂𝑂• − 𝑘𝑘𝑘𝑘13  ;   (24)

𝑑𝑑𝑑𝑑𝐶𝐶𝐶𝐶𝐻𝐻𝐻𝐻𝑂𝑂𝑂𝑂•

𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑
= 𝑘𝑘𝑘𝑘7𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂3𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂𝐻𝐻𝐻𝐻− − 𝑘𝑘𝑘𝑘10𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂3𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂𝐻𝐻𝐻𝐻− − 𝑘𝑘𝑘𝑘11𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂𝐻𝐻𝐻𝐻−𝐶𝐶𝐶𝐶𝐻𝐻𝐻𝐻𝑂𝑂𝑂𝑂•  ; (25)

https://pubs.rsc.org/en/results?searchtext=Author%3AAyyakkannu%20Ragupathi
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𝑑𝑑𝑑𝑑𝐶𝐶𝐶𝐶𝐻𝐻𝐻𝐻+
𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑

= −𝑘𝑘𝑘𝑘8𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂3−𝐶𝐶𝐶𝐶𝐻𝐻𝐻𝐻+ + 𝑘𝑘𝑘𝑘13  ;                (26)
𝑑𝑑𝑑𝑑𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂3•−

𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑
= 𝑘𝑘𝑘𝑘7𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂3𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂𝐻𝐻𝐻𝐻− − 𝑘𝑘𝑘𝑘8𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂3•−𝐶𝐶𝐶𝐶𝐻𝐻𝐻𝐻+  ;           (27)
𝑑𝑑𝑑𝑑𝐶𝐶𝐶𝐶𝐻𝐻𝐻𝐻𝑂𝑂𝑂𝑂2•

𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑
= 𝑘𝑘𝑘𝑘10𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂3𝐶𝐶𝐶𝐶𝐻𝐻𝐻𝐻𝑂𝑂𝑂𝑂•  ;                     (28)

𝑑𝑑𝑑𝑑𝐶𝐶𝐶𝐶𝐻𝐻𝐻𝐻𝑂𝑂𝑂𝑂3•

𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑
= 𝑘𝑘𝑘𝑘2𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂3•−𝐶𝐶𝐶𝐶𝐻𝐻𝐻𝐻+ − 𝑘𝑘𝑘𝑘9𝐶𝐶𝐶𝐶𝐻𝐻𝐻𝐻𝑂𝑂𝑂𝑂3•   .              (29)

Reaction rate constants: k7
 = 1.9 · 105, k8

 = 1.9 · 105, 
k9

  =  1  ·  107, k10
  =  2  ·  108, k11

  =  1.8  ·  105, k12
  =  3  ·  105, 

k13
 = 2.86 · 10-4 s-1 (Feinberg, 2019; Tan et al., 2019; Liu et 

al.,  2023). The concentration of ozone at the phase 
boundary is calculated according to the expression 
(Stolyarenko, 2023):

С0−С
С0−Ср

= 11− 6
𝜋𝜋𝜋𝜋2
𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒(− 4𝜋𝜋𝜋𝜋2𝐹𝐹𝐹𝐹0

′)  ,             (30)

where 𝐹𝐹𝐹𝐹0
′ = 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷

𝑑𝑑𝑑𝑑2  is the Fourier diffusion criterion; С0, С 
are initial concentration and concentration at the mo-
ment of time θ; Ср is the concentration at the phase 
boundary.

RESULTS AND DISCUSSION
The idea of using a kinetic mathematical model to con-
firm or disprove one or another mechanism of ozone 
decomposition in aqueous solutions belongs to the au-
thors of this article. This article presents the results of 
these studies without comparison with the results of 
other researchers, which are presented in this form for 
the first time.

Reaction rate for О3, ОН–, HO•
2, О2

•–, HO• , О3
•–, O• as-

suming that CH2O
 = 1:

𝑑𝑑𝑑𝑑𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂3
𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑

= 0  ;                              (31)

𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑ОН−

𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑
= −𝑘𝑘𝑘𝑘14 ⋅ 𝐶𝐶𝐶𝐶ОН− + 𝑘𝑘𝑘𝑘15 ⋅ 𝐶𝐶𝐶𝐶О2•− − 

−𝑘𝑘𝑘𝑘16 ⋅ 𝐶𝐶𝐶𝐶О3 ⋅ 𝐶𝐶𝐶𝐶ОН− + 𝑘𝑘𝑘𝑘21 ⋅ 𝐶𝐶𝐶𝐶О3•−   ;           (32)
𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑Н𝑂𝑂𝑂𝑂2•

𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑
= 𝑘𝑘𝑘𝑘14 ⋅ 𝐶𝐶𝐶𝐶О3 ⋅ 𝐶𝐶𝐶𝐶ОН− + 𝑘𝑘𝑘𝑘15 ⋅ 𝐶𝐶𝐶𝐶О2•− − 

−𝑘𝑘𝑘𝑘17 ⋅ 𝐶𝐶𝐶𝐶𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻2• ⋅ 𝐶𝐶𝐶𝐶О3 − 𝑘𝑘𝑘𝑘19 ⋅ 𝐶𝐶𝐶𝐶𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻• ⋅ 𝐶𝐶𝐶𝐶𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻2• + 
+𝑘𝑘𝑘𝑘20 ⋅ 𝐶𝐶𝐶𝐶𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻• ⋅ 𝐶𝐶𝐶𝐶О3 + 𝑘𝑘𝑘𝑘22 ⋅ 𝐶𝐶𝐶𝐶𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻•𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂• ;    (33)

𝑑𝑑𝑑𝑑𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂2•−

𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑
= 𝑘𝑘𝑘𝑘14 ⋅ 𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂3 ⋅ 𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂𝐻𝐻𝐻𝐻− − 𝑘𝑘𝑘𝑘15 ⋅ 𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂2•−   ;        (34)

𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂•

𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑
= 𝑘𝑘𝑘𝑘16 ⋅ 𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂3 ⋅ 𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂− + 𝑘𝑘𝑘𝑘17 ⋅ 𝐶𝐶𝐶𝐶𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻2• ⋅ 𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂3 − 

−𝑘𝑘𝑘𝑘18 ⋅ 𝐶𝐶𝐶𝐶2𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻• − 𝑘𝑘𝑘𝑘19 ⋅ 𝐶𝐶𝐶𝐶𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻• ⋅ 𝐶𝐶𝐶𝐶𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻2•− −  
−𝑘𝑘𝑘𝑘22 ⋅ 𝐶𝐶𝐶𝐶𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻• ⋅ 𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂• ;   (35)

𝑑𝑑𝑑𝑑𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂3•−

𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑
= 𝑘𝑘𝑘𝑘16 ⋅ 𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂𝐻𝐻𝐻𝐻− ⋅ 𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂3 − 𝑘𝑘𝑘𝑘21 ⋅ 𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂3•−  ;       (36)

𝑑𝑑𝑑𝑑𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂•

𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑
= 𝑘𝑘𝑘𝑘18 ⋅ 𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂𝐻𝐻𝐻𝐻• ⋅ 𝐶𝐶𝐶𝐶𝐻𝐻𝐻𝐻𝑂𝑂𝑂𝑂• − 𝑘𝑘𝑘𝑘22 ⋅ 𝐶𝐶𝐶𝐶𝑂𝑂𝑂𝑂• ⋅ 𝐶𝐶𝐶𝐶𝐻𝐻𝐻𝐻𝑂𝑂𝑂𝑂•  .     (37)

Reaction rate constants: k14
 = 1.2 · 104, k15

 = 1.2 · 104, 
k16

 = 1.9 · 105, k17
 = 8.4 · 106, k18

 = 6.67 · 1010, k19
 = 7.5 · 1012, 

k20
 = 2  · 108, k21

 = 9.05  · 1011, k22
 = 1.99  · 1012 s-1 (Tan  et 

al., 2019; Murphy et al., 2023). As a result of calculat-
ing the system of equations (23-29) and substituting 
the obtained concentration of HO•

2 radical into the sys-
tem (18-22), the dependence of the concentration of 
nitrogen(II) oxide on time in the process of supressing 
the formation of nitrogen(II) oxide with the synthesis of 
HO•

2 radical according to the first mechanism is estab-
lished (Fig. 1). The results of solving the system of equa-
tions (31-37) are presented in Figure 1, the dependence 
of the concentration of nitrogen(II) oxide on time in the 
process of supressing the formation of nitrogen oxide 
with the synthesis of HO•

2 radical according to the sec-
ond mechanism is also shown in Figure 1.

Figure 1. Dependence of the formation of nitrogen(II) oxide on time
Notes: 1 – before the introduction of radicals; 2 – according to the first mechanism; 3 – according to the second mechanism
Source: compiled by the authors based on compilation and solution of kinetic mathematical models of the ozone destruction 
process in aqueous solutions
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Figure  2 shows the dependence of the degree of 
suppressing the formation of nitrogen(II) oxide on time 
by both mechanisms. The results of the calculation of 

the system of equations (23-29) are presented in Fig-
ure 2. The second process mechanism is presented in 
reactions (1-5).

Figure 2. Dependence of the degree of suppressing the formation of nitrogen(II) oxide on time
Notes: 1 – according to the first mechanism; 2 – according to the second mechanism
Source: compiled by the authors based on compilation and solution of kinetic mathematical models of the ozone destruction 
process in aqueous solutions

As can be seen from Figure 2, suppression of the 
formation of nitrogen(II) oxide with the synthesis of 
HO•

2 radical by the first mechanism almost does not 
occur, because the concentration of HO•

2 radical is syn-
thesised from HO• radical. On the other hand, the in-
fluence of HO• radical is impossible due to relatively 
low quenching rate of HO• + О•. In Figure 1, the curve 
of the change in the concentration of nitrogen(II) ox-
ide over time when using suppression of the formation 
of nitrogen(II) oxide with the synthesis of HO•

2 radical 

according to the first mechanism coincides with the 
curve of the change in the concentration of nitrogen(II) 
oxide before the introduction of radicals, which also in-
dicates a low degree suppression of nitrogen(II) oxide. 
Suppression of the formation of nitrogen(II) oxide with 
the synthesis of HO•

2 radical by the second mechanism 
reaches almost 80% of the suppression of “thermal” ox-
ides. Figure 3 shows the dependences obtained for the 
main compounds of the investigated process according 
to the first mechanism.

Figure 3. Dependence of changes in concentrations of substances over time according to the first mechanism
Notes: 1 – 100°COH–; 2 – 100°CHO•; 3 – 106°CH+; 4 – 10 · CO3

•–; 5 – 1000 · CHO2
•

Source: compiled by the authors based on compilation and solution of kinetic mathematical models of the ozone destruction 
process in aqueous solutions

The exit of HO•
2 radical according to the second 

mechanism is much higher than by the previous one 
(Fig. 4). Comparison of Figure 3 and Figure 4 shows that 

the exit of HO•
2 radical by the first mechanism is an or-

der of magnitude lower than the formation by the sec-
ond mechanism. At the same time, the formation of HO•  
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radical according to the first mechanism is 20 times low-
er than according to the second mechanism, and sever-
al times more ozonide radical is formed than according  

to the second mechanism. In the first mechanism, 
there is no superoxide radical, which plays an essen-
tial role in the formation of oxygen-containing radicals. 

Table 1. Ozone concentration after passing through alkaline solutions at a contact time, τ = 006 s

Source: compiled by the authors based on G.S. Stolyarenko (2023)

Figure 4. Dependence of changes in concentrations of substances over time according to the second mechanism
Notes: 1 – 100°COH–; 2 – 10 · CHO•; 3 – 106°CO2

•–; 4 – 100 · CHO
2
• (coincides with СO2

•–); 5 – 10CO3
•–

Source: compiled by the authors based on compilation and solution of kinetic mathematical models of the ozone destruction 
process in aqueous solutions

Co
nc

en
tr

at
io

n 
m
m
ol

/m
3

Time, sec

Due to the fact that only the concentration of “ther-
mal” nitrogen(II) oxides decreases and the concentra-
tion of “fast” nitrogen(II) oxides remains constant, it 
is impossible to achieve 100% suppression. Thus, the 
results of the experiments on suppression of the for-
mation of nitrogen(II) oxides, given in Table 1, and the 

results of the simulation of the process of suppress-
ing the formation of nitrogen(II) oxide are adequate. 
It can be concluded that the second mechanism of  
HO•

2 radical synthesis more realistically reflects the 
processes that take place during the decomposition of 
ozone with increasing pH of the solution.

OAM costs, dm3 /min
Ozone concentration, mg/dm 3

0.1 n 0.01 n 0.001 n To the solution

0.5 2.5 2.55 2.61 2.8
1 1.6 2.3 2.35 2.4
2 1.7 1.9 1.95 2.1

Based on the data given in Tables 1-3, the depend-
ence of the change in the concentration of HO•

2 and HO•  
radicals on time for a 0.1 n solution is calculated at 
different ozone-air mixture (OAM) rates.

Table 2. Ozone concentration after passing through alkaline solutions at a contact time, τ = 0.12 s

OAM costs, dm3 /min
Ozone concentration, mg/dm 3

0.1 n 0.01 n 0.001 n To the solution
0.5 2.5 2.6 2.8 2.8
1 2.0 2.05 2.1 2.4
2 1.65 1.85 2.0 2.1

Source: compiled by the authors based on G.S. Stolyarenko (2023)

Table 3. Ozone concentration after passing through alkaline solutions at a contact time, τ = 0.18 s

OAM costs, dm3 /min
Ozone concentration, mg/dm 3

0.1 n 0.01 n 0.001 n To the solution

0.5 2.3 2.6 2.7 2.8
1 1.6 2.25 2.28 2.4
2 1.55 1.8 1.9 2.1

Source: compiled by the authors based on G.S. Stolyarenko (2023)
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Figure 5 illustrates the formation of HO•
2 radical at 

a specific time point, with the time parameter denoted 
as t = 0.06 s. This graph provides a snapshot of the con-
centration of HO•

2 radical at this precise moment during 
the reaction or process under consideration.

The figure captures a moment in the kinetic process, 
allowing for a focused analysis of radical formation at 
the specified time of 0.06 s. The shape and trajectory 

of the curves in Figure 5 convey information about the 
rate of radical formation or depletion at this particu-
lar time instance. Upon examining Figure 6, an analy-
sis of the behaviour of HO•

2 radical at the specific time 
instance is possible. The features observed, including 
the curve’s shape, its slope, and any distinctive patterns 
present, provide valuable insights into the rate of radi-
cal formation or depletion during this particular period.

Figure 5. Formation of HO•
2 radical, t = 0.06 s

Notes: 1 – OAM consumption is 0.5 dm 3/min; 2 – OAM consumption is 1 dm3 /min; 3 – OAM consumption is 2 dm3 /min
Source: compiled by the authors based on compilation and solution of kinetic mathematical models of the ozone destruction 
process in aqueous solutions

Figure 6. Formation of HO•
2 radical, τ = 0.12 s

Notes: 1 – OAM consumption is 0.5 dm3 /min; 2 – OAM consumption is 1 dm3 /min; 3 – OAM consumption is 2 dm3 /min
Source: compiled by the authors based on compilation and solution of kinetic mathematical models of the ozone destruction 
process in aqueous solutions

Figure 7 illustrates the formation of HO• radical at a 
specific time. The analysis of Figure 7 enables to examine 
the behaviour of HO• radical precisely at the time point 
τ = 0.12 s. The features of the graph, including the curve’s 
shape, its slope, and any distinctive patterns, provide 
valuable information regarding the rate of radical for-
mation or depletion during this particular time segment.

In Figure 8, the graphs depict the relationships 
governing the formation of oxygen-containing radicals 
at different contact times, using kinetic mathematical 
models to describe the underlying processes. A similar 
trend is observed in Figure 9, where the concentration 
varies linearly with the contact time.

Figures 5-8 show the dependences of the forma-
tion of oxygen-containing radicals at different contact 
times according to kinetic mathematical models. As 
can be seen from Figures 5, 7, 8, the change in the con-
centration of HO•

2 radical is linear and the time of the 
reaction almost does not affect the course of radical 
formation. The same is observed in Figures 7 and 9 for 
HO•  radical. The concentration of HO•  radical itself is 
an order of magnitude higher than the concentration 
of HO•

2 radical. The issue of ozone decomposition in 
aqueous solutions has been discussed in the literature 
for a long time. Competitive kinetics and scavenging 
assay are commonly used for radical quantification. 
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However, the accuracy of the two methods has been 
challenged in electrochemical advanced oxidation 
processes since the strong reactivity of electrode 

against organic indicators may disrupt the quantita-
tive relationship between indicator consumption and 
radical concentration. 

Figure 7. Formation of HO• radical, τ = 0.12 s
Notes: 1 – OAM consumption is 0.5 dm3 /min; 2 – OAM consumption is 1 dm3 /min; 3 – OAM consumption is 2 dm3 /min
Source: compiled by the authors based on compilation and solution of kinetic mathematical models of the ozone destruction 
process in aqueous solutions

Figure 8. Formation of HO•
2 radical, τ = 0.18 s

Notes: 1 – OAM consumption is 0.5 dm3 /min; 2 – OAM consumption is 1 dm3 /min; 3 – OAM consumption is 2 dm3 /min
Source: compiled by the authors based on compilation and solution of kinetic mathematical models of the ozone destruction 
process in aqueous solutions

Figure 9. Formation of HO• radical at τ = 0.18 s
Notes: 1 – OAM consumption is 0.5 dm3 /min; 2 – OAM consumption is 1 dm3 /min; 3 – OAM consumption is 2 dm3 /min
Source: compiled by the authors based on compilation and solution of kinetic mathematical models of the ozone destruction 
process in aqueous solutions
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https://www.sciencedirect.com/topics/earth-and-planetary-sciences/advanced-oxidation-process
https://www.sciencedirect.com/topics/earth-and-planetary-sciences/advanced-oxidation-process
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Authors S.Q. Yang et al. (2020) in the study focused 
on screening suitable indicators and developing suit-
able methods for determining steady-state concentra-
tions of SO4

•− and HO• (SO4
•−) and HO• in several EAOPs 

(Electrochemical Advanced Oxidation Processes) for 
water treatment based on competitive kinetics and 
scavenging assay. The applicability of modified meth-
ods and available indicators were investigated through 
experimental and kinetic analysis. Only in anodic pro-
cess, the competitive kinetics was more appropriate 
than scavenging assay and benzoic acid met the basic 
requirement of being a competitor to determine the 
HO•. In the work of M.  Nambari  et al.  (2021), a great 
role was given to the ozone decomposition process. But 
their attention was paid to catalytic decomposition. The 
catalytic decomposition approach showed higher effi-
ciency and higher durability with no generation of con-
siderable by-products, particularly manganese oxide 
(MnOx) based catalysts, which can decompose ozone to 
oxygen at room temperature.

Researchers M. Whiteside and J.M. Herndon (2022) 
in their study paid attention to the catalytic effect of 
various compounds on the destruction of ozone. But in 
this work, iron is considered as a catalyst. Iron in pri-
mary and secondary aerosols plays a crucial role in the 
formation of ice crystals in cirrus clouds and in polar 
stratospheric clouds that are involved in the formation 
of ozone holes. Iron is associated with reactive oxygen 
species, like HO• hydroxyl radical that destroys ozone 
in the stratosphere. Iron is known to activate halogens 
including chlorine, bromine, and iodine.

Authors Y. Wang et al.  (2021) attributed an impor-
tant role to the formation of oxygen-containing radi-
cals. But there, more attention was paid to the process 
of fluorescence assay by gas expansion of these rad-
icals and no attention was paid to other compounds. 
E.R. Jans et al. (2022) also attributed a great role to the 
processes of the formation of HO•

2 radical in diluted 
mixtures of H2 of O2

– Ar single bond, CH4 of O2
– Ar single 

bond, and C2H4 of O2
– Ar single bond excited by a repeat-

ed ns pulse discharge in a heated plasma flow reactor, 
measured by Cavity Ringdown Spectroscopy, a kinetic 
model was created. But there, more attention was paid 
to the process of the formation of HO•

2 radical and how 
other compounds of ozone decomposition in the same 
solutions were not considered in the previous work. 
In the study of H. Zhang et al. (2021), the authors paid 
attention to the influence of external factors such as 
ultrasound on the destruction of ozone in the process 
of wastewater treatment, which also took into account 
the processes of ozone destruction, but with addition-
al influence of ultrasound. This greatly accelerated the 
process of wastewater treatment.

However, all of them are based on the results of 
chemical and instrumental analysis of compounds in-
volved in the process under investigation. As already 
mentioned, all these compounds exist for a very short 
time (hundredths and thousandths of a second), they  

instantly change into one another, and even with mod-
ern methods it is impossible to claim with great confi-
dence that one or another compound has been analysed 
and their concentrations are precisely determined. For 
this reason, it is proposed to use a fundamentally new 
approach to research the mechanism of ozone destruc-
tion in aqueous solutions, such as kinetic mathematical 
models, which allow to determine the concentrations 
and time of appearance of all necessary compounds us-
ing a mathematical apparatus and the results of labora-
tory studies of processes that are well studied and the 
main thing is that it is possible to accurately analyse 
the formation of compounds by chemical and instru-
mental methods.

CONCLUSIONS
Oxygen-containing HO• and HO•

2 radicals occur in var-
ious chemical processes. The ozonation of aqueous 
solutions is one of the common sources of oxygen-con-
taining radicals. But until this moment there is no pre-
cisely formed mechanism of this process due to its very 
fast course and short existence time of most of com-
pounds that take part in it. There are many mechanisms 
of decomposition of ozone in aqueous solutions. All of 
them contain HO• and HO•

2 radicals, but each mecha-
nism has a different role. The presence of other radicals 
has been proven in all mechanisms. Even in D. Weiss’s 
mechanism, the presence of superoxide radical was 
proven using spectral analysis. In some mechanisms 
(for example, E. Abel’s mechanism), the authors try to 
take into account complex compounds formed during 
the decomposition of ozone and determined spectral-
ly. Among the more modern mechanisms of ozone de-
struction in aqueous solutions, there are mechanisms 
proposed by S.D. Razumovsky and H.S. Stolyarenko.

To establish the detailed mechanism of these re-
actions, kinetic mathematical models were compiled 
and solved. With the help of mathematical models, it 
is established that the formation of nitrogen(II) ox-
ides when using the first mechanism almost coincides 
with the formation without the introduction of radi-
cals into the fuel-air mixture. This indicates that this 
mechanism of ozone decomposition does not provide 
such an amount of oxygen-containing radicals, which is 
necessary for the degree of suppressing the formation 
of nitrogen(II) oxides. According to experimental data, 
the formation of nitrogen(II) oxides when using the 
second method is significantly less than without the 
introduction of radicals. The degree of suppressing the 
formation of nitrogen(II) oxides, obtained in the mathe-
matical model and experimentally, is almost the same. 
It is established that the degree of suppressing the 
formation of nitrogen(II) oxides by both mechanisms is 
very different. According to the first mechanism, it is no 
more than 1%, which is very different from the experi-
mental data, while according to the second mechanism, 
the degree of suppression almost coincides with the 
experimental data.

https://www.sciencedirect.com/topics/earth-and-planetary-sciences/water-purification
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як джерел кисневмісних радикалів HO•

2 і HO•
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Анотація. Оксигеновмісні радикали HO•
2 і HO• є одними з найефективніших і екологічно чистих окисників, 

одним з джерел яких є озоновані водні розчини, механізм процесів, що відбуваються в них, дотепер 
точно не встановлений. Мета роботи – порівняти, підтвердити або спростувати механізми, запропоновані 
С. Д. Разумовським та Г. С. Столяренком як найбільш сучасні, що базуються на процесах пригнічення утворення 
«термічних» оксидів нітрогену(ІІ) під час спалювання палива. Для цього за допомогою кінетичної математичної 
моделі досліджено зміну концентрації всіх сполук, що беруть участь у процесах озоноруйнування, у водних 
розчинах та вплив цих сполук на утворення «термічних» оксидів азоту. В ході дослідження отримано кінетичні 
математичні моделі процесу пригнічення утворення «термічних» оксидів нітрогену(ІІ) при спалюванні 
палива з використанням процесу деструкції озону у водних розчинах за механізмами, запропонованими 
С. Д. Разумовським та Г. С. Столяренком. За результатами порівняння обох механізмів можна стверджувати, 
що механізм Г. С. Столяренка більш реалістично відображає процес розкладання озону у водних розчинах. 
Визначено залежності зміни концентрації речовин, які беруть участь у процесі розкладу озону у водних 
розчинах, від часу, а також кількості озону, що витрачається на цей процес. Встановлення механізму руйнування 
озону в цих же розчинах і отримані залежності дозволять більш вільно використовувати кисневмісні радикали 
HO•

2 і HO•, які утворюються при руйнуванні озону в цих же розчинах, для процесів очищення газових потоків, 
особливо для їх денітрифікації, а також для інтенсифікації окислювальних процесів у хімічній промисловості, 
наприклад, у виробництві азотної кислоти

Ключові слова: гідроксильний радикал; пероксидний радикал; руйнування озону; нітроген(ІІ) оксиди; 
окислювач
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INTRODUCTION
In the modern information age, where data volumes 
are growing exponentially, data engineering is proving 
to be a key area to ensure effective management and 
analysis of information. In this context, the integration 
of artificial intelligence (AI) technologies is becoming 
a necessity to cope with the complexity and volume of 

Abstract. The integration of artificial intelligence technologies into data engineering gained significant relevancy 
in the context of constantly growing volumes and complexity of data, which requires innovative approaches to 
processing and analysis. The goal of the present study is to conduct a deep analysis of the implementation of 
artificial intelligence into data engineering with a focus on the challenges occurring and perspectives of this 
process. Research methods, such as analysis methods, comparison, systematisation, and systemic approach, were 
used for an objective study of this phenomenon and revealing key aspects of this topic. Analysis revealed key 
challenges, that include variety and instability of data, the importance of standardisation as well as ensuring 
security of big data amounts. The importance of ethical aspects is underlined, and perspectives on automation 
of analytical processes and improving prognostic analysis were also determined. According to the results, 
employment of common standards improves the consistency of approaches, whereas improved algorithms 
accelerate the processing of big data amounts. Employment of such technology as Apache Hadoop and Spark 
for processing big data amounts and step-by-step introduction of artificial intelligence is also useful. Increased 
decision explication also improves their understanding, simplifying interaction between experts and interested 
parties, and simultaneously creating conditions for effective implementation and employment of integrated 
artificial intelligence systems in data engineering. The compilation of ethical standards and legal mechanisms 
creates an opportunity for responsible and balanced employment of these technologies, ensuring trust and 
ethical compliance in the process of their implementation into various spheres of human activity. These results 
determine perspectives for the development of this sphere and highlight its importance in a modern information-
based society. Integration of artificial intelligence into data engineering expands capabilities of automating 
analytical processes, ensuring accurate predictions, and reducing manual labour expenses, creating opportunities 
for effective management and reasoned decision-making in the data processing sphere

Keywords: intelligent systems; optimisation; security of use; automation of analytical processes; machine learning

data, which is turning into a real resource, a raw mate-
rial for strategic decision-making. The use o  f machine 
learning algorithms can greatly facilitate data analysis 
processes, providing more accurate and faster results. 
Given the fact that data is becoming an important re-
source for strategic decision-making, the integration of 
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and diversity necessitate the development of new strat-
egies for processing and analysis. The integration of AI 
allows solving these problems by speeding up deci-
sion-making processes and enabling complex analyses 
that were previously beyond the scope of capabilities.

The research aimed to study in detail the imple-
mentation of AI in data engineering, with a focus on 
identifying the challenges and prospects of this pro-
cess. The objectives were to highlight key challenges 
and opportunities, as well as to analyse important as-
pects that should be taken into account when imple-
menting these technologies in the modern information 
environment.

MATERIALS AND METHODS
In order to thoroughly study the integration of AI tech-
nologies in data engineering and reveal its challenges 
and prospects, this article used a variety of research 
methods aimed at an in-depth analysis and objective 
assessment of this phenomenon. During the research, 
methods of analysis, comparison, system approach and 
systematisation were used.

The comparison method included a thorough re-
view of the literature, where different approaches to in-
tegrating AI into data engineering were studied. Special 
emphasis was placed on identifying differences and 
similarities in methodologies used in known scientific 
works and projects. An analysis of concepts, theories, and 
definitions used in relevant scientific sources was car-
ried out to gain a deep understanding of the approaches 
that define the role of AI in data engineering. This made 
it possible to establish the common and distinctive fea-
tures of various concepts and clarify the terminological 
aspects that were important for the precise definition of 
the research context. In addition, in the process of com-
parison, the infrastructure, and tools that contribute to 
the optimisation of the processing of large volumes of 
data in the context of AI integration were compared. 
This included an ecosystem of analytical tools, machine 
learning platforms and other technical solutions used 
to ensure the efficiency and speed of data processing 
in accordance with defined strategies and methods.

During the work, an analytical method was used 
to examine in detail the key concepts and technical 
aspects of the integration of AI in data engineering. 
The analytical approach made it possible to critically 
evaluate the available data, identify trends and identify 
gaps in the current understanding of this topic. Reviews 
of experts actively implementing AI in the practise of 
their activities were considered in detail. Their expe-
riences and conclusions are analysed, looking at the 
technical aspects of AI integration, such as the use of 
programming languages, algorithms, and architectur-
al solutions. This approach provided an opportunity to 
understand the specific challenges and benefits faced 
by practitioners, allowing for a detailed examination 
of their practical experiences. An important stage was 
the systematisation of the results obtained during the  

AI into data engineering opens up new opportunities 
for the development of different approaches to data 
analysis, allowing businesses to adapt to the rapidly 
changing business environment.

Data engineering and AI, whose interaction is be-
coming a key factor in development, provide a new 
level of data analysis and optimisation. High-tech AI 
algorithms not only accelerate the processing of large 
amounts of information, but also provide an opportu-
nity to automate and improve processes that require 
high computing power and analytical skills. Integrating 
AI technologies into data engineering can improve ef-
ficiency and cost-effectiveness in many areas. For ex-
ample, T. Shmatkovska et al. (2023) note in their paper 
that technologies contribute to improved forecasting 
accuracy and more informed management decisions 
based on data analysis. In law enforcement, AI allows 
automating the processes of verifying individuals, ana-
lysing large amounts of data from various sources, and 
identifying potential risks, which helps to increase the 
efficiency and speed of response of law enforcement 
agencies, as pointed out in the article by O. Zachek et 
al.  (2023). However, other issues arise here related to 
the need for changes in legislation on the introduc-
tion of AI. M. Ayala-Pazmiño (2023) and U.M. Danchen-
ko  (2023) note that in the field of education and sci-
ence, the use of AI can improve the quality of education 
and research, contributing to the development of new 
teaching methods and increasing the productivity of 
research. A.I. Shevchenko (2023), having conducted an 
extensive study of this topic, emphasises that the use of 
this technology allows automating the analysis of large 
amounts of data, reducing the time and effort required 
to process them, which contributes to increased effi-
ciency and cost-effectiveness in many industries.

However, it is important to highlight the challenges 
and prospects of integrating AI into data engineering. 
From security and ethical issues to optimising data 
processing and developing new technological solu-
tions, the integration of AI into data engineering is 
changing the paradigm of information management. 
Z. Hbur (2022), studying the issues of AI application in 
Ukraine’s information security, emphasises its impor-
tance. In particular, it was proved that AI technologies 
provide an opportunity to develop solutions with high-
er efficiency, which contributes to the rapid detection of 
cyberattacks, the selection of optimal strategies for re-
sponding to security incidents, automatic assessment of 
the relevance and consequences of incidents, and time-
ly response. AI’s ability to automate complex analytical 
and decision-making tasks in real time is making sig-
nificant changes to the way people typically work with 
large amounts of data. Delving deeper into these as-
pects allows better understanding the power of AI inte-
gration and identifying promising ways to use IT tech-
nologies in various industries, from business to science, 
as studied by V. Khaustova et al.  (2022). The increased 
availability of large amounts of data, their complexity, 
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development of technical aspects of AI integration, 
which included the use of different programming lan-
guages, the deployment of algorithms and the choice 
of architectural solutions. The systematisation of tech-
nical details made it possible to structure information 
according to the effectiveness and potential limita-
tions of AI integration.

The use of a system approach in the work made 
it possible to study the object of research holistically, 
in particular, to highlight a holistic approach to under-
standing the integration of AI in modern science and 
practise. This, in turn, made it possible to highlight in 
more detail the scale of the impact of the AI phenom-
enon itself, not only on the field of data engineering, 
but also on society as a whole. During the research, in-

formation resources, participation in conferences and 
interaction with professional communities were used. 
This allowed following the latest trends and innova-
tions in the field of data engineering and AI, providing 
the research with relevance and contemporary context.

RESULTS
By analysing various aspects of integrating AI technol-
ogies into data engineering of this process, successful 
strategies and solutions have been identified that af-
fect data security, quality and integrity, standardisation, 
optimisation of big data processing, and other key as-
pects (Talib et al., 2021; Gröger, 2021; Ebid, 2021). Ta-
ble 1 summarises the main challenges of AI integration 
and their solutions.

Table 1. Challenges and solutions in the context of integrating AI into data engineering

Source: developed by the author

Challenges Decision

Low data quality and reliability Implementation of technologies for data cleaning and standardisation, use of quality 
control algorithms

Ethical and legal issues Development of ethical standards and legal framework for the use of AI, definition  
of transparent decision-making processes

High complexity of integration  
with existing systems

Development of specialised interfaces and protocols for interaction between AI  
and existing systems

High costs  
and implementation issues

Study and implement effective cost reduction strategies, careful planning,  
and phased implementation

Low interpretability of models Use of methods and algorithms that provide greater comprehensibility  
and interpretability of AI models

Data security and privacy risks Applying advanced encryption tools, defining mechanisms to protect privacy,  
and taking into account ethical aspects of security

One of the challenges is to ensure a high level of 
data security, as the integration of AI makes systems 
more susceptible to various cyber threats and attacks. 
Insufficiently protected infrastructure leads to the leak-
age of confidential information. While adaptive AI algo-
rithms can detect and respond to new types of threats, 
they are also subject to targeted attacks that are be-
coming more sophisticated and difficult to detect. In 
addition, the increasing level of automation in data en-
gineering, thanks to AI technologies, creates potentially 
vulnerable access points for unauthorised intrusion. AI 
technologies used to analyse data can lead to confi-
dential information leaks, especially if the algorithms 
are not adequately protected against attacks and mis-
use. Integrating AI can push data processing and deci-
sion-making forward. However, this can lead to a large 
amount of load on the system, which can be used for 
denial-of-service (DDoS) attacks, and create unpredict-
able situations in the system. Using incorrect or distort-
ed data to train AI models can lead to inaccurate or dan-
gerous results. Employees and other internal users may 
attempt to exploit the system by using intelligent algo-
rithms to uncover weaknesses and penetrate the system.

The study found that organisations that success-
fully integrate AI technologies into data engineering 

actively use a combination of approaches to ensure 
the highest level of protection. Elements of successful 
solutions include encryption and decryption. Successful 
integrations use modern encryption methods to protect 
sensitive information in real time. Additionally, they 
consider effective decryption mechanisms for secure 
access. The use of intelligent threat detection systems 
allows automatically detecting and responding to po-
tential cyber threats. Machine learning algorithms are 
used to continuously improve the system in line with 
new threats. High-quality integrations include access 
security mechanisms and two-factor authentication to 
increase the level of aauthorisation and reduce the risk 
of unauthorised access. Event monitoring and logging 
systems allow detecting suspicious activity in real time 
and monitoring system changes. They use analytical 
tools to identify normal and abnormal patterns of be-
haviour. In the context of cloud computing, successful 
solutions provide strong data privacy protection using 
advanced encryption and key management techniques.

Another challenge to integrating AI into data en-
gineering is data quality and purity. The use of poor 
quality data in integration processes leads to incor-
rect analytical conclusions and decision-making errors. 
Poor data quality can be caused by input errors, lack of 
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standards, or outdated information. Duplication, insta-
bility, and a variety of data formats and structures arise 
when integrating data from different sources. This can 
create contradictions in information, complicating both 
analysis and decision-making. The issues of data sim-
plification and standardisation are important aspects of 
solving these problems. The need to use data cleaning 
and normalisation algorithms arises to ensure that data 
is homogeneous and complies with established stand-
ards. This process is key to identifying and correcting 
errors. The use of old or outdated data in AI models 
can lead to incorrect predictions and incorrect analyti-
cal results. Updating and regularly reviewing data is es-
sential to ensure that it remains relevant. For effective 
AI integration, it is necessary to ensure that the data 
source is reliable and trustworthy. Unreliable sources 
can introduce errors and distort analysis results, and 
identifying and correcting errors in large amounts of 
data can be time-consuming, especially when using 
machine learning algorithms.

Addressing data quality and integrity issues in the 
context of integrating AI technologies into data en-
gineering requires a comprehensive approach and a 
variety of strategies. For example, the introduction of 
standards for data formats and structures simplifies 
data integration. Simplifying data, reducing duplication, 
and using common standards can make processing and 
analysis easier. Using automated algorithms to clean 
and normalise data can help identify and correct errors 
and inconsistencies. Ensuring that data is regularly up-
dated, and monitoring systems are in place, can help 
identify and correct incorrect and outdated information 
in a timely manner. Use machine learning algorithms 
to detect and correct errors and to predict future data 
quality. Techniques such as classification and clustering 
can be used for automated data analysis. Using open 
sources and publicly available databases allows obtain-
ing high-quality and up-to-date data to compare and 
update one’s own data. Error detection and prevention 
systems can automatically detect and correct data er-
rors. These systems can use business logic rules and 
machine learning algorithms. Involve staff and spe-
cialists to review and correct data, especially in cases 
where context and details that are difficult to automate 
need to be considered.

The diversity of data sources and their heteroge-
neity in formats and structures is a significant barrier 
to integration. Data can come from a variety of sources, 
such as databases, sensors, web services, etc. The diver-
sity of data formats and structures leads to heterogene-
ity in the presentation of information. This may include 
differences in field names, data types, or even in the 
definition of key attributes. In some cases, there may be 
a lack of standardised formats for representing data in 
a particular industry or context. The lack of common-
ly accepted standards makes it difficult to unify them. 
Solving this problem requires standardisation and the 
development of unified approaches to data processing. 

Develop a canonical data model that serves as a com-
mon and standardised format for all data sources. This 
unifies the presentation of information and simplifies 
integration. Defining a data description language (DDL) 
to standardise the structures and relationships between 
data sources promotes schema consistency and facili-
tates integration. A variety of data integration tools and 
platforms are available that have built-in tools to ad-
dress heterogeneity, including Extract, Transform, Load 
(ETL) processes and the use of middleware. Involve in-
dustry participants in the development and adoption of 
standards for data representation in a particular area. 
Creating common standards helps to unite the industry 
and facilitates the exchange of data between different 
systems. Use of Semantic Web technologies, such as the 
Resource Description Framework (RDF) and the Web On-
tology Language (OWL), to create semantic data mod-
els. This allows not only coordinating schemas, but also 
providing meanings and relationships between data.

Processing and analysing large amounts of data 
can be a time-consuming task, especially when using 
machine learning algorithms. Challenges stem from 
computational complexity and the need for powerful 
computing and storage resources. This leads to in-
creased costs and difficulties in conducting effective 
maintenance. The transfer of large amounts of data 
between different systems often encounters network 
bandwidth limitations and, as a result, delays in the 
integration process. Ensuring the security of large 
volumes of data and reducing the risk of leakage or 
unauthorised access becomes a challenge. The use of 
technologies such as Apache Hadoop or Apache Spark 
for distributed processing of large amounts of data 
helps to divide computing and speed up analytical 
operations. Using big data storage systems, such as 
Apache HBase or Amazon S3, provides scalability and 
efficient management of large amounts of information. 
Data compression methods to reduce data size without 
losing information help reduce storage requirements 
and improve transmission efficiency. The use of cloud 
computing platforms allows for scalability of resourc-
es depending on the needs and high availability. Data 
preprocessing, such as filtering, weeding out uninform-
ative or duplicate data, helps to reduce the volume of 
data and improve its quality. Increase network band-
width and optimise data transfer mechanisms for effi-
cient exchange of large amounts of information.

One important challenge is to understand and ex-
plicate the decisions made by an AI system. Failure to 
define how algorithms make decisions can make them 
difficult to adopt and implement. The lack of explica-
tion of how models work leads to a lack of trust in 
them, especially in areas where ethical considerations 
need to be taken into account and decisions need to 
be explained. In many cases, such as in medicine or 
finance, it is important not only to obtain a decision, 
but also to understand how this decision was made to 
justify its logic and objectivity. Using models that are 
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easily interpreted allows explicating decision-making 
processes. This may include the use of simple mod-
els that are easy to explain, algorithms that generate 
explanations or justifications for each decision made. 
Creating decision support systems that allow users 
to request and receive detailed explanations for each 
stage of decision-making.

The use of intelligent systems in the field of data 
engineering raises ethical issues, in particular, in the 
areas of privacy, discrimination and responsible use of 
technology. Bias resulting from improperly trained al-
gorithms can cause discrimination in employment, fi-
nance, or justice. The use of AI may violate privacy and 
personal data protection. In the process of addressing 
this issue, it is proposed that the creation of independ-
ent ethics committees and regulatory bodies that define 
standards and rules for the use of AI from an ethical and 
legal perspective will help resolve this issue. It is also 
worth paying attention to the introduction of algorithms 
aimed at identifying and reducing bias in decisions, en-
suring fairness and equality. Develop and implement 
mechanisms to ensure confidentiality and protection 
of personal data, such as encryption and security pro-
tocols for information processing. Another solution is 
to introduce ethical training in the educational pro-
grammes of specialists working with artificial intelli-
gence to raise awareness and understanding of ethical 
requirements. Continuous monitoring and evaluation of 
the impact of AI on society and individuals to identi-
fy ethical issues and address them in a timely manner.

Integrating AI can be costly and require significant 
investments in hardware and staff retraining. It is im-
portant to balance the costs and expected benefits, giv-
en that integrating new technologies into existing sys-
tems can be complex and time-consuming, especially 
in companies with large amounts of data and extensive 
infrastructure. The use of AI requires the availability of 
qualified specialists who can understand, configure, and 
manage these technologies, which can be problematic 
due to the shortage of specialists in the labour market. 
It is suggested to use a strategy of gradual introduction 
and scaling of AI technologies, which allows for their 
gradual integration into existing processes without 
suddenly affecting the entire business. Consideration 
may be given to the use of off-the-shelf AI platforms 
and solutions that can significantly simplify the inte-
gration process and reduce costs. Study the experience 
of other companies and use the best practises in AI im-
plementation, which helps to avoid common mistakes 
and optimise the process.

High-quality machine learning models can be poor-
ly interpreted, making it difficult to understand their 
decisions and influence analytical conclusions. Many 
modern AI models, such as neural networks, have a 
complex structure, which can make their decisions dif-
ficult to interpret and understand for experts and users. 
Some models may be black boxes, meaning that users 
cannot access the internal mechanisms and parameters, 

which affects their openness and verifiability. Hence, 
when choosing models, give preference to those that 
are more interpretable and generate explanations for 
their decisions. Use visualisation techniques to present 
how the models work and their impacts, which helps to 
understand the decision-making process. Adding spe-
cial explanatory modules to the models that create or 
provide explanations for specific decisions, which helps 
to make them more interpretable. Use algorithms that 
not only provide accurate results but also explain how 
they were arrived at, such as SHapley Additive exPla-
nations (SHAP) or Local Interpretable Model-agnostic 
Explanations (LIME). Provide training for professionals 
and users to understand the principles of the models 
used. Establish ethical standards regarding model in-
terpretability to ensure trust and transparency in areas 
where this is important.

DISCUSSION
The introduction of AI into data engineering creates 
several challenges and opportunities that require care-
ful consideration and a rational approach. Data engi-
neering is a key element in ensuring the success of AI 
adoption by defining a sustainable framework for clean 
and organised data. Among the key issues related to the 
implementation of AI in data engineering are data reli-
ability and quality. Data scientists need to ensure that 
data is reliable and of high quality to ensure that AI 
systems operate efficiently. As AI relies heavily on input 
data, the reliability, and quality of this data becomes 
key to achieving optimal results. Compared to this 
study, Y. Mohan and A.P. Singh  (2022) take a different 
approach in their article and consider the key aspects 
of data management in the modern environment. The 
article emphasises the need to create reliable data for 
the effective use of AI, which is also evidenced by the 
results obtained in this study. A high standard of data 
quality is a prerequisite for the accuracy and reliability 
of AI analytical models. Data reliability is determined 
by its validity and resistance to internal or external in-
fluences. If the data is not reliable, there is a risk of 
incorrect analysis and inaccurate decision-making by AI 
systems. Also, high data quality means that the data is 
clean, accurate, and complies with specific standards. 
In this context, data preparation for machine learning 
models becomes an important issue, requiring a lot of 
effort from data scientists and engineers. In addition, as 
noted by S. Martínez-Fernández et al.  (2022), research 
related to software testing and software quality is very 
common, while areas such as software maintenance 
are ignored. Comparatively, there is a similarity in the 
findings, which is that data-related issues are the most 
persistent problems.

Data development turns out to be key in the process 
of collecting, cleaning, and transforming data to train 
AI models. Sources and methods of data collection are 
identified, including sensors, databases, text sources, 
and more. Data cleaning includes the process of elimi-
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nating errors, identifying and correcting incomplete or 
incorrect records. This stage is important because the 
quality of the input data determines the accuracy and 
reliability of AI models. Data transformation ensures 
that the data is suitable for use in AI training algorithms. 
This may include standardising formats, extracting im-
portant features, or even creating new characteristics 
to improve the predictive ability of the models. Com-
pared to the author's results J. Serey et al.  (2021) also 
offer an in-depth review of data development strategies 
and techniques for effective AI use. The paper details 
data sources, including sensors, databases, text sourc-
es, and more, and offers practical tips on how to col-
lect and process them. What is different from this work 
is that J. Serey et al.  (2021) focus more specifically on 
the methods of collecting and processing information.

The prospects for implementing AI in data engi-
neering are significant. For example, improved data 
discovery, where AI technologies can optimise the data 
search process, saving time and effort for data consum-
ers and providing access to a wider range of data. How-
ever, it is also necessary to keep in mind the security 
and ethical aspects of using AI in data engineering, as 
outlined in these results and in the work by S. Bharati 
and P. Podder  (2022). It is important to keep in mind 
that the growing power of AI technologies should be 
used responsibly. Referring to the article by A. Baird and 
B. Schuller (2020), ethical standards should become an 
integral part of the development and use of integrated 
AI systems, as noted in the case study. The results have 
much in common. Ensuring transparency and account-
ability in the choice of algorithms, data processing, and 
decision-making is an important condition for the adop-
tion of these technologies. Organisations that integrate 
AI into data engineering must adhere to ethical princi-
ples and implement technical means to ensure confi-
dentiality and protect personal data. When integrating 
AI into data engineering, the possible implications for 
data privacy and security should be considered. Data 
engineers and developers should actively work to de-
velop and refine an ethical framework for the use of AI 
in this context. The overall goal is to create integrated 
systems that not only effectively harness the power of 
AI in data engineering, but also ensure a high level of 
ethics and security for all users and stakeholders.

Simplified data integration and interoperability is 
a key benefit of implementing AI in data engineering. 
AI allows easily and efficiently combining different sys-
tems and data formats, removing barriers to interaction 
between different sources of information. AI systems 
can use algorithms and methods that automatically 
adapt to different data formats and understand their 
structure. One example is the introduction of natural 
language processing algorithms that allow recognition 
and adaptation to textual information from various 
sources, as described by J.M. John-Mathews et al. (2022) 
and F.  Fui-Hoon Nah et al.  (2023). This is interesting 
to consider in further research, as such approaches  

create a convenient and flexible mechanism for sim-
plified data integration and interaction. Comparing the 
results of these authors, it is possible to note a differ-
ence in the specifics of the research topic and a deeper 
approach to the study of a particular object. The inte-
gration of AI into data processing services is expect-
ed to revolutionise data management, making it more 
scalable and cost-effective, as indicated by I.H.  Sark-
er (2022). When comparing the results, it is worth not-
ing the similarity in the definition of the revolution in 
information management.

Automation of data pipelines, enhanced by AI tools, 
is a strategic direction of data engineering develop-
ment and means the use of algorithms and intelli-
gent systems to optimise and automate various stages 
of data processing, which greatly facilitates the work 
of data developers. AI tools can implement technolo-
gies for automatic pattern detection, algorithms, and 
self-adaptive automated monitoring systems. According 
to A.R. Patel et al. (2021), this allows optimising work-
flows, reducing labour intensity and risks of errors dur-
ing data development, which is also indicated in this 
study. In their work, experts note that the introduction 
of automation into data pipelines allows developers to 
focus on more valuable tasks, such as strategic plan-
ning, analysis, and improving data integration.

Machine learning and big data analytics play a key 
role in identifying risks as well as building accurate 
forecasts, which are necessary for strategic planning 
in various fields, as noted in the work by C. Zhang and 
Y. Lu (2021) and the study by J. Jöhnk et al. (2021). The 
difference between the results obtained lies in a clear-
er focus on the application of AI in the field of data 
analytics, and at the same time, more accurate results. 
An important aspect of integrating AI into data engi-
neering is addressing the problem of data heterogenei-
ty and standardisation, which requires the development 
of universal approaches to processing various formats 
and sources of information, as confirmed by the results 
of S.S. Gill et al. (2022) and this study. All of this indi-
cates that the integration of AI into data engineering 
is becoming not only a technical challenge, but also 
requires a comprehensive approach that takes into ac-
count the economic, ethical, and social dimensions of 
this innovation process.

Thus, the prospects for implementing AI in data 
engineering include enhanced data discovery, facilitat-
ed data integration, improved data management effi-
ciency, and automation of data engineering processes. 
A successful transition to the use of AI in data engi-
neering involves addressing issues related to data re-
liability, quality, preparation, and automation. Harness-
ing the potential of AI can optimise data integration 
and processing, facilitating the effective use of these 
technologies in data engineering. The development of 
AI technologies in data engineering opens up new ho-
rizons for working with large volumes and diversity of 
data. Important aspects such as ensuring data security, 



Bulletin of Cherkasy State Technological University, Vol. 28, No. 4, 2023

Integration of artificial intelligence technologies in data engineering...

88

improving the quality and purity of information, and 
addressing ethical and legal issues are becoming key 
focuses on modern information architecture. In the con-
text of dynamic monitoring and forecasting of trends in 
data analytics, the role of AI is critical.

CONCLUSIONS
The integration of AI technologies into data engineer-
ing is a relevant and promising area of development 
in the modern information environment. Despite chal-
lenges such as financial costs, complexity of integration, 
and ethical issues, the benefits of increased efficiency, 
speed, and the ability to work with large amounts of 
data create positive prospects for the development of 
this area. The study results indicate that the integration 
of AI technologies into data engineering significantly 
improves various aspects of data processing, analysis, 
and security, making it an important area for the de-
velopment of organisations in the modern information 
environment. First and foremost, the use of AI technol-
ogies allows increasing the efficiency of data process-
ing and analysis, simplifying routine tasks and bringing 
them to a new level of automation.

Integration of machine learning algorithms helps 
to improve data security by allowing timely detection 
and prevention of possible threats. It is important to 
consider the interpretability and openness of models as 
a key element of trust in the AI systems used. The intro-
duction of AI stimulates the development of new tools 
and technological solutions that expand the ability to 

process and analyse large amounts of data. AI-enhanced 
data engineering systems are becoming more consist-
ent and interoperable, which contributes to more effi-
cient data processing and the creation of information 
resources. Integration of AI into data engineering can 
be used to optimise business processes, which means 
improving efficiency, reducing costs, and improving the 
quality of decision-making. For example, implement-
ing AI analytical algorithms can improve forecasting of 
market trends, and automating certain tasks can free up 
time to tackle more complex tasks, while contributing 
to increased productivity and competitiveness.

AI can be used to improve medical diagnostics, 
predict environmental changes, and optimise transport 
systems. AI technologies can help in a variety of indus-
tries, and improved ethical standards will help create 
safer and fairer use of AI in various fields, setting the 
stage for sustainable and successful implementation 
of these technologies. Prospects for further research 
include considering the impact of dynamic changes in 
the technological environment on the integration of 
AI technologies into data engineering, and developing 
more effective strategies for taking ethical and security 
aspects into account.
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Інтеграція технологій штучного інтелекту в інженерію даних:
виклики та перспективи у сучасному інформаційному середовищі

Василь Федорович Нестеров
Дата-аналітик
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6676, бульв. Корпоративний Центр, 107, м. Джексонвіль, Сполучені Штати Америки
https://orcid.org/0009-0000-3204-1382

Анотація. Iнтеграція технологій штучного інтелекту в інженерію даних набула значущої актуальності у контексті 
постійно зростаючого обсягу та складності даних, що вимагає новаторських підходів до їх обробки та аналізу. 
Метою даної статті є проведення глибокого аналізу процесу впровадження штучного інтелекту в інженерію 
даних з акцентом на виклики, які виникають, та перспективи цього процесу. Методи дослідження, такі як методи 
аналізу, порівняння, систематизації, синтезу були використані для об’єктивного вивчення цього явища та для 
розкриття ключових аспектів даної теми. Аналіз виявив ключові виклики, що включають різноманітність та 
нестабільність даних, важливість стандартизації, а також забезпечення безпеки великих обсягів інформації. 
Підкреслюється також важливість етичних аспектів, а також визначені перспективи в автоматизації аналітичних 
процесів та покращенні прогностичного аналізу. Згідно з результатами, застосування спільних стандартів 
покращує узгодженість підходів, а вдосконалені алгоритми прискорюють обробку великих обсягів даних. 
Корисним є використання технологій, таких як Apache Hadoop та Spark, для обробки великих обсягів даних, а 
також стратегії поступового впровадження штучного інтелекту. Збільшена експлікація рішень сприяє їхньому 
розумінню, полегшуючи взаємодію між фахівцями та зацікавленими сторонами, та водночас створює умови 
для ефективного впровадження та використання інтегрованих систем штучного інтелекту в інженерії даних. 
Вироблення етичних стандартів та правових механізмів відкриває шлях до відповідального та збалансованого 
використання цих технологій, забезпечуючи довіру та етичність у процесі їх впровадження в різноманітні 
сфери діяльності. Ці результати визначають перспективи розвитку цієї області та підкреслюють її важливість у 
сучасному інформаційному середовищі. Інтеграція штучного інтелекту в інженерію даних розширює можливості 
автоматизації аналітичних процесів, забезпечуючи точні прогнози та зменшуючи витрати на ручну роботу, що 
відкриває перспективи для ефективного управління та прийняття обґрунтованих стратегічних рішень у галузі 
обробки інформації

Ключові слова: інтелектуальні системи; оптимізація; безпека користування; автоматизація аналітичних 
процесів; машинне навчання
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