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Abstract. The evolution of cloud computing has significantly changed the approaches to developing, testing,
deploying, and securing software. The paper aimed to examine the integration of cloud technologies into all stages
of the Software Development Life Cycle (SDLC) with a focus on implementing and enforcing security practices
throughout the development process. To achieve the objectives of the study, a comparative analysis was used that
covers cloud implementations of the SDLC relative to traditional models in terms of key indicators: cost-effectiveness,
speed of deployment, level of collaboration, scalability, and security. Real-world case studies that demonstrate the
use of cloud tools and platforms were considered, including Infrastructure as Code and Continuous Integration/
Continuous Deployment, to increase productivity, agility, and early implementation of security controls (a “security
shift to the left” approach). The analysis results has shown that the use of cloud practices in a secure SDLC helps
to reduce time to market, increases the level of proactive security management, and supports iterative and agile
development cycles. At the same time, challenges related to compliance with regulatory requirements, user identity
management, and vendor lock-in risk were identified. A set of best practices for implementing secure cloud SDLC
workflows was proposed and areas for further research are identified, including automated security testing and
integration of artificial intelligence into secure software delivery processes. The practical value of the study lies
in the formulation of recommendations that will help organisations create sustainable, efficient, and secure cloud
development environments

Keywords: cybersecurity practices in development; infrastructure as code; continuous integration and delivery
pipelines; automated vulnerability testing; configuration management; cloud responsibility models; system
oversight and monitoring

INTRODUCTION

As of 2025, software development takes place in an
environment characterised by increasingly dynam-
ic business requirements, the globalisation of teams,
high infrastructure workloads, and continuous release
delivery. In such an environment, traditional Software
Development Life Cycle (SDLC) models, while still rel-
evant for stable and predictable projects, often prove
insufficiently flexible without the integration of cloud
services. Lack of adaptability can lead to increased risks
of malicious attacks, data leaks, compliance violations,
and loss of control over the environment. At the same
time, cloud services offer scalability, automation, and

integration of security mechanisms at all stages of
the SDLC, opening up new opportunities for creating
resilient, secure, and flexible development processes.
Therefore, in these conditions, it is necessary not to
abandon traditional approaches, but to learn to make
informed choices between classic and cloud-oriented
models depending on the requirements, risks, and goals
of a specific project.

S.M. Saleh et al. (2024) conducted a systematic re-
view of 66 publications devoted to the security of Con-
tinuous Integration/Continuous Deployment (CI/CD)
pipelines in a cloud environment. The study identified
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the main tools (e.g., Harbour, SonarQube, GitHub Ac-
tions) and key challenges (image manipulation, un-
authorised access, weak authentication). The study
concluded that the integration of security at the Cl/
CD stages significantly reduces the number of vul-
nerabilities in production environments. The study by
M. Chauhan & S. Shiaeles (2023) examined cloud se-
curity frameworks (The National Institute of Stand-
ards and Technology, NIST Cloud; Cloud Security Al-
liance, etc.) and noted that none of them fully cover
all security criteria, creating a “gap” in standardisation.
The study proposed a unique generalised model for
the assessment of the security of cloud services, com-
bining elements of existing frameworks to reduce the
gaps between standards. K. Kiashemshaki et al. (2025)
addressed secure programming practices, including
assessing the role of large language models (LLMs) in
code generation, noting that despite the growth of au-
tomation, the implementation of secure code remains
fragmented. The study emphasised that the use of LLMs
in cloud environments can only be effective if automat-
ic security validation systems are integrated. O. Vakhula
& I. Opirskyy (2023) investigated the integration of the
“Security as Code” approach in cloud environments for
security automation at the Infrastructure as Code (laC)
and Development, Security, Operations (DevSecOps)
levels. The study demonstrated that this approach re-
duces the human factor in the DevSecOps process
and ensures continuous compliance of systems with
standards requirements. The work of Y. Matseniuk &
A. Partyka (2024) proposed an automated compliance
verification method for Amazon Web Services/Google
Cloud Platform (AWS/GCP) and Azure cloud accounts
and emphasised the importance of configuration
standardisation. The study developed a configuration
control model that uses laC policies to ensure continu-
ous security auditing in DevOps processes. In a review
paper, researcher A.S. Pawar (2025) described modern
approaches to securing containerised and microservice
environments, with an emphasis on security practices
in cloud-native systems, such as service mesh, runtime
protection, and DevSecOps. The study emphasised that
the transition to cloud-native technologies requires a
new way of thinking about security, where the focus
shifts from perimeter protection to the security of com-
ponents and development processes.

Despite significant progress in researching cloud en-
vironment security and DevSecOps tools, the direct im-
pact of cloud services on the entire SDLC in the context
of security has been analysed to a lesser extent. There
has been insufficient research into how the use of cloud
services changes approaches to requirements, design,
testing, and deployment from a security perspective, es-
pecially in the Ukrainian or regional context. Therefore,
the research relevance is determined. The study aimed to
identify the main aspects of the impact of cloud services
on secure software development and to outline key areas
for improving security practices in this area.

MATERIALS AND METHODS

This study is a systematic comparative review. The
comparison method was used within the scope of thy
study. The objects of comparison were the traditional
and SSDLC, to determine their advantages, limitations,
and impact on development security. Traditional SDLC
was characterised as a linear and sequential approach
in which each stage is completed before the next one
begins. It is based on local development environments,
manual testing, static infrastructure configuration, and
limited scalability. This approach remains effective in
stable and predictable environments but is less adapt-
able to dynamic cloud ecosystems. The study focused
separately on the SSDLC model. The methodology was
built as a step-by-step research cycle: defining compar-
ison criteria; collecting relevant sources and systema-
tising them; content analysis; comparative evaluation
of SDLC and Cloud SSDLC models; and forming gener-
alised conclusions.

Cloud SSDLC was defined as a model that inte-
grates DevOps, continuous integration and delivery,
containerisation, laC, automated testing, and the Shift-
Left Security approach. This ensures flexibility, automa-
tion, repeatability of environments, and built-in security
controls at all stages of the lifecycle. The comparison
methodology was conducted through a step-by-step
analysis of the six phases of SDLC, for each of which the
following criteria were evaluated: automation, flexibil-
ity, scalability, security, deployment speed, operational
risks, and configuration management, as these param-
eters most fully reflect the key differences between
traditional and cloud-oriented models, determine the
quality and efficiency of each phase of the life cycle,
and directly affect the ability of organisations to meet
modern requirements for reliability, security, and speed
of software delivery.

Content analysis was used to systematise the re-
sults, summarised comparative tables were created,
and the analytical part was based on a comprehensive
review of various types of sources, including peer-re-
viewed scientific publications for 2018-2025, technical
reports from leading companies (Amazon, Microsoft,
Google, Red Hat, CNCF), official documentation of cloud
platforms, industry standards and recommendations
(NIST, 2018; OWASP Foundation, n.d.). Industry analyti-
cal materials such as developer blogs and white papers
(Amazon Web Services, n.d.b) were also used. Sources
were collected from Google Scholar, IEEE Xplore, Scop-
us,ACM Digital Library,and Semantic Scholar databases.
The following keywords were used for the search: “cloud
SDLC” “secure SDLC”, “DevSecOps”, “cloud-native securi-
ty”, “infrastructure as code”, “Cl/CD security”, “shift-left
security”. The analysis included works describing SDLC
or SSDLC methodologies, related to cloud infrastruc-
ture, and containing empirical results or formal models.
Sources that duplicate results, lack technical specif-
ics, or refer to outdated technical approaches (before
2018, except for fundamental works) were excluded.
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The quality of sources was assessed according to the
following parameters: presence of peer review, date of
publication, technical specifics, and consistency with
modern cloud architecture models. Further synthesis of
the material was conducted by classifying sources ac-
cording to SDLC stages and types of technical solutions
(DevOps processes, security, infrastructure, testing),
which made it possible to comprehensively compare
models and formulate conclusions about the effective-
ness of Cloud SSDLC.

RESULTS AND DISCUSSION

The software development life cycle describes the com-
plete sequence of stages in the creation of a software
product, from requirements analysis to operational
support. The main stages include requirements analy-
sis, design, development, testing, deployment, and sup-
port. This structure ensures consistency, predictability,
and quality control at all stages of development, which
can be used for standardisation of the process and
comparison of different approaches to its implementa-
tion. In contrast to the traditional SDLC, which involves
the implementation of security practices mainly during
the testing or post-deployment stages, SSDLC inte-
grates security at all stages of software development.
This includes threat modelling during requirements
analysis, architecture design with security checkpoints,
automated code review, dynamic and static vulnera-
bility scanning, secure deployment mechanisms, and
real-time monitoring. This approach supports the con-
cept of “shift-left security”, where risks are eliminated
early, reducing the cost of fixing bugs and increasing
system reliability. Within the cloud approach, SSDLC is
combined with DevOps practices to form a DevSecOps
model based on automation, infrastructure as code, and
continuous compliance monitoring.

Requirements gathering and analysis are the first
and one of the most relevant stages of SDLC. At this
stage, expectations and constraints for the future soft-
ware system are defined from both a user and techni-
cal perspective. The process involves close interaction
between all stakeholders, including business analysts,
project managers, end users, and development teams
(IEEE Computer Society, 2024).This usually results in the
compilation of key documentation, such as business re-
quirements, functional specifications, and descriptions
of use cases and user stories. In traditional, non-cloud
environments, this process is often linear and based
on static documents and pre-scheduled meetings. This
approach can cause delays and misunderstandings be-
tween project participants (Basili & Turner, 1975). The
use of cloud technologies significantly changes the ap-
proach to requirements gathering. Thanks to real-time
collaboration and interaction capabilities, cloud tools
increase the efficiency, transparency, and flexibility of
this process (Google Cloud, n.d.). Notable examples
include Atlassian Jira and Confluence, which provide
documentation and user story tracking with real-time

Bulletin of Cherkasy State Technological University, Vol. 31, No. 1, 2026

M. Shishkin

editing and version control. Lucidchart and Miro are
used for visualising processes and collaborating on
ideas, while Google Workspace and Microsoft 365 are
used for creating and editing text documents and
spreadsheets. In the field of interface and experience
design, Figma and Figlam are actively used to support
interactive prototyping and collaborative workshops.
In addition, platforms such as Amazon Honeycode
and Google AppSheet provide low-code tools that
can be used to quickly create prototypes of business
processes based on collected requirements (Amazon
Web Services, n.d.a).

Cloud-based tools help overcome a range of typi-
cal challenges associated with the traditional approach
to requirements gathering. They improve collaboration
between all stakeholders through real-time co-editing
and commenting, which significantly reduces reliance
on synchronous meetings. Automated change track-
ing and access to edit history simplify version control
and ensure process transparency. In addition, cloud
solutions help accelerate iterations by quickly updat-
ing requirements in line with changes in the business
environment. Lastly, they render the process more in-
clusive: participants from different locations and time
zones can actively participate, reducing the probability
of misunderstandings and improving the alignment of
the product vision (Jagli & Yeddu, 2017).

Despite the numerous advantages of cloud tools,
some problems remain relevant. In particular, inten-
sive collaboration can lead to an excessive amount of
documentation and user stories, making it difficult to
prioritise and manage them. There is also the issue of
tool fragmentation: teams often combine multiple plat-
forms (e.g., Jira, Miro, and Google Docs) that do not al-
ways integrate seamlessly, making centralised require-
ments management difficult. In addition, organisations
operating under traditional or hybrid development
models may find it difficult to adapt their processes
to more flexible, cloud-oriented and Agile-compatible
approaches. New challenges associated with cloud in-
tegration. Notably, the introduction of cloud platforms
is accompanied by new challenges that were not char-
acteristic of traditional operating models. One of the
main issues is security and access control: confiden-
tial project and business information stored in a cloud
environment requires careful user identity manage-
ment, effective data encryption, and compliance with
NIST (2018) regulatory requirements.

Another challenge is the “collaboration fatigue” The
constant availability of cloud tools can cause notifica-
tion overload, emotional exhaustion among employees,
and, as a result, a decline in overall productivity. In ad-
dition, the effectiveness of working in a cloud environ-
ment depends largely on a stable internet connection. In
cases where connectivity is unstable or limited, this can
seriously interfere with key planning and coordination
sessions. Cultural resistance should not be ignored ei-
ther: some stakeholders are reluctant to abandon formal,




The impact of cloud services on secure software development

document-oriented practices in favour of more flexible,
iterative, and collaborative approaches that involve the

challenges described above, it is worth summarising the
main differences between traditional and cloud-based

use of cloud tools. In addition to the advantages and  approaches to requirements gathering (Table 1).

Table 1. Key differences between traditional and cloud-based approaches to requirements gathering
Criteria Traditional aspect Cloud-oriented approach

Iterative, flexible, with priority on continuous

improvement
Jira, Confluence, Miro, Figma, Google
Workspace, Microsoft 365
Asynchronous and synchronous real-time
interaction via cloud services

Automatic saving of change history
and version control

Process characteristic Linear, sequential, with fixed stages

Tools Word/Excel, offline meetings, e-mail

Participant interaction Mostly synchronous (meetings, calls)

Manual document updates,
difficult change tracking
Limited - depends on physical meetings
or corporate network
Low - changes often require reworking
of documentation

Version control

Accessibility Access from any location via the Internet

Flexibility in requirement
changes

High: requirements are updated directly
in cloud systems
Data security, tool fragmentation,
‘collaboration fatigue”

Source: compiled by the author based on V.R. Basili & AJ.Turner (1975), D.Jagli & S.Yeddu (2017), NIST (2018), IEEE Computer

Key challenges Slow communication, lack of transparency

Society (2024), Google Cloud (n.d.), Amazon Web Services (n.d.a; n.d.b)

The comparison presented demonstrates that the
traditional approach to requirements gathering is line-
ar and inflexible, relying heavily on physical meetings
and manual document management, which complicates
changes, slows down communication, and increases the
risk of version inconsistencies. The cloud-oriented ap-
proach, on the other hand, provides iterativeness, cen-
tralised access and automated version control, which
promotes process transparency, rapid requirements
updates and effective collaboration between distribut-
ed teams. At the same time, the integration of a large
number of tools creates the risk of process fragmenta-
tion, and working with confidential data in the cloud
increases security requirements, particularly for access
management, encryption, and operational control. The
dynamic nature of cloud services can also create new
threats, such as misconfigurations, unwanted data dis-
tribution, or incorrect permissions. Therefore, cloud ser-
vices significantly improve the adaptability and quality
of the requirements gathering process, but the effec-
tiveness of this approach depends on proper stand-
ardisation, maturity of access management practices,
and adherence to cloud security principles. After the
requirements gathering stage comes the system design
phase, which involves transforming functional expec-
tations into a structure suitable for technical imple-
mentation. This process encompasses both high-level
architectures, including service components, data flows,
and security boundaries, and detailed design, including
database schemas, software interface descriptions, and
user interface behaviour modelling (IEEE Computer So-
ciety, 2024). In traditional local environments, design
typically involves creating static architectural diagrams
and manually planning infrastructure within limited
resources. This approach often limits the flexibility,

scalability, and adaptability of the system to changing
requirements (Basili & Turner, 1975).

The impact of cloud tools on system design. Mod-
ern cloud technologies significantly expand the possi-
bilities of architectural design by supporting dynamism,
scalability,and automation. Cloud platforms provide de-
velopers with the means to quickly create architectural
diagrams, support collaboration on architectural solu-
tions, programmatically describe infrastructure with
the ability to version it,and formalise documentation of
decisions made. In addition, they offer methodological
support in the form of frameworks that help adhere to
the principles of reliability, performance, security, and
cost optimisation in the design process. These capa-
bilities are implemented using tools and services such
as AWS Architecture Diagrams, Azure Architecture Cen-
tre, Google Cloud Architecture Framework, Lucidchart,
Draw.io, Miro platforms, infrastructure as code tools,
Architecture Decision Records (ADR) documentation
formats, and Well-Architected Frameworks offered by
Amazon Web Services, Azure, and Google Cloud Plat-
form (Amazon Web Services, n.d.a; Google Cloud, n.d.).

The use of cloud tools addresses a range of criti-
cal shortcomings of the traditional approach to design.
They eliminate scalability limitations through native
support for horizontal scaling, elasticity, and micros-
ervice architecture (Jagli & Yeddu, 2017). Automation
through laC avoids human error by reducing the need
for manual infrastructure configuration. Cloud plat-
forms also promote a modular approach to architec-
ture, facilitating the gradual evolution of the system.
In addition, the ability to create isolated environments
on demand can be used to quickly test solutions before
the main implementation begins, which significantly
accelerates feedback.
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At the same time, some challenges remain rel-
evant even in a cloud environment. Overuse of cloud
platform functionality can lead to so-called over-en-
gineering, where architecture becomes overly com-
plex without an objective need (Jagli & Yeddu, 2017).
In addition, project documentation is often scattered
across different tools, from visual modelling diagrams
to laC repositories and team collaboration platforms,
making holistic management difficult. Another impor-
tant issue is knowledge gaps: not all teams have the
relevant expertise in cloud distributed systems, espe-
cially those accustomed to traditional approaches. New
risks are caused by integration with cloud services. In-
tegration with cloud services also creates new types
of risks that require careful monitoring. One of them
is the complexity of budget forecasting, as cloud pric-
ing models (such as pay-per-use or multi-tier pricing)
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require more in-depth financial planning (Amazon
Web Services, n.d.a). Another aspect is security, which
must be considered at the design stage, from data
encryption and user role management to Application
Programming Interface (API) gateway configuration
(OWASP Foundation, n.d.). In addition, working with
laC requires not only technical knowledge but also
ongoing maintenance, as delayed updates can lead
to technical debt accumulation (Jagli & Yeddu, 2017).
Lastly, dependence on specific services from a single
provider (e.g., AWS Lambda or Azure Functions) may
limit the ability to migrate to another platform, cre-
ating the risk of vendor lock-in (Google Cloud, n.d.). In
addition to the advantages and challenges described
above, it is necessary to summarise the main differ-
ences between traditional and cloud-based approach-
es to system design (Table 2).

Table 2. Key differences between traditional and cloud-based approaches to system design

Criteria

Traditional aspect

Cloud-oriented approach

The nature
of the design process

Static, sequential design
with fixed architectural solutions

Dynamic, flexible design with the ability
to quickly change the architecture

Architecture type

Monolithic, with limited scalability

Microservice or cloud-native,
with elasticity support

Project design tools

Local graphic redactors (Visio, offline Drawio)

Cloud platforms (AWS Architecture
Centre, Azure Diagrams,
Lucidchart, Miro)

Infrastructure description

Manual planning and documentation

Infrastructure as code (Terraform,
CloudFormation, Pulumi)

Process automation

Minimal configuration is manual

High - deployment, testing
and monitoring are automated

Team collaboration

Limited, dependent on physical meetings
or local network

Real-time collaboration,
cloud storage of artefacts

Addressed at the architecture stage

Security Added in the later stages of the project (security by design)
Scalability Limited by hardware Flexible — dynamic scaling
of cloud resources
Main risks Limited adaptability, slow architectural evolution Over-engineering, vendor lock-in,

and the need for a highly skilled team

Source: compiled by the author based on V.R. Basili & AJ.Turner (1975), D.Jagli & S.Yeddu (2017), IEEE Computer Society (2024),
Google Cloud (n.d.), OWASP Foundation (n.d.), Amazon Web Services (n.d.a)

The comparison showed that the cloud-orient-
ed approach to design differs significantly in terms of
flexibility, support for microservice architecture, and
the use of infrastructure as code, which provides au-
tomation, scalability, and security considerations at the
architectural level. Traditional design remains static,
monolithic, and dependent on manual documentation,
which slows down system development. Cloud tools
such as AWS Architecture Centre or Terraform improve
collaboration and accelerate decision-making, but they
also create new risks, including the possibility of errors
in laC configurations, excessive permissions, leakage of
architectural artefacts, or vendor lock-in. Therefore, the
effectiveness of cloud design depends on controlled
complexity and proper security management.

During the development stage, the architectural de-
sign is transformed into working software. Developers
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implement functionality, write code, integrate services,
and test modules in accordance with predefined re-
quirements and technical solutions. During this period,
individual components are also tested, code reviews are
conducted, and version control is performed to maintain
the quality and stability of the software product (IEEE
Computer Society, 2024). In traditional approaches, es-
pecially in local environments, the development pro-
cess was often limited by the computing resources of a
single machine, insufficient interaction between team
members, and manual testing and deployment scenar-
ios. These factors contributed to delays, environmental
consistency issues, and overall productivity declines.
Cloud platforms provide developers with a wide
range of tools that simplify, standardise and automate
software development processes. They create unified de-
velopment environments from any access point, integrate
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continuous integration and delivery mechanisms, cen-
trally manage dependencies, detect defects and vulner-
abilities in a timely manner, and gradually implement
new functionality with the ability to control the impact
on end users. These capabilities are implemented us-
ing cloud-based integrated development environments
(e.g., AWS Cloud9), CI/CD tools (GitHub Actions, GitLab
Cl/CD, AWS CodePipeline), artefact repositories (JFrog
Artifactory, AWS CodeArtifact), code and security anal-
ysis tools (SonarCloud, Snyk, GitHub Dependabot), and
feature control systems (LaunchDarkly, CloudBees)
(OWASP Foundation, n.d.).

The integration of cloud technologies largely over-
comes many traditional barriers to development. One of
the most relevant advantages is the elimination of in-
consistencies between environments. The use of cloud
IDEs or containerised environments (e.g., Docker, Dev
Containers) avoids situations where an application only
works on the developer’s local machine. Deployment
time is also significantly reduced thanks to automat-
ed CI/CD pipelines, which improves release frequen-
cy and reduces the probability of human error (Jagli
& Yeddu, 2017). Cloud repositories and collaboration
platforms such as GitHub or Bitbucket improve interac-
tion between team members by enabling collaborative
editing, code review, and real-time change control. In
addition, integrated security analysis tools can be used
to identify potential vulnerabilities at the code writing
stage, reducing risks for the finished product (OWASP
Foundation, n.d.). Despite numerous improvements,

some challenges remain relevant in cloud develop-
ment. Frequent iterations and rapid deployment can
push teams to make temporary decisions that accu-
mulate technical debt and reduce code maintainability
(IEEE Computer Society, 2024). Maintaining consistent
code quality, despite the availability of modern tools,
still depends largely on the internal discipline of the
team and clear development standards. In addition, it is
often difficult for new team members to join a project
without proper documentation or integration stand-
ards, which slows down the adaptation process.

New risks are caused by integration with cloud ser-
vices. Integrating the cloud into the development process
also creates new risks. In particular, the diversity of tools
and practices such as containers, serverless architecture,
and laC can overwhelm teams, especially less experi-
enced ones. Excessive automation, while useful, some-
times leads to blind trust in systems that may miss crit-
ical defects or malfunction without proper verification.
There is also an increased risk associated with incorrect
configurations; for example, an error in a Terraform or
YAML file for a CI/CD process can make an application
vulnerable (NIST, 2018). Lastly, the use of vendor-spe-
cific services (such as AWS Lambda, Firebase, or Azure
Functions) can lead to dependence on a single cloud
platform, reducing flexibility and the ability to migrate
solutions in the future. In addition to the advantages and
challenges described above, it is necessary to summa-
rise the main differences between traditional and cloud-
based approaches to system development (Table 3).

Table 3. Key differences between traditional and cloud-based approaches to system development

Criteria

Traditional aspect

Cloud-oriented approach

Development environment

Local, depends on the configuration of
individual developers’ machines

Cloud-based or containerised (GitHub
Codespaces, AWS Cloud9, Docker)

Integration and delivery

Manual testing and deployment, long
release cycles

Continuous integration and delivery
(Cl/CD) with automated testing and
releases

Dependency management

Lack of centralised control, frequent
conflicts between versions

Centralised artefact repositories (JFrog,
AWS CodeArtifact)

Version control and collaboration

Local repositories, limited team
collaboration

Cloud-based Git platforms (GitHub,
GitLab, Bitbucket) with collaborative
editing and code review capabilities

Quality control

Testing is performed after the main
development, often manually.

Automated testing, static code analysis
(SonarCloud, Snyk)

Security

Implemented after the implementation

Integrated into the development
process (security-as-code, shift-left

stage security)
Flexibility and scalability Depends on threesdoea/recl:spers hardware | Dynamic scallr;%, gleerﬂ:rl]zenvwonments

Typical tools

Local IDE (IntelliJ, Eclipse, Visual Studio)

Cloud IDE (GitHub Codespaces, AWS
Cloud9, JetBrains Space)

Main benefits

Simplicity of local process control

High deployment speed, team
synchronisation, and automation

Main risks

Environment incompatibility, manual
errors, and release delays

Tool overload, configuration errors,
vendor lock-in

Source: compiled by the author based on D.Jagli & S.Yeddu (2017), NIST (2018), IEEE Computer Society (2024), OWASP

Foundation (n.d.)
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The comparison shows that the transition from lo-
cal, isolated, and manual processes to cloud-oriented
development models not only accelerates delivery cy-
cles but also significantly changes the security profile.
In traditional environments, manual operations, lack of
centralised version control, and dependence on local
infrastructure increase the risks of human error, config-
uration drift, and environment inconsistency. The cloud
approach,on the other hand, integrates security into the
development process itself through shift-left practices,
security-as-code, and automated static and dynamic
code analysis, enabling vulnerabilities to be detected
much earlier. The use of containerised environments,
centralised dependency repositories, and CI/CD pipe-
lines provides controllability, traceability, and a lower
probability of configuration errors. However, increased
automation and a large number of services also cre-
ate new threats: there is a growing risk of configuration
vulnerabilities in cloud resources, vendor lock-in, com-
promise of secrets in pipelines,and incorrect configura-
tion of access rights. Thus, although the cloud approach
significantly increases the level of proactive security, its
effectiveness depends on mature infrastructure man-
agement, continuous monitoring, and adherence to the
principles of least privilege and controlled automation.

The testing phase is a critical part of the software
development life cycle, as it ensures that the imple-
mented functionality complies with the specified re-
quirements and quality standards. Testing covers var-
ious levels of verification, including unit, integration,
system, load, and security testing (Google Cloud, n.d.).
Its purpose is to identify errors, prevent regressions, and
ensure that the software product meets user and busi-
ness expectations before deployment in a production
environment. In traditional SDLC models, testing was
often postponed to the final stage of the development
cycle and performed manually, which led to delays, ac-
cumulation of defects, and increased cost of fixes (Mi-
crosoft, n.d.). In addition, the isolation of test environ-
ments made it difficult to reproduce the real conditions
in which the application would operate.

The impact of cloud tools on testing. Cloud tech-
nologies have radically transformed the testing process,
making it more automated, scalable, and integrated into
the overall development infrastructure. This has made
it possible to continuously perform checks with every
code change, ensure cross-browser and cross-platform
compatibility without local environment configuration,
simulate load in conditions close to production, detect
vulnerabilities at the development stage, and test inter-
action with unavailable or unstable external services.
These capabilities are implemented through the inte-
gration of tests into CI/CD pipelines (GitHub Actions,
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GitLab Cl, Jenkins in the cloud), cross-browser testing
platforms (BrowserStack, Sauce Labs), load testing tools
(Apache JMeter in AWS, Gatling Cloud, Azure Load Test-
ing services), security analysis tools (Snyk, Checkmarx,
OWASP ZAP) and API virtualisation services (WireMock
Cloud, Mountebank) (Microsoft, n.d.).

The use of cloud solutions eliminates a range of
problems that were characteristic of the traditional ap-
proach to testing. In particular, the scalability of cloud
resources can be used for mass parallel testing with-
out the limitations associated with local capacities.
Cross-platform testing using device farms provides
broader compatibility coverage, while cloud load test-
ing can ensure accurate simulation of real-world usage
scenarios. In addition, Cl/CD pipelines provide instant
feedback after code changes, which accelerates the de-
tection and elimination of defects (Jagli & Yeddu, 2017).
Unified cloud testing environments also mimic produc-
tion conditions with significantly higher efficiency than
on-premises configurations, reducing the risk of unex-
pected software behaviour after deployment. Despite
significant progress, some problems remain relevant
even in the cloud context. One of them is the instability
of automated tests: their results can be inconsistent and
false positives due to temporary dependencies, back-
ground processes, or insufficient data isolation (IEEE
Computer Society, 2024). The cost of maintaining auto-
mated tests also increases over time. As the functional-
ity of the application expands, tests must be constant-
ly updated and adapted. Even in well-built automated
pipelines, there is a risk of incomplete coverage. Due to
time constraints or limitations of the tools, some critical
scenarios may remain insufficiently tested.

New risks are caused by integration with cloud
services. The transition to cloud testing, while cre-
ating new opportunities, also creates new risks. First,
there is a growing need for careful handling of data to
avoid leaks of confidential information and compliance
with legal regulations (e.g., GDPR), NIST (2018). Fur-
thermore, large-scale tests, especially those related to
performance or end-to-end testing, can require signif-
icant computing resources, leading to increased costs.
The security of test environments and CI/CD systems
is critical, as these environments contain both code
and secrets necessary for testing NIST, 2018). Lastly,
the complexity of integrating various cloud tools into a
single pipeline may require the development of special
scripts, configurations, or even orchestration systems,
which increases the technical complexity of the project.
In addition to the advantages and challenges described
above, it is worth summarising the main differences be-
tween traditional and cloud-based approaches to sys-
tem testing (Table 4).

Table 4. Key differences between traditional and cloud-based approaches to system testing

Criteria Traditional aspect Cloud-oriented approach
Testing environment Local machines, limited resources Cloud environments, dynamic scaling
Automation Testing is predominantly manual Integration of automated tests into Cl/CD
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Continued Table 4.

Criteria

Traditional aspect

Cloud-oriented approach

Load testing

Limited by local hardware

Scalable, realistic load testing
through cloud resources

Cross-platform compatibility

Requires manual verification or emulators

Cloud device farms (BrowserStack,
Sauce Labs)

Security testing

Implemented in later stages

Integrated into CI/CD pipelines
(Snyk, Checkmarx)

Data management

Test data is stored locally

Centralised management in the cloud

Tool integration

Requires manual configuration

Supported by platforms (GitHub Actions,
Jenkins Cloud)

Source: compiled by the author based on NIST (2018), D.Jagli & S.Yeddu (2017), IEEE Computer Society (2024), Microsoft (n.d.),

Google Cloud (n.d.)

Comparative analysis shows that traditional test-
ing based on local resources and manual operations
creates significant security risks: limited automation
complicates the reproducibility of checks, delays the
detection of vulnerabilities, and shifts security testing
to the final stages of the SDLC, when fixes are cost-
ly and potentially dangerous for system stability. The
cloud-oriented model eliminates these shortcomings
by integrating automated security checks into CI/CD
processes, enabling the scaling of environments to
simulate real attacks, and using specialised tools such
as Static Application Security Testing, Dynamic Appli-
cation Security Testing, Software Composition Analysis,
and secrets analysis, which significantly improve threat
detection efficiency. In addition, centralised manage-
ment of test data, logs, and artefacts strengthens ac-
cess control and simplifies auditing, reducing the risks
of unauthorised use or leakage of confidential informa-
tion. At the same time, dependence on cloud platforms
increases the requirements for proper configuration of
access rights, segmentation of environments, and pro-
tection of CI/CD pipelines, as incorrect configurations
or compromise of cloud accounts can create new attack
vectors. Thus, cloud testing significantly increases the
level of proactive security but requires greater disci-
pline in configuration management and mature DevSe-
cOps practices. Deployment is one of the final stages of
the software development life cycle, during which the
product is released into the production environment
and becomes available to end users. In traditional SDLC
models, the deployment process was often performed
manually, sporadically, with pre-planned system down-
time. This approach was prone to errors, had a high risk
of failure, and was accompanied by significant support
costs (NIST, 2018). With the advent of cloud tools and
DevOps practices, deployment strategies have under-
gone significant changes. They have become automat-
ed, fast, and more continuous, avoiding downtime, re-
ducing risks, and ensuring high application availability
(Jagli & Yeddu, 2017).

The impact of cloud tools on the deployment stage.
Modern cloud platforms create vast opportunities for
automation and centralised management of software
deployment processes in different environments. The

deployment infrastructure is integrated into the devel-
opment lifecycle, ensuring automatic collection, testing,
and delivery of applications at each stage, which helps
reduce errors, accelerate the release of new versions,
and improve delivery reliability. Support for heteroge-
neous environments, from development to production,
is achieved by configuring pipelines to suit the specifics
of each environment. Containerisation unifies the de-
livery process, which can be used to scale computing
resources, balance loads, and automatically restore
services in the event of failures. Orchestration systems,
particularly those based on Kubernetes, can be used
for centralised management of the container lifecycle,
automating deployment, updates and monitoring while
maintaining stability and control over the infrastruc-
ture. These capabilities are implemented using contin-
uous integration and delivery (Cl/CD) services such as
AWS CodeDeploy,Azure Pipelines, Google Cloud Deploy,
and GitHub Actions, as well as container orchestration
systems including the Kubernetes platforms Azure Ku-
bernetes Service, Amazon Elastic Kubernetes Service,
Google Kubernetes Engine, and Amazon ECS service.

Serverless deployment solutions occupy a separate
niche, providing automatic scaling,event-driven function
activation, and pay-as-you-go pricing. This can be used
to prioritise business logic without wasting resources
on maintaining a server environment. Another key com-
ponent is Infrastructure as Code (laC), which involves a
software description of the entire infrastructure, includ-
ing network components, computing resources, data
storage services, and security policies. This approach
provides reproducibility, version control, change audit-
ing, and automation of deployment processes, which is
critical for teamwork and DevOps practices. These capa-
bilities are implemented using serverless deployment
tools such as AWS Lambda, Azure Functions, and Google
Cloud Functions, as well as laC solutions including Ter-
raform, AWS CloudFormation, and Pulumi. In addition,
cloud deployment supports modern delivery strategies
such as blue-green, canary, and rolling deployments.
Specialised tools such as Argo CD and Spinnaker are
used to implement these strategies, which can be used
for gradual or parallel implementation of changes with-
out negatively impacting users.
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The use of cloud tools largely eliminates the prob-
lems inherent in the traditional approach to deployment.
In particular, process automation reduces the probability
of human error and ensures consistency across all en-
vironments. laC eliminates the problem of ‘environment
drift”, where development, testing, and production envi-
ronments differ from each other, often leading to unex-
pected application behaviour. ClI/CD pipelines accelerate
releases, ensuring their regularity and compliance with
agile development methodologies. In addition, strategic
deployment planning minimises or completely avoids
downtime during updates. The use of gradual implemen-
tation methods, such as canary or blue-green, helps to
reduce the risks associated with implementing changes
in a production environment. Despite the significant ad-
vantages, some challenges remain relevant even in the
context of cloud deployment. One such problem is the
complexity of rolling back changes if critical errors are
detected after release. If no appropriate action plan has
been developed or no backups have been created, recov-
ery can be difficult. In addition, a build failure or miscon-
figuration of the CI/CD pipeline can block a release and
delay the product’s time to market. Another substantial
challenge is security. In particular, hard-coded creden-
tials or improper secret management in deployment
scripts can lead to confidential information leaks or cre-
ate vulnerabilities in the system.

M. Shishkin

New risks are caused by integration with cloud ser-
vices.Integrating deployments with cloud infrastructure
also creates new risks that were not characteristic of
traditional systems. One of them is related to cost mon-
itoring. Frequent deployments can lead to the creation
of temporary environments or excessive use of comput-
ing resources, requiring careful budget control. Process
automation and open API endpoints also increase the
attack surface. If CI/CD pipelines or environments are
not protected by appropriate measures such as access
control, event auditing, or privilege restrictions, this can
create serious vulnerabilities. Another challenge is the
proliferation of tool chains: for automated deployment
to function properly, a large number of code manage-
ment, testing, monitoring, and infrastructure services
need to be integrated, which can lead to increased
maintenance complexity. Lastly, the organisational as-
pect should not be underestimated either. The transi-
tion to continuous delivery requires not only technical
changes, but also a change in culture within the team.
In particular, responsibility of developers for code and
release quality increases, as does the requirement for
trust in automated processes and DevOps practices. In
addition to the advantages and challenges described
above, it is worth summarising the main differences be-
tween traditional and cloud-based approaches to sys-
tem deployment (Table 5).

Table 5. Key differences between traditional and cloud approaches to system deployment

Criteria

Traditional aspect

Cloud-oriented approach

Deployment process

Manual, periodic, with system downtime

Automated, continuous (Cl/CD)

Infrastructure

Configured manually on physical
or virtual servers

Described as code
(laC - Terraform, CloudFormation)

Execution environment

Fixed servers, scaling complexity

Containers and orchestration
(Docker, Kubernetes)

Release strategies

One-time update with risk of issues

Blue-green, canary, rolling updates

Continuous solutions

None or require server control

AWS Lambda, Azure Functions,
GCP Functions

Security

Manual control with accounts

Automated secret and security access
policy control

Monitoring and roll-back

Conducted after a failure

Automated dashboards, alerts,
and rollback processes

Organisational culture

Distribution of responsibilities
between Dev and Ops

DevOps - joint responsibility for releases

Source: compiled by the author based on D.Jagli & S.Yeddu (2017), NIST (2018), IEEE Computer Society (2024), Microsoft (n.d.),

Google Cloud (n.d.)

Comparative analysis demonstrates that tradition-
al deployment, performed manually and on statically
configured servers, creates significant security risks:
manual management of credentials, lack of a controlled
environment for updates, and single-stage releases in-
crease the likelihood of human error, leaks of secrets,
and failures that are difficult to quickly localise and roll
back. In such models, security checks occur after deploy-
ment, and monitoring is reactive, increasing the time to
detect and respond to incidents. In contrast, cloud-na-
tive deployment integrates security directly into CI/CD
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pipelines through automated secret management, least
privilege policies, [aC with configurable configurations,
and integrity control mechanisms. The use of contain-
erisation and orchestration ensures environment iso-
lation, while strategies such as canary or blue-green
deployments minimise risk by gradually introducing
changes and quickly localising potential vulnerabilities.
Automated dashboards, alerts, and rollback procedures
reduce the “attack window” and ensure rapid response.
At the same time, the increase in the number of inte-
grated services raises the bar for proper configuration
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management, CI/CD pipeline security, and laC verifica-
tion, as a configuration error or cloud account compro-
mise can scale across the entire infrastructure.

Once software deployment is complete, the main-
tenance and monitoring phase begins, which continues
throughout the entire system lifecycle. The main goal
of this phase is to maintain uninterrupted software
operation, promptly eliminate errors, optimise perfor-
mance, provide updates, and ensure compliance with
changing user needs. This includes continuous perfor-
mance monitoring, log analysis, and resource usage
control, which ensures compliance of the software with
modern security requirements and technical standards
(IEEE Computer Society, 2024). In traditional approach-
es, maintenance was usually performed manually: spe-
cialists analysed event logs, solved problems as they
arose, and performed periodic updates. However, such
reactive methods often proved ineffective: delays in re-
sponding to incidents led to prolonged downtime, and
performance degradation could go unnoticed for a long
time (Amazon Web Services, n.d.a).

Modern cloud environments create advanced op-
portunities for automating maintenance, monitoring
system status, and ensuring high availability. With built-
in monitoring and incident management mechanisms,
engineers can track key metrics in real time, identify
deviations from normal values, analyse the causes of
failures, and automate responses to critical events.
Centralised logging, telemetry data collection, alerts,
automatic scaling and recovery, as well as patch and
configuration management, ensure stable system oper-
ation even in complex dynamic environments. Special-
ised services are used to implement these capabilities,
including Amazon CloudWatch, Azure Monitor, Google
Cloud Operations Suite, Datadog, Splunk, etc.

Cloud solutions can address a range of limitations
characteristic of traditional services. One of the main
advantages is the elimination of limited visibility: cen-
tralised dashboards and logging systems provide a
comprehensive picture of the system’s status. Real-time

monitoring can quickly detect potential failures before
they affect users, and automatic scaling and self-heal-
ing mechanisms significantly reduce the need for con-
stant manual intervention. In addition, automating
routine tasks such as configuration updates or patch-
ing makes maintenance more stable and predictable.
Despite these advantages, the use of cloud tools does
not eliminate certain challenges for teams. One com-
mon problem is the high number of false alerts: poorly
configured monitoring rules can generate an excessive
number of non-critical messages, distracting engineers
and leading to “alert fatigue” Analysing the root caus-
es of failures also remains a difficult task, especially in
distributed systems where incidents can have indirect
and unpredictable consequences. In addition, constant
monitoring and on-call duty can lead to burnout and
reduced efficiency of support teams.

New risks are caused by integration with cloud ser-
vices. The use of cloud services in the field of mainte-
nance and monitoring creates new threats that must be
addressed. One of them is tool overload: an excessive
number of services and platforms complicates their in-
tegration and management, and also creates the risk
of duplication of functions. The security of operational
data is also becoming particularly relevant: logs, telem-
etry, and analytical reports may contain confidential
information that requires adequate protection in ac-
cordance with access policies and data protection reg-
ulations (OWASP Foundation, n.d.). In addition, depend-
ence on the stability and availability of cloud services
creates additional vulnerability: in the event of provider
failures, monitoring or response functionality may be
compromised. The dynamic nature of the cloud environ-
ment is also worth mentioning: ephemeral instances,
such as containers or serverless functions, complicate
traditional tracing methods, requiring new approaches
to debugging and monitoring. In addition to the advan-
tages and challenges described above, it is worth sum-
marising the main differences between traditional and
cloud approaches to support and monitoring (Table 6).

Table 6. Key differences between traditional and cloud-based approaches to system support and monitoring

Criteria

Traditional aspect

Cloud-oriented approach

Support type

Reactive - troubleshooting

Proactive - automatic detection
and incident prevention

System monitoring

Manual log analysis, periodic verifications

Continuous real-time monitoring through
services (CloudWatch, Azure Monitor,
Datadog)

Incident management

Performed manually, depending
on the specialists on duty

Automated notification, root cause analysis,
and response orchestration via PagerDuty,
Splunk, etc.

Logging and telemetry

Decentralised log storage, difficulties
with analytics

Centralised logging, telemetry collection
and integrated analytics in the cloud

Scalability and accessibility

Limited by local infrastructure resources

Automatic scaling, self-healing
mechanisms, and load balancing

Updates and patches

Applied manually,
usually during downtimes

Automatic or scheduled updates via
services such as AWS Systems Manager,
Azure Automation
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Continued Table 6.

Criteria

Traditional aspect

Cloud-oriented approach

System visibility

Partial, depending on access to individual
components

Complete due to integrated dashboards
and shared monitoring consoles

Operational data security

Minimum access policies, manual
encryption

Access control, secrecy control, and data
encryption at the service level

Key challenges

Delays in detecting errors, prolonged
downtime, and manual diagnostics

Overload of notifications, complexity of
tool integration, risks of provider service
availability

Source: compiled by the author based on IEEE Computer Society (2024), OWASP Foundation (n.d.), Amazon Web Services (n.d.a; n.d.b)

A comparative analysis shows that traditional sup-
port and monitoring models are characterised by low
security due to a reactive approach: incidents are only
detected after they occur, logging is performed locally
and in a fragmented manner, and manual patching cre-
ates windows of vulnerability and the risk of configura-
tion errors. Limited system visibility makes it difficult to
detect threats in a timely manner, and the lack of cen-
tralised access control increases the probability of un-
authorised changes. A cloud-oriented approach, on the
other hand, embeds security into the support process:
continuous real-time monitoring, centralised logging,
and telemetry collection can be used for significantly
faster detection of anomalies, suspicious activity, and
potential attacks. Automated incident management,
self-healing mechanisms, secrecy control, and least
privilege policies reduce the human factor and increase
the overall resilience of the system. At the same time,
the cloud model creates unique security risks, includ-
ing dependence on the availability of provider services,
an increased attack surface due to numerous integra-
tions, and the risk of operational data leaks if access
is configured incorrectly. Therefore, although the cloud
significantly enhances the security of system operation,
its effectiveness depends on competent configuration,
careful rights management, and the implementation of
a coordinated operational data protection policy.

Security in cloud SDLC. Security is a critical aspect
at all stages of the SDLC lifecycle, and its importance
is further amplified in the context of cloud computing.
This is due to the expansion of the attack surface, dis-
tributed architectures, the shared responsibility model,
and the high dynamism of the infrastructure (Amazon
Web Services, n.d.a). In this regard, the classic SDLC
is evolving into @ more complex SSDLC model, which
involves the integration of security requirements,
checks, and controls at every stage of development.
One of the fundamental principles of SSDLC is the
concept of Shift Left Security, which involves shifting
the focus of security to the left on the SDLC timeline,
i.e. to the earlier stages of design, planning and de-
velopment. Instead of reactive vulnerability detection
at later stages (testing or post-factum after deploy-
ment), this approach prioritises preventive detection
and elimination of risks as early as the code writing
phase. This is achieved through the implementation

Bulletin of Cherkasy State Technological University, Vol. 31, No. 1, 2026

of static security analysis (SAST), dependency checks,
configuration and access policy verification tools, and
training developers in secure coding practices. For ex-
ample, using services such as Snyk, Checkmarx, GitHub
Dependabot, Trivy, or Bridgecrew integrates security
checks into CI/CD pipelines, ensuring automatic de-
tection of vulnerabilities before code enters the pro-
duction environment (Davis, 2005).

Thus, security becomes not an isolated responsibility
of individual teams, but an integral part of the entire en-
gineering culture, from developers to DevOps engineers.
Shift Left not only reduces the overall cost of defect
elimination but also increases regulatory compliance,
improves product quality, and minimises business risks.
Security in the SDLC stages, requirements gathering
and analysis. At the requirements gathering and anal-
ysis stage within the SSDLC, special attention is paid to
defining security requirements, regulatory compliance,
and modelling potential threats. In a cloud context, this
process is complemented using specialised standards
and tools. In particular, NIST (2018) and CIS Benchmarks
recommendations, which define best practices incorpo-
rating the specifics of cloud infrastructure, are used as
the basis for forming the basic level of security require-
ments. Cloud tools such as Microsoft Threat Modelling
Tool can be used to model threats, which can be used
for the systematic identification of possible attack vec-
tors. This approach helps reduce risks associated with
unclear security coverage or non-compliance with reg-
ulatory requirements. However, the cloud environment
also presents new challenges, including the need to
translate service level agreements and shared responsi-
bility models between the customer and the cloud pro-
vider into specific software development requirements
(Google Cloud, n.d.). Additionally, there is the challenge
of achieving a common notion of cloud-specific threats
among all teams involved.

At the system design stage, the key focus is on cre-
ating an architecture that incorporates security proto-
cols, the principle of least privilege, and effective data
protection mechanisms. In a cloud environment, this
involves careful planning of identity and access man-
agement, which can be used to control and restrict the
rights of users and services according to their needs
(Microsoft, n.d.). In addition, it is worth implementing
robust encryption strategies for both data storage and
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transmission to ensure confidentiality and integrity. To
ensure a secure network architecture, virtual private
networks, firewalls, and other traffic isolation measures
are used to reduce the risk of unauthorised access. This
approach minimises the risks associated with excessive
access rights or the use of weak encryption standards.
At the same time, cloud systems pose new challenges,
including security management in multi-regional and
multi-cloud environments, as well as ensuring compre-
hensive protection for hybrid architectures that com-
bine local and cloud resources.

During the code-writing stage, secure software is
created by preventing vulnerabilities and effectively
managing secrets. This is achieved using automated
static code analysis, which can detect potential vulner-
abilities early in the development process, as well as
solutions for secure storage and management of sen-
sitive data, which eliminate the need for hard-coding
credentials. In addition, active use of tools for scanning
vulnerabilities in dependencies ensures timely detec-
tion and elimination of risks associated with the use
of third-party libraries. Examples of such tools include
SAST systems, such as SonarCloud and Checkmarx, se-
cret management services, such as AWS Secrets Manag-
er and HashiCorp Vault, and dependency vulnerability
monitoring solutions, such as Snyk and Dependabot.
The introduction of these practices helps reduce the
probability of errors in code implementation and elim-
inates hard-coded credentials, but at the same time
increases the complexity of managing risks associat-
ed with the large-scale use of open-source software,
which requires a systematic and comprehensive ap-
proach (OWASP Foundation, n.d.).

The process of testing security controls in cloud
environments involves the use of dynamic application
security testing capabilities, which can detect vulner-
abilities during software execution. In addition, cloud
vulnerability scanning methods are used to automati-
cally analyse infrastructure settings and configurations
to identify potential threats. The use of fuzz testing
and sandbox environments can simulate attacks in a
controlled, isolated environment, which increases the
accuracy of security assessments. These approaches
help reduce the risks associated with incorrect runt-
ime environment settings, as well as open APIs or end-
points. At the same time, new challenges arise, such
as the need to simulate realistic attacks in ephemeral
infrastructures and ensure complete test coverage of
variable cloud resources. Tools that implement these
capabilities include Dynamic Application Security Test-
ing systems, cloud vulnerability scanners such as AWS
Inspector, and solutions for fuzz testing and sandbox
environment management.

Secure deployment pipeline management involves
integrating access control and security checks into the
infrastructure configuration process using an laC ap-
proach. Automated checks of laC configurations can be

used to quickly detect and eliminate errors, prevent-
ing configuration drift and unauthorised code deploy-
ment. In addition, the use of secret rotation practices in
Cl/CD pipelines increases the security of confidential
datastorageanduse.Theimplementation oftheimmuta-
ble infrastructure concept helps maintain the stability
and repeatability of deployment environments. At the
same time, the process of strengthening the security of
Cl/CD pipelines poses new challenges, particularly
those related to potential errors in the configuration of
laC templates, which can lead to vulnerabilities. To real-
ise these opportunities, specialised laC security check-
ing tools such as tfsec and Checkov are used, as well as
automated secret rotation mechanisms in CI/CD.

Continuous vulnerability monitoring, intrusion de-
tection, and regulatory compliance auditing provide a
comprehensive approach to maintaining cloud infra-
structure security. Automated solutions for information
and security event management (SIEM) provide re-
al-time data collection, analysis, and correlation, facil-
itating rapid threat detection and minimising the time
attackers spend in the system. In addition,automation of
patch management processes helps to promptly elimi-
nate identified vulnerabilities, reducing the risks of sys-
tem exploitation. Continuous compliance monitoring,
implemented through configuration and security policy
control tools, ensures compliance with regulatory re-
quirements and internal standards. However, the active
use of such systems creates new challenges, including
the risk of information overload due to excessive alerts
and telemetry, as well as the need to quickly adapt to
changes in cloud services and new vulnerabilities. To
support these capabilities, cloud SIEM systems such as
AWS GuardDuty and Azure Sentinel, remediation auto-
mation tools, and continuous compliance monitoring
services such as AWS Config and Prisma Cloud are used.

In practical application, cloud security principles
require a comprehensive approach that incorporates
the characteristics of cloud platforms, the dynamic na-
ture of infrastructure, and the scalability of systems.
Effective cloud security requires the integration of mul-
ti-layered measures, ranging from access control and
authentication to monitoring and automated incident
management. A substantial aspect is the adaptation of
traditional security methods to the specifics of cloud
services, where resources are dynamically created,
changed, and destroyed. Accordingly, the implementa-
tion of security practices must be flexible and automat-
ed to minimise the human factor and ensure a rapid
response to threats. Key components include the appli-
cation of the principles of modularity, standardisation
and infrastructure as code, which can be used for the
creation of repeatable, controllable and secure deploy-
ment environments.

The Shared Responsibility Model (Amazon Web
Services, n.d.b) is a fundamental approach to the dis-
tribution of responsibilities between the cloud provider

Bulletin of Cherkasy State Technological University, Vol. 31, No. 1, 2026



and the user in the field of security. The cloud provider
is responsible for protecting the infrastructure, which
includes physical servers, network equipment, data
centres, and the basic level of security for the services it
provides. For their part, the user or development team is
responsible for the security of applications, data, access
configurations, and settings within the leased resourc-
es. A set division of responsibilities is critical to the
prevention of security gaps, as misinterpreted bound-
aries of responsibility can lead to vulnerabilities and
system compromises. Therefore, teams must actively
implement security policies, configure access controls,
and take responsibility for protecting their components,
given the dynamic nature of cloud platforms.

Zero Trust Architecture (NIST, 2018) involves a
radical rethinking of traditional approaches to securi-
ty, which were based on trust in the internal network.
In Zero Trust, every request, regardless of its source, is
considered potentially dangerous and undergoes strict
authentication and authorisation. This architecture is
based on the principle of “least privilege” (Saltzer &
Schroeder, 1975), which limits users and services to
only the rights necessary to perform their tasks. The
implementation of Zero Trust in cloud environments
includes multi-factor authentication, continuous mon-
itoring of user and device behaviour, and network seg-
mentation to minimise potential points of access for
attackers. These measures increase the resilience of
systems to internal and external threats, reduce the risk
of unauthorised access and the spread of attacks within
the infrastructure.

The Security as Code approach (Das & Chu, 2023)
involves applying software development principles to
security management processes, including configura-
tions, policies, and procedures. This means that all se-
curity settings and policies are formulated in the form
of configuration files that are stored in version control
systems, tested by automated means, and deployed
using automation tools. This approach ensures trans-
parency, reproducibility, and change control,and can be
used for quick detection of errors and incompatibilities
in security settings before they are applied in produc-
tion environments. Security as code is a key element of
modern DevSecOps (Kim et al., 2013) practices, which
integrate security directly into the software develop-
ment and delivery process, increasing the overall secu-
rity level of systems.

Security in the cloud SDLC is not a separate step,
but a continuous integrated practice. While cloud tools
and automation improve visibility, responsiveness, and
compliance, they also create new threats and require
a mastery of specific platform configurations. A proac-
tive, built-in approach to security is essential to ensur-
ing the resilience, confidentiality, and trustworthiness
of cloud applications (Davis, 2005). The study found
that the use of cloud services significantly changes se-
curity approaches at different stages of the software
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development lifecycle, in particular, increasing automa-
tion, flexibility, and early security integration, but at the
same time, new risks emerge (e.g., vendor lock-in, con-
figuration vulnerabilities, integration challenges).

R. Feio et al. (2024) studied the DevSecOps frame-
work from the perspective of continuous security test-
ing in CI/CD pipelines. The study determined that the
application of this approach can be used for the early
detection of vulnerabilities in real projects. According
to their research, organisations that have implement-
ed continuous testing have significantly reduced the
number of critical errors. This confirms one of the the-
ses that cloud practices integrated at the development
and testing stage increase security. However, the study
noted that the integration of tools must be thorough
and that insufficient integration and fragmentation of
tools can negatively affect security, which confirms the
results of this study. W.Joseph (2025) investigated the
impact of security automation and Cl in cloud-native
architectures. The author noted that the transition to
microservices, containerisation, and orchestration sig-
nificantly increases the complexity of security, but prop-
er implementation of DevSecOps can be used to con-
trol this complexity. The conclusions state that cloud
services offer advantages but are accompanied by new
risks, such as incorrect configuration of containers or
orchestrators. Thus, the author’s results confirm the ob-
servations made in this work.

A.Verdet et al. (2023) analysed security practices in
laC configuration scripts. The study determined that al-
though access policies are most commonly implement-
ed, encryption “at rest” is substantially less popular. The
conclusions emphasise that cloud tools can automate
infrastructure as code, but there is a problem with mis-
configuration, which directly correlates with the con-
clusion of A.Verdet et al. In other words, their research
serves as empirical support for the statement made in
this study regarding the risks of 1aC implementation.
T. William (2023) examined how DevSecOps contrib-
utes to the creation of resilient cloud-native systems
through early vulnerability detection and continuous
protection. The study highlighted that shift-left and se-
cure-right security integration is key. The study similarly
notes that security must be built in at the design stage
and integrated continuously. Thus, the author’s conclu-
sions complement the presented results.

H. Myrbakken & L. Colomo-Palacios (2025) con-
ducted a large-scale review of DevSecOps practices and
tools, identifying 39 key practices and 114 tools asso-
ciated with them. They emphasised that although the
tools are available, organisations often fail to achieve
maturity in security practices. The results show a similar
problem: organisational culture and team training were
found to be another barrier to the effective application
of cloud-secure SDLC procedures. Thus, the conclusions
are consistent with the conclusions of this work. I. Lesh-
chenko et al. (2024) proposed an extended DevSecOps
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model that includes the stages of secure decommis-
sioning, security management, frequent auditing, and
innovative security. The study emphasised a gap in typ-
ical models between the development and operation
phases. The conclusions also note that cloud models re-
quire deeper integration between development, testing,
deployment, and support. In other words, the authors’
model reinforces the thesis of security process integrity.

N. Gadani (2024) covered the analysis of security
challenges in cloud development (misconfigurations,
insufficient APl control, weak identification). These
challenges echo the findings that configuration errors,
vendor dependency, and tool fragmentation are sig-
nificant problems. Thus, the presented study confirms
the findings. W. Umeugo (2023) investigated the im-
plementation of SSDLC for small/medium-sized enter-
prises and highlighted that organisational maturity and
culture are central. The conclusions note that insuffi-
cient team qualifications or resistance to change (es-
pecially in traditional approaches) are barriers, which
is consistent with the results of this study. M. Pranav et
al. (2025a) analysed automation as the “driving force”
of the next generation of DevSecOps. They accelerated
the implementation of security but highlighted that ex-
cessive automation can lead to “blind” trust in systems.
This study also identified a similar problem of “alert
fatigue”, excessive notifications, and the risk of automa-
tion without critical control. This confirms the findings
of the presented study. M. Pranav et al. (2023b) pro-
posed an adaptive security model based on the MAPE-K
cycle that integrates security into the SDLC, constantly
adapting to changes. This model complements the find-
ings that cloud environments require not only security
integration but also adaptability. Therefore, this point
of view is considered valid and provides direction for
further research.

It is possible to conclude that modern publications
confirm the conclusions regarding the positive impact
of cloud services on secure software development; they
recognise the importance of DevSecOps, automation, se-
curity integration, the use of laCand cloud architectures.
At the same time, some works expand on these theses:
they emphasise the decommissioning phase, adaptabil-
ity, and the tool base. This study summarises these as-
pects and adds a focus on the specific risks of cloud mod-
els (vendor lock-in, tool fragmentation, alert fatigue’) in
the context of SSDLC. However, it is worth noting that
some works focus more on general DevSecOps models
than on the specifics of cloud services in the context of
SDLC. At the same time, this study has a narrower focus
on the cloud environment and its impact on the SDLC
stages from a security perspective, which gives it a cer-
tain uniqueness. It is also noticeable that the number
of empirical studies in this area (especially with meas-
urements in production environments) is still limited,
with most being review or conceptual in nature. This
confirms the current conclusion that further research

and practical case studies are needed. Based on a com-
parison with the literature, it is possible to conclude
that the implementation of a cloud-oriented SSDLC with
an emphasis on security has significant potential.

CONCLUSIONS

Cloud platforms provide a high level of scalability and
elasticity, which can be used for dynamic resource al-
location based on software requirements. This helps
create stable, high-performance environments for de-
velopment and testing, eliminating infrastructure bot-
tlenecks and ensuring smooth operation even during
peak loads. Process automation and CI/CD support in
cloud environments provide automatic application
build, test, and deployment, shortening the delivery cy-
cle and reducing errors. Together with built-in security
mechanisms such as identity management, secret stor-
age, compliance control, and runtime protection, this
ensures security to be integrated early in the develop-
ment process, reducing the risk of critical vulnerabili-
ties. In addition, cloud platforms improve collaboration
through centralised version control and real-time task
tracking, facilitating interaction between remote teams.
Real-time monitoring and logging tools enhance these
benefits by enabling early detection of incidents and
proactive response to performance issues.

Economic efficiency is also a compelling argument
in favour of cloud SDLC. Pay-as-you-go models re-
duce start-up costs and provide flexibility in allocating
budgets according to actual project needs. However,
cloud-oriented SDLC comes with a range of challenges.
One of them is vendor lock-in, where dependence on
individual services complicates further migration. The
complexity of configurations, unclear determination of
the shared responsibility model, and the dynamic nature
of cloud environments create additional risks. Without
regular resource monitoring, costs can rise unpredict-
ably. In addition, the need to integrate and maintain
a large number of tools requires increased skills and
adaptation of teams. The transition to cloud-based de-
velopment methods often requires changes in culture,
roles, and processes. Cloud SSDLC is modular: organisa-
tions can gradually implement individual services with-
out changing the entire lifecycle at once. For example,
cloud IDEs can be used for development while maintain-
ing local pipelines; cloud testing can be applied with-
out transferring repositories; laC can be implemented
only for individual subsystems. This approach minimises
risks and can be used for the adjustment of the pace of
modernisation in line with business needs.

In summary, the study showed that the transition
to cloud SSDLC is not just a technological migration,
but a strategic transformation of development pro-
cesses. Cloud tools provide teams with flexibility, re-
silience, and enhanced security, but at the same time
require the evolution of practices, skills,and approach-
es. Success depends on how effectively organisations
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can combine innovation with control, modularity with ACKNOWLEDGEMENTS
integration, and speed with security. The cloud remains  None.

a powerful tool, but its effectiveness is determined by

how it is used. Further studies should quantify the im- FUNDING

pact (e.g., reduction in vulnerabilities, release time, None.

error costs) in different cloud scenarios and address

the culture and training of teams in the context of CONFLICT OF INTEREST
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BnanB XMapHUX cepBiciB
Ha 6e3neyYyHy po3po6Ky NporpaMHoro 3abesneyeHHs

Makcum LUnwkin

AcnipaHT

XapKiBCbKWI HaLiOHANbHUI EKOHOMIYHWIA YHiBepcuTeT iMeHi CemeHa Ky3Heus
61165, npocn. Haykun, 9-A, M. XapkiB, YKpaiHa
https://orcid.org/0009-0008-0553-944X

AHoTauis. EBontouis xMapHUMX 064YMCIeHb CYTTEBO 3MiHMMA NiIAXOAM A0 PO3POONEHHS, TECTYBaHHS, PO3ropTaHHs
Ta 3aXMUCTy NporpamMHoro 3abesneyeHHs. MeTol AoCNigKeHHS Oyno NpoBedeHHs aHanisy iHTerpauii XMapHuX
TEXHOIOTi Yy BCi €Tanu XXWUTTEBOTO LMKy po3pobku nporpamHoro 3abesneyerHs (SDLC) 3 akLeHTOM Ha cucTeMaTuyHe
BMNPOBAJKEHHS Ta 3aCTOCYBaHHS MPaKTUK Be3nekn NpoTAroM ycboro npouecy po3pobku. [Ins ocarHeHHs uinen
[OCNiIXEHHS BUKOPUCTAHO NOPIBHSAbHUI Ta KOHTEHT-aHaNi3, Wo oxonue XxMapHi peanisauii SDLC y cniBBigHOWEHHI
3 TPAAMLIMHUMU MOLENSIMU 33 KIHOYOBUMM NMOKA3HUKAMU: EKOHOMIYHOK edeKTUBHICTIO, LIBMAKICTIO pO3ropTaHHs,
piBHEM cniBnpaui, MaclTaboBaHicTio Ta 6e3nekoto. PO3rnsHyTO peanbHi TeMaTUYHI NPUKNAAU, IKi 4EMOHCTPYHOTb
BMKOPUCTAaHHA XMapHUX iIHCTPYMEHTIB i nnatdopM, 3okpema [HdpacTpykTypu g9k Koay Ta besnepepBHoi
iHTerpauii/besnepepBHOro po3ropTaHHs, ANs NiABULWEHHS NPOAYKTUMBHOCTI, THYYKOCTi T8 PaHHLOIO BMPOBAAXKEHHS
MexaHi3MiB KoHTponto 6e3neku (niaxia «3mileHHs 6e3neku BniBo»). Pesynbtati aHanisy Nokasanu, Lo 3acTOCYBaHHS
XMapHUX NpakTuK y 6esneyHoMy SDLC cnpusie CKOpOYEHHIO Yacy BUXOAY NMPOAYKTY Ha PUHOK, NiABULLYE piBEHb
NPOaKTUBHOIO yNpaBniHHSA 6e3neKot Ta NiATPUMYE iTEPATUBHI M THYYKi LMKIM po3pobku. BogHouac BUSIBNEHO
BUKJ/IMKMK, NOB'A3aHI 3 4OTPUMAHHSM HOPMATUBHMUX BUMOT, YNPaBAiHHAM iAeHTUdIKaLIE KOPUCTYBAYIB | pU3NKOM
3aN1eXXHOCTI Bifi NOCTa4yanbHMKa. 3aNpoONOHOBaHO Habip HaMKpaLLMX NPaKTUK ANS BNPOBaAXKeHHS 6e3nevyHnX XMapHUx
po6oumnx npouecie SDLC i BU3HaYEHO HaNpPSIMKU NOAANbLINX AOCNIAXKEHb, 30KpEMa aBTOMAaTU30BaHEe TECTYBAHHS
6e3neku Ta iHTErpaLito WTYYHOro iHTeNeKTy y npoLecy 6e3neyHoi LOCTaBKM NporpaMHoro 3abesneveHHs. [NpaktnyHa
LiHHICTb AOCNIAXKEHHS nonsirae y GopMyBaHHI peKOMeHAALiM, WO AOMNOMOXYTb OpraHi3aLisM CTBOPHOBATU CTilKi,
edekT1BHI Ta Be3neyHi XMapHi cepenoBuLla po3pobku

KniouoBi cnoBa: npakTuku Kibep3axucrty y po3pobui; iHhpacTpykTypa K KOA; KOHBeEpU Be3nepepBHOI iHTerpauii
Ta [OCTaBKM; aBTOMATM30BaHe TeCTyBaHHA BPa3/MBOCTENM; YNpPaBAiHHA KOHdirypauismu; Mogeni posnoginy
BiANOBIAANLHOCTI Y XMapi; HAMNSAO0BICTb Ta MOHITOPUHT CUCTEM
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