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OCHOBHI MEXAHI3MH 3AXNCTY EJJEKTPOHHUX JOKYMEHTIB
BI ®AJTBCUDPIKALIIN

Cmamms npucesuena npobnemi 3abe3neuenns inghopmayiiHoi 6e3nexu eneKmpoHHUX OOKYMeH-
mie (E/]) i 3axucmy ingpopmayii 6 cucmemax enexkmponnoz2o ooxymenmoobtiey (CE/l). Ocobrusa ysaca
NPUOLIAEMbCA PO321A0y MAKUX MEXAHIZMI8 3axucmy IH@opmayii, K Kpunmoepaghis, eireKmpoHHUlL
yughposuii nionuc (EL[I1), cmeeanoepagis ma yugposuil 600anuil snax (L[B3). Buxonano onuc npoye-
cy eoyoosysanns L[B3 6 yugposuii dokymenm. [Iposedeno ananiz 6UKOpUCMAaHHA 20108HO20 PEKGi3U-
my EJ{ — EL{II. Pozensnymo icHyroui nioxoou 0o po3pooku cucmemu saxucmy EJ[ i cnocobu ix npuxo-
sanoi nepedaui. 3anpononosano kiacugixayiro amax ma 3a2po3 ingopmayitinit 6esneyi (Ib) E/. Jo-
cniodncyemocs modcnugicmo nodyoosu zaxuwenoi CEJ] na ocnogi KOMnieKcHo2o 8UKOpUCMAHHA Me-
modie kpunmoepaghii ma cmezanoepaghii. Ompumani pe3yrbmamu CMaHyms 0CHOB0I0 01 NOOANLUUOT
PO3pOoOKU ma 800CKOHAIEHHS 3aco0is 3axucmy EJ].

Knrouoei crosa: enexmponnutl 0oKymeHm, 00CmogipHicmy, cmezanozpa@is, 800sHul yuppo-
8UIl 3HAK, eIeKMPOHHUL YUPDPOBULL NIONUC.

Beryn. OcTaHHIM 9acoM CIIOCTEPIraeThCsl  IMOB’S3aHUX 13 3a0e3MeveHHsIM 1X 3axucTy. IcHy-
niepexij| BiJl TpamuliiHoi (OopMH MPEACTABICHHS 04Ul MEXaHI3MH 3aXUCTy iHpopMallii He MOXKYTh
JOKYMEHTIB 110 eylekTpoHHOi. Hacammepen, me MOBHOIO MipOrO BHPIIIMTH DS 3aBIaHb, Xapak-
MOB’SI3aHO 3 HHU3KOK IepeBar BUKOpHcTaHHS TepHux s EJl. Ha BiaMiHy Bia mamepoBHX J0-
€JIIEKTPOHHOTO JIOKyMeHTooOiry. Ilepmr 3a Bce, KyMEHTIB, IIKOAM SKAM MOXKHa 3aBIaTH JIWIIE
€JIEKTPOHHUH TOKYMEHTOOOITr 103BOJIUTH CYTT€BO  (PI3MYHUM HUISIXOM 1 fKi iCHYIOTH B OIHOMY IIpH-
COpocTUTH PoOOTY 3 (dopMmyBaHHs, 30epekeHHs  MipHUKY, EJ] 30epiraioTbcs Ha nupoBUX HOCISX,
Ta BIANPaBKH BaXIWBOi iHPopmanii. Pasom 3  mepenaroTbesi Mepexkero, MOXKYTh MaTh JIeKiJIbKa
THM, €Ki IIUTaHHS, [10B’s3aHi 3 3a0€3MEYCHHSAM  KOIIil, TOMY BOHHU € BPa3JIMBIIIMMHU 1O BCSKOI'O
HaliHHOrO OOMiHYy €IEKTPOHHMMH JOKYMEHTAaMH POy aTak. 3aBIaHHS HaIIMHOTO 3aXHCTy KOH(i-
(EH), mporumiero posronomieHHs, orpumanHs neHmidiaux EJ] Big Hcll, 3axucTy iHTeneKTyanb-
HecaHkiionoBadoro pocryny (Hc/l) mo EJl, HuHi  HOi BJAacHOCTi, aBTOPCHKHX MpaB BUPIIIYETHCS
BCE I1I€ 3IMIIAIOTHCS MMOBHICTIO HE BUPIMICHUMHU.  BKe TpuBaiui 4ac. llpore, neski muTaHHS Po3-
OTpruMaHi HE3aKOHHUM IIDIIXOM KOH(IMEHIiNHI  poOku HajiiiHumx MeroniB 3abesnedeHHs Ib e
JIaHi MOXKYTh CTaTH MPUYUHOIO MacmTabHuX (i- moTpeOyroTh BupinieHHs. [Ipobnema 3axucty EJ]
HAHCOBHX BTpaT OpraHizaulii 4u, HAalpUKJIal, 3a- HE OOMEXKYEThCS JHIIE 3aco0aMH KOHTPOIIO
BIAaTU MOpaJIbHOT KoAK ocobucTocTi. ¥ 3B°s13ky  Hc/l. Takum ymHOM, CcTae akTyaJbHOIO 1 cydac-
13 IMBUAKUMH TeMIaMH iH(GoOpMaTH3aIlil cydac- HOW 3aBJaHHS JOCTIKCHHS MOJJIMBOCTCH BH-
HOT'0 CYCHIJIBCTBA 1 MEPEXOAy A0 CHUCTEM CJICKT- KOPUCTaHHS METOAiB 1 Mopened 3axucty EJ] i3
poHHoro naokymeHtroobiry (CEJl) BHHUKalOTH 3aCTOCYBaHHSIM MEPCHEKTHBHUX 3aCO01B KPHUIITO-
HOBI NOTEHIIIHHI 3arpo3u iHdopMariiHii Oe3neri  rpadii Ta creranorpadii. [Ipu npomy, BapTo 3a-
(Ib) [1]. YBaXHTH, 0 KOJEH i3 3a3HaYE€HHUX HANpsMiB Ha

IHocTranoBka mpodiaemu. Ha cyyacHoMy 1bOMYy €Tami CBOTO PO3BHTKY HE B 3MO3i camoc-
eTarni AOMiHyBaHHS iH(GOPMaLiHUX TEXHOJOTIM  TIHO BHPILIMTH BCi 3aBJAHHS, OB S3aHi 3 3aXHUC-
(IT), Tenaenuii po3putky obumciroBambHUX Ma- ToM EJ[. Kpim Toro, BupimieHHs1 OUTBIIOCTI crie-
IMH nuTaHHA 3a0e3nedens b nokyMmeHTiB mpu  LudiYHMX 3aBOaHb MOXKIIHMBE JIMIIE 32 YMOBH
ix cTBOpeHHi, 0OpoOLi Ta mepeaayi MEpexer €  KOMIUIEKCHOTO IX BUKOPHCTaHHS.
aKTyaJIbHUMH, SK HiKoJM. Pa3zoM 3 mporpecom y AHaJi3 ocTaHHIX AoCaiTKeHb Ta my0JTi-
chepi IT crocrepiraeThCst 1 PO3BUTOK 3aKOHOAAB-  Kamii. [IMTaHHAMYU MOMIYKY NUISXIB BUPIMICHHS
4O-paBoBOi 0a3u eNEeKTPOHHOTO JOKYMEHT000i- mpobieMu 3a0e3nedeHHs iH(opManiiHOro 3axmc-
ry, ane nuisix nepexony no EJ] mae psig nmutans, 1y EJ] Brpomomk 0Oaratbox pOKiB 3aiiManmcs:
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Ilanacenko C.Il.,  bamakun A.B.,  Acraxo-
Ba T. C., Caraiimak JI. A., a TakoX iHII HAyKOB-
i, B ToMy uHchi i iHozemHi. Ilpore, sk nmokasye
aHami3 mirepaTypHux jpkepen [4-10], B ymoBax
IIMPOKOTO0 BUKOPUCTAHHS TEXHOJOTIH eNeKTPOH-
Horo oOmiHy manumu Bukopuctanus CEJl no3so-
JsI€ JIOMOTTHCS 3HAYHOTO EKOHOMIYHOTO e(deKTy
npu o6pobui EJ], ane He MOBHICTIO BHPIIIY€E psijt
npobiieM, 1moB’si3aHuX 13 3abesneuyennsm 1b mo-
KYMEHTIB.

Mera cTaTTi — migBUIICHHSA ¢()EeKTUBHOCTI
3axucty EJl B CEJl. JlocSIrHEHHS MOCTaBICHOL
METH TependaJae; aHaii3 MOXKIMBUX aTak Ha iH-
dhopmartiiini pecypcu CEJl, nociimkeHHs cydac-
HUX cTeraHorpaiuaux Ta KpUNTorpadidyHux
MeTo/iB 3abe3meuenHs Ib, MoxnmuBicTh MOOYHO-
BH KOMIUJIEKCHOI cucteMu 3axucty E/I.

OcHoBHuiT MaTepiai. [1Buaki Temnu pos-
BuTKy CEJl, mo crmocTperiroTbcsi OCTaHHIM Ya-
COM, Pa30M 3i CBOIMH TepeBaraMy CIPUYHHHIN
i psaj iHGOpMAIfHUX 37I0YMHIB, TOB’s3a-
HUX 3 TIOPYIIEHHIM TIPaB iHTEICKTYaIbHOI BiIac-
HocTi. /o TakmxX mopyIieHh MOXKHA BiJIHECTH:
TUIariat, BUKPaJICHHsI, PO3TOJIOICHHS Ta MiApoo-
ky EJ. Tomy, Bukopucranus CEJl € memoxiu-
BUM 0e3 cucreMu 3axucry. i CTBOpEeHHS i
BIIPOBAKCHHS cucteMu 3axucty EJl HeoOximHO
peaizyBaTH IUIMH KOMIUICKC CTaHIAPTHUX 3a-
XOJIiB, Cepe AKX MOYKHA BHIIJIUTH TaKi:

1) aHanmi3 OCHOBHMX BJIACTHBOCTEH 1 QyH-
kit EJI;

2) xnacuikauis 3arpos Ib;

3) mochmiKeHHS BHUMOT IO 3a0e3IeucH-
Hio Ib;

4) BU3HAYCHHS Ta PO3pOOKA MeEXaHi3MiB
3axucTy iHpopmarii.

Lei#t mepernik 11e MOXKHA TIPOJIOBKHUTH TIa-
KETOM OpraHi3aliiiHO-TeXHIYHHUX 3aXO/iB.

XapaktepHaumu  BracTuBocTsIMH  EJl €
KOH(iJCHIIiHICTh, IITICHICTh Ta OCTOBIPHICTS.
Tomy, 3axumena CEJl mae mepenbauyBatu pea-
Ji3allito, K MiHIMYyM, TAKHX MEXaHI3MIB 3aXHUCTY:
3a0e3MedYeHHs MiIiICHOCTI JOKYMEHTIB, Oe3MeuHO-
ro JIOCTYITy, KOHQIACHIIHHOCTI Ta JOCTOBIpHOC-
Ti JoKyMeHTiB. [IuTaHHs rapanTii JOCTOBIPHOCTI
EJl HuHI migHiMaeThcs Bce dacrimre. Hacamme-
pen, 1ie BUKIMKAHO 30UIBIICHHSIM OOCSTIB JTOKY-
MEHTOBaHOI iHpOpMAIl MiXK OpraHizamisMH, a
TaKO)X PO3BUTKOM TEXHOIOTIA EeJIeKTPOHHOTO
0oOMiHy maHuMHU. B 3B’s13Ky 3 1IM BUHUKae Oara-
TO METOJIB 3aXHCTy JOKYMEHTIB BiJi (anbcudi-
kamii. OqHUM 1 HaHCYTTEBIINM 13 CHOCOOIB MMO-
pymenHs BrnactuBoctel EJl € orpumanns Hcll.
[IpoGnemy orpumannst HcJl MoXKHa BUPIIINTH 32
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JIOTIOMOTOI0  MOJISNIi  PO3MEKYBAaHHS JIOCTYILY,
Hanpuknazn, Take-Grant. Ils mozems migTBep-
JDKy€e 4u KoMnpomerye ctyminb 3axucty CEJL i
npescTaBisie 1l y BUMIISIII HanpaBieHoro rpada, B
SKOMY TOKa3aHi MpaBuiia JOCTYIY cyO’€KTiB OO
CJICKTPOHHUX JOKYMEHTiB. PopManbHO OmmcaTH
Monenb Take-Grant MOXKHA TaKMM YMHOM: TNPEJ-
CTaBUMO CYKYIHICTH 00’ekTiB, ToOTO EJI, Y BU-

i MHOXuHEE E = (e, e,,...,e,), MHOXHHY
cy6’extiB — S =(5,,5,,...,5,). MHOXHUHY 1pas
JOCTYTy TPEJCTABAMO y BUTIISAI TOCHITIOBHOCTI
R=(n,r,..,1, )U (t,g). 3rigHo 3 KIACHYHOIO
iHTeprpetanieto moxeni Take-Grant, f(take) —
npaBo OpaTu «IIpaBa JOCTYIY», g(grant) — mpaBo
maBaTth «mpaBa jgoctymy» [6]. Cran cuctemnu

onucyerbes rpadom. Ha puc. 1 mokazanwuii rpad
HaJaHHs mpaB goctymy a0 EJI.

I

\

O06’exT mocTyIy
€

r

\ 4

Puc. 1. Moaenb HagaHHs NPaB A0CTYILY
Take-Grant

3 puc. 1 BUIHO, 10 00 €KT §, Ja€ MPaBo
noctymy r; 1o 06’ekta p, EJl, inmomy cy6’exry
S, . AHaJIOriYHUM CIOCOOOM NPENCTABIAETHCS 1

MOJIEJNIb, 3TiIHO 3 SIKOK CYO’€KT MOXe OpatH
npaBa JOCTyIy. BHKOpUCTOBYIOUYM IIF0 MOJENb,
MOJKHA TependaynTy CTaHd, B SKUX Oyne mepe-
oysaru CE]Jl, 3a51e)XHO Bijl pO3MEKyBaHHS NpaB
nocryny [7]. ToOto, Momenb aae MOXKIUBICTH
nepeadaunTy 1 MpoaHani3yBaTd MOJIMBI 3arpo-
31 iH(opMaIliiHIi Oe3Mel A1 CHCTEMHU.

[IpoTe, 32 yMOB HEMOXXJIMBOCTI 3a0e3re-
YeHHS! a0COIIOTHOTO KOHTPOJIIO AOCTYIY IO iH-
¢dopmaniifHOi CHCTEMH 1 HEIONMYLICHHS OTPH-
manas Hc/l, mis 3axucty EJl MoxyTb OyTu BU-
KOpHCTaHi 3acobu kpunrorpadii Ta creraHorpa-
¢ii. Ogaum 13 HanpsamiB 3axucty EJl mpu 36epe-
JKEHHI, Iepeadi KOMIT IOTEPHOI MEPESKE €
mudpoBa creranorpadis [2]. Creranorpadis —
METOA oprasizauii 3B’513Ky, SIKU IPUXOBYE (HaKT
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fioro icuyBanus [3]. [y 3aco0iB creranorpadii
XapaKTepHHUM € T€, 10 IPUXOBaHE MOBiJOMIICHHS
BOYJIOBYETHCSI B ICAKHI 00’ €KT, IKUU TTOTIM BiJl-
KPHUTO TIepecHiiacThCsl Mepeketo. Ha BiaMiny Bix
kpunrorpadii, 1e € OYeBUIHUM IJIs1 3TOBMHCHH-
ka ¢axt 3ammppysanas EJ[, meronu creraHo-
rpadii J03BOJISIIOTH BOYJOBYBAaTH MOBIJOMIICHHS
B E/] TakuM unHOM, 11100 HEMOKJIMBO OYJIO 3alTi-
JO3pHUTHU Npo Horo HasiBHICTH [4]. Creranorpadis
B iH(pOpPMaLIHUX CHCTEMax 3B 53Ky — €1a00 po3-
BUHCHUH HampsM, a iCHyIOUYi METOIH Majo MpHUC-
TocoBaHi 10 3aBaaHb 3axucty EJI. lle mos’s13ano
3 BIIACTUBUMM Il HEJOJIKaMHU, TAKUMHU SK HEBU-
COKa HafilHICTh 1 crilikicTh. [Ipote, pazom 3
UM, 3aCTOCYBaHHS CTeraHOTpadiuHUX CHCTEM Yy
CEJl n03BONHTH BUPIMIUTH PSA BAXKIUBUX 3a-
BIaHb, Cepejl SIKUX BapTO BiJ3HAUWTH 3abe3rie-
YeHHs MPUXOoBaHOro 30epexenHs 1 nepexadi EJ,
NEePEeTBOPEHHSI KOMYHIKalid MiX BiANPaBHUKOM
Ta OTPUMYyBayeM IOBiJOMJICHb Ha HEMOMITHI,
BUSIBJICHHSI KaHaJiB BUTOKY EJI, a Takox BHeceH-
Hs npuxoBanoro EIII [5].

3a3Buyail y JOKyMEeHTOBaHil iH(popmauii 3
METOI0 3aXHCTY aBTOPCHKHX TpPaB BUKOPHCTOBY-
10Th 1 poBi BoasHi 3Haku (L[B3). LIB3 — mud-
POBI MITKH, SIKi BOpoBa/UKytoThes B EJ] 3a momo-
MOTOI0 CIHEHiaJbHUX CTeraHorpadiuyHux mepe-
TBOpeHb [6]. [IpakTuuHe 3acTOCYBaHHS XapakTe-
PHU3YETHCSL TAKUMH aCIEKTaMH, K 3aXHCT aBTOp-
CBKMX IIpaB, OTPUMaHHA LU(POBOro BigOWTKa,
NpUXoByBaHHs (akTy oOMiHy iHdopmamiero. Ha
CHOTOJIHINIHIA JEHb iCHy€ 0arato CHUCTEM BIIPO-
BajpkeHHsa LIB3 y mynsTumeniiiny indopmario,
nonirpadiuny nponykmito. CrocoBro EJI, 3axuct
JIOKYMEHTIB 3a J0onoMororw BOymoByBanHs 1[B3
Hapasi € HeJOCTaTHHO BMBYECHUM Ta ONPaIbOBa-
HUM. Y Kepenax [2—4] omwcaHi MOXIIHBI CHO-
cobu BopoBamkenHs LIB3 B EJ] ta ¢izuuni go-
KyMEHTH.

Crenorpadiuni cucTeMd BHUKOHYIOTH 3a-
BJIAHHS 3aXUCTy aBTOPChKUX IpaB Ha EJI 3a ymoB
pizHOTO poxmy cnpob® mopymeHHs Ta arak. Cuc-
temu 1IB3 3a0e3neuyrots inenTudikanito aBropa
EJI. AnanoriuHe 3aBIaHHS TaKOX MOXe OyTH
BupimreHe 3a gonomororo ELII. Ha Bigminy Bix
crerocucremu [[B3, EIIl He Moxxe 3a0e3neunT
3axuct EJl 3a ymoBu HempaBoMmipHOi Moaudika-
il JokyMeHTa, To0to migpodku. Creranorpadiu-
Ha cucTeMa J03BOJsie BOymyBaTu IUGpOBi MaHi
OJTHOTO 00’€KTa B iHIIMH 1 BUJIy4aTH MPUXOBaHY
i opmartiro [7].

Hust Toro mo0 TpeNCTaBUTH CTPYKTYPY
CTETOCUCTEMH, HEOOXiAHO BBECTH Taki IO3Ha-
yenHs: Hexail C — nmudpose 300paxkenns, [IB3, /
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— 1mudpoBuil JOKYMEHT, B cTeHorpadii 300pa-
XKeHHs, B ske BOymoByerbcs LIB3, HazuBaroTh
KOHTEHepoM, K — 3allOBHEHMH KOHTEHHED.
[pouecu E, T, D — BiANOBIAHO MpoLiec BOYIOBY-
BaHH:A [IB3 B noKyMeHT, IepeTBOPEHHS 3all0BHE-
HOTO KoHTeiHepa i BumydeHHs LIB3. CrangaptHy
cXeMy creraHorpadiuHoi CHCTEMH MOXKHA TTOKa-
3aTH HACTYIHHUM YMHOM (pHC. 2).

I K K’ r
—> E > T > D|—>
A |
| v
c C

Puc. 2 Cxema creranorpadgiuHoi cucremu

IleperBopeHHs1 T 3alTOBHEHOTO KOHTEHHE-
pa K’ MOXKyTh BKIIOYATH MPOIECH: Tiepeada 1o
MepexKi, pisHoro poay araku Ha EJI, npyk Ta iH-
i [8]. OCHOBHOIO BIIACTUBICTIO CTEraHOCHCTEMHU
€ ONM3BKICTh 3HAYEHB MOPOKHBOTO 1 3aIIOBHEHO-
ro xonreitnepa I =~ K. Hacammepen, 1t ymoBa
Ma€ BUKOHYBAaTHCS JUIS TOTO, 00 Bi3yanbHO OyB
HenomiTHUM BOymoBanmii 1[B3 B EJI. Marema-
THYHY MOJIENb cTeraHorpadiuyHoi CUCTEMH MOX-
Ha mpenctaButd y BUriasmi ¢opmyn (1)-(3).
Crnioyatky BUKOHY€ThCs TeHepanis LIB3:

Z=F(R,K,I), (M

ne Z — MHOoxuHa MoxkiauBux 11B3, R — kmroui, K —
KoHTelHepH, / — npuxoBani naui, EJI.

[Ipontec BOynoByBanus LIB3 Z(m,n) y Bu-
X1THUN TUPPOBUI TOKYMEHT I(m,n):

I'(m,n) =1(m,n)® L(m,n)Z(m,n) p(m,n) (2)

ne L(m,n) — macka BOynoByBaHHs 1IB3, mo Bpa-
XOBY€ BIIACTUBOCTI 30pY JIIOJAMHHU 3 METOIO 3pO-
OuTH HenoMiTHUM BUKopucTanus L[B3, p(m,n) —
NPOEKTyBaJbHA (QYHKILIfA, $Ka 3aJIeKUTh Bif
KJtoua 1 Bignosimae 3a posmoxain 1[B3 mo mio-
HIMHI T(POBOTO JOKYMEHTA.

Omnepauis AeTeKTyBaHHS [ — BUSBIICHHS
IB3 B noxyMeHTi —ipeacTaBieHa (GOpMyIOL0:

1, axwo Z €

D([’,Z)=(I',F(1,R)):{0 ﬂKWOZHeMae}‘ v

MoxnuBocTi kpunrorpadii Bke BigoMi,
BOHA JaBHO MPOMIUIA MIJISX CBOTO CTAHOBJICHHS
i iCHYIOYl METOIM MOXYTh OYTH JIETKO aJanTo-
Bani jo 3amau CEJ[. Cyuacma xpunrorpadis
BKJIIOYAa€ Taki OCHOBHI PO3IITIH: aCHUMETPHYHI
CHCTEMH, CHMETPHYHI CHCTEeMH WIH(pYyBaHHS,
cuctemu EIIIl Ta xepyBanns kmodamu [9]. [Ho-
CUTh 4acTo Iy 3axucTy EJ] BUKOPHCTOBYIOTh
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CUMETPHUYHI CHUCTEMH, 10 SKMX MOXKHA BIIHECTH
IiICTAaHOBKH, IIepeCTaHOBKHU, TaMyBaHHs i 0J104-
Hi mudpu. OCHOBHI HampsMU BHUKOPHUCTAHHS
KpunrorpadivHAX METOJIB: mepeaada KoHdiaeH-
uiiiHoi iHgopmarnii B KaHanax 3B’sI3Ky, BCTAHOB-
JIEHHsI TIKCHOCTI TepeaHuX TOBiIOMIICHB, 30e-
pexenns iHdopMarii Ha Hocisx y 3ammudpora-
HOMy Burisiai. Kpunrorpadiss nae MOXIHBICTH
NEePEeTBOPUTH 1H(OpPMALI0O TAKUM YUHOM, IO il
NPOYUTAHHS MOXKJIMBE TUIBKU MPH 3HAHHI KITIOYA.

TlonoBauMm pexsizurom EJl € ELIT — atpu-
OyT, KM JO3BOJISIE HA OCHOBI KpUNTOrpadidHux
METOJ[iB BCTAHOBUTH aBTOPCTBO 1 mimicHicTh EJ]
[10]. Buxopucranns ELIl nae mMoxXmuBicTH 3a-
Oe3neunru:

1) xontpoins uimicHocti EJ] 3a ymoBu Oynb-
SIKOTO BUIT4JJKOBOTO Y HABMHCHOTO CIIOTBOPCH-
HS JOKYMEHTA, OCKIJIbKM MiJNMC CTaHe HEmiic-
HUM, TOMY IO BiH CTBOPEHHUH Ha OCHOBI IEp-
BUHHOTO CTaHy JOKyMEHTa 1 BIAINOBimae JwIiIe
Homy;

2) 3axuct Bifg pemaryBaHHs (Qanmbcudika-
uii) EJL;

3) rapaHTyBaHHS aBTOPCTBA 1 HEMOXIIU-
BICTh BiJIMOBH BiJl HbOTO; CTBOPUTH KOHKPETHHIA
€JIGKTPOHHUH MiAMUC MOXKHA, JHIIE BOJOAIIOYH
3aKpUTHM KIIOYEM, SIKHMH BiJIOMHI TiJIbKH Biac-
HUKOBI [11].

Cuctema ELII Bkmrouae mpouenypy ¢op-
MyBaHH 1 nepesipku mianucy. ELIT moxe cTBo-
pIOBaTHCS 32 CUMETPHYHOI0 ab0 3a acHuMeTpHy-
HOIO cxeMamu. KpiM 1pOro, iCHyIOTH TakoX H
1HIII pi3HOBHIM LU(POBOTrO MiANHCY, SIKI € MO-
qudikamisMd JIBOX OCHOBHUX cxeM. OCKIUIbKH
EJI MoxxyTh OyTH JOCTAaTHHO BEIUKUMHU, TO YaCTO
ENII naknanaeTbcs HE Ha caM JOKYMEHT, a Ha
foro xem. Xem OOYHUCIIOIOTH 3a JOINOMOIOO
KpunTorpadiuHux Xem-QyHKIIH, 10 TapaHTye
BUSIBJICHHS 3MiH Y JOKYMEHTI IpH NepeBipui M-
nucy. TexHonoris Bukopuctanns ELII nepenOa-
Yya€e eJICKTPOHHMI OOMIH JaHUMHU MiXK a0OHEHTa-
MU Mepexki. [l BiAmpaBHUKA 1 oTpUMyBaya re-
HepyeThCs Mapa KIIOYiB: BIAKPUTUHN 1 3aKPUTHH.
3akpuTHi K04 30epiraeThcsi y BiJNpaBHHKA B
TaEMHHII 1 BUKOPUCTOBYETHCSI HUM 3 METOI0 (pop-
myBanHs ELII. Binkputuii kimou Bizomuii oTpu-
MyBaueBi i mpu3HadyeHuid mns mepeBipku ELIL
nignucanoro EJI. Cuctema ELIIl Bkitouae mpo-
neaypy GopmyBaHHS MiANMUCy Ta HOTo mepeBip-
Ky. [Ipunnunosum momenTom y cucremi ELIII €
HeMouBicTh minpoOku ELIIT xopuctyBaya 0e3
BOJIOJIIHHSI CEKPETHHM KitodeM miamucy. Tomy
BO)XJIMBO TPUMAaTH KJIIOY B TAEMHHULI i 3abe3me-
yuTH HadiHui 3axuct Bix Hell [12].
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Besneka indopmanii npu ii nepenadi Bija-
KPUTHMH KaHajlaMH 3B’SI3Ky MOXKE 3a0e3redyBa-
TUCSI METOAAaMU SIK Kpunrorpadii, Tak i creraHo-
rpadii. IIpote, BpaxoByrOuH, IO KOICH 13 IMX
HanpsMiB Ha JaHOMY €Talli CBOI'O PO3BUTKY He
MOXE CaMOCTIHHO BHpIIIMTH BCi TNWTaHHS,
MoB’s13aHi 3 3axucToM iHdopmarii B CEJl, 3a6e3-
niedeHHs1 [b eleKTpOHHOT0 JOKYMEHTOO0O0ITy MOXK-
JIMBE JIMIIE B YMOBaX KOMILJIGKCHOTO BHKOPHC-
TaHHS KpunrtorpadidHux 1 creraHorpadiuHux
3ac00iB 3aXHUCTY.

BucHoBKH. Y BHCHOBKY MOXHa 3a3Ha4u-
TH, o npobnema Ib B CEJl mocriiiHo 3pocrana,
CTHMYJIIOIOYH TIPH I[bOMY TOIYK HOBUX METOJIIB
3axucty EJI. 3a0e3medyeHHst TOCTOBIpHOCTI 1 ra-
pantii aBTopcTBa EJ| € HeoOXimHOIO yMOBOIO
SAKICHOTO ()YHKIIIOHYBaHHSI COLIaNbHUX CTPYK-
Typ. OcHOBHOIO npryuHOIO nopymenHs Ib y cuc-
TeMax B)KE€ JIOBTMH 4ac 3aJIMILAETHCS OTPUMAaHHS
Hc/l no indopmauniiinux pecypciB. Sk oauH i3
BapiaHTIB KOHTpoio npaB goctyny g0 CEJl 3a-
MPOTNIOHOBAaHA MOJENb PO3MEKYBAaHHS JIOCTYITY
Take-Grant. Ockinbku aOCOTIOTHUH KOHTPOJb
JIOCTYIY B OUIBIIOCTI BHIAKIB € HEMOXIIMBUM,
TO BHpimeHHs npodnemu Oesnexu EJl mae nonat-
KOBO 3a0e3edyBaThCs 3aco0aMu 3axXUcTy iH(op-
mari.

OcobnuBa yBara 30cepekeHa Ha TaKuX
HampsiMax 3axucTy, K creraHorpadis Ta Kpui-
torpadis. s 3axucty aBTOPCbKHX IpaB, 3a0e3-
MEYCHHs IUIICHOCTI Ta JocToBipHOCTI EJ] BHKO-
pucroBytotbest L1IB3 Ta ELIIL Ilpore, nocmi-
JDKEHHSI JOBOJIUTD, IO HAa CY4acHOMY €Talli CBO-
ro po3ButTky edekruBHoro 3zaxucry EJl moxHa
JIOMOTTHCS JIWIIE 32 YMOBH KOMIUIEKCHOTO BHKO-
pucTaHHs 3aco0iB kpunrorpadii Ta creranorpa-
¢ii. IlocTynoBo Bxe BUHHMKAIOTh HOBi, TiOpUAHI
CHUCTEMH 3aXHUCTy iH(OpMaIIii.
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THE MAIN PROPERTIES OF ELECTRONIC DOCUMENT PROTECTION
FROM FALSIFICATIONS

In connection with the development of information technologies and computer data networks
the systems of electronic document management become widely implemented. However, an important
obstacle to the introduction of electronic documents has a number of issues related to the security of
information systems of electronic documents.

The tools of information protection in order to enhance the protection of electronic documents
have been researched. Achieving of this goal involves: the analysis of possible attacks on information
resources of electronic documents, the study of modern steganographic and cryptographic methods of
information security, the possibility of building of a comprehensive system of electronic documents
protection.

The existing mechanisms of information security can not fully solve a number of problems spe-
cific to electronic documents. Thus, it becomes relevant and contemporary task of research opportuni-
ties by means of methods and models for electronic documents protection, using advanced cryptogra-
phy and steganography tools.

The development of the system of electronic documents protection provides the following basic
steps:

1) the analysis of the basic properties and functions of electronic documents;

2) the classification of threats to information security;

3) the research of requirements for information security,

4) the identification and development of mechanisms to protect information.

Most attacks on information are carried out by means of unauthorized access to information re-
sources. In the article the model of access Take-Grant, whose rules allow to control the access to elec-
tronic documents, is considered. Since absolute control of the access to system resources is not possi-
ble, the protection of electronic documents can be used by means of cryptography and steganography.
Digital watermarks are used in documented information in order to copyright protection. By means of
cryptography one can protect the information through encryption or electronic digital signature. Elec-
tronic digital signature ensures the integrity of the document, the protection against forgery and guar-
antees authorship.

The safety of information during its transfer by open channels of communication can be pro-
vided by the methods of cryptography and steganography. However, given that none of these areas at
this stage of the development can not solve all issues related to the protection of information in the
systems of electronic document management, the providing of information security of electronic doc-
uments is possible only in the conditions of complex use of cryptography and steganography remedies.
The practical value of the study is the ability to use the results for further development of new and im-
provement of existing systems of electronic documents protection.

Keywords: electronic document, authenticity, steganography, digital watermark, electronic dig-
ital signature.
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