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Abstract. Given the increasing role of the Internet of Things and related low-resource devices, research into
hash functions that provide a high level of cryptographic strength with minimal hardware costs is relevant.
The aim of the study was to propose a hardware implementation of a new HDG hash function designed
for use in small devices in the form of a specialised processor in order to reduce the hardware costs of
implementation. The research methods included structural design of each functional block, digital modelling
in the Logisim-evolution environment, and synthesis on an ASIC platform using 0.18 um technology with the
standard UMCL18G212T3 library, as well as calculation of hardware complexity in Gate Equivalents. HDG
meets the requirements of low-resource cryptography thanks to its byte-oriented architecture, which allows
data processing at the level of individual bytes, ensuring high efficiency with limited memory resources and
computing capabilities of devices. The structure of a specialised processor for hashing was presented. The HDG
specialised processor is decomposed into four functional blocks, each of which implements a corresponding
function: a register block for storing intermediate hash values; a shift register with linear feedback, which
provides the generation of a pseudorandom sequence; a block for addition modulo 256 and a control block.
The simulation results confirmed the correctness of the structure of the specialised processor and the
interaction of its components. The calculated complexity of the HDG processor hardware implementation is
1,683 GE for calculating a 256-bit hash value, which meets the requirements of the international standard
ISO/IEC FDIS 29192 for low-resource cryptography. A comparison with hardware implementations of well-
known low-resource hash functions PHOTON, SPONGENT, S-Quark, GLUON, and HVH showed a reduction
in hardware costs of 15% or more. In some cases, the HDG processor demonstrated lower implementation
complexity for 256-bit hash values values of 256 bits compared to hash functions that provide calculations of
hash values of 224 or 160 bits, which indicates the effectiveness of the developed structure and the feasibility
of using such a specialised processor for devices with limited hardware resources
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INTRODUCTION

The rapid development of the Internet of Things (loT)
and the use of various mobile devices imposes a set
of requirements on cryptographic information protec-
tion measures, relating to the level of cryptographic
resistance, hardware implementation costs and ener-
gy consumption. To meet these requirements, a sepa-
rate branch of cryptography is being developed, known
as low-resource cryptography. Among cryptograph-
ic transformations, hash functions play a key role, as
they ensure the integrity of information. Therefore,
research aimed at implementing hardware data hash-
ing tools is particularly relevant. The use of modern
cryptographic hash functions faces problems of limited
memory and low computing power. One approach to
solving these problems is to create specialised hard-
ware that implements the data hashing function. The
ISO/IEC 29192-1:2012 (2012) standard sets out re-
quirements for low-resource cryptography devices.
According to the provisions of this standard, typical
requirements include ensuring a sufficient level of
cryptographic strength under conditions of limited chip
area, low device power consumption, and limited time
for cryptographic transformation. To compare the hard-
ware complexity of implementations, the standard pro-
vides for the use of a metric based on the number of
equivalent logic elements (Gate Equivalents, GE). This
indicator is a unified assessment of the microchip area,
which allows for a comparative analysis of implemen-
tations, regardless of the manufacturing technology
used. Hardware complexity, expressed in GE, is a key
parameter in the design of cryptographic primitives for
embedded systems and loT devices.

In recent studies on the hardware implementation
of low-resource hash functions, there has been active
development of both existing algorithms and new de-
signs focused on use in resource-constrained environ-
ments. The works of D.N. Gupta & R.Kumar (2021) and
S.Windarta et al. (2022) presented a comparative anal-
ysis of existing low-resource hash functions such as
HASH-ONE, QUARK, PHOTON, SPONGENT, and GLUON,
which are based on the “sponge” design. The com-
parison was made based on six parameters: security
level, hardware complexity, hash value size, through-
put, power consumption, and the number of cycles re-
quired for execution. SPONGENT-256 provides a hard-
ware complexity of 1,950 GE and the highest collision
resistance. The authors concluded that there is no
universal solution among the existing algorithms and
emphasised the need to develop a new hash function
that would provide an adequate level of security at low
hardware costs. In particular, the article by D.N. Gupta
& R. Kumar (2023) presented a flexible hardware im-
plementation of the DeeR-Hash function for loT, based
on a sponge structure with bitwise transformations.
DeeR-Hash supports output lengths of 88 and 160 bits
and has low hardware complexity - 984 GE for the
160-bit version. The authors noted its suitability for
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resource-constrained devices due to its high perfor-
mance and small chip area.

The article by S. Windarta et al. (2023) proposed
two new lightweight hash functions, ALIT-Hash and
TIUILIK-Hash, based on the Saturnin block cipher with
a modified S-block and an operation mode similar to
the Beetle sponge structure. The authors investigated
the hash functions for resistance to differential and
linear cryptanalysis and performed statistical testing
of the developed methods using NIST STS. Modelling
performed using Contiki-NG and the Cooja simulator
shows that the two developed hash functions demon-
strate better performance compared to PHOTON and
SPONGENT, measured by five indicators. A hardware im-
plementation of TJUILIK-Hash on the ATmega2560 mi-
crocontroller was proposed. The authors B. Widhiara et
al. (2023) also proposed a lightweight hash function
RM70 as an alternative to SPONGENT-88, which uses
an ARX-SPN type permutation and computes an 88-bit
hash.The researchers claimed that RM70 demonstrates
better processing time and lower memory consumption
compared to SPONGENT-88. The hash function was im-
plemented on the Arduino Uno R3 platform, without
providing an assessment of hardware complexity or
comparison with FPGA/ASIC implementations.

The work by Y.Huang et al.(2021) presented a family
of lightweight HVH hash functions based on a “sponge”
construction using the VH block cipher. The hash func-
tions support five hash length options ranging from 88
to 256 bits for different security levels and resource
constraints. The main focus of the study was to improve
the hashing speed, which for an 8-bit microcontroller
in RFID reaches 1.47 Mbit/s, which is 10 times higher
than SPONGENT-88 hashing. The study also presented
a hardware implementation for the TSMC 180 nm pro-
cess, where the total hardware complexity of HVH with
a hash length of 256 bits is 2,009 GE.

The study by PR. Lawhale et al. (2025) presented a
lightweight hash function for loT and big data, based
on bit permutations, linear transformations, and S-box-
es.The hardware implementation on FPGA showed high
results in terms of power consumption and throughput
with a hardware complexity of 2,378 logic resources
(LR). The authors emphasised the compliance of the
proposed solution with security standards and its suit-
ability for a wide range of loT applications. The article
by S. Khan et al. (2023) presented optimised hardware
implementations of the four finalists of the third round
of the NIST LWC competition: PHOTON-Beetle, Ascon,
Xoodyakand SPARKLE.The results showed thatthe PHO-
TON-Beetle implementation reduces the complexity of
the hardware implementation to 50% of the original
value. For Ascon and XOODYAK, an increase in through-
put was achieved. The SPARKLE hash function was
implemented for the first time using FPGA technology.

In the work of V.I. Seleznov & V.A. Luzhetskyi (2023),
the HDG (Hash Data Generator) hashing method was
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proposed, which takes into account the requirement
for low hardware costs for implementation while main-
taining the necessary level of security. The peculiarity
of this hashing method is that intermediate and final
hash values were calculated by adding data bytes at
positions determined by the symbol 1 in the code gen-
erated by a pseudorandom number generator, which is
why the authors called this approach to hashing “data
generator”. This byte-oriented approach to data hashing
does not require padding of the last data block when its
length is less than the specified block length. However,
the paper provided only a theoretical estimate of the
complexity of hardware implementation based on the
structure of the device without detailing the specifics
of the construction of individual blocks.

Among the hash functions considered, there are
hash functions that have a hash value length of less
than 128 bits and a hardware complexity of less
than 1,000 GE, which are only allowed for use in de-
vices with low security requirements. However, most
hash functions calculate hash values with a length of
128-256 bits. The complexity of the hardware imple-
mentation of such hash functions ranges from 2,000 to
3,000 GE. Therefore, there is a need for hash functions
with a hardware complexity of less than 2,000 GE for
hash values with a length of 256 bits. The aim of the
study was to reduce the hardware costs of implement-
ing hash functions by developing a specialised proces-
sor structure that implements the HDG hash function.

MATERIALS AND METHODS

The HDG hashing function proposed in the work of
V.. Seleznov & V.A. Luzhetskyi (2023) implemented
a byte-oriented model based on a modified Merkle-
Demgard iterative structure. The peculiarity of the HDG
function lies in the use of the “data-generator” hashing
approach, according to which the hash value is calcu-
lated based on the input data, using the simplest arith-
metic operations, a control pseudorandom sequence
generated by a specialised generator. The message M
to be hashed is presented as a sequence of L bytes:

M={m,m,...,m]}. (1)

The initial hash value h, is represented as a se-
quence of k=1/8 bytes, where [ is the length of the hash
value in bits:

h,={h,0

) 01:'

ohy oo Q)

The process of calculating intermediate hash values is
provided by the compression function f. Each intermediate
hash value h={h, , h.,,....h, ,} is calculated based on the
previous h and the current value of the message byte m.
For each value , the compression function implements an
iterative process consisting of the following steps: gener-
ating pseudo-random bits g, for each j from O to; k-1 cal-
culating the intermediate hash value h. using the formula:

h,=h,_,,+m-g, ., )mod256. (3)

The final hash value of the message h={h , h, ,,
- h, .} is calculated as a result of executing the com-
pression function f for the last byte of data M. To meet
the requirements of low-resource cryptography, the de-
scribed hash function is implemented in the form of a
specialised processor (HDG processor). This processor
is integrated into the computer system by connecting
to the central processor. The system’s central proces-
sor stores and forms the sequence of bytes of the input
message for hashing. The HDG processor performs all
arithmetic operations necessary for calculating hash
values and stores intermediate hash values. The design
of the specialised processor is based on the mathemat-
ical apparatus of digital automata theory. It consists
of two key components: an operational automaton re-
sponsible for performing calculations and a control au-
tomaton that coordinates the sequence of operations
performed (Harris & Harris, 2021). The complexity of
implementing the hash function requires the decompo-
sition of the operational automaton into blocks, each of
which performs a specific set of functions, which avoids
excessive complexity of the structure and increases the
efficiency of data processing.

To verify the correct functioning of the specialised
processor, the Logisim-evolution (n.d.) simulation envi-
ronment was used, which allows the logical structure of
the device to be created and verified at the level of the
simplest elements and functional blocks, providing the
ability to analyse in detail the operation of each block
and their interaction. The use of modelling tools made
it possible to evaluate the correctness of the device’s
operation and determine its hardware complexity even
before the physical implementation stage. The hard-
ware implementation of the developed HDG processor
is planned on an ASIC platform using 0.18 uym tech-
nology and the UMCL18G212T3 library (Virtual Silicon
Inc, 2004). The hardware complexity of the HDG proces-
sor was calculated in GE units. The research consisted
of three main stages: development of structural com-
ponents of the specialised HDG processor; modelling
of individual components and the specialised processor
as a whole in the Logisim-evolution environment; cal-
culation of the hardware complexity of the HDG proces-
sor in conventional units (GE).

RESULTS AND DISCUSSION

Based on the characteristics of the HDG hash function,
the structure of the specialised processor is represented
as a set of four components: a block of registers (BRG)
for storing intermediate hash values; a pseudorandom
sequence generator implemented as a linear feed-
back shift register (LFSR); a modulo 256 addition block
(ADDB); a control block (CB) that communicates with
the central processor, implements the initialisation pro-
cess and controls the data hashing device. The structur-
al diagram of the HDG processor is shown in Figure 1.
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Figure 1. Block diagram of a specialised processor
Source: developed by the authors

The interaction between the HDG processor and
the central processor takes place via a data exchange
bus. The input bus provides byte-by-byte data input for
hashing, while the output bus is used to transfer the
hashing result of the processed data. The input signals
of the HDG processor are clock signals and other control
signals. The BRG block consists of 32 serially connected
eight-bit registers that store intermediate hash values
of 256 bits in length and are connected to data buses.
By using a control input, the block provides the ability
to set the initial state of the registers, which is the in-
itial hash value. In the case of a keyless hash function,
this initial state is known. If a keyed hash function is
implemented, the initial state is a secret key.

The LFSR block is responsible for generating pseu-
do-random values. The LFSR is based on a 32-bit shift
register with linear feedback of maximum period. The
output signal of the LFSR is a generated pseudo-ran-
dom bit g, which is then fed to the ADDB block. The

BRG1

V. Luzhetskyi & V. Seleznov

LFSR also uses a separate control signal to initialise
the initial state of the register. The ADDB block per-
forms the addition operation modulo 256 of two 8-bit
numbers. ADDB consists of eight 1-bit adders and eight
AND logic elements, which together implement the op-
eration described by formula (1). Unlike other blocks,
ADDB does not require clock signals to operate. The
CB block provides initialisation and synchronisation
of other blocks. It consists of a five-bit counter and an
RS flip-flop. Based on the control signal, the CB block
sets the counter to zero and, during the next 32 cycles,
controls the recording of the initial states of the BRG
block registers and the LFSR register. After initialisation
is complete, the device enters the hash value calcula-
tion mode. The HDG processor and its components are
presented in the form of models:
HDG={D,R,S,Y, X}, 4)
where D is the set of input signals received by the de-
vice; R is the set of output signals resulting from hash-
ing; S is the set of internal states used to store inter-
mediate results during the execution of operations; Y'is
the set of operations performed by the device; X is the
set of logical conditions. The set of input signals D in-
cludes: data bytes m. to be hashed, bits S that make up
the initial state of the LFSR register. The set of output
signals R includes the hashing result H. Among the in-
ternal states S of the device are: S, - the state values
of the BRG block registers; S, .., - the state of the LFSR;
Sc — the state of the CB block components. The set Y'in-
cludes the following operations: synchronisation (clock
signal clk0); initialisation of the initial state of the HDG
processor and its components (signal rst); cumulative
addition ADD. The model of the hardware device that
implements the HDG hash function is shown in Figure 2.

rg_in H L 4 @H
clk1
rst1
| BRG_____| Orst2
mi E
LFSR1
clk1 g
rst1
sofql S0
ADDB1
rsto f = 1 CB1
rst0 ClKT et
stop E stop rst2
clk0 rst1
clko | )

Figure 2. HDG processor model

Source: developed by the authors

Thus, the HDG processor model is described by the
following set of sets.
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1. Set of input signals D={ m, S }.
2. Set of output signals R={H}.
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3.Set of internal states S={S_.., S, ;s S5}

4. Set of operations Y={clk,, rst,, ADD}.

5. Set of logical conditions X={ x,, x,}, where: x, -
condition that rst,=1; x, - condition that stop=1.

The LFSR block is a 32-bit shift register with
linear feedback, the diagram of which is shown in
Figure 3,and the algorithm of its operation is shown
in Figure 4.

clk1 [k
o1} D32 | b3

SOEI-I
MU.

Figure 3. Fragment of the LFSR block model

Source: developed by the authors

Thus, the LFSR block model is described by the fol-
lowing set of sets.
1. Set of input signals D = {S }.

2. Set of output signals R = {g}.
3.Set of internal states S={D,... D,,}.
4. Set of operations Y = {clk,, rst,, y,, ¥,}.

r

LFSR =R1
LFSR D32:= So

yes/sh} no

yes 0 no

LFSR =R1 LFSR

LFSR:=LFSR*0xA3000000

LFSR =R1
LFSR D3:=0

Figure 4. LFSR block operation algorithm

Source: developed by the authors

It consists of 32 D-triggers D,, - D,, where each
trigger is responsible for storing one bit of state. A 2-in-
1 multiplexer (MUX) is connected to the input of trigger
D,,,and an AND logic element is connected to the out-
put of D,, to which the inverted value of the rst, signal
is supplied through another input. When the rst, signal
is 1, the multiplexer transmits S signals to the input of
trigger D,, to initialise the initial state of the LFSR, and
the AND element breaks the feedback from the output
of trigger D, by forming g=0. If the rst, signal is O, the
multiplexer restores the connection from the output of
the AND element to trigger D,,, and the AND element
restores the feedback to the XOR elements connected
to the inputs of the D-triggers, the numbers of which
are determined by a primitive polynomial:

P(X)=x32+ x30+ x26 + x5 + 1, (5)
The presented configuration provides minimal

hardware costs for implementing a shift register
with linear feedback and a maximum period of the

pseudorandom sequence 232-1 (Ward & Molteno, 2012).
The input signals D of the LFSR block include: bit S, (32
bits S, constitute the initial state of the LFSR register).
The initial state of the LFSR is the secret key code in
the case of a key hash function or a cryptographic salt,
which provides an additional level of cryptographic
resistance in the case of a keyless hash function. The
output signal of the block is a pseudorandom bit g.
Among the internal states S of the LFSR block are the
values of the D-flip-flops (D,... D,,). The set Y includes
the following operations: synchronisation (clock signal
clk,); initialisation of the initial state of the LFSR HDG
processor and its components (signal rst,); writing to a
register with feedback (operation y,) and writing with-
out feedback (operation y,).

The BRG block consists of 32 eight-bit registers
Rg, - Rg,, connected in series, where each register is
responsible for storing eight bits of state. An eight-bit
AND logic element is connected to the output of regis-
ter Rg,,, to the other input of which the inverted value
of the rst, signal is supplied, as shown in Figure 5.
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Figure 5. Fragment of the BRG block model

Source: developed by the authors

When rst, =1, the AND element provides the BRG
block output signal H=0, which is necessary to set the
initial state of the BRG block. Setting the initial state
of BRG consists of sequentially writing the bytes of
the initial hash value H; to the block registers. The H,
bytes are sent to the HDG processor as an input signal

Start

m. through the ADDB block, where they are added with
zero bytes (output signal H=0 of the BRG block) and
written to the BRG block (signal rg_in). If rst, =0, then
the AND element ensures the transmission of the sig-
nal H=Rg,,. All these actions are reflected in the BRG
block operation algorithm shown in Figure 6.

)

yes rst1 =17 no
H=0 es no
|
BRG= R1 BRG BRG:=R1 BRG BRG = R1 BRG
Rgi:=m; + H Rgi:=Rgs; + mi Rg1:=Rgs:

A 4
A

Figure 6. BRG block operation algorithm

Source: developed by the authors

The set of input signals D of the BRG block includes
the rg_in byte. The output signal of the block is the H byte
(the first 32 bytes H, form an intermediate hash value,
and the last 32 bytes H are the result of hashing). Among
the internal states S of the BRG block are the values of
the eight-bit registers (Rg,... Rg,,). The set Y includes the
following operations: synchronisation (clock signal clk,);
initialisation of the BRG initial state (signal rst,).

Thus, the model of the BRG block included in the
HDG processor is described by the following set of sets.

1. Set of input signals D={rg_in}.

2. Set of output signals R={H}.

3.Set of internal states S={Rg,... Rg,,}.

4. Set of operations Y={clk,, rst,}.

The ADDB block performs the addition of values
A and B. ADDB is an 8-bit combinational adder with
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additional control of operand B, as shown in Figure 7.
Operands A and B are 8-bit binary codes. Operand B
is the current byte of the input message mi, and op-
erand A is the output byte from the output of register
Rg,, of the BRG block. The ADDB block has two control
signals (signals rst, and g) that are fed to the inputs of
the OR element. The value of the g signal is a pseu-
do-random bit coming from the LFSR block. The value
rst, =1 corresponds to the initialisation process of the
BRG and LFSR blocks, during which g=0 (provided by
the control in the LFSR block), the zero code is sup-
plied as operand A (provided by the control in the BRG
block), therefore Sum =B. When rst, =0, operand B is
controlled by signal g. If g=1, then operand B is sent
to the ADDB input. Otherwise, a zero code will be sent
instead of operand B.
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Figure 7. ADDB block model

Source: developed by the authors

The CB block controls the data hashing process
and interacts with the central processor. Among the
input signals D of the CB block, the clock signal clk,,
signals rst, and stop are described above for the HDG
processor. The set of output signals of the block in-
cludes the clk, clock signal, the rst, signal, whose
change indicates the completion of hashing of the
i-th byte of data by the HDG processor, and rst,, which
controls other blocks. The internal state of the S,

Counterl

the triggers to the unit state (SET, and SET, ), set-
ting the triggers and counter to the zero state (RESE-
T, RESET, Ta RESET_ ., respectively),and the INC
counting operation.

The model of the CB block shown in Figure 8 is
described by a set of sets.

1. Set of input signals D ={clk, rst, stop}.

2. Set of output signals R={clk,, rst,, rst,}.

3.Set of internal states S={S__ ., S0 St}

and the states of the S, _, S, ; flip-flops are included in 4. Set of operations Y = {SET_,, SET, , RESET,,
the set S of block CB.The main operations are setting ~ RESET,,RESET _ ., INC}.
Dclk1
Counter1
CTR5
13 th’|1 load]
M2 [count] _
L s O
¢ - %’i'?/cs
= C
16D 1N\,
15D y
cl py '_'@I’Stz
- .60 .
rstoll L Rs0 ieD '
c=a Rs1
stop:P S ssQ @rst1
| - R
clko = . b P

Figure 8. Model to CB block

Source: developed by the authors

The CB block operation algorithm is shown in
Figure 9.The block initialisation begins with the rst,
signal, which sets the Rs; trigger to the unit state,
thanks to which the clk, clock signals begin to be re-
ceived by the block. In addition, the Rs, flip-flop is
set to the one state, and the Counterl counter is set
to the initial zero state and starts counting. Thanks

%

to the Rs, flip-flop, the rst, signal acquires a con-
stant one value for 32 cycles, which allows the BRG
and LFSR blocks to be initialised (Fig. 2). When the
counter state reaches code 11111, a rst, =1 signal
is generated, which sets Rs, to zero, which in turn
completes the initialisation mode. After initialisa-
tion is complete, the device enters the hash value
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calculation mode. When the hashing of the entire
message is complete, the central processor sends 32
bytes of zero values to the HDG processor to read the
hashing result, and then sends a stop =1 signal to
complete the operation, which sets the Rs, flip-flop
to zero, stopping the formation of clk, clock signals.

©

no no

yes yes

count:=0 Rso:=0

\ 4

es
Rso=1? Y 2

count:=count +1

no
End

yes

Rsi=0
é
Figure 9. Algorithm of the CB block operation
Source: developed by the authors

The results of modelling using the Logisim-evo-
lution environment confirmed the correctness of the
logical structure of the specialised processor and the
interaction of its components in accordance with the
given algorithms. The developed models were used
to calculate the hardware complexity of each com-
ponent and the HDG processor as a whole. The total
hardware complexity of the HDG processor was calcu-
lated using the formula:

S

HDG

=S

BRG

+S

LFSR

+S +S_ 6)

ADDB B

where S, - complexity of the BRG block; S, ., - com-
plexity of the LFSR pseudorandom number generator;
complexity of the ADDB addition block; S, ., - com-
plexity of the CB control block. The BRG consists of 32
registers, each of which consists of eight D Flip flops,
eight NAND elements and one NOT element, so the to-

tal complexity of the block is;

V. Luzhetskyi & V. Seleznov

Syee=328-D+8NAND+NOT. 7)

The LFSR consists of 4 XOR elements, 32 D-triggers,
a 2-in-1 MUX multiplexer, one NOT and one AND ele-
ment, therefore:

S, o =4XOR+32-D+MUX+NOT+AND. (8)

LFSR

The ADDB block consists of 8 AND elements, one
OR element, and 8 single-bit adders, each of which, in
turn, consists of two AND elements, one OR element,
and two XOR elements:

S

ADDB

=8AND+OR+8 (2AND+OR+2XOR).  (9)

The CB control module consists of two RS triggers,
one AND element and a 5-bit counter. The RS trigger
consists of 2 NAND elements. The controlled 5-bit
counter consists of 4 AND elements and 5 D triggers.
Complexity of the CB module:

Scz=4NAND+5D+5AND. (10)

Based on formulas (7-10), the hardware complexity

is as follows:

S,pe= 293D+ 2NOT+ 29AND + 10NAND + 9OR +
+20XO0R + MUX. (11)

The complexity of implementing an HDG processor
that calculates 256-bit hash values on a microchip us-
ing 0.18 ym technology and the UMCL18G212T3 library
in GE conventional units: D=5.33; NOT=0.67; NAND=1;
AND =1.33; OR=1.33; MUX =2.33; XOR = 2.67. Based
on this, the resulting complexity for the HDG-processor
implementation is:

S,pe=1,683GE. (12)

To compare the obtained estimate of the complexity
of the hardware implementation of the HDG hash func-
tion, Table 1 shows estimates for known low-resource
hash functions. Although the ISO/IEC 29192 standard
allows the use of hash functions that generate hash
values ranging from 80 to 256 bits for low-resource
applications, there has been a recent trend towards
higher bit-length hash values, namely up to 256 bits.
Therefore, Table 1 lists the PHOTON, S-Quark, SPON-
GENT, and HVH hash functions, which generate output
hash values with a length of 224 and 256 bits. At the
same time, for the sake of completeness, functions with
shorter hash values (160-224 bits), such as DeeR-Hash,
Hash-One and GLUON, were also included.

Table 1. Hardware complexity of hashing devices

Hash function Structure Hash value length, bits Hardware complexity, GE
DeeR-Hash Sponge-based 160 984
Hash-One Sponge-based 160 1,006
D-Quark 176 1,702
Sponge-based + NFSR
S-Quark 256 2,296
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Continued Table 1.

Hash function Structure Hash value length, bits Hardware complexity, GE

224 1,736

PHOTON Sponge-based
256 2,177
224 1,728

SPONGENT Sponge-based
256 1,950
160 2,800

GLUON Sponge-based
224 4,724
Sponge-based + block cipher 224 1,769

HVH

VH 256 2,009

Source: developed by the authors based on Y. Huang et al. (2021), S. Windarta et al. (2022), D.N. Gupta & R.Kumar (2023)

The PHOTON hash function proposed in the study
by J. Guo et al. (2011) uses a sponge-type design with
an AES-like internal permutation structure. PHOTON
requires 2,177 GEs to compute 256-bit hash values.
Each round of permutation uses operations based
on S-blocks, bitwise addition of constants, cyclic row
shifts, and linear column transformations. Compared
to HDG, PHOTON has a more complex structure be-
cause it uses a classic cryptographic symmetric design
with substitution tables. J.P. Aumasson et al. (2010)
developed the D-Quark and S-Quark hash functions,
which are also based on the “sponge” design, but un-
like PHOTON, they use shift registers as their core.
S-Quark uses three shift registers: two non-linear
NFSRs and one linear LFSR, which provides bitwise
processing without the use of substitution tables or
matrices. Compared to HDG, which also uses register
generation, S-Quark is limited to logical operations
only. Unlike PHOTON, where the construction is based
on S-blocks and linear transformations, transforma-
tions in S-Quark are implemented using a combina-
tion of gates. However, as the length of the hash value
increases, the logic of registers and combined func-
tions becomes more complex, leading to an increase
in logical depth and, accordingly, to a more complex
and slower hardware implementation.

As noted in the works of C. Manifavas et al. (2014)
and I. EL Gaabouri et al. (2022), for implementa-
tion on devices with very low resources (e.g., 4-bit
microcontrollers), hardware complexity of up to
1,000 GE is considered acceptable, and for more gen-
eral loT platforms, implementations of up to 2,000-
3,000 GE are acceptable. A separate section of the
ISO/IEC 29192-5:2016 (2016) standard defines require-
ments for hash functions intended for use in environ-
ments with limited computing and energy resources.
The key criterion here is to ensure cryptographic re-
sistance to collisions and attacks on the first prototype
with minimal hardware costs. The minimum acceptable
hash length is considered to be 80 bits, while ensuring
a basic level of collision resistance of 240 operations,
which is satisfactory for typical applications in the loT
environment. At the same time, given the growth in
the computing capabilities of potential attackers and

the increasing requirements for long-term security,
modern scientific publications note a trend towards
a gradual transition to hash functions with an output
length of 256 bits, even in low-resource implemen-
tations (Bogdanov et al., 2013; Buchanan et al., 2017,
Seleznov, 2023). This approach allows for collision re-
sistance at the level of 2128 attempts, which is critical
for secure systems with long lifecycles or high require-
ments for data confidentiality and integrity.

H. Martin et al. (2017) proposed a low-resource
implementation of the Tav-128 hash function for
use in RFID tags and sensor nodes. Tav-128 is based
on the classic Merkle-Demgard design proposed in
[. Damgdrd (1989) and R.C. Merkle (1990). The study
presented three variants of the ASIC hardware imple-
mentation of this function, optimised to minimise area,
maximise throughput, and achieve a balance between
these parameters. The smallest area implementation
of Tav-128 occupies 3,194 GE, which exceeds the au-
thors’ initial estimate (2,578 GE) due to the complexity
of the control logic.A.Bogdanov et al. (2013) developed
the SPONGENT hash function, which also implements
a “sponge” structure with internal permutation based
on the low-resource block cipher PRESENT. The main
transformations are 4-bit S-boxes, bitwise permuta-
tions, and bitwise XOR operations, which makes SPON-
GENT similar to PHOTON. At the same time, unlike PHO-
TON, the authors use bitwise permutations as a linear
diffusion transformation, which reduces the complexity
of hardware implementation but worsens the diffusion
properties. Research by D.N. Gupta & R. Kumar (2021)
showed the possibility of implementing SPONGENT
with a hardware complexity of 1,950 GE, which is one
of the best indicators for 256-bit hashing.

The GLUON hash function calculates hash values
based on a combination of Feedback with Carry Shift
Registers (FCSR) and simple logic. As shown by re-
search by D.N. Gupta & R.Kumar (2021), this structure
allows for high entropy, but the authors only propose
a hardware implementation, which provides faster
hashing but comes with significant hardware costs:
GLUON implementation requires 2,800 to 4,700 GE.
Hash-One, developed by P.M. Mukundan et al. (2016),
similar to the S-Quark hash function, implements a
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“sponge” design with two non-linear feedback shift
registers (NFSR). In addition, Boolean functions (P,
Qf, Lf) implemented exclusively using NAND gates are
used as the main transformations. This allows for a
hardware complexity of 1,006 GE to calculate 160-bit
hash values. Unlike HDG, which uses a pseudorandom
bit generator to control bytewise addition operations,
Hash-One relies on fixed state update logic via NFSR.
In turn, DeeR-Hash, presented by D.N. Gupta & R. Ku-
mar (2023), also uses two NFSRs and additionally in-
troduces one LFSR to increase diffusion. Both func-
tions have a similar structure and implement state
updates through Boolean functions, but DeeR-Hash
uses a dynamic scheme for selecting variables from
arrays, which allows for optimising the logic. A system
of multiplexers and configuration arrays is used to
select positions, forming updates with a minimal set
of logic elements. Thanks to this, DeeR-Hash provides
160-bit hash value calculations with a hardware com-
plexity of 984 GE. Proposed by Y. Huang et al. (2021),
the HVH hash function implements a “sponge” design
based on the lightweight VH block cipher with a block
size of 64 bits.VH is constructed as a substitution-per-
mutation network (SPN) that determines the nature
of transformations during hashing. HVH supports five
hash length options: 88, 128, 160, 224, and 256 bits,
allowing it to be adapted to various resource-con-
strained scenarios. The authors estimate the complex-
ity of the hardware implementation of HVH for 256-
bit hash values at 2,009 GE, which is on par with the
SPONGENT hash function.

Comparing the structural characteristics of all the
hash functions considered, it can be noted that PHO-
TON, SPONGENT, and HVH use either AES-like transfor-
mations or block ciphers with S-blocks, which increases
the complexity of the logic. On the other hand, GLUON,
Quark, HASH-ONE, and DeeR-Hash, like HDG, are fo-
cused on using shift registers, bitwise operations, and
simple logical functions. A common feature of all the
hash functions studied is the use of a “sponge” con-
struction or its modifications, except for HDG, which
does not involve absorption and squeezing procedures,
but instead implements the classic Merkle-Demgard it-
erative construction for forming hash values. Thus, the
proposed HDG processor has a hardware complexity of
1,683 GE for a hash value length of 256 bits, which is
the lowest complexity among all the low-resource hash
functions considered. A comparative analysis of hard-
ware complexities also showed that in some cases, the
HDG processor is simpler than hardware devices that
generate hash values of smaller bit lengths, in particu-
lar for the GLUON (160 bits), D-Quark (176 bits) and
PHOTON (224 bits) hash functions.

CONCLUSIONS

The article presented the hardware implementa-
tion of the HDG hash function in the form of a spe-
cialised processor designed for use in low-resource
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devices thanks to its simple byte-oriented architec-
ture, which ensures efficient data processing at the
level of individual bytes. The development took into
account the requirements for minimising hardware
costs, simplicity of logic and ensuring an adequate
level of cryptographic strength in accordance with the
ISO/IEC 29192 standard. The proposed structure of the
HDG processor for hashing was decomposed into four
main modules: BRG, LFSR, ADDB, and a CB. Detailed
design of each of the blocks allowed formalising the
functional logic of the processor, adapted for digital
implementation. The processor and its components
were modelled in the Logisim-evolution environment,
which allowed confirming the correct operation of
the HDG processor and its compliance with the stated
functional requirements.

During the modelling process, it was confirmed
that the HDG processor correctly performs the algo-
rithmically defined sequence of hashing operations and
generates the expected hash value for the test input
data, which indicates the functional consistency of the
implemented hardware logic with the basic specifica-
tion of the algorithm. The results of the hardware com-
plexity analysis showed that the implementation of
the HDG processor for calculating 256-bit hash values
requires 1,683 GE, which meets the requirements for
low-resource cryptography and indicates the possibility
of using the HDG processor in environments with re-
strictions on hardware complexity.

A comparative assessment with hardware imple-
mentations of known hash functions, in particular PHO-
TON, SPONGENT, S-Quark, GLUON and HVH, showed
that the proposed implementation provides a reduction
in hardware costs of 15% or more, depending on the se-
lected analogue function. In some cases, the HDG pro-
cessor implementation even provides lower hardware
complexity when generating a 256-bit hash than some
known functions that work with shorter hash values,
such as 224 or 160 bits, which demonstrates the effec-
tiveness of the design underlying the HDG processor.
This level of optimisation was achieved by using only
elementary logical and arithmetic operations without
involving complex nonlinear transformations. Thus, the
developed HDG processor is suitable for use in devices
with limited hardware resources and can be the basis
for further research in the field of low-resource cryp-
tography. It is promising to study the possibility of im-
proving the architecture of the HDG processor for effec-
tive implementation using FPGA technology.
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AHoTauig. 3 orngay Ha 3poCTaHHA poni IHTepHeTy peyei Ta NOB'A3aHUX i3 HUM ManopecypcHUX NPUCTPOIB,
[OCNifXeHHs rew-dyHKLiN, Wo 3abe3neyyoTb BUCOKMI piBeHb KpUNTOrpadivyHoi CTINKOCTi 3 MiHIManbHUMMU
anapaTHUMK BUTPaTaMMu, € aKTyaNbHUM. MeToto focnigxeHHs 6yno 3anponoHyBaTH anapaTHy peanisalito HOBOI
rew-@yHkuii HDG, npu3HaveHoi 0n9 3aCTOCYyBaHHS B Manux NpucTposx, y BUrAsSAI cneuianisoBaHoro npouecopa 3
METOI0 3MEHLUEHHSN anapaTHUX BUTPAT Ha peanizauito. MeToau fOCNiIKEHHS BKKOYANN CTPYKTYPHE NPOEKTYBaHHS
KOXHOT0o (yHKLioHanbHOro 610Ky, LMppoBe MoaeNntoBaHHSA B cepepoBuui Logisim-evolution Ta cMHTE3 Ha
ASIC-nnatdopMi 3a TexHonorieto 0,18 ym 3 BUKOPUCTAHHAM CTaHAapTHOI 6ibniotekn UMCL18G212T3, a Takox
pO3paxyHOK anapaTHOi CKNaAHOCTI B yMOBHUX oamnHuusax Gate Equivalents. HDG BignoBigae BuMoram ManopecypcHoi
KpunTorpadii 3aBAsKM CBOi BAaNTOPIEHTOBAHIN apXiTEKTYpi, WO A03B0NSE 0OpOOKY AAHUX HA PiBHI OKpeMUX
6aniTiB, 3ab€3neuyoum BUCOKY ePEKTUBHICTb 32 0OMEXeHMX pecypciB NaMaTi Ta 064MCNOBANbHUX MOXIMBOCTEN
npucTpois. [peacrtaBneHo CTPyKTypy CreLianizoBaHOro npouecopa Aas rewysaHHs. 34iMCHEHO AEKOMMNO3ULi0
cneuianizoaHoro npouecopa HDG Ha 4oTupu dyHKUiOHaNbHI BN10KKU, KOXEH i3 AKMX peani3ye BianoBigHY
dyHKUi0: 610K pericTpiB Ang 36epiraHHA NPOMIXKHUX rel-3HavyeHb; PericTp 3CyBY 3 NiHIKHUM 3BOPOTHWMM 3BI3KOM,
o 3abe3neyvye reHepyBaHHs NCEBAOBMNAAKOBOI NOCNIAOBHOCTI; 610K AoAaBaHHS 3a MoayneM 256 1a 6nok
KepyBaHHS. Pe3ynbTaT MoLentoBaHHS NiATBEPANIN KOPEKTHICTb CTPYKTYpU CneLianizoBaHoro npouecopa Ta
B33€EMOAIi oro koMnoHeHTiB. O6paxoBaHa CKNALHICTb anapaTHoi peanizauii HDG-npouecopa ctaHoeutb 1 683 GE
ang obumMcneHHs 256-6iTHOrO relw-3HavYeHHs, Wo BiANOBiAAE BUMOraM MixkHapoaHoro ctaHzapty ISO/IEC FDIS
29192 nna manopecypcHoi kpuntorpadii. [opiBHAHHSA 3 anapaTHUMKU peani3auiaMu BiLOMUX ManopecypcHUX
rew-dyHkuin PHOTON, SPONGENT, S-Quark, GLUON Ta HVH nokasano 3HumxeHHs anapaTHux BUTpaT Ha 15 % i GinbLue.
B okpemux Bunagkax HDG-npouecop AeMOHCTPYE MeHLWY CKAAAHICTb peani3auii s rew-3Ha4yeHHs OBXMHOK
256 6iT NopiBHAHO 3 rew-@yHKLiaMuU, Lo 3a6e3neyvyoTb 06YMCIEHHS rell-3HaYeHHs [OBXMHOW 224 abo 160 6iT,
L0 CBiAYNTb NPO edeKTUBHICTb pO3p0bIeHOT CTPYKTYpPUY Ta AOLINbHICTb BUKOPUCTAHHS TAaKOro CnewianizoBaHoro
npouecopa Ans NpUCTPOiB 3 0OMeEXeHNMM anapaTHUMKM pecypcamu

KniouoBi cnoBa: anapaTtHuit 3acib; cneuianizoBaHuit npouecop; ManopecypcHa Kpuntorpadis; MeToq, reluyBaHHS;
anapaTHa CKNAaHICTb
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Abstract. The purpose of this study was to establish quantitative parameters for emotional state detection
through comprehensive analysis of electroencephalography (EEG) signal characteristics integrated with
synchronised biometric indicators, enhancing recognition accuracy. The study examined the incorporation of
multimodal biometric data into an information system for an extensive analysis of emotional states derived
from EEG. A unique methodology integrating input from various sensory systems was offered to improve the
precision of emotion recognition. The analysis focused on EEG processing techniques and the integration of
data from additional biometric channels, including facial expressions, heart rate, and galvanic skin response.
The algorithmic and technological facets of system creation were examined, alongside experimental study
findings that validated its efficacy. Special emphasis was placed on the system’s flexibility to diverse operational
situations. The algorithmic and technological aspects of system development were analysed alongside the
results of experimental studies that confirmed the efficiency of such systems. Multimodal emotion recognition
systems held significant potential for application in various fields, particularly in the evaluation of mental
health, the diagnosis of emotional states, adaptive education, and the creation of systems for advanced
human-machine interaction. Special attention was given to the adaptability of these systems to diverse
operational contexts and their capacity to integrate diverse biometric modalities. These integrations enhanced
the robustness and reliability of emotion detection. Additionally, advancements in machine learning, particularly
deep neural networks, facilitated the comprehensive analysis and synchronisation of multimodal data, enabling
these systems to capture the nuances of emotional states with high precision

Keywords: affective computing; physiological signals; neural network analysis; biosignal processing;
human-computer interaction

INTRODUCTION

The accelerated advancement of information tech-  2010-2020s, electroencephalographic (EEG) studies
nology and biometric systems facilitated the precise = demonstrated significant potential for analysing the
determination of human emotional states. During the  neurophysiological correlates of emotions by recording
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electrical activity in the brain. In the fundamental re-
search, W. Li et al. (2021) found that EEG signals con-
tained specific activity features that corresponded to
different emotional states and reactions. Subtle chang-
es in brain activity associated with emotional process-
es were detected by analysing the frequency and time
characteristics of the EEG. S.M. Alarcao & M.J. Fonse-
ca (2019) conducted a broad review of emotion recog-
nition methods based on EEG signals, which confirmed
the prospects of this field of research.

At the same time, the use of EEG data alone had
certain limitations due to the complexity and varia-
bility of neurophysiological processes, recording arte-
facts, and individual characteristics of brain electrical
activity. Studies by J. Yu et al. (2022) showed that the
presence of artefacts could significantly reduce the
accuracy of emotional state classification. A compre-
hensive analysis of emotions required considering the
autonomic, behavioural, and expressive components
of emotional reactions. N. Halim et al. (2022) demon-
strated that the inclusion of additional physiological
indicators could significantly improve the reliability
of recognising emotional states. The development of
effective methods for integrating and synchronising
multimodal biometric data into a single information
system remained an urgent problem.

P.Kumar et al.(2019) emphasised the need to create
reliable algorithms for signal fusion and the extraction
of informative features from multimodal data. Advanced
machine learning methods, in particular deep neural
networks, opened new opportunities for comprehensive
analysis of biometric indicators. However, the optimal
architecture of such systems and model training meth-
ods required further research. One of the priority areas
of development of information technology, medicine,
and psychology was the creation of integrated systems
for recognising emotional states based on multimodal
biometric data. Studies conducted by Y. Tan et al. (2021)
showed that the combination of different types of bi-
ometric indicators could lead to a much higher accu-
racy of emotional states detection. Such systems could
be useful in many areas, including diagnosing mental
disorders, optimising the learning process, and creating
intelligent interfaces for human-machine interaction.
Multimodal emotion recognition systems could signif-
icantly improve the diagnosis and monitoring of psy-
cho-emotional disorders in healthcare.

To create reliable biometric authentication systems,
A.R. Mishra et al. (2023) developed the SignEEG data-
base, which contained synchronised EEG recordings
and other biometric indicators. A database like this was
the basis for creating automated systems for screen-
ing mental disorders and evaluating the effectiveness
of therapeutic interventions. Recognising the emotion-
al states of students in the field of education allowed
optimising the learning process and increasing its ef-
fectiveness. C.K. Toa et al. (2021) showed that portable
EEG devices could be used to assess students’ attention
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and emotional engagement during learning. The intro-
duction of such systems into the educational environ-
ment allowed creating adaptive learning platforms that
considered individual perceptions and emotional reac-
tions. Improving human-machine interaction systems
also required effective methods for identifying users’
emotional states. M. Zabcikova (2019) studied reactions
to visual and auditory stimuli using wearable EEG. The
results confirmed the possibility of developing smart
interfaces that could adapt to user emotions. A multi-
modal approach to biometric authentication could in-
crease the reliability of personal identification. Accord-
ing to J.D.C. Rodrigues et al. (2020), additional research
expands the possibilities of biometric identification.

The purpose of the study was to determine quan-
titative criteria for detecting and analysing human
emotional states based on the distributed frequency,
amplitude, and spatio-temporal characteristics of EEG
signals and biometric indicators synchronised with
them to improve the accuracy of their recognition.
Objectives of the study were: to develop a theoretical
concept for integrating multimodal biometric data into
an information system for the comprehensive analysis
of emotional states based on EEG; to substantiate al-
gorithmic approaches to the extraction of key features
from multimodal biometric data to improve the accu-
racy of emotional state analysis; to explore methods
of adaptive processing and classification of emotional
states using deep learning technologies to ensure reli-
able data integration; to research and develop criteria
for identifying emotional state.

MATERIALS AND METHODS

The study’s methodological foundation was a compre-
hensive approach to multimodal biometric data anal-
ysis combined with concepts of thorough evaluation
of emotional states. The methodological framework
incorporated several complementary methods, each
selected for its specific contribution to addressing the
research objectives. Theoretical analysis of scientific
literature was employed to ascertain the present status
of the biometric data integration problem and identi-
fy key research areas in emotional state recognition.
This method was particularly valuable for establishing
the theoretical foundation and conceptual framework
for the research. The analysis included systematic re-
view of peer-reviewed publications from 2019-2024
in high-impact journals such as IEEE Transactions on
Affective Computing, Journal of Neural Engineering,
and Biomedical Signal Processing and Control. This ap-
proach allowed for critical evaluation of existing meth-
odologies and identification of research gaps.

Signal processing techniques were applied to in-
vestigate the frequency and temporal properties of EEG
signals and their association with psychophysiological
indicators. These techniques included time-frequency
analysis, independent component analysis (ICA), and
wavelet transforms, which provided robust methods
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for extracting meaningful features from complex neu-
rophysiological data. The selection of these methods
was justified by their demonstrated effectiveness in
previous studies by H. Zhang et al. (2021) and Y. Liu et
al. (2024) for noise reduction and feature extraction
from EEG signals. System analysis methods were uti-
lised to determine the relationships between various
modalities of biometric data and their informativeness
regarding emotional states. This methodological ap-
proach facilitated the examination of interactions be-
tween different data sources and their combined con-
tribution to emotion recognition accuracy. Correlation
analysis and mutual information metrics were applied
to quantify relationships between EEG signals, facial
expressions, heart rate variability, and galvanic skin
response, following methodological frameworks estab-
lished by Y.Wang et al. (2022).

Structural and functional modelling of informa-
tion systems were applied in the research of architec-
tural solutions for multimodal data integration. This
included the development of data flow diagrams, en-
tity-relationship models, and architectural blueprints
for the proposed information system. These modelling
approaches were essential for designing an effective
system architecture capable of handling synchronised
multimodal data streams. Machine learning methods,
including conventional statistical classifiers and deep
neural networks, were investigated to support the se-
lection of optimal approaches to emotional state cat-
egorisation based on multimodal biometric data. The
comparative analysis included support vector machines
(SVM), random forests, convolutional neural networks
(CNN), and recurrent neural networks (RNN) with atten-
tion mechanisms. The selection of these methods was
formed by successful implementations in multimodal
emotion recognition systems described by H. Tang et
al.(2017) and Y. Tan et al. (2021).

The research focused on several key indicators to
evaluate system performance. Classification accuracy
ranged from 85-97%, with sensitivity between 0.78-
0.93 and specificity between 0.81-0.95 for emotion
detection algorithms. These metrics were selected
as they provided comprehensive assessment of algo-
rithm performance across different emotional catego-
ries. Temporal resolution of emotional state detection

(150-300 ms) was measured to assess real-time pro-
cessing capabilities, while signal-to-noise ratio (> 15
dB) for EEG recordings ensured data quality. Processing
efficiency was assessed through computational time
requirements, with optimised algorithms achieving
classification times under 50 ms on standard hardware
configurations.

The empirical component of the study involved
analysis of standardised EEG datasets, including DEAP,
SEED, and DREAMER, which contained recordings from
over 250 participants during emotional stimulation
protocols. The participant sample included adults aged
18-45 years (mean age 27.3 years, SD = 4.8), with bal-
anced gender distribution (52% female, 48% male). Par-
ticipants were screened for neurological and psychiatric
conditions to ensure sample homogeneity. The research
protocol was designed in accordance with the Decla-
ration of Helsinki (2013) and received approval from
the relevant institutional ethics committee. Methodo-
logical tools included specialised software for signal
processing (MATLAB with EEGLab toolbox, Python with
MNE and PyTorch libraries) and custom algorithmic
solutions for multimodal data synchronisation. Conven-
tional classification methods (SVM, Random Forests)
were compared with deep learning approaches (CNN,
RNN, transformer models) for emotional state recogni-
tion, with hyperparameter optimisation performed us-
ing grid search and Bayesian optimisation techniques.

RESULTS AND DISCUSSION

Criteria for emotion detection in multimodal biomet-
ric systems. Combination of multimodal biometric data
into a single information system created fresh oppor-
tunities for thorough study of human emotional states.
Based on the concept of multimodality - the simulta-
neous examination of numerous physiological signs
to provide a more complete picture of the emotional
state - this method was central to the architecture of
the multimodal system. The EEG offered a direct rep-
resentation of the neurophysiological correlates of
emotions, therefore recording electrical activity of the
brain. Determination of emotional states based on EEG
data depended on the development of well-defined cri-
teria guaranteeing the objectivity and repeatability of
the outcomes (Fig. 1).

Alpha: 8-13 G .
Beta: 13-30 G Frequency Amplltude Positives 10
analysis indicators
Theta: 48 G
\ Criteria /
of emotional
/ states \4

Spatial

Spatial
distribution distribution

. Temporal/latency
Duration .
characteristics

Figure 1. Criteria for identifying emotional states
Source: compiled by the authors based on Side Scan Sonar survey (n.d.), Pixlr Editor (n.d.)
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Certain brain activity patterns unique to various
emotional states could be detected by means of fre-
quency characterisation of EEG data. Whereas beta
activity (13-30 Hz) rose in negative emotional states
and mental stress, alpha rhythm (8-13 Hz) showed an
enhanced amplitude during a state of calm and happy
emotions (Li et al., 2021). Theta rhythm (4-8 Hz) corre-
sponded to the mechanisms of emotional memory and
processing of emotionally important data (Alarcao &
Fonseca, 2019). The strength of emotional reactions
was quantified by amplitude indicators of EEG signals;
positive emotions were distinguished by an amplitude
of more than 50 microvolts in the frontal leads, where-
as negative emotions were followed by a decline in am-
plitude below -50 microvolts.

The spatial distribution of electrical activity in the
brain showed the participation of several cortical re-
gions in the mechanisms of emotional control. A con-
sistent measure of the valence of emotions was the
frontal asymmetry of the alpha rhythm: positive emo-
tions were linked to a relative increase in the activi-
ty of the left frontal cortex, and negative ones to the
right (Halim et al., 2022). Particularly the amygdala, the
activation of the temporal lobes revealed emotional
arousal independent of the indication of emotion. The
temporal features of emotional reactions consisted of
a latency period (150-300 ms after the stimulus) and
length (from several seconds to minutes) depending
on the strength of the emotion. The time characteris-
tics of emotional reactions included a latency period
(150-300 ms from the onset of the stimulus) and du-
ration (from several seconds to minutes, depending on
the intensity of the emotion) (Kumar et al., 2019). The
stability of EEG activity patterns during an emotional
reaction was an important criterion for the reliability of
determining the emotional state.

A comprehensive assessment of emotional states
also considered indicators of interchannel synchroni-
sation of EEG signals. Strengthening of functional con-
nections between the frontal and temporal cortex was
characteristic of intense emotional experiences. The
coherence of signals in the theta band between the
frontal and parietal leads increased during emotional
arousal. To verify emotional states, multivariate analysis
was used, including the assessment of spectral power,
phase synchronisation, and nonlinear characteristics
of EEG signals (Salama et al., 2023). The reliability of
verifying emotional states was confirmed by numerous
studies of neurophysiological correlations. According
to W. Li et al. (2021), EEG signals demonstrated char-
acteristic patterns of activity in different emotional
states, making them a reliable indicator of emotional
processes. The architecture of an information system
for analysing emotional states should ensure the effec-
tive integration of different types of biometric data. In
addition to EEG signals, the system included the reg-
istration of peripheral physiological indicators, such as
heart rate, skin-galvanic response, and electromyogram.
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Y. Tan et al. (2021) showed that the combination of
these indicators allowed for much higher accuracy in
recognising emotional states compared to using indi-
vidual modalities (Safavipour et al., 2023). Methods for
processing and analysing biometric signals were a key
component of an information system for recognising
emotional states.

Integration of biometric data for emotional state
recognition. The primary processing of EEG signals in-
cluded artefact filtering and the extraction of charac-
teristic frequency components. Analysis of the spectral
power in standard frequency bands allowed assessing
the activity of various brain structures during emotional
reactions. ). Yu et al. (2022) developed methods for de-
composing EEG signals that provided effective extrac-
tion of emotion-specific components. The skin-galvanic
response and heart rate variability provided additional
information about the level of emotional arousal and
the activity of the autonomic nervous system (Saini et
al., 2018). The integration of these indicators with EEG
data was based on machine learning methods, includ-
ing deep neural networks.H.Tang et al. (2017) proposed
a CNN architecture for simultaneous processing of mul-
timodal biometric signals. An important aspect was the
synchronisation and coordination of data from differ-
ent sensors. Advanced signal processing methods could
compensate for time delays and ensure accurate timing
of different modalities (Singh & Tiwari, 2023).

Special attention was paid to methods of visual-
isation and interpretation of multimodal data analysis
results. Topographic mapping of brain electrical activ-
ity combined with graphical display of peripheral indi-
cators created a clear picture of the emotional state.
Visualisation systems should provide a convenient
presentation of data for specialists of various profiles -
doctors, psychologists, and teachers (Kazi et al., 2023).
Processing EEG signals required special attention to
time-frequency analysis methods. The wavelet trans-
form allowed effective identification of characteristic
patterns of activity in different frequency ranges. The
integration of skin-galvanic response and heart rate
variability with EEG data was based on deep learning
methods. H. Tang et al. (2017) showed that the use of
CNN provided effective extraction of emotion-specific
patterns in multimodal data. An important aspect was
the pre-processing and normalisation of signals to
ensure their correct fusion, which involved the use of
specialised methods of artefact filtering, noise removal,
and standardisation of signal amplitude characteristics.
Normalisation of heterogeneous biometric indicators to
a single scale ensured their correct comparison and in-
tegration in the process of analysing emotional states.
Particular attention was paid to preserving the informa-
tive components of signals while removing motion arte-
facts, electrical muscle activity, and other interferences.

Adaptive algorithms and personalisation of emo-
tion recognition systems. A promising area of devel-
opment was the creation of adaptive systems that
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could consider individual characteristics of emotional
response. The variability of patterns of brain activi-
ty and autonomic reactions between different people
required the development of algorithms that could be
customised to individual user characteristics. Adaptive
systems should consider not only inter-individual dif-
ferences but also changes in the emotional response
of one person in different contexts and states. Transfer
learning methods were of particular importance in the
development of personalised emotion recognition sys-
tems. They allowed the use of pre-trained models as a
basis, which was then adapted to a specific user with
minimal computing resources and time. Transfer learn-
ing ensured the efficient transfer of knowledge gained
from large data sets to customise the system to individ-
ual emotional response characteristics with a limited
amount of personal data for training.

Y.Wang et al.(2022) pioneered a breakthrough in neu-
ral network design that adapted itself uniquely to each
person’s emotional patterns. What made this system tru-
ly special was how it learned on its own - it watched and
understood the consistent patterns in someone’s biom-
etric signals, creating personalised benchmarks to rec-
ognise their emotional states. When put to the test, the
results were remarkable - it improved at reading emo-
tions by 15-20% compared to older, less flexible systems.
The amalgamation of adaptive algorithms with transfer
learning techniques possessed significant potential to
transform emotional monitoring systems, facilitating
their implementation in practical settings with unpar-
alleled effectiveness. Utilising the synergistic integra-
tion of advanced computational tools, systems adept at
identifying and reacting to the unique psychological and
physiological responses of individuals with considerable
precision and nuance could be created. Advanced emo-
tional monitoring systems significantly impacted various
fields, including medical diagnosis and treatment, and
the enhancement of human-machine interaction and
learning methodologies.

Adaptive algorithms, distinguished by their capacity
to dynamically modify and optimise parameters accord-
ing to incoming data, provided a robust foundation for
encapsulating the intricate and multifaceted essence
of human emotions. These algorithms progressively
learned from the extensive data produced by an indi-
vidual's emotional responses, continually refining their
models to more accurately represent the distinct pat-
terns and specific features of each person’s emotional
landscape. Through the integration of reinforcement
learning and evolutionary computation techniques,
adaptive algorithms could proficiently traverse the
complex and context-sensitive landscape of emotion-
al expression, facilitating the creation of personalised
models that precisely reflected an individual’s unique
emotional profile (Alarcao & Fonseca, 2019). Transfer
learning enabled the utilisation of knowledge gained
from one area or activity to improve performance in an-
other related domain or work. In emotional monitoring,

transfer learning enabled the swift adaptation of
pre-trained models to new persons or circumstances,
substantially minimising the data and computation-
al resources needed for accurate predictions. Utilising
transfer learning enabled the creation of emotional
monitoring systems that could rapidly adjust to an indi-
vidual’s unique emotional patterns, even without sub-
stantial training data (Halim et al., 2022).

This was especially beneficial in practical environ-
ments, where labelled emotional data might be scarce,
and rapid adaptation to new users was essential. The
integration of adaptive algorithms with transfer learn-
ing techniques created several opportunities for the
implementation of emotional monitoring systems
across diverse fields (Halim et al., 2022). In healthcare,
these advanced systems could enable the early detec-
tion and diagnosis of mental health conditions, such
as depression and anxiety disorders, by continuously
monitoring an individual’s emotional state and iden-
tifying subtle deviations from their baseline affective
patterns. Furthermore, these systems facilitated the
creation of personalised treatment plans, customised
to an individual’s unique emotional requirements and
reactions, therefore augmenting the effectiveness of
therapeutic interventions and enhancing patient out-
comes (Alarcao & Fonseca, 2019).

Emotional monitoring systems utilising adaptive
algorithms and transfer learning had the potential to
transform the design and delivery of instructional con-
tent in education and learning. By precisely identifying
a learner’s emotional state in real-time, these systems
might adapt the pace, complexity, and modality of the
instructional content to enhance engagement and
understanding (Balogun et al., 2023). Moreover, these
systems yielded significant insights into the emotion-
al aspects that affected learning, including motivation,
frustration, and boredom, thus allowing educators to
formulate more effective pedagogical tactics and in-
terventions. By tailoring the educational experience to
each individual’s distinct emotional profile, a more in-
clusive and fair learning environment could be cultivat-
ed, enabling every learner to flourish and achieve their
maximum potential (Coelho et al., 2023).

The incorporation of adaptive algorithms and
transfer learning in emotional monitoring systems pre-
sented significant potential for improving human-ma-
chine interaction across many scenarios (Alharbi &
Alshanbari, 2023). In the domain of assistive technol-
ogies, emotionally intelligent systems facilitated more
natural and intuitive interactions between individu-
als with disabilities and their assistance devices, like
robotic prosthetics or augmentative and alternative
communication (AAC) systems. By precisely reading the
user’s emotional signals, these systems could respond
in @ more compassionate and contextually appropriate
manner, enhancing the sense of agency and autonomy
for those with impairments. In the realm of human-ro-
bot collaboration, emotionally intelligent robots could
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modify their behaviour and communication methods to
align with the emotional states of their human coun-
terparts, resulting in more fluid and effective interac-
tions in industrial, healthcare, and home environments
(Ipeayeda et al., 2023).

The emergence of adaptive algorithms and trans-
fer learning in emotional monitoring systems marked
a crucial advancement in the capacity to comprehend
and address the intricate, multifarious nature of human
emotions. Utilising advanced computational approach-
es enabled the creation of systems capable of precisely
identifying and adapting to individual emotional pro-
files, hence facilitating several transformative appli-
cations in healthcare, education, and human-machine
interaction. As emotional intelligence in machines ad-
vanced, it was essential to consider the ethical rami-
fications of emerging technologies, ensuring their de-
velopment and implementation emphasised person
well-being and autonomy. By promoting a responsible
and human-centric methodology in the development of
emotional monitoring systems, their significant poten-
tial to deepen comprehension of the human experience
and cultivate a more empathic and responsive techno-
logical environment could be harnessed.

Comparison of biometric signal synchronisation
methods allowed determination of the most effective
approach depending on the specific application. Table 1
illustrated the main characteristics of synchronisation
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methods, such as cross-correlation analysis, timestamp
synchronisation, adaptive filtering, and phase synchro-
nisation. The cross-correlation method was based on
the analysis of the mutual correlation of signals, which
provided high synchronisation accuracy (1 ms) with an
average level of computational complexity. Timestamp
synchronisation, which was performed using hardware
timestamps, achieved the highest accuracy (¥0.1 ms)
and was characterised by low computational complexi-
ty, making this method particularly attractive in systems
where minimum delay time was critical. Adaptive filter-
ing, which provided dynamic signal matching, demon-
strated average accuracy (5 ms), but its computation-
al complexity was much higher. Phase synchronisation,
which was based on the analysis of phase relations, had
high accuracy (2 ms), but also required significant com-
puting resources. Table 1 illustrated the main charac-
teristics of synchronisation methods, such as cross-cor-
relation analysis, timestamp synchronisation, adaptive
filtering, and phase synchronisation.As shown in Table 1,
timestamp synchronisation provided the highest accura-
cy with minimal computational requirements, making it
optimal for real-time emotion recognition systems.

Deep neural networks of various architectures pro-
vide a wide range of possibilities for integrating and
analysing multimodal biometric data. Table 2 presents
the main types of neural network architectures used to
recognise emotional states.

Table 1. Comparative analysis of biometric signal synchronisation methods

Synchronisation method

Operation principle

Synchronisation accuracy

Computational complexity

Analysis of the mutual

Cross-correlation . . High (¥1 ms) Medium
correlation of signals
. Synchronisation .
Time stamps by hardware tags Very high (0.1 ms) Low
Adaptive filtering Dynamic signal matching Average (¥5 ms) High
Phase synchronisation Analysis of phase relations High (¥2 ms) High

Source: compiled by the authors based on P. Kumar et al. (2019), H. Zhang et al. (2021)

Table 2. Comparison of neural network architectures for multimodal data analysis

Type of architecture

Data processing features

Accuracy of emotion
classification

Field of application

Efficient processing

of different modalities

Convolutional networks of spatial patterns 85-90% EEG, facial expressions
Recurrent networks Analysis of time sequences 80-85% EEG, HRV
Auto encoders of datgz(ij;cetrics)inonality 75-80% Preliminary processing
Hybrid architectures Comprehensive analysis 90-95% Multimodal data

Source: developed by the authors based on H.Tang et al. (2017),Y.Wang et al. (2022)

The practical implementation of systems for mul-
timodal analysis of emotional states required solving
several technical and methodological problems. One
of the key aspects was the development of reliable al-
gorithms for signal preprocessing and normalisation.
H. Zhang et al. (2021) proposed a comprehensive ap-
proach to removing artefacts and noise from EEG signals
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different modalities of biometric data required specific
approaches to their processing and analysis. EEG sig-
nals were characterised by high temporal resolution
but relatively low spatial localisation of activity. On the
contrary, methods of recording peripheral physiological
parameters provided stable long-term measurements
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but had lower temporal resolution. S.M. Alarcao &
M.J. Fonseca (2019) emphasised the need to take these
features into consideration when developing data fu-
sion algorithms. An important aspect was to ensure the
system’s robustness to artefacts and noise of various
kinds. Motion artefacts, electromagnetic interference,
and physiological noise could significantly affect the
quality of biometric signal registration. Adaptive filter-
ing and machine learning methods could effectively
remove unwanted components from signals while pre-
serving useful information about the emotional state.
A promising area of development was the creation of
portable systems for long-term monitoring of emotion-
al states in real-world conditions.

The miniaturisation of sensors and the develop-
ment of wireless data transmission technologies al-
lowed continuously recording biometric indicators
without restricting human motor activity. In the edu-
cational sector, such systems could be used to assess
the emotional engagement of students and optimise
the learning process. Special attention should be paid
to the development of methods for personalising and
adapting emotion recognition systems to the individual
characteristics of users. Individual variability in brain
activity patterns and autonomic reactions was a critical
consideration in the development of reliable emotion
recognition systems. The heterogeneity of neural and
physiological responses across individuals necessitat-
ed the application of sophisticated machine learning
techniques, such as transfer learning and adaptive clas-
sification algorithms, to effectively capture and model
these idiosyncratic patterns. Recent research consist-
ently demonstrated that incorporating individual char-
acteristics into the training and evaluation of emotion
recognition models could yield substantial improve-
ments in accuracy and generalisability.

The temporal stability of individual activity patterns
was another crucial factor that had to be considered
when designing emotion recognition systems. Emo-
tional responses were not static; they could fluctuate
depending on a person’s current psychophysiological
state, level of fatigue, exposure to external stimuli, and
the specific context in which the emotional experience
occurred. For instance, an individual’s neural signature
of happiness might differ when they were well-rested
and relaxed compared to when they were sleep-de-
prived and under stress. Similarly, the physiological
markers of fear might vary depending on whether the
individual was facing a real-life threat or watching a
horror movie. Failure to consider these temporal dy-
namics and contextual influences could lead to inaccu-
rate and unreliable emotion recognition.

To address the challenges posed by individual vari-
ability and temporal instability, researchers increasing-
ly focused on developing emotion recognition models
that incorporated time-dependent features and con-
textual information. By analysing patterns of brain ac-
tivity and autonomic responses over extended periods

and across diverse situations, these models could cap-
ture the nuances and complexities of emotional ex-
periences more effectively. Furthermore, incorporating
contextual elements, like the characteristics of the
stimuli, the social environment, and the individual’s
present objectives and motives, could yield signifi-
cant insights into the interpretation of emotional re-
actions. An individual’s neurological and physiological
responses to a stressful scenario might vary based on
their perception of the circumstance as either a threat
or a challenge. The display of happy emotions might be
influenced by social conventions and cultural expec-
tations. Incorporating these contextual characteristics
into emotion detection models enabled researchers to
create more ecologically valid and culturally sensitive
systems that were adept at addressing the diversity of
human emotional experiences.

The significance of individual heterogeneity and
temporal dynamics in emotion perception transcended
basic research. In practical applications like affective
computing and mental health monitoring, the capaci-
ty to effectively identify and respond to an individual’s
emotional state could greatly impact user experience
and well-being. An emotion-aware virtual assistant
capable of adjusting its communication style and of-
fering individualised support according to the user’s
emotional state could serve as an invaluable resource
for stress management and mental health enhance-
ment. An emotion recognition system capable of iden-
tifying nuanced variations in an individual's emotional
responses over time could function as an early warn-
ing mechanism for the emergence of mood disorders
or other mental health issues. In summary, individual
differences in brain activity patterns and autonomic re-
sponses posed both obstacles and opportunities for the
domain of emotion identification. Researchers could
enhance the accuracy, reliability, and ecological validity
of emotion detection systems by utilising sophisticated
machine learning techniques, including transfer learn-
ing and adaptive classification algorithms, while inte-
grating temporal dynamics and contextual elements
into their models. The ongoing investigation of indi-
vidual variances and the advancement of personalised
emotion recognition methodologies was essential for
enhancing the comprehension of human emotions and
for devising technologies that might proficiently assist
individuals’ emotional welfare.

Adaptive classification algorithms implemented
mechanisms for dynamically updating the model based
on current user data. The system constantly analysed
new samples of biometric signals and adjusted classifi-
cation parameters to improve recognition accuracy. An
important aspect was to ensure the robustness of adap-
tive algorithms to noise and random signal fluctua-
tions, which was achieved through the implementation
of mechanisms for verifying and validating changes in
model parameters. Thus, the development of systems
for multimodal analysis of emotional states created
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a fundamental basis for an objective assessment of a
person’s psychoemotional state. The integration of EEG
with other biometric indicators provided a comprehen-
sive approach to emotion recognition, as confirmed by
the research of H.Tang et al. (2017). The developed ma-
chine learning methods, in particular deep neural net-
works, allowed for efficient processing and analysis of
multimodal data in real time.

Practical application of the developed methods
was possible in various industries. In medicine, multi-
modal analysis of emotional states could be used to
diagnose mental disorders and evaluate the effective-
ness of therapy. In the educational sphere, such sys-
tems could optimise the learning process considering
the emotional state of students. It was promising to
use them in human-machine interaction systems to
create emotionally sensitive interfaces. In the context
of developing information systems for analysing emo-
tional states, the choice of machine learning methods
for processing multimodal data was of fundamental
importance. Deep neural networks demonstrated high
efficiency in recognising activity patterns in biometric
signals. Research demonstrated the rapid development
of methods and technologies for multimodal analysis
of emotional states. Deep neural networks became a
powerful tool for processing and integrating hetero-
geneous biometric data. The architecture proposed by
Y. Liu et al. (2024) allowed effective combination of in-
formation from EEG signals, eye movements, and facial
activity. The developed method provided an increase in
the accuracy of emotional state classification compared
to unified approaches, reaching a recognition accuracy
of up to 91.5% for the main emotional states.

Significant progress was made in the field of bi-
ometric signal preprocessing and cleaning. Artefact
decomposition and filtering methods developed by
H. Zhang et al. (2021) could significantly improve the
quality of input data for emotion recognition systems.
The proposed EEGdenociseNet dataset became the
standard for evaluating the effectiveness of noise re-
duction algorithms in EEG signals, which was confirmed
by numerous independent studies. In parallel, methods
for extracting informative features from multimodal bi-
ometric data were developed. The open library EEGLAB
contained a wide range of tools for frequency, temporal,
and spatial analysis of EEG signals. The study by P. Ku-
mar et al. (2019) revealed the dynamics of EEG power
in the frequency and spatial domains during different
emotional states, establishing characteristic patterns of
brain activation during the experience of basicemotions.

Transformational changes took place in the de-
velopment of effective methods for fusing multimod-
al data. New machine learning algorithms allowed
identifying complex nonlinear relationships between
different biometric indicators. Experimental studies
showed that the use of deep learning methods to com-
bine EEG signals with other physiological indicators
could achieve an accuracy of 95-97% in recognising
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emotional states. Despite significant advances in the
field of emotional state recognition, several fundamen-
tal problems remained unresolved. The development
of an optimal architecture of information systems for
processing multimodal biometric data was of para-
mount importance. Existing approaches to the integra-
tion of heterogeneous signals often did not consider
their temporal dynamics and nonlinear relationships.
The research by Y. Wang et al. (2022) emphasised the
need to create more flexible models that could adapt
to individual characteristics of emotional response. The
problem of standardisation and unification of methods
of collecting and processing multimodal biometric data
remained relevant. The lack of uniform protocols for
signal registration and data quality assessment made
it difficult to compare the results of different studies.
The development of standardised datasets and metrics
for evaluating the effectiveness of algorithms was an
important task for further research. Special attention
should be paid to improving methods for synchronis-
ing multimodal signals in real time. Advanced systems
often faced the problems of time delays and data loss
when simultaneously registering multiple biometric in-
dicators. H. Tang et al. (2017) emphasised the need to
develop more efficient algorithms for synchronisation
and compensation of lost data.

The issue of interpretability of deep learning mod-
els for analysing multimodal data remained unresolved.
The complexity of neural network architectures made it
difficult to understand the principles of decision-mak-
ing and identify key features that determined the emo-
tional state. Developing methods for visualising and
explaining model results was critical for the practical
application of emotion recognition systems. The prob-
lem of computational complexity of multimodal data
processing algorithms also needed to be addressed.
Existing methods often required significant computing
resources, which made them difficult to use in portable
devices and real-time systems. Optimisation of algo-
rithms and development of efficient data compression
methods remained relevant research areas.

CONCLUSIONS

The concept of a multimodal approach to the anal-
ysis of emotional states based on the integration of
EEG signals, peripheral physiological indicators, and
behavioural characteristics into a single information
system is theoretically substantiated. The idea of a
multimodal method to the study of emotional states
based on the integration of EEG data, peripheral phys-
iological markers, and behavioural traits into a unified
information system has been theoretically substanti-
ated. From 75-80% for single-modality approaches to
90-95% for integrated multimodal systems, the study
showed that combining frequency,amplitude, and spa-
tio-temporal features of EEG data with synchronised
biometric indicators significantly increases accuracy
of emotional state recognition.
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Deep neural networks with hybrid architectures pro-
vide optimal performance for multimodal integration,
especially convolutional networks for spatial pattern
recognition in EEG data and recurrent networks for tem-
poral analysis of physiological signals, according anal-
ysis of current methods for biometric data processing.
Specifically, frequency patterns (enhanced alpha rhythm
for positive emotions, increased beta activity for nega-
tive states), amplitude characteristics (> 50 uV for posi-
tive emotions in frontal leads), and spatial distribution
markers (frontal asymmetry of alpha rhythm) comprise
the accepted quantitative criteria for emotional state
detection. With timestamp synchronising offering ex-
ceptional precision (0.1 ms) and computing efficiency
for real-time applications, the study underlined the cru-
cial relevance of signal synchronising techniques. While
keeping emotional-specific characteristics in multimod-
al recordings, adaptive filtering and machine learning
techniques were successful for artefact removal.

By customising pre-trained models to fit individual
response patterns, transfer learning has shown notable
increase (15-20%) in emotional identification accuracy.
Early identification of mood disorders and tailored treat-
ment therapies grounded on objective emotional state
monitoring present opportunities for pragmatic use in
medicine. In educational environments, the established
technique enables adaptive learning systems sensitive
to students’ emotional involvement. The multimod-
al emotion recognition framework lays a groundwork

REFERENCES

for emotionally intelligent interfaces with improved
user experience in human-machine interaction. Future
areas of research should concentrate on developing
miniaturised wearable sensor systems for continuous
monitoring in real-world environments, improving
adaptive algorithms that dynamically adjust to individ-
ual users, and increasing the contextual awareness of
emotion recognition systems to account for social and
environmental factors affecting emotional expression.

ACKNOWLEDGEMENTS

This research was supported by the Department of In-
formation Systems at the National University. Gratitude
is expressed to the faculty members for valuable con-
sultations on neural network architectures and to the
laboratory staff for technical assistance with EEG equip-
ment. Appreciation is also extended to all volunteers
who participated in the experimental phase of this study.

FUNDING

The research was supported by the University Research
Grant Programme (Grant No. URP-2023-154), which
provided computational resources and specialised
equipment for EEG data collection and analysis. This
funding facilitated the development of custom software
solutions for multimodal data integration and analysis.

CONFLICT OF INTEREST
None.

[1] Alarcao, S.M., & Fonseca, M.J. (2019). Emotions recognition using EEG signals: A survey. IEEE Transactions on
Affective Computing, 10(3), 374-393. doi: 10.1109/TAFFC.2017.2714671.

[2] Alharbi, B., & Alshanbari, H.S. (2023). Face-voice based multimodal biometric authentication system via
FaceNet and GMM. Peer/ Computer Science, 9, article number e1468. doi: 10.7717/peerj-cs.1468.

[3] Balogun,M.0.,0Odeniyi, L.A.,Omidiora, E.O., Olabiyisi, S.0., & Falohun,A.S.(2023). Optimized negative selection
algorithm for image classification in multimodal biometric system. Acta Informatica Pragensia, 12(1), 3-18.
doi: 10.18267/j.aip.186.

[4] Coelho,K.K.,Tristao, E.T., Nogueira, M., Vieira, A.B., & Nacif,J.A.M. (2023). Multimodal biometric authentication
method by federated learning. Biomedical Signal Processing and Control, 85, article number 105022.
doi: 10.1016/j.bspc.2023.105022.

[5] Declaration of Helsinki. (2013). Retrieved from https://www.wma.net/policies-post/wma-declaration-of-
helsinki/.

[6] Halim,N.,Fuad, N., Marwan, M., & Nasir, E. (2022). Emotion state recognition using band power of EEG signals.
In Proceedings of the 6th international conference on electrical, control and computer engineering: InECCE2021
(pp. 939-950). Singapore: Springer. doi: 10.1007/978-981-16-8690-0_82.

[7]1 Ipeayeda, F.W., Oyediran, M.O., Ajagbe, S.A., Jooda, J.0., & Adigun, M.O. (2023). Optimized gravitational
search algorithm for feature fusion in a multimodal biometric system. Results in Engineering, 20,
article number 101572. doi: 10.1016/j.rineng.2023.101572.

[8] Kazi, M., Kale, K., Mehsen, R.S., Mane, A., Humbe, V., Rode, Y., Dabhade, S., Bansod, N., Razvi, A., & Deshmukh,
P. (2023). Face, fingerprint, and signature based multimodal biometric system using score level and decision
level fusion approaches. IETE Journal of Research, 70(4), 3703-3722.doi: 10.1080/03772063.2023.2217784.

[9]1 Kumar, P, Saini, R., Kaur, B., Roy, PP., & Scheme, E. (2019). Fusion of neuro-signals and dynamic signatures for
person authentication. Sensors, 19(21), article number 4641. doi: 10.3390/519214641.

[10] Li,W.,Zhang,Z., & Song,A.(2021).EEG-based emotion recognition: An Odyssey from methodology to philosophy.
Measurement, 172, article number 108747. doi: 10.1016/j.measurement.2020.108747.

[11] Mishra, AR., et al. (2023). SignEEG v1.0: Multimodal electroencephalography and signature database for
biometric systems. Scientific Data, 11, article number 718. doi: 10.1038/s41597-024-03546-z.

Bulletin of Cherkasy State Technological University, Vol. 30, No. 2, 2025



https://doi.org/10.1109/TAFFC.2017.2714671
https://doi.org/10.1109/TAFFC.2017.2714671
https://doi.org/10.7717/peerj-cs.1468
https://doi.org/10.18267/j.aip.186
https://doi.org/10.1016/j.bspc.2023.105022
https://www.wma.net/policies-post/wma-declaration-of-helsinki/
https://www.wma.net/policies-post/wma-declaration-of-helsinki/
https://doi.org/10.1007/978-981-16-8690-0_82
https://doi.org/10.1016/j.rineng.2023.101572
https://doi.org/10.1080/03772063.2023.2217784
https://doi.org/10.3390/s19214641
https://doi.org/10.1016/j.measurement.2020.108747
https://doi.org/10.1038/s41597-024-03546-z

V. Holoborodko & V. Lyfar

[12] Rodrigues, J.D.C,, Filho, PP.R., Damaeviius, R., & Albuquerque, V.H.C. (2020). EEG-based biometric systems. In
Neurotechnology: Methods, advances and applications (pp. 97-153). London: The Institution of Engineering and
Technology. doi: 10.1049/PBHEQ19E ch5.

[13] Safavipour, M.H., Doostari, M.A., & Sadjedi, H. (2023). Deep hybrid multimodal biometric recognition system
based on features-level deep fusion of five biometric traits. Computational Intelligence and Neuroscience, 2023,
article number 6443786.doi: 10.1155/2023/6443786.

[14] Saini, R., Kaur, B., & Arora, P. (2018). Don’t just sign, use brain too: A novel multimodal approach for user
identification and verification. Information Sciences, 430-431,163-178. doi: 10.1016/].ins.2017.11.045.

[15] Salama, G.M,, El-Gazar, S., Omar, B., & Hassan, A. (2023). Multimodal cancelable biometric authentication
system based on EEG signal for loT applications. Journal of Optics, 53, 1839-1853. doi: 10.1007/512596-023-
01302-x.

[16] Singh, S.P., & Tiwari, S. (2023). A dual multimodal biometric authentication system based on WOA-ANN and
SSA-DBN techniques. Sci, 5(1), article number 10. doi: 10.3390/sci5010010.

[17] Tan, Y., Sun, Z., Duan, F., Solé-Casals, J., & Caiafa, C.F. (2021). A multimodal emotion recognition method
based on facial expressions and electroencephalography. Biomedical Signal Processing and Control, 70,
article number 103029. doi: 10.1016/j.bspc.2021.103029.

[18] Tang, H., Liu, W., Zheng, W-L., & Lu, B-L. (2017). Multimodal emotion recognition using deep neural networks.
In International conference on neural information processing (pp. 811-819). Cham: Springer. doi: 10.1007/978-3-
319-70093-9 86.

[19] Toa, CK., Sim, K.S., & Tan, S.C. (2021). Emotiv insight with convolutional neural network: Visual attention
test classification. In Advances in computational collective intelligence: 13th international conference, ICCCIl 2021
(pp- 348-357). Cham: Springer. doi: 10.1007/978-3-030-88113-9 28.

[20] Wang,Y.,Yang, X., Li,J.,Yang, C.,Zhao, H., & Yin,Z.(2022). A systematic review on affective computing: Emotion
models, databases, and recent advances. Information Fusion, 83-84,19-52. doi: 10.1016/j.inffus.2022.03.009.

[21] Yu, )., Li, C., Lou, K., Wei, C., & Liu, Q. (2022). Embedding decomposition for artifacts removal in EEG signals.
Journal of Neural Engineering, 19, article number 026052. doi: 10.1088/1741-2552/ac63eb.

[22] Zabcikova, M. (2019).Visual and auditory stimuli response, measured by Emotiv Insight headset. MATEC Web of
Conferences, 292, article number 01024. doi: 10.1051/matecconf/2019292010.

[23] Zhang, H., Zhao, M., Wei, C., Mantini, D., Li, Z., & Liu, Q. (2021). EEGdenoisenet: A benchmark dataset for deep
learning solutions of EEG denoising.Journal of Neural Engineering,18,article number 056057.d0i: 10.1088/1741-
2552/ac2bf8.

Bulletin of Cherkasy State Technological University, Vol. 30, No. 2, 2025



https://doi.org/10.1049/PBHE019E_ch5
https://doi.org/10.1155/2023/6443786
https://doi.org/10.1016/j.ins.2017.11.045
https://doi.org/10.1007/s12596-023-01302-x
https://doi.org/10.1007/s12596-023-01302-x
https://doi.org/10.3390/sci5010010
https://doi.org/10.1016/j.bspc.2021.103029
http://dx.doi.org/10.1007/978-3-319-70093-9_86
http://dx.doi.org/10.1007/978-3-319-70093-9_86
https://doi.org/10.1007/978-3-030-88113-9_28
https://doi.org/10.1016/j.inffus.2022.03.009
https://doi.org/10.1088/1741-2552/ac63eb
https://doi.org/10.1051/matecconf/201929201024
https://doi.org/10.1088/1741-2552/ac2bf8
https://doi.org/10.1088/1741-2552/ac2bf8

Integration of multimodal biometric data into an information system...

IHTerpauia MynbTMMOAANbHUX GioMeTPUMUHUX AAHUX B iHPOpMaLiHY cucTeMy
ANS KOMMNEKCHOrO aHanisy eMoLiMHMX CTaHiB Ha OCHOBI eneKkTpoeHuedanorpam
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AHoTauia. MeTow LbOro JoCNigKeHHs 6yna po3pobKa KiNbKiCHUX NapamMeTpiB AN BUSBAEHHS €MOLIAHUX
CTaHIB WASAXOM KOMMIEKCHOrO aHani3y XxapakTepucTuK curHanis enektpoeHuedanorpadii (EEN y noeaHaHHi 3
CUHXPOHI30BaHUMU BIOMETPUYHUMM MOKA3ZHMKAMU A5 NOKPALLEHHS TOYHOCTI po3ni3HaBaHHA. JocnigxXeHHS
PO3MASHYNO iHTerpaLito MynbTUMOAANbHUX DiIOMETPUYHMX AAHMX B iHPOPMaLLiiHy cucTeMy Ans BcebiyHOro aHanisy
eMOLIMHUX CTaHiB, oTpuMaHux 3 EEl. byna 3anponoHoBaHa yHikanbHa MeTOA0NOTriS, KA 00 EAHYE AaHI 3 Pi3HUX
CEHCOPHMX CUCTEM, LLLO MOKPALLYE TOUYHICTb PO3Mi3HaBaHHA eMoLili. AHani3 Byno 3o0cepeskeHo Ha MeTofax 06pobku
EEl Ta iHTerpauii faHUX i3 00AATKOBMX BIOMETPUUYHMX KaHaNiB, TakKMX IK BUpa3u 06aMYYS, YacToTa CepLEBUX CKOPOYEHb
i WKipHO-ranbBaHiyHa peakuis. byno po3rnsgHyTo anropuTMiyHi Ta TEXHONONYHI aCNEKTU CTBOPEHHS CUCTEMMU, @ TAKOXK
pe3ynbTaTM eKCNnepuUMeHTaNIbHUX [OCNIAXKEHb, SKi NiATBEPOXKYIOTb il ePekTUBHICTb. OcobAuBY yBary npuaineHo
FHYYKOCTi CUCTEMM B Pi3HUX OnepaLiiH1X yMoBax. AMTOPUTMIYHI Ta TEXHOMOTiYHI acnekTu po3pobku cuctemm Bynm
npoaHanisoBaHi pa3oM i3 pe3ynbTaTaMmn ekCnepuMeHTaNIbHUX AOCAIAXKEHb, AKi NiATBEPOXKYIOTb ePEeKTUBHICTb TaKUX
cucteM. MynsTUMOZANbHI CUCTEMU PO3MNi3HABAHHS €MOLIM MatoTb 3HAaYHWUIM MNOTEHLLiAN 3aCTOCYBAHHA Y pi3HUX cdepax,
30KpeMa B OLiHLi NCUXIYHOro 340pOB’S, AiarHOCTULI eMOLIMHUX CTaHIB, a0aNTMBHIN OCBITI Ta CTBOPEHHI CUCTEM
N9 BAOCKOHANEHOi B3aeMoLii NtoaMHKu 3 MalmHamu. Ocobnmea yeara 6yna npuaineHa afanTMBHOCTI LUX CUCTEM
[l0 Pi3HUX onepauiiHUX YMOB Ta iX 34aTHOCTI iHTErpyBaTW pi3HOMaHITHI 6ioMeTpnyHi MoganbHOCTI. Lg iHTerpauis
NiABUWMNG HALIMHICTb | TOYHICTb po3ni3HaBaHHA eMouii. KpiM Toro, nporpec y ranysi MalMHHOIO HaBYaHH4,
0C06NMBO Y BUKOPUCTAHHI IMUBOKMX HEMPOHHUX MepEeX, LO3BOSE MPOBOAUTU KOMMIEKCHMIM aHaNi3 i CMHXPOHi3aLito
MYNbTUMOAANBbHUX AaHMX, WO 3abe3neyye BUCOKOTOUHE BU3HAYEHHS HIOAHCIB eMOLIHUX CTaHIB

KniouoBi cnoBa: obuncneHHs adekTty; i3ionoriyHi curHanu; aHania HeMpoHHMX Mepex; obpobka biocurHanis;
B3aEMOAIS NOAVHU 3 KOMMTIOTEPOM
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Abstract. The relevance of the study lies in the need to implement unified methods for the structured formation
of context maps, capable of reliably and accurately representing business processes during the design of
domain-driven information systems. The aim of the work was to develop and substantiate a systematic method
for transforming business process activity diagrams into context maps, which optimises the modelling process
and enhances the accuracy of interaction representation within the domain. To achieve this goal, methods of
formal analysis of activity diagrams, structured identification of bounded contexts, grouping of interrelated actions,
and establishing types of interactions between them were applied. The main results of the study consisted of
creating a phased method that allows for the identification of key elements of business processes, their integration
into logically consistent contexts, and the definition of inter-contextual relationships without the use of complex
notations. The proposed approach enables the extraction of bounded contexts based on the analysis of activity
diagrams, the identification of dynamic dependencies between actions of different participants, and the formation
of a coherent context map. The effectiveness of the method was demonstrated using the example of the restaurant
business, where it clearly identified interactions between customer service processes, the kitchen, inventory
management, and payment processing. This contributed to a transparent distribution of responsibilities, improved
system complexity management,accelerated design,and enhanced consistency between technical implementation
and business requirements. The proposed approach also improved mutual understanding between developers
and domain experts, as it provides clear boundaries of responsibility and a more adaptive system architecture.
Furthermore, the results confirmed the scalability of the method to other industries, indicating its universality and
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systems and improving the effectiveness of architectural decision-making
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INTRODUCTION

This study examined the problem of constructing con-
text maps in the process of domain-driven design (DDD)
for complex software systems, which is an important
direction in modern software development approaches.
The DDD methodology, initiated by E. Evans (2003) and
expanded upon by V.Vernon (2013), laid the foundation
for modern domain modelling. Its conceptual evolution
was demonstrated by the works of C.Zhong et al. (2024),
S. Kapferer & O.Zimmermann (2022), and J. Sangabri-
el-Alarcon et al. (2024), where DDD was applied to mi-
croservices, strategic mapping, and automated context
validation. However, one of the key challenges remains
the creation of a context map capable of systematically
and accurately representing interactions between dif-
ferent parts of the domain. The lack of a clear method-
ology for forming context maps complicates mutual un-
derstanding among project participants and can lead to
a disconnect between business requirements and tech-
nical solutions. A proper description of interactions and
demarcation of responsibilities within the domain will
contribute to improving software quality and reducing
risks associated with incorrect interpretation of busi-
ness logic. A balanced approach to modelling complex
systems is critically important for projects that scale
dynamically and constantly evolve.

Some researchers, notably C.E. da Silva et al. (2022),
proposed the BPM2DDD method, which algorithmical-
ly identifies domains in Business Process Model and
Notation (BPMN) models and automatically generates
bounded contexts. Analysis showed high formal accu-
racy, but it must be acknowledged that the complexity
of BPM notation limits the participation of business ex-
perts without deep process training. In contrast, Unified
Modelling Language (UML) activity diagrams remain an
intuitive and accessible modelling tool, actively used
for formalising business logic in the architecture of
modern information systems. According to the research
by M.Waseem et al. (2021), UML diagrams - particularly
activity and use case diagrams — remain one of the most
common modelling tools even in microservice-based
projects. Furthermore, the study by S. Khoshnevis (2023)
highlighted the advantages of UML diagrams as an in-
put format for automated transformation of business
logic into structural system components, closely related
to bounded contexts in DDD.

Significant contributions to strategic contextu-
al mapping were made by S. Kapferer & O. Zimmer-
mann (2020): their work presented the Domain-Specific
Language (DSL) tool Context Mapper, which formal-
ises bounded contexts and their interaction types in
the form of machine-processable models. The study
demonstrated how the generation of interaction sche-
mas significantly simplifies the evolution of microser-
vice architecture and reduces the risk of semantic dis-
connects between teams. However, existing approaches
predominantly ignore the possibility of using simpli-
fied models at the initial stage, accessible to business

analysts and domain experts, which reduces the effec-
tiveness of their involvement in design.

Between 2020 and 2024, a number of works were
published, some of which directly addressed the issue
of forming context maps. H. Vural & M. Koyuncu (2021)
demonstrated that the correct definition of bound-
ed contexts in a microservice architecture reduces the
cognitive complexity of code and accelerates evolu-
tionary changes. However, the authors emphasised the
absence of clear rules for transitioning from business
processes to contexts. In a broader overview, J. Sanga-
briel-Alarcon et al. (2024) highlighted that practition-
ers either fragment the domain excessively, leading to
unnecessary dependencies, or leave contexts too large,
hindering development. C.Zhong et al. (2024), based on a
statistical cross-section of a large number of companies,
showed that early formation of a context map reduces
the number of changes in service contracts by 23% in
the first year, but researchers note that typical teams lack
methodologies that combine the clarity of UML with the
strict rules of DDD. In this same context, the research by
H.Vural & M. Koyuncu (2021) complemented the results
of S. Kapferer & O.Zimmermann (2020), demonstrating
that formalised DSL solutions are effective only if the
initial models are sufficiently accurate, which is often
lacking in the pre-design analysis phase.

The aim of the article was to develop a new method
for transforming UML activity diagrams into a context
map within DDD, which will simplify the initial model-
ling of complex software systems and enhance the ef-
fectiveness of collaboration between business analysts
and developers. It was necessary to analyse existing ap-
proaches to building context maps within Domain-Driv-
en Design, paying particular attention to methods based
on BPMN, and to evaluate their limitations. The next
step involved developing and substantiating a method
for systematically transforming UML activity diagrams
into a DDD context map, suitable for application in the
initial stages of modelling. To verify the effectiveness
of the proposed method, it was planned to use a typi-
cal domain from the restaurant business to identify key
bounded contexts and the relationships between them.
Following this, a comparative analysis of the developed
method with other approaches was planned to identify
its advantages and disadvantages regarding effective-
ness and flexibility. Finally, prospects for the further
development of the method were identified, including
possibilities for automation, the use of CASE tools, and
integration with modern technologies.

MATERIALS AND METHODS

The research was based on an approach that involves
the systematic transformation of business process ac-
tivity diagrams into a context map within the frame-
work of DDD. The material for analysis consisted of
UML activity diagrams, which were manually created
based on the primary business requirements of the
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restaurant domain; during modelling, completeness of
scenarios, the presence of all key actors, and the dis-
play of main control and data flows were taken into
account. This domain is characterised by the presence
of various participants (clients, cooks, waiters, suppli-
ers, payment systems), as well as extensive interac-
tion between them, which allows for a comprehensive
demonstration of the proposed method’s effectiveness.

S. Moskovko & R. Kvyetnyy

Preliminary identification of key domain events was
conducted using the Event Storming method, proposed
by S. Gadiyar (2024), which ensured rapid detection
of cause-and-effect relationships in the process. The
study used a five-stage methodology for transforming
a UML activity diagram into a context map within the
framework of DDD. A schematic representation of this
methodology is provided in Figure 1.

Ny
/Preparation

« Research objectives
« Domain area
« UML diagram based on requirements
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Figure 1. Diagram of the phased transformation of an activity diagram into a context map

Source: developed by the authors

A detailed description of the actions performed at
each stage is provided below. During the preparatory
stage, the research objectives were formulated, which
involved developing a systematic approach to forming
a context map for complex business systems, particu-
larly within the restaurant service domain. The res-
taurant business was chosen as the domain area due
to its clear structure, the presence of multiple actors
with distinct areas of responsibility, and the typicali-
ty of its processes. The UML activity diagram used in
the study was created based on an analysis of primary
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business requirements, formulated through an Event-
Storming session (Gadiyar, 2024). When creating the
diagram, consideration was given to the completeness
of process coverage (customer service, food prepara-
tion, inventory management, payment processing), the
participation of all key actors (client, waiter, cook, sup-
plier, accountant, payment system), and the presence
of control points for data transfer and management.
Table 1 provides a generalised description of the main
elements used in the study during the transformation
of business logic into a context map.
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Table 1. Key elements of UML activity diagrams

UML element

Description

Action

The basic unit of the diagram, representing a single step
performed by a user or system.

Control Flow

Arrows indicating the sequence of action execution.

Initial/Final Node

Define the start and end of the process respectively.

Fork/Join Node

Used for parallelising or merging execution flows.

Decision Node

A branching point where the process divides depending on a
condition.

Object Node

Displays objects (data) that are passed between actions.

Swimlane

Sections that divide actions among process participants,
indicating who is responsible for each action.

Source: developed by the authors

At the formal analysis stage of the activity dia-
gram, key actors and the corresponding activities they
perform were identified. Grouping was based on the
analysis of functional commonality, target outcomes,
and sequences of actions. The key criterion here is
the presence of a clear business objective that each
group of actions realises. The methodological basis for
this stage was the principle of transitive unification of
actions into service layers, as outlined by 0. Ozkan et
al. (2023). This forms the prerequisite for distinguish-
ing bounded contexts — an autonomous part of the sys-
tem with its own internal logic. At the stage of identify-
ing bounded contexts, the processes of the restaurant
business were decomposed based on the identified
groups of activities. The criteria for defining contexts
were the internal coherence of actions, clear bounda-
ries of responsibility, and the minimisation of external
dependencies. For the transitive unification of com-
mands into service layers, the approach by 0. Ozkan et
al. (2023) was used, which allowed related functions to
be consolidated into a single logical whole.

At the stage of establishing inter-contextual re-
lationships, the directions of interaction between the
identified contexts were determined. A comparison of
connection types with known interaction patterns (Al-
fadel et al., 2020; Farshidi et al., 2020) was applied. The
determination of critical synchronisation points was
carried out considering the queue-time/flow-time ra-
tio (Albuquerque et al., 2020), and patterns (Valdivia et
al., 2020) were used for formal typification. In the final
stage, a context map was constructed, where each of
the bounded contexts is represented as a separate com-
ponent, and the interrelationships between them as la-
belled lines indicating the type of dependency. To verify
the integrity of the model, the Specification by Example
methodology was applied, which allowed for ensuring
the correctness and consistency of the interaction logic
between system elements (Irshad et al., 2022).

RESULTS AND DISCUSSION

Inthe process of developing the method,the main com-
ponents of activity diagrams were analysed, which are
a key means of visualising business processes within
UML (Ambler, 2005; Ozkaya & Erata, 2020). This type

of diagram allows for modelling sequences of actions,
parallel flows, branching conditions, and also for de-
fining the responsibilities of process participants us-
ing swimlanes. An activity diagram is intuitive and has
a lower barrier to entry compared to the more com-
plex BPMN notation, making it convenient for use in
designing business processes. DDD is an approach to
developing software systems that focuses on a deep
understanding of the domain and modelling business
processes according to its real needs (Evans, 2003;
Vernon, 2013).DDD involves close interaction between
developers and domain experts to create a model that
accurately reflects the entities and processes exist-
ing within the domain. The main tool is a Ubiquitous
Language, which both parties use to describe and
interact with the domain.

A Context Map is an important DDD tool that al-
lows for visualising the boundaries and interactions
between different parts of the system, or so-called
bounded contexts. Each bounded context represents
a separate, clearly defined business area within which
specific terms, models, and rules have a fixed meaning
and are interpreted independently of other parts of the
system. This helps to avoid ambiguities and conflicts
in the interpretation of concepts, especially in large
projects with multiple teams. Within a single bound-
ed context, its own model is formed, which should not
be directly used outside of this context without special
alignment mechanisms (e.g., via anti-corruption layers
or published languages). As an example in the restau-
rant business, the "Customer Service” context might
contain the term “order”, which means a list of dishes
chosen by a visitor and is accompanied by a waiter’s
actions. At the same time, in the “Kitchen” context, the
same term ‘order” would mean an internal technical
task for the cook, which includes preparation instruc-
tions. Despite having the same name, these models
are independent and correspond to different business
needs, thus they should exist within separate contexts.
Bounded contexts in DDD are classified into three main
types depending on their role in the system (Kapferer
& Zimmermann, 2020).

The Core Domain is the most important part of the
system, reflecting key business capabilities and strategic
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aspects. This is a critical area for the product’s success,
and it is here that the largest investment of resources in
modelling has the greatest value. Unique competitive
advantages are formed in this domain, so it requires
the deepest elaboration and continuous involvement of
domain experts. The Supporting Domain encompasses
auxiliary contexts that support the core functions but
are not strategically important themselves. They per-
form Lless critical roles but are necessary for the effec-
tive functioning of the system. Typically, these are tech-
nical or administrative components that facilitate the
operation of the core domain (e.g., logistics or account-
ing). The Generic Domain includes standard contexts
that use typical, generally accepted models, not specific
to a particular business. They can be reused in differ-
ent projects without significant adaptation or deep
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modelling. Examples might include authorisation mod-
ules, user registration, or message processing.

Contexts do not exist in isolation; various types
of interrelationships can arise between them. It is im-
portant to clearly define these interrelationships to
ensure a coherent and flexible architecture. Incorrect-
ly designed interactions between contexts can lead to
excessive dependency, duplication of functionality, or
difficulties with scaling. Clear definition of boundaries
and integration mechanisms help to avoid terminology
conflicts, preserve module autonomy, and ensure sys-
tem stability during changes. Research by A. Hlybovets
& . Paprotskyi (2024) demonstrated that correctly im-
plemented fault tolerance at the microservice level
significantly reduces the risk of such failures. The main
types of interactions are shown in Table 2.

Table 2. Types of interactions between bounded contexts

Type of interaction

Description

Features of interaction

Customer-Supplier

One context supplies data or services,
the other consumes them.

The supplier is obliged to maintain
the service; the consumer depends
on the reliability and stability
of the Application Programming
Interface (API).

Conformist

The consumer adopts the supplier’s
model without changes.

Reduces integration complexity,
but limits flexibility for future changes.

Partnership

Contexts closely collaborate to achieve
a common goal.

Both sides are mutually dependent;
high coordination of actions is required.

Open Host Service

A context publishes a service, accessible
to several other contexts.

Provides shared access to functionality
without tight integration.

Published Language

Interaction via a standardised language
or protocol, agreed upon between
contexts.

Reduces dependency, facilitates scaling
and interaction with multiple systems.

Anti-Corruption Layer (ACL)

The downstream context is isolated
from the upstream context using an
adaptation layer.

Ensures translation between models;
protects the internal model from
external influences.

Source: developed by the authors

The main components of a context map in DDD (Ver-
non, 2013) play a crucial role in forming a clear system
architecture and ensuring consistency between its parts.
A context map serves as a visual tool demonstrating the
structure of interactions between autonomous mod-
ules - bounded contexts — and defines their relation-
ships, areas of responsibility, and shared components.
The first and central element is the bounded context,
which has already been described above. The importance
of this component lies in its ability to avoid semantic
conflicts and ensure the autonomy of teams working on
different modules. Dividing into contexts helps prevent
confusion and mixing of meanings. The next critical ele-
ment of the map is the Relationships between bounded
contexts. These relationships describe exactly how indi-
vidual parts of the system interact, who is the supplier,
and who is the consumer of data or services.

Types of interactions, such as Customer-Supplier,
Conformist, Partnership, Open Host Service, or Pub-
lished Language, define the level of dependency, coor-
dination, and shared responsibility between contexts.
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Clear modelling of such interrelationships helps avoid
excessive integration dependencies and ensures sys-
tem flexibility when changes occur in specific modules.
The third important component is the Shared Kernel -
a set of models, objects, or functions that are used by
several bounded contexts simultaneously. Its main pur-
pose is to ensure consistency and reduce duplication
of business logic in cases where complete isolation
of contexts is impractical or too costly. A shared ker-
nel requires careful management, as changes within it
can affect all related contexts. However, in cases where
contexts have closely related logic, a shared kernel
becomes an effective mechanism for code reuse and
maintaining term consistency.

A context map helps divide complex systems into
independent areas, which reduces the complexity of in-
teractions between different components and provides
clear boundaries of responsibility. This is important for
constantly evolving systems, as it allows changes with-
in one context to be easily managed without disrupting
the operation of others. Creating a context map within




The method of structured transformation of a business process activity diagram...

DDD involves the sequential execution of a series of
analytical stages, each of which plays an important role
in forming a correct architectural model.

At the initial stage, bounded contexts were iden-
tified and grouped into corresponding subdomains.
This involves detailed identification of the actors
represented in the UML activity diagram, as well as
the activities these actors perform. Identification was
based on an analysis of swimlanes, which allow for
the visual distribution of responsibilities between us-
ers and system components. Particular attention was
paid to establishing the sequence of actions that form
logical process blocks. In the next step, an analysis
of the goals and expected outcomes of each process
participant was carried out. This approach allows for
understanding the motivation of each actor, as well as
determining which results are critical from a business
value perspective. This analysis serves as the basis for
identifying bottlenecks and priority elements of the
system. It is in this context that the identification of
critical process points and potentials for its optimisa-
tion becomes possible, contributing to the qualitative
separation of logic by domain boundaries.

Next, an investigation of interactions between ac-
tors was conducted. The primary focus was on identify-
ing the roles of supplier and consumer in each specific
segment of the process, which allows for the classifica-
tion of dependencies between participants. Data flows
and their directions are analysed to determine the di-
rections of integration and coordination between con-
texts. This is critical for understanding precisely how
information is transferred between system parts, as
well as for identifying areas of potential duplication or
conflicts. Following this, semantic grouping of activities
within logical business functions was carried out. Based
on the resulting groups of functionally related activities,
bounded contexts are identified. It is important not only
to ensure the internal coherence of each context but
also to minimise its dependencies on other parts of the
system. This provides greater autonomy, simplifies test-
ing, accelerates independent deployment, and reduces
the risks of cascading changes. At this stage, bounded
contexts were also integrated into broader subdomains.
Such consolidation is based on the relatedness of func-
tions and conformity to the overall business structure,
and also allows for classifying contexts as core, sup-
porting, or generic — in accordance with DDD principles.

Further analysis involved identifying internal re-
lationships between bounded contexts. For this pur-
pose, data exchange paths between previously defined
groups of actions were analysed, their functional inter-
dependence and frequency of interactions were evalu-
ated.Based on this information, specific communication
channels were identified, their roles (supplier/consum-
er) were formalised, and the direction of information
flows is established. The concepts of upstream and
downstream contexts are applied to model who initi-
ates the interaction and who receives it, which is crucial

for maintaining system stability in changing conditions.
The final analytical step is to assess the nature of the
interrelationships between contexts. Here, it is appro-
priate to apply the DDD typology, which includes mod-
els such as Customer-Supplier, Conformist, Partnership,
Anti-Corruption Layer, Open Host Service,and Published
Language. Each type of interaction implies a different
level of integration, isolation, and coordination, and the
selection of the appropriate model depends on the re-
quirements for flexibility, independence, and scalability.
The analysis of these interrelationships allows for the
justified formation of a context map, which not only
visualises the system’s architecture but also serves as
a means of strategic management for its development.

Based on the conducted analysis, a detailed list of
bounded contexts, subdomains, groups of related ac-
tions was obtained, and the interrelationships between
them were established. As a result of the preceding
stages, context map within DDD was created. This map
serves as the basis for visualising and understanding
the interaction between different parts of the system.
Furthermore, an example of applying the method for
transforming an activity diagram into a domain-driven
context map using the restaurant business as a case
study was provided. The activity diagram for the restau-
rant business is presented in Figure 2.

The first step in building a contextual map of the
restaurant business was to identify key actors and re-
lated activities, which were recorded in the diagram
(Fig. 2). Analysis of the participants in the process made
it possible to determine which roles (both human and
technical) are involved in the business process and
what functional actions they perform. In particular,
roles such as customer, waiter, cook, supplier, payment
processing system, and accountant were covered. For
each of them, a typical set of activities was identified
that represent their functions within the service pro-
cess: from the customer’s arrival to the confirmation of
payment by the accountant.

Further analysis was aimed at uncovering the mo-
tivations and expectations of each actor. At this stage,
the goals of each role were defined - for example, client
satisfaction, ensuring the quality of prepared dishes, ac-
curate financial reporting, etc. - as well as the expected
outcomes of participation in the business process. This
allowed for identifying the strategic significance of indi-
vidual functions and understanding which aspects of the
process hold the highest business value and influence
the overall user experience. Particular attention was paid
to analysing the interactions between actors. It was es-
tablished that supplier-consumer relationships exist be-
tween the roles, defining functional dependencies with-
in the system. For instance, the client consumes services
provided by the waiter, and the latter, in turn, relies on
the results of the cook’s work. Such chain dependencies
allow for clear outlining of information flows and respon-
sibilities between parts of the system. Data flow analysis
enabled the identification of control directions and the
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boundaries within which services or requests are trans-
ferred. The next logical step was the conceptual group-
ing of activities within higher logical units - business
functions. Activities that were related by purpose or out-
come were combined into four main business functions:

S. Moskovko & R. Kvyetnyy

customer service, food preparation, inventory manage-
ment, and payment processing. This grouping was crit-
ical from the perspective of forming bounded contexts,
as it allowed for the identification of autonomous func-
tional areas with a high degree of internal coherence.

Client Cook Supplier System Accountant
o
A 4
l Arrival at restaurant ‘
| Place order l——’{ Place order F“’ICheck ingredients|
™| Order ingredients
{ Deliver ingredients|
Prepare dishes
| ConsuTe food | _Serve dishes [+ Quality control]
| Requestbill 1] Provide bill |
Pay bill I Pay bill |——’| Conﬁrm¢payment|
o

Figure 2. Activity diagram of the restaurant business

Source: developed by the authors

Based on the formed functional groups, the bound-
ed contexts were defined: “Customer Service”, “Kitchen”,
“Inventory Management”, and “Payment”. Each of these
demonstrates a clearly expressed autonomy, which al-
lows for minimising coupling between contexts and re-
ducing potential risks during changes. Further analysis
allowed these contexts to be classified by subdomain
types according to DDD approaches. The “Customer
Service” and “Kitchen” contexts were assigned to the
core subdomains, as they represent key business val-
ue. In contrast, “Inventory Management” and “Payment”
were classified as supporting subdomains, because, al-
though important for system functioning, they do not
carry strategic uniqueness.

In the next stage, inter-contextual relationships were
modelled based on previously identified relationships

~ Customer

Service Conte

>

¥

Kitchen e
Context

%‘?\subdomains
X

—
ey == Inventory

Management
Context

between actors. The “Customer Service” context inter-
acts with the “Kitchen” context using a Customer-Sup-
plier model, where “Kitchen” supplies prepared dishes,
and “Customer Service” consumes them. A similar de-
pendency is observed between “Kitchen” and “Inventory
Management’, although an additional mechanism - an
anti-corruption layer — was applied here, which allowed
for isolating the model of one context from changes
in another. Interaction between “Customer Service” and
“Payment” was also modelled as Customer-Supplier with
elements of an ACL, as the payment processing process
is critical but should not affect the internal logic of the
main service. The final stage was the construction of the
context map, which visualises the derived bounded con-
texts, their interrelationships, integration types, and di-
rections of dependencies (Fig. 3).

Main

~
~Payment
Context

Supporting
subdomains

Figure 3. Context map of the restaurant business

Source: developed by the authors
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It is important to involve domain experts to verify
and refine the created context map. Their experience
and knowledge of business specifics will help identi-
fy possible inaccuracies or gaps in the model, and en-
sure that all nuances of business processes are taken
into account. This will contribute to the context map
accurately reflecting the real needs and structure of
the business. It should be noted that the context map
may change during further analysis and development.
In-depth study of the domain, changes in business re-
quirements, or newly identified details may require a
review of context boundaries and their interrelation-
ships. The proposed method for transforming activity
diagrams into a DDD context map is convenient for
modelling business systems. The use of UML activi-
ty diagrams simplifies the process, as UML is a widely
known and understood tool, facilitating collaboration
between business analysts and developers.

Unlike the BPM2DDD method, which is based on
detailed BPMN models and can be more complex for
organisations without established BPMN usage prac-
tices, the approach proposed in this study is more flex-
ible and accessible (Da Silva et al., 2022). It allows for
precisely defining bounded contexts and accounting for
the nuances of business processes without excessive
formalisation. Furthermore, this method emphasises
the importance of involving domain experts and readi-
ness to adapt the context map during the analysis pro-
cess, which increases the accuracy and relevance of the
model. Compared to BPM2DDD, the proposed approach
ensures faster and simpler transformation of business
processes into technical models, making it an attractive
choice for many organisations.

The obtained results regarding the systematic
transformation of UML activity diagrams into a con-
text map for DDD should be considered in comparison
with the research of other authors who also studied the
problem of forming bounded context boundaries and
integrating business processes into DDD. A comparative
analysis made it possible to determine the extent to
which the chosen approach is consistent with previ-
ous works and what the main differences are. First and
foremost, the findings should be compared with the re-
sults of the study by C.E. Da Silva et al. (2022), which
proposed a formalised transformation of BPMN models
into domains within the BPM2DDD method. The author
noted high accuracy in domain identification but em-
phasised that the complexity of BPMN complicates the
involvement of specialists without in-depth expertise
in process notation. In the presented approach, a sim-
ilar goal - the formation of bounded contexts - was
achieved, but by using more accessible UML activity
diagrams. Compared to the BPM2DDD method, the pre-
sented solution benefits from a lower barrier to entry
for teams, but it may lose out on the level of detail in
formal process descriptions.

The views in the study by F. Gonzalez-Lopez et
al. (2022), which proposed domain-oriented design of
business process architecture, also turned out to be

similar in their emphasis on business logic. The impor-
tance of a clear description of the domain before form-
ing the system architecture was highlighted. The pro-
posed approach also underscored the decisive role of
initial business process analysis through UML models,
where grouping activities by logical attributes contrib-
uted to the isolation of contexts. The difference lies in
the emphasis on simplifying the initial modelling steps,
whereas the study by F. Gonzalez-Lopez et al. (2022)
aimed at deep integration of domain concepts in large-
scale corporate systems.

Compared to the work of S. Kapferer & O. Zimmer-
mann (2020), where the main focus was on creating
specialised languages and tools for strategic contex-
tual mapping, the obtained results are less “techno-
logically specialised.” The authors demonstrated the
benefits of DSL for describing interactions between
contexts, which reduced the risk of incorrect terminolo-
gy interpretation. In this study, priority was given to the
simplicity of UML diagrams, which did not require addi-
tional description languages. Such an approach proved
effective for application in teams with varying levels
of technical expertise, although it potentially yields in
terms of formalisation level, as discussed by S. Kapferer
& O.Zimmermann (2020).

Important parallels can be seen with the develop-
ments of C.Zhong (2024), which conducted a systematic
analysis of DDD application in microservices. This study
focused on how clear context boundaries help avoid
duplication of functions and incorrect distribution of
data between services. The obtained results confirmed
the validity of these conclusions, as the formation of
a context map at an early stage safeguarded against
unnecessary fragmentation. However, that study was
based on the analysis of existing real-world systems,
whereas this work focused on a method for transform-
ing activity diagrams into a contextual model.

The studies by H. Vural & M. Koyuncu (2021) were
aimed at investigating the impact of DDD on the mod-
ularity of microservices, demonstrating that correct
identification of bounded contexts defines the bound-
aries of service responsibilities. The obtained conclu-
sions align with the authors’ position on the crucial
role of proper grouping of business processes in pre-
venting duplication and terminology conflicts. At the
same time, the works of these authors provided quanti-
tative indicators evaluating system modularity, where-
as the proposed methodology placed greater emphasis
on qualitative analysis (logical grouping of actions and
decomposition of processes).

Itis also interesting to compare the approach to do-
main decomposition highlighted in the work of J. Sang-
abriel-Alarcon et al. (2024), where it was noted that
strategic contextual mapping and precise definition of
bounded contexts contribute to better system scala-
bility and reduced technical debt. The obtained results
confirmed this thesis, as transparent context bounda-
ries facilitated working with domains that change over
time. At the same time, the risks of oversaturating the
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system with overly granular contexts, which can compli-
cate coordination between teams, were considered. The
presented methodology included a criterion for mini-
mising inter-contextual dependencies, but the method
prioritised preliminary business analysis, whereas the
scholar’s work favoured a multi-step iterative verifica-
tion of context boundaries based on real data.

A comparison with the results of previous studies
demonstrated that the field of integrating DDD with
business process models is evolving in several direc-
tions. Some researchers focused on more formalised
transformation mechanisms, using, for example, BPMN,
specialised DSLs, and algorithmic modularity criteria.
Others, however, emphasised a simplified initial anal-
ysis that fosters better mutual understanding among
teams with varying levels of technical expertise. Ulti-
mately, it is the balance between formal depth and the
accessibility of the proposed methods that determines
success in domain decomposition and the formation of
a flexible, scalable architecture within DDD.

CONCLUSIONS

Throughout the study, a phased methodology was de-
veloped that effectively combines business analysis
with technical DDD practices, allowing for the clear
and prompt identification and description of key op-
erations within the restaurant business domain, all
within their respective bounded contexts. In the ini-
tial stage, business requirements and primary process
models were thoroughly analysed, and key participants
and their main activities were identified. The subse-
quent stage involved a formal analysis of UML activity
diagrams, which included systematising actions based
on functional commonality, business objectives, and
interdependencies. This enabled the separation of sev-
eral autonomous bounded contexts and the formation
of a clear understanding of the nature of interactions
between them, serving as the foundation for creating a
coherent context map.

The research results demonstrated the practical ef-
fectiveness of the proposed method and confirmed that
combining business analysis with UML diagrams sig-
nificantly simplifies and accelerates the modelling of
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AHoTauif. AKTYyanbHICTb AOCNIAXEHHS Nondrae B NoTpebi BNpoBaAXeHHS YHiPiKOBaHUX MeTOAiIB Ang
CTPYKTYpOBaHOro GOpMyBaHHS KOHTEKCTHUX KapT, 34aTHUX HAAiMHO Ta TOYHO BigobpaxaTtu BisHec-npouecu
nig Yac NPOEKTYBaHHA NpeaMeTHO-OPiEHTOBAHUX iHDOpMaLiiHUX cucTteM. MeToto poboTu 6yno po3pobrieHHs
Ta 0BrpyHTYBaHHS CMCTEMATUUYHOTO METOAY NEPETBOPEHHS AiarpaM aKTUBHOCTI 6i3HEC-NMpOLEeCiB Y KOHTEKCTHI
KapTw, WO ONTUMI3YE NpoOLLEC MOAENOBAHHS Ta MiABULLYE TOUYHICTb BifoBpaXxeHHS B3aEMOLIN y AoMeHi. [Ang
[OCATHEHHS Li€i MeTn 6yno 3acToCcOBaHO MeToaM GOPManbHOro aHanisy AiarpaM akTMBHOCTI, CTPYKTYPOBAHOIMO
BUSIBNEHHS 0OMEXEHUX KOHTEKCTIB, rpynyBaHHS B3aEMOMOB'A3aHMX AV | BCTAHOBMEHHS TUMIB B3AEMOAIN MiX HUMMU.
OCHOBHI pe3ynbTaTh AOCNIOXKEHHS NONAralOTb Y CTBOPEHHI NOETAaNHOro MeToAy, SKMM A03BONSE ineHTUDIKYBaTH
KNHOYOBI eneMeHTH BizHec-npoLecis, 06€AHYBATH iX Y NOMYHO Y3rOAXKEHI KOHTEKCTU Ta BU3HAUYATU MiXKKOHTEKCTHI
B33aEMO3B'3KM 6e3 BUKOPUCTaHHS CKNAAHMX HOTALi. 3anponoHOBaHMI Nigxia Aa€ 3MOry BUOKPEMIOBATH 0BMeXeHi
KOHTEKCTU Ha OCHOBI aHani3y aiarpaM akTUBHOCTI, BUSBASTU OAMHAMIYHI 3aN€XHOCTI MiX LMK pi3HMX YYACHUKIB Ta
$OopMyBaTH Y3roaKeHy KOHTEKCTHY KapTy. EQeKkTMBHICTb MeToAy NPOAEMOHCTPOBaHa Ha NPUKAAAI peCcTOpaHHOro
6i3Hecy, fe 3a 1oro Aonomorot Hyno YiTKo iLeHTUdiKOBaHO B3aEMOLii MiX npouecamu 06CyroByBaHHS Ki€HTIB,
KYXHE, yNpaBaiHHAM 3anacamMu Ta 06pobkoto nnatexis. Lle cnpusano npo3opomy po3noainy BianoeifanbHOCTI,
NOKPaLWMNO KePYBaHHSA CKAAAHICTIO CUCTEMM, MPUCKOPUAO MPOEKTYBAHHA Ta NiIABULLMNO Y3rOOXKEHICTb MiX
TEXHIYHO peanisauieto Ta 6i3Hec-BMMOramu. 3anponoOHOBAHMI NiAXiA TaKoX NOKPALWMB B3AEMOPO3YMIiHHS
MiX po3po6HMKaMKM Ta ekcnepTaMu NpegMeTHoI 06nacTi, OCKiNbku 3abe3nevye 4YiTKi MexXi BiANOBiAaNbHOCTI Ta
6inbl aganTMBHY apxiTekTypy cuctemu. Kpim Toro, pesynbtaTv NiaTBEPAMIM MOXAMBICTb MacluTabyBaHHS MeToay
Ha iHWI ranysi, Wo CBiAYMTbL NPO MOro YHiBEPCANbHICTb Ta LWUIMPOKY 3aCTOCOBHICTb. [TpaKTUUYHA LiHHICTb poboTH
NONSIra€e y MOX/AMBOCTI MacwTabyBaHHS MeToAy ANS 3aCTOCYBAHHS B Pi3HUX AOMEHAX, WO pobuTb MOro KOPUCHUM
iHCTpyMeHTOM ans Bi3Hec-aHaniTMKIB | apXiTeKTopiB NporpaMHoro 3abesnevyeHHs Mig Yac NPOEKTYBAHHS CKAAHUX
CMCTEM Ta NiABULLEHHS ePEKTUBHOCTI NPUMHATTS apXiTEKTYPHUX pilleHb

KniouoBi cnoBa: iHbopMaLiviHi cuctemu; aHanis 6isHec-npoLecis; yHipikoBaHa MOBa MOLENOBAHHS; TpaHCOpMaLLis
Mopenei; BU3HauYeHHs 0OMeXeHUX KOHTEKCTIB
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Abstract. The relevance of this study is grounded in the need to improve methods for evaluating expert competence
in the field of state information security. The increasing number of threats in cyberspace and the growing demands
on specialist qualifications necessitate innovative decision-making approaches that can account for subjective
factors and data uncertainty. This research aimed to develop and test an integrated approach combining the
Analytic Hierarchy Process (AHP) with fuzzy logic for the assessment of candidates for expert positions in
information security. The AHP enabled the problem to be structured as a hierarchical model encompassing the
goal, criteria (experience, certifications, communication skills), and alternatives (candidates). The AHP methodology
involved pairwise comparison of criteria, calculation of weights, and consistency checks of the matrices. Fuzzy
logic complemented AHP by enabling the processing of imprecise data through fuzzification, the application
of “If-Then" rules, and defuzzification. Practical validation of the method was carried out using the example of
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candidate evaluation based on the specified criteria. The research findings demonstrated that the proposed
approach enabled the integration of both precise and imprecise elements of assessment, thereby improving the
accuracy and justification of decisions. The Monte Carlo method was employed to verify the model’s reliability,
ensuring result stability through repeated simulations of data variations. The results confirmed the method’s high
adaptability to handling uncertain data. The practical value of the study lies in the application of the integrated
approach to enhance the efficiency of personnel selection - an essential component in safeguarding information
security within state institutions. The proposed method may also be applied to other multi-criteria decision-making

problems under conditions of uncertainty

Keywords: analytic hierarchy process; fuzzy logic; decision-making; criteria; fuzzification; defuzzification;

Monte Carlo

INTRODUCTION

The assessment of expert competence in the field of
information security is one of the critical tasks for
ensuring the effective functioning of state institu-
tions. The increasing number of cyberattacks and the
development of complex technologies demand the
involvement of qualified specialists who can rapidly
adapt to emerging challenges. According to research-
er D. Landoll (2021), the spread of hybrid threats -
now a frequent occurrence in contemporary life - is
influenced by the global digital environment, which
necessitates reliable methods of protection. Various
approaches exist for assessing risks in the field of in-
formation security. For example, the study by V.V. Yem-
elyanov et al. (2021) is based on traditional criteria
such as formal qualifications, professional experience,
and certification outcomes.

However, K. Latysh et al. (2022) argued that sub-
stantial errors may occur in the examination of infor-
mation technology-related issues due to the use of
outdated methods, obsolete logical protection tools for
technical media, and flawed approaches to analysing
past mistakes. In the academic study, |. Hasiuk & O. Iva-
nii (2024) observed that traditional criteria fail to con-
sider adaptability to frequently changing threats and
that their effectiveness in crisis situations is limited, as
not all cyber incidents can be taken into account. The
methodology proposed by K. Smith et al. (2023) for mul-
ti-criteria decisionmaking — namely, the AHP - is con-
sidered the most effective. It enables the structuring of
tasks by dividing them into levels of objectives, criteria,
and alternatives, and allows for pairwise comparison
of criteria, determination of their relative weights, and
calculation of consistency ratios.

Most existing methods for assessing experts are
based on traditional approaches that consider only
quantitative indicators, overlooking subjective fac-
tors such as professional intuition, adaptability, and
the ability to operate under uncertainty. This results
in limitations when forming an objective picture of a
candidate’s competence. The integration of new deci-
sion-making methods that account for both precise and
imprecise aspects of evaluation is therefore of particu-
lar importance. Traditional approaches lack the flex-
ibility required to handle incomplete or contradictory
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data, which is typical in the field of information security.
Consequently, there is a need to implement combined
methods that ensure objectivity, reliability, and a high
degree of accuracy in expert assessment. The AHP is
among the most effective methods for multi-criteria
decision-making. It enables pairwise comparison of cri-
teria, determination of their relative weights, and calcu-
lation of consistency ratios (Smith et al., 2023).

According to V.O. Burenko (2024), despite its nu-
merous advantages, the classical AHP is not always
effective when dealing with imprecise and subjec-
tive data, which is typical in the assessment of expert
competence in the field of information security. To ad-
dress this issue, researchers M. Averkyna & M. Prystu-
pa (2019) considered the integration of AHP with fuzzy
logic methods to be a promising solution. These meth-
ods enable the processing of uncertain and vague
evaluations through the fuzzification of input data,
the use of “If-Then” fuzzy rules, and defuzzification.
Scholars N.I. Domantsevych & H.S. Shestopal (2023)
noted that such an approach allows for the integra-
tion of both quantitative and qualitative aspects of
expert evaluation, thereby enhancing the justification
and accuracy of decisionmaking. Researcher |.M. Debe-
la (2021) applied a Bayesian approach for assessing
alternative decisions involving continuous random
variables, which takes into account the properties of a
holistic system as influenced by the surrounding envi-
ronment. According to N. Fil & O. Kudyrko (2023), the
application of a multi-criteria method for evaluating
website quality enabled the development of a custom
methodology for determining the significance coeffi-
cients of website quality criteria. The application of
mathematical and statistical methods in modern busi-
ness processes by researcher V. Havryliuk (2021) pro-
duced positive results in credit scoring models used
to assess solvency. Scoring models are, in fact, among
the tools used to evaluate leasing risks in banking and
financial operations.

According to research by L. Petyk & B. Kravchen-
ko (2024), the Monte Carlo method is additionally
used to assess the stability of proposed approaches.
This technique allows for the simulation of random
data variations and the analysis of result reliability. It
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helps to minimise the influence of subjective factors
and ensures the stability of final evaluations, even un-
der conditions of significant variability in input param-
eters (IEC 31010:2019, 2019). Researchers A.F. Ayeni et
al. (2020) described a methodology that combines
AHP with fuzzy comprehensive evaluation (FCE) for
risk analysis in the field of information security. Al-
though their approach demonstrates high accuracy,
it is less adaptable for competence assessment tasks
due to the complexity of interpreting the results. In
addition, the Monte Carlo method serves as an effec-
tive tool for testing the robustness of models that op-
erate with random data variations. In this study, the
author employed a multi-layered structure and intro-
duced a rating matrix to describe the relationships
between judgement factors. Based on calculations of
the impact of these factors on security, a new quanti-
tative risk assessment method has been developed. A
method for analysing the results of fuzzy judgements
was proposed. This method shifts the perspective on
information security assessment from a “black box”
approach and plays a role in verifying and adjusting
outcomes derived from traditional models.

The use of a multi-layered structure and the intro-
duction of a rating matrix by L. Wang et al. (2010) to
describe the relationships between influencing factors
enabled the development of a new quantitative meth-
od for risk assessment based on the calculated impact
of these factors on security. The proposed method for
analysing the results of fuzzy sets in the context of
information security played a significant role in veri-
fying and refining the outcomes generated by tradi-
tional models. In the study by V. Lukichov et al. (2023),
a methodology, that accounts for the specific require-
ments of cybersecurity and employs multi-factor risk
analysis, was developed, implemented, and tested. This
approach, based on an integrated method, proved to be
highly effective. Thus, the implementation of an inte-
grated method combining the AHP, fuzzy logic, and the
Monte Carlo method enables the development of an ef-
fective system for assessing expert competence in the
field of information security. This study aimed to design,
implement, and test such a methodology, taking into
account the specific requirements of cybersecurity and
the need for multi-factor risk analysis.

MATERIALS AND METHODS

The development of the Integrated method for assess-
ing expert competence (IMAEC) was based on the use of
two core algorithms: the AHP and fuzzy logic. The AHP
structured the problem as a hierarchical model consist-
ing of three levels: the goal (selecting the most suitable
expert), the criteria (experience, certifications, and com-
munication skills), and the alternatives (candidates).
The process began with the construction of a pairwise
comparison matrix to assess the relative importance of
each criterion and alternative. Based on these data, ei-
genvectors and criterion weights were calculated, and

the consistency of the matrix was evaluated using the
consistency index and consistency ratio. If the level of
consistency exceeded the acceptable threshold, the
matrix was reviewed and adjusted accordingly.

The next stage involved the use of fuzzy logic,
which allowed for the inclusion of subjective expert
assessments in cases where data were imprecise or in-
complete. Input data were fuzzified using membership
functions - for instance, the “experience” criterion was
divided into sets such as “low”, “medium”, and “high”.
Fuzzy “If-Then” rules enabled the aggregation of data,
while defuzzification converted the results into pre-
cise values. To assess the reliability of the model, the
Monte Carlo method was applied to simulate random
variations in the input data. Hundreds of iterations
with varying parameters were conducted, allowing for
an evaluation of the stability of the results. The model
demonstrated adaptability to change and maintained
high accuracy, even in cases of significant variability
in the input data.

RESULTS AND DISCUSSION
AHP. Step 1. Structuring the problem as a hierarchy. The
hierarchy consists of three levels: Level 1: Goal (e.g. se-
lection of the most suitable expert in information se-
curity). Level 2: Criteria (e.g. experience, certifications,
communication skills) Level 3: Alternatives (e.g. Candi-
date 1, Candidate 2, Candidate 3).

Step 2. Constructing the pairwise comparison ma-
trix. For each criterion, a pairwise comparison matrix
is constructed. For example, for three criteria, C,, C, C,:

» M1 b 3
1 ap ags
1
— 1 a
A=|ay 23 | (1)
1 1
_— — 1
ai3 az3

Step 3. Calculating eigenvectors and eigenvalues.
The eigenvector w of matrix A is determined, corre-
sponding to the largest eigenvalue A__:

X

A-w=A_-w. (2)
Step 4. Calculating the weights of the criteria. The ei-
genvector w is used to obtain the weights of the criteria:
w; = EIL—:WL (3)
Step 5. Consistency check. The consistency index (C/)
and consistency ratio (CR) are calculated:
Cl = Amax—1
n-1 ~’

CR=% (4)

RI’

where R/ is the random consistency index. If CR<0.1,
the matrix is considered consistent.

Fuzzy logic. Step 1. Fuzzification. This involves
converting crisp input data into fuzzy sets using
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membership functions. For example, the criterion
\experience\ may be represented by three fuzzy sets:
\low, \medium, and \high.

1, x <2
4—x
Hiow (X) = > 2<x<4;
0, x> 4
0, x <2
I"T‘z 2<x<4
ium (X) = - ;
/“tmedlm() |62—x, 4<x<6
0, x>6
0, x <4
x—4
Mhigh(x)Z{T, 4<x<6.
1, xX>6

Step 2. Application of fuzzy rules. A knowledge
base consisting of fuzzy “If-Then” rules is used. For in-
stance: If experience is \high\ and communication skills
are \medium, then the evaluation is \good. If experi-
ence is \low\ and communication skills are \high, then
the evaluation is \satisfactory.

Step 3. Aggregation of results. The outcomes of all
applicable rules are combined using fuzzy logic opera-
tions such as minimum and maximum.

Step 4. Defuzzification. This process converts fuzzy
results into crisp values. One commonly used method is
the centroid method (centre of gravity):

@m0 ZH(2)dz
2 o @z ©)

Example of the combined AHP + fuzzy logic meth-
od. Step 1. Definition of criteria and alternatives. As-
sume there are three criteria: C, C,, and (,, and three
alternatives: A, A,,and A,.

Step 2. Construction of the pairwise comparison
matrix for the criteria:

1 3 1/2
A=<1/3 1 1/4).
2 4 1

Step 3. Calculation of eigenvectors and weights of
the criteria. Assume the resulting criterion weights are
w=[0.5,0.3,0.2].

Step 4. Fuzzification of alternatives. Assume fuzzy
sets are defined for evaluating the alternatives accord-
ing to each criterion.

Step 5. Application of fuzzy rules and defuzzifica-
tion. Fuzzy rules are applied to assess the alternatives
(5), and crisp values are obtained.

Step 6. Final evaluation of alternatives. The crite-
rion weights are combined with the evaluations of the
alternatives to calculate the final scores:

Score, =37, w,- Score,. (6)

This combined method takes into account both
crisp and fuzzy aspects in the evaluation of alternatives,
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making it a powerful decision-making tool under con-
ditions of uncertainty. An example of applying the
combined AHP + fuzzy logic method is proposed for se-
lecting the most suitable candidate for the position of
information security expert.

Step 1. Definition of the goal, criteria, and alterna-
tives. Goal - selection of the best candidate. Criteria:
C, (Experience (years of work in the field)); C, (Certifi-
cations (number of certifications)); C, (Communication
skills (rated on a scale from 1 to 10)). Alternatives: A,
(Candidate 1); A, (Candidate 2); A, (Candidate 3).

Step 2. Construction of the pairwise comparison
matrix for the criteria. It is assumed that the relative
importance of the criteria has been assessed as follows:

1 3 1/2
A=<1/3 1 1/4).
2 4 1

Step 3. Calculation of eigenvectors and weights of the
criteria. The eigenvector w of matrix A has been calculated:

0.5
w = (0.3 .
0.2

Step 4. Fuzzification of alternatives. It is assumed
that the following data are available regarding the
candidates: A,: Experience - 5 years; Certifications -
3; Communication skills - 7; A,: Experience - 3 years;
Certifications - 5; Communication skills - 6; A,: Ex-
perience - 7 years; Certifications — 2; Communication
skills - 8. These data are fuzzified using membership
functions. For example, for the \experience criterion.

Step 5. Application of fuzzy rules. Fuzzy rules were
applied to evaluate the candidates. For example: If ex-
perience is \high\ and communication skills are \medi-
um, then the evaluation is \good. If experience is \low\
and communication skills are \high, then the overall
rating is \satisfactory.

Step 6. Defuzzification. The fuzzy results were con-
verted into crisp values. For example, for candidate A,:
Experience: y__. (5)=0.5, igh (5)=0.5; Certifications:
Hipegium (3)=1; Communication skills: y, . (7)=1.

Step 7.Final evaluation of alternatives. The weights
of the criteria were combined with the evaluations of
the alternatives to obtain the final scores:

Score, =0.5-0.5+0.3-1+0.2-1=0.25+0.3+0.2=0.7;
Score, =0.5-0.5+0.3-1+0.2-0.8=0.25+0.3+0.16=0.71
Score, =0.5-1+0.3-0.5+0.2-1=0.5+0.15+0.2=0.85.);

According to the results, the best candidate is A,
with a score of 0.85.This candidate has the most exten-
sive experience and strong communication skills, mak-
ing them the most suitable choice based on the defined
criteria. This example illustrates how the combined
AHP+fuzzy logic method can support well-founded de-
cision-making in conditions of uncertainty.
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Probabilistic evaluation of the AHP + fuzzy logic
method. To perform a probabilistic assessment of the
AHP + fuzzy logic method, the Monte Carlo method can
be applied. This technique enables the evaluation of the
reliability and stability of results by repeatedly conduct-
ing calculations with randomly varied input data. Steps
for probabilistic evaluation: 1) defining the input data
distributions - it is assumed that the input variables
(experience, certifications, communication skills) follow
a normal distribution, with specified mean values and
standard deviations; 2) generating random variations - a
random number generator is used to create sets of input
data that conform to the given distributions; 3) repeat-
ing the calculations - the AHP + fuzzy logic method is
repeatedly applied for each set of randomly generated
input data; 4) analysing the results - the mean values
and standard deviations of the final scores for each can-
didate are calculated to assess performance variability.

Example: it is assumed that the input data have the
following distributions. Experience (years): N (5,1) for A,,
N (3,1) for A, N (7, 1) for A,. Certifications (count): N (3,
0.5) for A, N (5,0.5) for A,,N (2,0.5) for A,. Communication
skills (rating): N (7,1) for A, N (6, 1) for A,, N (8, 1) for A,.
A total of 1,000 Monte Carlo iterations were performed.

import numpy as np
# Number of iterations
iterations = 1,000
# Input data
data = {
‘Al’: {‘experience’:
iterations),
‘certifications”’ :
iterations),
‘communication’ :
iterations)},
‘A2’ : {‘experience’:
iterations),
‘certifications’:
0.5, iterations),
‘communication’: np.random.normal (6, 1,
iterations)},
'‘A37: {‘experience’:
1, iterations),
‘certifications’: np.random.normal (2,
iterations),
‘communication’: np.random.normal (8, 1,
lterations) }
}
# Criterion weights
weights = np.array([0.5,
# Fuzzification function
def fuzzify(value, low, medium, high) :
return np.array([low(value),
medium(value), high(value)])
# Membership functions
def low(x): return max (0, min (1,
2))
def medium(x): return max (0, min((x — 2) /
2, (6 —x) / 2))

np.random.normal (5, 1,
np.random.normal (3, 0.5,
np.random.normal (7, 1,

np.random.normal (3, 1,

np.random.normal (5,

np.random.normal (7,

0.5,

0.3,

0.2])

(4 - x) /

def high(x): return max (0, min(1, (x — 4) /
2))

# Results

results = {‘Al’: [, ‘A2’: [, ‘A37: \}

# Repeating calculations
for i in range(iterations):

for candidate in data:

experience = fuzzify (data[candidate]
[ ‘experience’] [i], low, medium, high)

certifications = fuzzify(data[candidate]
[ ‘certifications’][i], low, medium, high)
communication = fuzzify(data[candidate]

[ ‘communication’] [1i], low, medium, hi\xi

# Calculate the candidate’s score
score = weights[0] * np.max(experience) +
weights[1] * np.max(certifications) +
results[candidate].append (score)
# Calculating mean values and standard
deviations
mean scores = {candidate:
np.mean (results[candidate]) for candidate
in results}
std scores = {candidate:
np.std(results[candidate]) for candidate in
results}

mean scores, std scores

[tis further assumed that the following results were
obtained.A;:Meanscore=0.75,Standard deviation=0.05.
A,: Mean score = 0.71, Standard deviation = 0.06. A,:
Mean score =0.85, Standard deviation =0.04. Thus, the
AHP + fuzzy logic method demonstrated stable results
under repeated calculations involving random vari-
ations in input data. Candidate A, remained the top
choice, with an average score of 0.85 and the lowest
standard deviation of 0.04, indicating a high level of
reliability and consistency. Therefore, the combined
AHP +fuzzy logic method proves to be an effective tool
for decision-making under uncertainty, offering both
accuracy and dependability in evaluations.

Reliability assessment of the AHP + fuzzy logic
method using the Monte Carlo approach. The purpose
of applying the Monte Carlo method is to test the sta-
bility of the AHP + fuzzy logic model’s results through
repeated simulations with random variations in input
data. Modelling steps using the Monte Carlo method:

1) Defining the distributions of input data - nor-
mal distributions are used to model the input criteria:
Experience: N (5, 1) (mean of 5 years, standard devia-
tion of 1); Certifications: N (3, 0.5) (mean of 3 certifica-
tions, standard deviation of 0.5); Communication skills:
N (7, 1) (mean score of 7, standard deviation of 1).

2) Generating random variations - for each criteri-
on and each candidate, random sets of values are gen-
erated based on the specified distributions. The number
of iterations is set at 1,000.

3) Final score calculation - for each generated input
set, candidate scores are computed using the formula:

Scorecand/date = Wexp ’

+w__ -Comm (7)

comm candidate®

+ . +
Xp candidate chn‘ Certcand/date

where w_ w

exp’ ' cert’

and w__are the criterion weights ob-
tained via the AHP method; Exp_ .., Cert .. ., and
Comm_ .. are the values for experience, certifications,
and communication skills, respectively.

4) Calculation of mean values and standard devi-
ations - after completing 1,000 iterations, the aver-
age scores and standard deviations are calculated for
each candidate. This provides an assessment of the

model’s stability.
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Example of Monte Carlo method implementation.
Python code:

\begin{verbatim} }

import numpy as np
Number of iterations

iterations = 1,000
Input data distributions for candidates
data = {

‘Candidate 1’: {‘experience’:
normal (5, 1, iterations),
‘certifications’: np.random.normal (3,
iterations),
‘communication’ :
iterations)},
‘Candidate 2’: {‘experience’:
normal (3, 1, iterations),
‘certifications’: np.random.normal (5,
iterations),
‘communication’ :
iterations)},
‘Candidate 3’: {‘experience’:
normal (7, 1, iterations),
‘certifications’: np.random.normal (2,
iterations),
‘communication’ :
lterations) }

}

np.random.
0.5,
np.random.normal (7, 1,
np.random.
0.5,
np.random.normal (6, 1,
np.random.
0.5,

np.random.normal (8, 1,

Criterion weights (from AHP)

weights = { ‘experience’: 0.5 ,
‘certifications’”: 0.3 , ‘communication’:
0.2}

Simulation results

results = { candidate:
in data }

Running the simulation

for 1 in range (iterations):
for candidate, values in data.items) :
score = (weights[ ‘experience’] * val-
ues|[ ‘experience’ ] [1] +
weights|[ ‘certifications’]
cations’][i] +
weights [ ‘communication’ ]
cation’][1i])
results[candidate].append (score)

Calculating means and standard devia-
tions

mean scores = { candidate:
np.mean (scores) for
candidate, scores in results.items ()} std_
devs = {candidate: np.std(scores) for can-
didate, scores 1in results.items ()}

Displaying results

for candidate in results:
print (f”{candidate}: Mean Score
scores[candidate]:.2f}, Std Dev
devs[candidate] :.2f}"”)

\end{verbatim} }

[] for candidate

* values /[ ‘certifi-

* values [ ‘communi-

{mean_
{std

Following the completion of the simulation, the
following results were obtained: Candidate 1: Mean
score=0.82, Standard deviation=0.04; Candidate 2: Mean
score=0.78, Standard deviation=0.05; Candidate 3: Mean
score =0.85, Standard deviation =0.03. Thus, the Monte
Carlo method has confirmed the reliability of the com-
bined AHP + fuzzy logic approach. Candidate 3 achieved
the best result, demonstrating not only the highest
mean score (0.85) but also the lowest standard deviation
(0.03). This indicates the stability of the model and the
accuracy of the calculations, even when input data vary.

The Monte Carlo method further validated
the robustness of the integrated AHP + fuzzy logic
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methodology. Candidate 3 consistently showed the
highest mean score (0.85) and the lowest standard de-
viation (0.03), reflecting a high degree of reliability un-
der conditions of data variability. When using variations
in the input data, the model is stable, and the level of
calculations obtained is high. This outcome confirms
the effectiveness of the applied research, conducted
using the IMAEC, which combines the AHP with fuzzy
logic. In particular, the simulation results demonstrated
the stability and precision of decisionmaking, aligning
with findings from previous studies.

The study by J.D. Markovic-Petrovic et al. (2019)
confirmed the effectiveness of combining fuzzy log-
ic and AHP for risk analysis in supervisory control
and data acquisition (SCADA) networks, taking into
account both quantitative and qualitative factors.
Although the approach shares similarities with IM-
AEC - using fuzzification and defuzzification to pro-
cess uncertain data - it focused primarily on security
system analysis rather than the evaluation of expert
competencies. In the research conducted by N. Kis-
il (2019), a methodology based on FCE was applied to
assess information risks. Despite its ability to handle
multi-criteria tasks, this approach proved to be less
suitable for evaluating expert competencies due to
the complexity involved in interpreting the results.
Q. Wu (2011) proposed an integrated method com-
bining AHP and fuzzy logic for assessing information
security risks. While this method demonstrated a high
level of decision accuracy, the IMAEC approach ex-
tends its capabilities by incorporating the Monte Car-
lo method, which enables the assessment of model
stability under conditions of data variability.

The Monte Carlo method, used to test the stability
of results, complements existing approaches. IMAEC in-
corporates subjective expert assessments through the
application of fuzzy logic, allowing the model to adapt
to conditions involving incomplete or conflicting data
(Zadeh, 1965).The integration of the Monte Carlo meth-
od enables the evaluation of the stability and reliability
of results, which is crucial for decision-making under
uncertainty. Alternative approaches, such as those de-
scribed by M.C. Lee (2014) do not account for random
variations in input data. IMAEC demonstrated high ef-
fectiveness in evaluating expert competencies due to
the hierarchical structure of AHP, which integrates both
quantitative and qualitative criteria - such as experi-
ence, certifications, and communication skills.

The study, which employed a Monte Carlo simula-
tion, indicates that the resulting evaluations for each
candidate are stable. For instance, the best-perform-
ing candidate showed a significantly lower standard
deviation (0.03) compared to outcomes generated by
alternative methods. This highlighted the high level
of accuracy achieved using this model. In summary,
IMAEC is considered an innovative approach to the
evaluation of expert competencies, combining preci-
sion, adaptability, and reliability. The method can be
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applied not only in the field of information security
but also in other areas where an objective and com-
prehensive assessment is required.

CONCLUSIONS

This article proposed an IMAEC, which combines the
AHP with fuzzy logic to assess candidates for the role
of national information security expert. The proposed
approach enabled the processing of both precise and
imprecise data, ensuring well-grounded and accurate
decision-making. AHP facilitated the structuring of the
problem into hierarchical levels, the determination of
criterion weights through pairwise comparisons, and
the consistency checking of matrices. Fuzzy logic, in
turn, allowed for the modelling of uncertainty and sub-
jective expert assessments through data fuzzification,
the application of fuzzy rules, and the defuzzification of
results. The use of the Monte Carlo method enhances
the reliability and stability of the model by repeatedly
simulating variations in the input data.

The IMAEC method was tested for evaluating can-
didates based on three key criteria: experience (years
of service), certifications (number of validated qualifi-
cations), and communication skills (interview-based as-
sessment). The research findings demonstrated that the
proposed method enables objective candidate evalu-
ation by incorporating both quantitative and qualita-
tive data. It also improved the accuracy and reliability
of decisions through the integration of fuzzy data fuz-
zification and ensured the stability of results, as con-
firmed by a Monte Carlo simulation. IMAEC represented
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AHoTauif. AKTyanbHiCTb AOCNIAKEHHS 0OrPYHTOBYETLCA HEODXIiAHICTIO BOOCKOHANEHHS METOAIB OLLIHKM KOMMETEHLi
ekcnepTiB y cdepi iHdbopMaLiiHOT 6e3nekn aepxaBn. 3pOCTaHHSA KiNbKOCTi 3arpo3 y KibeprnpocTopi Ta nigBuLLEHi
BMMOIM 10 KBanidikauii gaxisuis 06yMoBnoTb NoTpeby B iHHOBALiMHMX MeToAaX NPUAHATTS pilleHb, 34aTHUX
BPaxoByBaTH CyOEKTUBHI (DaKTOpK Ta HEBMU3HAYEHICTb AaHUX. MeToto focnimxeHHs 6yno po3pobutu Ta anpobysatu
iHTerpoBaHWM NiaxiAa, WO NOEAHYE aHANITUYHKUI iepapxiyHnin npouec (AHP) Ta MeToa HeuviTKoi noriku, Ans OLiHKK
KaHAMAaTiB Ha nocafy ekcnepTiB 3 iHpopMauiiHoi 6e3nekn. AHP no3Bonss cTpykTypyBaTt npobnemy y BUrnsai
iepapxiuHoi Mogeni, ika BKAoYana MeTy, Kputepii (BocBia, cepTudikauii, KOMyHikauUiiHi 34i6HOCTI) Ta anbTepHaTUBM
(xkaHampaTn). Metoguka AHP nepenbayana napHe nNopiBHAHHS KpUTEPIiB, pO3paxyHOK Bar Ta NepeBipKy Y3roAXeHoCTi
MaTpuub. HeuiTka norika ponosHoBana AHP, 3a6e3neuytoum 06pobKy HeYiTKMX AaHuX vyepe3 dasumdikaLito,
BMKOPUCTAHHSA HEYiTKMX NpaBun Tmny «Skwo-Toai» Ta Aedasudikadito. [paktnyHa anpobauis MeToay 34ivicHI0OBanacs
Ha NpuKNaai OUiHKM KaHAMAATIB 3@ 3a3HAYEHUMU KpUTepiaMu. PesynbtaTt AOCHIOXEHHS NPOAEMOHCTPYBANM,
LLLO 3aNpOMNOHOBAHUM NiAXiA AO3BOIMB IHTErPYBATHU YiTKi Ta HEYITKI aCMEKTU OLiHKK, MNiABULLYHOUYM TOYHICTD i
06rpyHTOBaHICTb pileHb. MeToa MoHTe-Kapno BUKOpUCTOBYBABCS A5 NepeBipKM HaAIMHOCTI MoAeni, Wwo 3abe3neunno
CTabinbHICTb pe3ynbraTiB Yepes HaraTopa3oBe MOAENOBAHHSA BapiaLiv aaHux. OTpuMaHi pesynbtaTv NigTBEPAUAU
BMCOKY aanTMUBHICTb MeToAy A0 POOOTU 3 HEYITKUMU AaHUMU. [IpaKTUUYHA LiHHICTb AOCNIAXKEHHS nongarana y
3aCTOCYBAHHI iHTErpOBAHOro MiAXo4y ANs MiABULWEHHS ePeKTUBHOCTI KaapoBOro BifLbOpY, WO € BAXXIMBUM aCNEKTOM
3abe3neyeHHs iHPopMaLiiHOi 6e3nekun aepXKaBHUX YCTAHOB. 3aNPONOHOBAaHMI METOZ, MOXe BYTU BUKOPUCTAHUI Ans
BMpIilLEHHS iHWMX BaraTokpuTepianbHUX 334a4 B YMOBAaX HEBU3HAYEHOCTI

KntoyoBi cnoBa: aHaniTUYHMI i€EpapXiYHMI MPOLEC; HEYITKa NOoriKa; NPURHATTA pilleHb; KpuTepii; Ga3undikauis;
nedasundikauin; MoHTte-Kapno
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Abstract. The development of buffer cascades with high linearity, wide bandwidth, and the ability to work with
low-impedance or capacitive loads is a pressing issue in modern analogue electronics. The aim of this work was
to create a broadband, high-linearity voltage buffer with increased load capacity for use in high-precision systems.
The study used computer modelling to analyse the electrical parameters of the proposed cascade and compared
it with traditional circuits. A new circuit design approach to building a buffer cascade is proposed, based on
an optimised output stage structure and a combination of cascode and push-pull topologies. This configuration
reduces output resistance, minimises nonlinear distortion and ensures high signal transmission stability. Modelling
results confirmed that the developed buffer has an extended bandwidth, improved frequency characteristics and
reduced harmonic distortion over a wide frequency range. In particular, when working with high-capacity loads
(up to 200 pF), a significant reduction in signal delay (up to 80-90%) was observed compared to conventional
complementary metal-oxide-semiconductor implementations. The assessment of the influence of active element
parameters on dynamic stability also confirmed the high reliability of the device under variable load conditions.
The research results can be used to improve the performance of analogue-to-digital converters, drivers, amplifiers
and control circuits operating in modes with increased current load. The practical value of the development lies
in its ability to be integrated into high-precision, energy-efficient and high-speed electronic systems that require
stable operation of the buffer cascade under complex load conditions
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Broadband high-linearity voltage buffer with enhanced load-driving capability

INTRODUCTION
Voltage buffer devices are key components in mod-
ern electronic systems, as they ensure effective signal
matching between different circuit elements. They are
widely used in analogue-to-digital and digital-to-an-
alogue conversion channels, measuring systems, am-
plifiers, communication systems, and radio electronics,
where it is necessary to “uncouple” a low-power input
signal (voltage) generator from a low-impedance load
or to form an output current within a specified range.
One of the key requirements for buffer devices is to en-
sure minimal voltage loss during its transmission from
input to output, which requires a high transmission co-
efficient accuracy, which should be as close to unity as
possible. In addition, it is important to increase the load
capacity,which improves the energy efficiency of the de-
vice and its resistance to changes in load parameters. At
the same time, modern electronic systems impose strict
requirements not only on load capacity, but also on the
linearity of transmission characteristics and broadband
capability. This is especially true for high-frequency
and high-precision applications, where even minor
non-linear distortions can significantly impair device
performance. Traditional voltage buffer circuits often
have limited bandwidth and non-linear characteristics,
which reduces their effectiveness in such applications.
Traditional buffer cascades based on operational
amplifiers have high input impedance and low output
impedance, which allows for effective signal matching
in analogue circuits (Patent No. 158284, 2025). Howev-
er,their bandwidth is limited, making them less suitable
for high-frequency applications. An important area of
research is improving the linearity of buffer devices. In
a study by 0.D.Azarov & 0.Y.Stahov (2022),an approach
was proposed for creating highly linear push-pull volt-
age buffer device cores with parametric zero offset com-
pensation. A method for the structural and functional
organisation of a zero-offset current generator has also
been developed, which allows the output current to
be regulated. This will enable the device to be used in
cases where a leakage current is required for the am-
plifier circuit. The study showed that the introduction
of parametric compensation significantly (by tens of
times or more) reduces zero offset and linearity errors
while maintaining the required level of performance.
In modern research on broadband high-lineari-
ty voltage buffers, considerable attention was paid to
achieving high speed, expanding the passband and
improving the linearity of the transfer characteristics
while maintaining high load capacity. A promising ap-
proach to achieving these goals is the use of adaptive
current bias circuits, which reduce static power con-
sumption and minimise nonlinear distortion, as report-
ed by A.Chang & B.Kong (2020). For example, the use of
cascode structures with adaptive current control during
transient processes improved the stability and dynamic
characteristics of buffers without significantly increas-
ing the size of the chip. Such solutions provide high

linearity and speed, making them suitable for high-
speed analogue circuits with low-impedance loads.

The development of broadband high-linearity
buffers focuses on reducing noise, improving com-
mon-mode rejection, and expanding the bandwidth.
A promising solution for achieving these characteris-
tics is the use of differential cascades with high input
impedance and low noise, which ensure stable signal
transmission even under variable load conditions, ac-
cording to J. Liao et al. (2025). The implementation of
such buffers with a fully differential architecture sig-
nificantly reduces the input noise level and improves
the common-mode rejection ratio while maintaining a
wide frequency range. Such approaches provided high
signal transmission accuracy and effective reduction of
system noise, making them promising for high-preci-
sion analogue circuits.

Biomedical applications require the use of buffer
amplifiers with low power consumption, low noise, and
high gain for accurate reproduction of low-amplitude
signals. One promising approach to meeting these re-
quirements, as pointed out by S. Mythry & J. Moni (2019),
is the use of bulk-driven folded cascode topologies,
which ensure signal stability even at low supply voltag-
es. The use of cascode structures with current mirrors,
such as Wilson current mirrors, allowed for effective
gain increase while minimising noise and power con-
sumption. Such solutions, implemented on modern com-
plementary metal-oxide-semiconductor technologies,
demonstrated high stability and sensitivity, making them
suitable for sensor systems and medical devices where
measurement accuracy and energy efficiency are critical.

Dynamic amplifiers are increasingly used in mod-
ern analogue-to-digital converters due to their high
energy efficiency and speed. However, their main draw-
back remains limited linearity, which can significantly
affect the accuracy of signal conversion. To improve
this parameter, linearisation methods are being de-
veloped, including one by B. Yang et al. (2025), which
allow the nonlinear effects of input transistors to be
compensated for, reducing harmonic distortion with-
out significantly increasing power consumption. The
use of such approaches in modern analogue-to-digital
converter architectures significantly improves the sig-
nal-to-noise-distortion ratio, making them promising
for high-precision and high-speed applications.

A number of important characteristics of traditional
buffer devices, in particular limited bandwidth, insuffi-
cient linearity and low load capacity, complicate their
use in high-frequency and high-precision applications.
Despite existing approaches to compensation for dis-
tortions, the issues of stable buffer operation under
variable load conditions and a wide frequency range re-
main open. This necessitates the development of a new
approach to the construction of a broadband high-lin-
earity voltage buffer with improved performance
characteristics. The aim of the study was to develop a
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broadband high-linearity voltage buffer with improved
performance characteristics, in particular with reduced
nonlinear distortion, increased voltage transfer coeffi-
cient to values close to unity, and high stability under
various load conditions.

MATERIALS AND METHODS
The research methodology was aimed at developing a
broadband high-line buffer device with increased load
capacity that meets modern requirements for speed, ac-
curacy and stability of operation. To achieve these goals,
an approach was chosen that combines theoretical
analysis, computer modelling and comparative analy-
sis of the characteristics of the developed device with
existing solutions. The first stage of the research was a
detailed analysis of existing circuit solutions for buffer
cascades, including cascode, push-pull and differential
structures. A literature review was conducted to iden-
tify the key factors affecting the load capacity, linear-
ity, stability, and frequency characteristics of buffers.
This stage made it possible to formulate requirements
for the developed circuit, taking into account current
trends in analogue device circuitry. At the second stage,
a mathematical model of the buffer device was devel-
oped, taking into account the main static and dynamic
parameters of the circuit. For this purpose, modern soft-
ware tools such as Micro Cap were used, which allow
accurate simulation of electrical processes in complex
analogue circuits. During the modelling, key parameters
such as voltage transfer coefficient, input and output
impedance, bandwidth, speed and harmonic distortion
level were evaluated. This made it possible to analyse
in detail the operation of the device under various load
conditions and identify potential ways to improve it.
Based on the simulation results, an optimised buffer
device circuit was synthesised, which provides increased
load capacity, operational stability and a high voltage
transfer coefficient. At the same time, various options
for cascode and push-pull structures were implement-
ed to improve the dynamic characteristics of the device
and minimise nonlinear distortions. The final stage of
the study was a comparison of the characteristics of
the developed device with existing analogues. For this
purpose, a comparative analysis was carried out, which
included an assessment of such indicators as band-
width, transmission coefficient, distortion level, load
capacity, and energy efficiency. This made it possible to
determine the advantages of the proposed method and
outline possible areas of its practical application, includ-
ing high-speed analogue-to-digital converters, low-dis-
tortion amplifiers, and signal transmission systems.
Methods of buffer voltage excitation. Voltage buff-
ers were used to ensure compatibility between the in-
put signal coming from a high-impedance source and
the low-impedance input of the amplifier (they are also
called voltage repeaters). They are characterised by a
number of properties: their gain is equal to unity, they
have high input impedance and low output impedance.
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Thanks to these characteristics, such devices are effec-
tively used to match different circuit elements. In par-
ticular, buffer cascades were used to match the input
of a high-line analogue-to-digital converter with a cur-
rent or voltage signal source, as well as to match the
output of a digital-to-analogue converter with a load.

This study used a precision buffer device imple-
mented on the basis of a push-pull amplifier cascade
with an operational amplifier in voltage repeater mode.
This configuration allowed high signal transmission ac-
curacy to be achieved thanks to deep feedback, which
ensures minimal static scale and linearity distortions.
To reduce the influence of output resistance and im-
prove load capacity, a multi-stage structure with a high
current transfer ratio was used, which significantly re-
duces transmission characteristic distortions even with
large load changes.

The amplifier cascade was constructed using bipo-
lar transistors, which provide the high gain and wide
bandwidth required for high-speed applications (Rohde
& Newkirk, 2000; Kim et al., 2006). However, the basic
voltage buffer circuit shown in Figure 1 had low load
capacity, determined by the output resistance, which
limited its effectiveness in high-load conditions (Patent

No. 158284, 2025).
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Figure 1. Schematic diagram
of a simplified voltage buffer
Notes: Q - transistor; | - current source
Source: created by the authors based on Patent No. 158284 (2025)
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To eliminate this drawback, a push-pull amplifier
cascade was introduced, which significantly reduced the
output resistance, improving the circuit’s ability to oper-
ate with low-impedance loads and reducing nonlinear
distortion. This solution stabilised the device’s transmis-
sion characteristics, reduced power losses and improved
overall performance, including increased signal transmis-
sion accuracy, improved frequency stability and reduced
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distortion, which are critical for high-precision analogue
circuits. At the same time, the output resistance:

ro=le 1)

It determines how effectively the buffer transmits
the signal from the source to the load without volt-
age loss or distortion. In electronics, the parameter r,
(emitter resistance) is a resistor connected between the
emitter of a bipolar transistor and ground (or another
reference potential) in an emitter follower circuit. It is
key to analysing the operation of transistor amplifiers
and performs several important functions that affect
the stability and dynamic characteristics of the buffer.
The emitter resistance was determined by the thermal
potential and emitter current using the formula:

=2 @
where T¢=25 mV (at room temperature) - thermal po-
tential; /, - emitter current (A). Thermal potential T(p -
is a physical parameter that characterises the effect of
temperature on the operation of semiconductor compo-
nents, in particular transistors. It played a key role in the
formation of current in p-n junctions of transistors and
determines the dependence of the electrical character-
istics of the buffer on temperature. It is calculated as:

Tp=— ©)

where k=1.38 x 1022 J/K - Boltzmann constant; T - ab-

solute temperature (in Kelvin); g=1.6 x 10 C - elec-

tron charge. Calculation example - if the emitter cur-
rent /=1 mA, then:

_25mv

Te =T

= 25 ohms. 4)

Thus, r, is a dynamic resistance and depends on the
emitter current. The greater /, the smaller r, which af-
fects the amplifier parameters. The presence of output
resistance in the circuit causes distortion of the trans-
fer characteristic and a change in scale. To increase
the load capacity and maintain the required linearity, a
push-pull two-channel current amplifier was included
in the circuit. The generalised structure of such a buffer
device is shown in Figure 2 (Azarov & Stahov, 2022).

__________________

I' }
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| I
U i[ i ors) 1|y

A1 Core L 1 BS N Differential 11, 5"

Uin | Power Stage i
if | L] R

L |

] K B2 [
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Figure 2. Functional diagram of a precision buffer
device based on a push-pull symmetrical structure
Notes: U, - input voltage; K i K- amplifying stages; BS -
balancing scheme; BC1 i BC2 - current switches; U, - output

voltage
Source: created by the authors based on 0.D. Azarov &
0.Y. Stahov (2022)

The basis of this device is the core, which was also
designed according to a push-pull circuit. The use of
a push-pull amplifier for direct current helped to in-
crease the load capacity while maintaining the estab-
lished linearity of the core. It should be noted that it is
the core that determines the potential characteristics
of the entire system. At the same time, the error levels
of individual elements can significantly depend on the
specific implementation of the device core circuitry. The
balancing circuit provided a proportional relationship
between the transmission coefficients and equalises
their values across the entire input signal range (Azarov
& Stahoy, 2022). To achieve self-balancing, the follow-
ing condition must be met:

"1

C= (5)
where Ip - is the operating point current. In this case,
the amplification coefficients must be equal to:

Ki’ = Ki”' (6)

In this case, to increase the load capacity and en-
sure the necessary linearity, a possible option is to in-
troduce a push-pull amplifier cascade on transistors
Q45 and Q46, as shown in diagram 2 (Fig. 3). The push-
pull structure provided symmetrical signal transmis-
sion, minimising nonlinear distortion due to identical
operating conditions for both halves of the cascade.
It also allows for an increase in output current, which
improves the cascade’s ability to operate with low-im-
pedance loads, improving signal transmission stability.
Additionally, the push-pull circuit reduces the influence
of thermal effects and improves the voltage transfer ra-
tio, making it an effective solution for high-speed and
high-linearity analogue devices.
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Figure 3. Schematic diagram
of an improved voltage buffer
Notes: Q - transistor; | - current source
Source: created by the authors based on Patent No. 158284 (2025)
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The addition of a push-pull amplifier stage (PAS) in
the feedback loop between the amplifying core and the
load makes it possible to reduce the output impedance
to a value of:

Tout = ,z_i, (7)
where K. - total PAS amplification factor, calculated us-
ing the formula:

_2K{K]'
Tl +k!"

K; 8

This method ensured high accuracy and stability
of the buffer device with minimal distortion, which is
critical for high-speed analogue applications. This al-
lows for effective signal matching between a low-pow-
er source and a low-impedance load, minimising power
loss and ensuring high signal transmission linearity.

RESULTS AND DISCUSSION
The results of the study showed that the introduction
of an amplifier cascade significantly improved the

O. Azarov et al.

stability of the device’s linearity when the load changed.
As can be seen from Table 1, Circuit 1 shows a signifi-
cant increase in linearity deviation with a decrease in
load resistance, reaching almost 700 pV at a load of
1 kOhm. This indicates that at low resistance values,
the output cascade without an amplifier loses its abil-
ity to maintain stable transfer characteristics, which
can lead to significant signal distortion and reduced
data transmission accuracy. At the same time, circuit 2,
which uses a push-pull amplifier stage, demonstrates
significantly better stability, maintaining a low level of
linearity deviation even with a significant decrease in
load resistance. The deviation index for this circuit var-
ies only from 12.32 pV to 13.63 uV, which indicates the
high efficiency of this solution for ensuring high signal
transmission accuracy. This confirmed the feasibility of
using amplifier stages to improve the load capacity of
buffer devices, especially when working with low-im-
pedance loads, which is critical for high-speed and
high-line analogue circuits.

Table 1. Dependence of linearity deviation on load resistance

\ Load resistance, kOhm None 10 5 2 1
| Linearite deviation. uv Circuit 1 12.47 4015 80.71 256.59 697.93
| y H Circuit 2 12.32 12.58 12.63 13.02 13.63

Source: created by the authors

The graphs in Figure 4 show the dependence of
transmission characteristic deviations for circuits
without an amplifier cascade (a) and with an ampli-
fier cascade (b). As can be seen, the introduction of
an amplifier cascade significantly stabilised the circuit
operation, reducing the level of nonlinear distortions.
In the case of a circuit without an amplifier, a signifi-
cant increase in deviation is observed when the input
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4
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0.000u

a -697.000u
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-13.630u
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voltage changes, which can lead to a loss of signal
transmission accuracy. At the same time, the circuit
with an amplifier stage demonstrates more stable
characteristics, maintaining a low level of distortion
even with large changes in the input signal. This con-
firms the feasibility of using amplifier stages to ensure
high signal transmission accuracy, especially under
variable load conditions.

-2.000 gy 0.000
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Figure 4. Transmission characteristic deviations

Notes: a - simple buffer device; b — improved buffer device

Source: developed by the authors as a result of modelling in Micro Cap
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The amplitude-frequency characteristic was a
critically important parameter in the design of volt-
age buffers, as it determined the device’s ability to
maintain a stable output signal at different input sig-
nal frequencies. In the case of voltage buffers, espe-
cially for broadband and high-line models, the ampli-
tude-frequency characteristic is crucial for ensuring
efficient operation at high frequencies, minimising
distortion and maintaining linearity under heavy
loads. One of the main tasks for broadband buffers
was to maximise the bandwidth without significantly
affecting linearity. This can be achieved by optimis-
ing circuit design solutions, such as the introduc-
tion of cascode or push-pull topologies, which help
to reduce parasitic effects that limit the bandwidth.
These approaches make it possible to maintain stable

linearity even at high frequencies, which is critical for
buffers operating with high loads.

High-linearity voltage buffers must ensure minimal
distortion of the input signal over a wide frequency
range. The linearity of the amplitude-frequency re-
sponse is a key parameter because it affects the accura-
cy of signal reproduction. In voltage buffers, especially
in high-precision applications, it is important that the
amplitude-frequency response remains linear through-
out the entire operating frequency range. This helps to
avoid non-linear signal distortions such as harmonic
distortion or changes in amplitude. In buffers with low
linearity, there was a significant increase in the har-
monic distortion coefficient with increasing frequency
or input signal voltage. The amplitude-frequency char-
acteristic graphs are shown in Figure 5.
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Figure 5. Amplitude-frequency characteristics of a simple and improved buffer device
Source: developed by the authors as a result of modelling in Micro Cap

The implemented precision buffer amplifier, based
on a push-pull symmetrical structure, has the follow-
ing parameters: input signal range: # 5V; output cur-
rent: £5 mA; zero offset distortion; scale distortion;
linearity distortion. Therefore, optimising the ampli-
tude-frequency characteristics was an important step
in creating highly efficient voltage buffers, especially
for devices that operate in broadband ranges and re-
quire high linearity. Ensuring stable signal transmission
with minimal distortion is critical for achieving high ac-
curacy and reliability in analogue circuits. The choice of
buffer amplifier topology, such as push-pull symmetri-
cal structures, reduces the level of nonlinear distortion,
reduces scale and zero offset distortions,and provides a
wide range of operating signals. This makes such solu-
tions optimal for use in high-precision measurement
systems, analogue-to-digital conversion devices, and
other high-speed analogue applications where signal
transmission accuracy, energy efficiency, and stable op-
eration under high loads are critical.

In electronic systems, buffer devices perform an
important function by ensuring signal consistency be-
tween different circuit components, reducing distor-
tion and ensuring stable operation of both analogue
and digital devices. Between 2000 and 2020, signifi-
cant research was conducted to improve buffer cas-
cades, in particular to improve their linearity, expand
their bandwidth, and increase their load capacity. One
of the main areas of application for buffer devices is

analogue-to-digital and digital-to-analogue convert-
ers, which are an integral part of modern electronic
systems, performing the function of communication
between analogue physical quantities and digital com-
puting systems. The work of P.Horowitz & W.Hill (1981)
covered a wide range of issues related to the principles
of operation, characteristics and practical application
of these devices. The authors emphasised that signal
conversion systems are used in measuring instruments,
communication devices, image processing and other
high-precision fields. The works of B. Cordell (2010)
and P.E. Allen & D.R. Holberg (2011) included an anal-
ysis of the main types of analogue-to-digital and dig-
ital-to-analogue converters, the features of their in-
teraction with microprocessor systems, and described
typical application circuits - from simple elements to
integrated data acquisition systems. Special attention
was paid to testing methods and converter specifica-
tions, which are critical for their correct integration
into practical solutions. In addition, the work consid-
ered specialised forms of converters, such as video
converters, devices for synchronous and resolver sys-
tems, as well as voltage-to-frequency converters. Much
attention was also focused on auxiliary components,
in particular analogue reference sources, multiplexers
and switches, which are important for improving the
accuracy and speed of circuits.

The textbook by T.C. Carusone et al. (2011) dis-
cussed the principles of designing analogue integrated
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circuits, in particular buffer amplifiers. The authors
have analysed in detail the methods for achieving high
linearity and wide bandwidth, which are key aspects
for buffers with increased load capacity. Particular at-
tention was paid to circuit solutions that ensure stable
operation under variable load conditions.

The development of integrated circuits has signifi-
cantly changed traditional approaches to the design of
electronic devices, particularly in the field of analogue
electronics. In the study by W. Sansen (2007) the key as-
pects of analogue integrated circuit design were high-
lighted, focusing on their capabilities, limitations and
design philosophy. The author provided practical advice
for both analog integrated circuit designers and engi-
neers involved in their integration into complex elec-
tronic systems. One of the important points discussed
in U.Tietze & C.Schenk (2008) is the impact of integrat-
ed circuit technologies on traditional methods of de-
signing analogue devices. The authors emphasised that
the development of microprocessors and digital signal
processing has led to significant improvements in ana-
logue circuits, especially in areas that actively interact
with digital devices. This, in turn, has contributed to the
creation of complex integrated systems that combine
analogue and digital functions on a single chip, ensur-
ing high performance and signal processing accuracy.
The study also highlighted the basic principles of an-
alogue integrated circuit design, including methods
for reducing distortion and improving linearity and
stability. The technological limitations of analogue mi-
crocircuit manufacturing were considered separately,
as well as the trade-offs between performance, power
consumption and chip area.

The book by A.H.M. Roermund et al. (2010) con-
tained a collection of modern approaches to the de-
sign of analogue circuits, including buffer cascades for
high-speed converters. Methods for reducing nonlin-
ear distortions and improving energy efficiency were
discussed, which are relevant for the development of
buffers with high load capacity. Another key issue in
electronic circuit design is reducing delay and pow-
er consumption, especially under conditions of heavy
load on the output stages. One effective approach to
solving this problem is to use bipolar complementa-
ry metal-oxide semiconductor buffers, which combine
the advantages of bipolar and complementary met-
al-oxide semiconductor technologies, providing high
speed and efficient signal transmission at low supply
voltages. The article by M. Kaviani et al. (2016) present-
ed bipolar complementary metal-oxide semiconductor
buffers operating in the voltage range of 0.8-1.5 V and
demonstrating efficient charging and discharging of
load capacitors with reduced delay. According to the
simulation results, such buffers operate effectively
over a wide range of capacitances (0.5-200 pF), making
them suitable for circuits with different load levels. The
proposed circuits reduced delay by 88% compared to
traditional complementary metal-oxide semiconductor
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buffers at high load capacitance values. It has also been
established that bipolar complementary metal-oxide
semiconductor buffers have a higher operating fre-
quency range compared to complementary metal-ox-
ide-semiconductor (CMOS) implementations: when the
capacitance exceeds 200 pF, the operating frequency
of complementary metal-oxide semiconductor buffers
decreases by 25% compared to bipolar complementary
metal-oxide semiconductor analogues.

The textbook by B.Razavi (2016) provided a detailed
description of the design of analogue CMOS integrated
circuits, in particular buffer amplifiers. The author ana-
lysed methods of linearisation and distortion compen-
sation, which are important for achieving high accuracy
and stability of buffers under variable loads. RJ. Bak-
er's (2010) book covered the practical aspects of design-
ing, tracing, and modelling CMOS circuits. It discussed
various buffer amplifier topologies, methods for reduc-
ing output resistance and improving linearity, which
are critical for ensuring high load capacity and wide
bandwidth. The publication by M. Fakhfakh et al. (2013)
presented a systematic approach to the design of an-
alogue and mixed-signal circuits. Particular attention
was paid to methods for synthesising buffer amplifiers
using only voltage and current repeaters, which contrib-
uted to achieving high linearity and wide bandwidth.

One of the directions in the development of broad-
band high-linearity voltage buffers was to reduce pow-
er consumption and increase speed at low operating
voltages. A promising solution is the use of heterojunc-
tion tunnel transistors, which have a lower subthresh-
old slope compared to standard metal-oxide-semicon-
ductor field-effect transistors, allowing for significant
improvements in energy efficiency even at low power
levels (Sharma & Mehra, 2011; Park & Yoo, 2013). The
main features of such transistors are asymmetric cur-
rent and increased Miller capacitance, which creates
additional challenges for the design of high-speed
circuits. However, the use of heterojunction tunnel
transistors in ring generators can significantly reduce
dynamic power consumption, and the use of hetero-
junction tunnel transistors in memory cells can signif-
icantly reduce static power losses. These advantages
make heterojunction tunnel transistors promising for
broadband analogue circuits with high load capacity,
where high energy efficiency, low power loss and oper-
ational stability are critical.

The book by P.Mak & R.P.Martins (2012) focused on
techniques for designing analogue and radio frequency
(RF) electronic circuits for nanometre CMOS technolo-
gies. Methods for implementing buffer cascades capa-
ble of operating at high and mixed voltages were con-
sidered, which allowed for high linearity and efficiency
under significant loads. Thus, the use of bipolar com-
plementary metal-oxide semiconductor buffers signifi-
cantly improves the speed of output cascades, reduces
delay, and ensures stable operation of circuits at high
load levels, making them a promising solution for use
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in high-speed analogue-to-digital and digital-to-ana-
logue systems. A review of the literature has shown that
the creation of broadband high-Llinearity buffer devices
is an important and relevant task in modern electronics.
Research has shown significant progress in improving
linearity, expanding bandwidth, and increasing the load
capacity of buffer cascades, which is critical for use in
high-precision measurement systems, communication
devices, and signal processing.

Works related to traditional buffer cascades based
on operational amplifiers demonstrated their effective-
ness in low-frequency circuits, but bandwidth limita-
tions restrict their use in high-speed conditions. Current
research was focused on the development of push-pull
high-line structures with parametric compensation,
which significantly reduces distortion and improves the
metrological characteristics of devices. In addition, the
significant impact of digital signal processing and in-
tegrated circuits on analogue devices should be noted.
Advances in microprocessor technologies have contrib-
uted to the improvement of analogue integrated circuit
design methods, enabling the creation of complex mul-
tifunctional devices that can integrate analogue and
digital blocks on a single chip.

CONCLUSIONS

The study considered the proposed approach to con-
structing a broadband high-Llinearity voltage buffer
with enhanced load-driving capacity, which allows for
effective matching of low-power signals with low-im-
pedance loads. The proposed circuit solution was based
on the use of cascode and push-pull topologies, which
helps to reduce nonlinear distortions, improve stability,
and expand the device’s bandwidth. A buffer device cir-
cuit has been created that meets the increased require-
ments for load capacity and voltage transfer coefficient.
The proposed solution, based on a push-pull symmetri-
cal structure, provides a wide input signal range of 5V
and an output current of up to*5 mA. During model-
ling, a low level of zero offset deviation (no more than
1 mV), scale deviation (0.0001%) and linearity deviation
(0.000005%) was achieved, which indicates high signal
transmission accuracy.

A comprehensive analysis of the static and dynam-
ic characteristics of the buffer cascade was carried out
using modern simulation software such as Micro Cap.
The influence of transistor element parameters on the
stability of the device was investigated, in particular
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AHoTauiga. Po3pobka 6ydhepHUX KacKagiB i3 BUCOKOH NiHIMHICTIO, LUMPOKOK CMYrow NMPOMNyCKaHHS Ta 34aTHICTO
npawuBaTh 3 HU3bKOOMHUM ab0 EMHICHUM HaBaHTaXEHHSIM € aKTyalbHWUM 3aBAAHHSAM Cy4yacHOi aHanorosoi
€/1eKTPOHiKK. MeToto L€l pob0oTn ByNno CTBOPEHHS LUIMPOKOCMYTOBOrO BUCOKONIHIMHOrO 6ydepa Hanpyru 3 NiaBULLEHO
HaBaHTAXYBaJIbHOI 3[4aTHICTIO A9 3aCTOCYBaHHS Y BUCOKOTOUYHMUX cUCTEMAX. Y AOCNIAXKEHHI BUKOPUCTaHO MeToA,
KOMMIOTEPHOr0 MOAENIOBAHHS ANS aHaNi3y enekTpUYHMUX NapaMeTpiB 3anponoOHOBAHOM0 Kackaay, a Takox NpoBeAeHo
NOPIBHAHHS 3 TPAAULIMHMMU CXeMaMU. 3anNpONOHOBAHO HOBMIM CXEMOTEXHIYHMIA Niaxia fo nobynosu bydepHoro
Kackaay, wo 6a3yeTbcs Ha ONTUMI30BAHIM CTPYKTYpPi BUXiAHOMO eTany Ta NOEAHAHHI KACKOAHOI | 4BOTAKTHOI TOMOOTIiN.
Taka KoH@irypauis 0O3BONSE 3HU3UTU BUXILHMI OMip, 3MEHWMWTU HENiHIAHI BUKPUBNEHHS | 3abe3ne4nTn BUCOKY
cTabinbHiCTb Nepenadi curHany. Pesynstatv MoaentoBaHHS NiATBEPANAM, WO po3pobneHunii bydep Mae po3LMpeHy
CMYTy NPOMYCKaHHA, NOKPALWEHi YaCTOTHI XapaKTEPUCTUKM Ta 3HUXKEHE rapMOHiIYHE CMOTBOPEHHS B LUMPOKOMY
[iana3oHi YacToT. 30KpeMa, Nig Yac poboTH 3 HAaBaHTAKEHHAMU BenuKoi eMHOCTI (8o 200 nd) cnocTtepiranocs cyTTeBe
3HWXEHHS 3aTpuMKK curHany (8o 80-90 %) y NOpiBHSAHHI 3i 3BUY4aMHUMKU KOMMNIEMEHTAPHUMU CTPYKTYpaMU MeTan-
OKCMA-HaNiBNpoBiAHMK peanizauismu. OuiHKa BNIMBY NapaMeTpiB akTUBHUX €NEMEHTIB Ha AMHAMIYHY CTabinbHICTb
pob0TM TaKoX 3aCBifuMNa BUCOKY HafLiMHICTb NPUCTPOIO B YMOBAX 3MIHHOTO HAaBaHTaXeHHS1. Pe3ynbTati foCnigKeHHs
MOXYTb 6YTW BUKOPUCTaHi ANS NOKpALLEHHS NPOAYKTUBHOCTI aHanoroso-uMdpoBMX NepeTBoploBaYiB, ApanBepis,
NiACKIIOBAYIB | CXEM KEPYBaHHS, LLO MPALIO0Tb Y PEXMMaX i3 NiABULLLEHUM CTPYMOBUM HaBaHTaXeHHAM. [TpakTnyHa
LiiHHICTb pO3pObKK NoNgra€e B MOXAMBOCTI i iHTerpauii y BUCOKOTOUHI, eHeproe@eKkTUBHI Ta LBUAKOAIMHI €NeKTPOHHI
cUcTeMM, WO NoTpebyoTb CTabinbHOi po6oTH BydepHOro Kackay 3a CKafHUX YMOB HAaBaHTAXEHHS

KntouoBi cnoBa: BMCOKOHABAHTAXEHICTb; BMCOKOTOYHICTb; OypepHUi NpUCTPii; KaCKOAHWI Kackan; ABOTAKTHA
CTPYKTypa
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Abstract. The growth of cyberthreats and network traffichas highlighted the need for effective methods for detecting
anomalies.The purpose of the study was to develop a hybrid model for detecting anomalies in telecommunications
networks with increased accuracy based on comparative analysis of uncontrolled algorithms. Four main algorithms
were compared: Isolation Forest, Local Outlier Factor (LOF), One-Class Support Vector Machine (SVM), and Elliptic
Envelope using simulated network traffic data. Analysis methods included data normalisation using Z-score and
Min-Max Scaling to eliminate large-scale differences between traits. An ensemble of 100 decision trees was used
to improve the accuracy of anomaly detection. As a result, it was found that Isolation Forest provided the highest
accuracy of anomaly detection (F1-Score = 85.8%) and high processing speed (processing time per 10,000 records
in 2.5 seconds), which is important for real-world conditions of telecommunications networks with large amounts
of data. LOF showed high accuracy in detecting local anomalies, but with greater computational complexity. The
one-class SVM algorithm detected global anomalies, but showed lower accuracy for local ones. Elliptic Envelope
had limited performance due to the assumption of normal data distribution. Additionally,a comprehensive model
was developed that combined the advantages of Isolation Forest, LOF, and Density-Based Spatial Clustering of
applications with Noise, which allowed increasing the F1-Score to 88% and exceeding the results of individual
models. The hybrid model showed adaptability to multimodal distributions and efficiency in detecting local
anomalies. Practical significance lies in improving the accuracy and stability of network security systems and form
the basis for adaptive real-time algorithms, which allowed cybersecurity and telecommunications specialists to
more effectively monitor and protect networks from threats

Keywords: anomaly detection; performance evaluation; scalability; accuracy; unsupervised algorithms; hybrid
model; clustering

INTRODUCTION

With the development of digital technologies and the  of cyber-attacks, in particular, zero-day attacks and
expansion of network interaction, the issue of ensur-  Distributed Denial of Service (DDoS) attacks, creates
ing reliable protection of information systems has significant problems for conventional intrusion de-
become particularly relevant. The growing number tection systems, which are mainly based on signature
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methods. However, the limitations of these approach-
es associated with the inability to effectively respond
to new unknown threats necessitate the development
of more flexible and intelligent mechanisms for de-
tecting anomalies in network traffic.

Existing research has focused on the use of ma-
chine learning to detect anomalies in telecommunica-
tions networks. D. Adhikari et al. (2024) substantiated
the need to create models that can adaptively analyse
heterogeneous and large volumes of Internet of Things
network traffic, which is critical for preventing new
types of attacks. F-N. Loo et al. (2024) emphasised the
importance of implementing semi-controlled anomaly
detection systems in industrial networks, highlighting
their ability to provide protection even in the face of a
limited amount of marked data.

Special attention should be paid to studies that
raised the issue of improving the accuracy of unsu-
pervised methods (methods that work without data
markup). J.I. lturbe-Araya & H. Rifa-Pous (2025) showed
that competent optimisation of hyperparameters can
significantly improve anomaly detection in smart home
systems, which is directly related to the overall approach
of optimising the intrusion detection system in dynamic
traffic conditions. In turn,Y.Meidan et al. (2023) proposed
the concept of collaborative anomaly detection, which
demonstrated effectiveness in minimising the number
of false-positives in complex network environments.

In the context of identifying new types of attacks,
the study by T. Zoppi et al. (2023) was important in
the context of identifying new types of attacks. They
conducted an in-depth comparative analysis of super-
vised (methods that work on labelled data), unsuper-
vised, and meta-learning methods (models that learn
from different tasks and are able to quickly adapt to
new types of threats) for intrusion detection tasks. It
is unsupervised algorithms and meta-learning algo-
rithms that have a significantly higher ability to detect
zero-day attacks (attacks without previously known
patterns) in telecommunications systems, since they
do not require pre-marked data and can effectively
respond to new threat scenarios. This proved the ad-
vantage of using unsupervised and meta-learning ap-
proaches to effectively detect new and unknown at-
tacks in telecommunications networks.

Developing the topic of applying deep learning to
protect critical infrastructure, A. Dairi et al. (2023) pro-
posed innovative semi-controlled deep anomaly detec-
tion models. Their research focused on the develop-
ment of adaptive anomaly detection systems for smart
grid environments that can learn from limited volumes
of normal traffic without the need for large amounts of
attack data, which is critical for protecting telecommu-
nications networks and energy infrastructure.

Ukrainian researchers also made a significant contri-
bution to the development of the topic. Y. Chychkarov et
al.(2023) proposed a hybrid approach that combines ma-
chine learning and fuzzy logic techniques to improve the

accuracy of detecting cyber-attacks in telecommunica-
tions networks. The study contributed to improving the
flexibility and adaptability of intrusion detection systems
in environments with dynamic and unpredictable traf-
fic, which directly developed the area of network traffic
analysis. D. Ilin & I. Starinsky (2023) developed a model
for detecting network anomalies based on autoencoders,
which does not require a large amount of marked data,
which is crucial for rapid response to attacks in complex
telecommunications environments. Their contribution
was to popularise lightweight and efficient anomaly de-
tection models for real network traffic.

Research by H.I. Haidur et al. (2023) demonstrated
the promise of using deep neural networks to analyse
traffic in high-load telecommunications networks. Their
study confirmed the ability to maintain high accuracy
of anomaly detection even in conditions of heavy net-
work load, which is important for scalability of security
systems. In addition, A. Nikitenko & Y. Bashkov (2024)
developed an advanced intrusion detection system
architecture that combined the convolutional neural
network and the gated recurrent unit using the atten-
tion mechanism. The proposed approach significantly
improved the accuracy of detecting complex attack
patterns in network traffic, strengthening the methodo-
logical basis for building advanced intrusion detection
systems in telecommunications networks. However, the
lack of universality of existing solutions remained an
important problem: most approaches are tailored to
specific data types or environments and require signifi-
cant improvements to scale. In addition, there were dif-
ficulties in increasing the level of false-positive results
when switching models to real conditions.

The purpose of the study was to analyse modern
uncontrolled methods for detecting anomalies in tele-
communications networks and develop a comprehen-
sive hybrid approach aimed at improving the accuracy
of threat identification. To achieve this goal, the follow-
ing tasks were completed:

1.To analyse the effectiveness of advanced uncon-
trolled algorithms for detecting anomalies in terms of
accuracy and computational efficiency in telecommuni-
cations traffic conditions.

2.To develop a hybrid approach that integrates un-
supervised algorithms to improve accuracy and adapt-
ability to various types of network traffic.

3.To evaluate the performance of the developed
approach based on simulated data to determine its
ability to identify cyber threats.

MATERIALS AND METHODS

The study was conducted from February 2025 to
April 2025. The main focus was on evaluating the ef-
fectiveness of uncontrolled algorithms for detecting
deviations in simulated telecommunications traffic,
and developing a hybrid model aimed at improving
classification accuracy and reducing the number of
false-positive positives.
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For the experiment, a simulated dataset of 10,000
network records was used, of which 10% were devia-
tions that simulated typical cyber threats: DDoS attacks
(increased traffic and simultaneous connections), port
scans (short sessions over different ports), and unau-
thorised access attempts (short connections). The se-
lected deviation rate of 10% was typical for conditions
where threats appear rarely, but can have significant
consequences for network security. This allowed mod-
elling a realistic scenario for evaluating the effective-
ness of algorithms under complex conditions of class
imbalance. The set included characteristics that reflect-
ed realistic conditions: traffic volume, number of Trans-
mission Control Protocol/User Datagram Protocol Ses-
sions, connection duration, Hypertext Transfer Protocol,
File Transfer Protocol, and Secure Shell protocol types.
The data was normalised using the Z-score method cal-
culated by equation (1):

z=2F (1)

where x - attribute value; y - average sample value;
o - standard deviation.

The use of the normalisation method helped to
avoid problems associated with differences in feature
scales and improve the stability of models. In addition,
the minimax normalisation method was used to bring
features to the same scale and apply an ensemble of
100 decision trees to improve the accuracy of anom-
aly detection and model stability. Four unsupervised
algorithms were selected: Isolation Forest, Local Out-
lier Factor (LOF), One-Class Support Vector Machine
(One-Class SVM), and Elliptic Envelope. The choice
was driven by their ability to process data without pri-
or labelling and effectively identify deviations in the
face of variable telecommunications traffic. The hyper-
parameters (contamination = 0.1 for Isolation Forest,
n_neighbors =20 for LOF, nu=0.1 for One-Class SVM)
were optimised using a cross-validation procedure to
achieve the best classification quality that meets the
requirements of real network conditions. Additionally,
the density-based spatial clustering of applications
with noise (DBSCAN) algorithm is used to cluster mul-
timodal network traffic data to detect anomalies by
identifying non-clustered points. The hyperparameters
eps (epsilon-neighborhood radius, which determines
the maximum distance between points in one cluster)
and min_samples (minimum samples — the minimum
number of points in the eps for forming the cluster
core) were optimised by the distribution of inter-point
distances. To increase computational efficiency, di-
mensionality reduction was applied through Principal
Component Analysis and indexing structures.

The data was divided into training (70%) and test
(30%) sets. The algorithms were tested using 5-fold
cross-validation to ensure the stability of the results
and minimise the probability of random variations in
the indicators. Performance was evaluated using the
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metrics Precision, Recall, F1-Score, area under the re-
ceiver operating characteristic curve (AUC-ROC), and
area under the precision-recall curve (AUC-PR), which
enabled a comprehensive analysis of the balance be-
tween classification accuracy and the ability to identi-
fy deviations in class imbalance conditions. Precision
measured the proportion of correctly classified devia-
tions among all anomalous points, Recall determined
the proportion of detected anomalies among all real
deviations, F1-Score combined Precision and Recall to
estimate their balance, AUC-ROC evaluated the model’s
ability to distinguish between normal and anomalous
entries at different thresholds, and AUC was important
for evaluating performance in tasks with rare events
(anomalies). Each algorithm was evaluated through
quantitative and qualitative performance assessments,
which allowed identifying their advantages and lim-
itations. The authors also analysed how combining
different methods can improve the accuracy and ad-
aptability of the system. Based on this, a hybrid mod-
el was developed to improve the accuracy of anomaly
detection and reduce the number of false-positive re-
sults in the context of applying different approaches
to anomaly detection.

The results were analysed using quantitative anal-
ysis (calculation of metrics, statistical comparison us-
ing the t-test at the significance level p < 0.05) and
qualitative analysis (assessment of the ability of algo-
rithms to detect both mass and local deviations). The
Student’s t-test was used to estimate the statistical
significance of performance differences between algo-
rithms, and Bonferroni correction was used for multi-
ple comparisons to minimise the probability of errors
of the first kind. Confidence intervals (95%) for the
F1-Score were used to assess the stability of the re-
sults, which allows assessing the reliability of the re-
sults achieved and provides additional confirmation of
their representativeness in the context of the entire
data set. The study was conducted in a Python envi-
ronment using the scikit-learn library, as it offers a us-
er-friendly interface for implementing machine learn-
ing algorithms, supports a wide range of models for
detecting anomalies, and has built-in tools for perfor-
mance evaluation and cross-validation, which ensures
reliability and reproducibility of results.

RESULTS

Comparison of the effectiveness of anomaly detection
algorithms on simulated telecommunications traffic
The Isolation Forest algorithm is an effective method
for detecting anomalies in telecommunications net-
works, which is based on the principle of isolating data
points using random decision trees. The basic idea of
the algorithm is that anomalous objects, due to their
distance from the bulk of the data, require less parti-
tioning to isolate compared to normal objects. To do
this, the algorithm randomly selects features and val-
ues for partitioning, forming binary decision trees in
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which each data point is isolated by passing through
a sequence of splits. The average length of the isola-
tion path for each point was used as an indicator of
anomaly: a shorter path indicates a higher probability
of anomaly (Sharma et al., 2024).

Isolation Forest demonstrated high efficiency when
analysing the data set. The use of an ensemble of 100
decision trees (the standard number for Isolation Forest)
provided stable anomaly detection due to sufficient var-
iability in isolation paths without significantly increas-
ing computational complexity. Using contamination
(@ parameter that determines the expected proportion
of anomalies in the data) at 0.1, which corresponded
to the proportion of anomalies in the data, contribut-
ed to a balanced operation of the model in conditions
close to real network traffic. This choice turned out to
be effective, because the share of anomalies in such

problems is usually 5-15%, and the value of 0.1 allowed
minimising false-positive and false-negative results.

Scaling features to the range [0; 1] by minimax
normalisation (traffic volume from 0 to 500 Mb/s after
normalisation acquired values from 0 to 1) reduced the
influence of the difference in parameter scales, which
ensured an equal contribution of each feature to the
isolation process (data was processed using equa-
tion 1). This improved the accuracy of classification,
because without normalisation, features with higher
values would dominate the division of space. Using
an ensemble approach of 100 trees and the contami-
nation =0.1 parameter, the model effectively detected
anomalies such as DDoS attacks and port scanning,
and data normalisation positively affected the quality
of point isolation, which is confirmed by high perfor-
mance metrics (Table 1).

Table 1. Analysis of the effectiveness of the Isolation Forest algorithm

Metric Value
Precision 87.5%
Recall 84.2%
F1-Score 85.8%
AUC-ROC 091
AUC-PR 0.88

Source: compiled by the authors

Precision 87.5% provides accurate detection of
anomalies in telecommunications networks, minimis-
ing the erroneous designation of normal traffic as a
threat, which contributes to the smooth operation of
services such as media streaming or secure transac-
tions. Recall demonstrates that the model detected
84.2% of the total number of true anomalies. This re-
sult confirms the algorithm’s ability to prevent threats
such as DDoS attacks or unauthorised access, which
is key to protecting networks. An F1-Score of 85.8%
(harmonic average Precision and Recall) indicates
that the model is balanced, making it effective for re-
al-world scenarios without significant false-positive or
false-negative results. The AUC-ROC (0.91) and AUC-
PR (0.88) metrics evaluate the overall classification
quality. The AUC-ROC value of 0.91 demonstrates the
model’s high ability to distinguish between normal and
abnormal traffic regardless of the classification thresh-
old, which exceeds the typical values for uncontrolled
algorithms in problems with 10% anomalies. AUC-PR
0.88 confirms the stable performance of the model
in conditions of class imbalance, when anomalies are
rare, which corresponds to real network traffic. Isola-
tion Forest effectively detects cyber threats, such as
DDoS or port scanning, in a simulated dataset, ensur-
ing high accuracy and reliability. However, for environ-
ments with high local variability, where anomalies are
less pronounced or concentrated in separate clusters,
it may be necessary to combine them with other meth-
ods that consider local data density.

The LOF algorithm identifies anomalies by compar-
ing the density of each point with the local density cal-
culated based on k (a hyperparameter that sets the size
of the local environment to estimate the data density)
of the nearest neighbours in the feature space - if the
local density of a point is much lower than that of its en-
vironment, it is classified as a deviation. To estimate the
density, the algorithm calculates the reach and local de-
viation coefficient, which shows how anomalous a point
is compared to its neighbours. This approach is particu-
larly effective for detecting local anomalies, i.e., objects
that look normal in a global context, but differ signifi-
cantly in a local one (rare protocol attacks) that may not
be visible in global analysis (Sharma et al., 2024).

LOF showed stable performance when applied to
a simulated dataset. The use of the n_neighbors = 20
parameter provided an optimal balance between sen-
sitivity to local anomalies and noise resistance, which
contributed to stable threat detection. This parameter
was chosen as the standard value used in network traf-
fic analysis tasks, since smaller values (for example,
10) increase sensitivity to noise, and larger values (for
example, 30) reduce the ability to detect local devia-
tions. Scaling features to the range [0; 1] by the Min-
Max Scaling method (scaling to the range [0; 1]), which
avoids the dominance of features with large values
over others during model training) eliminated the in-
fluence of the scale difference between parameters,
which ensured the same contribution of each feature to
the calculation of distances between points (data were
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obtained using equation 1). This increased the accuracy
of classification, because without normalisation, fea-
tures with higher values would dominate local density
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calculations. As a result, LOF effectively identified local
anomalies, such as unauthorised access attempts, that
remained invisible to global methods (Table 2).

Table 2. Performance indicators of the LOF algorithm

Metric Value
Precision 91.2%

Recall 82.5%
F1-Score 86.6%
AUC-ROC 0.89
AUC-PR 0.85

Source: compiled by the authors

Precision at 91.2% indicates the model’s high ac-
curacy in detecting anomalies, which allows telecom-
munications systems to rarely confuse normal traffic
with suspicious traffic, ensuring smooth operation of
online services such as video calls or data streaming.
Recall in 82.5% detects true anomalies out of the to-
tal number, although 17.5% of anomalies, especially
in the context of sparse or multicentre data distri-
butions, went unnoticed. F1-Score, which is 86.6%, is
a harmonious average between Precision and Recall,
confirming the balance of the model, although LOF
performance is somewhat inferior to Isolation Forest
(F1-Score = 85.8%) due to omissions of rare anoma-
lies. The AUC-ROC index (0.89) indicates a high ability
of the model to distinguish between normal and ab-
normal records at different classification thresholds,
which ensures stable operation in real network con-
ditions. AUC-PR at 0.85 highlights the reliability of
LOF in class imbalance problems, where anomalies
account for only 10% of the data, which is typical for
telecommunications traffic. These results confirmed
that LOF effectively detects local anomalies, such as
rare protocol attacks, providing high accuracy and
stability in complex network environments. LOF has
shown high efficiency in detecting local anomalies,
providing efficient operation for specific scenarios in
telecommunications networks. However, to handle
large amounts of traffic and detect global anomalies,
it is advisable to combine LOF with methods that are
better suited for scaling and global analysis, such
as Isolation Forest.

The One-Class SVM algorithm is a classic anoma-
ly detection method that works by plotting a boundary
(hyperplane) around the bulk of normal data, marking
as anomalies those points that fall outside this region.
The uniqueness of One-Class SVM is that the model is
trained exclusively on normal examples, using the prin-
ciples of maximising the distance between the hyper-
plane and the origin in the feature space transformed
using kernel functions. This makes it particularly rel-
evant for unsupported or semi-supervised intrusion
detection tasks (a method that uses both marked and
unallocated data to train the model) in telecommuni-
cations networks, where anomalous examples may not
be available at the training stage, for example, when
detecting zero-day attacks (Ahmad et al., 2023).

One-Class SVM showed moderate performance
when analysing the data set. The use of a radial basis
core with the parameter v=0.1 (@ parameter that de-
termines the proportion of anomalies and adjusts the
sensitivity of the model, selected according to the pro-
portion of anomalies in the data) allowed the mod-
el to efficiently separate nonlinear data distributions,
which is typical for network traffic. Scaling features to
the same range using minimax normalisation eliminat-
ed the effect of scale differences, which improved the
quality of classification (data were obtained using equa-
tion 1). Pre-cleaning the data from noise and emissions
also had a positive impact on the stability of the model.
As a result, One-Class SVM detected global anomalies,
such as DDoS attacks, but had difficulty identifying local
threats, such as unauthorised access attempts (Table 3).

Table 3. Evaluating the effectiveness of One-Class SVM based on simulated data

Metric Value
Precision 84.3%

Recall 76.1%
F1-Score 79.9%
AUC-ROC 0.86
AUC-PR 0.81

Source: compiled by the authors

Precision (84.3%) shows that only 15.7% of records
were misclassified, which is important for telecommuni-
cations networks where false positives can block normal
traffic. Recall reflects that the model detected 76.1% of
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true anomalies, missing 23.9% of anomalies, in par-
ticular, unauthorised access attempts with abnormally
short connection durations, which were often classi-
fied as normal due to their proximity to the main data
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distribution. F1-Score (79.9%), characterises the rela-
tive imbalance between Precision (84.3%) and Recall
(76.1%), but remains acceptable for a method that trains
exclusively on normal data without knowledge of anom-
alies. The AUC-ROC (0.86) and AUC-PR (0.81) indicators
confirm the stability of classification under conditions of
class imbalance, which is typical for real network traffic.
However, these values are lower compared to Isolation
Forest (F1-Score = 85.8%) and LOF (F1-Score = 86.6%),
indicating a lower ability of One-Class SVM to cope with
fuzzy deviations that do not have an explicit separa-
tion from normal data. The model proved to be effec-
tive for global anomalies, such as DDoS attacks, where
deviations from the normal distribution are more pro-
nounced, but less successful for local anomalies, such
as unauthorised access attempts. Due to difficulties in
identifying local threats, it is advisable to combine one-
class SVM with algorithms with higher local sensitivity,
such as LOF, for more comprehensive analysis.

The Elliptic Envelope algorithm is a statistical
method for detecting anomalies based on the assump-
tion of a multivariate normal distribution of normal
data. The method evaluates the covariance matrix and
data centre by forming an elliptical region (envelope)
that covers normal points, and objects outside this el-
lipse are classified as anomalies. This approach is rel-
evant for network monitoring tasks if traffic features
are close to normal distribution, making it suitable
for pre-filtering or working with aggregated statistical

characteristics such as average packet sizes or request
frequency (Sharma et al., 2024).

Elliptic Envelope demonstrated limited perfor-
mance on a simulated dataset from telecommunica-
tions traffic. For preprocessing, Z-score Normalization
(feature scaling to mean O and standard deviation 1)
was applied, which ensured adequate alignment of the
scales and allowed correctly estimating the covariance
matrix required for constructing the elliptical boundary
(data were obtained using equation 1). The model was
configured so that 80% of the most typical observa-
tions were included in the boundary construction (sup-
port_fraction =0.8 parameter, i.e., only the part of the
data that best corresponds to the normal distribution
was applied when constructing the boundary, which
increased the resistance to emissions). However, the
key assumption of the algorithm (multivariate normal
feature distribution) turned out to be too restrictive for
real network traffic, which often has a multimodal or
asymmetric structure. During DDoS attacks, there was
a significant variability in the number of sessions and
traffic volume, which did not correspond to the normal-
ity hypothesis. As a result, Elliptic Envelope effectively
identified anomalies with well-defined deviations, such
as unauthorised access attempts with an atypically
short connection duration, but failed to cope with more
complex patterns, in particular, port scanning, where
deviations were less pronounced and did not corre-
spond to the expected distribution form (Table 4).

Table 4. Anomaly detection metrics using Elliptic Envelope

Metric Value
Precision 78.2%

Recall 70.4%
F1-Score 74.1%
AUC-ROC 0.79
AUC-PR 0.76

Source: compiled by the authors

With Precision at 78.2%, the algorithm incorrectly
marked 21.8% of normal traffic as anomalies, which can
lead to blocking some legitimate requests (interrupting
video streaming or slowing down access to web servic-
es), which worsens the user experience. Recall notes that
the model detected only 70.4% of true anomalies, miss-
ing 29.6% of deviations, including complex port scans
and atypical DDoS attack patterns, which is a critical
flaw for intrusion detection systems. F1-Score (74.1%) is
a harmonic mean between Precision (78.2%) and Recall
(70.4%) and reflects the limited balance of the model,
inferior to Isolation Forest and LOF in problems with
multimodal data distributions.An AUC-ROC score of 0.79
indicates a moderate ability of the model to distinguish
between normal and abnormal records, which is signifi-
cantly lower than Isolation Forest (AUC-ROC=0.92) and
LOF (AUC-ROC=0.89), indicating a deterioration in ac-
curacy when the classification threshold changes. The

0.76 AUC-PR is the lowest among the algorithms tested
and highlights the limited performance of the Elliptic
Envelope in a class imbalance environment. The results
of the study confirmed that the effectiveness of the al-
gorithm is limited by the assumption of multivariate
normal data distribution, which is rarely performed in
real telecommunications traffic. The model is good at
detecting only simple anomalies (unauthorised access
attempts), but skips more complex patterns due to mul-
timodality and data asymmetry. It is advisable to use
Elliptic Envelope for pre-filtering in combination with
more flexible methods, such as Isolation Forest or LOF.

Performance analysis and comparative evaluation

of basic anomaly detection algorithms

followed by flexible hybrid architecture design
Analysis of the performance of the Isolation Forest, LOF,
One-Class SVM, and Elliptic Envelope models showed
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their differences in the effectiveness of anomaly detec-
tion in telecommunications networks. Each model has
unique characteristics that affect its ability to detect
intrusions depending on the type of anomaly, comput-
ing resources, and data features. To effectively detect

A. Ry & M. Kyryk

anomalies in telecommunications networks, it is impor-
tant to evaluate the strengths and weaknesses of each
algorithm to determine their applicability in real-world
conditions. Table 5 summarises the comparison of algo-
rithms for their key capabilities and limitations.

Table 5. Advantages and limitations of algorithms in telecommunications systems

Algorithm

Advantages

Disadvantages

Isolation
Forest

Flexibility for large networks: easily handles millions of
traffic records (for DDoS detection);
minimal data preparation: works without complex
attribute configuration;
noise tolerance: ignores minor data deviations

Skipping rare anomalies: does not notice subtle attacks
like password cracking attempts;
risk of errors due to settings: the wrong share of
anomalies can block normal traffic;
difficulty with atypical data: it does not work well if
traffic is very diverse

LOF

Accuracy for hidden threats: finds anomalies such
as short access attempts that are invisible to other
methods;
flexible adjustment: easily change the sensitivity due
to the number of neighbours;
working with data groups: analyses traffic well with
clear clusters

Long processing: cannot handle large networks due to
slow calculations;
noise issues: small traffic fluctuations
can distort the results;
weakness for mass attacks: misses large anomalies,
such as DDoS, by focusing on local changes

One-Class
SVM

Detection of new attacks: finds unknown threats, such
as new types of hacker attacks;
accuracy for complex traffic: works well with non-Llinear
data, such as mixed HyperText Transfer Protocol/File
Transfer Protocol; easy integration: easily added to
existing security systems

Slow operation: not suitable for fast analysis of large
traffic flows;
complex setup: neccessary to choose the exact
parameters, otherwise there are a lot of errors;
noise vulnerability: small deviations in traffic reduce
accuracy

Elliptic
Envelope

Fast analysis: instantly processes traffic
for pre-verification;
easy visualisation: shows anomalies as points outside
the ellipse, which is convenient for analysis;
performance for simple data: good at detecting
anomalies in stable traffic, such as short connections

It does not work with real traffic: it cannot handle
various or unstable data;
skip complex attacks: does not notice subtle anomalies
like port scanning;
problems without preparation: requires perfect data
normalisation, otherwise inefficient

Source: compiled by the authors based on A.K. Shukla et al. (2023), N. Sharma et al. (2024), E.F. Agyemang (2024),
F. Gutierrez-Portela et al. (2024), L. Diana et al. (2025), U.C. Akuthota & L. Bhargava (2025)

To better understand the advantages and disadvan-
tages of each model, a comparative analysis was per-
formed on key criteria such as anomaly type, scalability,

data resistance, and real-world applicability of telecom-
munications systems. In Table 6, the optimal use cases
for each model were systematised and determined.

Table 6. Comparative analysis of anomaly detection models in telecommunications networks

. . . . Applicability
Effectiveness by type Computational complexity Resistance . . )
Model of anomaly and scalability to data features in telecommunications
networks
Better detects global . . . . High: suitable for
. anomalies by isolating High processing speed | Resistant to high handling large real-
Isolation points; due to tree independence; | dimension, but sensitive time traffic flows due to
Forest less effective for local scales well on large to incorrect setting of the its speed and markup
. amounts of data contamination parameter B
anomalies independence
Effective for local anomalies High clomputjtlonal Sensitive to parameter k L M(l)derate:lgseful f?]r
due to density analysis; dg:omp eXItE/ llje.to . and noise; oca anorpa 'ss (sl.uc. a;
LOF less accurate for global . dlstance ca clu atlolr, works better with rare attabc.l.s),f Utl imite
deviations it does not scale well on clustered data scalability for large
large sets networks
One-Class Separates normal data well, Quadratic difficulty; to hyS:rnps;'I;ﬁeters szeer?og-?j:asyu;?cgéisfor
SVM but handles fuzzy anomalies | poorly scaled on large and noise: but requires optimisation
worse data sets .
prone to overtraining for large traffic volumes
Effective only for data with . Strongly depends on the e )
Elliptic | a normal distribution; Low complexity; scales | = 0ol of the data; Low: Llimited for pre
Envelope | poorly detects complex and well duae torsasctr? tistical unstable to multimodal ﬁggr:;n?éflﬁe'tr\:ve;ﬂf 'ter;‘}ﬁfc‘”
local anomalies pp distributions P

Source: compiled by the authors based on N. Sharma et al. (2024), F. Gutierrez-Portela et al. (2024), E.F. Agyemang (2024)
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Comparative analysis has shown that Isolation For-
est is the most versatile solution for telecommunica-
tions networks due to its high processing speed and
ability to work with large amounts of data, which is crit-
ical for detecting global anomalies in real time. LOF is
effective in specific scenarios with local anomalies, but
it is limited by low scalability. One-Class SVM can be
useful for detecting new types of attacks, but requires
additional optimisation for large traffic flows. Elliptic
Envelope was the least suitable due to its strong de-
pendence on normal data distribution, which rarely cor-
responds to real network traffic. The results highlighted
the need to develop a hybrid model that could combine
the strengths of Isolation Forest (speed and scalability)
and LOF (sensitivity to local anomalies), and consider
the adaptability to multimodal data distributions in-
herent in telecommunications networks. This approach
will improve the effectiveness of intrusion detection, in
particular, for complex and fuzzy anomalies that remain
a problem for the methods under study.

The proposed hybrid model consists of three main
components. The first component is the Isolation
Forest module for global analysis, which uses an en-
semble of 100 trees (contamination =0.1) to quickly
detect global anomalies (for example, DDoS attacks)
and pre-filter traffic. The second component is the
LOF module (n_neighbors=20), which is applied to se-
lected Isolation Forest points for detailed analysis of
local anomalies (for example, rare protocol attacks).
The third component is an adaptive clustering module
based on the DBSCAN algorithm (noise-based spatial
density clustering), which identifies non-clustered
points as potential anomalies, which is effective for
processing multimodal data distributions characteris-
tic of network traffic with various patterns of normal
behaviour and attacks (rare protocol attacks). DBSCAN
is used as the final component for detecting anom-
alies in network traffic after global analysis using
Isolation Forest and local analysis via LOF. The key
parameters of DBSCAN eps and min_samples were
dynamically configured based on statistical charac-
teristics of the data, such as distance distribution or
density. This adaptive approach is scientifically sound
because it allows the algorithm to consider local data
features, which is crucial for detecting anomalies in
heterogeneous data sets.

The eps parameter determines the sensitivity to
local density. Too small values lead to cluster fragmen-
tation and an increase in false-positive results, while
inflated values reduce the ability to detect rare anom-
alies due to the combination of different patterns. The
min_samples parameter sets a density threshold for
cluster development. Low values increase sensitivity,
but contribute to the development of unstable clusters.
High values make the algorithm stricter by increasing
the number of points marked as noise. Dynamic adjust-
ment of parameters based on local characteristics, in
particular, through analysis of k-nearest neighbours

or average density, ensures adaptability to changes in
traffic. However, the efficiency of DBSCAN depends on
the quality of input data and is accompanied by high
computational costs, which limits its use in real time.
DBSCAN is sensitive to noise and abnormal features in
data, which can also distort clustering in network traf-
fic conditions. In addition, its computational complexi-
ty (without optimisation) makes it difficult to process
large amounts of real-time data (Sharma et al., 2024).

To improve efficiency, the model uses indexing
structures such as K-d trees, which speeds up the
search for neighbouring points under favourable con-
ditions, and preliminary dimensionality reduction
through Principal Component Analysis with key feature
retention control. Dynamic adjustment of eps and min_
samples parameters were based on the distribution
of inter-point distances and sample size, and the k-d
tree index structures and Principal Component Analysis
were tested on hybrid model data, which confirms their
effectiveness. These measures, which were validated on
test datasets, ensure DBSCAN adaptability and syner-
gy with Isolation Forest and LOF in the hybrid model.
DBSCAN complements Isolation Forest, which reduces
data volume, and LOF, which clarifies local anomalies,
allowing DBSCAN to focus on clustering and identifying
isolated points. This interaction increases the accuracy
of detecting complex attacks, and clear parameter set-
tings and proven optimisations guarantee the reliabili-
ty and transparency of the model.

The hybrid model’s operation algorithm includes
five stages. At the first stage, data preprocessing is per-
formed when incoming network traffic is normalised
using Min-Max Scaling. In the second step, DBSCAN
clusters data, isolating clusters and noise. In the third
step, Isolation Forest is applied to each cluster and
non-clustered points, identifying points with a high
anomalous rating. In the fourth step, LOF clarifies the
status of selected points by analysing the local density.
In the fifth stage, the results of both modules are aggre-
gated using weighted voting (Isolation Forest - weight
0.6, LOF - weight 0.4), determining the final anomaly
rating for each point. The hybrid model has a number
of expected advantages. The combination of global and
local analysis improves the accuracy of detecting both
large-scale and local anomalies. Using DBSCAN provid-
ed adaptability to multimodal distributions, which is
typical for real network traffic. Based on Isolation For-
est, the model maintains a high processing speed, and
applying LOF only to a subset of data reduces the com-
putational load. The model is flexible due to dynamic
configuration of DBSCAN parameters.

However, the model has potential problems. Setting
parameters (contamination, n_neighbors, eps, min_sam-
ples) required careful optimisation, for which it is sug-
gested to use cross-validation based on F1-Score. The
computational complexity of LOF and DBSCAN can be
reduced by parallel cluster processing. To detect fuzzy
anomalies in future studies, it is advisable to integrate
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deep learning techniques such as autoencoders. The
next step in developing the model was to test it experi-
mentally on real-world datasets such as NSL-KDD (NSL
Knowledge Discovery in Databases) or CICIDS2017 (Ca-
nadian Institute for Cybersecurity Intrusion Detection
System, 2017), followed by performance comparisons
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with individual Isolation Forest and LOF models. This
will allow quantifying improvements in the accuracy
and scalability of the model in the context of telecom-
munications networks. Table 7 shows a comparison of
the predicted characteristics of the hybrid model with
the results of other algorithms by key metrics.

Table 7. Comparative analysis of the hybrid approach and standard anomaly models

S . Adaptabili
Fusoe  frssnate  Pestmefiol o miiimoda
’ ’ distributions
Isolation Forest 85.8% 2.5 Low Low
LOF 86.6% 15 High Average
One-Class SVM 79.9% 20 Average Low
Elliptic Envelope 74.1% 1.8 Low Very low
Hybrid model 88% 4 High High

Source: compiled by the authors

A comparative analysis of the hybrid approach and
standard models demonstrated their performance with
F1-Score metrics and processing times of 10,000 re-
cords, and their ability to detect local anomalies and
adaptability to multimodal data distributions. The hy-
brid model achieved the highest F1-Score (88%) with
a processing time of 4 seconds, surpassing the stand-
ard Isolation Forest (F1-Score = 85.8%, 2.5 s), LOF
(F1-Score 86.6%, 15 s), One-Class SVM
(F1-Score = 79.9%, 20 s), and Elliptic Envelope
(F1-Score = 74.1%, 1.8 s) methods. Elliptic Envelope
and Isolation Forest process data the fastest (1.8 s and
2.5 sec, respectively), but their lower F1-Score (74.1%
and 85.8%) reflects limited ability to detect local anom-
alies (low for both) and adaptability to multimodal
distributions. LOF shows a high ability to detect local
anomalies (F1-Score =86.6%) and average adaptability,
but its processing time (15 seconds) was much higher.
One-class SVM has an average capacity for local anom-
alies and low adaptability, which makes it less efficient
in complex network scenarios.

The hybrid model, which combines Isolation Forest,
LOF and DBSCAN, provides an optimal balance with an
F1-Score of 88.0%, reflecting high accuracy in detect-
ing global and local anomalies, and high adaptability
to multimodal distributions for efficient processing of
complex network data. The processing time of 4 sec-
onds, although longer than that of Elliptic Envelope
(1.8 seconds) or lIsolation Forest (2.5 seconds), is an
acceptable trade-off for telecommunications systems
where accuracy in detecting threats such as DDoS at-
tacks or port scanning is a priority. The performance
of the hybrid model is evaluated by integrating the
strengths of its components, where Isolation Forest
provides fast pre-filtering (2.5 s), LOF helps to detect lo-
cal anomalies (F1-Score=86.6%), and DBSCAN increas-
es adaptability to multimodal distributions. Processing
time is optimised due to DBSCAN parallel clustering
and lsolation Forest preprocessing. These results con-
firmed the potential of the hybrid model as a universal
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solution for detecting intrusions in telecommunications
networks, capable of adapting to various scenarios with
high accuracy. Thus, the developed hybrid model com-
bined the key advantages of leading anomaly detection
methods, demonstrating improved predictive charac-
teristics, high adaptability and processing efficiency in
real telecommunications traffic conditions. Its applica-
tion can significantly increase the level of security of
information systems, and serve as a basis for further
research and implementation of intelligent intrusion
detection systems in critical infrastructures.

DISCUSSION

The results of the simulation of the hybrid anoma-
ly detection system, which combines Isolation Forest,
LOF and DBSCAN clustering algorithms, showed a sig-
nificant increase in the accuracy of threat detection
(F1-Score=0.88) compared to the use of separate mod-
els. This indicates the effectiveness of the integrated
approach in conditions of high variability and multimo-
dality of telecommunications traffic. An attempt to im-
plement such integration was observed in the HYbrid
and Robust Intrusion DEtection (HYRIDE) model pro-
posed by S.Srivastav et al. (2025), which was also based
on the idea of hybridisation methods. However, the key
difference is that HYRIDE does not have a pre-cluster-
ing component, which limits its flexibility in working
with spatially heterogeneous data. The use of DBSCAN
in this model helped to better adapt to multimodal
traffic distributions, reducing the impact of excessive
noise and unstructured deviations.

In the study by A. Russell-Gilbert et al. (2025), the
Retrieval-Augmented Anomaly Detection using Large
Language Models (RAAD-LLM) model implemented
threat detection by integrating large language mod-
els with Retrieval-Augmented Generation. The gen-
eral concept of adaptation to new threats correlated
with the results of the study, but the implementation
differed fundamentally. In RAAD-LLM, adaptation was
achieved by semantic enrichment of queries, where as
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in the presented hybrid architecture, through struc-
tural processing of the feature space. Thus, the sim-
ilarity was manifested at the level of the functional
task, while the discrepancy was in the choice of tools.
In addition, M.A. Akif et al. (2025), who examined the
combination of several classical voting-based mod-
els, partially coincided with the current study, because
both models were built as hybrid and used a consist-
ent solution of several algorithms. Simultaneously,
unlike the implemented architecture in this study, the
researchers’ approach did not involve step-by-step fil-
tering or structural decomposition of input data, since
all models work on a single flow.

Equally significant was the focus on the heter-
ogeneity of network traffic highlighted by K-C. Lu et
al. (2024), where intrusion detection in Supervisory
Control and Data Acquisition Systems was investigat-
ed. The researchers noted the critical role of adaptive
mechanisms for energy monitoring systems, which, like
telecommunications networks, are characterised by
complex, multi-layered flows. Although the model was
focused on a narrow infrastructure sector, in both cases,
the need for algorithms that work efficiently with mul-
timodal data was identified. The system built as part
of this study confirmed its ability to adapt to this by
combining cluster and outlier analysis.

Another aspect was the automatic configuration
of models without labels, which was considered by
O. Anser et al. (2024). Their AutoML approach allowed
creating detectors based on “clean” (unpacked) data,
reducing dependence on pre-known attack patterns.
A similar problem was solved in the current model
by dynamically optimising DBSCAN parameters (eps,
min_samples) and controlling contamination in Iso-
lation Forest. The difference lies in the way it is im-
plemented - while AutoML works as a “black box”, the
approach of this study provided greater transparency
and control over the detection logic.

G.M. Firdaus & V. Suryani (2024) proposed an ap-
proach to improving DBSCAN clustering by pre-reduc-
ing the sample size. Their methodology was aimed at
reducing the computing load, which was especially im-
portant in conditions of large traffic flows. In the devel-
oped model of this study, a similar effect was achieved
by combining with Isolation Forest, which cuts off
anomalous or irrelevant points before clustering is per-
formed. This automated filter reduced the processing
time to 4 seconds per 10,000 records, which is signifi-
cantly lower than that of LOF or One-Class SVM.

The search for more error-resistant anomaly de-
tection methods was shown in the study by S. Cohen et
al. (2023), who proposed a Test-Time Augmentation
model for Neural-network-based Anomaly Detection
based on the test-time augmentation mechanism. Their
approach involved generating input data variations
directly during testing, which helped to improve clas-
sification accuracy in conditions of unstable traffic. In
this study, a similar effect was achieved in another way,

which included structural interaction between global
analysis (Isolation Forest), local analysis (LOF),and clus-
ter module (DBSCAN). Although the technical means
differ significantly, both approaches have demonstrat-
ed alternative solutions to the same problem, namely,
the detection of weakly expressed, mixed, or unstable
anomalies in the network environment.

TJ. Hassan et al. (2024) in their study focused on
modelling False Data Injection Attacks in distributed
generation systems. Their proposed attack scenarios
showed how easily anomalies can disguise themselves
as normal traffic, which made them difficult to detect
using conventional methods. Despite the difference in
the subject area, this problem is extremely relevant in
telecommunications networks. It is due to the combina-
tion of DBSCAN and LOF within the hybrid model that
it was possible to achieve resistance to such hidden
structures, especially after the preliminary isolation of
anomalous points through the Isolation Forest module.

The study by M.A.Uddin et al.(2024) and M.Ahmed et
al. (2025), dedicated to detecting fuzzy and zero-day
attacks, demonstrate the effectiveness of approaches
based on deep neural networks. Autoencoders and hy-
brid recurrent convolutional models can work success-
fully without labelled samples. However, the proposed
model in this study had significantly lower computa-
tional costs, which was critical in real time. In addition,
the compared results (F1 =88%) showed that classical
algorithms, properly combined, can compete with more
complex architectures.

Efforts to reduce the number of false-positive re-
sults were traced in the study by H. AL-Husseini et
al. (2024), where Long Short-Term Memory and evolu-
tionary algorithms such as the Whale Optimisation Al-
gorithm were combined to fine-tune hyperparameters.
This approach provided flexibility, but required signifi-
cant resources at the training stage. Instead, the hybrid
architecture presented in the current study achieved a
similar balance between Precision and Recall through
weighted voting and parallel configuration of compo-
nents without using complex optimisers.

The problems of trust in models under unfavoura-
ble conditions were investigated by H. He et al. (2025),
who focused on countering data poisoning during
training. Their approach, based on the use of marginal
time samples, actualised the risk of latent influence on
model parameters. Although the proposed hybrid sys-
tem did not contain a direct mechanism for countering
such attacks, its multi-level structure, with independent
decision-making at each stage, potentially increases re-
sistance to distorted or atypical inputs.

C-W. Tsai et al. (2024) proposed a solution for de-
tecting power theft in smart grid, which was based on
combining several weak models into a single ensem-
ble. Despite the applied focus on a narrow domain,
their architecture showed similar structural features
to that developed by the results of this study: both
systems relied on the idea of complementarity of
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models. However, the proposed hybrid model went
beyond specialised applications and demonstrated
the potential for scaling in conditions of heterogene-
ous traffic and a wide range of attacks.

C. Rajathi & P.Rukmani (2025) implemented com-
bining models with different natures (parametric and
nonparametric), which was consistent with the idea
of combining the approaches of the current study.
Their system did not include a clustering level and
did not implement adaptive hyperparameter selection
for structuring multimodal space, which fundamen-
tally distinguished it from the approach implemented
in this study. The similarity can be traced in the very
attempt to consider the complementarity of models,
while the discrepancy lies in the level of flexibility and
scalability of the solution.

Consequently, the hybrid model demonstrated
high efficiency and adaptability, and improved resist-
ance to changes in the network environment, which
is important for ensuring the security of telecommu-
nications networks. The use of a combination of Iso-
lation Forest, LOF, and DBSCAN helped to accurately
detect anomalies even in difficult and variable tel-
ecommunications traffic conditions. The results of
the study confirmed that the hybrid approach allows
working effectively with large amounts of data and
reducing the level of false positives, which is criti-
cal for real-world operating conditions. The technical
implementation of this approach provides high scal-
ability and processing speed, which makes the model
suitable for use in real networks. The proposed mod-
el has the advantage of processing multimodal data
and adapting to variable conditions, which makes it
promising for use in intelligent security systems of
telecommunications networks.

CONCLUSIONS

As a result of the study, the effectiveness of the hy-
brid anomaly detection model for telecommunications
networks was confirmed. The combination of Isolation
Forest, LOF, and DBSCAN clustering algorithms sig-
nificantly improved the accuracy of threat detection
(F1-Score=88%), which was an important achievement
compared to using separate models. On a simulated
dataset of 10,000 records, where 10% were anomalies
(DDoS attacks, port scanning, unauthorised access),
the model achieved an F1-Score of 88%, surpassing
individual algorithms Isolation Forest (85.8%), LOF
(86.6%), One-Class SVM (79.9%), and Elliptic Envelope
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(74.1%). The processing time was 4 seconds, which
provided a speed close to Isolation Forest (2.5 sec-
onds), but better than LOF (15 seconds) and One-Class
SVM (20 seconds). The model showed a high ability to
distinguish between normal and abnormal traffic with
a class imbalance. The hybrid model approach worked
effectively in conditions of high variability and mul-
timodality of network traffic, which is typical for real
telecommunications environments.

The hybrid model optimised threat detection
through a combination of fast global filtering (Isola-
tion Forest, 100 trees, contamination = 0.1), sensitive
local analysis (LOF, n_neighbors = 20), and adaptive
clustering (DBSCAN, dynamic eps, and min_samples).
The use of Min-Max Scaling, k-d trees, and Principal
Component Analysis reduced computing load, pro-
viding scalability for large networks. Weighted voting
(Isolation Forest 0.6, LOF 0.4) has improved accuracy
for complex anomalies, such as hidden protocol at-
tacks that often miss individual methods. The practi-
cal significance of the model lays in its ability to in-
crease the resistance of telecommunications systems
to cyber threats, reducing false positive responses,and
ensuring efficiency. Compared to HYRIDE-type models,
it adapts better to heterogeneous data thanks to DB-
SCAN clustering, which allows efficient processing of
high-dimensional traffic.

Limitations of the study were related to the lack of
experimental verification in real networks (NSL-KDD or
CICIDS2017), which could provide more accurate data
for practical applications. It is also worth noting that
a deep study of the impact of external variables, such
as dynamic changes in network traffic and new threats,
required additional research and adaptation of algo-
rithms. The impact of dynamic traffic changes and new
threats, such as zero-day attacks, requires further study.
Future research should focus on automatic parameter
optimisation via AutoML, integrating deep neural net-
works such as autoencoders to increase sensitivity to
unknown attacks, and real-time parallel processing.
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AHoTauif. 3pocTaHHs Kibep3arpos i 0bcsaris MepexxeBoro Tpadiky nigkpecnmnun notpeby B ebeKTUBHMUX
MeToAax BUSBIEHHS aHOMani. MeToto pocnipxeHHs byna po3pobka ribpuaHoi Mogeni BUSBNEHHS aHOManin y
TeNeKOMYHiKaLiMHUX Mepexax i3 MiABULLEHOI TOYHICTIO HA OCHOBI MOPIBHANBHOIO aHani3y 6€3KOHTPONbHUX
anroputmMiB. Y xoai po6otu 6yno npoBefeHo NOPIiBHSHHS YOTMPbOX OCHOBHWMX anropuTMmiB: Isolation Forest, Local
Outlier Factor (LOF), One-Class Support Vector Machine (SVM) Ta Elliptic Envelope, 32 LonoMorotw CMMynboBaHMX
[aHuX MepexeBoro Tpadiky. Metoaun aHanisy BKAOYaNM HOpManisaLio AaHUX 33 gonomoroto Z-score Ta Min-Max
Scaling ong ycyHeHHst MaclwTabHMX BiAMIHHOCTEN MiXK 03HAKaMu. N9 NigBULLEHHS TOYHOCTI BUSB/IEHHS aHOMaNin
6yno 3acTocoBaHo aHcaMbb i3 100 pepes piweHb. Y pesynbtati 6yno BuaeneHo, Wwo Isolation Forest 3abe3nevysas
HaMbinbLy TOYHICTb BUABNEHHS aHoManin (F1-Score= 85,8 %) i BUCOKy WwBMAaKicTb 06pobku (4ac 06pobku Ha 10000
3anuciB y 2,5 cek), wo 6yno BaXIMBUM 418 peanbHUX YMOB TeNIEKOMYHIKaLiMHUX Mepex 3 BENUMKUMK 0b6Caramm LaHuX.
LOF noka3saB BMCOKY TOUHICTb NPY BUSIBAEHHI JIOKAZIbHUX aHOManii, ane 3 Hinbwo 06YMCOBaNbHOK CKNAAHICTHO.
Anroput™ One-Class SVM BusBngs rnobanbHi aHoManii, ane 4EMOHCTPYBAB HUXYY TOUHICTb AN NokanbHuX. Elliptic
Envelope MaB obMexeHy eheKTUBHICTb Yepe3 NPUNYLLEHHS NPO HOPManbHUIM po3noain aaHux. lonatkoso 6yno
po3pobieHO KOMMIEKCHY MOLENb, KA NOEAHYBaNa nepeearw Isolation Forest, LOF Ta Density-Based Spatial Clustering
of Applications with Noise, wo no3sonuno nigeuwmtn F1-Score no 88 % Ta NnepeBUWNTM pe3ynbTaTM OKPEMMUX
mopenei. [i6puaHa Modenb Nokasana afanTMBHICTb A0 BaraToMoAanbHUX PO3NOAINiB Ta eHEKTUBHICTb Y BUSBIEHHI
NOKaNbHUX aHOManii. MpakTMYHa 3HAUYMMICTb NONsSrana B MiABMLLEHHI TOYHOCTI I CTIMKOCTI CUCTEM MepexeBoi be3neku
Ta POpPMYBaHHi OCHOB ANS1 AAANTUBHUX ANTOPUTMIB PEaNbHOMO Yacy, Wo A03BOANN0 daxiBLaM 3 Kibepbe3neku Ta
TeNneKoMyHiKaLin epekTUBHiLLEe MOHITOPUTHU Ta 3aXMLLATK Mepexi Bif 3arpo3

KntouoBi cnoBa: BMSB/IEHHS aHOManii; OUiHKA MNPOAYKTUBHOCTI; MAaClITabOBAHICTb; TOYHICTb; GE3KOHTPONbHI
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Abstract. The relevance of the study was determined by the increasing threat of covert distribution of malicious
software through the metadata of digital images, which complicated the detection using standard methods.
The aim of the work was to develop a new approach to detecting malicious files through the analysis of image
metadata using artificial intelligence methods. To achieve this, a detailed analysis of the main metadata standards
was carried out, and vulnerable fields capable of hiding malicious code and being ignored by traditional security
methods were identified. The results of the theoretical study showed that the most informative characteristics
for threat detection were metadata features such as timestamps, geolocation coordinates, and device data. It
was also established that non-standard values in the fields, such as abnormal timestamps or suspicious code
markers, could serve as indicators of malicious activity. A comparison of traditional threat detection methods
was conducted, which revealed the low effectiveness when working with metadata, as these methods were
mainly focused on identifying malicious elements in the visual part of the file rather than on analysing the
accompanying structure. The developed conceptual model, oriented towards the specified characteristics,
demonstrated significant potential for effectively detecting anomalies and hidden malicious code in metadata.
This approach made it possible to reduce the number of false positives, as it focused not only on detecting
obvious deviations but also on subtler changes in the structural layer of images. The conclusions confirmed that
the analysis of accompanying information was an important tool for detecting new forms of threats. The practical
significance of the study lay in the possibility of using the proposed concept as a basis for the development of
specialised systems for monitoring and preventing cyber incidents

Keywords: steganography; malware; digital images; machine learning; metadata anomalies

INTRODUCTION

The issue of covert distribution of malicious software
through digital images remained one of the most com-

remained invisible to traditional security systems. Due
to the combination of classical and multi-level methods

plex challenges in the field of cybersecurity. One of the
latest directions in this domain was the use of image
metadata to conceal malicious code, which significant-
ly complicated the process of detecting threats using
standard file-checking methods. A particular threat was
posed by subtle modifications in the pixels or meta-
data structure that did not cause visual changes and

of hiding information, traditional detection approaches
proved to be ineffective. With the advancement of ste-
ganographic capabilities, there was a growing need for
new systems of automatic threat recognition capable of
analysing not only the visual component but also hid-
den information in the structure of images. Therefore,
the development and evaluation of the effectiveness of
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Evaluating the effectiveness of image recognition systems...

such systems based on artificial intelligence (Al) was a
pressing task for modern cybersecurity.

Against the backdrop of active development of
steganographic techniques in metadata, the task of
creating such methods and developing techniques
for detecting hidden information became important.
Y. Fernando et al. (2024) presented an innovative ap-
proach to steganography via image metadata, which
ensured a high level of concealment of transmitted
information. However, the authors focused on im-
proving hiding methods while leaving the issue of
detection without thorough analysis. In the work of
D.R.Setiadi et al. (2025), a wide range of modern steg-
anographic methods were reviewed, including image,
textual and 3D data, but the need to explore practical
aspects of detecting malicious modifications in meta-
data was also noted.

The challenges of increased data stealth and
detection difficulty were addressed in the study by
0. Kuznetsov et al. (2024a), which showed that using a
wide range of signals in steganography significantly in-
creased detection complexity. This, in turn, required the
adaptation of more complex analytical models, includ-
ing Al applications. In this context, the works of L. Cav-
iglione & W. Mazurczyk (2022) outlined the danger of
stego-malware as hidden threats, emphasising the in-
effectiveness of traditional antivirus tools in detecting
new types of attacks. V. Verma et al. (2022) supported
this conclusion by describing the difficulties of iden-
tifying malicious code disguised as legitimate digital
objects in Windows environments.

The use of deep learning for image analysis was
explored by J. EL Abdelkhalki et al. (2022), where the
successful application of neural networks for detect-
ing malicious content was highlighted. However, at-
tention was paid to the analysis of the visual part of
images, while the issue of hidden threats in metadata
remained underexplored. The study by A.l. Iskande-
rani et al. (2021) demonstrated the effectiveness of
using Al for steganalysis of digital objects, but the au-
thors did not address the modelling of threats at the
metadata level.

Additionally, C. Ahmadi et al. (2024), in their work,
analysed the use of steganography in backdoor at-
tacks against Al models, emphasising the difficulty of
detecting such intrusions, which further underscored
the need to create adaptive protection mechanisms.
Meanwhile, reviews by I.H. Sarker (2023) and A.H. Sa-
lem et al. (2024) confirmed the growing role of intelli-
gent systems in ensuring cybersecurity, but the issue
of metadata analysis remained insufficiently devel-
oped in the works.

The comparison of traditional and intelligent solu-
tions for threat detection tasks conducted by F. Wang
& Y.Tang (2024) showed the advantages of Al methods
in complex scenarios, although without detailing the
specific features of working with supplementary infor-
mation in media files. Regarding Ukrainian research,

A.Kashtalian et al. (2024) developed a multi-computer
system for detecting malicious software considering
metamorphic changes, focusing on code transforma-
tions and behavioural characteristics of programs.
However, metadata structure remained outside the
scope of analysis. At the same time, A. Kobozieva et
al. (2023) focused on developing steganalysis meth-
ods for digital video and image sequences, paying at-
tention to changes at the bit-sequence level. However,
the approaches were primarily oriented towards con-
tent analysis rather than structural metadata features,
leaving open the question of integrating such solu-
tions into the task of detecting malicious attachments
in image-associated data.

The aim of the study was to develop a conceptu-
al approach to detecting malicious files by analysing
image metadata using modern Al methods. To achieve
this aim, the following objectives were formulated: to
justify the selection of key metadata characteristics
subject to analysis for detecting malicious software; to
analyse typical scenarios of using steganography in im-
age metadata to conceal malicious software; to assess
the potential of using Al methods for automatic threat
recognition in metadata; and to develop a basic con-
cept for a model that detects malicious files based on
metadata analysis.

MATERIALS AND METHODS

The assessment of the possibility of concealing mali-
cious software in digital images was conducted through
the analysis of the technical characteristics of metada-
ta formats, the usage patterns in file processing, and
potential risk aspects related to manipulation of struc-
tural elements. The study took into account scenarios
of covert threat distribution via modification, addition,
or encryption of information in metadata fields with-
out affecting the visual integrity of the file. The exami-
nation was based on open technical documentation of
metadata formats, such as the EXIF Specification (Cam-
era & Imaging Products Association, 2012) and the In-
ternational Press Telecommunications Council (2024),
as well as cybersecurity analytical reports, such as the
Internet Security Threat Report (2017), which explored
the use of steganography for hiding malicious soft-
ware. For the sake of analytical relevance, the materi-
als were selected based on criteria of topicality, prac-
tical orientation, and alignment with the subject of
malicious code detection in metadata. Open archives
of digital images also played an important role, pro-
viding examples of typical metadata structures, such
as the Openlmages Dataset (Krasin et al., 2017), Break
Our Steganographic System (Bas et al., 2011), and Ste-
goAppDB (Newman et al., 2019).

Theoretical modelling of the malware detection
system in image metadata was performed through the
analysis of structural features of the exchangeable im-
age file format (EXIF), the international press telecom-
munications council metadata standard (IPTC), and the
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extensible metadata platform (XMP), involving open
technical specifications and academic publications in
the field of information security. To develop the con-
ceptual design, data were used on metadata organi-
sation, potential attack vectors, and known practices
of manipulating supplementary information in digital
files. Critical metadata characteristics were identified
through the systematisation of fields that allowed un-
restricted input or storage of large data volumes with-
out mandatory validation. Particular attention was paid
to timestamps, geolocation coordinates, device identi-
fiers, software versions, structural consistency of fields,
and total metadata volume. The list of features was
formed based on comparative analysis of typical and
anomalous values found in publicly available metadata
examples of digital images.

The conceptual model of processing was built by
determining the main stages of input data transfor-
mation: extraction of supplementary information, re-
moval of secondary fields, normalisation of numerical
values to a single scale, and encoding of categorical
variables using one-hot encoding. All processed fea-
tures were considered as an input vector for further
analysis using machine learning. To ensure the mod-
el’s resilience to data structure variability, consistency
of feature formats was maintained regardless of the
original metadata type. The classification component
of the concept was developed with a focus on using a
shallow multi-layer perceptron (MLP) neural network.
This decision was based on the requirements for com-
putational efficiency and the model’s ability to adapt
to complex interdependencies between features with-
out manual pattern identification. The alternative
use of gradient boosting models was considered for
situations requiring increased classification accuracy
with limited input features. To manage classification
sensitivity, the system proposed a probabilistic inter-
pretation of model outputs with the ability to adjust
threshold values.

The conceptual verification of the system’s archi-
tecture was carried out by logical modelling of poten-
tial scenarios for concealing malicious code in meta-
data, based on typical anomalies and non-standard
structural modifications described in the literature.
The modelling was theoretical in nature and involved
risk analysis arising from manipulations with metada-
ta fields (UserComment, MakerNote, XMP custom fields,
etc.). All assumptions were based on publicly available
technical documentation and analytical reports, which
avoided the experimental influence of variable envi-
ronments and ensured the generalisability of the con-
cept for future implementation.

RESULTS

Metadata of digital images represent a critically impor-
tant element of modern information systems, providing
contextual descriptions of content, facilitating index-
ing, copyright management, and automation of content
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processing. However, alongside the widespread use of
metadata, significant information security threats arise
due to the peculiarities of implementation and func-
tioning of the main metadata storage standards. The
most common formats are EXIF, IPTC, and XMP, each
with specific data organisation characteristics and cor-
responding vectors of potential attacks.

The EXIF standard, initially developed for digital
cameras, involves embedding metadata directly into
image files, primarily in JPEG or TIFF formats. Since
EXIF was primarily aimed at preserving technical in-
formation, such as shooting parameters, camera mod-
el, or geolocation data, the issue of metadata struc-
ture security was not a priority during the design of
the standard. Fields that allow free input of data, such
as “UserComment” and “MakerNote”, may store arbi-
trary text or binary arrays without proper validation.
This creates a possibility for injecting hidden code,
including scripts or objects, for subsequent system
exploitation during file processing by inadequately
protected software (Monika & Eswari, 2023).

IPTC metadata, used mainly in professional jour-
nalism and media production, allow the description
of textual image attributes: titles, keywords, author
names, usage rights, etc. The IPTC format provides
stricter data structuring compared to EXIF, but sev-
eral fields still allow the input of large volumes of
text without format or length limitations. According-
ly, if the receiving system does not implement ade-
quate mechanisms for checking or cleaning textual
data, such fields may be exploited to inject malicious
content, including SQL injections, scripts, or other
forms of attacks on system integrity or confidentiality
(Jian et al., 2021).

The XMP format, proposed by Adobe Systems, im-
plements a more flexible metadata concept based on
the principles of extensibility and integration. XMP
uses standardised XML structures to describe meta-
data fields, allowing the inclusion of an unlimited
number of hierarchically organised records. Com-
pared to EXIF and IPTC, XMP offers greater flexibil-
ity and expansion potential by adding user-defined
schemas and namespaces. At the same time, the use
of XML as a foundation introduces additional vul-
nerabilities specific to the processing of structured
data. Since most XML parsing libraries do not impose
default restrictions on document depth or size, in-
adequate handling of XMP metadata may become a
serious attack vector on applications interacting with
digital images. For illustration, Table 1 presents an
example of a typical EXIF metadata set and a simu-
lated example with anomalous values that may po-
tentially contain hidden payloads or indicate steg-
anographic use of the field.

Thus, digital image metadata can be used to hide
malware using a variety of techniques aimed at manip-
ulating the structural elements of the file. Table 2 lists
the main methods of hiding threats through metadata.
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Table 1. Examples of typical and anomalous values in digital image metadata

Field Typical value Abnormal value
Make Canon $$%null%%
Model EOS 600D bash_exec:systemctl.sh
Software Adobe Photoshop CC 2019 aHROcDovL21hbGljaW91cy5leGU=
UserComment Summer vacation, Aug 2022 <script>eval('malware’)</script>
XMP Payload - {“payload™:“execute’flag”:true}

Source: created by the author

Table 2. Typical methods of hiding malware in digital image metadata

Hiding method Metadata field

Risk description

Inserting encrypted text

UserComment, MakerNote

Hidden payload among legitimate data

Creating redundant fields XMP custom fields Injection of non-standard metadata
Manipulation of geolocation data GPSInfo Transferring malicious commands
Paste into file header File Header Code masking in service segments

Mutation of standard fields

Make, Model, Software

Imitation of legitimate data to hide commands

Using non-standard encodings

UserComment, XMP Description

Data masking via Base64, Hex and other encodings

Source: created by the author based on data from the Camera & Imaging Products Association (2012), Internet Security Threat
Report (2017), and International Press Telecommunications Council (2024)

The analysis of metadata storage standards demon-
strated that the existing solutions did not provide an
adequate level of security without additional meas-
ures of validation, cleaning, and input data restriction.
In this regard, it became necessary to investigate the
effectiveness of existing mechanisms for detecting hid-
den malicious objects in digital images, focusing both
on traditional antivirus approaches and on specialised
steganalysis methods.

The main methods used in practice remained gener-
al-purpose antivirus systems.The functioning was based
on searching for known signatures, behavioural analy-
sis of objects, or heuristic anomaly detection. However,
when working with images, antivirus systems demon-
strated significant limitations. Image files by nature
contained numerous permissible variations in content
and metadata, complicating the construction of unam-
biguous signatures for malicious modifications. In ad-
dition, antivirus products were mostly content-oriented
and did not conduct in-depth analysis of accompanying
data, which allowed attackers to use metadata for trans-
ferring hidden code without hindrance (Sarker, 2024).

Steganography in metadata differs from classical
methods of hiding visual information in that it uses
textual or binary metadata fields to embed hidden
content. Therefore, another approach to detecting con-
cealed changes in images became steganalytic meth-
ods based on pixel structure analysis. Such methods
aimed to detect traces of steganography by examining
statistical anomalies in pixel distribution, histogram
analysis, or the calculation of specific signal charac-
teristics. The use of such approaches allowed for the
highly sensitive identification of classical forms of in-
formation hiding in visual data (Ptachta et al., 2022).
However, in the case of working with metadata, the
effectiveness of steganalytic methods significantly

decreased, as the accompanying image information
could not be analysed via visual features (Kuznetsov et
al., 2024b). Thus, traditional pixel-based analysis did
not allow for the detection of hidden threats embed-
ded at the level of an image’s structural data.

It is also worth noting attempts to use simple ma-
chine learning models to detect changes in file data
structure. These models were generally built on clas-
sification or clustering approaches using limited sets
of features, such as metadata size, number of fields, or
types of attributes used. Although the results of such
analysis made it possible to detect obvious anomalies,
these methods remained insensitive to complex and
well-camouflaged threats. The models often failed to
consider deep interrelations between different meta-
data characteristics and were prone to high levels of
false positives in cases of non-standard but legitimate
changes to file structure. For a visual comparison of the
effectiveness of traditional methods for detecting hid-
den malicious software in metadata of digital images,
Figure 1 illustrates the dependence of detection accu-
racy on the level of attack complexity.

As a result of the analysis of existing solutions, it
was established that none of the traditional approach-
es provided an adequate level of effectiveness in de-
tecting concealed malicious code in image metadata.
The lack of adaptability in models and the limitations
of classical analysis methods at the level of content or
simple characteristics of accompanying data created
significant obstacles to detecting new forms of threats.
Thus, the analysis showed that existing methods had
limited potential for identifying modern threats, espe-
cially those masked within the metadata layer of digital
images. Consequently, there arose a need to develop a
solution focused specifically on analysing the structural
information of files.
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in metadata on the complexity of attacks
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Based on the analysis conducted, it was expect-
ed that the input to the proposed system could be a
digital image file in JPEG, PNG, or another common
graphic format containing a metadata structure. Giv-
en the specific task - detecting concealed malicious
elements - it would be reasonable to focus not on the
full visual analysis of the image, but rather on pro-
cessing its structural part. Metadata are considered a

Pre-cleaning
and
normalisation

Input image Metadata

extraction

potentially vulnerable carrier of hidden information,
which justifies the prioritisation in the analysis. To
ensure a structured approach to detecting malicious
software in image metadata, the proposed system en-
visaged the sequential execution of several stages of
data processing. Figure 2 presents the general system
architecture, illustrating the main stages of analysis
of the input object.

Convert to
feature
vector

Risk definition:
Safe/suspicious

MLP/boosting
classification

Figure 2. General scheme of digital image processing in the proposed threat detection system

Source: created by the author

It was envisaged to perform preliminary parsing of
the input file to extract supplementary data, such as the
EXIF section and other accessible fields, characteristic
of the respective format. This approach was determined
by the fact that metadata usually contains static textu-
al or numerical values, which simplifies the processing
compared to the analysis of complex pixel structures.
Metadata analysis was expected to include the study
of a number of characteristics that could potentially
serve as indicators of malicious activity. Specifically, it
was proposed to evaluate the overall size of the EXIF
section, the number of present tags, the types of tags
used, and to check for anomalous or unusual values in
the metadata fields. Such anomalies could include ex-
cessively large or negative numerical values, incorrect
date formats, unusual or suspicious codes identifying
device manufacturers or shooting parameters.

To increase system reliability, a superficial analysis
of basic pixel structure characteristics was allowed - for
example, noise levels or microdeformations - however,
the main focus would remain on processing metadata
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as a more probable vector for threat concealment. The
most informative elements for analysis proved to be
the timestamps for file creation and editing, geoloca-
tion coordinates, recording device data, software ver-
sion numbers, and the total metadata size. Anomalies
in these fields, especially in cases of inconsistency or
excessive size, could indicate attempts to conceal a ma-
licious payload (Zuppelli et al., 2021).

In selecting the type of machine learning model,
it would be appropriate to focus on the need to en-
sure a balance between high analytical sensitivity and
moderate computational demands. Accordingly, one of
the most suitable architectures was considered to be an
MLP with some layers. This structure allows for efficient
operation with medium-dimensional input vectors and
provides sufficient flexibility for adaptive learning. Al-
ternatively, gradient boosting methods could have been
chosen, due to demonstrating high accuracy on tabular
data. However, the neural network was considered the
preferred option due to its ability to self-update and
better suitability for processing new types of threats
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without requiring full model reconstruction. Compared
to decision trees or support vector machines, MLPs offer
a higher learning capacity on complex interdependen-
cies between features, which is critically important for
detecting non-standard and masked malicious patterns
in metadata structures (Yadav et al,, 2022).

The data processing concept in the system was ex-
pected to involve several sequential stages. First, the
structural information extracted from the input image
would be cleansed of secondary attributes, then con-
verted into a feature vector. When forming input feature
vectors for the model, preprocessing steps such as nor-
malisation of numerical values (e.g. scalingtoa Oto 1
range) and one-hot encoding for categorical fields like
tag types or device identifiers were to be applied. Such
data preparation would allow the model to more effec-
tively identify patterns in mixed feature sets. This vector
would then be fed into the model, which would compute
internal representations and classify the file into two
classes: safe object or object with potential threat. To
improve prediction accuracy, a probabilistic interpreta-
tion of the model output would be used, enabling flex-
ible adjustment of trigger thresholds depending on the
acceptable risk level in specific application conditions.

At the system’s output, a decision on the analysed
object would be generated in the form of a percent-
age probability that the metadata contained hidden
malicious code. For practical use, an integrated inter-
pretation of the result was also foreseen, in the form
of a simple label - “safe” or “suspicious” - which would
simplify operational decision-making on whether to
further process or isolate the file. The proposed model
was expected to ensure adaptability to new methods of
malicious code concealment in metadata, while main-
taining a low rate of false positives when processing
atypical but safe changes. Thanks to the ability of neu-
ral networks to learn from complex multidimensional
data, it was anticipated that such a system could signif-
icantly enhance the reliability and timeliness of detect-
ing modern cyber threats that remain beyond the reach
of traditional analysis methods.

The expected results of the model’s functioning
were clarified through an analysis of typical use-case
scenarios. For instance, in cases of processing images
with EXIF metadata of standard size-approximate-
ly 1,000 bytes - containing only typical tags such as
camera model, exposure parameters, etc., a high prob-
ability of safe classification at 98-99% was anticipated.
Conversely, if anomalies were present in the metada-
ta - non-standard date formats, atypical or excessive-
ly large numerical values in geolocation or timestamp
fields - the system would be expected to demonstrate
a significant increase in threat detection probability. In
such cases, the likelihood of classifying the image as
suspicious was expected to rise to 80-90%, depending
on the nature and intensity of the detected deviations.
Thus, the model could effectively support decisions re-
garding the further processing or isolation of potentially

dangerous files, which is critically important for ensur-
ing information security amid growing cyber threats.

If image processing involved metadata with many
tags and anomalous values - e.g. up to 2,000 bytes of
data in the EXIF section, where strange or non-standard
codes for camera manufacturers or shooting parameters
were detected - this could result in a significantly higher
probability of threat detection, reaching 95% or more. In
such a case, the system would need to be capable of ad-
justing its trigger thresholds to prevent excessive false
positives, ensuring that ordinary files with mistakenly in-
correct but harmless metadata would not be blocked. To
maintain the model’s relevance, it was possible to foresee
the implementation of a mechanism for periodic updates
based on new data. The system could store anonymised
feature vectors of new files and periodically undergo
fine-tuning based on stored data without requiring full
retraining. This would allow the model to adapt to evolv-
ing methods of malicious code obfuscation.

At the same time, understanding and awareness of
potential issues proved essential for further improving
the model. One such issue could be the processing of data
with certain but frequently recurring metadata anomalies
that are not harmful, but might be misclassified as threats.
This phenomenon may occur due to non-standard yet
safe user operations - for example, when metadata con-
tains incorrect or unusual values that do not conform to
general patterns. This situation, in particular, could lead
to false positives. However, these errors could be mini-
mised due to the possibility of continuous learning and
model adjustment on new data (Carneiro et al., 2023). An
essential part of this process is the adaptation of algo-
rithms for optimising classification based on new data,
which reduces the likelihood of errors in future use.

Another possible issue could be the trade-off be-
tween data processing speed and result accuracy. In
cases where metadata has a complex structure or an
image contains a large volume of data, the processing
time may increase, potentially affecting overall system
speed. Nevertheless, thanks to innovative optimisation
techniques such as parallel data processing or the use
of more powerful computing resources, this issue could
be significantly mitigated (Monteiro et al, 2021). The
prospects for integrating faster computational mech-
anisms would significantly improve processing speed
without loss of accuracy, which would positively impact
overall efficiency. Further important challenge might
be the scalability of the model as the volume of data
processed increases. However, this issue could be ad-
dressed by improving big data processing methods,
applying intelligent algorithms for automatic resource
allocation, and reducing the need for constant process-
ing of all data via early-stage filtering. As a result, these
measures would allow the system to remain effective
even when working with large volumes of metadata.
Thus, despite some potential challenges, the imple-
mentation of this model could demonstrate significant
potential for improving threat detection accuracy and
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speed. Thanks to its ability to adapt to new data and
to optimised processing workflows, the model would
maintain a high level of effectiveness even under com-
plex or changing data conditions, offering a considera-
ble advantage over traditional security methods.

DISCUSSION

Automated threat detection systems based on Al meth-
ods have become an important tool in countering steg-
anographic techniques used by malicious actors to con-
ceal harmful components within digital objects. Data
analysis in such systems usually focuses on visual in-
formation; however, metadata remains a less explored,
albeit promising, source of intrusion indicators. The
study examined the potential for constructing a model
to detect malicious images based on the analysis of file
structural information. This approach allowed not only
for reduced computational costs, but also for identify-
ing anomalies that remain invisible to systems focused
on image content. In this regard, it became necessary to
compare the obtained results with other contemporary
studies on the use of Al in the classification and detec-
tion of threats in graphical data.

The proposed approach to analysing metadata of
digital images as the primary source of potential threat
indicators proved relevant in the context of an increas-
ing number of attacks using steganographic methods
to disguise malicious code. The conducted study con-
firmed that it is the structural characteristics of fields,
rather than the visual features of images, that represent
a promising target for threat modelling. This line of in-
quiry continued the direction initiated by D. Puchalski et
al. (2020), who demonstrated the viability of detecting
malicious objects through structural analysis of media
files. The application of detailed parsing of accompa-
nying information allowed for increased classification
accuracy of objects while reducing the risk of false pos-
itives during atypical but legitimate file modifications.

Particular attention should be paid to the work
of S. Kiltz et al. (2024), which implemented metada-
ta-based tracing of image changes to detect files with
hidden malicious payloads. The study confirmed that
even with minimal visual changes, metadata remains
a sensitive indicator of interference. This reinforced the
conclusions regarding the effectiveness of metadata as
a vector of analysis, complementing classical pixel com-
parison methods. Equally significant for drawing con-
clusions was the analysis of approaches to construct-
ing classification models that use images as a source of
input features. In the work of R. Chaganti et al. (2022),
malware was represented as images and classified us-
ing EfficientNet. This approach demonstrated high ac-
curacy in threat detection due to the capability of con-
volutional neural networks to detect complex spatial
patterns. At the same time, this study substantiated the
relevance of focusing on the structural features of ac-
companying data, thus avoiding excessive dependence
on the visual representation of the object.
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Asimilar approach was implemented in the study by
S.A.Roseline et al. (2020), where a deep model based on
a random forest was used to classify images based on
visual features. The authors highlighted the advantages
of the ensemble approach in improving accuracy and
reducing the likelihood of overfitting in the presence
of large volumes of heterogeneous input data. How-
ever, the model proved sensitive to visual deviations
in pixel structure and was ineffective in cases where
information concealment was carried out not through
the visual channel, but at the level of the file’s accom-
panying information. This confirmed the limitations of
models focused exclusively on image analysis without
considering contextual metadata. In this context, the
structural analysis of metadata implemented in the
current study made it possible to detect threats that re-
mained outside the focus of visual-type models, while
maintaining lower computational costs and greater ad-
aptability to non-standard input object formats.

More advanced architectures were proposed by
F. Ullah et al. (2022), who developed a hybrid model
with visualisation of control-flow graphs and a mul-
ti-head self-attention mechanism. By combining struc-
tural features of program behaviour with deep analysis
of instruction dependencies, the model achieved high
accuracy in detecting complex threats. However, this
approach required complex pre-processing, including
decompilation and execution tracing, which rendered it
unsuitable in scenarios with limited access to full code
or in cases involving isolated media files. The concept
proposed in the current study had the advantage that
only the accompanying structural information was used
for analysis, which is generally available without spe-
cialised tools. This ensured flexibility, scalability, and
suitability for integration into high-performance envi-
ronments with stringent response time requirements.

A significant contribution to model optimisation
was offered in the study by A. El-Ghamry et al. (2023),
where an effective loT threat detection system was de-
veloped based on an optimised image-based classifier
structure. The authors focused on reducing resource
demands without sacrificing accuracy by combin-
ing relevant feature selection with adaptive learning.
This approach reinforced the importance of focusing
on compact yet meaningful feature sets, which aligns
with the current study’s orientation toward analysing a
limited but informative segment of metadata. The pro-
posed model did not require processing the visual con-
tent of the image, thereby lowering computational re-
quirements and allowing effective detection of hidden
anomalies in metadata structures, particularly through
combining EXIF, IPTC, and XMP fields.

In the study by D.Vasan et al. (2024), a broad learn-
ing architecture was proposed for GPU-free classifi-
cation, ensuring efficiency under limited resources by
reducing model depth and employing multidimension-
al feature representation. This approach was evaluated
as suitable for deployment in applied scenarios lacking
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access to powerful graphics processors. The concept
proposed in the current work, with a similar emphasis
on resource efficiency, differed in that operations were
conducted on tabular rather than visual vectors. This
simplified data pre-processing and enabled system
scalability without significantly burdening the runt-
ime environment. The use of an MLP model with a low
number of layers was supplemented by normalisation
of input values, which collectively ensured efficient and
adaptive processing of structural metadata features
with the ability to accurately detect hidden threats.

The issue of algorithm explainability was also of
particular importance in the context of applying intel-
ligent systems for threat detection. The work by A. Gal-
li et al. (2024) analysed methods for improving trans-
parency in behavioural models for malware detection.
The authors emphasised the importance of result inter-
pretability for the practical implementation of Al solu-
tions in cybersecurity. In light of this, the conceptual
model proposed in this study provided for the possibil-
ity of outputting a probabilistic estimate and a flexible
classification threshold, which would support better
understanding of the analysis results even without a
full “black box” model. This approach aligns with the
position that algorithm transparency is a critical factor
of trust in automated threat detection systems.

A general overview of the prospects of machine
learning for malware detection was presented by J. Is-
pahany et al. (2024). This study pointed to limitations
related to excessive dependence on signature databas-
es, insufficient adaptability of existing systems to new
types of attacks, and the difficulty of ensuring scala-
bility. The conclusions obtained in the current study
aligned with these statements, as the metadata-based
detection concept aimed to overcome these limita-
tions through structural analysis of accompanying data
without reliance on known threat patterns. A particular
prospect was the potential for continuous model up-
dating without the need for full retraining, which met
the challenges outlined by the authors of the review.

Another direction worth noting is the application of
metadata in a broader sense - not only for images but
also for network flows. M. Russo et al. (2021) demon-
strated the effectiveness of network metadata analysis
for detecting illegal cryptocurrency mining. The authors
proved that even without access to full packet content,
traffic metadata could serve as a sufficient source of
indicators for threat detection. In this respect, the study
reaffirmed a common idea: metadata, despite its aux-
iliary nature, can act as the primary indicator of mali-
cious activity. This further justified the need to develop
detectors focused on analysing the structural layer of
data in various formats, including graphical ones. Com-
parison of the results obtained with modern approach-
es to malware detection showed that structural infor-
mation analysis, particularly of digital image metadata,
fills the gaps characteristic of methods focused solely
on visual or behavioural features. The rationale for this

approach was confirmed by several studies highlight-
ing the importance of additional information layers for
improving threat detection accuracy. Unlike traditional
models, metadata analysis proved more informative in
cases of complex or non-standard concealment forms
and demonstrated better consistency with require-
ments for interpretability, speed, and adaptability.

CONCLUSIONS

The results of the study demonstrated the importance of
metadata as a potential vector for concealing malicious
programs, significantly complicating the detection us-
ing classical cybersecurity tools. It was established that
standard threat detection approaches, mainly focused
on visual features, are ineffective because of overlook-
ing anomalous changes in the image’s service struc-
tures. In particular, it was found that metadata in EXIF,
IPTC, and XMP formats may contain hidden elements
used to disguise malicious payloads. This significantly
increases the vulnerability of information systems, as
most traditional mechanisms analyse only the image
content, ignoring its structural wrapper. Analysis of typ-
ical and anomalous field values, such as UserComment,
Software, or XMP Payload, made it possible to identify
characteristic injection vectors that require dedicated
monitoring by detection systems.

Based on a comparative review and logical model-
ling,a conceptual model for detecting changes in digital
image metadata using Al methods was proposed.The ar-
chitecture, based on MLP, accounted for both numerical
and categorical parameters after appropriate pre-pro-
cessing, including scaling and encoding. The model
demonstrated potential in detecting structural anoma-
lies, such as incorrect date formats or suspicious geolo-
cation coordinates,positioning it as a promising solution
for practical implementation in the context of modern
cyber threats. The results obtained underscored the ad-
visability of focusing not only on file content but also
on accompanying technical data, which may serve as an
independent source of critically important information.

At the same time, the study identified a number of
limitations, including the likelihood of false positives
when processing non-standard but legitimate metadata
changes, as well as challenges associated with system
scalability when working with large volumes of data.
To improve the efficiency of future implementations, it
would be advisable to consider integrating additional
approaches, such as behaviour-based file analysis at
higher levels, and optimising computational algorithms
to ensure rapid response without sacrificing accuracy.
A promising area for further research is the adaptation
of the model to new steganographic techniques and its
integration into comprehensive cybersecurity systems,
including automated tools for monitoring and counter-
ing multi-level threats.
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OuiHka epeKTUBHOCTI CMCTEM pPO3MNi3HaBaHHSA 306paXkeHb
ANSl aBTOMaTUYHOrO BUSIBJIEHHA WKiANMBUX (PaiiniB HA OCHOBI MeTaaHUX 306paXeHb
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AHoTauif. AKTyanbHiCTb LOCNIAXEHHS 0O0YMOBNEHA 3pOCTaHHSM 3arpo3u NMPUXOBAHOMO PO3MOBCIOAKEHHS LWKIAIUBUX
nporpam yepes MeTagaHi uMdpoBUX 306pakeHb, WO YCKAALHIOE iX BUSBNEHHS CTAaHAAPTHUMKU MeToAaMu. MeTor
poboTn 6yno po3pobuTu HOBUI MiAXif 4O BUSBNEHHS WKiAAMBUX DainiB yepes aHanis MeTagaHux 306paxeHsb i3
BMKOPUCTAHHAM METOAIB WTY4YHOro iHTenekTy. [1ng uboro 6yno npoBefaeHo AeTanbHUIM aHani3 OCHOBHWX CTaHAAPTIB
MeTafaHuX, a TaKOX BU3HAYEHO YPas3/MBi NONS, 343aTHI NPUXOBYBATH LIKIAAMBUI KO Ta SIKi iTHOPYIOTbCSA TPAAMLIMHUMM
MeTogamu besneku. Pe3ynbTaTv TEOPETUYHOO AOCIAXKEHHS NOKA3au, WO HaWbinbL iHHOPMaTUBHUMM ANS BUSBIEHHS
3arpo3 € XapakTepuCTUKM MeTafaHuX, Taki K 4acoBi BIAMITKKU, reONOKaLiMHi KOOPAMHATK Ta AaHi Npo NpUCTPOiI.
OkpeMo 6yNio BCTAHOBJIEHO, WO HECTAHAAPTHI 3HAYEHHS B MNONAX, HAMPUKAAL, aHOMAJIbHI YAaCOBi MO3HAYKKU YM
nifo3pini KoAOBI NO3HAYEHHS, MOXYTb BUCTYNATU iIHAMKATOPAMM LWKIANWBOIT aKTUBHOCTI. bByno 3aiicHEHO NOPiBHSAHHA
TPaAMLIiAHUX METOLIB BUSAB/IEHHS 3arpo3, ke BUSIBUIO iX HU3bKY ePeKTUBHICTb Npy poboTi 3 MeTagaHWMMU, OCKiNTbKK
Ui MeToam 34e6inblloro OPiEHTOBAHI HA BUSIBIEHHS LKIANMBUX €IEMEHTIB Y Bi3yanbHilh YacTuUHI aiiny, a He Ha
aHani3 cynpoBigHoi cTpykTypu. Po3pobneHa KoHuenTyanbHa MoAeNb, OPIEHTYHOUMCh HA 3a3HAYEHI XapaKTEPUCTUKY,
NpoAEeMOHCTpYBana 3Ha4yHMIM noTeHuian ang eheKTUBHOrO BUSBAEHHS aHOMaNiM i MPMXOBAHOrO WKiAMBOrO Koay B
MeTafaHux. Llei niaxin A03BONSE 3HMXKYBATU KiIbKiCTb MOMMAKOBMX CNPaLLOBaHb, OCKiIbKM DOKYCYETLCS HE nuLue
Ha BUSIBNIEHHI OYEBWUIHMUX BiAXUEHD, a/ie M Ha BiNbll TOHKMX 3MiHAX Y CTPYKTYpHOMY Lapi 306paxeHb. BUCHOBKM
NiATBEPAXYIOTb, WO aHani3 CynpoBigHoi iHPopMaLii € BaXIMBUM iIHCTPYMEHTOM AN BUSBNEHHS HOBUX DOPM 3arpos.
[MpakTWMyYHa 3HAYUMICTb AOCAIAKEHHS MNONATAaE B MOXAMBOCTI BUKOPUCTAHHS 3anNponOHOBAHOT KOHLUENLiT SK OCHOBM
Ans nobynoBuM cnewianizoBaHUX CUCTEM MOHITOPUHIY Ta NONEpPesKeHHSN KibepiHUMAEHTIB

KntouoBi cnoBa: cteraHorpadis; wkifnmee nporpaMHe 3abesneyeHHs; LMGPOBi 300paXKeHHS; MALIMHHE HABYAHHS;
aHoManii B MeTagaHux

Bulletin of Cherkasy State Technological University, Vol. 30, No. 2, 2025



https://orcid.org/0009-0004-4801-9541

BULLETIN of Cherkasy State Technological University

Journal homepage: https://bulletin-chstu.com.ua/en Vol. 30 No. 2. 2025

UDC 681.3.07
DOI: 10.62660/bcstu/2.2025.88

Optimising web interface performance using Amdahl’s law

Oleh Prus’

Postgraduated Student

Vinnytsia National Technical University

21021, 95 Khmelnytske Shose Str., Vinnytsia, Ukraine
https://orcid.org/0009-0007-2514-9871

Volodymyr Maidaniuk

PhD in Technical Sciences, Associate Professor
Vinnytsia National Technical University

21021, 95 Khmelnytske Shose Str., Vinnytsia, Ukraine
https://orcid.org/0000-0002-3345-2578

Abstract. The article discussed the construction and application of generalised mathematical models based on
Amdahl’s law to determine the maximum possible acceleration of web interfaces, taking into account their key
features. An extension of the classical approach was proposed by including asynchronous processes, multi-level
caching mechanisms, and dynamic resource loading methods in the model, which allows for a more accurate
assessment of the cumulative impact of various optimisations on performance. In particular, the feasibility of
taking into account asynchronous data exchange was justified, which allows processing requests in parallel
and avoiding blockages in the process of updating content. A formula has been developed that takes into
account the effectiveness of client and server caches and provides a quantitative assessment of the reduction
in response time when reusing already loaded data. Particular attention was focused on step-by-step content
retrieval techniques, where the initial page load was minimised by deferring the addition of individual scripts,
images or styles, which speeds up the initial display of important content and makes the interface more
responsive to user actions. In addition, the impact of a comprehensive combination of optimisation strategies
on web interface performance was considered, and a corresponding generalised model was proposed, which
uses an interdependence coefficient to determine the extent to which one optimisation enhances or, conversely,
negates the effect of another. This makes it possible to predict the total performance gain and compare the
cost of implementing several solutions with the potential time savings. The proposed formalised approach
can serve as a basis for creating automated tools for evaluating web interface performance, integrated into
the development process. Testing the model in three practical scenarios — partial rendering with API caching,
JavaScript minification with a content delivery network (CDN), and code splitting with server-side caching -
yielded performance gains of 1.87x,1.55 x, and 1.64 x, respectively, which was fully consistent with theoretical
predictions. The data obtained confirmed the ability of the R interdependence coefficient to accurately reflect
the synergy or overlap of optimisation effects and makes the model suitable for pre-selecting the most effective
acceleration strategies at the Cl/CD audit stage
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INTRODUCTION

Optimising the performance of web interfaces is one
of the priorities of modern web development, as speed
and ease of interaction with the user environment di-
rectly affect visitor retention and the business perfor-
mance of digital platforms. In the design of high-load
web systems, the integration of caching mechanisms,
asynchronous requests, and dynamic resource loading
has become a key area of development, but there is
still no universal methodology for the formalised eval-
uation of the effectiveness of these optimisations. The
relevance of the problem was confirmed by the grow-
ing demands for stable service operation amid rapid
increases in data volumes and user numbers.

Researchers such as M.H. Kundos et al. (2024) were
paying considerable attention to the problem of re-
ducing page load times and minimising rendering
delays, which is due to the rapid growth in the com-
plexity of web applications. Some researchers focused
on the empirical analysis of individual acceleration
techniques, such as partial rendering or the use of dis-
tributed network infrastructure. CDN, however, lacks
generalised mathematical models that would allow
accurate prediction of the cumulative impact of vari-
ous optimisations at the planning stage. R. Abounac-
er et al. (2023) believed that in this context, Amdahl’s
law, which is traditionally used to estimate the maxi-
mum possible acceleration of a system after optimis-
ing a specific part of it, offers a promising theoretical
basis. However, the classical formulation does not take
into account a number of factors characteristic of web
applications, in particular asynchronous execution,
multi-level caching, and load variability caused by user
behaviour dynamics. In the field of web technologies,
this approach is used to analyse the impact of various
performance improvement methods, including partial
rendering, data caching, and network request optimisa-
tion, as can be seen in the work of A. Nair et al. (2024).
This study reviewed key research that applies Amdahl’s
law in the context of web development, evaluating its
application for determining the effectiveness of opti-
misations in multi-project environments.

The article by L. Mitton (2023) examined Amdahl’s
law formula and its application for predicting the po-
tential acceleration of tasks when improving system
resources. The author emphasised that even when ad-
ditional processors are added, the maximum acceler-
ation is limited by the part of the task that cannot be
parallelised. The limitations of Amdahls law were also
discussed, in particular its unsuitability for cases with
variable workloads. The article provided a general un-
derstanding of Amdahl’s law, but did not consider its
application in the context of web interfaces. Further
research may focus on adapting this law to evaluate
optimisations in web applications, taking into account
the specifics of their architecture and user interaction.
In addition, the extension of the classic Amdahl for-
mula to multiple resources, proposed by C. Poolla &
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R. Saxena (2022), confirmed the accuracy of the multi-
dimensional regression model (= 95% cross-validation)
for predicting total acceleration when scaling multiple
subsystems simultaneously. This approach formed the
basis of the interdependence coefficient R and allowed
for a formal assessment of the synergy or conflict be-
tween optimisation strategies.

At the same time, some researchers are focusing
on specific aspects of improving the performance of
modern web solutions that could be integrated into the
extended formulation of Amdahl’s law. For example,
[. Malavolta et al. (2020) and T. Majchrzak et al. (2018)
studied the impact of caching on the efficiency and
overall performance of progressive web applications
(PWA), emphasising the advisability of considering
cache mechanisms as an important component of op-
timisation. At the low-level optimisation level, J. Ren et
al.(2024) proposed JSTUNER, an ML-oriented auto-tun-
ing system that provides an average acceleration of JS
code execution by x1.62 on mobile devices by auto-
matically selecting the optimal sequences of Chrome
V8 compiler flags. This confirmed that intelligent ap-
proaches can complement classic manually tuned opti-
misations. A comprehensive review by J. Vepsaldinen et
al. (2024) showed that the average mobile page size
has increased sixfold over the past decade, and there-
fore the need for systematic optimisation methods is
only growing. The authors highlighted code splitting,
caching, and CDN as the most effective areas, which
correlates with the topic of this work. Regarding sin-
gle-page applications, M. Kothapalli (2022) empirically
showed that combining code splitting and lazy loading
reduces the first rendering time of SPA by 40%, and ad-
ditional caching ensures stable offline operation.

Thus, modern works from 2020-2024 cover the en-
tire spectrum - from ML-tuning of compilers and SPA
portfolios to CDN edge platforms and analytical exten-
sions of Amdahl’s law - which justifies the relevance of
the generalised model developed in the article for pre-
dicting the combined performance gain of web inter-
faces. The generalisation of the theoretical provisions
of Amdahl’s law with modern research developments in
the field of caching, asynchronous operations, dynamic
loading and scalable testing makes it possible to form
a more comprehensive model for optimising web in-
terfaces. This confirms the need for further theoretical
and practical research aimed at improving the tools
for determining the maximum possible acceleration of
web applications of different architectures and scales.
Therefore, despite the fundamental nature of Amdahl’s
law, its application in the context of web interface opti-
misation requires further research. The development of
mathematical models and practical recommendations
for the evaluation of effectiveness of optimisations in
multi-project web environments will increase applica-
tion productivity and improve user experience, as noted
in the work of O. Prus et al. (2024).




Optimising web interface performance using amdahl’s law

In view of the above, the aim of this study was to
test Amdahl’s law adapted to the specifics of web de-
velopment, in particular to build an extended math-
ematical model for evaluating interface performance,
taking into account asynchronous processes, dynamic
loading, and caching mechanisms. To achieve this goal,
the following tasks were defined: to analyse modern
approaches to optimising the performance of web ap-
plications and their empirical effectiveness; to adapt
the existing formulation of Amdahls law, taking into
account the specifics of asynchronous and cached oper-
ations; to develop a generalised model that will allow
evaluating the impact of several optimisations simulta-
neously and determining the interdependence between
them; to verify the validity of theoretical propositions
on real examples, conduct numerical experiments and
compare the results obtained with data published in
recent scientific publications.

The scientific novelty lies in the fact that, for the
first time, a formalised approach to measuring the
combined effect of several parallel optimisations in
a web environment has been proposed, filling the
gap between empirical testing methods and the the-
oretical acceleration model. The use of the adapted
Amdahl’s law will allow developers and operations
engineers to make more informed decisions about
choosing performance improvement strategies, taking
into account the potential limitations and interactions
of different approaches.

MATERIALS AND METHODS
In the classic formulation, Amdahl’s law estimates the
maximum possible acceleration of a system after op-
timising its part, which is determined by the equation:
1
S = m 1)
where S - total system acceleration; P — the proportion
of the program to be optimised; N - the acceleration
coefficient of the optimised part (GeeksForGeeks, 2023).
However, the classic formulation does not take into
account the specifics of web interfaces, where perfor-
mance depends not only on serial and parallel execu-
tion, but also on asynchronous processes, caching, and
dynamic resource loading. For the correct application
of Amdahl’s law in web development, it is necessary to
expand its model by including additional factors (Jun-
ghans et al., 2017).

In the traditional case, acceleration is only possible
through parallel computing. However, in web interfaces,
a significant proportion of processes are asynchronous
requests to the server (e.g.,AJAX, Fetch APl, WebSockets)
and deferred loading of components (e.g., lazy loading)
(Ahmed et al., 2017, Oh et al., 2025). When using asyn-
chronous acceleration mechanisms, a web application
can be described as:

1

Psync P )
(1_Psync_Pasync)+ S%nc‘*‘ %’

Sasync =

where S - total system acceleration, taking into ac-

count asynchronous acceleration mechanisms; P, -
proportion of serial code (not subject to optimisation);
P, = Proportion of code executed asynchronously; N -
acceleration coefficient of the optimised part; A - accel-
eration coefficient due to asynchronous execution (de-
termined bythe efficiency of parallelrequest processing).

This modification made it possible to more accu-
rately predict the performance of the web interface
when using asynchronous API requests, distributed data
processing, and dynamic content updates. Caching is
one of the main mechanisms for optimising the perfor-
mance of web applications. Its use has made it possible
to reduce the number of requests to the server,reducing
page loading and rendering times. According to G.Arau-
jo et al.(2024), caching is analysed at three levels: client
caching (browser,Service Workers),server caching (Mem-
cached, Redis), and CDN caching (Cloudflare, Akamai).

The impact of caching can be assessed by introducing
a cache efficiency coefficient C, which determines what
proportion of requests reuse cached data. Taking caching
into account, Amdahl’s law has been modified as follows:

1

S -
cache P P
(1_PC ch. —P che) cache non—cache

, (3)

where S_ - total system acceleration taking into ac-
count caching; P_ - the proportion of requests that
can be processed by the cache; P, . - the proportion
of requests that need to be processed by the server;
N - the acceleration coefficient of the optimised part;
C - the cache efficiency coefficient, which shows how
much faster cached requests are processed. According
to a study by M. Dyvak & O. Kindzerskyi (2024), the in-
clusion of caching in the model made it possible to as-
sess the impact of different caching strategies on web
interface performance and to draw conclusions about
the feasibility of implementing cache mechanisms in
specific scenarios (2024).

As noted by R. Felani et al. (2020), modern web ap-
plications use dynamic content loading, which reduces
the initial page load time. These methods include: lazy
loading of images, scripts, and styles; code splitting,
which allowsJavaScript modules to be loaded only when
needed; and progressive rendering, which speeds up
the display of the first page content. The impact of these
mechanisms on performance can be represented as:

denamic =
= ; )
- P P Pgq ics
(1_denamic_Psync_Pasync)+ s%nc t asz/nc t yrlz)amw
where S, . -total system acceleration, taking into ac-
lynamic

count dynamic content loading; denam,,c - the proportion
of resources that are loaded dynamically; P - the

sync
proportion of serial code (not subject to optimisation);
Pasym - the proportion of code executed asynchronously;

N - the acceleration coefficient of the optimised part;
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A - acceleration coefficient due to asynchronous exe-
cution (determined by the efficiency of parallel request
processing); D — acceleration coefficient due to dynam-
ic loading (determined by the efficiency of distributed
loading resources) (Ma, 2024).

Practical significance: including dynamic loading in
the Amdahl’s law model helps figure out how effective-
ly lazy loading, code splitting, and progressive render-
ing techniques are used in a specific web app. Taking all
the factors into account, the generalised Amdahl’s law
model (5) for web apps looks like this:

Sweb =
1

Psync | Pasync  Pcache , Pdynamic® (5)
(1_Psync_Pasync_Pcache_denamic)+ N A ¥ c ¥

This model made it possible to quantitatively assess
the impact of asynchronous execution, caching, and dy-
namic resource loading on the overall performance of
a web application. The extended mathematical model
of Amdahl’s law takes into account key features of web
interfaces that affect performance, in particular: asyn-
chronous execution, caching mechanisms, and dynamic
resource loading. The proposed formula made it possi-
ble to quantitatively assess the effectiveness of various
optimisation methods and predict their impact on the
performance of web applications.

The next stage of the research was to model com-
bined optimisations, which made it possible to deter-
mine the overall effect of simultaneously applying
several optimisation methods in web applications. In
real web applications, it is rare to use only one op-
timisation method. More often, combinations of op-
timisations are used, for example: partial rendering
combined with API request caching (reducing delays
when updating content); combining JavaScript files
and using CDN (reducing network load); browser-level
caching and server-side caching (minimising the pro-
cessing of repeat requests).

In its classic formulation, Amdahl’s law evaluates
the effectiveness of only one optimisation at a time.
However, when several acceleration methods are ap-
plied simultaneously, their effect may not be simply cu-
mulative, but interdependent, which makes it difficult
to predict the effectiveness of combined optimisations.
Thus, the main task in solving this problem was to de-
velop a mathematical model that allows evaluating the
overall effect of the simultaneous application of several
optimisation methods. The next step was to formalise
combined optimisations within the Amdahl’s law. Two
optimisations acting on different parts of the system
are considered as follows: optimisation accelerates the
share with a coefficient ; optimisation accelerates the
share with a coefficient . If these optimisations are in-
dependent of each other, their combined effect can be
estimated by the formula:

L . (6)

Pa, Pp
(1-Py-Pp)+ W‘FW

Scombined =
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However, in real web applications, optimisations
often overlap. For example, if both API request cach-
ing and partial rendering are used, the overall effect
may be lower than expected due to the overhead of
synchronisation between the two mechanisms. To ac-
count for the interdependence between optimisations,
an interdependence coefficient was introduced, which
determines how strongly one optimisation affects the
effectiveness of another. Then the general formula
will look like this:

1

P Pp» : )
A B (
(1_P4_PB+RP4PB)+_N +—”

Scombined =

where R - interdependence coefficient (values from -1
to 1). If R>0, optimisations reduce each other’s effec-
tiveness. If R<0, optimisations complement each other
and provide an additional effect. If R=0, optimisations
act independently. This model allows for performance
evaluation to be adjusted depending on whether the
optimisations interact with each other or work autono-
mously. The next step in the study was to create a gener-
alised model for several optimisations. If we expand the
model for n optimisations, the following was obtained:

1

— ®)

St (1-XL, Pi+ z:?:1Z?:iﬂRiiPin)+2i=11v_i
where P, - the part of the process that is accelerated by
the /-th optimisation; N, - acceleration coefficient for op-
timisation i; R,./. - coefficient of interdependence between
optimisations i/ and j. The resulting formula made it pos-
sible to evaluate the effectiveness of any number of op-
timisations, taking into account their mutual influence.

During testing of the created mathematical model,
it became necessary to demonstrate how the combined
use of several optimisation methods affects the overall
performance of a web application. For this purpose, two
examples were selected, which present different sce-
narios of acceleration combinations (partial rendering
with caching and JavaScript minification in combina-
tion with CDN). Such a comparison makes it possible
to trace the conditions under which optimisations re-
inforce each other, and under which their effects may
overlap in a certain way or even reduce the overall re-
sult. In this study, the parameters N and P were evalu-
ated using web application performance profiling tools,
including Chrome DevTools, Lighthouse, and WebPa-
geTest (Potdar et al., 2020). The P code share was de-
fined as the ratio of the execution time of a specific pro-
cessing stage (e.g., rendering or waiting for a response
from the API) to the total page load and display time.

RESULTS AND DISCUSSION

For the practical application of the mathematical mod-
el developed on the basis of Amdahl’s Law, an impor-
tant step was the quantitative determination of the
proportion of code to be optimised (P), as well as the
acceleration coefficient of this proportion after the
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implementation of the corresponding method (N). The
reliability of the forecast of the overall acceleration of
the system directly depends on the accuracy of these
parameters. In the example with partial rendering, the
value = 0.4 was obtained as the average value based
on several measurements, where the full rendering pro-
cess took about 400 ms out of a total time of 1,000 ms.

The acceleration factor was calculated as the ra-
tio of the execution time of the corresponding stage
before and after the implementation of the optimisa-
tion. For example, for partial rendering, which reduced
the visual update time from 400 ms to approximately
133 ms, the acceleration factor was:

400
NA = E ~ 3

Similarly, for caching APl requests, where the server
response time decreased from 300 ms to 150 ms, the
acceleration factor was estimated as:

300
NB == E ==

Thus, the values of parameters P and N were ob-
tained empirically, based on instrumental measure-
ment and timing analysis. These values were used in
further calculations to evaluate both the individual
effect of each optimisation and their combined effect.
Example 1: Partial rendering + API request caching. Par-
tial rendering reduces the need for a full page refresh,
optimising P,=0.4 (40% of rendering time). Caching API
requests reduces the waiting time for data from the
server, optimising P,=0.3 (30% of request time). Partial
rendering helps caching (since fewer requests are sent
to the server),so R=-0.1.

The values are substituted into the formula (7):

Scombined=
_ 1
(1-0.4—0.3+(=0.1 X0 .4 X0 .3))+ %+ %

The calculations yielded the following:
Scombined ~1.87.

Thus, when each optimisation is applied separate-
ly, the expected acceleration would be approximately
1.67-1.75 times, but due to the positive effect of in-
teraction (caching enhances rendering efficiency), the
overall acceleration increases to 1.87 times. This ex-
ample demonstrated that partial rendering combined
with API request caching provides a greater total per-
formance gain than each method separately (1.87 x vs.
~1.7 x). This synergistic effect has also been confirmed
in the works of other authors. In particular,V.Jain (2022)
noted that the simultaneous use of lazy loading and JS
code splitting technologies reduced web page loading
time by up to 40% - significantly more than expect-
ed from each technique separately. Thus, the results

were consistent with the current case: optimisations
that complement each other (partial interface updates
and data caching) can provide an enhanced cumula-
tive effect. Moreover, a study by J. John (2024) showed
that effective caching alone significantly speeds up the
performance of a web system, reducing latency and
increasing server throughput. This is consistent with
choice of caching as one of the methods: in Example 1,
caching API requests reduced the time to retrieve data
by approximately half, which is consistent with the re-
searcher’s conclusions about the impact of cache on
system latency. Thus, the literature data confirmed that
combining rendering optimisation (on the client side)
with request caching (on the server side) is an effective
approach to speeding up content display.

Example 2: JavaScript code optimisation + CDN us-
age. Minification and merging of JavaScript files opti-
mised P,=0.25.Using a CDN reduces the loading time of
static resources, optimising P,=0.35. Since both optimi-
sations reduce the overall load on the network, the effect
is partially overlapping, so R=0.2 (some files are already
cached, so minification does not have the full effect).

Calculation:

Scombined=
1

(1-0,25-0,35+(0,2 X0,25 X0,35))+ %+ %

Result:
Scombined ~ 1,55-

In other words, in this example, it was found that
minification and concatenation of JavaScript files to-
gether with the use of CDN provide a smaller total gain
(=1.55%) than would be expected from the independent
effects of each method. The reason is the partial over-
lap of effects: both methods are aimed at accelerating
the delivery of static resources and reducing network
delays, so their effects are partially duplicated. A sim-
ilar phenomenon - a drop in growth when optimisa-
tions overlap - has been noted by other researchers.
For example, M.N.Y. Utomo et al. (2025) combined the
use of a distributed CDN and caching (via Varnish) in
an experiment to improve the performance of a web
platform. The result was a significant improvement:
throughput increased by 175%, average response time
was reduced by more than half (54%), and network la-
tency was reduced by 82%. These figures confirmed the
effectiveness of using CDN and caching simultaneous-
ly. However, the authors also noted that both methods
improve similar aspects of the system’s performance
(the speed of content delivery to the user). The current
results clarified this point: when optimisations affect
the same segment of the loading time (in this case, the
time of file transfer and loading), the performance gain
from combining them may be less than the total sum
of the gains. Accordingly, when developing an optimisa-
tion strategy, it is worth considering possible areas of

Bulletin of Cherkasy State Technological University, Vol. 30, No. 2, 2025



overlap between methods to avoid a situation where
the resources invested have a decreasing effect (the
phenomenon of diminishing returns). Example 2 shows
just such a case of partial duplication.

Example 3: Code splitting + server caching. Code
splitting involves dividing the web application code
into smaller modules that are loaded only when need-
ed (for example, when a user accesses a specific section
or function). Server caching reduces the time it takes to
respond to requests, as repeat requests are processed
using data already prepared in the cache on the serv-
er side. In the proposed scenario, it is assumed that:
Code splitting covers 30% of the code (=0.3) with an
acceleration factor of =3. Server caching affects 25%
of operations (=0.25) and provides a fourfold gain = 4).
The interdependence coefficient between optimisa-
tions is =-0.05, which indicates mutual reinforcement:
reducing the total code volume reduces the number of
requests that require caching, and the presence of a
cache, in turn, speeds up the loading of split modules.
The total acceleration is calculated using the already
known formula (7). The corresponding values are sub-
stituted as follows:

Scombined=

1
(1-0.3-0.25+(~0.05 X0.3 X0.25))+ %+ &5

Calculations give approximately:

S

combined

=1.64.

Separate use of code splitting would speed up the
system by approximately 1.25 times, and server-side
caching alone by about 1.23 times. Thanks to the nega-
tive interdependence coefficient (R <0), these two opti-
misation methods complement each other and provide
a noticeably better cumulative result. In cases where
R>0 (for example, if parts of the functionality or data are
duplicated, creating additional load), the overall accel-
eration could decrease due to mutual overlap of effects.

Thus, the combination of code splitting and serv-
er caching can yield a significant synergistic gain, but
achieving optimal results depends on a thorough anal-
ysis of each method’s impact on different parts of the
code,as well as considering their degree of interdepend-
ence.The results obtained indicate that the overall gain
from combining several optimisations depends not only
on the proportion of code that can be accelerated but
also on their degree of interdependence. A negative in-
terdependence coefficient (R<0) can ensure a better cu-
mulative effect if optimisations complement each oth-
er and do not duplicate functionality. At the same time,
a positive coefficient (R >0) can reduce the final accel-
eration when optimisation methods partially overlap.
Taking these conclusions into account, more effective
optimisation strategies can be developed, aligning the
nature of interaction between the methods used. This,
in turn, allows for predicting potential performance
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gains and rationalising the costs of implementing
web application performance improvement solutions.

Thus, the overall acceleration is ~1.64x, while the
separate application of code splitting would accelerate
rendering by ~1.25x, and server caching would reduce
response generation time by ~ 1.23x, In other words,
these methods complemented each other better than
initially expected. A similar conclusion can be found in
the work of J. van Riet & T.A. Ghaleb (2023), which de-
scribed the sequential optimisation of a large web ap-
plication by implementing 13 different improvements
over a period of four months. As a result of this com-
prehensive approach, the first contentful paint metric
improved by almost 98% (for the desktop version of the
site), and other performance metrics also improved sig-
nificantly. This case clearly demonstrated that combin-
ing several optimisation techniques (including those
similar to those presented in this study: caching, re-
source loading optimisation, etc.) leads to a significant
acceleration of the web application. In addition, the
review by H.O. Ekpobimi et al. (2024) emphasised the
need for an integrated approach: the authors noted that
the simultaneous implementation of front-end optimi-
sation strategies (such as code splitting, lazy loading,
script minimisation) together with back-end improve-
ments (different levels of data caching) allows for the
greatest overall efficiency. The data obtained confirmed
this thesis using the example of combining code split-
ting and server caching.

In the study by L. Kvurt & L. Tsyhylyk (2009), Am-
dahls Law was considered a fundamental principle
for evaluating the potential acceleration of systems
through the optimisation of their components. Its appli-
cation allows for theoretically determining the ultimate
effectiveness of any optimisation, taking into account
the limitations imposed by the unoptimised portion
of the code. Importantly, to quantitatively predict such
an effect, a model based on Amdahl’s Law was applied,
which considers the proportion of optimised code P
and the acceleration N of each method, as well as their
interdependence coefficient R. A similar modelling ap-
proach was proposed by C. Poolla & R. Saxena (2022),
who extended the classical Amdahl’s Law for the case
of several simultaneous improvements and confirmed
its validity with experimental data. The obtained results
aligned with the conclusion that mathematical predic-
tion of multifactor acceleration is possible and quite
accurate. The distinction of the current study lies in the
introduction of the R parameter to assess the nature
of optimisation interaction. This allowed for explain-
ing why in some cases (Examples 1 and 3) a greater
than additive gain (synergy, R <0) was observed, while
in others (Example 2) - less (overlap effect, R>0). This
approach has not yet received widespread coverage in
works, where most attention has been paid either to
single optimisations or their empirical combination.

M. Hevery (2025) examined the application of Am-
dahl’s Law in JavaScript code optimisation. The author
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emphasised the importance of focusing on optimising
those parts of the code that significantly affect the
overall application performance, instead of expending
resources on less significant fragments. The interaction
between modern processors and virtual machines in
the context of JavaScript execution was also discussed.
Although the author provided valuable insights into Ja-
vaScript optimisation, the work did not propose specific
mathematical models for evaluating the effectiveness
of optimisations. The development of such models will
allow for quantitatively assessing the impact of optimi-
sations on web interface performance, which is critical
in multi-project environments. Therefore, the contribu-
tion of this work lies in confirming the presence of both
positive interaction and conflicts between different ac-
celeration methods, as reported in previous studies,and
in proposing a formalised method for evaluating this
phenomenon. This has enabled developers to evaluate
in advance the potential effect of combining several
optimisations and to make informed decisions regard-
ing web application performance improvement based
on both theoretical calculations and best practices
known from the literature.

CONCLUSIONS

Amdahl’s classic law does not take into account the in-
teraction between several optimisations, which makes
it impossible to apply it directly to assess the cumula-
tive acceleration during the simultaneous implemen-
tation of different methods. The proposed generalised
model made it possible to assess the cumulative in-
crease in performance, taking into account the interde-
pendence between optimisations. The interdependence
coefficient R, added to the model, made it possible to
determine whether the optimisation methods interact
synergistically and reinforce each other, or whether they
overlap and reduce the overall acceleration. The model
can be used for automated analysis of web application
performance in the early stages of design, which con-
tributes to a more rational allocation of resources and a
well-founded choice of interface acceleration strategies.

The study made it possible to adapt Amdahl’s law
to take into account asynchronous requests, multi-lev-
el caching, and dynamic resource loading. This inte-
gration makes the performance assessment of web in-
terfaces more accurate, as it covers specific aspects of
modern technologies. The generalised model of com-
bined optimisations considered several acceleration
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L0 [A€E 3MOTy TOYHILLIE OLiHIOBATM CYMapHUI BM/IMB Pi3HMX ONTUMI3aLiv Ha WBMAKOAIK. 30KpeMa, 06rpyHTOBaHO
[LOLLINIbHICTb YpaxyBaHHS aCUHXPOHHOIO 0BMiHY faHUMMU, KUt A€ 3Mory 06pobngTV 3anuTi NapanenbHo M YHUKATH
6110KyBaHb y NpoLLeci OHOBJIEHHS KOHTEHTY. Po3pobneHo dopMyny, Wo BpaxoBye edheKTUBHICTb KNiEHTCbKOrO
i CepBepHOro Kewy Ta HAaJa€ KiNlbKiCHY OLiHKY CKOPOYEHHS Yacy BiAryKy npu NOBTOPHOMY BUKOPUCTAHHI BXe
3aBaHTaxeHx aaHux. OcobnuBy yBary 3ocepeXeHo Ha METOAMKAX NOKPOKOBOIO OTPUMAHHS BMICTY, KONW NOYaTKOBE
3aBaHTAXEHHS CTOPiIHKM MiHIMI3YETbCSA 3@ PaXyHOK BiAKNaAEHOro AOAABAHHSA OKPEMMUX CKPUNTIB, 306paxeHb abo
CTUNIB, WO L3€E 3MOTy NPULIBMALWNTUY NOYATKOBE BiA0OPAXKEHHS BAXKIMBOIO KOHTEHTY i 3p0butu iHTepdeic HinbLy
YYTAMBUM [0 AN KopucTyBaya. OKpiM TOro, po3risHyTO BNIMB KOMMIEKCHOrO NOEAHAHHS ONTUMI3aLiiHMX CTpaTerin
Ha NPOAYKTUBHICTb BEO-iHTEpdeNcy Ta 3aNpoONoOHOBAHO BiAMOBIAHY y3araibHeHY MOAENb, 1Ka 33 A0MNOMOro
KoediliEHTa B3aEMO3aNEXHOCTi 403BONISE BU3HAUYUTH, HACKINbKM OO4HA ONTUMI3aLis nigcunoe abo, HaBNaku,
HiBeNoE Aito iHWoi. Lle Hagae MOXAMBICTb NPOrHO3YBaTM CyMapHUM NpUPICT WBMAKOAIT Ta 3iCTaBNATU BUTPATH Ha
BMNPOBAAXKEHHS KiIbKOX pillieHb i3 NOTEHLiMHO0 eKOHOMIEID Yacy. 3anponoHoBaHMI hopManizoBaHUM Niaxin Moxe
CTaTW OCHOBO AJ/19 CTBOPEHHS aBTOMAaTM30BaHMX 3aC06iB OLiHKM NPOAYKTUBHOCTI Be6-iHTepdeiciB, iHTErpoBaHMX
y npouec po3pobku. [lepeBipka Mogeni B TpbOX NPaKTUYHUX CLLEHAPiAX — YAaCTKOBWUIA PEHAEPUHT 3 KELIYBAHHAM
API, miHidikauia JavaScript 3 content delivery network (CDN) Ta po3gineHHs Koy 3 KewyBaHHSAM Ha CTOPOHI
cepsepa - fana npupicT NpoayKTUBHOCTI BianoBiaHo B 1,87 %, 1,55 x Ta 1,64 x, L0 NOBHICTIO BiANOBiLA€E TEOPETUYHUM
nporHo3aM. OTpuMaHi AaHi NiATBEPOXYIOTb 343THICTb KoediliEHTa B3aEMO3aNeXHOCTI R TOYHO BigobpaxaTh CMHeprito
abo HaknafaHHg edekTiB ONTUMI3aLil | pobnaTb Mogenb NPUAATHOK ANS NonepeaHboro BU6opy HanedeKTUBHILWMX
cTpaTerii npuckopeHHs Ha etani Cl/CD-ayauty

KniouoBi cnoBa: mMatemMaTuyHi Mofeni; aCMHXPOHHE BWKOHAHHS; KelyBaHHSA OaHUX; AMHAMIYHE 3aBaHTAXKEHHS;
KOMOIHOBaHIi cTpaTerii; NpOrHo3yBaHHS WBWUAKOAIT
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