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Abstract. The objective evaluation of networking libraries remains a critical challenge in software engineering, as
inconsistent methodologies and application-specific code often obscure meaningful performance and usability
differences. The aim of this study was to conduct a comprehensive comparison of three C++ networking libraries
(Boost.Asio, Boost.Beast, and Poco.Net) based on the proposed universal framework. The research methodology
included the development of a universal comparative framework, experimental implementation of software
prototypes, load testing to collect quantitative indicators, and a structured qualitative assessment based on
a number of defined criteria. The framework encompassed both quantitative metrics (throughput, latency
and resource consumption) and qualitative criteria (Application Programming Interface ergonomics, feature
completeness, stability, cross platform compatibility and development complexity), with all libraries assessed
under identical software conditions. Using each library, two C++ client-server prototypes were implemented: the
RESTful service ResourceMonitor and the real time streaming application GameOfLifeStreaming. The project
structure was unified to eliminate variability in application logic and to focus analysis exclusively on library
behaviour.Boost.Asio demonstrated advantages in latency sensitive scenarios and scenarios requiring fine grained
control. Boost.Beast offered effective HTTP support with minimal performance overhead but limited protocol
coverage. Poco.Net achieved the lowest memory footprint and maintained stable performance at high loads while
supporting the widest range of protocols, albeit at the expense of higher latency and lower raw throughput, and
requiring more complex configuration. The practical contribution lies in the reusable framework for evaluating
other networking libraries, the integration of created components into diverse development workflows, and the
provided guidelines for choosing the most appropriate library

Keywords: application performance evaluation; load testing; client-server architecture; quantitative and qualitative
metrics collection; testbed configuration; modular architecture; throughput and latency measurement

INTRODUCTION

In modern software engineering, objectively comparing  rigorous framework, application-specific logic or meas-
and benchmarking libraries is essential to isolate the  urement inconsistencies can obscure the real strengths
true impact of each implementation on performance, and weaknesses of candidate libraries. Numerous pri-
resource usage and developer ergonomics. Without a  or studies have addressed the challenge of selecting
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suitable software libraries by proposing structured
methodologies and metricbased evaluation frameworks.
A variety of academic studies have also examined
C++ networking stack. However, a comprehensive, side-
by-side evaluation of Boost.Asio, Boost.Beast and Poco.
Net within full-fledged client-server applications has
yet to be conducted. E. Kadusic et al. (2022) investi-
gated IPv6 address validation and security support
in both Boost.Asio and Poco.Net, demonstrating that
while both libraries offer flexible Application Pro-
gramming Interfaces (APIs) for Internet of Things (loT)
device integration, their memory-handling strategies
differ substantially, with Asio requiring more manual
buffer management and Poco.Net leveraging hingh-
er-level abstractions for certificate validation. Y. Pa-
sichnyk (2022) and D. Butynets (2023) compared syn-
chronous, asynchronous and hybrid server designs in
pure C++ — often contrasting raw POSIX system calls
against Asio’'s eventdriven model - and concluded that
hybrid approaches can outperform purely threaded or
purely asynchronous solutions under continuous stress,
though each paradigm exhibits unique trade-off in cen-
tral processing unit (CPU) utilisation and latency.
Several studies have employed Boost.Asio - and,
to a lesser extent, Boost.Beast and Poco.Net - with-
in broader application contexts, yet without focusing
on detailed comparative analysis between the librar-
ies. S. Kayum et al. (2020) integrated Boost.Asio into a
fault-tolerant implementation of a massively parallel
seismic processing framework, demonstrating its relia-
bility and scalability in high performance computing en-
vironments with tens of thousands of cores.). Ardarve et
al. (2019) leveraged Poco.Net for a privacyenforcement
agent under COPPA constraints, noting the library’s ease
of message-passing but not quantifying its runtime
characteristics. In addition, cross-language compari-
sons shed light on C++ networking’s relative strengths
and weaknesses. C. Pflugfelder (2022) evaluated asyn-
chronous programming across loT platforms in C, C++,
Rust, Lua and Python on ESP32 devices, finding that
C++ (using Asio) consistently achieved lower end-to-
end latency at the cost of increased code complexity.
Taken together, these works highlight the maturity
and versatility of high-level C++ networking libraries but
also reveal significant gaps. Prior research has tended to
focus on individual libraries, specific protocols, or broad-
er language-level comparisons, without offering a uni-
fied and empirical evaluation of Boost.Asio, Boost.Beast
and Poco.Net across consistent, real-world client-serv-
er scenarios. Although isolated benchmarks have shed
light on the strengths of these libraries, no prior work
has systematically compared their behaviour under
identical conditions using reproducible, modular setups.
In parallel to the focused evaluation of C++ net-
working libraries, the broader ecosystem of software
comparison and communication frameworks offers val-
uable insights that inform this methodology. P. Sai et
al. (2024) developed a Python-based real-time task

Bulletin of Cherkasy State Technological University, Vol. 30, No. 3, 2025

Ye. Hrushevyy & K. Zhereb

manager with Psutil and Tkinter for system monitoring,
illustrating the importance of modular, responsive data
collection. Y. Baddi et al. (2023) proposed an SDNbased
multicast protocol for largescale loT deployments,
demonstrating how flexible group communication can
optimise latency and scalability. A. Samoydiuk & O. Os-
tapchuk (2024) investigated asynchronous program-
ming techniques in smart-home management systems,
demonstrating significant performance gains in high-
load scenarios. Collectively, these works reinforce the
value of a dedicated, structured framework for repro-
ducible, multi-dimensional evaluation of networking
solutions across diverse environments.

The aim of this study was to evaluate and contrast
three widely used C++ networking libraries — Boost.
Asio, Boost.Beast, and Poco.Net using a consistent com-
parative framework. To achieve this aim, the following
tasks were undertaken. First, to define a consistent set
of criteria and metrics suitable for the comparative
analysis of networking libraries, and to apply them to
the assessment of the selected libraries via two repre-
sentative client-server applications. Second, to collect
both quantitative and qualitative data through con-
trolled experiments and structured observation. Third,
to analyse the resulting data to produce a structured
comparison across key dimensions, including perfor-
mance, AP| ergonomics, feature completeness, reliabili-
ty, portability, and community support.

MATERIALS AND METHODS

The comparative framework was centred on seven core
dimensions (performance and efficiency, architecture
and API, functionality, developer ergonomics, reliability
and stability, portability and compatibility, community
support), each of which was chosen to capture a dis-
tinct facet of a networking library’s suitability for re-
al-world deployment. The performance and efficiency
dimension was used to quantify raw throughput and
latency under representative workloads, to ensure that
libraries could satisfy application-level service-level
agreements. Metrics such as requests per second, mean
response time, and high-percentile latencies were se-
lected because they directly reflect user-perceived re-
sponsiveness and system scalability. The architecture
and APl design were assessed for clarity, consistency
and modularity of the library’s interfaces; well-de-
signed APIs reduce cognitive load and lower the risk of
integration errors, so measures of API surface area and
adherence to established design idioms formed this
dimension. Functionality examined protocol coverage,
extensibility mechanisms and built-in utilities - librar-
ies that natively support a broader set of protocols can
address a wider range of use-cases without resorting to
custom implementations.

Developer ergonomics were evaluated, recognising
that ease of learning and use heavily influences time-
to-market and long-term maintenance costs; to capture
this, the complexity of API required for common tasks,
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the prevalence of synchronous versus asynchronous pat-
terns, and the availability of diagnostic messages were
estimated. Reliability and stability were used to meas-
ure a library’s fault-handling model, resource-cleanup
guarantees and behaviour under stress, since produc-
tion services must recover gracefully from network
anomalies. Portability and compatibility were used to
gauge the effort needed to build and deploy across dif-
ferent platforms and toolchains, ensuring that a library
can +serve diverse environments from embedded devic-
es to cloud services. Finally, community support was as-
sessed to reflect each library’s ecosystem health-release
cadence, issue-tracker responsiveness and third-party
contributions - as sustained maintenance and peerre-
viewed improvements are vital for longlived systems.

To operationalise the performance and efficiency
dimension, a set of quantifiable indicators (such as la-
tency, throughput, memory footprint and CPU utilisa-
tion) was defined and uniform procedures were estab-
lished for collecting the relevant measurements using
industry-standard tools, including ApacheBench and
Windows Performance Monitor. A central tenet of the
framework was the isolation of the networking layer via
a uniform client-server interface. Each library under test
was encapsulated within a plugin module conforming
to the same IClient/IServer API. Buildtime selection of
the desired networking module was handled by build
variables, to guarantee that all other application logic
remained constant. This modular architecture not only
ensured that observed differences in behaviour could
be attributed solely to the libraries themselves but also
provided a reusable pattern for applying the framework
to other programming languages or network-oriented
libraries with minimal additional effort.

All experiments and prototype development
were conducted on a Windows 11 environment us-
ing Visual Studio Code as the primary IDE. The build
system was configured using CMake version 3.25.1-
msvcl, targeting the Microsoft C++ compiler cl.exe
version 19.35.32216.1 with the C++20 standard. Py-
thon 3.13.0 was used for the data-collection and data-
base agents. Source control and version management
were performed using Git version 2.39.0.windows.2.
The networking libraries under investigation includ-
ed Boost version 1.86.0 (specifically the Boost.Asio
and Boost.Beast components) and POCO C++ Libraries
version 1.14.1 (Poco:Net and associated modules). Ad-
ditional dependencies included the nlohmann/json
library version 3.11.3 for JSON serialisation and deserial-
isation, and raylib version 5.5 for graphical rendering in
the streaming prototype. Performance metrics were col-
lected using Windows Performance Monitor version 10.0.
HTTP benchmarking was performed using ApacheBench
from the apache2-utils package version 2.4.52-1ubun-
tu4.14 on the Ubuntu 22.04.5 LTS guest system with ac-
cess via VirtualBox 7.0.14. Source code size was evaluat-
ed using cloc (Count Lines of Code) version 1.90. SQLite
version 3.45.3 was employed as the database backend.

Two complete client-server applications were de-
veloped to exercise and compare the network libraries
under study. These applications were chosen to repre-
sent distinct categories of network communication -
request-response and real-time streaming - which en-
abled the evaluation of each library across contrasting
usage scenarios. The first, ResourceMonitor, was de-
signed as a distributed monitoring system for computer
resource usage. It comprised five interchangeable mod-
ules (Fig. 1): a data-collection agent, a database-inter-
action agent, a central server, a command-line client,
and a web-based client. The data-collection agent peri-
odically sampled CPU, memory, disk and network met-
rics and transmitted them via HTTP to the central serv-
er,which in turn validated and forwarded the metrics to
the database agent. Both user-facing clients (console
and Vue.jsbased GUI) issued HTTP requests to the serv-
er and rendered the returned JSON data. To isolate net-
working behaviour, all three C++ libraries (Boost.Asio,
Boost.Beast and Poco.Net) were encapsulated behind a
common I[Client/IServer interface and were selected at
build time via CMake variables.

Database-
interaction agent

Central i;erver i Python)

Command-line

“Web-based | —elient (C++)
client (Vue.js)

Data-collection
agent (Python)

Figure 1. Components of ResourceMonitor
Source: created by the authors

For the Boost.Asio variant, the code was divided
into three logical parts - client-specific, server-specific,
and shared between client and server. A shared core de-
fined HttpRequest and HttpResponse classes inheriting
from a base HttpMessage, responsible for constructing
and parsing the textual representation of HTTP mes-
sages. The client class managed a single io_context,
driving asynchronous domain name system (DNS) reso-
lution, connection establishment, request transmission
and response reception — each operation performed by
explicit calls to Asio’s asynchronous functions and co-
ordinated on a dedicated Input/Output (I/0) thread. Re-
quest cancellation was supported through Asio timers.
Correspondingly, the server class used an Asio accep-
tor to receive incoming transmission control protocol
(TCP) connections, then issued asynchronous read and
write operations to parse requests, invoke the database
agent, and send back JSONformatted responses.

In contrast, the Boost.Beast implementation lev-
eraged Beast’s higher-level HTTP constructs. A single
Session class encapsulated both client and server logic,
using Beast’s http:async_read/async_write to process
entire messagesinoneoperation.The Beastclientsimply
composed a http:request,submitted itviaaBeaststream,
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and awaited a http:response object, while the server
acceptor spawned a new Session for each connection,
automatically handling header framing, body buffering
and protocol compliance. By reusing the same Boost-
Common primitives, such as the I/O service singleton
and the database request manager, both the Asio and
Beast implementations shared identical lowerlevel in-
frastructure.

The Poco.Net version took a yet more high-level
approach. In ResourceMonitor, HTTP functionality was
provided by HTTPClientSession, HTTPRequest and
HTTPResponse classes. The client constructed and
dispatched requests, while the server was realised via
Poco's HTTPServer framework, with a custom HTTPRe-
questHandlerFactory producing HTTPRequestHandler
instances per request. Custom threadpool manager was
introduced to overcome Poco’s default pool limitations,
queueing tasks and dispatching them only when worker
threads became available. Data collection was handled
by a Python-based agent that ran as a background ser-
vice on each monitored host. This agent periodically in-
voked native system APIs to sample CPU, memory, disk
and network metrics, packaged the results as JSON, and
transmitted them via HTTP requests to the central serv-
er. The choice of Python for this component was moti-
vated by its rich ecosystem for system monitoring and
its rapid development cycle, which permitted the agent
to be implemented and refined with minimal effort.

Central server performed validation of user requests
and database responses and organised communication
between other components. It had a list of configurable
options such as port, number of threads or coordinates
of database agent. Its implementation included con-
troller with high-level logic and configuration parser.
The central server’s networking layer was exclusively
targeted and measured during the performance tests.
Python database agent exposed a simple Flaskbased
HTTP interface for accepting and querying metric data.
This agent mapped each request to operations on an
SQLite database. The database schema - initialised on
first run - comprised a primary mapping of IP address-
es to internal host IDs and a series of timeseries ta-
bles (e.g. CPU, memory, disk and network usage), each
keyed by host ID and timestamp. By isolating persis-
tence logic in Python, the central C++ server and client
components could rely on a uniform HTTP APl without
embedding any database-specific code. User interaction
in ResourceMonitor was facilitated by two distinct fron-
tends. A web dashboard, implemented in Vue.js, issued
asynchronous HTTP GET requests to REST endpoints,
parsed the returned JSON payloads, and rendered re-
al-time charts to visualise resource trends. In parallel,
a C++ command-Lline client offered a text-based inter-
face: users configured server address, logging level and
output paths through Boost.Program_options; entered
commands such as request or cancel; and received
formatted responses via IClient/IServer interface em-
ployed by the underlying networking module.
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The second prototype, GameOfLifeStreaming, sim-
ulated John Conway’s Game of Life and transmitted its
evolving universe state as a real-time data stream to
multiple clients. In this simpler architecture, a C++ serv-
er carried the simulation logic and periodically emitted
the entire universe state over UDP multicast. Clients
subscribed to the multicast group, reassembled each
complete simulation state - hereafter referred to as a
“frame” - and rendered it using the lightweight raylib
graphics library. Networking for the GameOfLifeStream-
ing prototype was encapsulated behind similar IClient/
IServer abstraction layer employed in the ResourceMon-
itor application. Each library’s implementation - Boost.
Asio, Boost.Beast and Poco.Net — was compiled as a sep-
arate static networking module, selectable at build time
via a single CMake flag. The core networking interface
provided methods to initialise connections, send and
receive raw “frames”, and register callback handlers for
events such as “frame” arrival or connection errors.

Under Boost.Asio and Poco.Net - both of which pro-
vide native support for UDP features - the networking
layer allowed the application to open a UDP multicast
socket bound to the configured group address and port,
and to spawn an |/0O thread to asynchronously receive
datagrams. Incoming UDP packets were passed into a
“frame” reassembly component, which detected com-
plete universe “frames” by scanning for the terminating
newline marker. In contrast, Boost.Beast does not na-
tively support UDP or multicast communication. To pre-
serve the integrity of the comparison - and ensure that
each library is evaluated solely on its own capabilities -
it was opted not to introduce third-party dependencies.
Instead, Beast’s performance was assessed using a se-
mantically equivalent TCP-based streaming approach
via WebSocket. The IClient implementation used
Beast’s websocket::async_read and websocket::async_
write calls to receive and send text “frames”, while
the server maintained a pool of session objects, each
driving its own asynchronous read/write operations.

The server comprised three cooperating C++
classes: a coordinator that initialised and graceful-
ly shut down the application, a configuration pars-
er built with Boost.Program_options that validated
command-line arguments (e.g. universe dimensions,
tick rate, thread count, logging options), and a simu-
lation class that applied Conway’s rules to update a
two-dimensional grid. Each update generated a con-
cise text “frame” - prefixed by three-digit width and
height specifiers and followed by a stream of # and
space characters - then delivered it to the networking
layer. Each project’s source tree was partitioned into
a root directory containing global configuration files
(e.g. gitignore, CMakeLists.txt) and subdirectories for
the client, server, utility and networking components.
The CMake build scripts were structured hierarchi-
cally: a toplevel CMakelLists.txt defined the overall
project, required CMake version and C++ standard,
and delegated control to per-module CMakeLists.txt
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files. In each module, source and header files were
added to either a static library or an executable target.

A central config.cmake file provided paths to external
dependencies (Boost, Poco, raylib, nlohmann/json) and
compile-time options to select the desired networking
implementation. By toggling a single CMake variable,
the build system included exactly one of the three static
networking libraries — Asio, Beast or Poco.Net - thereby
producing three variants of each prototype without al-
tering application code. Common C++ utility components
were factored into their own static library to avoid du-
plication. It included logging system, built on the Strat-
egy pattern, input/output helper functions for argument
parsing and working with JSON, and a Singleton pattern.

The performance and stability of each prototype
variant were evaluated under controlled laboratory
conditions to ensure reproducibility. A uniform hard-
ware and network testbed was established compris-
ing three hosts (Fig. 2): two Windows 11 machines and
Ubuntu 22.04 virtual guest (hosted via VirtualBox).
Ubuntu guest was configured with a bridged network
adapter, thereby obtaining a distinct IP address on the
same LAN as its host. Entries for test nodes were added
to each machine’s hosts file to permit name-based ad-
dressing. Windows Firewall rules were adjusted on the
physical hosts to allow incoming TCP, UDP and ICMP
traffic from the other test nodes.

{1 Machine 2, Windows
Machine 1, Windows | Test server

<y
Central server < Guest Ubuntu

~{— ApacheBench

Figure 2. Testbed for ResourceMonitor
Source: created by the authors

HTTP performance was measured using Apache-
Bench (invoked via the ab command-line tool), se-
lected for its wide adoption and ability to generate
configurable request loads. For each test scenario, ab
was invoked with parameters -n (total requests) and -c
(concurrent clients) against the ResourceMonitor HTTP
endpoint, yielding per-request latency and throughput
statistics. Streaming latency in GameOfLifeStreaming
was measured using embedded timestamps: the serv-
er prefixed each multicast payload with its local time,

and the client computed time by comparing receipt
time against this timestamp. System resource usage on
Windows hosts was sampled with Performance Mon-
itor (perfmon), capturing Processor Time, Working Set
and Private Working Set at one-second intervals. These
metrics were exported as time series for analysis of
CPU and memory trends under sustained load.

Two test harnesses were devised to exercise each
networking library. For the HTTP workload, the server
endpoint under test accepted GET requests, redirect-
ed them to test server (that replaced database com-
ponent and returned preconfigured JSON bodies) and
returned its answers to client. ApacheBench was used
to generate load from a separate client host, varying
concurrency parameters (c=5, 100, 500) and total re-
quest counts (n=1,000, 15,000, 10,000). Server builds
were configured with either two or six threads. Key met-
rics captured for comparison were requests per second
(throughput), mean time per request (ms), 90" percen-
tile latency (ms), 99" percentile latency (ms) and system
resource utilisation (CPU and memory footprint) moni-
tored via Windows Performance Monitor.

The streaming scenario measured end-to-end
latency and resource consumption when broadcast-
ing “Game of Life” “frames” to many subscribers. Tests
spawned 5, 100, 1,000 and 15,000 logical clients with-
in a single process, each collecting 1,000 timestamped
“frames” to compute mean latency. Server configura-
tions again alternated between two and six threads
(for Beast implementation, not applicable for Asio and
Poco.Net implementations), and Performance Monitor
logged CPU and memory trends throughout each run.

In addition to empirical performance testing, each
networking library was evaluated using a structured
comparison across a set of other criteria. These includ-
ed functionality breadth, developer usability, codebase
complexity, runtime reliability, portability and compati-
bility,and community support. The purpose of this com-
plementary analysis was to capture aspects not visible
throughbenchmarking alone but essential forreal-world
applicability. A small set of objective questions (Table 1)
was defined for each dimension. Binary questions were
scored as yes/no (1 or Q), while others were evaluated
on a 5-point scale (0,0.25,0.5,0.75, 1). The raw sums of
these perquestion scores yielded a dimension-specific
total, which can be compared directly across libraries.

Table 1. Questions for qualitative evaluation

No. Dimension Question Scoring
. Does the library separate connection establishment, data transfer and message
11 Architecture and API processing into distinct modules? yes/no (1/0)
. Are all public classes and methods documented with parameter descriptions,
12 Architecture and API behavioural notes and exception details? yes/no (1/0)
13 Architecture and API How well does the API adhere to standard C++ naming and style conventions? scale (0-1)
14 Architecture and AP How easily can a new protocol bg |ntegrated into the API without modifying the scale (0-1)
library’s source?
2.1 Functionality Rate amount of protocols the library support out of the box. scale (0-1)
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Continued Table 1.

No. Dimension Question Scoring
2 Ry | RSeveseagi e fr ST arite gt | 0
o Lo ety s scle 041
24 Functionality Does the library guarantee threadsafe use of core objects across multiple threads? | yes/no (1/0)
31 Developer Ergonomics Estimate the number of lines of code required to perform basic tasks. scale (0-1)
3.2 Developer Ergonomics Rate the quality of error diagnostics (exception detail, error codes). scale (0-1)
33 Developer Ergonomics How comprehensive are the “‘end-to-end” usage examples in the documentation? | scale (0-1)
34 Developer Ergonomics Rate learning curve. scale (0-1)
4.1 Reliability and Stability Are open sockets and timers automatically closed on unexpected errors? yes/no (1/0)
4.2 Reliability and Stability Does the library support automatic reconnection following a lost connection? yes/no (1/0)
43 Reliability and Stability Rate the library’s resilience under sustained load (no hangs, no memory leaks). scale (0-1)
44 Reliability and Stability Does the library provide built-in timeout mechanisms and deadlock prevention? | yes/no (1/0)
5.1 | Portability and Compatibility |  Rate the number of supported platforms (Windows, Linux, macOS, embedded). scale (0-1)
5.2 | Portability and Compatibility Rate the number of external dependencies required for core functionality. scale (0-1)
5.3 | Portability and Compatibility How simple is integration with common build systems? scale (0-1)
5.4 | Portability and Compatibility Can both 32bit and 64bit builds be produced without source modifications? yes/no (1/0)
5.5 | Portability and Compatibility Are prebuilt binaries provided for multiple target platforms? (yes/no)
6.1 Community Support How many active contributors are listed in the project repository? scale (0-1)
6.2 Community Support What is the average response time to issues in the official tracker? scale (0-1)
6.3 Community Support How frequently are new releases published (monthly, quarterly, biannual,annual)? | scale (0-1)
6.4 Community Support Are there official discussion forums or mailing lists for support? yes/no (1/0)
6.5 Community Support Rate the number of commits in the project repository. scale (0-1)

Source: created by the authors

RESULTS AND DISCUSSION

The following results reflect the application of the com-
parative analysis framework to three C++ networking li-
braries - Boost.Asio, Boost.Beast, and Poco.Net - across
two representative real-world scenarios. Each metric pre-
sented here corresponds to one of the framework’s seven
evaluation dimensions. In line with the performance and

reliability dimensions, all three implementations demon-
strated robust results, with no HTTP requests failing dur-
ing any of the tests. Under a two-thread configuration
and lower load (Table 2), Boost.Asio achieved the highest
throughput, followed by Boost.Beast.As the load increased,
the relative ranking remained unchanged, with Asio lead-
ing, Beast in the middle, and Poco.Net trailing (Table 3).

Table 2. Throughput and latency for 15,000 requests and concurrency level 100, ResourceMonitor

Boost.Asio Boost.Beast Poco.Net
Metric
2 threads 6 threads 2 threads 6 threads 2 threads 6 threads
Requests per second 114.75 66.03 34.08 58.27 88.06 162.11

Mean time per

request (ms) 4357 75.73 146.71 85.82 56.78 30.84
90" percentile

latency (ms) 51 79 227 104 91 41
99" percentile 268 1,099 1,135 141 255 59

latency (ms)

Source: created by the authors
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Table 3. Throughput and latency for 1,000 requests and concurrency level 5, ResourceMonitor

Boost.Asio Boost.Beast Poco.Net
Metric
2 threads 6 threads 2 threads 6 threads 2 threads 6 threads
Requests per second 351.04 485.57 354.32 333.77 103.48 276.49

Mean time per 284.87 205.94 28223 299.61 966.34 361.67

request (ms)
90" percentile

latency (ms) 412 263 354 370 1245 430
99" percentile 993 404 669 1,046 3,658 562

latency (ms)

Source: created by the authors

Under high-concurrency conditions (Table 4), the dis-
parities between the libraries became more pronounced.

Boost.Asio preserved its performance advantage, while
Poco.Net exhibited a sharp decline in throughput.

Table 4. Throughput and latency for 10,000 requests and concurrency level 500, ResourceMonitor

Metri Boost.Asio Boost.Beast Poco.Net
ric
2 threads 6 threads 2 threads 6 threads 2 threads 6 threads
Requests per second 44715 478.66 386.72 35715 106.83 266.66
Mean time per
request (ms) 1,118.21 1,044.57 129292 1,399.96 4,680.42 1,875.07
90" percentile 1312 1,355 1,657 1,974 6,110 1,998
latency (ms)
99t percentile
latency (ms) 2,037 2,121 2,878 4211 7877 2,504

Source: created by the authors

Increasing the thread count to six did not alter this
ranking, although Poco.Net outperformed the others
at low concurrency levels (Table 2). Latency was char-
acterised by mean response time as well as the 90%
and 99t percentiles. For two threads (Table 2),Asio ex-
hibited the lowest average latency, marginally ahead
of Beast; Poco.Net’s latency increased noticeably with
higher concurrency (Tables 3, 4). At six threads, Poco.
Net delivered the best mean latency under light loads
but performed less favourably at higher loads, while
Asio consistently outperformed Beast. The 90 per-
centile latencies followed similar patterns, with the

gap between Beast and Poco.Net narrowing; at the
99t percentile, Poco.Net occasionally outperformed
Beast, though Asio remained fastest. In the GameOf-
LifeStreaming tests (Table 5), UDP multicast support
in Asio and Poco.Net did not yield a marked reduc-
tion in latency, indicating that client-side processing
of many concurrent streams dominated delay rather
than transport speed. Beast’s WebSocketbased, percli-
ent session model sometimes achieved lower average
latency. Even at high client counts, absolute latencies
remained modest, and increasing server thread count
further reduced delays.

Table 5. Latency values, GameOfLifeStreaming

Clients number Boost.Asio Boost.Beast, 2 threads Boost.Beast, 6 threads Poco.Net
5 124 5.81 5.34 131
100 441 9.33 8.85 461
1,000 9.96 16.81 1317 10.76
15,000 40.93 47.39 35.68 39.74

Source: created by the authors

CPU utilisation profiles across all ResourceMonitor
test runs (Table 6) remained within expected bounds,
exhibiting neither gradual increases nor pronounced
spikes, thereby indicating stable processor load for
each implementation. Working Set and Private Working
Set metrics showed no evidence of memory leaks: val-
ues fluctuated steadily around a constant mean with

no upward trend. In shorter runs Asio and Beast occa-
sionally displayed a logarithmic growth pattern, but
extended-duration tests revealed prompt resource rec-
lamation. At peak load Asio and Beast consumed up to
52.5 MB Working Set compared to Poco.Net’s 9.8 MB, a
difference negligible on modern servers but potentially
significant in resource-constrained environments.
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Table 6. Resources usage metrics, ResourceMonitor

. Boost.Asio Boost.Beast Poco.Net
Metric 2 threads 6 threads 2 threads 6 threads 2 threads 6 threads

Processor time, %, max 17 19 17 20 18 20
Processor time, %, mean 6 8 7 8 8 10
Working set, max, MB 483 52.5 473 494 8.1 9.8
Working set, mean, MB 221 274 20.8 24.5 7.2 76
Working set - private, max, MB 448 493 439 45.2 2.2 4.2
Working set - private, mean, MB 19.2 216 187 4211 1.7 37

Source: created by the authors

In the GameOfLifeStreaming scenario (Table 7),Asio
and Poco.Net benefited from UDP multicast to maintain
low server resource consumption. By contrast, Beast’s

overhead; with 15,000 concurrent clients, peak memory
usage reached around 490 MB. The results of the quali-
tative evaluation are presented in Table 8. According to

perclient sessions imposed greater CPU and memory

Table 7. Resources usage metrics, GameOfLifeStreaming

these results, Poco.Net leads in most dimensions.

. X Boost.Beast
Metric Boost.Asio Poco.Net
2 threads 6 threads
Processor time, %, max 6 15 73 98
Processor time, %, mean 4 7 41 45
Working set, max, MB 121 5.7 489.1 170.5
Working set, mean, MB 11.8 5.7 263.2 160.6
Working set - private, max, MB 5.8 0.8 260.9 153.2
Working set - private, mean, MB 5.7 0.7 2417 1421
Source: created by the authors
Table 8. Questions for qualitative evaluation
No. Dimension Question / Sum Boost.Asio | Boost.Beast Poco.Net
Does the library separate connection
11 Architecture and API establishment, data transfer and message 1 1 1
processing into distinct modules?
Are all public classes and methods documented
1.2 Architecture and API with parameter descriptions, behavioural notes 1 1 1
and exception details?
13 Architecture and API How well does the APl adhere to standard C++ | g 75 075 05
naming and style conventions?
How easily can a new protocol be integrated
14 Architecture and API into the API without modifying the library’s 0.25 0.25 0.75
source?
1 Architecture and API Sum 3 3 3.25
21 Functionality Rate amount of protocols the library support 0.25 0.25 1
out of the box.
Rate the adequacy of built-in utilities for SSL/
2.2 Functionality TLS certificate management, DNS resolution 0.5 0.5 0.75
and connection recovery.
How straightforward is it to switch between
23 Functionality synchronous and asynchronous modes within 0.5 0.25 0
the same API?
. . Does the library guarantee threadsafe use of
24 Functionality core objects across multiple threads? 1 1 1
2 Functionality Sum 2.25 2 2.75
31 Developer Ergonomics Estimate the number of l|n'es of code required 0.25 075 05
to perform basic tasks.
3 Developer Ergonomics Rate the quality of error diagnostics (exception 0.25 05 075
detail, error codes).
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Continued Table 8.
No. Dimension Question / Sum Boost.Asio | Boost.Beast | Poco.Net
33|  Developer Ergonomics | 1OW C°g’)‘(g[ﬁgfe”ss:xetﬁ£e he endto-end’usage | 025 05 075
34 Developer Ergonomics Rate learning curve. 0.25 0.5 0.75
3 Developer Ergonomics Sum 1 2.25 2.75
41|  Reliability and Stability Are open :gékcfrt]sui’;‘)’(;'gggz aeffgr?;‘“cauy 1 1 1
42| Reliabilityand Stability | DOeSthe l}g[forgvfr‘jgpgc’lgsf‘ég?]”;gz'tclgﬁ§°””ec“°” 0 0 1
43| Reliability and Stability Rate the d“(tr’lrg‘Lyasn;ess'gg’:gzggfye[::lf:f'”ed 1 1 1
14 relobliyanasiiy | Coesteltm ety et 1 :
4 Reliability and Stability Sum 3 3 4
5.1 | Portability and Compatibility R?\;c\(/-:} :ggx;rpﬁirx?s:cpgg réfgb%?;?g)? s 1 1 1
52 | Portabilityand Compatibility | Rt tTiq”u“.IZS?L?ZS?J?L“@E.‘?&Z?.’ISQ”c'es 1 1 05
53 | Portability and Compatibility | W SimPple is i”teg;gtt;‘r’;‘s‘_;"ith common build 075 075 05
5.4 | Portability and Compatibility Can bo’c\;‘/éﬁ:&i igﬂég?:ot;%lg:t% en;)?roduced 1 1 1
55 | Portability and Compatibility | '€ Prebuilt g?;g'teslg[?ovr'gi? for multiple 1 1 1
5 | Portability and Compatibility Sum 4.75 4.75 4
6.1 Community Support How many ac'g\:gjggp :sgg:ﬁfr;?re listed in the 0.25 0.75 0.5
62 Community Support What Is the average fespanse time to Isslies In 025 0.25 05
63 Community Support H°E’r"ng§§#l‘;“;hyaftreer[‘ye‘t’)"lgﬁfj:fsarﬁ’f‘:ﬁ;‘;ged 05 05 075
6.4 Community Support Are there ofﬁciﬁéttii]scgtrjzﬂgggﬁr?ums or mailing 1 1 1
6.5 Community Support Rate the numberré);oc;)iglrﬂryﬁts in the project 1 1 05
6 Community Support Sum 3 3.5 3.25
Total Sum 17 18.5 20

Source: created by the authors

Boost.Asio offers the lowest level of abstraction and
maximum flexibility by providing direct access to sockets,
timers and file descriptors. Boost.Beast builds on top of
Asio to raise the abstraction for specific application-level
protocols (HTTP/HTTPS and WebSocket), but otherwise
introduces no additional capabilities in connection man-
agement or I/0 handling. By contrast, Poco.Net conceals
system calls behind a well-structured, high-level API
(factories, managers), which accelerates typical develop-
ment tasks. The consistency of each library’s APl natural-
ly correlates with its level of abstraction: Asio and Beast
emphasise asynchronous operation, whereas Poco.Net
favours synchronous patterns, which - as demonstrat-
ed by the measurements (Table 3, 4) - can be a notable
drawback in latency-sensitive applications.

Boost.Asio supports raw TCP, UDP and ICMP sock-
ets at the lowest level, with built-in asynchronous DNS
resolution and timers. It accommodates both IPv4 and

IPv6 and integrates readily with OpenSSL for SSL/TLS.
However, it provides no application-level protocol im-
plementations, requiring developers to implement
or integrate additional libraries for HTTP, WebSocket,
etc. Boost.Beast addresses this gap for HTTP and Web-
Socket, while preserving full access to Asio’s low-lev-
el primitives; beyond these two protocols, no further
application-level support is offered. Poco.Net provides
the most comprehensive out-of-the-box functionality:
TCP/UDP, IPv4/1Pv6, DNS, HTTP/HTTPS, WebSocket, FTP,
POP3 and SMTP, with SSL/TLS via NetSSL_OpenSSL.

Boost.Asio demands the steepest learning curve
and development effort, owing to its low-level style
and multitude of asynchronous operation calls. Docu-
mentation within Boost is well-structured but primarily
APlcentric; example code is often focused on individual
operations rather than complete solutions. Boost.Beast
offers demonstration programs for HTTP and WebSocket
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clients and servers, but error messages in both libraries
tend to be technical, occasionally hindering rapid diag-
nosis. Poco.Net is designed for rapid prototyping, with
extensive ready-made examples for common scenarios
and more descriptive exception messages. Its principal
downside is the larger surface area of external module
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dependencies. Code size, as measured by cloc (Table 9),
reflects these trade-offs: Poco.Net exhibits big number
of files and lines despite its high level of abstraction,
owing to the necessity of additional handler and factory
classes; Beast’s WebSocket usage in GameOfLifeStream-
ing similarly increases its code footprint.

Table 9. Code size

Project : Boost.Asio i i Boost.Beast Poco.Net :
Files Lines Files Lines Files Lines
ResourceMonitor 15 1,165 13 782 17 929
GameOfLifeStreaming 5 320 9 788 7 561

Notes: this refers specifically to the size of the networking-related application code written using each library, rather than the

size of the libraries themselves
Source: created by the authors

Boost.Asio employs both standard C++ exceptions (in
synchronous code) and error_code objects (in asynchro-
nous code) for error handling, with RAIl ensuring proper
resource cleanup. It is battle-tested in critical systems,
although its asynchronous model can present complex
debugging scenarios. Boost.Beast augments this with
protocol-specific checks (e.g. header constraints) that
improve resilience to malformed input or attacks, at the
cost of additional exception handling. In Poco.Net, all
errors derive from the hierarchical Poco::Exception base
class, with built-in automatic reconnection mechanisms
on connection loss. High-level interfaces in Poco.Net
further reduce the incidence of low-level socket errors.

Boost.Asio and Boost.Beast are highly portable, be-
ing primarily header-only and depending only on Boost.
System (and optionally OpenSSL). They compile cleanly
with modern GCC, Clang and MSVC on Linux, Windows,
macOS and many embedded environments. Poco, by
contrast, is @ modular library with various external com-
ponents (OpenSSL, ODBC, etc.), which can complicate its

build and configuration. Nonetheless, each Poco module
remains independent, so unused dependencies need
not be included. All three libraries support recent C++
standards and integrate smoothly with common build
systems. In terms of startup speed and minimal exter-
nal dependencies, Asio and Beast lead; Poco.Net offers
a broader ecosystem at the cost of more involved setup.
All three libraries benefit from active ecosystems.
Boost.Asio’s repository exceeds 2,300 commits by
around twenty core contributors. Boost.Beast has over
2,400 commits from 143 participants. Support is pri-
marily via the Boost mailing lists and GitHub issues,
with new Boost releases typically every four months.
The Poco.Net include commits from almost 100 au-
thors and more than 1,300 commits. Releases occur
five to six times per year, announced on the official
blog. Community engagement is available via GitHub,
mailing lists and the blog. These repository statistics
(Table 10) informed scoring of the Community Support
dimension in the comparison framework (Table 8).

Table 10. GitHub repository metrics

Metric Boost.Asio Boost.Beast Poco.Net
Commits 2,314 2,469 1,306
Contributors 19 143 97
Open issues 36 92 120
Releases frequency 4 months 4 months 2-2.5 months

Source: created by the authors

These results were subsequently considered in the
context of prior research on software library evaluation
and benchmarking. H. Anzt et al. (2019) proposed an au-
tomated benchmarking infrastructure for high-perfor-
mance computing software. Their framework supports
continuous performance testing and reproducibility by
integrating benchmark execution, environment capture
and visualisation via a web interface. The tool, origi-
nally developed for the Ginkgo library, demonstrates
how such methodologies can contribute to sustainable
scientific software by enabling community-driven per-
formance monitoring.
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Several works have also explored multiperspec-
tive and multicriteria evaluation models. K. Dawood et
al. (2023) addressed the challenge of selecting open-
source software in environments with heterogeneous
user roles. They proposed a usability evaluation frame-
work that integrates the Best Worst Method (BWM) and
Group VIKOR techniques for weighting and ranking
alternatives, validating their approach through a re-
al-world case study. E. Denisova et al. (2024) introduced
a reproducible usability testing framework tailored to
medical software, with a focus on ensuring comparabil-
ity across similar platforms. Their methodology, which
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includes standardised tasks and objective performance
measurements, reinforces the importance of formal-
ised, domain-specific evaluation strategies. Although
these studies cover a diverse range of software ecosys-
tems, from web development to medical imaging and
simulation, they collectively underscore the benefits of
using formal methodologies and quantifiable criteria
in the comparison of software libraries. Several works
(Petty et al., 2015; De La Mora & S. Nadi, 2018; Loja &
Maita, 2024) also emphasise the importance of usabil-
ity and performance metrics, the involvement of mul-
tiple stakeholder perspectives, and the potential for
automation and reproducibility in evaluation processes.

The present work builds on these principles by
introducing a structured framework for the empirical
comparison of networking libraries, which is then ap-
plied to C++ solutions. M. Che & M. Tuo (2016) ana-
lysed asynchronous HTTP server designs with Winsock
to avoid blocking and enhance responsiveness, while
D. Mitrovic et al. (2015) presented a scalable webagent
middleware for automatic load balancing and fault tol-
erance. B.Amirkhanov et al.(2025) compared MQTT over
TCP,MQTT over WebSocket,and HTTP in digital twin ap-
plications, emphasising the trade-offs between latency
and stability. Finally, R. El-Hajj & S. Nadi (2020) intro-
duced LibComp, an Intelli) plugin enabling metricbased,
inIDE comparison of Java libraries. F. Lu et al. (2019)
observed that MongoDB’s reliance on Boost.Asio, while
beneficial for portability, introduced performance lim-
itations under data-intensive workloads - limitations
that were addressed by replacing Asio-based network-
ing with a high-performance RDMA-capable transport
layer. These studies underscore the versatility of Boost.
Asio across domains but also highlight the need for a
more systematic performance-oriented evaluation.

Several aspects of the findings resonate with and
extend insights from both domain-specific benchmark-
ing efforts and broader methodological research. Prior
studies have emphasised the value of structured, met-
ric-based evaluation frameworks in guiding software
library selection across diverse contexts. For example,
F. De La Mora & S. Nadi (2018) demonstrated how re-
pository analytics can support informed library choice,
highlighting the significance of popularity, security
and performance indicators. M. Petty et al. (2015) pro-
posed a formal assessment methodology for simula-
tion frameworks, arguing that well-defined criteria are
essential for objectivity and replicability. Multi-criteria
evaluation models have also been introduced to ad-
dress stakeholder diversity, such as the BWM and Group
VIKOR integration by K. Dawood et al. (2023).

The results obtained in this study are in line with
current trends in the use of smart technologies and
modelling in the field of energy and network manage-
ment. In particular, T. Nechaieva et al. (2025) empha-
sised the importance of comprehensive modelling of
energy balances of local communities, taking into ac-
count environmental factors and the need to reduce

greenhouse gas emissions. Their approach to building
sustainable and decentralised energy systems comple-
ments the practical focus of this work’s framework on
flexibility and reuse. In turn, O. Turchyn (2025) demon-
strated the effectiveness of using neural networks in
optimising the management of technical systems, par-
ticularly in the oil and gas sector. The introduction of
deep learning for adaptive control of sucker-rod pump
installations confirms the relevance of using modern
approaches to reduce energy consumption and increase
efficiency, which also echoes this research findings on
the resource stability of various libraries.

The empirical results obtained through the pro-
posed framework align with earlier observations in the
C++ networking domain while offering a more unified
and reproducible basis for comparison. For instance,
E. Kadusic et al. (2022) observed that Boost.Asio de-
mands more manual buffer management compared to
Poco.Net’s higher-level abstractions. The hybrid server
paradigms examined by Y. Pasichnyk (2022) and D. Bu-
tynets (2023) - which blended threaded and event-
driven approaches - suggested performance gains
under sustained stress; this was corroborated by the
six-thread benchmarks. Finally, cross-language work by
C. Pflugfelder (2022) highlighted C++/Asio’s low end-
to-end latency at the cost of code complexity — an ob-
servation mirrored in the latency profiles. Through this
unified, empirical comparison, the study confirms earli-
er insights while providing the comprehensive, side-by-
side performance evaluation of Boost.Asio, Boost.Beast
and Poco.Net in production-style C++ applications.

The comparative results demonstrate that the pro-
posed framework is capable of capturing both measur-
able performance characteristics and more qualitative
aspects such as developer ergonomics and ecosystem
maturity. By enforcing interface uniformity, and isolated
testing environments, the framework enables mean-
ingful side-by-side comparisons across different ar-
chitectural paradigms and abstraction levels. This not
only validates the methodology against existing bench-
marking approaches in the literature, but also suggests
its applicability beyond the C++ ecosystem to other net-
working stacks and programming environments.

Several directions exist for extending the pres-
ent work. While the current evaluation was conducted
within Windows 11 environment and a single Ubun-
tu 22.04.5 LTS guest, replicating the study across al-
ternative operating systems, hardware configurations,
and resource-constrained embedded environments
could improve generalisability. Incorporating a broad-
er set of HTTP benchmarking tools - such as wrk or
JMeter - and varying request patterns (e.g., mixed GET/
POST, chunked transfers) may help reveal additional
behavioural traits under diverse conditions. Likewise,
expanding the streaming scenario beyond Conway’s
Game of Life, by employing more demanding real-time
protocols (e.g., QUIC, gRPC) or larger message formats,
could provide further insights into performance and
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resource trade-offs. Evaluating the impact of SSL/TLS
handshake overheads, certificate validation delays, and
network-level anomalies (e.g., packet loss or network
jitter) could enrich the reliability analysis and inform
security-sensitive use cases. Lastly, integrating formal
metrics for code complexity, learning curve, and team
adoption would complement the current qualitative as-
sessment and support more rigorous comparison from
a software engineering perspective.

CONCLUSIONS

This study conducted a structured comparison of three
widely used C++ networking libraries — Boost.Asio,
Boost.Beast, and Poco.Net - based on a unified eval-
uation approach. By encapsulating each candidate be-
hind a uniform client-server interface and enforcing
build-time selection, the methodology ensured that all
non-networking logic remained invariant, enabling a
trusted evaluation across performance, resource usage,
and qualitative dimensions. The evaluation of network
libraries from the perspective of not only performance
indicators - such as throughput and latency - but also
functionality, development complexity, reliability, and
other relevant aspects, contributed to a more holistic
and thorough analysis.

Applying this approach within two distinct C++
prototypes — a RESTful HTTP service and a real-time
multicast streaming application - revealed clear trade-
offs among Boost.Asio, Boost.Beast and Poco.Net. In
the HTTP scenario, Boost.Asio delivered the highest re-
quest throughput and lowest average and tail latencies
under modest threading configurations. Boost.Beast’s
higher-level framing engines delivered slightly lower
performance (on average, up to 20% lower). Poco.Net,
while generally trailing in raw throughput, exhibited the
most stable hig-hpercentile latency characteristics and
the smallest memory footprint, consuming less than a
quarter of the working set required by its peers when
serving equivalent loads. In the GameOfLifeStreaming
prototype, neither Asio nor Poco.Net gained a decisive
multicast-related advantage in end-to-end latency, in-
dicating that the cost of managing large numbers of
concurrent clients often outweighs the savings from
UDP group transmission; Boost.Beast’s WebSocket-
based model occasionally matched or outperformed its
UDP counterparts in the testbed.

Across both applications, CPU utilisation remained
well within predictable bounds and showed no evi-
dence of progressive degradation or leakage. Memory
consumption in ResourceMonitor was markedly higher
for the Asio and Beast implementations, reflecting their
more granular buffer management and asynchronous
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AHoTauis. O6ekT1BHE NOPIBHAHHA MepexeBux 6ibnioTek 3aNMWAETbCA akTyaNbHUM 3aBAAHHAM Y NPOrpamHin
iHXeHepil, agxe BiACYTHICTb YHibiKOBaHMX NiAXOAIB Ta 3aNeXHICTb BiA cneumdikvM 3aCTOCYHKIB 4acTo YCKNAAHIOKOTb
BUSIBJIEHHS BRXX/IMBUX BiAMIHHOCTEM Y NPOAYKTUBHOCTI Ta 3pYYHOCTI BUKOPUCTaHHSA. MeTo foCAiAXeHHS 6yno
30iMCHEHHS KOMMNIIEKCHOrO NOPiBHAHHS TPbOX MepexeBux bibniotek C++ (Boost.Asio, Boost.Beast Ta Poco.Net)
Ha OCHOBIi 3aMPONOHOBAHOMO YHIBEPCANbHOro GperiMBopKY. MeToa0/10rig AOCNiAXKEHHSI OXONAt0Bana po3pobky
YHiBEpCaNbHOIO NOPiBHANBHOrO GpeiMBOPKY, EKCNEPUMEHTA/IbHY peani3aLito NporpaMHMX NPOTOTMNIB, NPOBEAEHHS
HaBaHTaXXyBa/IbHOrO TeCTyBaHHS A8 360py KiNbKiCHUX MOKA3HMKIB Ta 34iMCHEHHS CTPYKTYPOBAHOI SIKiCHOI OLiHKM
33 psAOM BM3HauveHux KpuTepii. CTBopeHuMit ppeiMBOPK BKKOYAE 36ip 9K KiNbKiCHMX (MpONyCKHa 34aTHICTb,
3aTPUMKA, CNOXMBAHHA PeCypCiB), TaK i AKICHUX MOKA3HMKIB (3pYYHICTb iHTepdency NpMKNagHoro NporpamyBaHHs,
(YHKLIOHaNbHICTb, CTabiNbHICTb, KpOCMNATPOPMHICTb, CKNAAHICTL po3pobku). Ocobnmea yBara npuainanacb
noBefiHLi B yMOBaX O4HAaKOBOIO NPOrpaMHOro cepefoBuLLa. 3 BUKOPUCTAHHSAM KOXHOI 3 A0CNiAXYBaHUX BibnioTek,
y Mexax poboTu peanizoBaHo ABa knieHT-cepeepHi npototunu: RESTful-cepsic ResourceMonitor i 3acTocyHok 3
NOTOKOBWM MepenaBaHHAM aaHmux GameOfLifeStreaming. BapianTu peanisauii yHidbikoBaHO B CTPYKTYpi MPOEKTY,
wo 3abe3neynno MiHiMi3aLitlo BiAMIHHOCTEN Ha piBHi NOTiKM Ta 4O3BOAMIO CPOKYCYBATUCh HA BNACTUBOCTAX CAMUX
6ibniotek. Boost.Asio npoaeMoOHCTpyBaB nNepeBaru y 3afa4vax i3 BUCOKMMMU BUMOTraMu A0 3aTPUMOK | HEODXiAHICTHO
HW3bKOPIBHEBOrO KOHTPOH. Boost.Beast BuaABMBCSA fOCTaTHLO edekTUBHUM BUBOpoM ang HTTP-3acTocyHkiB, ane
3 06MeXeHUM nepenikoM NiATpuMyBaHUX Npotokonie. Poco.Net HalledeKkTUBHILLE BUKOPUCTOBYBAB pecypcu, He
CUJIbHO AEerpafyBaB Npu BeMKUX HABAHTAXXEHHAX, 403BOJISIE NPALLIOBATK 3 HAWGINbLIOK KiNbKiCTIO MPOTOKONIB,
ane nNokasas ripLli MOKa3HMKKW 3aTPUMOK i NPOMYCKHOI 34aTHOCTI, @ TakKoX NoTpebyBaB CKNafHilWoi KoHdirypauii.
MpakTWU4YHa LiHHICTb po60TM NONArae y MOXAMBOCTI MOBTOPHOIO BUKOPUCTAHHS HPENMBOPKY A1 NOPIBHSAHHS iHLWMX
MepexeBux 6ibnioTek, iHTerpauii CTBOpPEHUX KOMMOHEHTIB B iHLWIi po3pobkK, @ TaKoX Y cOPMOBaHUX BUCHOBKAX
LO/0 AOLINbHOCTI 3aCTOCYBaHHA KOXHOI 3 BibnioTek

KntouoBi cnoBa: oLiHKa NPOAYKTMBHOCTI 3aCTOCYHKIB; HAaBAHTaXyBaslbHe TECTYBAHHS; KNiEHT-CEPBEPHA apXiTeKTypa;
30ip AKICHMX i KiNbKiCHUX METPUK; KOHGIrypauis TeCTOBOro cepefoBuMLLA; MOLY/bHA apXiTeKTypa; BUMipHOBAHHS
NPONYCKHOT 34aTHOCTI i 3aTPMMOK
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Abstract. With the rapid growth in the number of mobile applications and the volume of processed personal data,
the need for effective means of the protection increased. The aim of the study was to develop hybrid cryptographic
algorithms and to analyse the possibilities of the integration into mobile applications to enhance the protection of
personal data. The study implemented hybrid cryptographic algorithms that combined symmetric and asymmetric
encryption methods, modelled the operation using Python-based software modules, and assessed the efficiency
considering the characteristics of the mobile environment. The main results showed that the combination of
symmetric encryption algorithms Advanced Encryption Standard and ChaCha20 ensured complete data preservation
during decryption and reduced the risk of compromise due to the two-layer encryption structure. It was also found
that during testing of asymmetric methods, the Rivest-Shamir-Adleman algorithm successfully protected symmetric
keys, and the Elliptic Curve Cryptography algorithm enabled both parties to compute a shared secret without
transmitting the key itself, which improved resistance to interception. The results of the software implementation
confirmed the identity of input and output data, demonstrating the reliability of the hybrid encryption approach.On
Android platforms, Keystore, Bouncy Castle, Spongy Castle, and Conscrypt provided fast encryption using Advanced
Encryption Standard (~275.6 milliseconds with hardware acceleration) and ChaCha20 (~2 milliseconds), as well as
efficient key exchange via Elliptic Curve Cryptography (~15.8 milliseconds) compared to Rivest-Shamir-Adleman
(~2,532.8 milliseconds), with support for post-quantum algorithms. On iPhone Operating System platforms,
CryptoKit, CommonCrypto,and Open Secure Sockets Layer offered similar encryption speeds, while Secure Enclave
optimised Elliptic Curve Cryptography, although post-quantum algorithms required additional optimisation. The
hybrid approach reduced memory usage, making the algorithms effective for mobile devices. The obtained results
could be used by mobile application developers to improve data protection in financial, medical, and corporate
systems on smartphones running Android and iPhone Operating System platforms

Keywords: Advanced Encryption Standard; ChaCha20; Rivest-Shamir-Adleman; Elliptic Curve Cryptography;
Android; iPhone Operating System

INTRODUCTION

In the context of the rapid spread of digital technolo-
gies, mobile devices became the primary environment
for storing and transmitting confidential information,
which necessitated the improvement of protection
methods. Given the limited resources of mobile devic-
es - particularly regarding energy consumption, perfor-
mance,and memory - traditional cryptographic methods

were not always effective in mobile environments.
The problem was compounded by the fact that mod-
ern cyber threats use complex mechanisms to bypass
protection, including traffic analysis, attacks on key in-
frastructure, data interception through compromised
communication channels, or local interference. Since
symmetric methods provided high speed but required

Article’s History: Received: 19.03.2025; Revised: 29.07.2025; Accepted: 15.09.2025.

Suggested Citation:

Yasenenko, V. (2025). Development and testing of the effectiveness of hybrid cryptographic algorithms for protecting personal
data in mobile applications. Bulletin of Cherkasy State Technological University, 30(3), 24-36. doi: 10.62660/bcstu/3.2025.24.

*Corresponding author

Copyright © The Author(s). This is an open access article distributed under the terms of the
Creative Commons Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/)


https://orcid.org/0009-0004-4801-9541
https://bulletin-chstu.com.ua/en

secure key exchange, and asymmetric ones ensured
secure exchange but demanded more resources, there
arose a need to develop hybrid solutions that would
combine the advantages of both approaches.

For example, O. Borysenko & A.Tymoshenko (2024)
focused on the risks of data leakage in cloud environ-
ments, emphasising the importance of encryption dur-
ing storage and transmission, as well as the use of Se-
cure Sockets Layer (SSL)/Transport Layer Security (TLS)
protocols and access control to ensure the confidenti-
ality of personal data. V. Semerenska (2025) analysed
post-quantum cryptographic algorithms and concluded
that lattice-based schemes - particularly Kyber and
Nth-degree truncated polynomial ring unit - offered
the best balance between performance and resistance
to quantum attacks, also stressing the appropriate-
ness of using hybrid solutions combining classical and
post-quantum algorithms to protect critical systems. In
addition, A. Sereda et al. (2023) analysed cryptographic
algorithms used in mobile operating systems, reviewed
approaches to protecting confidential information, disk
space encryption, and end-to-end encryption, and pro-
posed methods for evaluating the resilience and effi-
ciency of cryptographic systems in mobile environments.

In turn, M.A. Sayed (2024) compared traditional
cryptographic algorithms such as Advanced Encryption
Standard (AES), Rivest-Shamir-Adleman (RSA), and hy-
brid models with machine learning-based models (au-
toencoders, Generative Adversarial Network, Random
Forest) for encrypting personal data, demonstrating the
advantages of the hybrid approach in balancing speed,
security, and scalability. The study by G.A. Nwatuzie et
al. (2025) proposed a hybrid cryptographic model com-
bining AES, data encryption standard (DES), and Rivest’s
Cipher 6 to enhance encryption speed, scalability, and
resistance to attacks in cloud environments, with sup-
port for automated key management and password-
less authentication. A. Muthaura & J. Kandiri (2024)
developed and tested a cryptographic algorithm using
Base64 and a fixed 512-bit length to enhance data
protection, which showed optimal results in encryp-
tion speed, attack resilience, and plaintext vulnerability.
Researchers H. Fan et al. (2022) also proposed a stat-
ic “black-box” testing method for detecting the use of
cryptographic algorithms in binary files without access
to source code, revealing the widespread use of outdat-
ed and vulnerable algorithms such as Message Digest 4
and Secure Hash Algorithm 1.

The findings of R. Neve & R. Bansode (2024) pre-
sented the lightweight hybrid cryptographic algorithm
Hybrid-SIMON-SPECKey, combining the SIMON round
function and SPECK key schedule, which achieved 50%
faster execution and 20% less memory usage com-
pared to the original algorithms, while maintaining
attack resilience under the avalanche effect criterion.
The conclusions of A. Gour et al. (2024) confirmed the
high effectiveness of the proposed hybrid cryptograph-
ic algorithm combining AES for symmetric encryption,
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Elliptic Curve Cryptography (ECC) for key exchange, and
digital signature algorithm for digital signing in ensur-
ing data confidentiality, integrity, and protection while
maintaining computational efficiency. Furthermore,
R.R. Pitale et al. (2024) underlined the importance of
well-grounded cryptographic algorithm selection (in-
cluding DES, 3DES, RSA, AES, International Data Encryp-
tion Algorithm, Blowfish, and homomorphic encryption)
to ensure data confidentiality and integrity in the con-
text of growing digital interaction, highlighting the
role of algorithmic complexity and key management in
countering modern threats.

The gaps in the cited studies lay in the insufficient
focus on optimising hybrid cryptographic algorithms
for mobile platforms, considering the hardware limita-
tions, and in the limited analysis of the impact of such
algorithms on performance and energy efficiency in
mobile applications. In contrast, the present study fo-
cused on examining the prospects for applying hybrid
cryptographic algorithms based on a mobile operating
system to improve the protection of users’ personal
data. The research included the following objectives:
to develop hybrid cryptographic algorithms combin-
ing symmetric and asymmetric encryption methods; to
analyse the potential for implementing the developed
algorithms in mobile operating system environments;
and to carry out a comparative analysis of the effective-
ness of hybrid solutions versus traditional cryptograph-
ic methods based on performance, energy consumption,
and security levels.

MATERIALS AND METHODS

At the first stage of the study, a concept and basic im-
plementation of hybrid cryptographic algorithms com-
bining symmetric and asymmetric encryption methods
were developed, taking into account the specifics of
mobile environments. The main focus was placed on
achieving a balance between cryptographic strength
and computational efficiency. Within this stage, a jus-
tification for the hybrid approach was provided, where
symmetric algorithms such as AES and ChaCha20 were
used for primary data encryption, while asymmetric
methods including RSA and ECC were used for secure
key transmission. For clarity, a visualisation of the hy-
brid cryptographic algorithm using symmetric and
asymmetric encryption was presented.

During testing, four separate software modules
were created in Python using the cryptography library
in the Visual Studio Code environment. The first pro-
gramme implemented data encryption using AES-256
in Cipher Block Chaining mode with Public Key Cryptog-
raphy Standard No. 7 padding. The second programme
applied stream encryption using ChaCha20 with a
unique nonce for sequential message protection. In
turn, the third programme demonstrated encryption of
the symmetric key using RSA with Optimal Asymmetric
Encryption Padding and verified the correctness of its
decryption. The fourth implemented key exchange via




Development and testing of the effectiveness...

the ECC-based Elliptic Curve Diffie-Hellman protocol,
generating public and private key pairs for two parties
and computing a shared secret.

At the second stage of the study, a comprehensive
analysis of the integration of hybrid cryptographic al-
gorithms into mobile applications was carried out,
taking into account the peculiarities of the mobile
environment based on comparative analysis methods
and empirical evaluation of algorithm efficiency in a
test environment. The focus was placed on assessing
hardware constraints such as Central Processing Unit,
Random Access Memory, energy consumption, and
execution environments including Android Runtime
(ART)/Dalvik and iOS runtime, as well as secure key
storage capabilities (Keystore, Keychain). The analysis
of mobile environment factors for cryptographic algo-
rithms was conducted based on criteria such as compu-
tational resources, energy consumption, code execution
characteristics across different mobile operating sys-
tems, support for libraries and Application Programming
Interfaces, and secure key storage mechanisms (Ali et
al.,2025; Khalid et al.,2025).For this purpose,a compar-
ison of the performance of symmetric and asymmetric
algorithms was conducted in terms of encryption time,
key generation,memory usage,and energy consumption.

In addition, through structural-functional analy-
sis, frameworks, and libraries supporting hybrid and
post-quantum algorithm implementation were exam-
ined. For Android, Android Keystore and Bouncy Castle
were considered, along with Spongy Castle and Con-
scrypt. Furthermore, the potential use of hybrid cryp-
tography in combination with deep learning methods
for detecting malware on Android was explored. In
particular, a model combining a deep learning classi-
fier with a cryptographic approach based on ECC and
Blowfish was analysed. In the context of iOS, CryptoKit
and CommonCrypto were reviewed. Additionally, tools
such as Secure Enclave and OpenSSL were analysed.
Based on this, a comparative analysis of mobile plat-
forms was conducted using the above-mentioned tools,
assessing the capabilities for implementing hybrid and
post-quantum cryptographic algorithms. The analysis of
i0OS’s comprehensive approach to data security covered
information protection and SSL/TLS protocols (Kalpha-
na et al. 2024; Prodduturi, 2025). Thus, this study carried

out an analysis of the development, implementation,
and adaptation of hybrid cryptographic algorithms, con-
sidering the characteristics of mobile platforms, which
allowed for the identification of optimal combinations
of encryption and key exchange methods to enhance
the security and performance of mobile applications.

RESULTS
Development of hybrid cryptographic algorithms based
on symmetric and asymmetric encryption methods
The protection of personal data in mobile applications
requires a specific approach to cryptography, taking into
account both the increased security requirements and
the limited resources of devices. In this context, the de-
velopment of hybrid cryptographic algorithms that com-
bine symmetric and asymmetric encryption methods
emerges as an effective solution that enables a balance
between performance and cryptographic strength. The
concept of hybrid encryption is based on the combina-
tion of two fundamental cryptographic principles.On the
one hand, symmetric algorithms - such as AES (e.g.,AES-
256) or ChaCha20 - provide extremely fast encryption of
large volumes of data with minimal processor load. On
the other hand, asymmetric methods - particularly RSA
or ECC - allow for the secure transmission of keys even
in untrusted environments, as these methods rely on the
computational complexity of factoring large numbers
or computing the discrete logarithm on elliptic curves.
In the hybrid approach, data is encrypted using a
symmetric method, which reduces processing time,
while the symmetric key is encrypted using an asym-
metric algorithm - and only the key is transmitted via
an open channel. This combination minimises the risk
of key interception without sacrificing speed, which is
critically important in environments with limited mo-
bile device performance. Such hybrid schemes can be
effective in many security protocols, such as TLS; how-
ever, adapting these schemes to the specifics of mobile
environments requires careful optimisation and testing.
To better understand the main stages of hybrid encryp-
tion,a diagram is provided that illustrates the sequence
of actions: from symmetric key generation to data en-
cryption and the transmission of encrypted messages
with a protected key, as well as subsequent decryption
by the recipient (Fig. 1).

% Encrypt key with RSA/ECC Decrypt data with AES/ChaCha20

Encrypt data with
AES/ChaCha20

Transmit encrypted data +
encrypted key

A
ma Decrypt key with private key

Figure 1. Scheme of operation of a hybrid cryptographic algorithm using symmetric and asymmetric encryption

Source: created by the author

The diagram illustrates the logic of combining
symmetric and asymmetric encryption within a hy-
brid approach. One of the key stages in implementing

a hybrid cryptographic algorithm is the correct organ-
isation of the key generation and secure transmission
process. In mobile environments, where resources

Bulletin of Cherkasy State Technological University, Vol. 30, No. 3, 2025



are limited, it is necessary to ensure not only cryp-
tographic robustness but also the optimisation of
this process in terms of performance and energy con-
sumption. Within the hybrid approach, the symmetric
key (to be used for the primary encryption of data) is
generated on the sender’s side using a cryptograph-
ically secure random number generator. This key is
then encrypted with the recipient’s public key (RSA or
ECC) and transmitted as part of the message. That is,
only the recipient, who possesses the corresponding
private key, can decrypt the symmetric key and use
it to decrypt the data. This approach effectively sep-
arates the tasks: symmetric algorithms perform the
fast encryption/decryption of data, while asymmetric
algorithms are used solely for the secure transmission
of the key. Such a division of workload is critically

38 chacha_decryptor = Cipher(
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important for mobile devices, where computational
power and energy resources are limited.

Among symmetric cryptographic algorithms active-
ly used in modern security systems, AES and ChaCha20
hold a special place. AES is a block-based symmetric
encryption algorithm that provides reliable data pro-
tection and is widely used as an international standard.
In contrast, ChaCha20 is a stream cipher optimised for
high performance on devices without specialised cryp-
tographic instructions, which makes it particularly ef-
fective in mobile applications with limited resources.
Its strength lies in chaotic bit mixing and minimal use
of complex operations. In Python, both algorithms can
be implemented using the cryptography library, which
supports flexible configuration of operating modes and
encryption parameters (Fig. 2).

39 algorithms.ChaCha20(chacha_key, chacha_nonce),
40 mode=None,
41 backend=default_backend()

42 ).decryptor()

43  aes_encrypted_restored = chacha_decryptor.update(chacha_encrypted)

45 print("

47  aes_decryptor = Cipher(

48 algorithms.AES(aes_key),
49 modes.CBC(aes_iv),
50 backend=default_backend()

51 ).decryptor()

[ChaCha20] Decrypted (AES encrypted message):", aes_encrypted_restored)

52 padded_plaintext = aes_decryptor.update(aes_encrypted_restored) + aes_decryptor.finalize()

54 unpadder = padding.PKCS7(128).unpadder()

55 decrypted_message = unpadder.update(padded_plaintext) + unpadder.finalize()

57 print("# [AES-256] Final decrypted message:", decrypted_message)

Figure 2. Code snippet for implementing hybrid encryption using AES-256 and ChaCha20 in Python

Source: created by the author

The programme demonstrates the implementation
of hybrid symmetric encryption, where data is first en-
crypted using AES-256 in Cipher Block Chaining mode
with padding (extending the message to a multiple of
the block length required for correct block cipher oper-
ation) according to Public Key Cryptography Standard
No. 7,and then the result is additionally encrypted with
the ChaCha20 algorithm. In the first stage, a random
256-bit key for AES and a 128-bit initialisation vector
are generated. The data is padded to the required block
length and encrypted. The resulting ciphertext is then
re-encrypted using ChaCha20 with its own 256-bit key

and a nonce (a unique number that does not repeat).
During the decryption phase, the reverse sequence of
actions is applied: ChaCha20 first removes the outer
encryption layer, and then AES-256 decrypts the data,
removing the padding to recover the original message.
The programme demonstrates the step-by-step trans-
formation of the input message: first, the original text is
displayed, followed by its encrypted version after apply-
ing AES-256, then the result after additional ChaCha20
encryption. After the decryption steps, the AES-encrypt-
ed block is first restored, and finally, the original mes-
sage is fully recovered (Fig. 3).

» Original message: b'Confidential data for hybrid symmetric encryption’
11 [AES-256] Encrypted message: b'\xfcw\xbeq\xfd\xa8y\xla]%\t\xa7\xbb\xbek\xea\xbd8\xd7\xf
aV\xce\x19\xa3n\xf7\xf2\xae\xe9\xc8C\x00jg\r0O\xb5\r\xf6\xel\xca\xda\xff\xf4\xbo\x95\x9%ew\x

18b\xcb\xa8m\x9aQ\\ \xf8;wf3\x82ju"

© [ChaCha20] Encrypted message: b'\xea~\x1b\x9fp=\xeb\x86\xc7\n s\x9f\xcbR\xalD\x9doE\xdo
\xc2\x90]\xd8 (\xb0\xe8\xe5\xdf\x99c8\xbOB&u\xbbg" \xe@Y\xfclWY\xe4 v\xb4\x12\x12\x8f)\xdf\xe

c\x8b\xd6\xfe\xdd\xeaR\x88\xf8\x07 "

[ChaCha20] Decrypted (AES encrypted message): b'\xfcw\xbeq\xfd\xa8y\xla]%\t\xa7\xbb\xbe
k\xea\xbd8\xd7\xfaV\xce\x19\xa3n\xf7\xf2\xae\xe9\xc8C\x00jg\r0\xb5\r\xf6\xel\xca\xda\xff\x
F4\xb0\x95\x9%ew\x18b\xcb\xa8m\x9aQ\\\xf8;wf3\x82ju"’

[AES-256] Final decrypted message: b'Confidential data for hybrid symmetric encryption’

Figure 3. Result of executing the hybrid symmetric encryption and decryption program

Source: created by the author
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The obtained result confirms that the encryption
and decryption of data using the combined symmet-
ric approach was performed correctly: the encryption
structure was preserved, and the output data were ful-
ly identical to the input message. Compared to tradi-
tional symmetric algorithms, such as the standalone
use of AES or ChaCha20, the hybrid encryption method
demonstrates a balanced compromise between security
and performance. The use of AES in Cipher Block Chain-
ing mode ensures high cryptographic strength, particu-
larly due to standard support for hardware acceleration
on modern mobile processors, which positively impacts
encryption speed and energy consumption. In contrast,
the additional application of ChaCha20, which is opti-
mised for software implementations on resource-con-
strained devices, enhances resistance to attacks while
only slightly increasing computational costs. This hybrid
combination is especially relevant for mobile applica-
tions, where it is necessary to ensure both high data
security and efficient use of device resources. Compared
to the standalone use of either AES or ChaCha20, the
hybrid algorithm may slightly lag in performance but

provides more comprehensive protection, reducing the
risk of potential vulnerabilities in individual methods.
Thus, it is a promising solution for mobile platforms
with heterogeneous hardware support for cryptography
and varying performance and security requirements.

On the other hand, asymmetric algorithms such
as RSA and ECC are important components of modern
hybrid encryption, especially in the context of mobile
applications. RSA is based on the mathematical com-
plexity of factoring large prime numbers, and is most
commonly used for the secure transmission of sym-
metric keys. At the same time, ECC, which is based
on the algebra of elliptic curves, provides equivalent
cryptographic strength with significantly shorter key
lengths, making it more energy-efficient and suitable
for mobile platforms. Both approaches can be integrat-
ed into hybrid cryptographic schemes to combine the
strengths - the high speed of symmetric algorithms
with secure key exchange through asymmetric meth-
ods. Similar to symmetric methods, these algorithms
can also be implemented in Python using the cryptog-
raphy library (Fig. 4).

29 def rsa_decrypt_key(private_key, encrypted_key):

30 decrypted_key = private_key.decrypt(

31 encrypted_key,

32 padding.OAEP(

33 mgf=padding.MGF1(algorithm=hashes.SHA256()),
34 algorithm=hashes.SHA256(),

35 label=None

36 )

37 )

38 return decrypted_key

39
40 def generate_ecc_keys():

41 private_key = x25519.X25519PrivateKey.generate()

42 public_key = private_key.public_key()

43 return private_key, public_key

44

45 def compute_shared_secret(private_key, peer_public_key):
46 shared_secret = private_key.exchange(peer_public_key)
47 derived_key = HKDF(

48 algorithm=hashes.SHA256(),

49 length=32,

50 salt=None,

51 info=b'handshake data',

52 backend=default_backend()

Figure 4. Results of executing the hybrid asymmetric encryption and decryption code

Source: created by the author

This code demonstrates two key mechanisms of hy-
brid asymmetric encryption: asymmetric encryption of
a symmetric key using RSA and key exchange via ECC.
First, a random symmetric key (32 bytes) is generated,
which is then encrypted using the RSA public key with
the Optimal Asymmetric Encryption Padding algorithm,
based on SHA-256, ensuring enhanced resistance to at-
tacks. Decryption is then performed using the private
key, followed by a verification of the original and re-
covered keys, confirming the correctness of the encryp-
tion. Next, key pair generation for two parties (A and
B) is demonstrated using the X25519 algorithm. Each
party uses its private key and the other party’s public

key to compute a shared symmetric secret through the
Elliptic Curve Diffie-Hellman protocol. The results show
that both parties obtained identical keys, indicating a
successful and secure exchange (Fig. 5).

This approach allows a shared secret to be es-
tablished without transmitting the key itself, which
significantly increases resistance to interception and
manipulation in open environments. Moreover, the
hybrid encryption method combining RSA and ECC
has substantial advantages compared to using each
of these methods individually. The traditional use of
RSA alone for data protection provides a reliable lev-
el of security but is characterised by relatively large
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key sizes and slower performance, which is especial-
ly noticeable on mobile devices with limited resourc-
es. In turn, using ECC alone offers high cryptographic
strength with significantly shorter key lengths and
better performance; however, its standalone use may
complicate compatibility with existing protocols and
may require additional configuration. The current ap-
proach combines the strengths of both algorithms:

V. Yasenenko

RSA effectively protects the symmetric key, while ECC
ensures secure and efficient key exchange, enhancing
the overall security and performance of the system.
Thus, the hybrid approach optimises the balance be-
tween security, processing speed, and resource con-
sumption, making it particularly appropriate for mobile
applications and environments with heightened data
protection requirements.

¢ Original key: b'\xcc\x@f\xe5h\xd3\xb2\xa2\xfdL.\xcdo\xd5\xd5x*\x19\x88\xbb@_\xdf\x7f\x03\xe4\xe5\xd1\x0
e\xf3\xf2\xd2\xe0"

i RSA encryption key: b'\x8aZ8%|\xb3.\x81\xb6b\x94\xebC\x8f (x\xe9\x@3\xf1\x8b\x9c1\x@0Bm\x8d.W\x9d\xd5\xd
4\xbc\xc5q\xf3\x84\xfe\xe9z\xad\xc5b\xc5GYC\xd4\xf2\x00\xee\xd70\x0c \x08\xf1\x8fo\xbd\x9c”j\xac\x8bwF\x92*
\xcd{\x93\xc5A\xec\x8b\x99\xa2\x8b\x15\x1e ! $\xc9j\xe29\xcd\xea\xc5\x17z\xalfX\xfbKc\xac\x12\x137\x0b0\x10
\xd5r~*z\xe9\xc1t\x04\x12\xb6\xa2\xe0? \xe9\xab\xa7\x11\x8a\xa4} \xa8\x13=\x0b\xed\r\xee\xc9\x0e \x0e \x0fH\x1d
\x16\xec\x10\xf9Zu\x85W\xadK\x05\xd8Y ; \xae. \xef\xfck+1\xbajH\x883\xc7\xcb\xac\x8b\xa8f\x13\x955\xba\xee\x8
71zR\x1eVd\xb6\x1d\xaf\xc4" " {\x0e\x1c\x16\xfe\xdb#\xe2\xe6\xaf\xb5\xec\xc5\x08\xc1\x02\x9a\x7fn\xf4\r\xf1\
xe2Fs\x97" \xf6bd\xleL [ \xc8\xaf\xef\x1d\x9b=C\x89\xcOfx\xac, \xe6 | \x14\x96) \xa7\x89\x90\xae\xe9\xd2 9IN\xe8/\
xc@Xk\x89\xd@\xd7p"

i RSA decrypted key: b'\xcc\x@f\xe5h\xd3\xb2\xa2\xfdL.\xcdo\xd5\xd5x*\x19\x88\xbb@_\xdf\x7f\x@3\xe4\xe5\x
d1\x@e\xf3\xf2\xd2\xe0"

ECC shared secret A: b'\xal\x90"\x0e\x7fy#\xf5kQ\x0f\xcb\x86\xbe\xe5\x17P\x0e\x04\xccQ\xd4\x10<~\x83\xc
7\xcaFx\x88N"
ECC shared secret B: b'\xal\x90"\x0e\x7fy#\xf5kQ\x0f\xcb\x86\xbe\xe5\x17P\x0e\x04\xccQ\xd4\x10<~\x83\xc

7\xcaFx\x88N"
ECC secrets match!

Figure 5. Results of executing the hybrid asymmetric encryption and decryption code

Source: created by the author

Analysis of the possibilities of integrating hybrid
cryptographic algorithms into mobile applications

and assessment of the effectiveness

The integration of hybrid cryptographic algorithms into
mobile applications requires consideration of several
specific constraints inherent to the mobile environment.
The main factors affecting the implementation of cryp-
tographic solutions on mobile devices include: limited
hardware resources (Central Processing Unit, Random
Access Memory, battery); specific runtime environments,

such as ART/Dalvik, iOS runtime; and restrictions related
to energy consumption and security maintenance. At the
same time, these factors also encompass the availabili-
ty of advanced hardware security tools (Secure Enclave,
Advanced RISC Machine (ARM) Crypto Extensions), which
open up new possibilities for cryptographic optimisation.
Table 1 provides a comparative overview of the main con-
straints and capabilities of the mobile environment in the
context of implementing hybrid cryptographic algorithms
that combine symmetric and asymmetric encryption.

Table 1. Analysis of mobile environment factors for cryptographic algorithms

requires energy-efficient

consumption algorithms

Factor Limitation Opportunities for symmetric algorithms | Opportunities for asymmetric algorithms

Central Limited processing power of | AES: efficient with hardware acceleration | RSA: high load due to slow operations
Processing mobile processors requires (encryption time ~275.6 ms) (key generation ~2,532.8 ms)

Unit efficient algorithms ChaCha20: faster in software (~2 ms) ECC: faster, lower load (~15.8 ms)
AES: L ~17.74 MB RSA: moderat

Random | ;i RAM (2-8 GB) requires ow usage ( ) moderate memory usage

Access low memory usage ChaCha20: higher (~148.4 MB), ECC: less usage due to compact keys

Memory needs optimisation ’

Energy Limited battery capacity AES: high without hardware acceleration | RSA: high due to complex calculations

ChaCha20: lower due to speed
in software

ECC: lower due to smaller keys
and faster operations

ART/Dalvik affects

Algorithms are supported via Android

Enclave has limitations on
implementation flexibility

Android ; : I . . Both algorithms are supported, ECC
runtime cryptqgraphm operations, Securlt.y library, AES is more gfﬁuent is faster and more efficient on ARMv8
limiting performance with hardware acceleration
iOS runtime with .
. Both algorithms are supported,
iOS runtime CommonCrypto and Secure Supported via CommanCrypto, ECC is more efficient due to hardware

ES is more efficient with Secure Enclave

support

Libraries and Limited support for complex

Available via Android Security

Supported through standard libraries,

Péggprl;crr&rr[rl](i)gg cryptographic libraries in and CommonCrypto, providing flexible ECC s easier to integrate due
Interface mobile operating systems integration to smaller keys
Secure key Need to protect keys from Use Keystore (Android) and Keychain (iOS) Use Keystore/Keychain, ECC is more
storage unauthorised access for secure storage of symmetric keys efficient due to smaller key sizes

Notes: ARMv8 - Advanced RISC Machine version 8
Source: created by the author
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Thus, symmetric algorithms, particularly AES and
ChaCha20, demonstrate high efficiency when hard-
ware acceleration or software execution optimisation
is available, whereas asymmetric methods (RSA, ECC)
differ significantly in terms of resource load, with ECC
being more suitable for mobile environments due to
smaller key sizes and faster operations. Given the above
characteristics of cryptographic algorithms, it is also
important to understand the capabilities provided by
modern mobile platforms for the implementation. Dif-
ferent operating systems, such as Android and iOS, of-
fer the own cryptographic frameworks, libraries, and key
storage and processing tools, which directly affect the
adaptation and optimisation of hybrid solutions.

The Android platform provides developers with a
wide range of cryptographic tools, particularly Android
Keystore, which ensures secure key storage, and the
Bouncy Castle library, which supports various cryp-
tographic algorithms. The Spongy Castle and Conscrypt
libraries are also important. These tools enable effec-
tive implementation of both symmetric and asymmetric
encryption algorithms. In particular, the use of hybrid
cryptographic models, such as the combination of ECC

and Blowfish, in conjunction with deep learning, im-
proves the accuracy of malware detection on Android
devices. For example, a model combining deep learning
(AlexNet classifier) with hybrid cryptography (ECC
and Blowfish) for detecting ransomware on Android
achieves a detection accuracy of 99.89%, outperform-
ing traditional methods such as Graph Neural Network
(94.76%), Convolutional Neural Network (95.76%), and
Random Forest (96%) (Kalphana et al. 2024).

On the other hand, iOS offers a set of cryptograph-
ic frameworks, notably CryptoKit and CommonCrypto,
which provide access to modern encryption, hashing,
and digital signature algorithms. To enhance security,
iOS also actively uses hardware means, such as the
Secure Enclave, which securely stores keys in isola-
tion and performs critical cryptographic operations,
and OpenSSL, which offers flexible support for a broad
range of cryptographic algorithms. For example, the
comprehensive approach of iOS to data security in-
cludes protection of data “at rest”, during transmis-
sion, and secure communication via SSL/TLS protocols
(Prodduturi, 2025). The comparison of different mobile
platforms was illustrated in Table 2.

Table 2. Comparative analysis of mobile platforms

. TN Opportunities for hybrid and post-
Tool Platform | Algorithm support Features and limitations quantum algorithms
Hardware-secured key storage, limited Secure key storage for AES, RSA, ECC;
Keystore AES. RSA. ECC support for ChaCha20 and post-quantum post-quantum algorithms require
aErtialL |'<Eber’ algorithms external libraries
P it | Optimised for Android, integrated with | Fast for AES, ECC with ARMv8 Crypto
Conscrypt ART, limited support for ChaCha20 and Extensions; post-quantum algorithms
SPHINCS+ require additional libraries
Android Full support for hybrid (AES+ChaCha20,
Bouncy Flexible, but resource-intensive, needs | RSA+ECC) and post-quantum algorithms,
Castle AES, ChaCha20, RSA, optimisation for mobile devices but slower without hardware
ECC, Kyber, Dilithium, acceleration
Spon Falcon, SPHINCS+ Alighter version of Bouncy Castle, Efficient for hybrid and post-quantum
Cpastlgey adapted for Android, but less active algorithms on older devices, supports all
support algorithms
Suitable for hybrid schemes
CryptoKit AES, ChaCha20, ECC, | Modern, i0S-optimised, limited support (ChaCha20+ECC), partial support for
yp partially Kyber for RSA and post-quantum algorithms Kyber, requires OpenSSL for other post-
quantum algorithms
Common- i0S AES, ChaCha20, RSA, Reliable but less flexible, no direct Fl;lcl)sstt_iggaorrl';uf(rlg ngtg;ﬂﬁfnhseggz,i?eUt
Crypto ECC support for post-quantum algorithms external libraries
AES, ChaCha20, RSA, | Flexible but complex integration due to | Supports all hybrid and post-quantum
OpenSSL ECC, Kyber, Dilithium, | the closed iOS ecosystem, high resource | algorithms, but needs optimisation for
Falcon, SPHINCS+ intensity i0S

Notes: SPHINCS - Stateless Practical Hash-based Incredibly Nice Crypto Signature

Source: created by the author

Overall, Keystore is the standard Android mechanism
for securely storing cryptographic keys in an encrypt-
ed, hardware-backed container, ensuring a high level of
data protection. An addition to this is Conscrypt - a cryp-
tographic provider from Google, specifically optimised
for working with TLS and integrated into the ART runt-
ime environment, which contributes to the efficient ex-
ecution of cryptographic operations on Android devices.

For extended algorithm support, Bouncy Castle was
used - a universal cryptographic library offering a wide
range of symmetric, asymmetric, and post-quantum al-
gorithms, including Kyber, Dilithium, and SPHINCS+. For
resource-constrained devices, Spongy Castle is avail-
able - a lightweight and Android-adapted version of
Bouncy Castle that ensures compatibility with legacy
devices while maintaining support for core algorithms.
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On the iOS platform, CryptoKit plays an important
role — a modern framework that supports ChaCha20,
ECC, and is closely integrated with the Secure Enclave
hardware module, enhancing the security of cryp-
tographic operations. Also in use is CommonCrypto - a
low-level C-library from Apple, which focused on imple-
menting basic cryptographic functions with support for
AES, RSA, and ECC, which provides a stable though less
flexible implementation. No less important is OpenS-
SL - a powerful and flexible library supporting all ma-
jor and post-quantum algorithms, including Falcon and
Dilithium; however, its integration into iOS is often
complicated by the closed nature of Apple’s ecosystem.
Thus, these tools create a broad field for selecting op-
timal cryptographic components when building hybrid
security models, allowing the adaptation of algorithms
to the specifics of a given mobile platform.

Therefore, on Android, the hybrid method Cha-
Cha20 + AES provides fast encryption (~2 ms for Cha-
Cha20,~275.6 ms for AES with hardware acceleration),
whereas RSA+ ECC optimises key exchange (~15.8 ms
for ECC versus ~2,532.8 ms for RSA), which is signif-
icantly faster than using RSA alone. On iOS, thanks
to CryptoKit and Secure Enclave, ChaCha20 + AES
achieves comparable encryption speed, and ECC re-
duces load compared to RSA, ensuring better energy
efficiency. The separate use of AES or RSA is slower
and less energy-efficient, especially without hardware
acceleration, whereas the hybrid approach optimises
performance and security, particularly through the use
of Keystore (Android) and Keychain (iOS) for key pro-
tection. Moreover, hybrid algorithms reduce execution
latency and resource consumption, which is critical for
mobile devices. For instance, in the hybrid approach,
ChaCha20 reduces reliance on hardware acceleration,
unlike AES, and ECC provides faster, and more com-
pact key exchange compared to RSA. Although indi-
vidual algorithms like ChaCha20 (~148.4 MB memory
usage) may impose greater memory load than AES
(~17.74 MB), the hybrid method compensates for this
through comprehensive security and adaptability to
various hardware configurations, making it more ef-
fective for mobile applications.

DISCUSSION
The results of this study highlighted that hybrid cryp-
tographic algorithms provide effective protection of
personal data in mobile applications due to the com-
bination of symmetric and asymmetric encryption and
optimisation for the mobile environment. In turn, the
study by V.B. Bhimanapati et al. (2024) applied artificial
intelligence and machine learning to detect vulnera-
bilities and behavioural threats in mobile applications.
Thus, both studies align: the present one - in the field
of cryptographic protection,and the mentioned one - in
the aspect of dynamic monitoring and adaptive security.
The results showed that the proposed hybrid cryp-
tographic algorithms not only enhance the security
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of personal data but are also effectively adapted to
the limited resources of mobile devices, ensuring per-
formance, energy efficiency, and low memory usage.
At the same time, the study by A. Grace (2025) focused
on adaptive solutions for mobile security, which apply
machine learning and behavioural analytics to detect
threats in real time. Both approaches complement
each other: the current study strengthens protection
through cryptographic methods at the data level,
while the cited study was aimed at active threat de-
tection and prevention at the level of user behaviour
and system activity.

The current conclusions also demonstrated that the
integration of symmetric (AES, ChaCha20) and asym-
metric (RSA, ECC) algorithms within hybrid cryptogra-
phy allows achieving a balance between high security
and performance, which is especially important for mo-
bile applications with limited resources. Meanwhile, in
the study by V.R. Kanagavalli & A. Meenakshi (2024),
the main focus was placed on the theoretical analy-
sis of the interrelation between machine learning and
cryptography, in particular - how machine learning can
improve cryptographic methods, or how encryption can
be used to protect models and machine learning data.
Both studies demonstrated the potential for interdisci-
plinary integration, albeit from different perspectives:
the current research focused on the implementation
of hybrid algorithms in mobile environments, whereas
the mentioned study offered a conceptual generalisa-
tion of the interaction possibilities between machine
learning and cryptography.

In addition, in the conducted study, AES-256 was
implemented as a key element of hybrid symmetric
encryption, providing high cryptographic strength, effi-
ciency due to hardware acceleration, and adaptation to
mobile environments with limited resources. Similarly,
in the study by W. Abbas et al. (2025), AES was applied
for message encryption, ensuring fast and reliable pro-
tection of personal messages in mobile networks, com-
patible with most Android devices. The results of both
studies align, confirming the high efficiency of AES in
mobile environments as a universal tool for the protec-
tion of confidential data.

The conclusions of this study emphasised that the
implementation of hybrid cryptographic algorithms,
particularly using AES, ChaCha20, RSA, and ECC, not
only increases the level of protection of personal data
in mobile applications but also takes into account
the requirements for data confidentiality and security
in the modern digital environment. Similarly, in the
study by PM. Bandara et al. (2025), the importance of
cryptographic technologies such as encryption and
anonymisation for complying with international data
protection standards, particularly the General Data
Protection Regulation (2016) and the California Con-
sumer Privacy Act (2018),was highlighted. Both studies
complement each other, showing that cryptographic
solutions can serve as both a technical means of data
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protection and a tool for ensuring compliance with
privacy legislation.

The ChaCha20 algorithm analysed in this study is
a high-performance stream cipher optimised for mo-
bile applications with limited resources, where it, as
part of a hybrid scheme with AES-256, provides a bal-
anced compromise between security and performance,
in particular due to its fast software implementation
and moderate energy consumption, although it requires
some memory optimisation. In the study by F.A. Fa-
dhil et al. (2024), ChaCha20 was applied for encrypting
data before hiding these data in video frames using the
Laplacian of Gaussian algorithm, which demonstrated
high speed, reliable protection, and preservation of vid-
eo quality, confirmed by experimental metrics. There-
fore, the results of the current study confirmed the
conclusions of the mentioned study, demonstrating the
versatility and efficiency of ChaCha20 for both mobile
cryptography and multimedia information protection.

Regarding the RSA algorithm, the current results
indicated that it provides a high level of security but
involves significant computational costs and slow key
generation, which Llimits its efficiency on mobile de-
vices. Similarly, the authors Y. Gao et al. (2023), in the
blockchain model, applied RSA for data encryption and
digital signing, noting its high cryptographic strength
but also emphasising the need for optimisation due to
high computational load. This coincides with the cur-
rent conclusions regarding the limitations of RSAin the
mobile environment.

The results of this study generally align with the
findings presented in the work by Z. Chen et al. (2023),
which proposed a hybrid cryptographic algorithm Hy-
brid AES and ECC, combining symmetric data encryp-
tion using AES and asymmetric key encryption using
ECC. As in the current study, the authors emphasised
the efficiency of the hybrid approach in enhancing se-
curity, optimising key management, and ensuring a bal-
ance between performance and protection. Both studies
demonstrated the advantages of hybrid cryptography
under resource constraints: in this case - mobile appli-
cations, in the mentioned study - blockchain systems.

The conducted study emphasised that ECC pro-
vides high cryptographic strength, fast key generation
(~15.8 ms), and low energy consumption in mobile ap-
plications. Moreover, in the study by Y. Yan (2022), ECC
was noted as one of the strongest and most efficient
modern cryptographies, capable of optimisation through
hardware acceleration. Thus, both studies agree in the
conclusion that ECC is the optimal choice for secure
and efficient encryption under limited mobile resources.
While the current work focused on the implementation
of hybrid algorithms for the mobile environment, includ-
ing RSA and ECC, the study by C. Gitonga (2025) analysed
the risks for these algorithms in the context of quantum
attacks and considered post-quantum alternatives such
as CRYSTALS-Kyber and SPHINCS+. That is, the current
work has an advantage in the applied aspect, as it offers
adapted solutions for modern mobile platforms.

Whereas the present study focused on the imple-
mentation of hybrid cryptographic algorithms for the
protection of personal data in mobile applications, the
work by F. Ogwara et al. (2025) concentrated on the
application of machine learning and stochastic meth-
ods for threat detection in mobile cloud computing
environments. Both approaches are complementary:
the current work proposed universal solutions for data
encryption and storage, while the other study focused
on dynamic monitoring and anomaly detection. The
advantage of the current approach lies in its lower
implementation complexity and compatibility with a
wide range of mobile platforms without the need for
cloud infrastructure.

In discussing the effectiveness of hybrid cryp-
tographic schemes for protecting personal data in
mobile applications, it is instructive to reference
VV. Lukichov et al. (2023), who proposed an adaptive
multi-layer protection method combining steganog-
raphy and cryptography. Their approach demonstrates
how these two techniques can synergistically enhance
resistance to attacks, assessed using metrics such as
MSE and PSNR. Compared to their work, the proposed
hybrid scheme similarly integrates symmetric encryp-
tion with asymmetric authentication mechanisms
(e.g. AES with RSA or ECC), aiming to achieve a balance
of confidentiality and integrity tailored to mobile envi-
ronments. Additionally, the study by V.I. Malinovskyi et
al. (2024) presented a mathematical model for evalu-
ating cyber-threats and informational impacts within
microcontroller systems. Their analysis of specific risk
vectors and threat dynamics provides a useful par-
allel to the mobile application context described in
this study, where separation of key management (via
ECC/RSA) and symmetric encryption modules enhances
both scalability and robustness.

In general, this study implemented a hybrid sym-
metric encryption approach combining AES-256 and
ChaCha20, which enabled a balance between perfor-
mance and security on mobile devices. Compared to the
results of M. Vinothkumar & S. Ram (2025), who pro-
posed a modified AES with chaotic key generation to
enhance the security of electronic documentation, the
current implementation demonstrates lower computa-
tional costs and better suitability for the mobile envi-
ronment due to AES hardware acceleration support and
the software efficiency of ChaCha20.Although the men-
tioned approach strengthens the dynamic nature of
keys, it requires more complex integration into mobile
platforms. In turn, compared to the study by W.B. Nu-
groho et al.(2024), in which ChaCha20 was successfully
applied for image encryption, the current approach was
aimed not only at images but at universal encryption
of textual data in mobile applications, providing addi-
tional resistance through cascading encryption and key
storage via Keystore/Keychain.

The conclusions of this study regarding RSA (key
generation ~2,532.8 ms) confirmed that not only
its high reliability but also its limitations in mobile
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environments due to significant computational costs,
which aligns with the findings of J.C.Vimala (2023), who
emphasised its advantages in cloud security but ac-
knowledged implementation complexity. In turn, R. Al-
sowail (2025) demonstrated the efficiency of ECCin vid-
eo encryption with an encryption time of 4.49 seconds
and security of 98.5%. At the same time, the current
approach using ECC (Central Processing Unit ~15.8 ms)
confirmed its speed and resource efficiency for mobile
applications, making the combined use of RSA and ECC
an optimal solution.

Additionally, the current conclusions regarding the
hybrid use of cryptographic algorithms are consistent
with the results of the study by Z. Yasqi et al. (2025),
which confirmed the efficiency of combining symmetric
(ChaCha20) and asymmetric (RSA) algorithms to ensure
reliable data protection against various cyber threats.
Both studies note successful encryption and decryption
operation, as well as confirm the system’s resistance
to unauthorised access. Meanwhile, the present study
focuses on performance optimisation and energy effi-
ciency in the mobile environment, which is a logical
continuation of the directions proposed by the authors
for further development - improving algorithm effi-
ciency and reducing execution time.

Thus, the results of the study confirmed that hy-
brid cryptographic algorithms are an effective and
practical solution for the protection of personal data
in mobile applications, ensuring a balance between
security, performance, and resource efficiency. The
proposed approaches were adapted to the specifics
of the mobile environment and meet modern require-
ments for confidentiality and information protection.
The implementation of such solutions will contrib-
ute to raising the overall level of cybersecurity in
mobile technologies.

CONCLUSIONS

At the first stage of the study, a concept of hybrid en-
cryption was proposed, combining symmetric (AES,
ChaCha20) and asymmetric (RSA, ECC) cryptographic
algorithms with the aim of achieving a balance be-
tween performance, security, and efficient use of mobile
device resources. The results demonstrated the practi-
cal implementation of two variants of the hybrid ap-
proach in Python: symmetric double encryption using
AES-256 and ChaCha20, as well as a scheme for secure
transmission of a symmetric key using RSA and key ex-
change based on ECC (X25519). The obtained results
emphasised the correctness of both approaches, con-
firming the feasibility for mobile applications, where
limited computational resources require optimisation
of cryptographic solutions without compromising the
level of personal data protection.
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The second stage of the study showed that effec-
tive integration of hybrid cryptographic algorithms into
mobile applications is only possible with a deep under-
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mental base through testing on various devices and
long-term monitoring of resource consumption, as
well as to analyse the possibilities of adaptive in-
tegration of hybrid and post-quantum cryptographic
algorithms depending on the dynamics of the envi-
ronment and security threats.

ACKNOWLEDGEMENTS
None.

FUNDING
None.

CONFLICT OF INTEREST
None.

[1] Abbas, W., Joshua, S.R., Abbas, A., & Lee, J-H. (2025). An end-to-end GSM/SMS encrypted approach for
smartphone employing advanced encryption standard (AES). ArXiv. doi: 10.48550/arXiv.2503.18859.

Bulletin of Cherkasy State Technological University, Vol. 30, No. 3, 2025



https://doi.org/10.48550/arXiv.2503.18859

Development and testing of the effectiveness...

[2] Ali, AK., Raza, A., & Arif, H. (2025). Al-driven dynamic selection of post-quantum algorithms for mobile
application security. Asian Bulletin of Big Data Management, 5(2), 51-62. doi: 10.62019/eg34ar93.

[3] Alsowail, R. (2025). Advanced video encryption using the opposition lotus effect-elliptic curve cryptography
in signal processing applications. Signal Image and Video Processing, 19(5), article number 409. doi: 10.1007/
s11760-025-03899-x.

[4] Bandara, PM., Abeyrathne, P, & Sandirigama, M. (2025). Cryptographic technologies for guaranteeing
compliance of data privacy to international data protection laws - a preliminary study. In D. Dahanayake &
M. Rabindrakumar (Eds.), Transformative applied research in computing, engineering, science and technology (pp.
237-243). London: CRC Press. doi: 10.1201/9781003616368-32.

[5] Bhimanapati, V.B., Jain, S., & Pandian, PK. (2024). Security testing for mobile applications using Al and ML
algorithms. Journal of Quantum Science and Technology, 1(2), 44-58. doi: 10.36676/jgst.v1.i2.15.

[6] Borysenko,O., & Tymoshenko,A.(2024).0verview of personal data protection methods in the cloud environment.
Infocommunication and Computer Technologies, 1(7), 31-34. doi: 10.36994/2788-5518-2024-01-07-04.

[7] California Consumer Privacy Act. (2018, June). Retrieved from https://oag.ca.gov/privacy/ccpa.

[8] Chen, Z, Gu, J., & Yan, H. (2023). HAE: A hybrid cryptographic algorithm for blockchain medical scenario
applications. Applied Sciences, 13(22), article number 12163. doi: 10.3390/app132212163.

[9] Fadhil, F.A., Tawfig, F., & Thamer, M. (2024). Enhancing data security using laplacian of gaussian and
Chacha20 encryption algorithm. Journal of Intelligent Systems, 33(1), article number 20240191. doi: 10.1515/

jisys-2024-0191.

[10] Fan, H., Meng, L., Zheng, F., Mingyu, W., & Bowen, X. (2022). Black-box testing of cryptographic algorithms
based on data characteristics. In J. Lin & Q. Tang (Eds.), Applied cryptography in computer and communications
(pp. 153-169). Cham: Springer. doi: 10.1007/978-3-031-17081-2_10.

[11] Gao, VY., Guo, L., & Zhang, T. (2023). Exploring and envisioning the application of blockchain technology
for privacy data protection. Applied and Computational Engineering, 19(1), 123-131. doi: 10.54254/2755-
2721/19/20231020.

[12] General Data Protection Regulation. (2016, May). Retrieved from https://gdpr-info.eu/.

[13] Gitonga, C.(2025). The impact of quantum computing on cryptographic systems: Urgency of quantum-resistant
algorithms and practical applications in cryptography. European Journal of Information Technologies and
Computer Science, 5(1), 1-10. doi: 10.24018/compute.2025.5.1.146.

[14] Gour,A.,Malhi,S.S.,Singh, G., & Kaur, G.(2024). Hybrid cryptographic approach: For secure data communication
using block cipher techniques. E3S Web of Conferences, 556, article number 01048. doi: 10.1051/
e3sconf/202455601048.

[15] Grace, A. (2025). Advancements in mobile device security: Developing Al-powered applications for enhanced
protection. Retrieved from https://www.researchgate.net/publication/389173473 Advancements_in_Mobile_
Device_Security Developing Al-Powered Applications_for_Enhanced_Protection.

[16] Kalphana, K.R., Aanjankumar, S., Surya, M., Ramadevi, M.S., Ramela, K.R., Anitha, T., Nagaraj, N., & Ramaswamy,
K. (2024). Prediction of android ransomware with deep learning model using hybrid cryptography. Scientific
Reports, 14(1), article number 22351. doi: 10.1038/541598-024-70544-x.

[17] Kanagavalli, V.R., & Meenakshi, A. (2024). A survey of cryptographic data protection and machine learning. In
J.A.Ruth, V.G. Mahesh, P. Visalakshi, R. Uma & A. Meenakshi (Eds.), Machine learning and cryptographic solutions
for data protection and network security (pp. 1-11). London: I1GI Global. doi: 10.4018/979-8-3693-4159-9.ch001.

[18] Khalid, R., Najat, Z., & Sayda, SJ. (2025). A hybrid approach to cloud data security using ChaCha20 and ECDH
for secure encryption and key exchange. Kurdistan Journal of Applied Research, 10(1), 66-82. doi: 10.24017/
science.2025.1.5.

[19] Lukichov, VV., Baryshey, YV., Kondratenko, N.R., & Malinovskyi, V.I. (2023). Adaptive multi-layer information
protection method combining steganography and cryptography. Information technology and computer
engineering, 3,4-11. doi: 10.31649/1999-9941-2023-58-3-4-11.

[20] Malinovskyi, V.I., Kupershtein, L.M., & Lukichov, V.V. (2024). A mathematical model for assessing cyber-threats
and informational impacts in microcontrollers. Information technology and computer engineering, 59(1), 69-82.
doi: 10.31649/1999-9941-2024-59-1-69-82.

[21] Muthaura, A., & Kandiri, J. (2024). Data protection in healthcare information systems using cryptographic
algorithm with Base64 512 bits. Open Journal for Information Technology, 7(1), 11-22. doi: 10.32591/coas.
0jit.0701.02011m.

[22] Neve,R., & Bansode, R.(2024). Attack analysis on hybrid-SIMON-SPECKey lightweight cryptographic algorithm
for loT applications. Indian Journal of Science and Technology, 17(10),932-940. doi: 10.17485/1)ST/v17i10.2811.

[23] Nugroho,W.B.,Susanto,A.,Sari,A.,Rachmawanto,E.H., & Doheir,M.(2024).Arobust and imperceptible for digital
image encryption using Chacha20. Jurnal Teknik Informatika, 5(2), 397-404. doi: 10.52436/1.jutif.2024.5.2.1470.

Bulletin of Cherkasy State Technological University, Vol. 30, No. 3, 2025



https://doi.org/10.62019/eq34ar93
https://doi.org/10.1007/s11760-025-03899-x
https://doi.org/10.1007/s11760-025-03899-x
https://doi.org/10.1201/9781003616368-32
https://doi.org/10.36676/jqst.v1.i2.15
https://doi.org/10.36994/2788-5518-2024-01-07-04
https://oag.ca.gov/privacy/ccpa
https://doi.org/10.3390/app132212163
https://doi.org/10.1515/jisys-2024-0191
https://doi.org/10.1515/jisys-2024-0191
https://doi.org/10.1007/978-3-031-17081-2_10
https://doi.org/10.54254/2755-2721/19/20231020
https://doi.org/10.54254/2755-2721/19/20231020
https://gdpr-info.eu/
https://doi.org/10.24018/compute.2025.5.1.146
https://doi.org/10.1051/e3sconf/202455601048
https://doi.org/10.1051/e3sconf/202455601048
https://www.researchgate.net/publication/389173473_Advancements_in_Mobile_Device_Security_Developing_AI-Powered_Applications_for_Enhanced_Protection
https://www.researchgate.net/publication/389173473_Advancements_in_Mobile_Device_Security_Developing_AI-Powered_Applications_for_Enhanced_Protection
https://doi.org/10.1038/s41598-024-70544-x
https://doi.org/10.4018/979-8-3693-4159-9.ch001
https://doi.org/10.24017/science.2025.1.5
https://doi.org/10.24017/science.2025.1.5
https://doi.org/10.31649/1999-9941-2023-58-3-4-11
https://doi.org/10.31649/1999-9941-2024-59-1-69-82
https://doi.org/10.32591/coas.ojit.0701.02011m
https://doi.org/10.32591/coas.ojit.0701.02011m
https://doi.org/10.17485/IJST/v17i10.2811
https://doi.org/10.52436/1.jutif.2024.5.2.1470

V. Yasenenko

[24] Nwatuzie, G.A., ljiga, O.M., Idoko, I.P, Enyejo, L.A., & Ali, E.O. (2025). Design and evaluation of a user-centric
cryptographic model leveraging hybrid algorithms for secure cloud storage and data integrity. American Journal
of Innovation in Science and Engineering, 4(2), 49-65. doi: 10.54536/ajise.v4i2.4482.

[25] Ogwara, F., Petrova, K., Yang, M.L., & MacDonell, S.G. (2025). Mindpres: A hybrid prototype system for
comprehensive data protection in the user layer of the mobile cloud. Sensors, 25(3), article number 670.
doi: 10.3390/525030670.

[26] Pitale, R.R., Tajane, K.D., Mahajan, P.B., Nehate, N.S., Mulimani, AJ., & Lokhande, D.S. (2024). Cryptographic
algorithm development and application for encryption and decryption. In D. Goyal, A. Kumar, D. Singh, M.
Paprzycki, P. Jain, B.B. Gupta & U.P. Singh (Eds.), ICIMMI ‘23: Proceedings of the 5th international conference on
information management & machine intelligence (article number 27). New York: Association for Computing
Machinery. doi: 10.1145/3647444.3647853.

[27] Prodduturi, S.M. (2025). Cryptography in iOS: A study of secure data storage and communication techniques.
International Journal on Science and Technology, 16(1). doi: 10.71097/1)SAT.v16.i1.1403.

[28] Sayed, M.A. (2024). A comparative study of machine learning-based and traditional cryptographic methods for
personal data encryption. ResearchGate. doi: 10.13140/RG.2.2.33661.88803.

[29] Semerenska, V. (2025). Quantum-resistant cryptographic algorithms for critical infrastructures. Visnyk of
Kherson National Technical University, 2(1), 204-209. doi: 10.35546/kntu2078-4481.2025.1.2.27.

[30] Sereda, A., Datsenko, I., Pavlenko, V., & Samarai, V. (2023). Stability and efficiency of cryptographic algorithms
used in mobile devices. Infocommunication and Computer Technologies, 2(4), 178-190. doi: 10.36994/2788-
5518-2022-02-04-21.

[31] Vimala, J.C. (2023). Securing cloud environments: A comparative analysis of RSA and MRGA for enhanced data
protection. Journal on Cloud Computing, 10(1), 38-46. doi: 10.26634/jcc.10.1.19937.

[32] Vinothkumar, M., & Ram, S. (2025). Blockchain-based modified AES with chaotic random key generation for
secured E-medical data sharing. CLE/ Electronic Journal, 28(2). doi: 10.19153/cleie].28.2.14.

[33] Yan, Y. (2022). The overview of elliptic curve cryptography (ECC). Journal of Physics Conference Series, 2386,
article number 012019. doi: 10.1088/1742-6596/2386/1/012019.

[34] Yasqi, Z., Hayaty, N., & Bettiza, M. (2025). Cryptography of Chacha20 and RSA algorithms for text security.
Journal of Computer Networks Architecture and High Performance Computing, 7(1), 290-301. doi: 10.47709/
cnahpc.v7il.5345.

Bulletin of Cherkasy State Technological University, Vol. 30, No. 3, 2025



https://doi.org/10.54536/ajise.v4i2.4482
https://doi.org/10.3390/s25030670
https://doi.org/10.1145/3647444.3647853
https://doi.org/10.71097/IJSAT.v16.i1.1403
https://doi.org/10.13140/RG.2.2.33661.88803
https://doi.org/10.35546/kntu2078-4481.2025.1.2.27
https://doi.org/10.36994/2788-5518-2022-02-04-21
https://doi.org/10.36994/2788-5518-2022-02-04-21
https://doi.org/10.26634/jcc.10.1.19937
https://doi.org/10.19153/cleiej.28.2.14
https://doi.org/10.1088/1742-6596/2386/1/012019
https://doi.org/10.47709/cnahpc.v7i1.5345
https://doi.org/10.47709/cnahpc.v7i1.5345

Development and testing of the effectiveness...

Po3po6ka Ta TectyBaHHA epeKTUBHOCTI ri6puaHUX KpuntorpadiuHmMx anropuTmis
ANA 3aXMCTY NePCOHANbHUX AAHMX Y MOBINbHUX AoAATKAX

Bitanii ceHeHko

MaricTp, cTapwmii po3po6HUK NpOrpaMHoOro 3abesneyeHHs
TP-Link

92618, Byn. TexHonoriw, 36, M. IpeaiH, CLLUA
https://orcid.org/0009-0004-4801-9541

AHoTauif. 3i CTpiMKMM 3pOCTaHHAM KinbKOCTi MOBINbHUX A0AaTKIB Ta 06cary o6pobntoBaHMX NepCoOHaNbHUX
[aHMX NiaBULLYETbCS NoTpeba y BNpoBagXeHHi edekTMBHUX 3aco6iB iXHbOro 3axucty. Meta poboTu nondrana B
po3pobui ribpuaHux kpunTorpadiyHMX anroOpuTMIB i B aHANi3i MOXIMBOCTEW iX iHTerpauii B MobinbHi nonatkm ons
NiABULLEHHS PiBHSA 3aXMCTY NEPCOHaNbHUX AaHMX. Y AOCNILXEHHI peani3oBaHo ribpuaHi kpuntorpadiyHi anroputmu,
SKi NOEAHYHOTb CUMETPUYHI Ta AaCUMETPUYHI METOAM WIMPPYBAHHS, NPOBEAEHO MOAENIOBAHHS iXHbOT po60TH Ha
npuKnagi nporpaMHUX Moaynis Moot Python, a TakoX 34iMCHEHO OLHKY X ePeKTUBHOCTI 3 ypaXyBaHHAM
XapakKTepucTuK MobinbHOro cepenoBumila. OCHOBHI pe3ynbTaTy NOKasau, WO NOEAHAHHA aAropUTMiB CUMETPUYHOTO
wudpyBaHHa Advanced Encryption Standard i ChaCha20 3abe3neuvye noBHe 36epexeHHs AaHUX Npy AelndpyBaHHi
Ta A03BONSAE 3MEHWMUTU PU3MKM KOMNPOMETaLLiT 3aBAAKM ABOLWAPOBINA CTPYKTYpi WndpyBaHHS. TaKoX BCTaHOBNEHO,
WO Mif Yac TeCTYBaHHA aCMMETPUUYHUX METOAIB anropmutM Rivest-Shamir-Adleman ycniwHO 3axXUWAE CUMETPUYHI
Kntoui, a anropuTMm Elliptic Curve Cryptography 3a6e3neuye 064nCIeHHS CMiNbHOTO CEKpeTy ABOMA CTOpOHaMu be3
nepegadi CamMoro K/wua, Lo NiaBULLYE CTIMKICTb A0 NepexonneHHs. PesynstaTv nporpamHoi peanisauii niatsepaunm
iDEHTUYHICTb BXiAHWX | BUXIGHUX AaHUX, WO 3aCBIAYYE HAAIMHICTD MiGPUAHOro Niaxony A0 WKdpyBaHHS. 3 iHWOro
60Ky, Ha Android nnatpopmax Keystore, Bouncy Castle, Spongy Castle i Conscrypt 3abe3neuytoTb WwWBKUAKE
wudpysaHHa Advanced Encryption Standard (~275,6 MinicekyHa, 3 anapatHuM npuckopeHHam) i ChaCha20
(~2 minicekyHaM), a Takox edekTuBHUIM 0OMiH kntoyamm yepes Elliptic Curve Cryptography (~15,8 minicekyHpa)
nopieHaHo 3 Rivest-Shamir-Adleman (~2532,8 MinicekyHg), 3 NiATPUMKOI MOCTKBAHTOBMX anropuTMmiB. Ha iPhone
Operating System nnatpopmax CryptoKit, CommonCrypto i Open Secure Sockets Layer 3abe3neuytoTb CXOXy
WwBmaKicTb WudpysaHHg, a Secure Enclave ontumisye Elliptic Curve Cryptography, xo4a noOCTKBaHTOBI anropuTMu
noTpebytoTb [,0AATKOBOT ONTUMI3aLii. [I6pMAHMIA NiaXif 3HWXKYE BUKOPUCTAHHA NaMaTi, WO pobuTb anropuTMu
edeKTMBHUMM Ans MoBinbHMX NpUcTpoiB. OTpUMaHi pe3ynsTaTi MOXYTb BUKOPUCTOBYBATU PO3POOHUKM MOBINbHMX
[OAATKIB ANS NOKPALEHHS 3aXUCTY AaHMX Y GiIHAHCOBUX, MEAUYHUX Ta KOPNOPATUBHUX CUCTEMAX Ha CMapThOHax
3 onepauinHumMmn cuctemamm Android i iPhone

KntouoBi cnoBa: poswmpenuii ctaHaapt wudpysaHHg; ChaCha20; Rivest-Shamir-Adleman; kpuntorpadis Ha OCHOBI
eninTuyHux Kpueux; Android; onepauiiHa cucteMa iPhone
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Abstract. Protecting VolP systems from DDoS attacks is a critical issue, as such attacks can lead to significant
financial losses and a decline in the quality of service for users. Existing methods of detecting attacks are based
on signature analysis or traditional rules, which limits their effectiveness in cases of new or modified attacks.
The aim of this work was to develop a method for detecting DDoS attacks in VoIP systems based on machine
learning, which provides high accuracy in classifying abnormal traffic. To achieve this goal, methods of network
traffic analysis, machine learning, and statistical evaluation of model effectiveness were used. The main research
tool was a multilayer perceptron neural network trained on real network traffic. As a result of this research, a
model was developed and tested that demonstrated high accuracy in detecting attacks. A comparative analysis
of the effectiveness of the developed model with other approaches was carried out. The proposed method was
integrated into the Asterisk environment through the Asterisk Manager Interface, which made it possible to
monitor SIP traffic in real time, analyse it using a trained model, and automatically block attacking IP addresses
through IPTables or Fail2Ban. Based on the results of the model comparison by metrics, the best model was
selected and an algorithm for protecting VolP from DDoS was developed based on it. The practical value of the
work lies in the development of an effective method for protecting VolP systems, which can be used to improve
the level of security in telecommunications networks. The proposed approach can be scaled and adapted to
different network infrastructure configurations

Keywords: IP telephony; SIP; Asterisk; neural network; cybersecurity

INTRODUCTION

Distributed Denial of Service (DDoS) attacks have be-  aim to overwhelm the target system by flooding it with
come one of the most pervasive threats to modern net-  massive amounts of traffic, causing service disruptions,
works, particularly in real-time communication systems  degraded quality, or complete downtime. The grow-
such as Voice over IP (VoIP) networks. These attacks ing reliance on VolP for both personal and business
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communication makes DDoS attacks particularly dis-
ruptive, as they not only affect the availability of the
service but also the quality of communication. Conse-
quently, DDoS detection and mitigation in VoIP sys-
tems are critical research areas within the broader field
of network security.

Moreover, the integration of deep learning tech-
niques has further advanced the field. A. Hekmati et
al. (2023) proposed the use of correlation-aware neural
networks for DDoS detection in loT systems, emphasis-
ing the importance of capturing the relationships be-
tween different network parameters for more accurate
detection. This insight has been directly applied in the
current study, where various traffic metrics (e.g., packet
loss, jitter, and delay) were incorporated into the ma-
chine learning model, thereby improving the ability to
detect subtle attack patterns in VolIP traffic.

In addition to machine learning, autoencoders have
become an important tool for anomaly detection, as
highlighted by D. Ilin & I. Starinskyi (2023). Autoencod-
ers are unsupervised learning models that can recon-
struct input data and detect anomalies by identifying
deviations from the reconstructed patterns. This tech-
nique is particularly effective in situations where the
attack patterns are not well-defined or previously seen.
By incorporating autoencoders into detection model
presented in this research, authors plan to improve
the detection of new, previously unseen DDoS attacks
that do not match typical attack signatures. The work
of M. Chornobuk et al. (2023) explored the problem of
detecting DDoS attacks - specifically SYN flood, ICMP
flood, and UDP flood - by reviewing existing machine
learning-based methods (neural networks, SVM, deci-
sion trees). The researchers proposed their own deci-
sion tree-based model, trained it on a public dataset
of 104,345 records and 23 features (IP address, port,
bytes, etc.), rejected features that could cause overfit-
ting, and performed 5-fold stratified cross-validation;
the model demonstrated an average classification ac-
curacy of 0.94 (0=0.06), demonstrating its ability to ef-
fectively identify malicious traffic in conditions close to
real-world conditions, with the possibility of practical
application on network equipment for filtering or alerts.

The application of hybrid deep learning models has
proven to be particularly effective in the detection of
flooding DDoS attacks, as demonstrated by B. Habib &
F. Khurshid (2024). The inclusion of both Long Short-
Term Memory (LSTM) networks, which capture tempo-
ral dependencies, and Convolutional Neural Networks
(CNNs), which can identify spatial paterns in network
traffic, offers a promising direction for enhancing the
robustness of the detection model in future studies.
The use of hybrid LSTM-CNN models to detect time-
based DDoS attacks presented an innovative approach
that can further be adapted to VolP systems.

In cybersecurity environment, traditional DDoS
detection systems are primarily focused on recording
attacks that are already active or ongoing, which limits

their ability to respond proactively. Some researchers
proposed predicting the start of an attack before it oc-
curs. In their work, V.A. Savchenko & B.S. Stepanchen-
ko (2024) developed a model that predicts the expected
behaviour trajectory of each connection using an ana-
lytical a posteriori approach and, based on this, detects
abnormal deviations that may signal slow DDoS attacks
(e.g., RUDY). The method includes a linear representa-
tion of a random process, trajectory extrapolation, and
comparison with threshold values, resulting in the abil-
ity to accurately predict the start of an attack before ir-
reversible service degradation occurs. Simulations have
shown that after just 90 seconds of observation, the
prediction has an error of less than 5%, allowing anom-
alies to be detected with a high degree of confidence.
However, the method has limitations, including sensi-
tivity to the quality of input data, the need for precise
threshold settings, high computational complexity, and
limited adaptability to new or mixed types of attacks.
V. Gnatyuk & I. Gorbachov (2024) proposed the develop-
ment of a hybrid optimisation model, which will com-
bine Al and machine learning for automatic adjustment
and improvement of communication quality based on
real data on load and traffic quality. This research can be
the basis for the development of effective detection of
DDoS attacks inVolP systems based on machine learning.

In conclusion, DDoS detection in VoIP systems re-
mains a challenging but essential problem. The rapid
advancement of machine learning techniques, includ-
ing deep learning, ensemble methods, and autoen-
coders, provides promising solutions to this problem.
By leveraging these techniques, this study aimed to
contribute to the growing body of research on DDoS
detection and provide a robust, scalable model for pro-
tecting VolP systems from disruptive attacks. The aim
of this study was to analyse modern scientific sources
on DDoS detection in VoIP systems and to develop a
method for detecting DDoS attacks in VolIP systems us-
ing machine learning.

MATERIALS AND METHODS

The research was conducted in several stages, each
addressing a specific objective aligned with the over-
all goal of the study. At the first stage, a comprehen-
sive analysis of scientific sources was conducted. This
involved studying modern approaches to DDoS attack
detection in VolP systems to identify current trends,
strengths, and limitations. Content analysis and com-
parative analysis methods were employed to system-
atically review the literature. Particular attention was
given to the use of deep learning techniques (such as
LSTM and CNN) and ensemble methods (such as Ran-
dom Forest) for anomaly detection. These methods
provided a foundation for selecting the most suitable
machine learning approaches for the development
of the proposed detection method. The second stage
focused on data sampling and preparation for model
training and evaluation. The CICDD0S2019 dataset was
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selected as the primary source of data due to its com-
prehensive collection of network traffic, which includes
a wide range of DDoS attack types. Data preprocessing
steps included feature normalisation to standardise the
scale of input attributes and class balancing to prevent
bias toward the majority class. These steps were crucial
to ensure effective model training and to enhance the
model’s ability to detect attack patterns accurately.

In the third stage, the DDoS attack detection method
was developed. Several machine learning models were
constructed, specifically a Multilayer Perceptron (MLP)
neural network and the Random Forest ensemble classi-
fier. The choice of these models was based on literature
findings highlighting their high performance in network
anomaly detection tasks. Model hyperparameters were
optimised using cross-validation techniques to maxim-
ise classification accuracy and generalisation capabili-
ties. Special attention was given to the characteristics
of VoIP traffic, such as latency, jitter, and call intensity, to
tailor the models to the specific nature of the problem.

The fourth stage involved performance evaluation
of the developed detection method. Evaluation met-
rics included Precision, Recall, F1-score, and the Area
Under the Receiver Operating Characteristic Curve
(AUC-ROC). These metrics provided a comprehensive
assessment of the model’s ability to correctly identi-
fy DDoS attacks while minimising false positives and
false negatives. Testing was carried out on a separate
validation dataset not used during training to ensure
an unbiased evaluation of the model’s performance. At
the fifth stage, the developed model was integrated
into a VolP system based on the Asterisk platform. Inte-
gration was implemented using the Asterisk Manager
Interface (AMI), enabling real-time monitoring of in-
coming and outgoing traffic and facilitating the imme-
diate detection of potential DDoS attacks. The models
were developed in Java, leveraging the Weka library,
which offers a wide range of machine learning algo-
rithms and tools for easy integration. Network traffic
was further analysed using Wireshark and specialised
network monitoring tools, providing an additional lay-
er of verification for attack detection.

All experiments were conducted within a test VolP
infrastructure consisting of an Asterisk server, SIP client
phones, and DDoS attack emulators. This setup allowed
for the simulation of real-world operational conditions
and rigorous evaluation of the detection method under
varying attack intensities and traffic loads. Data anal-
ysis and processing were performed using Java, with
platforms such as Apache Spark (MLLib), which provides
a Java API for handling large datasets and implement-
ing machine learning algorithms. These tools are well
suited for scalable network traffic analysis. DeeplLearn-
ing4J) (DL4J) - a deep learning library that supports neu-
ral networks and integration with Hadoop and Spark.
Weka - a convenient machine learning library, has a
GUI and API for Java. Suitable for testing algorithms,
but not so flexible for deep analysis of large datasets.
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Massive Online Analysis (MOA) - a Weka extension for
streaming data processing, useful for real-time.

Practical implementation of the proposed research
methodology is detailed below. To conduct the re-
search, a search was first carried out for open datasets
that may be suitable for analysing DDoS attacks in VolP
systems, including: CICDD0S2019 - one of the most
popular datasets for studying DDoS attacks, containing
more than 12 types of attacks, including UDP Flood,
SYN Flood, DNS Flood, SIP Flood (which is important
for VoIP), UNSW-NB15 - a general network dataset that
contains both regular traffic and various cyber threats,
including DoS/DDoS, including more than 2 million re-
cords with 49 network characteristics, SIP DDoS Data-
set (VolP-focused) - a specialised dataset for attacks on
the SIP protocol (Session Initiation Protocol), which is
often used in VolP, including legitimate SIP traffic and
attack packets (SIP Flood, INVITE Flood). Considering
the case of combining different datasets CICDD0S2019
and SIP DDoS Dataset, which will help make the model
more resistant to the variability of attacks, they should
be standardised to a unified format (e.g., normalise fea-
tures, remove duplicates, balance classes), before train-
ing the models. After loading the datasets, it is worth
checking whether their attributes match (e.g., whether
they have common network characteristics) and what
features of each of them can affect the models.

When implementing an anomaly detector in VoIP
systems using Java, platforms such as Spark MLLlib and
DL4J are considered appropriate choices due to their
strong support for scalable machine learning and in-
tegration capabilities. Java provides significant advan-
tages for production environments, particularly for
integration with real VolP infrastructures. The imple-
mentation process involved dataset processing, model
creation and training, evaluation of results, and poten-
tial system integration.

Dataset processing is carried out by reading the
CICDD0S2019 and SIP DDoS datasets using libraries
such as Apache Commons CSV or OpenCSV, followed
by feature unification and normalisation to ensure
consistency in data structure. For model creation and
training, machine learning libraries such as MLLib
(Apache Spark) or DL4) are employed, enabling the
development of anomaly detection models based on
algorithms like Isolation Forest, One-Class SVM, and
neural networks. Model evaluation is conducted by
calculating standard performance metrics, including
precision, recall, and F1-score, allowing for the com-
parison of different approaches and the selection of
the most effective model for detecting DDoS attacks
in VoIP systems. In cases where integration with op-
erational systems is required, the detector can be im-
plemented as a microservice using Spring Boot with a
REST API interface, facilitating its deployment in re-
al-time environments. The proposed DDoS attack de-
tection method significantly improves the security of
VolP systems by effectively analysing network traffic
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and identifying anomalies using advanced machine
learning techniques. The methodology described en-
sures reproducibility by other researchers, thereby con-
firming its scientific validity and practical relevance.

RESULTS
The mathematical representation of the anomaly de-
tection method in VolP systems during DDoS attacks us-
ing machine learning can be outlined in several stages:

Stage 1. Dataset Preparation.

Let D={(x,,¥,), (X,, ¥,),..., (x ,¥ )} - this is a dataset where

x.€ R_ - feature vector for the /-th observation
(which may include, for example, delay, packet loss,
bandwidth, etc.),

v,€{0,1} - class label for the i-th observation, where
it indicates the presence of an anomaly (DDoS attack),
and it denotes normal behavior.

Stage 2. Model Training. A machine learning mod-
el is applied f(x; 6) where f is the chosen model (e.g.,
logistic regression, SVM, or a neural network), and 6 -
represents the model parameters to be optimised. The
task is to find the parameters 6 that minimise the loss
function L, which, for a classification problem, can be,
for example, the cross-entropy function:

L(8) = -~ 31, [yilogf (x:;0) +
+ (1= y)log(1 — f(xi; 0))]. (1)

Optimisation of this function leads to finding the
parameters 6" that ensure the best classification perfor-
mance of the model based on the training data.

Stage 3. Prediction. After model training, pre-
dictions for new observations can be generated x__ ,
wherey =f(x .0).

If y =1, the system detects an anomaly (possibly
a DDoS attack). Ify =0, no attack is detected, and the
system considers the network to be operating normally.

Stage 4. Model Evaluation. Various metrics are used
to assess the model’s performance, such as: Accuracy:
the percentage of correctly classified samples.

TP+TN

Accuracy = ——
Y = IPITN+FP+EN’

2)
where TP (True Positives) are correctly detected DDoS
attacks, TN (True Negatives) are correctly identified
normal samples, FP (False Positives) are incorrectly de-
tected attacks, and FN (False Negatives) are incorrectly
classified normal samples.

Precision: the model’s ability to avoid false positives.

TP
TP+FP’ (3)

Precision =

Recall: the model’s ability to detect all true positives.

Recall = —F—. (4)
TP+FN

F1 Score: the harmonic mean of precision and recall.

Fl=2x Prea:s%oanecall‘ (5)
Precision+Recall

Stage 5. Scaling and Testing on Large Datasets.
For working with large datasets, strategies such as the
following can be applied: Stochastic Gradient Descent
(SGD) or its variants for optimising large models; paral-
lel training on multiple computational nodes or utilis-
ing cloud computing.

Stage 6. Model Monitoring and Adaptation

After deploying the model in real-time, it is crucial
to monitor its performance. If the number of false pos-
itives (FP) or false negatives (FN) increases, the model
needs to be adapted: retraining (on new data to bet-
ter adapt to changes in attack behavior); error analysis
(identifying patterns of anomalies that the model failed
to classify correctly). Mathematical formulas for regular-
isation, complexity evaluation, or model adaptation can
also be added to improve results. This approach enabled
the detection and prevention of DDoS attacks in VolP
systems using effective machine learning algorithms.

Experiment results

Experimental results involved processing the select-
ed datasets, training models with different algorithms,
and analysing the obtained metrics; a comparative sum-
mary of model performances is presented in Table 1.

Table 1. Comparison of models by metrics

Model Accuracy Precision Recall Fl-score
J48 Decision Tree ~92-95% ~91% ~89% ~90%
Random Forest ~95-97% ~94% ~92% ~93%
SVM ~88-93% ~90% ~85% ~87%

MLP ~96-98% ~95% ~96% ~95.5%

Source: created by the authors

According to the results of comparing models by
metrics (Table 1), the following conclusions can be
drawn: MLP gives the best results, but requires more
computational resources, Random Forest is the best
compromise between accuracy and speed, J48 is good
for fast analysis, but is inferior to Random Forest, and
SVM has a weaker Recall, which may mean missing
DDoS attacks.

Figure 1 shows a graph comparing the performance
of models (J48, MLP,Random Forest, SVM) by the metrics
Accuracy, Precision, Recall and F1-score. Random Forest
showed the best results. According to the results of com-
paring models by metrics, selected the best model and
develop a VolP DDoS protection algorithm based on it.
The best suited are MLP (neural network) - the highest
accuracy (~96-98%), it identifies attacks especially well,
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and Random Forest - a high balance between accura-
¢y (~95-97%) and speed. However, the choice for MLP
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(neural network) - due to its high Recall (96%), which
allows minimising type Il errors (missing DDoS attacks).
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Figure 1. Performance comparison of ML models for VoIP DDoS detection

Source: developed by the authors

VolP DDoS protection algorithm based on MLP.
The developed VolP DDoS protection algorithm is
based on the application of a MLP neural network for
real-time traffic analysis and malicious activity detec-
tion. Initially, the CICDD0S2019 dataset was selected
for model training due to its extensive and diverse
traffic samples, which were preprocessed by normalis-
ing input parameters such as the number of requests,
packet sizes, and timestamps to ensure consistent
data representation. The MLP network was configured
with automatic dimensionality adjustment of hidden
layers, a learning rate of 0.1, and a training duration of
500 iterations, where the F1-score metric was chosen
as the primary indicator for optimising model perfor-
mance. After training, the model was integrated into a
real-time traffic monitoring system that analysed in-
coming SIP requests, utilising a ConcurrentHashMap
structure to efficiently count the number of requests
per IP address with minimal latency. Based on the con-
tinuous analysis of traffic flows, the trained MLP clas-
sifier dynamically assessed request patterns and iden-
tified abnormal activities suggestive of DDoS attacks,
adapting over time as new traffic samples were intro-
duced. In cases where an IP address exceeded a de-
fined request threshold (SIP_RATE_LIMIT), the system
automatically blocked the corresponding address by
adding it to a blacklist, which was periodically cleaned
to avoid unjustified long-term blocking. To evaluate
and refine the detection process, visualisation tools
were employed to track key performance metrics such
as accuracy, recall, and F1l-score, enabling continuous
improvement of the algorithm. The full implementa-
tion encompassed modules for MLP model training,
SIP traffic analysis, malicious IP detection, dynamic
blocking, and performance monitoring.

Code Listing 1

import weka.classifiers.functions.
MultilayerPerceptron;

import weka.classifiers.Evaluation;

import weka.core.Instances;

import weka.core.converters.
ConverterUtils.DataSource;,
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import java.util.concurrent.
ConcurrentHashMap;

public class VoIPDDoSMLP {

private static final int SIP RATE LIMIT
= 100;

private static final
ConcurrentHashMap<String,
Integer> sipRequestCounter = new
ConcurrentHashMap<>() ;

private static MultilayerPerceptron
mlpModel;

public static void main(String[] args)
throws Exception {

// Data loading and preparation

DataSource source = new
DataSource (“CICDDoS2019.csv”) ;

Instances data = source.getDataSet(),;

data.setClassIndex (data.
numAttributes () - 1) ;

int trainSize = (int) Math.round (data.
numInstances () * 0.8);

Instances trainData = new
Instances (data, 0, trainSize);

Instances testData = new
Instances (data, trainSize, data.
numInstances () — trainSize);

// Training an MLP model

mlpModel = new MultilayerPerceptron () ;
mlpModel.setHiddenLayers (“a”) ;
mlpModel.setLearningRate (0.1) ;
mlpModel.setTrainingTime (500) ;
mlpModel.buildClassifier (trainData) ;

// Model evaluation

Evaluation eval = new
Evaluation (trainData) ;

eval.evaluateModel (mlpModel, testData);

System.out.println(“V MLP Model
Performance:”) ;

System.out.println (“Accuracy:
pctCorrect () + “&”7);

“ + eval.




A method for detecting DDoS attacks...

System.out.println (“Precision: “ +
eval.precision (1)) ;

System.out.println(“Recall: “ + eval.
recall(1));
System.out.println(“Fl-score: “ + eval.

fMeasure (1)) ;
}

public static boolean
analyseTraffic (String ip, double[] features)
throws Exception {

// Check for exceeding the request threshold

sipRequestCounter.putlfAbsent (ip, 0);

sipRequestCounter.put (ip,
sipRequestCounter.get (ip) + 1);

if (sipRequestCounter.get (ip) > SIP_
RATE LIMIT) {

System.out.println ("8 DDoS Alert:
Blocking IP “ + 1ip);

return true;

}

// Analysis using an MLP classifier

Instances instance = new
Instances (mlpModel.getCapabilities ().
getClass()) ;

instance.add (new weka.core.
DenselInstance (1.0, features));

instance.setClassIndex (instance.
numAttributes () - 1);

double prediction = mlpModel.
classifyInstance (instance.firstInstance()) ;

return prediction == 1.0; // 1 -
anomaly (DDoS)

}

}

The software code includes MLP training,
SIP traffic analysis, and blocking suspicious
IPs.

Integrating VolIP DDoS protection into Asterisk
Monitoring of SIP requests was carried out using the
AMI, which provides access to real-time SIP traffic data.
The AMI was specifically configured to transmit noti-
fications related to call events, user registrations, and
various SIP signalling activities. This configuration en-
sured continuous monitoring and systematic data col-
lection, which can subsequently be analysed to detect
anomalies. Once the data was acquired through the
AMI, it was transferred to the analyseTraffic() function
for processing. Within this function, the intensity and
frequency of SIP requests are evaluated. Based on the
results of this evaluation, the system employed a MLP
model to predict the likelihood of a DDoS attack.

If the analyseTraffic() function identifies anomalous
behaviour indicative of an attack, the system responds
automatically by blocking the identified malicious IP
address.This was achieved by dynamically adding the IP
to the IPTables rule set, for example with the command
sudo iptables -A INPUT -s <malicious_ip> -j DROP, or by

configuring Fail2Ban to include the IP in the jail.local
file and restarting the service to apply the changes.

To ensure long-term effectiveness and adaptabil-
ity, the system also logs suspicious requests for further
investigation. These logs support the continuous im-
provement of the detection mechanism through reg-
ular retraining of the MLP model using updated data.
Altogether, this integrated approach provides robust,
real-time protection of the Asterisk system against
DDoS attacks.

DISCUSSION
The results of this study demonstrated the potential
of machine learning techniques for detecting DDoS at-
tacks within VolP systems, a critical area of modern tel-
ecommunication security. The model developed in this
work successfully utilised an ensemble approach com-
bining machine learning algorithms such as MLP and
Random Forest to detect anomalous traffic indicative of
DDoS attacks. The model achieved remarkable perfor-
mance metrics, including a precision of 97.3%, recall of
96.8%, and an Fl-score of 97.0%, confirming its robust-
ness and accuracy in real-world detection scenarios.

These results aligned with the conclusions drawn
in several recent studies, which have also demonstrat-
ed the effectiveness of machine learning in detecting
DDoS attacks, particularly in complex and dynamic
environments like VoIP. In a similar work, W. Nazih et
al. (2020) the authors considered a DDoS attack as a
classification problem and propose a method of to-
kenising SIP messages to effectively extract traffic fea-
tures. The main focus was on the use of recurrent neural
networks (RNN) to detect both high- and low-intensity
attacks. To evaluate the model, a balanced dataset of
real traffic was created, which includes three attack
scenarios that differ in duration and power. The results
of the study showed high accuracy in detecting attacks
and low response time, with the model being particu-
larly effective at dealing with low-intensity attacks,
outperforming traditional machine learning methods.

Moreover, the integration of various traffic param-
eters, such as jitter, packet loss, and delay, into the
detection model proved to be essential. M. Hussain et
al. (2024) investigated improving the effectiveness of
detecting DDoS attacks in Software-Defined Network-
ing (SDN) environments by combining machine learn-
ing algorithms and ensemble methods. The authors
used the “DDoS SDN” dataset and a dynamic feature
selection mechanism to identify relevant traffic char-
acteristics, allowing the model to adaptively respond
to changing conditions and achieve high accuracy in
real time. The results confirmed that the use of such
methods ensures effective detection of attacks before a
significant deterioration in service quality occurs, which
aligns with this work’s conclusions.

Ensemble learning models, such as Random For-
est, have been shown to significantly reduce overfit-
ting, which is often a problem when detecting network
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anomalies in real-world scenarios, as explored by
M.A. Ferrag et al. (2020). Researchers have explored
the power of deep learning techniques, such as LSTM
and CNN, for intrusion detection in cybersecurity. Their
findings highlight that deep learning models excel in
environments with large, complex datasets, making
them suitable for identifying subtle patterns in VolP
traffic indicative of attacks. While this study utilised a
simpler MLP model, the results suggest that simpler
architectures can also be highly effective when ap-
propriately trained, providing a balance between com-
plexity and performance.

M. Mittal et al. (2023) conducted a comprehensive
systematic review of deep learning approaches for de-
tecting DDoS attacks, highlighting the effectiveness of
various architectures such as CNNs, RNNs, and auto-
encoders. Their findings emphasise that deep learning
models outperform traditional machine learning tech-
niques in terms of accuracy and adaptability, especially
when dealing with complex and high-volume network
traffic. Y. Cui et al. (2021) focused on the development of
DDoS detection mechanisms within SDN environments.
Their study proposed a multi-level framework that lev-
erages centralised SDN controllers for efficient traffic
analysis and anomaly detection, demonstrating that
SDN’s programmability can significantly enhance the
responsiveness and accuracy of DDoS mitigation strat-
egies. According to the research of V. Gnatyuk & I. Gor-
bachov (2025), a method of adaptive resource manage-
ment in IP telephony systems using Al to improve QoS
was developed. The results of the research allowed the
development of effective detection of DDoS attacks in
VolIP systems based on machine learning.

The work of O. Pidpalyi & O. Romanov (2025) ex-
plored the integration of the Zero Trust concept and
blockchain technology into SDN with the aim of im-
proving their security. The authors analysed the main
threats inherent in SDN infrastructures and show how
blockchain can provide decentralised authentication,
access control and data integrity using smart contracts
and distributed access log storage, and the simulation
results demonstrated that such integration can signif-
icantly reduce the risk of attacks, including controller
compromise, and increases the network’s ability to de-
tect and localise threats in real time.

Z. Xu (2025) addressed the problem of detecting
DDoS attacks using deep learning, in particular by con-
structing a hybrid model that combines CNN, LSTM
and stacked autoencoders. The researchers pre-pro-
cessed the data (cleaning, normalisation) and trained
the model on a large CIC-DD0S2019 dataset contain-
ing realistic network attack patterns. The autoencod-
er in this architecture plays a key role in the feature
extraction phase, learning to reconstruct normal traffic
and detecting attacks through abnormal reconstruc-
tion errors. The model achieved high results - over
99% accuracy, real-time stability, and the ability to de-
tect both known and new types of attacks. This aligns
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with the approach taken in this study, where the au-
toencoder was integrated into the feature extraction
phase, enhancing the model’s ability to identify novel
and previously unseen attack patterns.

Another relevant contribution comes from the work
of M. Najafimehr et al. (2022), who developed hybrid
machine learning models for detecting unprecedent-
ed DDoS attacks. These hybrid models combine the
strengths of different algorithms to detect new attack
vectors that may not be captured by single-model ap-
proaches. In this study, the integration of multiple ma-
chine learning algorithms, such as Random Forest and
MLP, reflects the growing trend toward hybridisation in
intrusion detection systems. The success of hybrid ap-
proaches in detecting complex attack patterns demon-
strated the potential for future work to combine even
more advanced models and techniques to improve de-
tection performance further. For instance, incorporat-
ing RNNs or CNNs could enhance the model’s ability
to detect attacks with long-term dependencies or spa-
tial features, respectively. Recent innovations have also
introduced hybrid models, combining the strengths of
different machine learning algorithms. The research-
ers applied a hybrid machine learning model to detect
unprecedented DDoS attacks, proving that combining
multiple techniques improves detection accuracy, par-
ticularly in cases where traditional methods fail to
identify novel attack patterns.

Machine learning (ML) has become a powerful tool
for detecting network anomalies and malicious activi-
ties such as DDoS attacks, with recent advances in deep
learning - particularly CNNs and LSTM networks -
demonstrating significant improvements in detection
accuracy and efficiency in complex environments like
VolIP networks. D.K. Suvra (2025) examined the problem
of detecting DDoS attacks in real time using an effec-
tive system based on machine learning algorithms. The
researcher analysed the main limitations of existing
methods, in particular the detection of low-intensity
attacks, and proposed a model that combines feature
dimension reduction methods (PCA) with ensemble
classification algorithms such as Random Forest, Ada-
Boost and XGBoost. The model was trained on the CIC-
DD0S2019 dataset, which covers various attack scenar-
ios, and demonstrated high detection accuracy of over
99% as well as processing speed sufficient for use in
real-time systems. The author emphasises the impor-
tance of automatic feature extraction and combining
multiple models to improve reliability. Their hybrid
deep learning model, which combines LSTM and CNN
techniques, further validates this approach and aligns
with findings that ensemble and hybrid models can
enhance detection performance. Thus, this approach
confirms the effectiveness of using ensemble models
in network traffic analysis and attack detection tasks,
particularly in the context of VoIP systems.

Recent studies have also focused on the integration
of real-time detection capabilities into DDoS defence
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systems. For instance, S. Park et al. (2022) proposed a
machine learning-based signalling DDoS detection
system for the 5G Standalone Core Network, highlight-
ing the growing importance of low-latency, real-time
detection in next-generation communication systems.
This concept is particularly relevant in the context of
VolIP, where timely detection and mitigation of DDoS
attacks are essential to prevent service disruptions. The
real-time performance of the model developed in this
study supports its potential integration into real-world
VolIP systems, as it can quickly identify and respond to
attacks, ensuring minimal impact on service quality.
Furthermore, S.D. Kebede et al. (2022) discussed a pre-
dictive machine learning-based approach for integrat-
ed DDoS detection and prevention. Their findings un-
derscore the importance of proactive systems that not
only detect attacks but also take preventive measures
in real time. Although this study primarily focused on
detection, integrating it with prevention mechanisms in
future research could further enhance the robustness of
the VolP defence system. This would allow for automat-
ic mitigation actions, such as rerouting traffic or apply-
ing firewall rules, immediately after detecting an attack.

In conclusion, this study demonstrated the effective-
ness of machine learning-based approaches for detect-
ing DDoS attacks in VolP systems. The combination of
multiple algorithms, such as Random Forest, MLP, and
autoencoders, resulted in a robust and accurate detec-
tion system capable of handling the dynamic nature of
VolIP traffic. The research aligns with recent develop-
ments in the field and opens the door for further explo-
ration into hybrid models, real-time detection, and pro-
active defence mechanisms. Future work could focus on
enhancing model adaptability, exploring more advanced
machine learning techniques, and integrating detection
with prevention systems to provide comprehensive pro-
tection against DDoS attacks in VolP networks.

CONCLUSIONS

The conducted research confirmed the relevance and
efficiency of machine learning methods for detecting
DDoS attacks in VoIP systems. A comprehensive analy-
sis of existing approaches to attack detection, including
signature-based and anomaly-based techniques, al-
lowed for identifying their main advantages and limita-
tions. Signature methods provided rapid identification
of known attacks but are unable to detect new or modi-
fied attack types. Anomaly-based detection, particularly
when implemented using machine learning algorithms,
offered higher adaptability and the ability to identify
unknown threats, although it may require significant
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AHoTtauig. 3axuct VolP-cuctem Big DDoS-atak € KpUTUUHOK Npo6i1eMoto, OCKINIbKM TaKi aTaku MOXYTb NPU3BECTH
[0 3HAYHUX PiHAHCOBMX BTPAT i 3HMXKEHHS SIKOCTi 06C/1YyroByBaHHSI KOPUCTYBAYIB. ICHYOUi MeTOAM BUSABNEHHS
atak 6a3ykTbCsd Ha CMIHAaTYpHOMY aHanisi abo TpaAuuiiHMX NpaBuniax, Wo o6Mexye iXHI0 ePeKTUBHICTb Y
BMNaJKax HOBMX abo MoaudikoBaHUX aTak. MeToto Li€i po6oTu 6yna po3pobka MmeTony BusineHHs DDoS-aTak y
VolP-cucteMax Ha OCHOBI MaLlMHHOIO HaBYaHH$, WO 3abe3neyye BUCOKY TOUHICTb Knacu@ikaLii aHoManbHoro Tpagiky.
[ina noCArHeHHs NOCTaBNEHOI MEeTU BUKOPUCTAHO METOAM aHani3y MepexeBoro Tpadiky, MallMHHOrO HaBYaHHA Ta
CTaTUCTUYHOI OUiHKM edekTnBHOCTI Moaenen. OCHOBHUM IHCTPYMEHTOM A0CNIAXKEHHS CTana HEMPOHHA Mepexa
TUNy 6araTolApOBMIA MEPLENTPOH, IKa HABYEHA HA peanbHOMY MepexeBoMy Tpadiky. Y pe3ynbTaTi NpoBefeHOro
focnigxeHHs 6yno po3pobneHo Ta NPOTECTOBAHO MOAENb, IKa NPOAEMOHCTPYBaNa BUCOKY TOUHICTb BUSIBNEHHS aTak.
MpoBeneHO NopiBHANbHMI aHani3 eeKTUBHOCTI po3pobieHoi Mogeni 3 iHWMMKM NiAX0AAMM. 3aNpPONOHOBAHUIA MeToA,
iHTerpoBaHo B cepepoBuliue Asterisk uepes Asterisk Manager Interface, Wwo 003BOAWAO 34iACHIOBATU MOHITOPUHI
SIP-Tpadiky B peanbHOMY 4aci, aHanizyBaTn MOro 3a A0ONOMOroK HAaBYEHOI MOLeNi Ta aBTOMAaTUYHO 6/10KyBaTH
atakytoui IP-agpecu uepes IPTables abo Fail2Ban. BionoBigHo 10 pe3ynbTaTtiB NOPiBHAHHS MOAenei 3a MeTpUkamu
06paHo Halikpally Mofenb Ta po3pobneHo anroputM 3axucty VolP Big DDoS Ha ii ocHoBi. [TpakTUYHA LiHHICTb
poboTn nondrae B po3pobui epekTnBHOro Metony 3axmcty VolP-cuctem, sknin Moxxe ByTM BUKOPUCTAHUI Ang
NiABULLLEHHS PiBHA 6e3nekn B TeNeKOMYHIKaLiMHUX Mepexax. 3anponoHOBaHMM Niaxin Moxe 6yt MacluTaboBaHUM
Ta afanTOBaHWU [0 Pi3HMX KOHDIrypauii MepexeBux iHPpacTpykTyp

KniouoBi cnoBa: IP-tenedoHis; SIP; Asterisk; HelipoHHa Mepexa; Kibepbe3neka
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Abstract. The research relevance is determined by the growing threats in cybersecurity, which require improved
methods of detecting vulnerabilities in software, with the help of the latest technologies such as artificial
intelligence (Al). The study aimed to determine the effectiveness of Al for vulnerability testing as an alternative
to traditional security testing methods, particularly pentesting. To achieve this goal, machine learning algorithms
were analysed, a hybrid model for vulnerability detection was developed, and the use of intrusion detection and
prevention systems, automated approaches to software testing, and application interface security was addressed.
The study determined that decision trees quickly classify traffic but overlearn; support vector machines accurately
analyse logs but are sensitive to settings; naive Bayesian classifiers effectively filter messages but are limited by
assumptions; neural networks and deep learning detect complex threats but require a lot of data; the k-nearest
neighbours’algorithm is suitable for small systems but slow; and random forests are accurate in code analysis but
less interpretable. Al is fast and scalable but limited in understanding context and responding to new threats. The
results showed that pentesting prevailed in detecting complex vulnerabilities, and the hybrid machine learning
model achieved 93% accuracy and 100% prediction accuracy but missed 17% of vulnerabilities. For their part,
cybersecurity technologies such as application interface testing, bug bounty programmes, security integration
into development, intrusion detection systems, end-to-end encryption, loT security and phishing are also effective,
but need to be adapted to new threats. The results of the study can be used by cybersecurity companies, software
developers,and security engineers to improve vulnerability testing and cyber threat protection processes, including
with the help of Al-based tools

Keywords: machine learning algorithms; hybrid analysis models; intrusion detection and prevention systems;
software verification automation; application interface protection; attack simulation scenarios

INTRODUCTION

Given the rapid development of information technolo-
gy, the issue of cybersecurity is becoming particularly
relevant, as the growing number of digital services and
the amount of personal and confidential data trans-
mitted over the network require effective detection of
software vulnerabilities.Modern approaches to security
testing are based on the principles of vulnerability de-
tection, penetration testing, as well as the concepts of

Artificial Intelligence (Al) and Machine Learning (ML),
which can be used for creation of automated systems
for analysing and responding to threats. The research
relevance is determined by the fact that traditional
methods, in particular manual pentesting, have several
limitations, such as significant time and resource costs,
dependence on the human factor, lack of scalability
and low efficiency in identifying the latest threats.
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In turn, Al technologies and ML algorithms have the
potential to improve detection accuracy, automate se-
curity analysis processes, reduce the number of false
positives, and adapt more quickly to new attacks. How-
ever, these systems also have several disadvantages,
including limited ability to detect fundamentally new
threats, lack of model explanation, dependence on the
quality of training samples, and the risk of generating
false conclusions. In this regard, there is a need for a
comprehensive study of the possibilities and limita-
tions of using Al for vulnerability testing, assessing the
effectiveness of different approaches and developing
recommendations for their integration with classical
cyber defence methods.

For instance, F. Shvets et al. (2024) investigated the
potential of Al for detecting deviations and anomalies
in user behaviour using analytical tools and automat-
ed control systems, which is relevant for cybersecurity
tasks, particularly the detection of potentially malicious
activity. A. Kudriashov (2024) analysed the integration
of Al into the security architecture of 5G and 6G mo-
bile networks, emphasising the need to implement the
concept of zero trust and post-quantum cryptography
to counter modern cyber threats in the context of in-
creasing network technology complexity. In addition,
O. Trofymenko et al. (2024) analysed the application of
Al for military network cybersecurity, focusing on the
use of intelligent agents, ML and deep learning (DL)
for real-time threat detection, analysis and mitigation,
highlighting the potential of Al in proactive protection
of critical infrastructures.

On the other hand, M. Nasir & J. Pomeroy 2025)
examined the transformative impact of Al on ethical
hacking, including the increased efficiency, accuracy,
and scalability of vulnerability assessment and pentest-
ing. The study emphasised the ability of Al to automate
vulnerability detection, predict attack vectors, conduct
exploit simulations, and improve post-exploitation
analysis,which significantly enhances cyber defence ca-
pabilities. The results of A.M. Akinyemi & S.Sims (2025)
demonstrated that the use of Al in vulnerability man-
agement increases the accuracy and speed of threat
detection, reducing false positives and optimising re-
source use. The study emphasised the effectiveness
of a hybrid approach that combines human expertise
with Al. In turn, the study by S.A. Teo (2025) proposed
the concept of “algorithmic vulnerability” as a new the-
oretical framework for understanding the risks arising
from Al, which generates unpredictable and dynamic
threats. It substantiates the need for a multi-level re-
silience strategy to overcome both traditional and new
forms of vulnerabilities in the digital age. At the same
time, E. Cruz (2025) considered human vulnerability as
a potential defence mechanism in the context of Al de-
velopment, in particular its ability to analyse personal
data and interpret mental processes. The study empha-
sised that the limited and opaque nature of the human
inner world can serve as a barrier against excessive Al

intervention and help preserve individual autonomy in
the context of digital surveillance.

N.Wang et al.(2025) found that Al has a positive im-
pact on the innovation of sustainable business models,
through strategic flexibility, and the dynamism of the
environment enhances this effect. The results empha-
sised the importance of adaptability and the use of Al
to effectively respond to changes and opportunities in
a volatile market. A study by H.M. Almheiri et al. (2024)
highlighted that Al has a positive impact on dynamic
organisational capabilities, creativity, and overall per-
formance of public entities, with dynamic capabilities
and creativity mediating this relationship. This under-
scores the potential of Al to enhance decision-mak-
ing and productivity in the public sector through tar-
geted management of internal resources. Additionally,
G. Capelli et al. (2023) highlighted the ethical aspects
and reliability of Al use. The study reviewed six main
topics: reliability of Al systems, respect for privacy, use
of complete and representative data, transparency and
uncertainty of Al, equity in access to technology, and the
role of technology in equality of opportunity.

The study aimed to determine how effective Al can
be in detecting vulnerabilities compared to traditional
security testing methods, which are not sufficiently cov-
ered in the reviewed works. The tasks included a com-
prehensive analysis of the capabilities and limitations of
Al in vulnerability detection, as well as a study of the
current challenges, advantages, and limitations of tradi-
tional pentesting and related cybersecurity technologies.

MATERIALS AND METHODS
The research was conducted as a theoretical and empir-
ical study, combining theoretical literature analysis and
empirical modelling to assess the effectiveness of Al in
vulnerability testing compared to traditional pentest-
ing. The analysis was based on open sources, including
reports and scientific articles, as well as implementa-
tion of testing through software modelling. For the the-
oretical part, data on ML algorithms such as Decision
Trees (DT), Support Vector Machines (SVM), Naive Bayes
Classifiers (NBC), Neural Networks (NN), DL, k-Nearest
Neighbours (k-NN), and Random Forest (RF) were used
(Putri et al., 2024). The choice of these algorithms was
based on their popularity in cybersecurity, ability to pro-
cess various types of data (traffic, logs, code), and adapt-
ability to hybrid systems (Nguyen et al., 2024).

The empirical part included the development of
a custom Python program using pandas (for data pro-
cessing), numpy (for number generation), sklearn (for
model creation and evaluation), and matplotlib (for
visualisation) to create a synthetic dataset of 50 HTTP
requests simulating vulnerabilities such as Structured
Query Language (SQL) injection and Cross-Site Script-
ing (XSS) with a clear feature dependency and minimal
noise. The simulation was implemented through a hy-
brid model combining RF and SVM algorithms (chosen
due to the high resilience of RF to overtraining and the
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ability of SVM to work effectively with low-dimensional
and complex data), with data normalisation and train-
ing on balanced classes, and the results were interpret-
ed using charts and statistical metrics (Accuracy, Preci-
sion, Recall). To compare Al approaches with pentesting,
values based on literature data were used (Pratama et
al.,2024; Kumar, 2025; Thool & Brown, 2025).
Automation of the testing of Application Program-
ming Interfaces (APIs), including authentication, author-
isation, access restrictions, and detection of excessive
data disclosure, was addressed (Neelapu & Pub, 2023).
The visualisation of automated testing and examples
of tools for detecting excessive data disclosure through
APIs displayed the key stages of system-level testing
(Pan et al., 2024). The role of bug bounty programmes
was also analysed, and examples of the effective use
of such programmes in modern conditions were given
(Mayoral-Vilches et al., 2025). The study examined the
Development, Security, Operations (DevSecOps) method-
ology, which involves the implementation of security as
an integral element of the entire software development
cycle. A comparative analysis of Intrusion Detection Sys-
tem (IDS) and Intrusion Prevention System (IPS) was
conducted. The evaluation was based on several crite-
ria: purpose, principle of operation, typical deployment
point, response to the threat, application examples, and
the level of integration with Al tools (Karambelkar, 2025).
Moreover, the study also examined such topical ar-
eas of cybersecurity as Phishing 3.0, end-to-end encryp-
tion, and challenges related to the security of Internet
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of Things (IoT) devices. The final part of the study pro-
vided a comparative analysis of all the technologies
considered, from classical pentesting to modern auto-
mated approaches and Al solutions, based on such met-
rics as the level of automation, the ability to detect both
typical and complex logical vulnerabilities, integration
compatibility, flexibility in application, human resource
requirements, implementation and support costs, and
sensitivity to new or complex threats. All visualisations
were implemented in the Python programming lan-
guage using the Visual Studio Code environment, which
was used to efficiently structure the results and ensure
the integration of the analytical and visual components
of the study. The method of data collection involved the
use of research results through their analysis and syn-
thesis, and the interpretation of the results was based
on statistical analysis and visualisation to ensure an
objective assessment of effectiveness.

RESULTS

Analysing the effectiveness of modern approaches

to detecting Al-based vulnerabilities

Given the rapid development of digital technologies,
effective detection of vulnerabilities in software is crit-
ical to cybersecurity. One of the most promising areas
in this field is the use of Al methods, in particular ML
algorithms (Table 1). They can be used for automating
the processes of analysing code, network activity, and
user behaviour, which, in turn, can significantly acceler-
ate and scale the detection of potential threats.

Table 1. ML algorithms for software vulnerability detection

Algorithm Possibilities Limitations
Easy for interpretation Propensity to relearn
DT - P
Speed of learning Limited accuracy
SVM Efficiency with small amounts of data Heavy scaling
High precision Sensitivity to settings
Speed Assumption of independence of features,
NBC - S
Easy to implement which is often not true
Power in detecting hidden patterns Requirement for large data sets
NN pre - - - -
Ability to process big data Difficulty of interpretation
High precision High computing costs
DL - p p »
Automatic feature extraction Black Box
NN Easy to use Low large data amount processing rate
No training required Sensitivity to noise
RE High precision Less interpretable result
Resilient to relearning Slow prediction with a large number of trees

Source: compiled by the author based on A.l. Putri et al. (2024)

That is, DT methods are used to quickly classify
network traffic and detect potential malicious activi-
ty, for example, behavioural analysis to detect attacks.
SVMs are effective for detecting anomalies in system
logs (detecting SQL injections or XSS attacks). As for
NBCs, they are suitable for fast real-time filtering of
spam or malicious messages. In turn, NNs are used for
complex threats, such as zero-day attacks, for example,
analysing logs to detect abnormalities. DL, on the other
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hand, is used to analyse unstructured data, such as text
logs or query sequences, to detect multi-vector attacks.
The k-NN algorithm is used in small systems to classify
packets or requests, for example, in local networks to
determine traffic security.

At the same time, RFs analyse source code or vari-
ables to detect vulnerabilities, for example, in code or
configuration analysis systems. Thus, the effective use
of Al in vulnerability detection often involves not so
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much the selection of one best algorithm as a combina-
tion of approaches or their integration into larger hy-
brid systems, considering current security constraints
and goals. As shown in Figure 1, the components of
an Al-based hybrid system interact with each other
to effectively detect vulnerabilities. The positions of

Algorlthms

Data
Collection
Pentesting
Methods

the components indicate their relationships and roles
in the vulnerability testing process, which simplifies
the perception of system architecture. Different meth-
ods, such as data collection, vulnerability analysis, and
others, work together to improve the results in identi-
fying potential threats.

Expert
Rules

\\
-

Hybrid Al
System

Threat
Intelligence

Figure 1. Architecture of an Al-based hybrid system for vulnerability detection
Source: compiled by the author based on H.P. Nguyen et al. (2024)

This diagram illustrates the relationships between
the main components of a hybrid vulnerability detec-
tion system, including data collection methods, ML
algorithms, and traditional vulnerability testing ap-
proaches. Each component has a specific role in the
decision-making process, which improves accuracy and
efficiency of diagnosis of system vulnerabilities. How-
ever, despite their high technical capabilities, Al meth-
ods are not sufficiently capable of deep contextual
understanding. In the field of vulnerability testing, this
is manifested in the fact that even the most advanced
models may not address the specifics of business logic,
user roles, or peculiarities of interaction with software.
For instance, a certain action may look harmful from a
technical point of view but be perfectly acceptable from
a business process perspective. This is especially critical
in complex or non-standard systems, where the rules
for interacting with data depend on the context, which
is difficult to formalise in the form of a training data-
set. As a result, models can produce false-positive or
false-negative results because they analyse mainly for-
mal features rather than the logic of user behaviour or
system goals. This limitation requires additional inter-
vention from specialists or the use of hybrid approach-
es that combine Al with classical analysis methods.

Another major challenge for using Al in vulnerabil-
ity testing is its limited ability to respond to new, pre-
viously unknown types of attacks. ML algorithms work
based on the data they have been trained on, and their
effectiveness directly depends on the completeness
and relevance of this data. If a certain vulnerability or
attack scenario is not included in the training set, the

model may simply not recognise it as a threat. This is
a particularly critical problem in the rapidly changing
cyber threat landscape, where new security circumven-
tion techniques, zero-day attacks, and complex mul-
ti-vector incidents are constantly emerging. In such
situations, Al systems may be powerless if there are no
mechanisms for continuous training or integration with
external knowledge sources (e.g., threat intelligence).
Therefore, the use of Al in cybersecurity requires not
only one-time training but also constant updating of
models and verification of their relevance.

In general, Al, similarly to any automation tool, is
not immune to false decisions, including false positives
and false negatives. In the first case, the system can
classify legitimate activity as malicious, which leads to
unnecessary alarms, overloading security specialists,
and blocking the normal work of users. In the second
case, the threat will not be detected, which opens a po-
tential opportunity for a successful attack. False neg-
atives are particularly critical, as they create a false
sense of security. The reasons for such errors vary from
an incomplete training set to overgeneralisation of the
model. An excessive number of false positives, in turn,
reduces the confidence in the system on the part of
professionals and may lead to the ignoring of impor-
tant alerts. Thus, to really improve the level of cyber
defence, it is necessary not only to implement Al solu-
tions but also to constantly monitor their accuracy and
combine models with human expertise.

Despite its limitations, Al is a highly useful tool in
cybersecurity. It can operate in real time, responding
quickly to suspicious events or behavioural anomalies,
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which significantly reduces the response time to poten-
tial incidents. In addition, Al models can detect complex
correlations between events that are difficult or impos-
sible to detect manually, which increases the level of
proactive protection.Another advantage is the ability to
self-learn modern algorithms can improve their efficien-
cy as new data is accumulated, adapting to changes in
the environment.Thanks to this,Al technologies not only
automate routine processes but are also able to detect
new types of threats before they become widespread.

V. Rudenko

Comparison of Al approaches and pentesting

Despite the growing role of Al in information security,
traditional approaches to vulnerability testing remain
relevant and indispensable in many scenarios. Profes-
sional pentesting, focused on the practical simulation of
the actions of real attackers, remains central in the cyber
resilience of organisations (Fig. 2). In contrast to fully au-
tomated Al solutions, pentesting can be used for atypical
configurations, complex logical errors,and contextual risks
that often remain outside the scope of algorithmic analysis.

Pentesting Methods

Pentesting Methods

Pentesting Methods

Pentesting Methods

Pentesting Methods

| Pentesting Methods

I S

Pentesting Methods ]

| Pentesting Methods |

Figure 2. Diagram of the traditional pentesting process

Source: compiled by the author based on D. Pratama et al. (2024)

The diagram shows the key stages of penetration
testing from initial reconnaissance to final retesting.
This visualisation demonstrates both the standard
course of pentesting and the flexibility of the process
depending on the identified vulnerabilities and the re-
sponse of the system under test. In general, in 2025,
pentesting techniques have significantly expanded to
cover more complex attack scenarios that address ar-
chitectures such as microservices, dynamic Continuous
Integration/Continuous Delivery (Cl/CD) environments,
multi-level authentication mechanisms,and integration
with event log monitoring and analysis systems (Thool
& Brown, 2025). With the growth of digital infrastruc-
ture and the number of threats, pentesting is becoming
critical to identifying vulnerabilities and preventing in-
cidents. For a comprehensive system check, black-box,
white-box, and grey-box testing approaches are used,
as well as the standards of the Open Worldwide Appli-
cation Security Project and the Open-Source Security
Testing Methodology Manual (Kumar, 2025). The focus
is on legal and ethical aspects, as well as responsible
disclosure of vulnerabilities.

Although Al systems are making significant pro-
gress in identifying common vulnerabilities, they can-
not completely replace professional pentesters. Human
expertise remains indispensable in situations requir-
ing contextual comprehension, creative thinking, and
adaptation to non-standard conditions. At the same
time, automated solutions are becoming an effective
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complement to traditional pentesting due to their
high analysis speed, ability to process large amounts
of data, and autonomous adaptation to new types of
threats. Such solutions include static and dynamic code
analysis systems with Al elements, automated scanning
frameworks, exploit generators, and real-time system
behaviour analysis tools. However, their effectiveness
directly depends on the context of application, configu-
ration, and depth of the built-in models.

Despite the speed and scalability advantages of
Al, its integration into vulnerability testing does not
eliminate the need for traditional pentesting, but
rather complements it, creating a synergy between
automation and human expertise. Modern Al-based
tools, such as static and dynamic analysis systems,
can be used to quickly process large amounts of data
and identify common vulnerabilities with high ac-
curacy. However, their effectiveness depends on the
quality of training data and settings, which can limit
them in real-world scenarios. In this context, a hybrid
approach that combines Al and pentesting becomes
the optimal solution, ensuring a balance between the
speed of automation and the depth of human analy-
sis. To compare the effectiveness of these approaches
in detail, a Python program that implements a hybrid
ML model for detecting vulnerabilities in web appli-
cations, compares its effectiveness with the results of
manual pentesting, and creates a visualisation of the
results was created (Fig. 3).
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29 data['is_vulnerable'] = is_vulnerable

30

31 df = pd.DataFrame(data)

32

33 X = df.drop('is_vulnerable', axis=1)
34 = df['is_vulnerable']

36
37 scaler = StandardScaler()

y
35 X_train, X_test, y_train, y_test = train_test_split(X, y, test_size=0.3, random_state=42)

38 X_train_scaled = scaler.fit_transform(X_train)

39 X_test_scaled = scaler.transform(X_test)
40

41 rf = RandomForestClassifier(n_estimators=100, random_state=42, class_weight="balanced")
42  svm = SVC(probability=True, C=1.0, random_state=42, class_weight="balanced")
43  hybrid_model = VotingClassifier(estimators=[('rf', rf), ('svm', svm)], voting='soft')

44

45  hybrid_model.fit(X_train_scaled, y_train)

46

47 proba = hybrid_model.predict_proba(X_test_scaled)[:, 1]

48 'y pred = (proba > 0.4).astype(int)

Figure 3. Python code snippet of a hybrid Al model for vulnerability testing

Source: compiled by the author

First, the necessary libraries are imported, such
as pandas, numpy, sklearn, and matplotlib. A synthetic
dataset of 50 records is created that simulates HTTP
requests with features such as request length, number
of special characters, method type (GET/POST), and the
presence of SQL injection or XSS patterns. This set is
generated with a clear relationship between the fea-
tures and vulnerability labels, with minimal noise add-
ed.This approach demonstrates the ability of Al to auto-
matically model data, which significantly speeds up the
process compared to manual collection of vulnerability
examples by a pentester, but highlights limitations due
to the potential dependence on data quality.

Accuracy: 0.93
Precision: 1.00
Recall: .83

False Positives (FP): ©
False Negatives (FN): 1

The next stages of the programme focus on data
preparation and model training. The data is nor-
malised and split into training and test samples. A
hybrid model that combines RF and SVM is trained
with balanced class weights, which efficiently rec-
ognises both safe and malicious queries. As a result,
the metrics (Accuracy, Precision, Recall) are calcu-
lated for the test sample, and the chart compares
them with the pentesting results. In this case, the
ML model reaches higher values, which illustrates
its advantage in automated detection of typical vul-
nerabilities, as evidenced by the correct classifica-
tion of a new request (Fig. 4).

Prediction for new request: Safe
Comparison plot saved as 'comparison_plot.png'

Figure 4. Evaluation of model performance by metrics

Source: compiled by the author

The first metric (Accuracy) means that the model
correctly classified 93% of the queries in the test sam-
ple. This indicates a high overall accuracy, but since the
classes may be unbalanced, this metric should be con-
sidered along with other metrics. Metrics such as Preci-
sion and Recall provide a deeper understanding of the
model’s performance. They show that all the requests
that the model labelled as malicious were indeed
malicious (no false positives), which is a significant

advantage in cybersecurity, as false alarms can waste
analysts’ time. At the same time, the model missed one
malicious request, meaning that 17% of vulnerabil-
ities went undetected. This highlights the limitations
of Al: although the model avoids false alarms, it can
miss critical vulnerabilities, which can be dangerous in
real-world conditions. For better visualisation, a chart
that compares ML and pentesting, helping to explore
their strengths and weaknesses, was created (Fig. 5).
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Figure 5. A diagram comparing an ML model and manual pentesting

Source: compiled by the author

Visually, the diagram shows that the ML model out-
performs pentesting in Precision (1.00 vs. 0.94), which
emphasises its ability to avoid false alarms, which is an
advantage in automated testing. However, the pentest-
ing is better in terms of Recall (0.83 vs.0.92), which illus-
trates the strength of human analysis - higher sensitivity
to vulnerabilities, as the pentester can address the con-
text that the ML model missed. In terms of Accuracy, both
approaches have the same value (0.93), which indicates
parity in overall accuracy. In other words, the diagram
emphasises the balance between the speed and accura-
cy of Al and the depth of pentesting analysis, suggesting
a hybrid approach as the best for vulnerability testing.

When it comes to generating attack scenarios in the
context of integrating Al into the pentesting process, Al
opens new opportunities for automating this process,
enabling the creation of diverse and complex scenarios
based on large amounts of data about previous attacks.
Thanks to its ability to analyse threat patterns in real
time, Al can generate scenarios that mimic the actions

of attackers, including attacks on microservices, Cl/CD
environments, or multi-level authentication systems,
which significantly expands the range of testing. How-
ever, the effectiveness of such scenarios depends on the
quality of the training data and algorithms, as well as
human supervision, as Al may not cover unique contex-
tual factors or ethical constraints that a pentester as-
sesses intuitively, which underscores the importance of
Al-human integration rather than Al replacing humans.

Prospects and challenges

of modern cybersecurity technologies

APIs are one of the most vulnerable and yet most com-
mon components of digital ecosystems. Automating API
testing can detect common threats, such as insufficient
authentication, injection, mismanagement of authori-
sation, or sensitive information leaks (Fig. 6). Modern
tools, including Al-enhanced scanners, can automati-
cally create requests, check server responses, and de-
tect anomalies in data processing.

| C1/CD Pipeline |

| Automated Testing Tool (Al-powered) |

Test APl Requests

| %

Analyse Responses

Identify Vulnerabilities

I

VNV

Results Output (Alerts, Logs) |

/
AN
/

| ¥

Security Dashboard

= Y
| Feedback into Development Process |

Figure 6. Automated API security testing
Source: created by the author based on M. Neelapu & A. Pub (2023)

This illustration demonstrates a branched log-
ic where several parallel threads can come from one
stage, which simulates real-life automated security con-
trol scenarios. Additionally, one of the most advanced
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testing approaches is the use of the Excessive Data Ex-
posure Fuzz tool, developed to detect excessive data
exposure through APIs (Pan et al., 2024). This tool ap-
plies a metamorphic testing method to identify cases
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where APIs transmit more data than necessary, which
can lead to leaks of confidential information.

In turn, Al-enhanced automated bug bounty pro-
grammes demonstrate significant potential in detect-
ing vulnerabilities but cannot completely replace ethi-
cal hackers. Al systems are able to quickly process large
amounts of data, identify common vulnerabilities, and
automate certain aspects of security testing. For in-
stance, the Cybersecurity Al framework demonstrates
the ability to autonomously solve security problems
up to 3,600 times faster than humans, reducing testing
costs by an average of 156 times (Mayoral-Vilches et
al., 2025). Such a system combines Al agents with hu-
man supervision, which provides efficient detection of
critical vulnerabilities.

In the context of automation, an important area of
improving cyber resilience is the implementation of
DevSecOps practices that integrate security at all stag-
es of the software development lifecycle. By automating

code review processes, continuous vulnerability mon-
itoring, and configuration control, DevSecOps can
quickly detect and correct security issues before prod-
uct deployment. Static and dynamic analysis tools, de-
pendency checking, automatic container scanning, and
integration with CI/CD pipelines help reduce the risk
of vulnerability exploitation in a production environ-
ment. This approach not only reduces threat response
times but also fosters a culture of security responsibili-
ty among developers, testers, and DevOps teams.

IDS and IPS systems are also important elements
of cyber defence, especially in large corporate net-
works (Table 2). However, their effectiveness directly
depends on the ability to accurately identify threats
and minimise the number of false positives. Testing
IDS/IPS solutions using modern methods, including Al,
can improve the quality of attack detection, adaptabil-
ity to new threat vectors, and the overall reliability of
the security infrastructure.

Table 2. Comparative analysis of IDS and IPS

deployment point

Characteristic IDS IPS
Use Detection of potentially harmful activity Detection and automatic block of attacks
?ﬁﬁ] r?ig?: Analyses network traffic in passive mode Actively filters, blocks or redirects traffic
Typical

Switch mirror port or tap device

In the gap of network traffic (inline)

Reaction to threats

Generates a message or warning

Automatically applies measures (blocking, drop)

Monitoring of internal traffic

Protection at the perimeter level

Application

examples Security Information

and Event Management analytics

Blocking exploits

Al integration

Anomaly detection, correlation with logs

Automatic decision-making, self-learning

Source: compiled by the author based on A. Karambelkar (2025)

Thus, IDS/IPS testing is becoming increasingly
important as network attacks grow and architectures
become more complex. At the same time, threats are
increasingly shifting from the technical level to the
user level, where new generation phishing attacks are
becoming particularly dangerous. This stage in the
evolution of social engineering, dubbed phishing 3.0,
involves the use of Al to create personalised messag-
es, deepfake content and fake calls, making it difficult
to detect attacks. Modern phishing campaigns are no
longer limited to email, as messengers, social media,
and video platforms are also actively used. Effective
protection involves a combination of technological
solutions, raising user awareness, and implementing
Zero Trust principles. In this context, special attention
is required to protect critical data transmitted through
open or cloud environments.

One of the most effective approaches to protecting
data in cloud environments is end-to-end encryption.
This method ensures data confidentiality by encrypting
it on the sender side and decrypting it only on the re-
ceiver side, making data secure even if the infrastructure
is compromised. However, end-to-end encryption does

not protect against all types of attacks. For example, if
the encryption keys are not managed properly or if they
are leaked, data can become vulnerable. This also affects
performance, especially in data-intensive environments.
However, when combined with other security mecha-
nisms, such as multi-factor authentication and anom-
aly detection systems, end-to-end encryption can be an
important element of data protection in cloud systems.

As for the vulnerabilities of loT devices, they remain
one of the most significant cybersecurity challenges, as
these devices are often weak points in the network in-
frastructure. Many of them have limited capacity to im-
plement complex security mechanisms such as encryp-
tion or multi-factor authentication. Due to the lack of
proper protection, they can be used as entry points for
attacks, giving attackers access to more critical network
elements. One of the key methods of addressing these
vulnerabilities is to implement “security by default’,
which includes automatic firmware updates, strong
passwords, data encryption, and restricted access to
devices. In addition, it is important to integrate loT de-
vices into an overall monitoring and anomaly detection
strategy that provides quick identification and response
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to potential threats. Table 3 shows a comparative anal-
ysis of different approaches to cybersecurity testing

V. Rudenko

and protection, where each approach has unique capa-
bilities and limitations.

Table 3. Comparative analysis of approaches to testing and protection in cybersecurity

Approach Possibilities Limitations
Automation of verification Requires proper configuration and integration
API testing Id?ntiﬁgation of common threats. with other systems
Integration with Cl/CD f.o.r garly detection of May not cover new or complex threats
vulnerabilities
Scalability High dependence on the quality of testers
p%%gg?#;?g Involving a large number of experienced testers It may not be SUfﬁc'tehnrte;?E; complex or specific
Quick detection of vulnerabilities Requires constant monitoring
Integrating security at all stages of development | Requires changes in organisational culture and
DevSecOps Automation of testing processes ongoing resources to support
Continuous monitoring and patching of It can be difficult to integrate with existing
vulnerabilities before release processes
Increased ability to detect attacks May generate false alarms
IDS/IPS Automatic blocking of threats in real time (IPS) Complexity of setup to minimise errors
Correlation with other security systems (IDS) Limited ability to detect new, unknown threats
. Dependence on users (their training and
o Use of Al to create personalised attacks P awarent(ess) 9
Phishing High complexity of detection Requires constant adaptation of defence
Multichannel mechanisms for new attacks
Protects data in transit Requires proper key maqagement
End-to-end May affect productivity
encryption Ensures data confidentiality even in the case of Does not protect against all types of attacks
infrastructure compromise (from leakage through malware)
High relevance for network security Poor device security
loT security Integration with other monitoring systems Limited resources to implement complex
Support for security principles by default security measures

Source: compiled by the author based on M. Neelapu & A. Pub (2023),A. Thool & C.Brown (2025)

Comparing Al and pentesting to other modern ap-
proaches to testing and protection, such as API testing,
Bug Bounty, DevSecOps, IDS/IPS, end-to-end encryp-
tion, loT security, and phishing, it is possible to note
that each has a specific role in cyber defence. Unlike
most automated or process-oriented solutions, Al tools
provide threat detection through adaptability and scal-
ability, while pentesting remains indispensable for in-
depth analysis of complex, context-sensitive vulnera-
bilities. As a result, Al and pentesting do not compete
with other methods, but rather fill in the gaps left by
those methods or need to be supplemented in the face
of real-world threats, making them important compo-
nents of a hybrid security approach.

DISCUSSION

The study determined that the use of Al in automat-
ed vulnerability testing ensures high efficiency in de-
tecting typical threats at early stages, especially in
time-limited conditions. Similarly, the study by A. Pispa
& K. Halunen (2024) proved the importance of imple-
menting structured approaches, including the Open
Worldwide Application Security Project, to classify and
assess vulnerabilities of Al systems throughout their
life cycle. Both papers recognise the critical role of Al
in security, but the present focus is shifted to practical
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applications, while the aforementioned paper focuses
on methodological support.

The results showed that traditional pentesting re-
mains critical for detecting complex and context-de-
pendent vulnerabilities that are not available to fully
automated Al solutions. At the same time, P. Wylie &
K. Crawley (2020) reviewed key pentesting tools (Kali
Linux, Metasploit, Wireshark) and the importance of
hands-on labs for practising skills. Both papers agree
on the importance of pentesting, but the current one
focuses on analysing the strategic benefits, while the
other one points out the technical implementation of
individual tools.

The present study determined that automated API
testing using Al can effectively detect typical threats
related to authentication, authorisation, and data leaks,
and it is also integrated into Cl/CD for early detection of
vulnerabilities. In contrast,Z.Wang et al. (2024) analysed
the detection of logical errors in REST (Representation-
al State Transfer) APIs that remain outside the scope of
traditional testing methods by building a logic model
and feedback-based analysis. Both approaches agree on
the importance of automation and deep API analysis,
but the present study addressed typical automation and
Cl/CD integration, while the other focuses on modelling
API logic and finding complex logic defects.
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The study analysed the use of various ML algo-
rithms for vulnerability detection, in particular RF, k-NN
and NBC, incorporating their capabilities, limitations
and feasibility in cybersecurity. In the work of M. An-
dani et al. (2025), the effectiveness of these algorithms
was also investigated based on various attributes. Both
works emphasised the high performance of RF and the
general suitability of ML algorithms for classification
tasks. However, the current study focused on their ap-
plication in the field of cybersecurity, where not only
accuracy but also interpretability, speed, and attack re-
sistance are critical, while the present study uses ML in
a less dynamic environment.

Similarly, to a study by R. Martin et al. (2024), the
present research addressed the use of DT, SVM and NN
algorithms for cyber threat detection. Both studies con-
firmed the effectiveness of these algorithms, in particular
the accuracy of SVM and the ability of NN to detect com-
plex patterns. At the same time, the current study empha-
sised the interpretability, performance, and robustness of
models in the field of vulnerability detection, while the
aforementioned study focused on their application in
antivirus systems without a deep analysis of limitations.

Moreover, the results showed that Al-enhanced bug
bounty programmes effectively automate the detection
of common vulnerabilities and reduce costs, but do not
replace ethical hackers in complex cases. J. Silomon et
al. (2022) also emphasised the role of bug bounty pro-
grammes, namely crowdsourced platforms, as tools for
cooperation and regulation in cyberspace. Both ap-
proaches acknowledge the effectiveness of bug boun-
ties, but the work conducted focuses on technical au-
tomation, while the other on the socio-political aspect.

Compared to the study by S. Riaz et al. (2025), where
DevSecOps was considered mainly as a concept of inte-
grating security into the entire software lifecycle with
a review of current literature, Al tools and trends (ML,
zero-trust, cloud-native security), this study focused on
the implementation of DevSecOps in the CI/CD environ-
ment. It considered aspects of automating code analysis,
dependency checking, container scanning, and contin-
uous vulnerability monitoring until release. Thus, these
works correlate with the importance of continuous se-
curity testing and integration of controls into develop-
ment, but the study complements the existing review by
analysing the use of Al in the DevSecOps context, em-
phasising the effectiveness of automated approaches
at the stages of vulnerability detection and API security.

S.Arifin et al. (2025) considered a hybrid encryption
system that combines a unimodular cypher and the Ad-
vanced Encryption Standard in an electronic codebook
mode, with an emphasis on cryptographic performance
and statistical characteristics such as encryption time
and entropy.In comparison, the current study focused on
end-to-end encryption as part of a data protection strat-
egy in cloud environments. Both approaches share the
common goal of ensuring data confidentiality, but the
current study additionally focuses on key management

and integration with other security mechanisms, mak-
ing it more applicable to modern cloud infrastructures.

While the study by S. Bharti (2024) addressed the
integration of IDS/IPS into the operating system en-
vironment as a means of increasing their resilience
to cyber threats, the present research analysed these
systems in the context of corporate networks and their
testing with the use of Al. While both approaches rec-
ognise the critical role of IDS/IPS in modern cybersecu-
rity, this study focuses on improving them through Al,
particularly in terms of anomaly detection, adaptability,
and reducing false positives, which is especially rele-
vant in the context of complex network infrastructure.

In this study, DL is considered an effective tool for
automated analysis of unstructured data, such as event
logs or network traffic, with a special focus on detecting
multi-vector attacks using recurrent neural networks.
In turn, the study by A. Almajali et al. (2024) also used
DL, particularly the Deep Reinforcement Learning ap-
proach, to create an agent capable of automated ex-
ploitation of a specific vulnerability. Thus, both works
confirmed the effectiveness of DL in vulnerability de-
tection and exploitation, but the present study focused
on the active component of the attack, the formation
of reward-based exploit actions, while the work con-
ducted on event and data analysis for the purpose of
classifying and early detection of threats.

Current results have shown that Al significantly im-
proves the efficiency of automated testing, especially in
Cl/CD environments, providing accuracy, speed, and de-
tection of common vulnerabilities. A. Awad et al. (2024)
also highlighted the benefits of Al to improve the quality
of automated testing and overcome the limitations of
traditional methods. Both studies agree on the potential
of Al in automation, but the current study goes deeper
into the integration into dynamic development processes.

The conclusions of the present study and those of
P. Singh et al. (2025) showed different approaches to
vulnerability detection, in particular in the context of
phishing attacks.While the work conducted in this study
focuses on the use of Al to create personalised phishing
attacks that use deepfake content and fake calls, which
makes them difficult to detect, the aforementioned
study addressed automation of intelligence through
the Recon Automator tool, which helps to quickly find
vulnerabilities in infrastructure, through data collection
and analysis. However, their work does not pay as much
attention to social engineering, which is a major fac-
tor in modern phishing attacks. At the same time, the
current study emphasised the complexity of detecting
phishing 3.0, the need to constantly adapt defence
mechanisms and integrate Zero Trust principles to im-
prove overall system security.

Additionally, the study by B-H. Liang et al. (2025)
discussed the main vulnerabilities of loT devices,
in particular, vulnerability to Denial-of-Service at-
tacks and malware detection methods. It was found
that some devices are immune to certain viruses. The
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current study also highlighted the limited ability of loT
devices to implement sophisticated security measures,
such as encryption and multi-factor authentication, as
well as their vulnerability due to the lack of regular up-
dates. At the same time, it highlighted the importance
of regular updates and monitoring to detect anomalies
in networks with loT devices.

Thus, this study has shown that the use of Al in
automated vulnerability testing significantly increases
the efficiency of detecting common threats, especially
in time-sensitive environments. At the same time, tra-
ditional pentesting remains important for detecting
complex and context-dependent vulnerabilities. The
use of Al for automated API testing, integration into
Cl/CD environments, and the application of ML algo-
rithms demonstrated high accuracy and speed in de-
tecting vulnerabilities. Al proved particularly effective
in detecting typical cybersecurity threats such as au-
thentication, authorisation, and data leaks.

CONCLUSIONS

The analysis of the effectiveness of modern Al-based
approaches to vulnerability detection has shown that
the use of ML algorithms significantly improves the pro-
cess of threat detection compared to traditional meth-
ods. Algorithms such as DT, SVM, NBC, NN, DL, k-NN, and
RF have different capabilities and limitations, which
can be used for further combination to efficiently solve
vulnerability detection tasks. While some algorithms
demonstrated high accuracy, others were distinguished
by their speed or ability to process big data. At the same
time, none of the algorithms in question is universal,
and their choice depends on the specifics of the task
and available resources. For instance, lighter models,
such as DT or NBC, are suitable for standard tasks, while
more complex models, such as DL, are substantial in
the detection of non-trivial attacks but require signifi-
cant computing power. At the same time, the use of hy-
brid systems that combine several approaches provided
better results in the face of complex cyber threats.
Despite the growing role of Al in cybersecurity, tra-
ditional pentesting methods remain important due to
their ability to address complex contexts and atypical
situations. Pentesting, which involves simulating real
attacks, is important for identifying complex vulnera-
bilities that automated Al systems are not always able
to detect. However, due to its speed and ability to adapt,
Al is becoming an effective complement to pentesting,
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MoXXn1BOCTi Ta 06MEXEHHS LWITYYHOrO iHTENEKTY B TECTYBAHHI BPa3NMBOCTEN:
e eKTUBHICTb NiAX0AY Ha NPOTUBAry TPaAaULIAHOMY NEHTECTUHTY

Irop PyneHko

Marictp

HauioHanbHWI lOpUAMYHKIA YHIBEPCUTET iMeHi fpocnasa Myaporo
61024, syn. lpuropis Ckosopoan, 77, M. XapkiB, YkpaiHa
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AHoTauifl. AKTyanbHicTb poboTH 3yMOBAEHA 3pOCTalouMMM 3arpo3amu B Kibepbesnedi, LWo BUMAratTb YA0CKOHANEHHS
METO[iB BUSBNEHHS BPA3IMBOCTEN Y NPOrpaMHOMY 3abe3MneyeHHi, 30KkpemMa 3a LOMOMOror HOBITHIX TEXHONOTIHN,
TaKMX 9K WTY4HUR iHTenekT (LWI). MeTa gocnigXeHHs — BU3HAUUTH edeKTUBHICTb 3acTocyBaHHA LI ong TecTyBaHHS
BPa3/MBOCTEN 9K aNbTepHATUBM TPAAMLIMHUM METOAAaM TeCTyBaHHS 6e3neku, 30KkpemMa neHTecTuHry. [1ng 4oCarHeHHs
MeTu 6yNo NpoBefEeHO aHaNi3 anropuTMiB MaLIMHHOMO HAaBYaHHSA, PO3po6ieHo ribpuaHy Moaens AN BUSIBIEHHS
BPa3/IMBOCTEN, @ TAKOX MPOaHani3oBaHO 3aCTOCYBAHHS CMCTEM BUSBAEHHS Ta 3anobiraHHs BTOPrHEHHAM,
ABTOMAaTU30BAHUX MiAXOAIB A0 TECTYBAHHA NPOrpaMHOro 3abesneyeHHs Ta 3axXMCTy NpUKNaaHMX iHTepdeliciB.
[ocnigxeHHs BUSBUAO, WO AepeBa pilleHb WBUAKO KnacudikyoTb Tpadik, ane nepeHaByatoTbCs; METOL OMNOPHUX
BEKTOPiB TOYHO aHani3ye XXypHanu, ane YyTanBMIA 40 HANALWTYBAHb; HAiIBHI Ba€CiBCbKi knacudikatopu edekTUBHO
dinbTPYOTb NOBIAOMNEHHS, ane 0OMeXeHi NPUNYLWEHHAMU; HEMPOHHI MepexXi Ta MUBUHHE HaBYaHHS BUSABAAIOTD
CKNAZHi 3arpo3u, ane notpebyoTb 6arato AaHUX; anroput™ k HakbAMXKUMX CyCiaiB NigAXOAUTb AN MaUX CUCTEM,
ane noBiNbHWIA; BUNALKOBI NiCM TOYHI B aHani3i Ko4y, ane MeHwWw iHTeprnpeToBaHi. LUl wemakuii i MaclwtaboBaHumi,
ane ob6MexeHU y po3yMiHHI KOHTEKCTY Ta pearyBaHHi Ha HOBI 3arpo3u. Pe3ynbTat nokasanu, Wo NeHTECTUHT
nepeBaXka€ y BUSIBNEHHI CKNAAHMX BPa3NMBOCTEN, a FibpnaHa Moaeb MalUMHHOMO HAaBYAHHS A0OCAMNA TOYHOCTI 93 %
Ta TouHoCTi nepenbaveHb 100 %, ane nponyctuna 17 % BpasnuBocTeid. 3i cBOro 60Ky, TexHonorii kibepbesnekw,
K TECTYBaHHS NPUKNALHMX MPOrpaMHUX iHTepdeiiciB, NporpaMm BUHAropoam 3a NOMUAKMK, iHTerpauia 6esneku B
po3pobKy, CUCTEMU BUSBNEHHS BTOPTHEHb, HACKPi3HE WK@PYBaHHS, 3aXUCT IHTEPHETY peyent i NpoTUaIa QilunHrY,
TakoX eeKTUBHI, ane NoTpebyroTb afanTauii 40 HOBMX 3arpo3. Pe3ynbtati foCNiIKEHHS MOXYTb BYTWM BUKOPUCTAHI
KOMMNaHisiMK, WO 3aiMatoTbcs Kibepbesnekoto, po3pobHMKaMM NporpamMHoro 3abesneyvyeHHs Ta iHXeHepamu
3 6e3neku AN BAOCKOHANEHHS NPOLLEeCiB TECTYBAHHS BPa3nMBOCTEN i 3aXMCTy Big Kibep3arpos, 3okpeMa 3a
[LONOMOrOK iHCTPYMeHTIB Ha 6a3i LI

KntouoBi cnoBa: anroputMu MalMHHOIO HABYAHHS; riOpUAHI Moaeni aHanisy; CMCTeMU BUSIBJEHHS Ta 3anobiraHHs
BTOPrHEHb; aBTOMAaTM3aLia nepeBipkM NPOrpaMHoro 3abesneyveHHs; 3axXMCT NPUKNAQHUX iHTepdeiciB; cueHapii
iMiTauii aTak
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Abstract. The relevance of the study was driven by the need to improve the efficiency of urban traffic flow regulation
in order to enhance the environmental situation, reduce congestion,and stimulate economic development. Modern
traffic control methods based on fixed traffic light schedules are unable to adapt to atypical and unpredictable
road situations. The aim of this study was to develop a traffic flow management model based on fuzzy logic
methods. The research methodology involved the construction of a fuzzy inference model that transforms input
parameters (traffic intensity, waiting time, accident data) into linguistic variables and automates decision-making
processes for traffic light settings. Simulation modelling of the system’s operation under various traffic and weather
conditions was carried out using the developed model. An adaptive traffic flow control system was developed that
can respond in real time to changes in road conditions. It was established that implementing the proposed model
reduces the average vehicle waiting time by 25%, decreases the number of vehicles stopping at intersections by
7%, and increases the number of vehicles passing through intersections by 6%. The efficiency of the proposed
system was analysed in comparison with standard traffic light control methods. The potential for expanding the
model’s functionality was evaluated, particularly to incorporate additional input parameters such as prioritisation
of public transport, pedestrians, and emergency services. The practical value of this study lies in the possibility of
applying its results by professionals in urban planning, intelligent transportation systems, and traffic logistics to
optimise the operation of traffic signal systems in urban areas

Keywords: intelligent regulation; adaptive control; fuzzy inference algorithms; urban mobility; traffic signal
automation; linguistic variable

INTRODUCTION

Every year, cities face a significant increase in the num-
ber of vehicles, leading to increased traffic flows and
road congestion. Traffic congestion was a critical issue
that needed to be addressed to improve the economic
prosperity of any country. Traditional traffic manage-
ment mechanisms, such as fixed-time traffic light sys-
tems, are insufficient to solve the growing problem of

heavy congestion due to the increase in the number of
vehicles on the roads. The specificity of this problem
was that traffic flow management was very often asso-
ciated with unclear or not fully defined circumstances.
Traffic management was closely related to parameters
such as time, day, season, weather and unpredicta-
ble circumstances. By controlling traffic lights, it was
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possible to create conditions for the best throughput
capacity at intersections.

The article by P. Michailidis et al. (2025) considered
the approach to traffic management using Reinforce-
ment Learning (RL) as a promising, data-driven solution.
RL allows the system to independently learn optimal
actions in real time based on rewards for achieving cer-
tain goals, such as reducing congestion or waiting times.
The article presented a comprehensive characterisation
of reinforcement learning technologies in the context
of traffic light control, with a detailed classification of
methods by type of RL algorithms, agent architecture
(in particular multi-agent approaches), reward system
design, baseline methods for comparison, road network
types, and simulation platforms. The authors systema-
tised modern approaches, outlining the key technical dif-
ferences between them and how they are implemented.

In their work, N. Kumar et al. (2021) noted that tra-
ditional traffic light control systems based on fixed
time intervals or time of day are often ineffective in
dynamic traffic conditions, especially during accidents,
traffic jams, or other atypical situations. To solve these
problems, the authors proposed using fuzzy logic-based
systems that allow for adaptive responses to changes in
traffic conditions. Fuzzy logic makes it possible to for-
malise subjective assessments of the state of an inter-
section, such as “high traffic density” or “reduced visibil-
ity due to weather conditions,” using linguistic variables
and fuzzy sets. The advantages of such systems lie in
their ability to quickly adapt to changes in traffic flows,
which provides more effective regulation compared to
traditional methods. At the same time, as in previous
studies, the authors pointed out the disadvantages: the
need for careful tuning of fuzzy models and training of
personnel for their implementation and maintenance.
Unlike classical systems, which are standardised and do
not require additional configuration, fuzzy logic-based
systems require integration with motion sensors and
software, which can complicate their implementation
in urban environments.

The application of fuzzy logic in the process of
managing traffic flows in cities has been published in
several scientific works. The article by M.S. Bhatia &
A.Aggarwal (2020) presented a traffic light timing con-
trol system that adapts to real traffic based on three
parameters: queue length, vehicle arrival rate, and peak
hour intensity. The authors implemented a fuzzy con-
troller that allows the green phase time to be flexibly
changed to 28 seconds instead of a fixed 60 seconds.
Compared to traditional systems, the new approach
provided an improvement of 6-47% depending on the
traffic situation. In a study by Y. Bi et al. (2024), an intelli-
gent traffic light control system based on second-order
fuzzy logic and reinforcement learning algorithms was
proposed. The developed approach made it possible to
effectively reduce delays and queue lengths in traffic
flow by adapting to dynamic changes in traffic inten-
sity. The authors emphasised the advantages of using

second-order fuzzy logic to handle uncertainties in in-
put data and improve real-time decision-making.

Among Ukrainian authors, the work of V. Gandry-
bida et al. (2024) was considered, which examined
modern methods of automated traffic control based
on fuzzy logic, which allow processing incomplete or
inaccurate information - a characteristic feature of dy-
namic road conditions. The authors evaluated the pros-
pects and challenges of introducing fuzzy logic into
transport system management to improve road traffic
efficiency and safety. Particular attention was paid to
integration with intelligent transport systems, artificial
intelligence and Internet of Things technologies. The
article by V. Shevchenko (2023) presents the priorities
for the development of a network of local traffic light
objects in Ukrainian cities. The author analysed modern
traffic light control methods, in particular adaptive and
coordinated control, and compared their effectiveness.
It was found that the combined use of both approach-
es provides significantly better results than the use of
each separately. This indicates the feasibility of coordi-
nating traffic lights as a priority direction for the devel-
opment of traffic management systems in cities.

The article by A. Agrahari et al. (2024) provides a
comprehensive review of adaptive traffic light control
systems based on artificial intelligence. The authors
classified the approaches according to the number of
intersections and the methods used, in particular fuzzy
logic, metaheuristic algorithms, dynamic programming,
reinforcement learning,and hybrid models. The analysis
showed that such systems can significantly reduce traf-
fic delays, improve traffic efficiency, and reduce harm-
ful emissions. Another approach was demonstrated by
M. Li et al. (2025), who created a two-stage fuzzy mod-
el called FuzzyLight that works in noisy or incomplete
data conditions. In real-world experiments, the system
improved intersection efficiency by 48%, demonstrating
its reliability even in unstable environments. The aim
of the study was to improve the process of managing
traffic flows in cities by increasing the throughput of a
controlled intersection or a single traffic light.

MATERIALS AND METHODS

In this study, the structure of the fuzzy controller shown
in Figure 1 was used to better understand the princi-
ples of its operation, the relationships between indi-
vidual blocks, and the methods of processing input and
output data in the control process.

A fuzzy control model based on a system of rules
that operate with fuzzy logical variables and imple-
ment a fuzzy logical inference mechanism for decision
making. A fuzzy logic controller describes the control
protocol using “if-then” rules. The necessary parameter
values are fed into the controller. These are the values
that the controller must maintain during its operation.
The error value is calculated using an adder, which
is usually obtained as the difference between the re-
quired value and the output signal. The error is sent
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to the controller, which calculates the error values of
three components: proportional, integral and differen-
tial. The generated signal is transmitted to the control
element, which directly affects the parameters. In this

V. Varnava & O. Silagin

case, it is the green traffic light signal time. The result
of the operation directly affects the values of the con-
trolled parameters. This new value is transmitted back
to the input to determine the new error value.

Pre-processing |————* Fuzzification > Rule base
|
|
|

Data output |———| Defuzzification > Interface

i

Figure 1. General structure of a fuzzy controller

Source: developed by the authors

As shown in Figure 2, if at a given moment in time the
traffic light is green for the north and south sides of the
intersection, these will be the sides of passing vehicles,
while the west and east sides will be considered the wait-
ing sides, and vice versa. The output fuzzy variable will be
the green light duration on the passing sides. Thus, based
on current traffic conditions, fuzzy rules can be formulated

so that the output of the fuzzy controller increases or does
not increase the current green light time. If the current
green time is not extended, the traffic light status will im-
mediately change to another status, allowing traffic from
the alternative phase to move. During adverse weather
conditions, in this case fog, the green signal time will also
be increased for safety reasons.

Weather condition data iot.m.ter

rriving

Waiting
1t

»

Rule base |<«——| Fuzzy controller « -
—
\—> Traffic light interface e

Figure 2. Structure of a traffic light controller based on fuzzy output

Source: developed by the authors

In the proposed fuzzy logic signal controller, three
fuzzy input variables are selected, namely: the number
of vehicles arriving at the intersection or the number
of vehicles passing during the green light (Arriving Ve-
hicles), the number of vehicles waiting in queue at the
intersection, or the number of vehicles waiting during
the red light (Queuing Vehicles), weather change (Hu-
midity or Fog). The duration of the green light is the
output variable, which provides the necessary exten-
sion time for the green light on the arrival side. The
triangular shape of the membership functions repre-
senting fuzzy numbers was chosen because it is often
used in many applications due to its computational
efficiency. A graphical representation of the member-
ship functions of the input and output variables is
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shown below. The volumes of arriving and queuing
traffic have (Low - L, Medium - M, High - H) vehicles,
as well as the weather factor fog has (Low - L, Medi-
um - M, High - H) and the duration of the green time
has (Short - S, Medium - M, Long - L).

For input fuzzy variables for arriving vehicles and
vehicles in the queue, the x-axis is the number of ve-
hicles; for fog, it is the visibility range in metres, and
the y-axis for all input variables varies from 0 to 1. The
result of the output fuzzy variable is the duration of
the signal, which will be extended in seconds. To im-
plement the fuzzy logic inference module, the scikit-
fuzzy package was selected - a set of tools for manip-
ulating fuzzy logic devices in the Python programming
language. This package simplifies the creation of fuzzy
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variables, term formation, rule-based formation, and
the fuzzification process.

Based on the formed knowledge base, a three-di-
mensional surface of the control module solution can
be constructed. The graphical representation of the
surface of the fuzzy logic inference module solutions
is an important tool for analysing the effectiveness
of intelligent control systems, in particular systems
based on fuzzy logic. Such a surface visualises the re-
lationship between the input linguistic variables and
the obtained output values, allowing the researcher
to better understand the behaviour of the system in
different traffic situations. The decision surface is
formed after the construction of the fuzzy logic in-
ference rule base, the phasing of the input data, the
application of the logical inference mechanism, and
the defuzzification procedure. In a three-dimension-
al graph, one axis represents the first input variable
(e.g.,the number of arriving vehicles), the second axis
represents another input variable (e.g., fog intensity),
and the third axis represents the result - the output
variable (the green light duration).

This approach allows for a visual check of the con-
sistency and logic of the rules that have been formed.
The researcher can identify potentially illogical or
overly abrupt changes in signal control that do not cor-
respond to the expected behaviour of the system. In

addition, graphical representation facilitates the opti-
misation of control rules to achieve better performance,
reduce congestion and increase intersection capacity.
The SUMO environment was chosen for testing traffic
flows. SUMO allows to simulate intermodal transport
systems, including road vehicles, public transport and
pedestrians. SUMO comes with a bunch of helper tools
that do things like route finding, visualisation, network
import, and emissions calculation. SUMO can be en-
hanced with custom models and provides various APIs
for remote control of the simulation.

RESULTS AND DISCUSSION

Table 1 presents the developed ranges of values for in-
put and output variables used in the fuzzy traffic light
control model. Specifically, the input variables are the
number of arriving and waiting vehicles, as well as the
fog level (visibility). The output variable is the green
light duration. For each variable, numerical ranges
and corresponding linguistic evaluations are specified:
“low”, “medium”, “high”.

Table 2 is created for the input variables (vehicles
and fog), the values are given as the number of cars
or visibility in metres, and the membership functions
range from O to 1. The output variable - the duration of
the green signal in seconds.

Table 1. Range of input and output variables

Arriving Vehicles Queued vehicle Fog Green light duration
. Linguistic . Linguistic Visibility Linguistic Duration Linguistic
Quantity variable Quantity variable (inm.) variable (in sec.) variable
0-10 Low 0-10 Low 1,000-1,500 Low 0-10 Short
7-25 Medium 7-25 Medium 400-1,200 Medium 8-30 Medium
20-50 High 20-50 High 50-500 High 25-60 Long

Source: developed by the authors

Table 2. Graphical representation of membership functions of linguistic variables

Functions Diagram
>
L M H
Low pol
Arriving Vehicles Medium
. No of vehicles
High ’ > X
0 7 1020 25 50
y
L M H
. Low o
Input Queued vehicle Medium
. No of vehicles
High > X
0 71020 25 50
y
L M H
Loyv 5
Fog Medium
. Weather variant
High > X
0 7102 25 50
y
S M L
. Short 1
Green light - 2
Output "9 Medium
duration L Signal time
ong > X
0 71020 25 50

Source: developed by the authors
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Based on three input variables, 27 fuzzy rules
were formed, which determine the logic of the sys-
tem’s functioning and allow obtaining the corre-
sponding value of the output variable, as shown
in Table 3. A three-dimensional decision surface of
the fuzzy control module was created, which visual-
ises the dependence between the input parameters

[7] surface Viewer: FUZZY RULES
File Edit View Options

queuingvehcle

V. Varnava & O. Silagin

(e.g., the number of vehicles and the fog level) and
the output variable - the duration of the green traffic
light signal. This graphical representation, shown in
Figure 3, allows analysing the logic of the decisions
made, identifying possible errors in the system of
rules, and improving algorithms to increase the effi-
ciency of traffic management.

- (] X

50

10
arrivingvehicle

X (input): arrivingveh | Y (input):
L )

queuingveh v | Z (output)
|

Output E
Evaluate

Ref.input. NaNNaN775) ||[Plotpoints: 101 ||l Help Cose |

Readv

Figure 3. Graphical representation of the decision surface of the fuzzy logic inference module

Source: developed by the authors

Table 3. Knowledge matrix for control by fuzzy logic inference module

Input

Output

Arriving Vehicles Queued vehicle

-
(o]
[la]

Green light duration

H

S

el el F ol Nl el el F el -l - -l Bl B - - - B e e el e e e s o

Tz rrrxxzIz Xz X -

—

I T/ T Tt rTc-
T IINTXInIT XXX |unjxzxxx I XITX

Source: developed by the authors
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The goals and capabilities of this approach can be
significantly expanded, for example, by giving priority
to emergency and service vehicles. In addition, green
signals can be activated for pedestrians when public
transport arrives, which will significantly increase its
efficiency. This approach requires a more complex and
extensive set of rules, and the computational complex-
ity does not increase with this approach. Thus, without
compromising performance, there is the prospect of
improving the accuracy and reliability of the model’s
response and the allocation of resources to several
control elements for optimal use.

The results of the study presented in this arti-
cle demonstrated a significant improvement in the
efficiency of traffic flow management using a model
based on fuzzy logic. Specifically, the average wait-
ing time was reduced by 25%, the average number of
vehicles moving at the intersection increased by 6%,
and the number of vehicles stopped at the intersec-
tion decreased by 7%. These results demonstrate the
effectiveness of the proposed approach, especially in
changing weather conditions, such as fog,and variable
traffic intensity. A graphical representation of the test
results is presented in Figure 4.

Amount of moving vehicles per time step

17.57
15.07
12.57
10.07

N
(9]
1

Number of vehicles

Noown
(O, o
1 L

o
o
L

— Fuzzy logic controlled traffic
— Fixed time controlled traffic

0 100

200
Time Step

300 400 500

Figure 4. Graphical representation of the results of testing the fuzzy logic inference module
in comparison with the classical traffic light control method

Source: developed by the authors

The graph in Figure 4 shows that in most iterations
at the intersection that used fuzzy logic to control the
green traffic light signal, the number of vehicles that
crossed the intersection was greater than at the corre-
sponding intersection that used time-based settings.
Comparing these results with other studies, it is worth
noting that in the work of M. Li et al. (2025), a two-
stage traffic light control system called FuzzylLight
was proposed, which combined fuzzy logic with com-
pression sensing and reinforcement learning methods.
The system showed a 48% improvement in traffic ef-
ficiency in real-world conditions at 22 intersections.
This demonstrates the potential of integrating fuzzy
logic with other artificial intelligence methods to
achieve better results.

The study by J. Alam & M.K. Pandney (2013) indi-
cates that there was also the problem of weather con-
ditions, which can be a critical factor in achieving the
set goal. The first systems that took weather conditions
into account were used in Germany and were imple-
mented on roads with frequent accidents caused by fog
or icing. Later, these systems were expanded to detect
and control traffic in order to increase road capac-
ity. These traffic control systems use several tracking
stations along the road. These stations use magnetic

sensors to detect traffic, as well as weather stations
that transmit data about the environment, road surface
conditions, and the air layer near the ground. A central
traffic control computer collects data transmitted from
section stations. The control strategy determines the
appropriate speed limit for each section. The problem
described can be solved using a fuzzy logic mechanism,
which allows a completely formal description of the
specific value of the number of vehicles and the error
value to be converted into a conditional variable. This
can be used to form a database of logical rules. This
allows to activate rules generated based on the error
value and change the error value to the previous one in
order to form a conclusion about the optimal behaviour
of the system at the next discrete moment in time.

In the context of implementing traffic flow control
systems based on fuzzy logic, it is important to com-
pare approaches in related fields of technology. In par-
ticular, A. Lazhenko & T. Bila (2020) investigated the
effectiveness of a fuzzy controller in domestic refrig-
eration technology. They found that although the sys-
tem reduces the duration of the transition process, it
also leads to an increase in the amplitude of deviation
and the appearance of static error. This result demon-
strates that fuzzy systems have certain compromises in
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accuracy that should be taken into account when adapt-
ing them to transport tasks.

Particular attention was paid to the influence of ex-
ternal risk factors related to road conditions. For exam-
ple, the work of V.A. Tsopa et al. (2023) analyses the spe-
cifics of assessing the risk of road accidents in freight
transport in difficult weather conditions. The authors
argue that factors related to fog, ice or reduced visibil-
ity are key in the formation of safe traffic algorithms
and must be taken into account in control systems.
This is consistent with the approach implemented by
this model, which adaptively changes the duration of
the green signal depending on the weather factor. In
addition, the results confirm that fuzzy logic is an ef-
fective means of decision-making under conditions of
uncertainty. This was also demonstrated in a study by
E.N. Allahverdiyev (2023), which proposed the use of
fuzzy models for selecting transmitters in gas measure-
ment systems with unstable input parameters. Similar
to traffic light control systems, this involves the need to
take into account fuzzy criteria and adapt the system to
current conditions, which indicates the broad versatility
of the fuzzy inference method in technical fields.

The problem of the inefficiency of traffic lights with
planned phase times is solved by using fuzzy logic with
fuzzy linguistic variables that are more convenient for
human perception. In a study by L.A. Zadeh (1996), a
theory of fuzzy sets was proposed as a means of resolv-
ing uncertainties in real-life situations, laying the foun-
dation for automated traffic light control based on fuzzy
logic. These systems use sensors to count traffic inten-
sity. In a study by V.M. Madrigal Arteaga et al. (2022), an
adaptive traffic light controller based on fuzzy logic
was developed, which uses only traffic intensity data
obtained from simple traffic counters. The system
showed competitive performance compared to the best
existing approaches, reducing technical requirements
and computational costs. This confirms the effective-
ness of using fuzzy logic even with limited input data.

Z. Fahrunnisa et al. (2024) presented an adaptive
traffic light control system that uses fuzzy logic based
on real-time vehicle detection using video surveillance.
The system reduced vehicle waiting times by approxi-
mately 21% compared to existing systems. This demon-
strates the potential of integrating computer vision with
fuzzy logic to improve traffic management. In a study by
S. Dasgupta et al. (2023), the use of digital twin technol-
ogy for adaptive traffic light control was proposed. The
system showed a reduction in control delays of 1% to
52% depending on the traffic level. This demonstrates
the effectiveness of using digital twins in combination
with fuzzy logic to improve intersection performance.

I. Zrigui et al. (2025) proposed an integrated
strategy for optimising urban traffic that combines
forecasting, adaptive signal control, and distribut-
ed communication. The system showed a significant
reduction in average waiting times in a realistic ur-
ban environment. This highlights the importance of a

Bulletin of Cherkasy State Technological University, Vol. 30, No. 3, 2025

V. Varnava & O. Silagin

comprehensive approach to traffic management that
takes into account various aspects of urban mobility.
Z. Kljai¢ et al. (2021) presented a fuzzy logic-based
traffic scheduling algorithm for reduced traffic cases.
The system showed a significant reduction in vehicle
queue lengths compared to traditional methods. This
confirms the effectiveness of using fuzzy logic in con-
ditions of variable traffic intensity.

Y.Inag & M.Arikan (2024) developed an intelligent
traffic light control system based on fuzzy logic, which
showed a 36.5% reduction in waiting time compared
to existing systems. This demonstrates the effective-
ness of fuzzy logic in real urban conditions. In a study
by H.Lin et al. (2022) presents an approach to optimis-
ing signals at urban intersections that combines fuzzy
logic with the differential evolution method, with the
aim of reducing transport delays and optimising sig-
nal times in adaptive mode. Effective performance on
real networks is noted, compared to traditional fixed
or adaptive control methods.

The study by M. Teerapun & W. Sumak (2024) pro-
posed a hybrid approach to traffic light control that
combines deep learning with reinforcement and fuzzy
logic. The model learns to optimise signal phases in
real time, taking into account complex road condi-
tions. This approach has improved traffic performance,
including reduced waiting times and fewer stops. The
results demonstrated the effectiveness of integrating
artificial intelligence with fuzzy methods for adaptive
urban traffic control. A study using deep learning with
reinforcement and fuzzy logic proposed a traffic light
control method that showed an 18.46% reduction in
average total waiting time compared to traditional
methods. This highlights the effectiveness of combin-
ing artificial intelligence methods with fuzzy logic to
improve traffic management.

Comparing the results of the study with the
above-mentioned works, it can be concluded that the
use of fuzzy logic in traffic flow management is an ef-
fective approach that allows adaptation to changing
traffic conditions and improves intersection efficiency.
These results, in particular a 25% reduction in aver-
age waiting time and a 7% reduction in the number of
stops, confirm the effectiveness of the proposed model.
Taking into account parameters such as the number of
vehicles waiting at the intersection, arriving traffic, and
weather conditions (fog) allows the system to adapt to
real traffic conditions, which is an important aspect for
improving urban mobility.

CONCLUSIONS

As a result of the research, a model for managing traf-
fic flows in cities based on fuzzy logic was developed
and implemented. The main aim of the research was
to increase the throughput capacity of intersections,
which was achieved through the use of a fuzzy log-
ic inference system for adaptive traffic light control.
The model identified key fuzzy variables: the number
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of vehicles waiting at the intersection, arriving traf-
fic, and weather conditions (fog). A corresponding rule
base was built to enable real-time decision-making.
The model was implemented using the Python pro-
gramming language and the scikit-fuzzy library. The
SUMO traffic simulator was used to verify the correct-
ness of the model. The simulation results showed that
the proposed system allows for a significant improve-
ment in traffic performance: the average waiting time
for cars was reduced by 25%, the number of vehicles
continuing to move without stopping increased by 6%,
and the number of those stopping at the intersection
decreased by 7%. A comparison with the classic ap-
proach (fixed traffic light intervals depending on the
time of day) confirmed the higher efficiency of the
fuzzy approach. The results of the study confirmed
the feasibility of implementing such systems in urban
infrastructure, particularly in conditions of variable

traffic intensity. In further studies, it is advisable to ex-
pand the number of input parameters to include infor-
mation about the presence of public transport, cyclists
and pedestrians, as well as the possibility of priority
passage for emergency services. A separate area for
future work includes the integration of fuzzy models
with Internet of Things sensors and machine learning
to improve the system’s adaptability to the dynamic
environment of megacities.
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AHoTauifa. AKTyanbHiCTb JOCNIOXKEHHS 3YMOBJIEHa HEOOXIAHICTIO MiABULLEHHS ePEKTUBHOCTI peryntoBaHHS
TPAHCMOPTHUX MOTOKIB Y MiCTax ANS MNONINWEHHS €KONOriYHOT CUTYaLii, SMEHLEHHS 3aTOPiB Ta CTUMYNIOBAHHS
€KOHOMiYHOro po3BuMTKY. Cy4acHi METOAM KepyBaHHS Ha OCHOBI PiKCOBaHMX rpadikiB poboTu CBiTNodOopiB He 34aTHi
a[lanTyBaTMCA L0 HECTAaHAAPTHMX Ta HenepeabavyBaHMX CUTYaLin Ha goporax. MeTor focnigkeHHs byna po3pobka
MofAeni KepyBaHH: TPaHCNOPTHMMU MOTOKaMU Ha OCHOBI BUKOPUCTAHHSA METOAIB HeYiTKoi noriku. Metogonoris
LocnigkeHHsa nepeabavana nobynosy MoLeni HEYITKOro NOriYHOrO BUCHOBKY, IKa A,03BOMSIE TPAHCPOPMYBATH BXiHI
napameTpu (iHTEHCMBHICTb pyXY, YaC OYiKYBaHHS, aBapiviHi Nofii) B NiHIBICTMYHI 3MiHHI Ta aBTOMaTU3yBaTK npouec
NPUAHATTS pilleHb WOoA0 HanawTyBaHb cBiTnodopiB. 32 JONOMOro Moaeni NpoBeAeHo iMiTaliiHe MOAEeNOBaHHS
pob0TH CUCTEMM B PiZHOMAHITHUX AOPOXHIX Ta NOroAHMX yMOBax. Po3pobiieHO aganTMBHY CUCTEMY KEPYBAaHHS
TPaHCNOPTHUMM MOTOKAMMU, IKa ONEPATUBHO pearye Ha 3MiHW AOPOXHbLOT CUTYaLii B peanbHOMY Yaci. BctaHoBneHo,
LLO BNPOBaAXXeHHS 3aNpornoHOBaHOi MoJeni fL03BOMSE 3MEHLLUTU CEPEAHIl Yac OYiKyBaHHS aBToMobiniB Ha 25 %,
3HU3UTU KiNTbKICTb TPAHCNOPTHUX 3aCO0IB, LWLO 3YNUHAOTLCS HA NepexpecTi, Ha 7 % Ta NiABULWMTU CEpPeaHI0 KiNbKiCTb
TPaHCMOPTHUX 3aC06iB, AKi NPOIKAXKAKThL Yepe3 nepexpects, Ha 6 %. [poaHani3oBaHO ePEKTUBHICTb po3pobeHOi
CUCTEMMU B MOPIBHSHHI 3i CTAaHAAPTHUMU METOAaMU KepyBaHHS CBiTnodopamu. OLiHEHO NepCcneKkTUBM PO3LLUMPEHHS
dyHKUiOHaNbHOCTI MoAeni ANng BpaxyBaHHS O0AATKOBUX BXiAHWX MapaMeTpiB, 30KpeMa HafaHHS npiopuTeTy
rpPOMafCcbKOMY TPAHCMOPTY, NiLLOX0AAaM Ta eKCTpeHUM cybaM. [pakTUyHa LiHHICTb LOCNIAXKEHHS NONAraE B
MOX/IMBOCTi 3aCTOCYBaHHS pe3ynbTaTiB GaxiBUAMM 3 MiCbKOrO NAAHYBAHHS, iHTENEKTYaNbHUX TPAHCNOPTHUX CUCTEM
Ta TPAHCMOPTHOI NOTICTUKM ANS ONTUMI3aLii pob6oTu cBiTI0dhOpHMX OBEKTIB Y MicTax

KniouoBi cnoBa: iHTenekTyanbHe perynioBaHHS; aganTUBHE KepYBaHHS; airopuTMKU HEYIiTKOrO0 BMBEOEHHS; MiCbKa
MOGiNbHICTb; aBTOMATU3aLia CBITNODOPIB; NiHIBICTUYHA 3MiHHA
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Abstract. The rapid expansion of interactive video, augmented and virtual reality platforms, and the Internet of
Things sharply increases the requirements for flexible traffic distribution in modern networks. Conventional static
load balancing algorithms fail to respond to rapid shifts in traffic patterns, leading to overloads on individual
nodes. The study aimed to design and experimentally validate an adaptive balancing algorithm based on fuzzy
grouping of server states. Methodologically, the research employed simulation modelling of a 100-server network
with time-varying load, fuzzy clustering via the Fuzzy C-Means algorithm (with fuzzy rule generation), continuous
monitoring of performance metrics, statistical comparison with baseline strategies (round-robin and two-threshold
autoscaling), analysis of traffic variability and the linear relationship between cluster count and stability, as well as
a sensitivity analysis for metric measurement errors up to 5%. It was found that the proposed algorithm reduces
the mean deviation of node utilisation by a factor of 1.5 compared with two-threshold autoscaling. During peak
periods, system response time decreased from 180 to 145 ms, while average resource utilisation rose from 68% to
85%.Analysis of the traffic coefficient of variation showed that at values above 0.4 the new method keeps node load
within £10% for 92% of observations, whereas round-robin exceeds this range in 37% of cases. A linear relation
between the number of clusters and distribution stability was revealed, with four clusters proving optimal. Fuzzy
rules additionally eliminate abrupt traffic oscillations after demand spikes and ensure smooth flow redirection.
Sensitivity analysis indicates that a metric measurement error up to 5% does not affect decision correctness.
The resulting architecture maintains stable operation when individual servers experience disproportionate traffic
growth. Comparison with traditional approaches confirmed the superiority of the proposed method across all
evaluated performance and robustness metrics

Keywords: computer networks; server load normalisation; variable traffic management; Fuzzy C-Means; adaptive
algorithms; artificial intelligence; network nodes

INTRODUCTION

Modern computer networks are experiencing increasing  of interactive multimedia, augmented and virtual real-
pressure due to the rapid growth in data volumes and ity, as well as the widespread deployment of the Inter-
the rising complexity of digital services. The expansion  net of Things (loT), has resulted in highly dynamic and
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uneven traffic loads. Under such conditions, maintain-
ing an even distribution of traffic across network nodes
becomes critical to ensuring system performance and
fault tolerance. Traditional load-balancing methods,
based on rigid rules or simple heuristics, often fail to
cope with sudden traffic surges or asymmetric utilisa-
tion, leading to overloaded components and degraded
quality of service. This creates a pressing need for new
adaptive approaches to traffic management that can
operate effectively in real time while accounting for
uncertainty in input data.

Advances in Network-Function Virtualisation (NFV)
have created opportunities to couple intelligent load-
balancing schemes with finegrained function place-
ment. According to B.Yi et al. (2018), who reviewed Ar-
tificial Intelligence (Al) enabled NFV orchestrators and
highlighted that fuzzy logic controllers are increasingly
embedded within service-function-chain managers to
steer traffic dynamically between Virtual Network Func-
tions (VNFs). According to their survey, next-generation
orchestrators monitor Central Processing Unit (CPU),
memory and queue metrics from each VNF instance
and invoke lightweight fuzzy rule sets to decide when
to scale out or redirect flows — precisely the kind of
proportional, uncertainty-aware control implemented
by the fuzzy balancer presented in this study.

Several empirical studies confirmed that fixed
rules could not react to continuous demand chang-
es. Scientists J. Zhang & S-L. Huang (2025) found that
such policies left up to 18% of aggregate resources
idle even as other nodes were overloaded. These ob-
servations, underscored across diverse cloud plat-
forms, motivated the search for more adaptive and in-
telligent load-distribution methods. The present study
aimed to design and evaluated a method that used
fuzzy clustering of node-state metrics to enable rapid
and flexible traffic redistribution.

Fuzzy logic offered a principled way to model the
grey zone between “normal” and “critical” conditions by
assigning degrees of membership rather than making
binary classifications. Unlike crisp rules, a fuzzy system
could describe a server as, say, 70% “overloaded” and
30% “moderately loaded”, thereby allowing nuanced de-
cisions. Recent work provided supporting evidence: B.
Sarma et al. (2021) demonstrated that a fuzzy clustering
balancer in fog computing improved response time and
utilisation, while scientists Y. Gao et al. (2022) achieved
a more balanced load and higher reliability in a sat-
ellite-terrestrial network with a fuzzy logic controller.

Beyond fuzzy logic, researchers explored other in-
telligent algorithms for network load balancing. Re-
searchers Y. Seraj et al. (2023) proposed an evolutionary
optimisation balancer that efficiently distributed cloud
workloads, trimming tail latency by about 20%. Swarm-
intelligence heuristics (Chabira et al., 2025), reinforce-
ment-learning schedulers (Khan, 2024), and hybrid fuzzy
logic-reinforcement learning (fuzzy-RL) controllers
(Wu et al., 2024) further demonstrated how promising
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the Al-driven approaches are. Fuzzy clustering never-
theless retained two key advantages: its inference rules
remained interpretable to operators, and its computa-
tional overhead was low enough for realtime control.

In the era of cloud computing and the IoT, where
traffic patterns shift quickly, there is a strong demand
for adaptive, automated load management. Next-gen-
eration 5G/6G and Software-Defined Networking (SDN)
architectures exemplify environments with stringent
performance requirements that static balancers can-
not satisfy (Wu et al., 2024). Fuzzy clustering stands
out because it continuously reclassifies node states
as conditions evolve, providing smoother and more
responsive balancing.

The purpose of the study was to apply fuzzy clus-
tering to develop a balancing algorithm that improves
load distribution accuracy, enhances the stability of
node performance under dynamic traffic, and supports
better resource utilisation across virtualised networks.

MATERIALS AND METHODS

To address the load-balancing problem, network nodes
were clustered according to their current load levels.
The Fuzzy C(-Means (FCM) algorithm was used to au-
tomatically identify three groups of nodes - heavily
loaded, moderately loaded, and lightly loaded (reserve
capacity) - corresponding to categories commonly used
in operational practice. Clustering was based on metrics
such as CPU utilisation, Random-Access Memory (RAM)
consumption, traffic throughput, and other indicators
collected for each node. Combining multiple metrics
or using a composite load metric is recommended to
capture a node’s true state more accurately. To evaluate
performance, three representative load-balancing strat-
egies were assessed: (1) Round-Robin (RR), (2) Adaptive
Threshold (AT), and (3) an FCM-based approach imple-
mented for the purposes of this study. The RR method
simply cycles through the servers when assigning new
tasks, without regard to current load. The AT method
resembled a typical cloud autoscaler: when a node’s
utilisation exceeded 85%, new tasks were redirected
until the level dropped below 60%, introducing hyster-
esis to maintain stability. The fuzzy controller read FCM
membership coefficients in real time and proportion-
ally shifted load from “heavy” to “light” nodes. To illus-
trate this, a 30 minute trace was split into five consec-
utive segments (marked by vertical dotted lines on the
plot): a smooth diurnaltype wave, short € 30 s spikes,
a2 15 min sustained peak, a flashcrowd surge of = 50%,
and a noisy interval with coefficient of variation 2 0.4.All
segments were replayed under three strategies: RR, AT
and FCM. Horizontal dashed lines show the #10% bal-
ance band. For each strategy the study recorded mean
response latency, the standard deviation of nodelevel
CPU load, and the number/size of migrations, along
with controller execution time per cycle.The FCM curve
appeared noticeably smoother, reflecting proportional,
not threshold-triggered, reassignments.
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A simulated enterprise-grade network was de-
ployed to evaluate the fuzzy load-balancing method.
The environment reproduced a typical corporate topol-
ogy within a virtual private cloud and relied exclusive-
ly on commodity x86-64 instances running Ubuntu
Server. System telemetry (CPU utilisation, RAM usage,
network throughput, and active process count) was
exported every 5 seconds from each host via the Pro-
metheus Node Exporter and subsequently stored in a
Prometheus time-series database. This configuration
mirrored the monitoring stack commonly found in me-
dium-to-large organisations while avoiding reliance on
vendor-specific hardware.

Prior to analysis, raw metrics were cleansed of
missing values, de-duplicated, and linearly scaled to the
interval [0, 1] using weekly minima and maxima. Each
host’s four normalised metrics were concatenated into
a feature vector; the arithmetic means of those met-
rics constituted a composite load index that simplified
subsequent decision logic. The FCM-algorithm (scikit-
fuzzy, Python 3.12) was applied to the feature vectors
to identify three operational clusters-low, medium and
high load. Model parameters followed standard prac-
tice (fuzziness exponent m=2.0; convergence tolerance
of 107°; maximum 300 iterations). For each host, the
output comprised a triplet of membership coefficients
summing to 1,thereby capturing transitional load states
rather than enforcing hard class assignments.

Rule-based control logic consumed the membership
coefficients in real time. If a host’s high-load member-
ship exceeded 0.70 and another host’s low-load mem-
bership exceeded 0.70, up to 30% of active sessions or
container workloads were migrated from the former
to the latter. For intermediate overloads (0.40-0.70),
the migration share was capped at 15%. Actions were
executed through standard orchestration interfaces:
Kubernetes Application Programming Interfaces (APIs)
for container placement and OpenFlow updates for
SDN paths, ensuring portability across on-premises
and cloud deployments. Validation employed synthet-
ic workload generators (stress-ng for CPU and memory
spikes; iperf3 for traffic bursts) to reproduce diurnal load
oscillations typical of a 1,000-node corporate fleet. Key
evaluation metrics included average response latency,
the standard deviation of node-level CPU usage, and
the frequency of task migrations.

The controller’s computational overhead was re-
corded during each monitor-cluster-act cycle. Specifi-
cally, the mean and 95% percentile execution time of
the FCM routine per cycle, the controller’s CPU/RAM us-
age, and the number of migration actions per cycle (as
an indirect overhead indicator) were measured. Execu-
tion time was captured via Python’s time.perf_counter,
while resource utilisation statistics were collected us-
ing Prometheus exporters. With N € 100 nodes, the cho-
sen parameters (m = 2.0; max_iter = 300) ensured that
clustering consistently completed within the polling
interval, confirming negligible computational overhead.

Unlike hard clustering - in which each element
was assigned to exactly one cluster - FCM computed a
membership coefficient for each element with respect
to every cluster and iteratively minimised a weight-
ed distance function to the cluster centres. Elements
near cluster boundaries therefore received interme-
diate membership values, whereas those that clearly
belonged to a given group obtained coefficients close
to 1 for that cluster and near O for the others. The
number of clusters was predetermined (here, three:
low/medium/high load) or selected on the basis of
domain knowledge and validation techniques. Two
primary performance metrics were measured: the av-
erage response time of requests (reflecting how well
the load was balanced, since overloaded nodes yield
higher latencies) and the balance of resource utilisa-
tion (the fraction of total resources left idle while oth-
er nodes were overloaded-lower is better). Qualitative
behaviours such as the occurrence of load oscillation
(thrashing) were also observed.

RESULTS AND DISCUSSION

To evaluate the effectiveness of the proposed fuzzy-
clustering load balancer, a network of N virtual ma-
chine nodes was simulated with time-varying traffic
generated by a mix of periodic fluctuations and bursty
spikes. Fuzzy clustering allows each object to belong
to several clusters concurrently, with a specific de-
gree of membership. In their work, researchers P. Hu et
al. (2024) introduced an improved FCM algorithm for
medical image segmentation and showed that adap-
tive objective-function tuning accelerates convergence
and enhances clustering accuracy. Building on that
idea, numerically optimised objective functions were
proposed (Bedalli et al., 2025) to address the classical
FCM’s sensitivity to overlapping clusters and irregular
densities, broadening its applicability to high-dimen-
sional data. Further performance boosts were reported
(Zhang & Huang, 2025), where particle swarm opti-
misation was combined with FCM to stabilise cluster
centres under noisy conditions. These contemporary
studies confirmed that FCMstyle fuzzy clustering re-
mains the predominant technique for soft partitioning
problems and provide modern methodological support
for its use in this load-balancing context.

Simulation results indicated that the fuzzy clus-
tering approach outperformed the classical schemes
on both performance metrics. Under peak load stress
tests, the average response time with fuzzy balancing
was approximately 20-30% lower than with RR. This
improvement resulted from more even utilisation of
the server pool: workload was proportionally shift-
ed away from the busiest nodes towards those with
spare capacity, preventing long queues from forming.
By contrast, RR ignored instantaneous load and there-
fore tended to overload some nodes while others re-
mained underused. Representative CPU traces are
shown in Figure 1.
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Figure 1. Node CPU load under three different balancing algorithms

Source: created by the authors

These findings were consistent with prior research;
for instance, A. Karimi et al. (2009) reported a =30.8%
reduction in response time when a fuzzy logic load bal-
ancer was used instead of round-robin in a distribut-
ed computing setting. Comparable improvements were
observed in the present experiments. A heterogeneous-
cloud study by B. Cheng et al. (2024) likewise showed
that a fuzzy logic, two-level load-scheduling framework
achieved higher throughput and reduced idle time com-
pared with both RR and basic random allocation. The
fuzzy controller in this study produced comparable ben-
efits: overall system throughput (tasks completed per
unit time) increased, and intervals in which idle CPU cy-
cles co-existed with busy CPUs were curtailed. In some
test runs, throughput rose by up to=22% relative to an
unmanaged baseline where each node processed tasks
independently until overload occurred. Consequently,
identical hardware handled a larger workload owing to
more efficient resource utilisation - an important gain
in operational efficiency. Another significant advantage
of the fuzzy clustering approach was stability. The AT
algorithm tended to exhibit oscillatory behaviour under
certain conditions. For example, when the upper utilisa-
tion threshold was set too low to increase responsive-
ness, a short-lived traffic spike triggered scale-out; once
the spike subsided, the same rule scaled in-only to scale
out again after another minor spike. This “flapping” be-
haviour, caused alternating scale-out/scale-in cycles in
Kubernetes Horizontal Pod Autoscalers and increased
scaling actions by roughly 35% compared with an adap-
tive RLdriven policy. In the conducted experiments, the
AT approach with fixed limits occasionally produced
cyclic task shuttling between nodes: after a node ex-
ceeded 85% CPU utilisation it stopped receiving new
tasks; once offloaded, utilisation dropped below 60%,
prompting reassignment, which pushed utilisation back
above 85%,and the cycle repeated. Such oscillations de-
graded performance through frequent context switches
and inconsistent response times. FCM behaved far more
smoothly: because decisions were proportional to the
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degree of overload, a small, brief spike produced only a
mild change in membership values and did not trigger
drastic action. In one test, a sudden burst targeted a sin-
gle node for a very short interval; a high fixed threshold
failed to react in time, whereas a lower threshold would
have overreacted. The fuzzy controller registered only
a slight rise in “heavy-load” membership; as the value
remained modest, the controller waited, the spike sub-
sided, and no unnecessary migration occurred. Fuzzy
logic thus introduced a damping effect that filtered out
transient disturbances. Only sustained load changes
prompted stronger actions, consistent with control-the-
ory predictions that fuzzy controllers behave as lowpass
filters and avoid knee-jerk reactions to high-frequency
noise (Liu et al,, 2018).

Under prolonged peak loads, when certain nodes
remained heavily utilised for extended periods, the
fuzzy method readily identified this state-membership
values converged towards 1 in the “heavy” cluster-and
traffic was reallocated accordingly. By engaging all
available nodes, the system avoided overwhelming any
single server. In peak scenarios each node operated at
roughly 80-90% utilisation, rather than some running
at 100% while others idled at 40%. This balanced us-
age not only enhanced performance but also prolonged
hardware life by eliminating hot spots. A network
equipped with the fuzzy balancer therefore exhibited
higher performance and reliability than the alternatives.
More uniform server utilisation increased aggregate
throughput and lowered the likelihood of node failure
or bottlenecks caused by overload. Contemporary stud-
ies corroborated these observations: Y. Gao et al. (2022)
reported improved load distribution and reliability in
an integrated satellite-terrestrial network using fuzzy
logic balancing, while Y-J. Wu et al. (2024) achieved
more stable latency for ultrareliable low-latency traffic
in a 5G context through fuzzy-based dynamic routing.
Findings from the present data-centre experiments res-
onated with these results, underscoring the adaptabil-
ity of fuzzy logic without sacrificing stability.
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A stress scenario — an abrupt 50% surge in overall
traffic affecting all nodes (flashcrowd event) - illus-
trated further contrasts among the algorithms. The RR
allocator simply delivered additional tasks sequential-
ly; if the surge exceeded the capacity of slower nodes,
those nodes began dropping requests or accumulating
queues, leading to timeouts, and no mechanism in RR
exploited idle capacity elsewhere. The threshold-based
system diverted tasks once each node crossed 85% uti-
lisation; however, when every node breached the limit in
this fixed N configuration, the autoscaler had limited op-
tions and could oscillate around the threshold. The fuzzy
controller lacked a single cut-off, instead, membership
values for all nodes shifted towards “high”. If no spare
capacity remained, the controller at least distributed
overload evenly, maximising fairness and resource use.
Any residual imbalance-nodes slightly less loaded when
the surge arrived-was smoothed out by assigning addi-
tional tasks to the lighter nodes until equilibrium was
restored. Consequently, the fuzzy balancer functioned as
a proportional feedback controller, continuously adjust-
ing task assignments to equalise node loads, whereas
RR and threshold policies behaved more like open-loop
or on-off controllers with lower precision.

From a resource-utilisation perspective,a notable out-
come was that under fuzzy balancing virtually no nodes
remained idle while others were overloaded. In contrast,
with RR situations occurred where one server’s CPU was
maxed out and another’s was only 50% utilised-an evident
inefficiency. The AT approach improved on RR by eventu-
ally correcting such imbalances, yet it could still leave
resources under-utilised because the conservative hys-
teresis gap (60% lower threshold) intentionally preserved
headroom even when another node operated above 85%.
The fuzzy approach imposed no such hard gap; it lever-
aged all available capacity as membership values continu-
ously reflected it. However, it did not overcorrect and over-
load previously idle nodes: once a node’s load increased,
its “light” membership dropped and transfers slowed. This
self-regulating behaviour kept nodes in a “moderate”zone
most of the time-neither under-utilised nor thrashing at
maximum. Quantitatively, the standard deviation of node
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utilisations was lowest with fuzzy control (often rough-
ly half that of RR), indicating a tightly balanced system.
Maintaining nodes around 50-80% utilisation is generally
optimal for performance-per-watt and for absorbing new
surges,and also mitigates queuing delays that arise at ex-
tremely high loads.

It is also worth discussing the overhead and scal-
ability of FCM. The computational overhead of run-
ning FCM on each cycle was negligible in our tests
with N< 100, the FCM step completed well within the
monitoring interval. In scenarios with thousands of
nodes, hierarchical clustering or parallelisation could
be considered; nevertheless, fuzzy-clustering algo-
rithms have been applied efficiently to large datasets,
especially when only a single feature (the composite
load index) is used per node. The decision-making
logic (fuzzy rules) was very lightweight compared with
solving an optimisation problem (e.g., a mixed-integer
nonlinear programme aimed at minimising maximum
load) (Khan, 2024), approaches that are computation-
ally infeasible in real time for large systems. The fuzzy
method can therefore be viewed as an approximate,
heuristic solver for the load-distribution problem that
runs extremely quickly and adapts continuously. From
a development and maintenance standpoint, fuzzy sys-
tems remain interpretable: network administrators can
adjust fuzzy rules or membership thresholds to fine-
tune aggressiveness more intuitively than by tweaking
multiple static thresholds per node. This ease of con-
figuration is frequently emphasised as an advantage
of fuzzy controllers in Information Technology (IT) sys-
tems (Abadi & Mansouri, 2024). In the experiments, the
default configuration with symmetric treatment of all
nodes and the basic rules described performed well
across diverse scenarios without casespecific tuning.
This robustness arose because the clustering process
selfadjusted to prevailing conditions: for example,
when overall load was low, the centroids for “heavy”
and “moderate” clusters shifted to lower utilisation val-
ues, automatically increasing sensitivity, and vice versa.
Figure 2 illustrates an example of fuzzy clustering re-
sults for six nodes by load level.

Low Load (u%)

== Medium Load (u?)
== High Load (u?)

dall

00 Nodel Node 2

Node 3

Node 4 Node5 Node 6

Figure 2. Results of fuzzy clustering of six nodes by load level

Source: created by the authors
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Each node was represented by three bars indicat-
ing its membership degree in the low-load (left), me-
dium-load (centre) and high-load (right) clusters. The
diagram showed that some nodes clearly belonged to
a single category (one bar dominated), whereas others
displayed mixed membership values-a hallmark of the
fuzzy approach and essential for fine-grained loadbal-
ancing decisions. These membership scores were used
for automated control: nodes with high membership in
the “overloaded” group were targeted for relief (partial
task offloading), while nodes with strong “underload-
ed” membership were scheduled to receive additional

D. Kulchytskyi & Ye. Zhukov

workload. The process ran continuously as network con-
ditions evolved. Because decisions were based on fuzzy
degrees rather than crisp thresholds, the system was
more tolerant of small fluctuations. Minor load chang-
es only slightly adjusted membership values and did
not trigger drastic actions unless they accumulated to
a meaningful level, preventing the thrashing behaviour
typical of fixed-threshold policies. When significant im-
balances did emerge, the fuzzy system responded by
proportionally reallocating tasks, thereby averting se-
vere overloads. A quantitative comparison of all three
strategies is summarised in Table 1.

Table 1. Comparison of load-balancing strategies by key performance metrics

Strategy Mean response time (ms) Load balance (¥10% range) Stability
RR 200 63% No control (static allocation)
AT 180 ~80% Oscillatory (thrashing under spikes)
FCM 145 92% Stable (no oscillation)

Source: compiled by the authors

The simulations showed that the proposed fuzzy-
clustering balancer provided two principal advantag-
es: a 20-30% reduction in mean response time during
bursty and sustained traffic, and a markedly tighter
spread of CPU utilisation-about half the standard devi-
ation obtained with RR. Because task reallocation was
proportional to the degree of overload rather than trig-
gered by a fixed threshold, the controller damped short
spikes yet reacted swiftly to genuine shifts in demand.

These results agreed with recent literature. A fuzzy-
logic horizontal scaler for Kubernetes reduced latency
by 18-32% relative to the default pod autoscaler (Sil-
va et al., 2024), indicating that fuzzy membership rules
transfer well from container to VM environments with-
out extensive retuning. Alternative approaches based
on online learning could outperform static rules but at
higher cost. A RL agent trained on Google trace work-
loads eventually surpassed static policies, yet required
many training episodes and Graphics Processing Unit
resources (Qiu et al. 2023). In contrast, the heuristic
started cold and imposed negligible controller over-
head, making it attractive when training time or com-
pute budget was limited.

Edge-computing studies reported similar trends. A
bi-layer task-offloading model that blended load bal-
ancing with fuzzy security classification lowered a com-
bined cost metric (latency+risk) by 27% versus full-edge
execution and 46% versus local-only computing (Jin et
al. 2024). Although the objective differed, both works
showed that fuzzy sets provide finer discrimination
than crisp thresholds, allowing the system to exploit
every sliver of spare capacity without oscillation. Mo-
bile-edge clusters benefited as well. A fuzzy placement
engine reduced service failure incidents and improved
deployment time compared with integer-linear pro-
gramming baselines (Petrakis et al. 2024). Datacentre
experiments echoed this outcome: using continuous
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membership values prevented the “placement failure”
that arises when every node is labelled either full oridle.
Fuzzy reasoning also helped in nonterrestrial back-
bones. A scheduler for satellite-terrestrial integrated
networks kept link utilisation above 80% while reduc-
ing packet-delay variance by 25% relative to a reactive
policy (Gao et al. 2022). The stabilisation observed here-
no node fluctuated between 60% and 100%-paralleled
their finding that fuzzy controllers act as low-pass fil-
ters regardless of the medium. Explainability and cost
remained critical for Alcentric balancers. A survey of Al-
based schemes for SDN warned that deep models often
sacrifice transparency and impose high inference costs
(Alhilali & Montazerolghaem, 2023). The proposed
method addressed both issues: administrators could
read centroid shifts directly as what the system cur-
rently deemed “heavy”, and clustering completed well
within the monitoring interval even with 100 VMs.
Hybrid designs are now emerging. Combining Long
Short-Term Memory (LSTM) demand forecasts with a
fuzzy rule set in an loT SDN saved energy and reduced
controller overhead by translating raw utilisation fore-
casts into actionable load classes (Imanpour et al. 2025).
The findings similarly showed that fuzzy sets serve
as a convenient ‘glue” between quantitative signals
(CPU, RAM) and qualitative decisions (reroute, wait). A
two-level framework that employed fuzzy evaluation
in its inner loop improved request distribution by 13%
and lowered average wait time by 7.8% in heterogene-
ous clouds (Cheng et al. 2024). Although the gains were
smaller than those reported here, the workload mix
was highly variable, reinforcing the versatility of fuzzy
scoring across task types. Beyond balancing, fuzzy in-
ference is shaping 5G traffic engineering. A fuzzy logic
dynamic routing mechanism for ultrareliable low-laten-
cy traffic cut 95* percentile delay by 21% versus Open
Shortest Path First (OSPF) while keeping packet loss
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below 107> (Wu et al. 2024). Although routing differs
from task assignment, both problems hinge on propor-
tional, noise-tolerant control - the hallmark of fuzzy sets.

Finally, a fuzzy delay-bandwidth guaranteed rout-
ing algorithm for SDN (FDBGR) demonstrated lower av-
erage delay (=48 ms) and better load distribution than
several state-of-the-art schemes. A hybrid probabilistic
cellular automaton-Markov decision process (PCA-MDP)
scheduler achieved lower load variance and faster con-
vergence than RR and threshold baselines in edge net-
works. By contrast,the proposed balancer was cold-start
ready: FCM produced reasonable partitions immediate-
ly, a crucial feature for elastic or freshly bootstrapped
clusters. The FCM clustering module is integrated into
a continuous monitoring-and-control loop for load bal-
ancing. The system repeats the following stages.

Data clustering - the controller feeds the normal-
ised metrics into an enhanced FCM algorithm; P. Hu et
al. (2024) showed that adaptive FCM improves conver-
gence on non-stationary load traces, while E. Bedalli et
al. (2025) demonstrated that numerical objective-func-
tion tuning yields crisper light/medium/heavy member-
ships in cloud datasets. Detection of anomalies and crit-
ical states - using the three membership degrees, nodes
whose heavy value exceeds 0.8 are flagged as overload
candidates; a threshold first proposed for noisy traffic
by J. Zhang & S-L. Huang (2025). Decision-making and
load redistribution - if overload is detected, the SDN
controller rewrites flow tables to offload traffic onto
under-utilised clusters, following the horizontal autos-
caling strategy of A. LlorensCarrodeguas et al. (2021); in
virtualised clouds the same rule triggers live VM migra-
tion as outlined by B. Moura et al. (2022). Information
refresh and loop repetition. After each redistribution,
the loop returns to monitoring, gathers updated met-
rics, reclusters the data and issues new balancing ac-
tions. Continuous adaptation maintains efficient work-
load distribution. A. Alakeel (2016) shows that a fuzzy
control loop partitions nodes into linguistic load levels
and, through continuous membership grades, quanti-
fies transitional states; when one node exhibits high
membership in the heavy-load set while another shows
low membership, jobs are shifted proportionally-elimi-
nating hard cutoffs and needless migrations. Scientists
D.Li et al. (2021) extend this idea in an edge-loT micro-
service platform: CPU / memory utilisation is grouped
into low, medium, and high clusters, and resources are
scaled without rigid thresholds. Normalisation of fuzzy
memberships (they always sum to 1) is a core proper-
ty of FCM and its modern variants; S. Zhu et al. (2024)
formalised this in their double constraint FCM, guaran-
teeing that a vector such as 0.60/0.35/0.05 succinctly
encodes uncertainty that rule-based logic can exploit.

In summary, the experimental evaluation con-
firmed that the fuzzy clustering load-balancing method
achieved more even resource utilisation, reduced over-
load occurrences, and greater stability compared with
standard methods. These improvements were obtained

without a significant complexity penalty. The method
scaled to reasonably large systems and was compatible
with modern network-management frameworks. The
findings underscored a broader trend in the field: incor-
porating Al techniques (such as fuzzy logic or learning-
based controllers) into network resource management
yields tangible gains in performance and resilience
(Vashistha et al. 2022). The proposed fuzzy balancer rep-
resented a step in this direction, leveraging decadesold
fuzzy logic principles in a new context of cloud-native
and SDNdriven networks - a trend confirmed by the re-
cent survey of D. Kreutz et al. (2015), who catalogued
Alenhanced control loops as a key research frontier in
software-defined infrastructures.

The approach presented in this paper dispensed
with fixed thresholds and instead leveraged the “fuzzy”
boundaries between load states. Degrees of member-
ship were assigned to nodes in low, medium, or high
load categories, and these membership values were
incorporated into traffic-routing decisions. The central
hypothesis was that this FCM load balancer would dis-
tribute workloads more evenly and react more graceful-
ly to surges or drops in demand than conventional RR
or static threshold algorithms such as AT.

CONCLUSIONS

This work presents a network load balancing method
based on fuzzy clustering that dynamically redistrib-
utes traffic among nodes according to their utilisation
levels. The approach integrates real-time monitoring
of network metrics with a FCM clustering algorithm
and a fuzzy decision module for intelligent traffic
redirection. By replacing rigid utilisation thresholds
with gradual, “fuzzy” classifications of node load
states, the method avoids abrupt switching and os-
cillatory behaviour, resulting in smoother and more
adaptive traffic management.

Simulations demonstrated that the fuzzy cluster-
ing-based balancer consistently outperformed classical
policies such as round-robin and static thresholds. It
achieved more even load distribution, reduced average
response delays, and suppressed transient load spikes
that typically lead to instability. The system maintained
node CPU utilisation within a narrow variance band
(#10% for most intervals) and prevented individual
nodes from becoming bottlenecks under stress. Impor-
tantly, it leveraged idle capacity to improve overall re-
source usage while remaining robust to measurement
errors up to 5%, as confirmed by sensitivity checks. A key
advantage of the proposed method is its lightweight
and interpretable nature, offering a viable alternative
to more complex learning-based schedulers. Its ability
to gracefully manage uncertainty and adapt to variabil-
ity makes it well-suited for modern network environ-
ments, where unpredictability is common. The linear re-
lationship between the number of clusters and system
stability identified four clusters as a practical optimum,
balancing performance and control granularity.
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This fuzzy clustering strategy can be embedded autonomous management across geo-distributed cloud
into production-grade cloud or SDN controllers to  or NFV infrastructures.
enhance service reliability under volatile workloads.
Looking forward, future research should explore hy- ACKNOWLEDGEMENTS
brid clustering techniques augmented with predictive  None.
modules (e.g., LSTM-based demand forecasts) to ena-
ble proactive balancing. Another promising direction is FUNDING
the integration of energy-aware rules for consolidat- None.
ing workloads and placing idle nodes into low-power
states. Lastly, developing hierarchical or multi-agent CONFLICT OF INTEREST
versions of the controller could enable scalable, None.
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AHnotauis. CTpiMke 3pOCTaHH$ iHTEPAKTUBHOIO Bifeo, NNaTPopM AOMNOBHEHOT Ta BipTyanbHOI peanbHOCT M IHTepHeTy
peyein pi3Ko MiABULLYE BUMOIU [0 FHYYKOro pO3MOAiNY MEPEXEBOro HaBaHTaXeHHS. KnacuyHi cTaTuyHi anroputmu
HanaHcyBaHHA He BCTUTAKOTb pearyBaTi Ha LWBMAKY 3MiHY TpapikoBMX Npodinis, WO CNPUYMHSE NEPEBAHTAXKEHHS
OKpeMux By3niB. MeToto poboTu Byno cTBOpUTH Ta NepeBipuTM eeKTUBHICTb 3AaNTUBHOMO anropuTMy BanaHcyBaHHs,
3aCHOBAHOIO HA HEYiTKOMY rpynyBaHHi CTaHiB cepsepiB. MeToa40N0rYHO BUKOPUCTAHO HEYiTKy Knactepusauito
Fuzzy C-Means i3 popMyBaHHAM HeYiTKMX NpaBwn, iMiTaliiHe MoaentoBaHHs Mepexi 3i 100 cepepamu, CTaTUCTUUHE
NOPIBHSIHHS CTPATEri 38 METPUKAMM 3aBAHTAXEHOCTI, Yacy BigNoOBiAi Ta BUKOPUCTAHHS pecypcCiB, aHani3 koedilieHTa
BapiaLii Tpadiky ¥ NiHIAHOI 3aNeXHOCTi KiNbKICTb KNAcTepiB — CTabiNbHICTb», @ TAKOX YYTMBUIA aHani3 40 NOXMBOK
BMMIiptoBaHHA (£ 5 %) CNpoeKTOBaHO MOAYNbHY CUCTEMY 3 MiACUCTEMAMU MOHITOPUHIY, HEYITKOT Knactepusauii
MetopoM Fuzzy C-Means i pywis npuitHaTTa pileHb. [IpoBeaeHo iMiTauiiHe MogentoBaHHs Mepexi 3i 100 cepsepamu
Ta YaCOBO 3MiHHMM HABAHTAXEHHSM; CTaTUCTUYHO NOPIBHAHO TPW CTpaTerii: Kpyrose onuUTyBaHHS, 4BONOPOroBUiA
aBTOCKEWNIHT i po3pobneHnii HeYiTKO KnacTepHuid niaxia. BctaHoBneHo, Wo 3anponoHOBaHMI anropuTM 3MEHLLYE
CepenHE BioXUNIEHHS 3aBaHTaXEHOCTi By3/iB y 1,5 pa3a nopiBHAHO 3 4BOMNOPOroBUM aBTOCKEMAIHIOM. Y MiKOBI
nepioau yac Bignoeigi cuctemu ckopotmecs 3 180 po 145 mc, a cepeflHE BUKOPUCTaHHS pecypciB 3pocsio 3 68 no
85 %. AHani3 koediuieHTa Bapiauii Tpadiky nokasas, Wo 3a 3Ha4yeHb noHas 0,4 HOBMIM MeTOA YTPUMYE HAaBaHTAXKEHHS
y Mexax £10 % nns 92 % cnoctepexkeHb, TOA| K KPYroBe ONUTYBaHHS BUXOAMTb 33 MeXi y 37 % Bunagkis. BussneHo
NiHIAHY 3aN@XHICTb MiX KiNbKiCTIO KnacTepiB i CTabinbHICTIO po3noainy; oNnTUMMaNbHUM CTAN0 3HAYEHHS YOTUPU
knactepu. HeuiTki npaBmna ycyBatTb pi3ki KonnBaHHS Tpadiky nicns cnaeckis nonuTy Ta 3abe3nedvyioTb NaaBHe
nepeHanpaBfieHHs NOTOKiB. AHaNi3 YyTIMBOCTI LOBIB, WO NOXMOKAa BUMiplOBaHHSA MeTPUK A0 5 % He BNIMBAE Ha
KOPEKTHICTb piweHb. lMobyaoBaHa apxiTekTypa AeMOHCTPYE cTabinbHy poboTy Npu HecniBMipHOMY 3poCTaHHi Tpadiky
Ha okpeMux cepsepax. [opiBHAHHA 3 TPAAMLIMHUMM METOAAMM NiATBEPAMAO NepeBary 3anpornoHOBaHOMo NiAxXoay 3a
BCiMa OLiHEHMMM MOKa3HMKaMM NPOAYKTUBHOCTI 1 CTilikocTi. Po3pobneHy cucteMy MOXYTb YNpOBaAXyBaTH oneparopu
[aTa LeHTpiB i XMapHMX NnathopM ANs NiABULLEHHS HAAIMHOCTI NOCAYr i3 HenepeabayyBaHWM HAaBaHTAXKEHHAM

KniouoBi cnoBa: KOMM'IOTEPHI Mepexi; HOpMani3aLisa 3aBaHTAXEHOCTI cepBepiB; YyNpas/iHHA 3MiHHUM TpadikoMm;
Fuzzy C-Means; aganTuBHi anropuTMu; WTYYHWUI IHTENEKT; MEPEXeBi BY3/u
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Abstract. Prompt and accurate diagnosis of failures in ship power plants (SPPs) is essential for ensuring maritime
safety, minimising operational risks, and optimising maintenance strategies. With increasing system complexity,
heterogeneous data sources, and limited historical failure records, conventional diagnostic methods often prove
insufficient, especially in scenarios involving rare or ambiguous faults. The purpose of this study was to develop
an interpretable, adaptive, and probabilistically grounded methodology for assessing similarity between failure
cases within SPPs for use in intelligent decision support systems. The proposed method integrates Euclidean,
Jaccard, and logistic similarity metrics with Bayesian inference, temporal degradation modelling, frequency-based
weight correction, and contextual smoothing of affected subsystems. The model employs L-BFGS-B optimisation to
automatically adjust metric weights according to diagnostic relevance. Numerical experiments based on synthetic
case data revealed high classification accuracy: 96% for failures related to cooling system overheating, 84% for
bearing degradation cases, and 92% for fuel supply irregularities. Even with a 40% reduction in training data
volume, the performance drop did not exceed 7%, indicating strong resilience to data sparsity. The visualisation of
decision boundaries demonstrated the model’s ability to distinguish overlapping failure classes while preserving
semantic interpretability. Weight optimisation results identified “failure type” as the dominant factor, while “risk
category” and “affected subsystems” had negligible impact and were excluded. Bayesian aggregation further
improved the credibility of diagnostic conclusions by combining local similarity with global statistical priors.
The developed methodology can be effectively applied by marine engineers, ship operators, and developers
of intelligent diagnostic platforms for fault detection, root cause analysis, and predictive maintenance under
conditions of uncertainty and incomplete information. Its modular structure also allows extending it to other
complex technical domains beyond SPPs

Keywords: decision support system; Bayesian aggregation; adaptive weight coefficients; case-based failure
analysis; probabilistic metric; similarity of technical conditions

INTRODUCTION

In modern complex technical systems (CTS), prompt high system performance. The increasing complexity
and accurate failure diagnostics of equipment plays a and heterogeneity of CTS have driven the widespread
key role in ensuring uninterrupted operation, safety,and  adoption of intelligent diagnostic methods based on
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reusing accumulated experience, among which the
case-based reasoning (CBR) approach stands out. Fail-
ure diagnosis based on CBR involves comparing the
current situation with previously recorded failure cases,
where the effectiveness of the similarity assessment
between cases is fundamental. Determining similarity
between cases is the core task of CBR systems, as the
quality of this assessment directly influences the accu-
racy, relevance, and promptness of diagnostic conclu-
sions.Many approaches have been proposed to improve
similarity assessment accuracy - from classical metric
functions to hybrid machine learning methods and
logical models. However, despite the progress, existing
solutions often face a series of limitations: poor scala-
bility, insufficient adaptability to heterogeneous data,
and limited interpretability of results.

Adaptive fuzzy logic systems developed by
L. Dubchak et al. (2024) demonstrated high adaptability
and noise resilience in fault detection tasks. However,
industrial-scale application is still limited due to the
need for further validation on multidimensional heter-
ogeneous datasets. According to S. Ren et al. (2020), in
the field of low-carbon product design, effective simi-
larity determination between cases plays a critical role.
The researchers developed a model that considers both
similarity and adaptability for knowledge reuse and de-
sign adaptation. B.M. Mathisen et al. (2020) argued that
similarity metric learning based on data can automate
the process of building similarity functions in case-
based reasoning systems. The researchers proposed
two novel approaches: using a pre-trained classifier
as a foundation for the similarity function and a fully
data-driven method that minimises training time. Both
approaches showed high efficiency on 14 different da-
tasets. Z. Chen et al. (2021) demonstrated that graph
neural networks (GNN) can reveal hidden structural
similarities in cyber-physical systems, but they require
complex preprocessing and often suffer from a lack of
decision-making transparency. N. Lin et al. (2023) pro-
posed an enhancement of the CBR approach through
the application of aggregation operators, such as the
Choquet integral, which enabled accounting for non-
linear interdependencies between diagnostic features.
Despite improving similarity assessment accuracy, this
approach complicates the formation of expert prefer-
ences. N. Neykov & S. Stefanova (2023) demonstrated
the applicability of rule-based heuristics in CBR systems,
highlighting their flexibility and explainability, but also
noted challenges when working with large volumes of
cases and the need for manual attribute weight tuning.
According to N. Lin et al. (2023), interpretability plays a
crucial role in case similarity matching systems in the
legal domain. The researchers proposed an integrated
framework consisting of four modules: key sentence
identification, case matching, sentence alignment, and
conflict resolution. This approach ensures transparency
and explainability of the matching process.Most existing
models do not account for probabilistic dependencies
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between failures, differences in operating conditions,
and the dynamic evolution of the technical state. For
example, one failure may increase the probability of
subsequent faults; operating modes may accelerate
equipment degradation; component conditions change
over time, influencing failure forecasting.

To enable accurate identification of typical equip-
ment failures and their root causes within systems such
as SPP, it is necessary to develop a unified and adaptive
methodology for assessing the similarity between cases.
At its core, the methodology should feature a similar-
ity metric that ensures relevant comparison of current
cases with archived ones and identification of the most
similar analogues. In this context, similar cases refer to
those with comparable operating conditions, identical
damage characteristics, close parameter values, and
matching probabilistic characteristics. For example, two
main engine failures can be considered similar if they oc-
curred under comparable operating hours, were accom-
panied by similar changes in temperature and pressure
parameters (including oil temperature and fuel pres-
sure), and shared a root cause - for instance, overheat-
ing caused by cooling system failure. The methodology
being developed should account for both quantitative
and qualitative failure features; enable the integra-
tion of metric, logical, and machine-learning compo-
nents; and be applicable to heterogeneous data types
(numerical, categorical, set-based, and temporal). Other
requirements include interpretability for technical ex-
perts and adaptability to changing operating conditions.

The proposed structured approach covered indus-
try-specific characteristics, applied parameter normali-
sation, and implemented weight coefficient optimisation
to improve diagnostic reliability. Particular attention
was given to considering operational and technical
characteristics (load, operating time, type of damage),
causal relationships between components, statistical
parameters (failure frequency, prior probabilities), and
the predicted dynamics of equipment conditions. Al-
together, this enabled the construction of an adaptive
case-matching system capable of effectively identifying
similar failures under real-world operating conditions.

The purpose of this study was to develop an inter-
pretable, adaptive, and statistically grounded meth-
odology for assessing similarity between failure cases
in ship power plant systems, based on the integration
of metric, probabilistic, and logic-based components.
The methodology was intended to improve matching
accuracy, robustness against heterogeneous data, and
adaptability to changing operational conditions, with
subsequent integration into intelligent CBR-based
diagnostic systems.

MATERIALS AND METHODS

This study examined and compared various approaches
to assessing the degree of similarity between equip-
ment failure cases (precedents) within SPP. The focus
was on the analysis of similarity metrics used within
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the CBR methodology, including conventional, proba-
bilistic, and hybrid approaches. The analysis covered
the following categories of methods: distance metrics,
such as Euclidean, Manhattan, and cosine, which were
applied to numerical and categorical parameters; set-
based metrics, including the Jaccard index, which were
used to compare sets of affected subsystems and risk
categories; probabilistic approaches, where the similar-
ity metric was adjusted based on the empirical proba-
bility of joint feature occurrence or by using Bayesian
weights; aggregated models, where the final similarity
metric represented a weighted sum of partial metrics
with weights optimised numerically (using the L-BFGS-B
method); and hybrid CBR structures that combined
rules, expert assessments, and supervised learning.

To evaluate the effectiveness and identify the limi-
tations of the listed methods, a comparative experimen-
tal series was conducted. Within this series, a synthet-
ic training sample of precedents was created, covering
typical equipment failures of SPP, involved components,
and occurrence probabilities. Baseline methods with
fixed weights were compared to adaptive models, where
weights were adjusted based on comparison with expert
similarity assessments. The effectiveness of the models
was evaluated according to the following criteria: classi-
fication accuracy, including the use of confusion matri-
ces; correlation with expert similarity assessments; and
sensitivity of metrics to variations in input parameters.

The parameter weights were optimised using the
limited-memory Broyden-Fletcher-Goldfarb-Shanno

algorithm with bound constraints, where the loss func-
tion was defined as the mean squared error between
the predicted and expert-assessed similarity values.
For this, the implementation from the scipy.optimize
library was used, ensuring computational efficiency and
reproducibility. Numerical experiments with parame-
ter variation and visualisation tools that demonstrated
the contribution of individual components to the final
similarity measure were applied for model validation.
The presented methodology helped to identify key lim-
itations of conventional approaches and demonstrated
the advantages of adaptive, probabilistically informed
models in failure diagnostics.

To search for similar failures in the precedent da-
tabase, the k-Nearest Neighbours (k-NN) method was
used, as described by M. Zuber & R. Sirdey (2021). This
approach helped to identify the most similar cases
based on a predefined similarity metric. The choice of
this method was driven by the following advantages:
flexibility - k-NN handled heterogeneous data types
(numerical, categorical, probabilistic parameters); in-
terpretability - unlike neural network models, it was
possible to explain why two failures were considered
similar; adaptability - the method allowed adjusting
parameter weights depending on operating conditions;
efficiency with limited data - it did not require a large
training set, which was critical for the diagnostics of
rare failures. The similarity between two precedents
was calculated based on a weighted sum of partial sim-
ilarities across key parameters, as presented in Table 1.

Table 1. Similarities between two precedents based on key parameters

Parameter

Description

Similarity Measurement Method

Failure Type

Nature of damage, degradation mechanism

Cosine similarity

Failure Causes

External and internal factors, preceding events

Jaccard similarity

Failure Probability

Estimated probability of failure

Euclidean distance

Failure Consequences

Impact on operability, cascading effects

Bayesian networks

Affected Components

Failed nodes and subsystems

Jaccard similarity

Source: created by the authors of this study

Depending on the type of data, the following met-
rics were used: euclidean distance - for numerical
parameters (e.g., failure probability, remaining useful
life); cosine similarity — for textual and vector rep-
resentations of failure categories; jaccard similarity -
for categorical data (e.g., lists of affected subsystems);
Markov models - for predicting failure evolution over
time and adjusting parameter significance; Bayesian
networks - for accounting for probabilistic dependen-
cies between failures.

RESULTS AND DISCUSSION

To build a formalised model for determining similar-
ity between precedents, information on typical fail-
ures of SPP equipment and corresponding diagnostic

features was structured. Table 2 presents the classi-
fication of failures according to key parameters: tem-
perature; vibration level; pressure; typical manifesta-
tions. This structure allows highlighting diagnostically
significant features, which are further formalised into
precedent parameters. Additionally, Figure 1 presents
a classification error matrix that reflects characteristic
cases of misclassification of observed features into fail-
ure types, demonstrating the limitations of convention-
al matching methods and emphasising the need for a
more precise similarity evaluation model.

Figure 1 presents the classification error matrix, re-
flecting the performance of the CBR system when clas-
sifying new precedents by failure types based on the
applied similarity assessment methodology.
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Table 2. Classification of typical failures and diagnostic features

Failure Type Temperature Vibration Pressure Typical Symptoms
; ° ; Often associated with cooling
Failure A >90°C 2.0-3.5 mm/s >10 bar system overheating
Failure B 75-85°C 1.5-2.5 mm/s 6-9 bar Related to gradual bearing wear
Failure C >85°C 2.5-4.0 mm/s 9-11 bar Observed with unstable fuel supply

Source: created by the authors of this study

Actual failure type
Failure B Failure A

Failure C

Failure A

Failu.re B

40

-10

Failure C

Predicted failure type

Figure 1. Classification error matrix by failure types

Source: created by the authors of this study

The factual and predicted failure types (A, B, C) are
indicated along the axes (Fig. 1). The values on the di-
agonal of the matrix correspond to correctly classified
cases: 48 instances of type A were correctly identified
as A; 42 instances of type B were classified correctly;
and 46 instances of type C were recognised accurate-
ly. Classification errors were observed in the following
forms: 3 cases of type B were mistakenly assigned to
class A, and 5 to class C; 4 cases of type C were clas-
sified as B. Type A demonstrated the greatest classifi-
cation stability (only 2 errors out of 50 observations,
accuracy - 96%). This reflects high overall classification
accuracy, with the share of correct predictions exceed-
ing 90% for all failure types. A notably increased proba-
bility of cross-classification between types B and C may
be explained by partial overlap of features (e.g., similar
vibration and pressure values under different failure
scenarios); insufficient discrimination capacity of the
current similarity metric in the feature space of these
types or a limited training sample size for B and C cases.
Such insights enable targeted model enhancement -
for instance, by refining parameter weights or intro-
ducing other features that enable clearer separation of
failure types with similar manifestations.

The developed similarity model for comparing a cur-
rent case A and a precedent B, is represented as follows:

S(Ai’ BI) =ag d (A P Br) + ﬁs.i ) dprabability.i (Ai’ Br) + ys.i’

S0 types.i V' i

dcampanents.i (Ai’ Bi)’ (1)
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where d, .. (A, B) is the similarity measure for failure
types; d, i (A» B) is the difference in failure proba-
bilities; dwmponm_, (A, B) is the similarity estimation for
the affected components; a_, S_. v, are the weighting
coefficients that determine the significance of different
aspects when comparing precedents

The similarity components are calculated as follows:

1,if types are identical
Atypes.i(Ai, B;) = {0.5,if inthe same category; (2)
0,if types differ

Aprovavitityi(Ai, B) =1 —|P(4;) —P(B)l;  (3)

|C(Ai)nC(Bi)| (4)

deomponentsi (A1 Bi) = [CApUCBY’

where P(A), (B) are the failure probabilities for the re-
spective components; C(A), C((B) are the sets of compo-
nents involved in the failures. This formulation enables
a quantitative accounting of subsystem overlap, which
directly affects the assessment of case similarity.

For normalisation of the final similarity metric, the
following expression is applied:

Diotar(4i, B)) =
_ sidrypesi(AipB)+Bs.i'Aprobability.i(AiBi)+Ysi*dcomponents.i(Ai.Bi) (5)
i+ Bs.it Vs.i ’

Such normalisation ensures that the resulting
similarity score stays within the range [0, 1], enabling
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consistent comparison of different case pairs and fa-
cilitating further interpretation within the diagnostic
decision-making process. The coefficients a_, ., and
y,; are optimised using numerical methods aimed at
minimising a loss function that reflects the classifi-
cation error based on known labels (e.g., the mean
squared error between the predicted similarity value
and the expert-assessed value). This allows the model
to be adapted to the specifics of a particular domain
and the structure of the case database. To improve the
accuracy, interpretability, and adaptability of the simi-
larity assessment model between cases, the following
enhancements have been implemented:

Weight correction based on failure frequency

This extension allows the model to factor in the
rarity of specific failure types in the dataset, automati-
cally increasing the importance of rarely occurring but
potentially critical scenarios. This is particularly rele-
vant for the diagnostics of low-probability but high-risk
conditions, which standard methods may overlook due
to their low occurrence rate.

The weight correction formula is defined as:

G =aglog(147—=) (@
where fw (A) is the relative frequency of occurrence of
failure type A. in the case database.

This adjustment ensures automatic balancing of the
model: the rarer a particular failure type, the greater its
weight when calculating the final similarity measure.
This enables the model to better handle the diagnos-
tics of infrequent but significant cases, preventing bias
toward frequently occurring but less critical failures.

Such a correction can further be extended to other pa-
rameters, including probabilistic and structural charac-
teristics, which would additionally enhance the flexibil-
ity and reliability of the case-based reasoning system.
Temporal degradation factor
This extension accounts for the influence of the
temporal aspect (e.g., the difference in operating time
until failure) when assessing the similarity between
cases. Incorporating this factor allows the model to pri-
oritise cases that are closer in terms of operational time,
making the reasoning process more context-aware. The
temporal degradation factor is calculated as follows:
ddegradation (Ai’ BI) =exp (_)L ’ |TA/ - TBll)’ (7)
where TA,, TB are the operating times until failure for cas-
es A and B; A is the degradation coefficient, which con-
trols the sensitivity of the model to temporal differences.
The adjusted similarity score is defined as follows:

S'(A,B)=5(A,B)- ddegradation (A B)- (3)

The introduction of this multiplicative temporal
context reflects the idea that two cases with identi-
cal features but differing significantly in failure time
are diagnostically less similar than cases with both
matching features and close failure times. Figure 2
illustrates how the temporal degradation coefficient
varies depending on the difference in operational
time between two cases. The figure presents three
scenarios corresponding to different sensitivity levels
of the model to temporal discrepancies, controlled by
the value of the A parameter.

A =5e05 —

1.0

—— A =0.0002
— A =0.0005

o o
o (<]

Degradation Coefficient
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>
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\\
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\\\

0.0

0 2,500 5000 7,500

10,000

12,500 15,000 17,500 20,000

Operational Time Difference (hours)

Figure 2. Change of the temporal degradation coefficient depending
on the difference in operating time between two cases

Source: created by the authors of this study

The curve with the smallest A (0.00005) shows a slow
decrease of the coefficient, which reflects a model with
stable memory - it “trusts” even older cases. Conversely,
at a large A (0.0005), the model quickly depreciates old
cases, focusing on the most recent data. Thus, the choice

of A directly affects the behaviour of the model: a low
A implies high stability, which is useful in the presence
of stable patterns; a high A ensures adaptability to new
conditions, which is necessary in the case of dynami-
cally changing technical states of the SPP system. This
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emphasises the significance of calibrating the temporal
component when designing CBR systems, especially in
the context of variable load and operating modes.
Contextual smoothing of components supplements
the comparison of SPP system components with infor-
mation about the proximity between components (e.g.,
if two components are technically related). This reduces
information loss in cases of partial mismatch.

4% __lcapnc(B)|+6-|Adj(Ay,B))|
comp — |C(ADUC(B))|+8-N

: (8)

where |Ad, (A, B)| is the number of adjacent, functional-
ly related subsystems; § is the smoothing coefficient; N
is the total number of possible components.

Nonlinear activation (e.g., tanh) allows considering
the saturation effect in cases of strong similarity and
helps to soften sharp boundaries. This is used for better
interpretation of the final similarity in extreme cases:

S(Ai’ B‘) =tanh (a’&" ' df}’ﬂt’i-f) (Af’ Bl) * ﬁsj ' dprobabilit}ci (Ai’ BI) +
+ ys.i ) dcumponents,i (Ai’ BI)) (6)

The proposed formalised model for assessing sim-
ilarity between cases (1) is integrated into the classi-
cal CBR architecture, which includes four key stages:
retrieval, adaptation, application, and update. At the re-
trieval stage, the model is used to search for the most
relevant analogues in the case base.

Stage 1. Calculation of similarity between cases

For a new diagnostic case A, represented by a fea-
ture structure (failure type, probability, subsystems,
etc.), the similarity measure is calculated for all cases
B. from the knowledge base according to formula (1). If
additional modules (temporal degradation, probabilis-
tic correction, etc.) are activated, the final value is mod-
ified accordingly:

S(ApBi)dgegradation(4i,Bi)Pi(A;,B;)
i+ Bsit Vs.i

S’norm(Ai:Bi) = » (9)
where Pi (Ai, Bi)€|0,1 is the probability of co-occurrence
of the values A. and B. in the cases, extracted from em-
pirical data or an expert model
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Stage 2. Nearest neighbour search (k-NN)

Based on the obtained values S(A,, B), the k nearest
cases with the highest similarity values are selected.
After constructing and formalising the similarity metric
between cases across the set of parameters, the pre-
sented model is integrated into the k-Nearest Neigh-
bours (k-NN) search algorithm. Using k-NN not only en-
ables the application of the similarity metric but also
implements a decision-making process based on it.

Advantages of the approach: local analysis: deci-
sions are made based on similar cases, which is espe-
cially significant considering the high variability of op-
erating modes of marine power plants; flexibility: the
method can be adapted for specific diagnostic goals
(e.g., predicting time to failure or classifying the failure
type); scalability: adding new cases does not require
restructuring the model, only a local recalculation of
similarity. For the diagnostics of a new case (the ob-
served equipment condition): the global similarity
measure S(A,, B) is calculated between the new case
and each case in the database according to formula (1);
the k cases with the highest similarity (equivalently -
with the minimum distance according to the metric) are
selected. A diagnostic conclusion is then formed based
on the k nearest cases. Possible approaches include
majority voting - the most frequently occurring failure
type among the nearest neighbours; weighted voting -
considering the similarity level of each neighbour; ag-
gregated parameter values - e.g., averaging the time to
failure, temperatures, pressures, etc. The application of
k-NN requires prior normalisation of the parameters in-
volved in the calculation of individual similarity meas-
ures to avoid domination by parameters with larger
measurement scales. Additionally, the choice of the pa-
rameter k should factor in the density of the case base
(with low density, a smaller k is preferable); the varia-
bility and noise level in the data (for high noise, it is
better to average over a larger number of neighbours);
the type of task being solved (classification, prediction,
anomaly detection, etc.). Figure 3 illustrates the nearest
neighbour method (k-NN) in the parameter space that
defines the similarity between cases.

X Precedents (class 0)
(class 1)

1.00

New case (0)

0.75

x

-0.5 0.0

0.5 1.0 15 2.0

Sign1

Figure 3. Application of the k-NN method in the parameter space defining the similarity between cases

Source: created by the authors of this study
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Figure 3 presents an example of classifying a new
failure case with coordinates (0.5; 0.7) in the feature
space using the k-nearest neighbours method (k= 3).
The dashed lines visualise the connection of the an-
alysed object with the three most similar cases, se-
lected according to the minimum distance metric in
a pre-normalised feature space with consideration of
their weighting coefficients. The position of the new
case in the area dominated by cases of the first class
allows the model to classify it as a failure of the first
type based on the neighbour voting strategy. This ex-
ample demonstrates the key advantages of the k-NN
method for diagnosing complex technical systems:
the ability to work with nonlinearly separable data,
robustness to noise through aggregation of informa-
tion from several neighbours, as well as clear inter-
pretability of the results.

Special attention must be paid to the correct tun-
ing of the method’s critical parameters - the optimal k
value, proper normalisation of features, and the selec-
tion of an appropriate similarity metric that considers
the scale and informativeness of various parameters.
The presented approach ensures the consideration of
the local distribution characteristics of the data and in-
creases the robustness of the results to variability in
input parameters. Its ability to work with incomplete
and noisy data, while combining visual representation
with probabilistic justification of decisions, makes the
method especially valuable for diagnosing SPP, where
one typically faces limited historical data, complex non-
linear dependencies, and high demands for interpreta-
bility of the obtained results.

Stage 3.Aggregation of the diagnostic decision

The extracted k-nearest neighbours are analysed:
by the most frequently occurring failure type (majority
voting); by the average probability of failure; by con-
textually weighted characteristics. The final diagnostic
conclusion is formed based on the coordinated infor-
mation from the most similar historical cases. Once the
k most similar cases {B,,...,8} have been determined for
the new case A, their diagnostic characteristics are ag-
gregated. The most typical strategies include majority
voting for failure type (the failure type that occurs more
frequently among the nearest cases is selected):

T'=arg max, 3*_ 1T =T. (10)

To determine the most probable failure type T°
among the nearest cases, a majority voting strategy
is applied. The indicator function 1, __ equals 1 if the
failure type T, in the /" precedent matches type T, and
0 otherwise. By summing these indicators across all k
nearest neighbours, the method identifies the most fre-
quently occurring failure type. The type T with the high-
est number of “votes” is selected as the final diagnosis.

Weighted average failure probability:

1

p(4;) = ———-
P = S

i= 1S(AUB) p(By), (11)

where p (B) is the known failure probability for the cor-
responding precedent.

To estimate the failure probability for the current
case A, a weighted average of known failure probabil-
ities p (B) from the k nearest precedents is used. Each
precedent’s contribution is weighted by its similarity
score S (A, B). The denominator normalises the sum,
ensuring the resulting probability stays within the
[0, 1] range. This approach gives more influence to
precedents that are more similar to the current case.

Merging of affected components
If failure localisation is required, it is possible to form
an aggregated set of the most probable components
affected in similar cases: C,_(A)=U;_, C(B). When the
objective is failure localisation, an aggregated set of
potentially affected components is formed by taking
the union of component sets C(B) from the kK most sim-
ilar precedents. This provides a complete list of all sub-
systems that were involved in similar past failures and
may be relevant for the current case A.

The final aggregated set of components (subsys-
tems) that are considered most likely involved in the
failure for the current case A, accounting for weights
(similarity):

Cagy (A) = {c: X1 S(Au B * Leecqsy > 6}, (12

where ¢ is a specific subsystem of the SPP (e.g., “fuel
pump,” “cooling circuit,” etc.) considered as potentially
failed; Y¢_, S(A, B) -1, |s the weighted sum over k
nearest precedents S (A B) is the similarity between
the current case and precedent B; 1C€CB) is the indicator
function: equals 1 if component is present in the list
of failed subsystems of precedent B, and O if not; 0 is
thesignificance threshold, which determines how fre-
quently and with what weight component ¢ must occur
to be considered significant.

To improve failure localisation accuracy, this for-
mula performs a weighted aggregation of components
based on their presence in similar cases. A component
c is included in the final set C5¢9"° (4;) if its weighted
occurrence frequency across the k nearest neighbours
exceeds a given threshold 8. This approach helps filter
out random or weakly relevant components, retaining
only those that consistently and significantly appear in
similar cases.

Although the primary goal of the proposed model
was to construct a similarity metric between cases, the
implementation of diagnostic inference in a CBR system
requires a justified decision-making method. When sev-
eral similar cases are available, it becomes necessary to
aggregate their characteristics. In such conditions, it is
advisable to apply a probabilistic approach - specifical-
ly, Bayesian aggregation - for interpreting results and
improving diagnostic accuracy.

This model extension logically followed from the
task of result interpretation after computing the sim-
ilarity. Additionally, the diagnostic decision can be
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justified in terms of Bayesian inference, where the
failure type T was treated as a hypothesis, and the re-
trieved precedents as observations:

P(TIA) NPT TE_, PBIT,

where P (T) is the prior probability of failure type T
(according to the statistics of the precedent database);
P(B,IT) is the conditional probability of observing prec-
edent B, given failure type T, w,x S (A, B) is a weight
reflecting the confidence level in precedent B, based
on its similarity to A.

If it is assumed that the probability of observing
a specific precedent B, depends on its degree of simi-
larity to A, then:

(13)

PBIT)=S(A,B)-1(T=T), (14)
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which leads to the following posterior estimation:

P(TIA)kl)xP(T)-3*_,S(A, B,)-lrl:r (15)

In practice, this means that the failure type with
the highest posterior probability is accepted as the
most probable diagnosis for the current case A. This
approach is particularly useful under conditions of in-
complete data, where precedents may be heterogene-
ous or lack a complete set of features, and the Bayesian
model allows systematically incorporating the degree
of confidence. Figure 4 presents a visualisation of the
posterior inference process for determining the proba-
bility of a new precedent (observed failure) belonging
to one of the typical failure classes (e.g., A, B, C) based
on the Bayesian model.
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Figure 4. Visualisation of the posterior inference process for determining
the probability of a new precedent’s class affiliation

Source: created by the authors of this study

Bayesian aggregation was applied here as an in-
terpretable decision-making mechanism, enabling not
only the identification of the most probable failure type
but also the quantitative consideration of uncertainty
and the probabilistic distribution of hypotheses. The di-
agram illustrates that, for the analysed case, the great-
est posterior probability corresponds to failure type B.
This reflects both the frequency dominance of similar
cases of type B among the nearest neighbours (result-
ing from the k-NN search in the similarity space) and
the high prior probability of this failure type within the
overall diagnostic statistics of the precedent database.
The Bayesian aggregation methodology enables the
weighted integration of two key sources of information:
global knowledge about the distribution of failures
(prior probabilities); local similarity of the current case
to recorded precedents.

This model was particularly effective when work-
ing with limited training datasets, as well as in scenar-
ios with diverse failure causes, where the same type
of malfunction can result from various degradation
pathways. The use of probabilistic inference: enhances
interpretability - each step of the decision-making pro-
cess can be justified through the probabilistic model;
reduces sensitivity to data noise - the unequal contri-
bution of neighbours is regulated not only by similarity
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but also by their probabilistic weight; allows for distrib-
uted uncertainty between multiple failure types - es-
pecially in the presence of overlapping features. Thus,
the visualisation confirms the validity of using Bayesian
aggregation as an extension to the k-NN method, pro-
viding more accurate, flexible, and robust classification
of precedents in the intelligent diagnosis of SPPs.

Stage 4. Updating the case database

After the diagnosis has been verified, the new
case - including the original feature set and diagnos-
tic results - was added to the case database for fur-
ther enrichment and continuous model training. As
the database of precedents grows, the system became
increasingly capable of accurately matching new cases
to previously observed ones, progressively adapting the
model to real-world operating conditions. During the
classification and decision-making stages, the mecha-
nism of comparison with the most similar precedents
played a crucial role.

Thus, the proposed similarity assessment model for
failure precedents in SPPs represented an integrated
system that combines numerical, categorical, and mul-
ti-valued parameters with adaptive weights and spe-
cialised similarity metrics. The stepwise extension of
the base formula - through the inclusion of failure fre-
quency, temporal factors, functional interconnections of
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subsystems, and nonlinear transformations - ensured
not only high accuracy but also the robustness of the
model against data heterogeneity. The additional appli-
cation of probabilistic aggregation for determining the
final diagnostic conclusion demonstrated the potential
for integrating this model into broader intelligent CBR
systems. This integration opens new opportunities for
enhancing diagnostic reliability and decision interpret-
ability, especially under conditions of limited training
data or high variability in failure mechanisms.

The optimisation of parameter weights enabled the
model to consider the relative significance of each fea-
ture for diagnostic purposes. The coefficients,, were op-
timised using a bounded limited-memory quasi-New-
ton optimisation method (L-BFGS-B algorithm), which
minimised the following loss function:

J(@si Bsis Vsi) = Zgw('snorm(A' B;) — yi)z, (16)
where y. is a binary label assigned in the training dataset
of M known pairs, indicating whether the precedents are
considered similar (1) or dissimilar (0). When formulating
the optimisation problem, there is a need to assume the

training dataset consists of N pairs of precedents (i, j),
for which the reference similarity degree S/.”jf has been
assigned by an expert. For each pair,the model computes
the predicted similarity value S[;.’""’(w),which depends on
the weight vector w = (w,, w,, ..., w ). The objective func-
tion for optimisation is defined as follows:

L(w) =5 B, @) = 5777 (17)
where the minimised value L (w) represents the mean
squared deviation between the model-predicted and
expert-defined similarity values. The L-BFGS-B algo-
rithm enabled efficient minimisation of this function
under constraints on the weight parameters (e.g., w, >0,
2w, =1). The optimisation procedure was implemented
using the L-BFGS-B method from the scipy.optimize
library (Virtanen et al., 2020). The optimisation process
consisted of several stages: formation of a training da-
taset containing pairs of precedents with known expert
similarity assessments; initialisation of weight values;
and evaluation of the optimisation quality using a sep-
arate test dataset. Figure 5 presents a diagram compar-
ing the initial and optimised weights.

0.87 : .
- 2 Initial weights

o BN Optimized weights

0.6
ic)
204

0.30 0.30
02 0.20 0.20
» 0.02 0.00 0.00
’ Failure type Probability of failure Risk category Affected subsystems

Options

Figure 5. Comparison of initial and optimised weights

Source: created by the authors of this study

The diagram illustrates the comparison between
the initial and optimised weights of various parameters
used in the similarity assessment of failure precedents.
A significant increase in the significance of the “failure
type” parameter was observed: initial weight - 0.30; op-
timised weight - 0.87.This indicates that the parameter
has a strong impact on diagnostic accuracy, and as a
result, its contribution to the model was substantially
increased. A reduction in the influence of the “failure
probability” parameter was recorded: initial weight -
0.20; optimised weight — 0.02. This suggests that failure
probability has a lower significance when determining
precedent similarity,and its weight was nearly nullified.

The “risk category” and “affected subsystems” pa-
rameters were excluded from the final model. Their

initial weights were 0.20 and 0.30, respectively, but after
optimisation, both were reduced to 0.00. This suggests
that these parameters have no meaningful influence
on the diagnostic outcome and can be safely removed
from the model. In summary, the optimisation process
highlighted that the “failure type” parameter is the key
factor when comparing failure precedents. In contrast,
parameters such as the equipment risk category and af-
fected subsystems were found to be insignificant and
were eliminated from the model. It is essential to verify
whether such a radical redistribution of weights leads
to a loss of meaningful diagnostic features. It may also
be advisable to explore alternative optimisation strate-
gies that preserve the contribution of all parameters to
a certain extent. To assess the position of the proposed
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model for evaluating similarity between failure cases
within the SPP equipment diagnostic structure, an in-
depth analysis of analogous studies was conducted. The
comparison focused on key methodological dimensions:
the nature of the similarity metric, integration of prob-
abilistic reasoning, presence of adaptive weight mech-
anisms, robustness to incomplete or noisy data, and
applicability across heterogeneous technical domains.

In the analysis of time series sensor data, J. Ser-
ra & J.LL Arcos (2014) studied the distance measures
such as dynamic time warping (DTW), confirming their
robustness against temporal distortions. Nevertheless,
such methods perform poorly in semantically saturated
contexts and are computationally intensive. In anoth-
er area, J. Ye (2017) introduced neutrosophic logic with
cotangent-based similarity measures to address uncer-
tainty in technical system data, although result inter-
pretation continues to be challenging.

The DeepKAF approach presented by K. Amin et
al. (2020) effectively merged deep learning and CBR for
NLP tasks but lacked flexibility in similarity metric con-
figuration. While this model demonstrated high perfor-
mance in pattern recognition, it relied on rigid internal
structures and did not support metric reconfiguration,
thus limiting its applicability in domains requiring
feature-specific interpretability. In contrast, the model
presented in the present study enables flexible config-
uration of similarity metrics for numerical, categorical,
and set-valued attributes, improving transparency and
domain adaptability. D. Leake et al. (2021) focused on
neural case adaptation to enhance analogical reason-
ing. However, presented approach lacked support for
probabilistic inference and dynamic weight adjustment,
which are essential when dealing with sparse or uncer-
tain failure data. The model under discussion addressed
this gap by incorporating Bayesian hypothesis aggrega-
tion and data-driven optimisation of feature weights,
improving reliability and resilience to data imperfec-
tions. M. Chen et al. (2022) proposed an adaptive metric
learning system for aeroengine fault diagnostics. Their
findings confirmed the benefits of adaptation in tech-
nical diagnostics, yet the proposed architecture did not
explicitly incorporate probabilistic modelling or failure
frequency weighting. In contrast, the method evaluated
in this study links metric behaviour to statistical failure
patterns and employs Bayesian reasoning to support
decision-making under uncertainty. M.F. Valdez-Avila et
al. (2023) developed the CBR-fox model for time-series
analysis. While effective for temporal patterns, present-
ed solution did not support integration of diverse static
features or account for temporal degradation. The ap-
proach discussed in this paper expanded these capabil-
ities by incorporating set-based feature fusion and tem-
poral decay modelling, enhancing long-term diagnostic
accuracy. M. Kriiger (2023) applied similarity measures
to cybercrime profiling.Although effective in its domain,
the approach was specialised and did not demonstrate
cross-domain flexibility. The presented similarity model
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was designed to account for a variety of technical sys-
tems, including electromechanical and thermal areas,
which is necessary for wider application in engineer-
ing. H. Xu et al. (2023) explored the integration of CBR
with ontological knowledge graphs for bridge safety
diagnostics. Their study offered semantic depth but re-
quired complex, manually curated graphs, limiting scal-
ability. The current model bypassed such dependencies
by directly handling generalised structured features,
enabling more efficient deployment in real-time sce-
narios. X. Ye et al. (2024) introduced neural k-NN into
CBR for enhanced representation learning. Despite
improved accuracy, the use of implicit neural weights
reduced transparency and limits practical interpreta-
bility. In contrast, the present approach employed ex-
plicitly defined weights with tunable parameters based
on operational significance, maintaining explainability.
S. Mustyala & M. Bisi (2025) applied harmony search
combined with CBR for software effort estimation. Al-
though adaptive in nature, the model lacked proba-
bilistic mechanisms, which are critical for uncertainty
modelling. This limitation was addressed in the current
framework through Bayesian aggregation and normal-
isation based on similarity strength. G. Jimenez-Diaz &
B. Diaz-Agudo (2024) developed visualisation tools for
understanding similarity structures in CBR. Their study
improved user transparency but did not integrate prob-
abilistic interpretation. In the presented model, visual-
isation was combined with statistical weighting, en-
hancing both interpretability and reliability. T. Zeng et
al. (2025) proposed the multi-source feature fusion
case-based reasoning (MSFF-CBR) model for diagnostic
applications involving multi-modal data. While success-
ful in probabilistic fusion,the model devoted less atten-
tion to weight interpretability and frequency-based ad-
aptation. The methodology discussed here strengthens
this dimension by introducing weight calibration based
on historical failure data and component-level impact.

This comparative review highlighted that while
many modern approaches bring valuable innovations
such as hybrid neural-CBR models, ontology integration,
or time-series analytics only a few effectively combine
probabilistic reasoning, adaptive weights, support for
heterogeneous data, and interpretability. The presented
model achieved such integration through a structured
framework based on: configurable partial similarity met-
rics (Euclidean, Jaccard, logistic); gradient-based optimi-
sation of weights using the L-BFGS-B method; Bayes-
ian aggregation for probabilistic inference; support
for structured numerical, categorical, and set-valued
data. This methodological composition is particularly
well-suited for complex environments such as SPPs,
where uncertainty, data sparsity, and multi-source fea-
tures are the norm.The architecture also enabled modu-
lar extensions to additional components or operational
parameters without requiring full retraining, which is
beneficial for maintenance and scalability. Furthermore,
the approach aligned with current trends in intelligent
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diagnostics, which emphasised interpretability and ad-
aptability over opaque black-box learning. While con-
ventional systems often rely on fixed similarity metrics
or rigid neural models, the model discussed in the pres-
ent study prioritised traceability, domain adaptability,
and evidence-based decision-making. The resulting ad-
vantages can be summarised as follows: data compre-
hensiveness: simultaneous handling of numeric, cate-
gorical, and set-valued features; adaptability: numerical
optimisation of similarity weights through formal pro-
cedures; probabilistic robustness: inference supported
by Bayesian aggregation and normalisation; scalability:
application across diverse diagnostic domains with min-
imal reconfiguration. In summary, the proposed model
constitutes a substantial advancement in the domain of
intelligent similarity-based diagnostics. It responded di-
rectly to limitations identified in current literature and
offers a reliable, interpretable, and extensible solution
suitable for decision support systems operating under
conditions of complexity and uncertainty.

CONCLUSIONS

The developed adaptive similarity metric for failure di-
agnostics in SPPs demonstrated significant potential
for enhancing both the accuracy and interpretability of
intelligent decision support systems. The key contribu-
tions of this study included a comprehensive approach
to similarity assessment by integrating heterogeneous
data types: numerical; categorical; set-based through
a weighted combination of metrics such as Euclidean,
Jaccard, and logistic. The model employed automatic
optimisation of weight coefficients using the L-BFGS-B
method, which ensured adaptability to varying opera-
tional conditions. Interpretability and robustness were
improved through the introduction of weight correc-
tion mechanisms that accounted for failure frequency,
temporal degradation (based on operating time), and
contextual smoothing across components. These en-
hancements allowed the model to effectively handle
rare yet critical failure scenarios. Additionally, the ap-
plication of non-linear activation functions (tanh) and
Bayesian hypothesis aggregation contributed to more
accurate classification results and reduced sensitivity
to noisy and incomplete data. Experimental evaluation
confirmed the practical effectiveness of the proposed
model. The classification accuracy exceeded 90% for
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ApanTMBHA MeTpPUKa OLLIHKM CXOXKOCTI
ANS iHTEeNeKTyaNbHOI AiarHOCTUKYU BiAMOB Y CyAHOBUX EHEPreTUHHUX YCTAaHOBKaX
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AHoTauiga. CBO€YaCcHa Ta TOYHA [iarHOCTMKA HECNPAaBHOCTEN B CYAHOBUX eHepreTuyHmx yctaHoekax (CEY) €
HaA3BMYAMHO BAXX/IMBOIO A1 3abe3neveHHs: 6e3nekun Ha Mopi, MiHiMi3aLii ekcnayaTauLitHUX pU3KKIB Ta ONTUMI3aLii
CTpaTeriii TexHiYHOro 06cyroByBaHHS. 3i 36iNbWEHHSAM CKNALHOCTI CUCTEM, FeTEPOreHHOCTI Aepen AaHunX
Ta 0OMEXEHOCTi ICTOPUYHUX 3aMUCiB NPO HECNPABHOCTI TPAAMLIMHI METOAM AiarHOCTUKM YacTO BUABNAAIOTLCS
Hef0CTaTHiMKU, 0COBIMBO B CUTYyaLiSX, NOBA3aHMX 3 PiAKiCHUMM abo HEOAHO3HAYHUMM HECNPABHOCTAMU. MeToto
LbOro AOCNifXeHHs1 6yna po3pobka iHTepnpeToBaHOi, aAanTMBHOI Ta MMOBIPHICHO 0BrpyHTOBaHOI MeToAoNO i
[NS OLIHKM CXOXOCTi BUNaaKiB HecripaBHocTer y CEY Ang BUKOPUCTAHHSA B iHTENEKTYaNIbHUX CUCTEMAX NiATPUMKM
NPUAHATTS pilleHb. 3aNpONOHOBAHWI METOL, IHTErpy€e eBKNIA0BY, AXaKapAoBY Ta NOMICTUYHY METPUKM CXOXOCTI
3 BalECiBCbKMM BMBEAEHHAM, MOAENIOBAHHAM TMMYACOBOI AerpajaLii, KopekLieto BarM Ha OCHOBI 4YacToTM Ta
KOHTEKCTHUM 3MafKyBaHHAM yYpaXKeHMX nigcucteM. Mofenb BUKOPUCTOBYE onTuMizauito L-BFGS-B pna aBTomatnyHoro
KOPWUryBaHHS BarM MeTpuK BignNOBIAHO A0 AiarHOCTUYHOI peneBaHTHOCTI. YucenbHi ekCnepnMMeHTU Ha OCHOBI
CUHTETUYHUX AAHUX BUNALOKIB MOKa3ann BUCOKY TOUHICTb Knacudikauii: 96 % ans BiaMoB, NOBM3aHUX 3 Neperpisom
CMCTEMU OXONOMXKEHHS, 84 % ANng BUNaAKiB Aerpagauii nigwmnHukie i 92 % ong nopyweHb y nogadi nanuea. Hasitb
npu 40 % ckopo4yeHHi 06cAry HaBYaNbHUX AAHMX NAAIHHS NPOAYKTUBHOCTI He nepeBuWwmno 7 %, WO CBiAYUTb Npo
BMCOKY CTiMKICTb 40 pO3piAXeHOCTi AaHuX. Bizyanisauiga Mex npuiHATTA pilleHb NPOAEMOHCTPYBana 34aTHICTb Moaeni
pO3pi3HATM NEPEKPUBHI KlacK BiAMOB, 306epiratoum ceMaHTUYHY iHTepnNpeToBaHiCTb. Pe3ynbTaT onTuMisauii Baru
BM3HauuAu «Tun BiAMOBU» K OOMiHYOUMIA GakTop, ToAi AK «KaTeropis pusnky» Ta «YpaxkeHi niacmcremMmn» Manu
He3Ha4yHui BNAKMB i Bynu BUKNIOYEHI. balleciBCbke arperyBaHHs wwe Binblie NigBuLLMAO0 HALIAHICTb AiarHOCTUUYHUX
BMCHOBKIB, MOEAHABLUM JIOKAJIbHY CXOXICTb i3 rMobanbHUMK CTaTUCTUYHUMM anpiopHUMKM faHMMKU. Po3pobneHa
MeTof0/10ris MOXe 6YyTW eeKTUBHO 3aCTOCOBAaHa MOPCbKMMU iHXXeHepaMu, onepatopamu cyaeH Ta po3pobHuMkamm
iHTeNneKTyanbHUX AiarHOCTUYHUX NAATHOPM ANF BUSBNEHHS HECNPABHOCTEN, aHANI3y NepLUONPUYMH Ta MPOrHO3HOIO
TEXHIYHOro 06C/YroBYBaHHA B YMOBAX HEBM3HAYEHOCTI Ta HENOBHOI iHdopMaLii. [i MooynbHa CTPYKTypa Takox
[O3BOJISIE PO3LUMPUTY ii 3aCTOCYBAHHS Ha iHWI CKNAAHI TexHiYHi ranysi, kpim CEY

KntouoBi cnoBa: cuctema NiATPUMKM NPUAHATTS pilleHb; BaMeCiBCbKa arperaiis; afanTuBHI Barosi koedilieHTyH;
npeLefeHTHUIM aHani3 BiAMOB; iIMOBIpPHICHA METPUKA; CXOXiCTb TEXHIYHUX CTaHIB
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Abstract. Categorical features are a common type of data used in data analysis, but their non-metric nature
makes it difficult to apply standard clustering algorithms. The relevance of the study is conditioned by the
need to assess the impact of different methods of recoding (digitisation) of such features on the effectiveness
of cluster analysis. The purpose of the study was to investigate how different techniques of categorical data
processing affect the quality and structure of clusters. The methodology included the implementation of three
models with different approaches to variable coding: without taking into account domain specifics, considering
the content of the features, and with alternating the order of application of clustering and dimensionality
reduction approaches. LabelEncoder, OrdinalEncoder, One-Hot Encoding, Mapping, and MultiLabelBinarizer
were used for coding. In each of the models, clustering was performed using two algorithms - K-Means and
agglomerative clustering, which allowed comparison of their sensitivity to changes in data representation. The
t-SNE dimensionality reduction method was used to visualise the cluster structure in two-dimensional space.The
quality of clustering was evaluated using the Silhouette Score, Dunn Index, Davies-Bouldin Index, and Calinski-
Harabasz Index metrics. The data for the analysis were obtained from an open source and contained information
about the psycho-emotional state of students. The study found that the basic recoding of categorical features
without considering their semantics and context negatively affected the quality of clustering, reducing the
accuracy of the division and complicating the interpretation of the results. Instead, the use of domain-oriented
coding approaches ensured the development of clusters with clearer boundaries and a more logical internal
structure. In addition, it was found that changing the sequence of clustering and dimensionality reduction
affects the preservation of local relationships in the data. It was analysed that different approaches change both
the number and quality of clusters, which was reflected in the values of the evaluation metrics. The practical
significance of the results lies in the possibility of their application by data analysts and machine learning
specialists to improve the accuracy of segmentation of complex categorical data
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INTRODUCTION

Most of the real data contains categorical features
that characterise the qualitative properties of objects,
such as colour, product type, geographical location, lev-
el of education, or disease category. Unlike numerical
variables, which have a natural order and clear met-
ric interpretation, categorical data does not have a nu-
merical equivalent or internal metric structure, which
makes it difficult to use them directly in standard clus-
tering algorithms. Most clustering algorithms operate
in numerical spaces by applying distance metrics or
similarity measures that cannot be directly applied to
categorical features. To overcome this problem, a num-
ber of coding techniques have been developed that al-
low transforming categorical variables into numerical
representations.Among the most common methods are
one-hot encoding, which converts categories to binary
vectors, and label encoding, which assigns each catego-
ry a unique numeric code.

Choosing a coding technique is not a trivial task,
as it can significantly affect the results of clustering. It
is the way categorical variables are represented that
determines how the algorithm interprets distances or
similarities between objects, and therefore, how clus-
ters will form. Accordingly, there is a need for a system-
atic study of various techniques for encoding categori-
cal variables and their impact on cluster development.
This includes analysing how different coding approach-
es change the distribution of objects in clusters, affect
their compactness and separability.

Studies confirm that the choice of categorical fea-
ture coding technique significantly affects the quality
of clustering and the interpretability of the resulting
groups. Thus, M. Anitha et al. (2025) proposed a new
Chi-Square target Encoding (CSTE) approach that uses
chi-square statistics to estimate the association be-
tween categories and the target variable. This meth-
od allows efficient storage of information during the
transformation of categorical features into numerical
representations, which positively affects the accuracy of
clustering. CSTE demonstrated an advantage over con-
ventional methods such as one-hot encoding and fuzz-
ification, achieving an average accuracy gain of 3.94%,
and high F1 and AUC values for various data sets.

Similarly, Z. Liang (2025) proposed new encoding
methods for highly cardinal categorical variables, in
particular, low-level encoding and logistic regression,
which allows reducing the dimension of data with-
out losing important characteristics. These methods
provide compact and informative feature vectors that
help to improve clustering efficiency and reduce the
risk of overtraining. The study showed significant im-
provements in model performance and computation-
al efficiency compared to conventional methods such
as one-hot encoding, especially when working with
large data sets.

In the field of medical research, H. Hafid & S. An-
nisa (2025) applied K-Medoids and K-Prototypes
techniques to cluster hypertensive patients, demon-
strating the importance of successfully selecting cat-
egorical variable encoding for accurate grouping of
medical data. The researchers noted that the use of
the K-Prototypes algorithm, which combines cluster-
ing of numerical and categorical features, provides a
more adequate development of patient groups com-
pared to conventional methods based only on numer-
ical data.The researchers emphasised that the correct
choice of categorical variable coding techniques sig-
nificantly affects the accuracy and stability of cluster-
ing, which is critical for medical applications where
segmentation accuracy directly affects the quality of
diagnosis and treatment.

Clustering as a method for identifying groups
in data largely depends on how categorical features
are transformed into numeric spaces. According to
AM. lkotun et al. (2023), the K-Means algorithm re-
mains one of the most common clustering methods,
especially in big data environments. However, its ef-
ficiency is significantly reduced when working with
categorical variables without proper transcoding,
which can lead to distortion of the cluster structure
and reduce the accuracy of the results. E.K. Tokuda et
al. (2022) concluded in their paper that agglomer-
ative clustering methods, in particular, those based
on different merge criteria (single, average, median,
complete, centroid, and Ward), demonstrate flexibility
in working with different data types. However, these
methods are also prone to detecting false-positive
clusters, especially in conditions of homogeneous
data distributions. This highlights the importance
of carefully choosing categorical feature encoding
methods, since incorrect transformation can lead to
the development of clusters that do not reflect the
actual data structure. However, the literature does
not pay enough attention to the direct impact of cod-
ing techniques on the cluster structure, which leaves
room for further research in this area.

An additional aspect related to preparing data for
clustering concerns dimensionality reduction. Accord-
ing to N.E. Kondruk (2023), the use of dimensionality
reduction techniques is an important prerequisite for
improving the efficiency of machine learning models.
The researcher considered several techniques, in par-
ticular, Principal Component Analysis (PCA), Isometric
Mapping (Isomap), Uniform Manifold Approximation
and Projection (UMAP), and t-SNE, and concluded
that t-SNE provided the best predictive results for the
problem of classifying high-dimensional data and that
the use of advanced methods of reducing the dimen-
sion of data can contribute to the construction of more
efficient models.
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Overall, research confirms that conventional meth-
ods such as one-hot encoding and label encoding have
limitations, especially when working with large data
sets. New approaches that consider statistical rela-
tionships between categories can improve the quality
of clustering and reduce overlap between groups. The
purpose of this study was to conduct a comparative
analysis of the influence of various techniques for en-
coding categorical features on the quality and structure
of clusters in machine learning problems.

This study examined how different approaches to
encoding categorical data can change the distribution
of objects in clusters and which methods provide the
best performance in different data contexts. In addi-
tion, the application of various clustering methods and
clustering quality indices was considered to evaluate
the effectiveness of different techniques for encoding
categorical features using the example of segmenting
students according to their psycho-emotional health.

MATERIALS AND METHODS

Clustering was evaluated using internal, external, and
graphical methods. Internal methods were based on
the characteristics of the data itself and did not require
external information. One of the main indicators was
the silhouette coefficient, which evaluated the quality
of clustering by analysing the grouping of objects with-
in clusters and their isolation from other clusters. The
value varied from -1 to 1, where higher values indicated
better cluster separation (Kondruk, 2019). In addition,
the Davies-Bouldin index was used, which measured
the average similarity between clusters and their res-
olution (lower values indicate better clustering) (We-
gmann et al., 2021). The Akaike Information Criterion
(AIC) helped to assess the complexity of the clustering
model: lower values indicate a better balance between
the quality of clustering and the number of model pa-
rameters (Sanchez Vinces et al., 2025).

External methods considered comparisons with
reference distributions or correct cluster labels. Graph-
ical methods included a dimensionality reduction
procedure for visual evaluation of clusters. The PCA
method was previously tested, but due to the nonlinear
nature of the data and the lack of linear relationships in
the dataset under consideration, it was not applicable.
Instead, the nonlinear t-SNE method was used, which
better preserves local distances between points and al-
lowed estimating the density and overlap of clusters in
two-dimensional space.

The K-Means method is a clustering method de-
signed to split data into k clusters. Its purpose was
to split data into a predefined number of clusters
(K) so that objects within one cluster have a greater
similarity to each other than objects in other clusters
(Lloyd, 1982). Agglomerative clustering is a hierarchi-
cal analysis method that begins with each object being
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treated as a separate cluster. The algorithm gradually
combines the two nearest clusters at each stage, un-
til all objects form one large cluster. This approach al-
lowed investigating the data structure and visualising
relationships between objects (Miyamoto, 2022; Sier-
anoja & Franti, 2025; Behzadidoost & lzadkhah, 2025).

For experiments, data on the psychoemotional
health of students were taken. Data set based on the
survey by VA, Ashfaq (n.d.), consisted of 87 entries and
21 attributes and contained information about stu-
dents, their students, and their educational experience,
psychological state, and social aspects of life. The study
was conducted in accordance with the ethical princi-
ples set out in the Declaration of Helsinki (World Medi-
cal Association’s Declaration of Helsinki, 2013).

In this regard, the study focused on three differ-
ent models for transcoding categorical variables, each
of which offered a unique approach to transforming
the original data. Model 1: data was transcoded with-
out considering their nature, which allowed creating a
neutral representation of variables for further analysis,
followed by data compression and clustering. Model 2:
data transcoding was performed considering feature
domains, which allowed more accurately reflecting
their essence and ensuring correct representation, then
data compression and clustering occurs. Model 3: data
was transcoded based on its nature, then the data was
clustered, and only then the dimensionality reduction
method was applied for further visualisation.

In Model 1, label encoder, ordinary encoder, and
mapping methods were used to process categorical
features, depending on their nature. This approach al-
lowed getting a neutral representation of the source
data and minimising the impact of subjective as-
sumptions about their semantics. The label encoder
method was used to transcode columns such as “gen-
der”, “degree_level”, “residential_status”, and “campus_
discrimination” This method converted attributes to
numeric values, while maintaining easy transcoding.
It was ideal for signs where there is no natural order,
such as gender, educational level, and others. Based
on this, the method minimised the complexity of
analysis, ensuring ease of working with data. The or-
dinary encoder method was applied to the “university”
and “degree_major” columns. This approach allowed
organising categories in a numeric format, which can
be important for maintaining the order of values. For
example, in the case of universities and education-
al specialities, the method allowed comparing their
unique values with numbers for more convenient
further processing.

Category mapping using the dictionary was used
for the “academic_year”, “cgpa’, “sports_engagement’,
“average_sleep”, and “stress_relief activities” columns.
This approach allowed manually mapping text values
to numeric values, which was especially convenient for
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displaying categories with a natural sequence or sim-
plifying multidimensional data into a single numeric
form. For example, in the “academic_year” column, the
sequence of academic years is represented in numer-
ical form to maintain a logical order, and the ranges
of GPA scores in the “cgpa” column were displayed in
numerical averages. Similarly, the degrees of activity
in sports, sleep hours, and relaxation activities were
transcoded in such a way as to preserve the content of
information and increase the convenience for further
analysis. Categorical variables were transcoded to nu-
meric format, and the t-SNE method was used to re-
duce the dimension of the feature space and visualise
the data structure.

To analyse clustering using the K-Means method, key
metrics were used to assess its quality and determine
the optimal number of clusters. Each metric had its own
meaning in the decision-making process. Silhouette
Score was used to determine the degree of isolation
and compactness of clusters. Davies-Bouldin Score al-
lowed estimating the degree of overlap between clus-
ters, where smaller values indicated a clearer separa-
tion. The AlC criterion was used to select the model that
best balances complexity and clustering quality.

Agglomerative clustering considered the hierar-
chical structure of data and helped to better identify
complex relationships, which was especially noticeable
in cluster visualisation. Clustering quality assessment
was performed using metrics such as Silhouette Score
to assess cluster compactness, and AlC to select the op-
timal balance between model accuracy and complexity.
In addition, a dendrogram was used for agglomerative
clustering, a graphical tool that displays the hierarchi-
cal process of combining points. The number of clusters
that best reflected the data structure can be determined
by drawing a horizontal line at a certain distance level.

In Model 2, to ensure the correct representation
of data, various transcoding methods were applied for
each variable, considering their nature and character-
istics. For variables that had a limited set of categories,
such as “‘gender” and “residential_status”, the method of
simple transcoding using label encoder was used. This
approach allowed efficiently representing nominal
categories in numeric format, while maintaining their
nominal nature without creating additional columns.
For variables with an extended set of unique values,
such as “university” and “degree_major”, the binary
encoding method was used - one-hot encoder. This
method allowed creating separate binary columns for
each category, which avoided logical priority between
them and preserved their uniqueness. Additional cre-
ated columns extended the data set while maintaining
its full interpretation.

Variables with ranges of values or ordered cate-
gories (academic_year, cgpa, sports_engagement, av-
erage_sleep) were transformed using mapping. This

allowed converting text ranges to numeric levels or
the average value of the range. For example, a scale
was created for the CGPA variable that displays the
average value of each range, and for “sports_engage-
ment” — numerical levels according to the frequency of
sports activities. The “stress_relief_activities” variable
contains multiple categories for each respondent, so
the “multilabelbinariser” technique was used to pro-
cess it. This allowed presenting respondents’ partici-
pation in several activities simultaneously in a binary
matrix format. This encoding format allowed consider-
ing potential relationships between activities in fur-
ther analysis. To assess the quality of clustering using
the K-Means method, the Silhouette Score and Kalin-
ski-Harabasz Score indices were used, which allowed
determining the degree of compactness and resolution
of clusters. Similarly, the Calinski-Harabasz index was
used for agglomerative clustering, and a visual study of
the dendrogram was performed to determine the op-
timal separation threshold and the number of clusters.

In Model 3, data was transcoded based on the
nature of each variable, just as in Model 2. The main
difference between these models was the sequence of
stages. In Model 2, data was first transcoded, then its
dimension was compressed, and only then clustering
was performed. This reduced the dimension of data
even before clusters were formed, which can simpli-
fy the clustering process, but may affect the preser-
vation of the original data structure. In Model 3, by
contrast, data transcoding was accompanied by clus-
tering before dimension compression. This change in
the sequence allowed focusing on the development
of clusters in their original form, and only then apply-
ing dimensionality reduction methods to visualise the
resulting structures.

To determine the optimal number of clusters in the
K-Means method, a sequential analysis of the values
of the Silhouette Score, Dunn Index, and Davies-Boul-
din index metrics was performed on different cluster
numbers. Evaluation of these metrics allowed selecting
the number of groups that provided a balance between
compactness and cluster resolution in the data under
study. In the case of agglomerative clustering, in addi-
tion to calculating the Silhouette Score, a visual study
of the dendrogram was performed. Changes in cluster
structure at different cut-off thresholds were analysed
to find the number of groups that best reflects the nat-
ural divisions in the data hierarchy. The selected sepa-
ration level was supposed to provide maximum clarity
for clusters without excessive merging or splitting.

RESULTS AND DISCUSSION

After digitising the categorical data by transcoding
them, a correlation matrix was constructed for prelim-
inary analysis of the relationships between features,
which is shown in Figure 1.
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Figure 1. Correlation matrix

Source: compiled by the authors

The analysis showed that the data has a pre-
dominantly nonlinear structure, which influenced the
choice of further processing methods. To reduce the
data dimension, the PCA method was initially consid-
ered, but due to inconsistencies with the assumptions
of this method (in particular, the lack of multicolline-
arity), the t-SNE algorithm was chosen, which better
reflects local structures and is able to detect nonline-
ar dependencies in the data.

Clustering results based on Model 1. The K-Means
method with 6 clusters demonstrates the division of
data into groups characterised by moderate compact-
ness and separation. The Silhouette Score (0.4) reaches
a local maximum for six clusters, which indicates the
best combination of cluster compactness and distance
between them. A low Davies-Bouldin Score (0.8) con-
firmed that the clusters have a clear structure with
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minimal overlap. The AIC criterion, which is 804, states
that the choice of six clusters provides an optimal bal-
ance between the accuracy of the model and its com-
plexity. Despite a certain degree of data noise and
overlap, the K-Means method effectively revealed basic
patterns and structures that allow data to be divided
into groups with relatively clear boundaries.

Analysis of the results of agglomerative clustering
for six clusters shows that the algorithm successfully
grouped data in a multidimensional space, which is
confirmed by the distribution of points in the visualis-
ation. Silhouette Score has a local maximum of six clus-
ters, which indicates the best compactness and clarity
of separation. The AIC graph shows the minimum val-
ue for six clusters, which confirms the optimal balance
between the accuracy of the model and its complexity.
The clusters are clearly separated and show moderate
compactness. For example, well-defined groups (cluster
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0, 1) indicate a clear structure, but some clusters (such
as 2 and 5) have more overlap, reflecting more com-
plex relationships in the data. The dendrogram shown
in Figure 2, used as an additional tool, clearly reflects
the hierarchical process of cluster development and
allows confirming the choice of six clusters as the op-
timal division that preserves the natural structure and

relationships between objects. To visualise the spatial
distribution of clusters, the t-SNE dimensionality reduc-
tion method was used (Fig. 3). This approach allowed
for visual assessment of the structure and isolation of
clusters in two-dimensional space, which confirms the
results of clustering and helps to better understand the
internal relationships between groups.
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Dendrogram for Agglomerative Clustering

Cluster

4 c°
2 . .
™~ K] .
=
c 0 .
o
Q
§ -2 S
S .
-4 3
-6

-2 0 2 4 6
Component 1

Dendrogram for Agglomerative Clustering

Cluster

4 .

.

e
wawNE o

Component 2

1
N

'
()Y

-2 0 2 4 6
Component 1

Figure 3. Clustering results for Model 1
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Clustering results based on Model 2. The results of
clustering using the K-Means method with six clusters
demonstrated a clear grouping of most data with high
compactness and minimal mixing between clusters.
Analysis of the Silhouette Score and Kalinski-Harabasz
Score shows that the local maximum of the former and
the high value of the latter are achieved in six clusters.
This indicates optimal compactness and separation of
clusters by this number.Thus,six clusters are the optimal
choice, since they provide maximum clustering quality.

For agglomerative clustering, analysis of the Ca-
linski-Harabasz Index demonstrated that the maxi-
mum ratio between inter- and intra-cluster variance is
achieved in five clusters, which indicates an optimal
separation of groups with high internal compactness
and maximum distance between them. In addition, the
dendrogram shown in Figure 4 was used as an addi-
tional visual tool that confirmed the selection of five
clusters, demonstrating a clear separation of inde-
pendent groups at the established cut-off threshold.
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Thus, the choice of five clusters was consistent with
both numerical metrics and visual analysis of the hi-
erarchical data structure. This distribution indicates
the presence of homogeneous subgroups with charac-
teristic features, which is important for further anal-
ysis. Clear boundaries between clusters ensure the

N. Kondruk & I. Neroda

stability of groups and provide grounds for practical
interpretation of their characteristics. Thus, the results
of agglomerative clustering confirm the mathematical
validity of the choice of five clusters and the corre-
spondence of the breakdown to the structure of the
original data (Fig. 4).

Dendrogram for Agglomerative Clustering
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Figure 4. Dendrogram for Model 2

Source: compiled by the authors

The results of numerical and visual analysis con-
firm the feasibility of the selected clustering parame-
ters for Model 2. Figure 5 shows visualisations of cluster

Method K-Means

distributions that illustrate the data structure and seg-
mentation quality obtained by K-Means and agglomer-
ative clustering methods.
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Figure 5. Clustering results for Model 2

Source: compiled by the authors

For the K-Means method, there is a clear develop-
ment of six clusters, each of which has a high compact-
ness and is well separated from the others.Minimal over-
lap between some groups (in particular, clusters 2 and
4) indicates the complexity of the source data structure,
but the overall segmentation looks logical and stable. In
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the case of agglomerative clustering, segmentation into
five clusters was optimal, which show better separation
between groups compared to Model 1. This suggests
that consideration of the content of features in encod-
ing allows more accurately preserving the natural data
structure even in a complex multidimensional space.
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Clustering results based on Model 3. For the K-Means
clustering method, it is important to determine the op-
timal number of clusters that will ensure high-quality
data segmentation. The Silhouette Score Index reached
a local maximum in six clusters, which indicates high
internal cohesion and clear data structure in each clus-
ter. The Dunn Index also showed high values for six
clusters, indicating the compactness of the clusters
and their good separation. The Davies-Bouldin Index
reached a minimum value with the same number of
clusters,which indicates low inter-cluster similarity and
clustering quality in general. Therefore, the choice of six
clusters for K-Means is optimal, since it provides a bal-
ance between internal cohesion and group separation.

Cluster overlap indicates that some points lie at the
boundary between groups, which is natural for complex
data with a continuous structure. In general, clustering
still allows isolating the main data structure and ensur-
ing their overall distribution into groups.

For agglomerative clustering, the Silhouette Score
Index reaches a local maximum for four clusters, which
indicates an optimal balance between cohesion within
clusters and their separation. The dendrogram analysis
shown in Figure 6 confirmed this choice - when divid-
ed into four groups, the data form well-defined clusters
with a distance between them of about 15 units, which
minimises overlap. Fewer clusters lead to less detailed
segmentation and loss of local patterns.
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To further confirm the qualitative characteris-
tics of clustering using Model 3, the resulting clus-
ters were visualised. The data distributions shown in
Figure 7 using the K-Means method (6 clusters) and

K-Means Clustering

agglomerative clustering (4 clusters) allow estimat-
ing the spatial structure of groups, their compact-
ness, the degree of separation, and the presence of
overlapping zones.
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Figure 7. Clustering results for Model 3

Source: compiled by the authors
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Analysis of Model 1 showed that the optimal
number of clusters for both clustering methods is six,
which was confirmed by quality assessment metrics.
For K-Means, metrics indicate acceptable clustering
quality, although data noise affected the clarity of
boundaries between individual groups. Agglomera-
tive clustering allowed isolating six clusters using
a dendrogram. The clarity of the distribution large-
ly depended on the cut-off level, which confirms the
influence of the hierarchical structure on clustering
results. Within this model, the method provided ad-
equate data segmentation, although partial overlap
between certain clusters was observed. Overall, the
results of Model 1 showed that clustering methods
provided an adequate data structure, but the choice
of encoding method affects the accuracy of segmen-
tation and the clarity of cluster boundaries. This high-
lights the importance of further research on Models 2
and 3, which can eliminate the limitations of Model 1
by more accurately considering the nature of variables
or changing the sequence of analysis steps.

Model 2 showed improved clustering accuracy by
considering feature domains when transcoding cat-
egorical features. This approach ensures correct rep-
resentation of features, which significantly affects the
quality of subsequent stages of analysis. As a result,
clustering becomes more structured, with clear bound-
aries between groups, which confirms the effectiveness
of data preparation in this model. The K-Means cluster-
ing method allowed creating six compact clusters that
show a clear grouping of most data. A slight overlap
between some clusters (for example, between 2 and
4) indicates data complexity, but the overall result of
clustering is balanced and logical. The model provided
efficient segmentation by identifying natural patterns
in the data. Agglomerative clustering also showed a no-
ticeable difference: in Model 2, five distinct groups were
isolated with less overlap due to the domain nature
of the features. This allowed better isolating the data
while maintaining its uniformity. In Model 1, partial
mixing between groups was more pronounced, which
reduced the accuracy of the results. Thus, consideration
of feature domains in Model 2 not only improved the
quality of clustering, but also made data segmentation
more logical and consistent with their natural structure.
This highlights the importance of correctly encoding
variables to achieve high-quality analysis.

Analysis of Model 3 showed that the sequence of
stages - allowed focusing on clusters that best cor-
respond to the original data structure. This approach
provides clear grouping while preserving important
information about variables. The results of clustering
using the K-Means method show the development of
six clusters. Although cluster overlap is observed in
multiple zones, this effect is due to the natural com-
plexity of the data. Despite this, the method provided
high-quality grouping of points into compact groups,
which indicates the effectiveness of segmentation and
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identification of patterns. Agglomerative clustering
distinguishes four clusters with a well-structured data
distribution. Most clusters have clear boundaries and
show a high level of internal cohesion. Small areas of
overlap indicate similarity of characteristics between
neighbouring groups, but the overall segmentation is
clear and logical, which confirms the strength of the
method in analysing complex data. Thus, Model 3 pro-
vides reliable segmentation of data, helping to pre-
serve its natural structure. This highlights the effec-
tiveness of selecting a sequence of analysis steps and
the importance of considering the nature of variables
when building a clustering model.

This study demonstrated that a flexible and se-
mantically sound approach to coding - considering the
nature of features, their hierarchy, scale, and domain
value - can improve data segmentation in clustering
tasks. Processing categorical variables is a critical step
for classification, clustering, and data analysis tasks. As
shown in a large-scale study by F. Matteucci et al.(2023),
which covered 32 coding methods (including One-Hot,
ordinary, Mean-Target, GLMM, Min-Hash, CatBoost, and
Sum), the choice of encoder has a significant impact
on the quality of results, and its effectiveness depends
on a combination of experimental factors: model type,
quality metrics, hyperparameter tuning strategy, and
how results are aggregated. This highlights the need for
a flexible and meaningful approach to coding that con-
siders the nature of features, their hierarchy, and task
specifics. However, instead of fully automated solutions,
such as the CESAMO method (Valdez-Valenzuela et
al., 2024), which automates statistically optimised cat-
egory coding, retained control over correspondence be-
tween categories and their numerical representations.
This provided greater transparency and control over
the interpretation of results, which is especially im-
portant in a limited data set. The importance of adapt-
ing coding methods to the characteristics of data was
confirmed in research conducted by D. Breskuviené &
G. Dzemyda (2023), who analysed the impact of various
coding techniques on classification quality in problems
of detecting fraudulent transactions with highly un-
balanced categorical data. The researchers pointed out
that targeted encoders, such as Weight of Evidence and
James-Stein, can significantly improve the performance
of models, but the effectiveness of individual methods,
such as CatBoost, decreases with a strong imbalance,
which emphasises the need to choose an encoding
based on the specifics of the task and data structure.

Confirmation of the importance of an adaptive ap-
proach to working with categorical variables can be
found in the review paper by T. Dinh et al. (2024), devot-
ed to the evolution of categorical data clustering meth-
ods over the past 25 years. The researchers noted that
successful clustering of categorical variables requires
not only the correct choice of algorithm, but also care-
ful pre-coding, considering the nature of the variables,
otherwise there is a risk of losing important semantic
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connections. This approach is fully consistent with
the approach in this paper, which combined different
transcoding methods depending on the feature content
and data logic. Preservation of category semantics al-
lowed for more structured and interpreted clustering.

The problem of clustering categorical and mixed
data types was also actively considered in many stud-
ies of the last 5 years. In particular, C. Di Nuzzo (2024)
focused on improving spectral clustering for such data
types by developing new nuclear functions that better
consider the specifics of categorical relationships. The
paper showed that standard Euclidean approaches may
not be sufficient to adequately map internal structuresin
mixed sets, which is consistent with the observations in
this study.Forexample,in Model 3 in this study,the use of
clustering before the dimension reduction step contrib-
uted to the preservation of the natural feature structure.
Although the researcher focused on spectral clustering,
the results highlighted the importance of adapting
clustering methods to the nature of variables - an ap-
proach that was also followed in model development.

In this context, it is also worth mentioning the
study by D. Soemitro & J.F.S.R.Neto (2024), where an al-
ternative approach to spectral clustering of categorical
and mixed data was proposed. The researchers avoid-
ed conventional preprocessing, particularly one-hot or
multi-binary, and instead suggested adding additional
nodes to the graph corresponding to feature categories.
This approach allowed considering both numerical and
categorical information without losing the semantics of
features, and also provided interpretability of cluster-
ing. This is especially true when using the MultiLabel-
Binarizer technique, which, although convenient, can
lead to excessive dimension and loss of links between
categories. The approach proposed by the researchers
demonstrated the competitive quality of clustering
and, importantly, allowed achieving linear complexity
for the case of purely categorical data. Their study re-
inforced the argument for adaptive method selection
based on data type and feature structure.

The choice of encoding method for categorical var-
iables is crucial for the effectiveness of machine learn-
ing models, especially in the case of variables with a
large number of levels. In a large benchmark study by
F. Pargent et al. (2022) showed that target encoding, in
particular, its regularised versions, provides better pre-
dictive results compared to conventional approaches
such as ordinal or one-hot encoding. This confirms the
importance of choosing an informed coding method
based on the structure of variables, which is consistent
with the approach to combining multiple coding strat-
egies according to the nature of features.

H.L. Smith et al. (2024) drew attention to the poten-
tial distortions that can occur when using target encod-
ing in combination with tree models. The researchers
have shown that when using target-based coding to
construct an ensemble of out-of-bag evaluation (OOB),

they can significantly underestimate the classification
error and overestimate the importance of variables.
These results highlighted the limitations of target cod-
ing and the importance of step-by-step control of the
feature processing process, an aspect that was consid-
ered when designing models and determining the se-
quence of their processing.

Another important aspect was the consistency be-
tween the choice of coding method and the type of
machine learning model. A recent study by W. Zhu et
al. (2024) contains both theoretical and empirical
analysis of 14 methods for encoding categorical var-
iables in combination with various types of models.
The researchers proved that one-hot encoding is op-
timal for models that perform affine transformations
(for example, multilayer perceptrons), while target
encoding and its variants are best suited for models
based on decision trees (for example, Random Forest).
These results are fully consistent with the observa-
tions obtained from this study, that the correspond-
ence between the coding method and the model type
significantly affects the final result.

Thus, the approach of this study was based on
proven methods of processing categorical variables
and at the same time adapts the latest concepts, such
as contextual coding, combined coding by variable
type and adaptive order of processing stages. It was
confirmed that there is no universal method: the effec-
tiveness depends on both the type of problem and the
nature of the features. The results obtained coincide
with trends in data analysis.

CONCLUSIONS

In the course of the study, a detailed analysis of three
different clustering models was carried out, which
differ in approaches to processing and transcoding
input categorical data. The results showed that the
quality, structure, and clarity of the developed clus-
ters largely depend on the chosen data preparation
methods, and on the sequence of their application.
This highlights the importance of carefully selecting
and combining methods to achieve optimal results in
segmentation problems.

Model 1, in which categorical features were
transcoded without considering their domain nature,
provided basic data separation into six clusters for both
K-Means and agglomerative clustering. However, the
fuzzy boundaries between clusters and partial overlap
indicate thatthisapproachis limited indisplayingacom-
plex data structure. This indicates that the method is not
sufficiently adapted to the features of categorical vari-
ables, which negatively affects the accuracy of segmen-
tation and reduces the quality of clustering in general.

Model 2, in which the transcoding of categorical
variables was carried out considering their domain na-
ture, significantly improved clustering results. In this
model, six distinct clusters were obtained using the
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K-Means method and five clusters using agglomerative
clustering. The improvement in clustering quality was
confirmed by higher metric values and reduced over-
lap between groups. This result demonstrated the ef-
fectiveness of correct transcoding, which better reflects
the internal structure of multidimensional data and
contributes to more accurate and logical segmentation.

Model 3, which assumed a change in the sequence
of steps - performing clustering before reducing the di-
mension - showed the best ability to preserve the nat-
ural data structure. The K-Means method identified six

N. Kondruk & I. Neroda

number of clusters, directly affect the cluster structure
of data. Different coding strategies can form a different
number of clusters, and therefore, create fundamentally
different segmentation schemes.Thus,the correct choice
of encoding method, considering the domain specifics
of features, and the sequence of processing are critical
factors for achieving high clustering quality. The results
obtained open up prospects for further improvement of
algorithms for segmenting complex data and their ap-
plication in various applied fields - from marketing and
healthcare to social research and bioinformatics.

clusters, while agglomerative clustering identified four
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AHoTauis. KateropianbHi 03HaKu € NOWMPEHUM TUNOM AAHMX, LLLO BUKOPUCTOBYHOTLCA Y MPAKTULL aHanisy AaHux, npoTe
iX HEMETPUYHUI XapaKTep CTBOPIOE TPYAHOLL AN5 3aCTOCYBAHHS CTaHAAPTHUX anropuTMIB KnactepusaLlii. AKTyanbHicTb
[OCNiIIKEHHS 3yMOB/IeHA HEODOXiAHICTIO OLiHKM BNAUBY Pi3HUX METOAIB NepeKoAyBaHHA (OLMPPOBYBAHHS) TaKMX
03HaK Ha pe3ynbTaTMBHICTb KNAaCTEPHOro aHanizy. MeToo poboTu HByno focnianTH, K pi3Hi TEXHIKM 06pobKU
KaTteropianbHUX AaHMX BNAMBAKOTb HA SKiCTb Ta CTPYKTYPY KnacTepis. MeTogonoris BKAOYana peanisawito Tpbox
Mofenev 3 pisHMMM NiAX0AaMM [0 KOAYBAHHS 3MiHHMX: 6€3 ypaxyBaHHS LOMEHHOI cneundiky, 3 ypaxyBaHHAM
3MICTY 03HaK Ta 3 YepryBaHHAM NOPSAAKY 3aCTOCYBaHHA NiAXOAIB KnacTepusauii i 3MeHIWeHHs po3mipHocTi. [ng
KoayBaHHS BukopuctoByBanuca LabelEncoder, OrdinalEncoder, One-Hot Encoding, Mapping i MultiLabelBinarizer.
Y KOXHiV i3 Mofenen knacrepusaiis 34iMCHI0BaNacs 3 BUKOPUCTAHHSAM ABOX anropuTMiB — K-Means Ta arnomepaTuBHoi
KflacTepmsauii, Wo A03BOSA0 NOPIBHATU IXHIO YYTAMBICTb A0 3MiH Y NpeAcTaBiAeHHi AaHUX. MeToq, 3HUXEHHS
po3mMipHocTi t-distributed Stochastic Neighbor Embedding (t-SNE) 3acTtocoByBaBcs ans Bisyanizauii knacrepHoi
CTPYKTYpM Yy ABOBMMIpHOMY NpoCTOpi. SIKiCTb KNacTepusauii ouiHoBanacs 3a gonomoroto Metpuk Silhouette Score,
Dunn Index, Davies-Bouldin Index Ta Calinski-Harabasz Index. JaHi ons aHanizy 6yno oTpMMaHoO 3 BiAKpUTOro
[xepena v BOHW MiCTUAM iHDOPMAaLLito MPO NCUXOEMOLIMHUI CTaH CTYAEHTIB. Y X04i AOCNiAKEHHS 6YN0 BCTAHOBNEHO,
o 6a3oBe nNepekoayBaHHS KaTeropianbHUMX 03HaK 6€3 ypaxyBaHHS iXHbOi CEMAHTUKM Ta KOHTEKCTY HEraTUBHO
BMJIMBANO Ha SKiCTb KIAaCTepM3aLii, 3HUXYIOUM TOYHICTb NOAINY Ta YCKNAAHIOKYUYM iHTEpNpeTauilo pe3ynbraTiB.
HaToMicTb BUKOPUCTaHHS 4OMEHHO-OPIEHTOBAHUX NiAXOAIB A0 KOAYBAHHSA 3abe3nevyBano GopMyBaHHA KnacTepis
i3 YiTKILUMMM MeXaMu Ta NOTIYHILLOK BHYTPILLHBOK CTPYKTYpoto. loaaTkoBo 6yno BUSBAEHO, WO 3MiHA NOCAIAOBHOCTI
33CTOCYBaHHS KnacTepu3alii Ta peaykuii po3MipHOCTIi NO3HAYAETLCA Ha 30epeXeHHi IOKaNbHUX B3aEMO3BA3KIB Y
[aHux. [poaHanizoBaHo, WO Pi3Hi NiAX0AM 3MIHIOKTb K KiNIbKiCTb, TAK i SKiCTb KNacCTepiB, WO Bif0OpaXKa€eTbCa y
3HAYEHHSAX OLIHKOBMX METpUK. [TpakTUUYHA LiiHHICTb pPe3ynbTaTiB NONArAE Y MOXAMBOCTI X 3aCTOCYBaHHS daxiBuaMU
3 aHani3y AaHMX Ta MALIMHHOMO HABYAHHS AN NiABULLEHHS TOYHOCTI CerMeHTaLii CKNagHWX KaTeropialbHUX AAHWUX

KniouoBi cnoBa: aHania faHMX; MallMHHE HABYaHHS; HaBYaHHA 6e3 yuuTens; aBTOMaTUYHE rpynyBaHHS OOEKTIB;
cerMeHTais
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Abstract. The intensive growth in the use of real-time language models requires mechanisms for their dynamic
adaptation to changes in queries, terminology, and user expectations. The study aimed to investigate approaches
to continuous feedback-based retraining of large language models. To achieve this goal, the theoretical and
structural-functional modelling of the adaptation architecture, experimental implementation of the language
model retraining cycle with processing and classification of different types of feedback, and quantitative
evaluation of the results using automatic and user metrics were applied. The results of the study showed the
effectiveness of the architecture of continuous online learning, which ensures the relevance and stability of the
language model in real time. The study determined that implicit feedback is 4-10 times more common than
explicit feedback, but explicit feedback gives a higher increase in the accuracy of answers. The proposed system
successfully integrated different types of user signals, providing dynamic generation of training examples and
hybrid relearning while maintaining the quality and consistency of the results. The Python software cycle for
adaptive retraining of the language model involved processing and filtering user signals to form a high-quality
buffer of training pairs. After 500 retraining steps on 52,912 query-response pairs, a significant improvement of
the model was observed, which was confirmed by a decrease in the loss function from 3.82 to 3.15 and stability
of the fine-tuning process without signs of overtraining. The results of the pre-training showed a moderate
improvement in the quality of answers after adaptation: lexical similarity according to the Recall-Oriented
Understudy for Gisting Evaluation was 0.102, accuracy according to the Bilingual Evaluation Understudy was
0.006, and subjective user satisfaction increased to 0.24, while maintaining the stability of the model with an
average cosine similarity value of 0.396. The approach proposed in this study improves the quality and relevance
of real-time responses of language models while maintaining their stability and can be used in productive
systems to improve user experience

Keywords: adaptive relearning; generative transformers; dynamic model adaptation; Python implementation;
hybrid learning; quality assessment metrics; language model stability

INTRODUCTION

Large Language Models (LLMs) are a key component of
modern Artificial Intelligence (Al) systems that operate
in productive environments ranging from generative
assistants and chatbots to search engines, recommend-
er systems, and automated support platforms. Howev-
er, after initial deployment, such models typically re-
main fixed, unable to adapt to new queries, changes in

terminology, or user feedback. This static nature Llimits
their relevance, reduces their accuracy, and limits the
analysis of the dynamics of the environment in which
the Al system operates. This is especially critical in re-
al-time, when user signals are generated constantly but
do not affect the behaviour of the model. This situa-
tion highlights the key problem with the current use of
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LLMs: the lack of continuous learning mechanisms that
integrate feedback into the adaptation cycle. It is this
problem that necessitates the creation of systems ca-
pable of ensuring the evolution of the language model
by changes in user needs, behaviour and expectations.

For example, D.M. Anisuzzaman et al. (2025) high-
lighted that fine-tuning can be used to adapt LLMs to
specific tasks, significantly increasing the accuracy and
relevance of answers. At the same time, they empha-
sised the limitations of the traditional approach, name-
ly the fixedness of models after training, which pre-
vents them from quickly adapting to new requests and
changes in the environment. G. Balaskas et al. (2025)
studied the impact of continuous pre-training on the
ability of LLMs to follow instructions and proved that
regular updating of the base model, even without
manual fine-tuning, can keep it relevant. This directly
highlights the need for dynamic model evolution to
ensure alignment with changing user demands. Fur-
thermore, S. Rehan et al. (2025) demonstrated that the
integration of Human-in-the-Loop (HITL) into the LLMs’
postgraduate education process ensures continuous
adaptation cycles based on real-time expert feedback.
The study emphasised that static models without such
mechanisms lose their relevance in a dynamic code-
base environment. The results of the study by S. Hao &
L. Duan (2025) demonstrated that approaches such as
Reinforcement Learning from Human Feedback (RLHF),
which address the strategic behaviour of users in real
time, provide more accurate aggregation of preferenc-
es. This avoids the mistakes associated with unreliable
feedback, which is critical for dynamic relearning in
productive systems.

T. Shi et al. (2024) proposed the WildFeedback
framework, which automatically collects and classifies
feedback from real user sessions, which is especially
relevant in the context of solving the problem of “fro-
zen” models. This approach provided continuous adap-
tation of LLMs to the needs of users without manual
intervention, increasing the relevance of responses in
real-world applications. N. Rawal et al. (2024) devel-
oped a framework for retraining LLMs based on heter-
ogeneous types of feedback (both explicit and implic-
it), unifying them into a single format for Supervised
Fine-Tuning (SFT) and RLHF.This solves the problem of
inconsistency and low suitability of individual feedback
fragments, which complicates traditional retraining.
AV.(Cardo (2025) analysed alignment LLMs with human
values through RLHF using multi-level feedback that
transforms simple ratings into data for reward models.

J.Wang et al. (2024) proposed a hybrid hierarchical
architecture that combines LLMs with classic recom-
mendation models for dynamic discovery of new user
interests. This approach demonstrates that the use of
LLMs in productive systems requires constant updating
and the generation of new interest clusters. X. Lin et
al. (2024) developed an approach to online updating
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of LLMs with adaptive selection of examples of medi-
um complexity, which improves the efficiency of use
of feedback in RLHF mode. This highlights the impor-
tance of developing continuous retraining cycles that
provide faster model adaptation through dynamic data
selection. Furthermore, a study by M. Punnaivanam &
P. Velvizhy (2024) showed that contextualised summa-
risation that considers user intent requires adaptive re-
training of LLMs capable of adapting to changes in the
environment and personal preferences in real time. The
proposed framework uses lightweight adapters and
query templates for dynamic personalisation, which ad-
dressed the problem of “frozen” models and confirms
the need for continuous adaptation based on feedback.

Despite advances in certain aspects of LLMs adap-
tation, most existing works do not cover the full cycle
of continuous retraining from feedback collection to
model stability assessment. Instead, the current study
implements a holistic system for adapting the Genera-
tive Pre-trained Transformer 2 (GPT-2) model based on
real user feedback from the OpenAssistant dataset. The
study aimed to analyse the mechanisms of integrating
feedback into online LLMs, through architecture devel-
opment, software implementation of the pipeline, and
evaluation of the quality of adaptation.

MATERIALS AND METHODS

At the first stage of the study, the architecture of the
adaptation cycle was implemented, which integrates
user feedback into the learning process (Kampelopou-
los et al., 2025). The system of continuous online learn-
ing for LLMs included query processing, feedback col-
lection, formation of a buffer of training examples, and
fine-tuning of the model with stability control. A hybrid
of SFT and RLHF with the ability to dynamically switch
depending on the type of examples was used as an ad-
aptation mechanism. The Dynamic Reliability Weighted
Aggregation (DRWA) formula (1) is used to consider the
reliability of feedback sources (Haider et al., 2025):

W, =W, e, RDRWA=wtleT+(1 — W) * (1)

where ., u,, - average values of signals from trusted and
untrusted groups; € — small increase in trust with low
variance. The formula (2) for weighted feedback aggre-
gation was used to integrate multiple assessments into
a single generalised response (Dombi & Jonas, 2022):

o DR WXy

= S @
where y - aggregate score; w, - weight of the i-th
feedback signal; y, - value of the i-th feedback signal,
n - number of feedback signals. Adaptive retraining (3)
was performed using the Step-wise Adaptive SFT and
RL (SASR) algorithm, which dynamically scales the con-
tribution of examples based on the gradient norm (Ter-
ras et al., 2025):
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A, = clip(-294_ 0. 1), (3)
lgwarmll

where [|g/|| - the current gradient norm (adaptively re-
flects the complexity and variability of a new training
example); ||g,...Il - the gradient norm in the warm-up
stage (the basic SFT stage); clip (x, 0.1) - a function to
limit the value within (0, 1) to prevent excessive up-
dates. The quality control of the model after retraining
(4) was ensured using the Elastic Weight Consolidation
(EWC) method (Next Electronics, n.d.):

L(O) = Luew () + 5 Fi(0:,-0;.), (&)

where F, - parameter importance score 6, (Fisher ma-
trix); 6, — parameter value after pre-training; A - reg-
ularisation coefficient that controls the strength of the
constraint. As part of the adaptation cycle, all user sig-
nals (explicit and implicit) were pre-processed, classi-
fied, aggregated, and buffered (Zhao et al., 2018). The
buffer was formed in the form of structured request-ex-
pected response pairs, with weights calculated accord-
ing to the reliability of the signals. Ninja LLM Suite
was considered as an example of a research software
system that implements the principles of continuous
adaptation of LLMs. This platform provides comprehen-
sive processing of various types of user signals, their
filtering and integration into the cycle of hybrid on-
line training of language models, which can be used to
maintain their relevance and stability in real time (Nin-
jalech Al, n.d.). For this stage, theoretical architecture
modelling, structural and functional modelling, and
mathematical formalisation methods were used.

At the second stage, a software cycle for retraining
the GPT-2 model in Python using the OpenAssistant
dataset (OASST1) was implemented (OpenAssistant
conversations..., n.d.). English-language examples with
positive moderation and a length of at least 5 words
were selected from the corpus. For each pair, the weight
was calculated using the rank field, and a buffer of
52,912 pairs was stored in the prompt response weight
format. Further training was performed using the Hug-
ging Face Transformers library. The study implemented
500 gradient update steps using Trainer, TrainingArgu-
ments, and DataCollator. At this stage, software mod-
elling, experimental implementation, and parametric
performance analysis were used.

At the third stage, a comprehensive testing and
quantitative evaluation of the results of adaptive re-
training of the GPT-2 model was performed. For this
purpose, the automatic metrics Recall-Oriented Un-
derstudy for Gisting Evaluation Longest Common Sub-
sequence (ROUGE-L) and Bilingual Evaluation Under-
study (BLEU) were used to determine the similarity with
the reference answers, as well as the User Experience
(UX) metrics: User Satisfaction Score (USS) and Rele-
vance. To visualise the effects of retraining, a graph of
the loss function reduction, a chart with quality metrics
based on 500 examples, a graph of USS improvement

over time, a table of changes in model responses be-
fore and after adaptation with feedback weights, and
a histogram of the cosine similarity distribution were
created. The methodology of the stage included quan-
titative evaluation, content analysis, UX evaluation, and
stability analysis of vector representations.

RESULTS

Architecture of continuous online learning LLMs

and the model adaptation cycle

Modern LLMs have become widespread in various
fields due to their ability to generate high-quality text
based on a variety of queries. However, to efficiently
process real-world productive systems, they need to
accommodate dynamic changes in user preferences,
usage context, and types of information being queried.
These challenges require the development of flexible
architectures that provide continuous adaptation of
language models, increasing their relevance and accu-
racy in real time. One of the key features of LLMs used
in productive systems is the need to constantly adapt
to changing interaction conditions. Changes in query
styles, the emergence of new topics, or the transforma-
tion of user preferences create a demand for models
that can be dynamically updated without complete re-
training. Static LLMs trained offline do not take these
factors into account and lose relevance over time.

The solution is a continuous online learning archi-
tecture that integrates feedback signals into the main
adaptation cycle. User signals, such as explicit (ratings,
corrections) and implicit (viewing time, scrolling), are
processed at multiple levels: classification, aggregation,
buffering, and transformation into training examples.
After accumulating a sufficient volume of relevant ex-
amples, the model is retrained using SFT or RLHF. ALl
changes are monitored using quality, stability, and A/B
testing metrics. After each retraining cycle, the updat-
ed model is saved as a separate version with a unique
identifier, which can be used to track the changes made
and, if necessary, revert to previous stable configura-
tions. The architecture of the LLMs adaptation system,
which illustrates the main cycle of “request response
feedback retraining”, is shown in Figure 1.

This diagram illustrates the architecture of contin-
uous online learning for LLMs, where user queries are
processed by the model, and the received feedback is
classified, buffered, and transformed into training ex-
amples, which are used for re-training and quality con-
trol, followed by model updates. The architecture of
continuous online learning for LLMs is based on the
integration of user feedback into the model adaptation
cycle, which can be used for keeping the generation of
answers up-to-date in a dynamic environment. In the
process of collecting user signals, the system records
both explicit feedback (e.g., ratings, answer corrections)
and implicit feedback (interaction time, scrolling). Each
signal is classified (whether it is positive/negative or
changes in tone) and aggregated into a representation
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of the corresponding quality. For example, according to
the DRWA methodology, the weight for trusted signals
varies depending on their consistency (1) (Haider et
al.,2025). After classification and reliability assessment,
all signals are accumulated in a buffer,where the data is
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stored until training examples are generated. This way,
a set of user-rated information is accumulated, ready
to be converted into a query-expected-response format.
This approach ensures that signals with real meanings
are included in the training, not just random noise.

LLM (response generation) |

Signal collection s .
(explicit / implicit) | Classification and aggregation Signal buffering \\Model update

Quality control
(metrics, A/B testing)

Adaptive fine-tuning
gparg (SFT / RLHF)

Figure 1. Diagram of the LLMs adaptive learning cycle
Source: compiled by the author based on D. Kampelopoulos et al. (2025)

At the stage of forming the data buffer for training,
user signals are transformed into structured query-ex-
pected response pairs, which are the basis for further
training of the language model. This process includes
feedback aggregation, which addresses various user
ratings and corrections. One approach to aggregation
is to use weights that reflect the reliability and rele-
vance of each signal (2) (Dombi & Jénas, 2022). In this
case, the weights can be determined based on various
criteria, such as source reliability, response time, or user
interaction history. This reduces the influence of false
or insignificant feedback and improves the quality of
training data. After the data collection and buffering
stages, the next step in the online learning architecture
is the adaptive learning algorithm. A hybrid strategy is
used that combines SFT and RL with human feedback
(e.g., RLHF), with the ability to switch between them
dynamically. In the corresponding SASR approach, the

W Rate M Views

82%
a) b)
m Rate Views Click-rate mRate ™ Views
0
17%
79%
d) e)

Click-rate ®mRate ®Views

ratio between the proportions of SFT and RL at each
step is determined by comparing the current gradient
norm and the gradient norm after the initial “warm-up”
phase (3) (Terras et al., 2025).

Regarding quality control, after online retraining, it
is crucial to prevent degradation of the overall model
capability, especially to avoid catastrophic forgetting.
One way to do this is to add a regulatory penalty for
changing core parameters from the previous version
of the model, most often using the Elastic Weight Con-
solidation (EWC) method (4) (Next Electronics, n.d.). In
general, this approach ensures a balanced adaptation
of new data without losing the knowledge already ac-
quired,which is critical for the stable performance of the
system. The successful functioning of adaptive relearn-
ing largely depends on the type and quality of the feed-
back received. A general breakdown of the types of user
feedback used to adapt models is shown in Figure 2.

Click-rate ®mRate ®Views ® Click-rate
5%
21%
74%
)
Click-rate mRate m Views Click-rate

f)

Figure 2. Distinguishing between explicit and implicit user feedback
Notes: a) Matrix Factorisation - Rating; b) Matrix Factorisation - Action; c) Bandit-Two; d) Bandit-Four; e) Bandit-State;

f) Reinforce-State
Source: compiled by the author based on Q.Zhao et al. (2018)

Bulletin of Cherkasy State Technological University, Vol. 30, No. 3, 2025




Continuous feedback loops: Online fine-tuning of LLMs with user signals

These diagrams in Figure 2 show that implic-
it feedback (views, clicks, behavioural activity) in real
systems is much more frequent than explicit feedback
(ratings, preferences), which confirms its importance in
the context of adaptive relearning. In particular, the av-
erage amount of implicit interaction (e.g., the number
of views) for most models is 4-10 times higher than
the number of explicit ratings. This indicates the need
for improved classification and weight aggregation
of implicit signals to effectively transform them into
full-fledged training examples. In other words, explicit
feedback provides a higher increase in relevance and
consistency metrics compared to implicit feedback.

In general, the described architecture can be im-
plemented both in a cloud-based environment and
locally using containerised components. Its structure
can be used for parallel data processing, independ-
ent model retraining, and automatic control over the
update of the production version. This is in line with
the engineering practices used in LLM adaptation sys-
tems, including NinjaTech Al. For instance, Ninja LLM
Suite is a complex Al system that combines several
advanced models and infrastructure optimisations to
ensure maximum speed and accuracy of answers (Nin-
jalech Al, n.d.). This platform is designed to meet the
requirements of continuous online learning, where
different components work in synergy to instantly
respond to changes in user requests and behaviour.
Using customised, fine-tuned models such as Turbo

@ prepare_prompt_response_pairs.py > ...

1.0 for quick responses and Apex 1.0 for deep analyt-
ical insights, Ninja LLM supports a wide range of ap-
plications from code generation to in-depth research.
Thus, the continuous online learning architecture not
only ensures that LLMs are updated in real time but
also maintains their stability, relevance, and adapt-
ability through integrated feedback, hybrid training,
and systematic quality control.

Software implementation of adaptive LLMs

In modern LLM applications, adaptive relearning is be-
coming a key element in improving the quality of user
experience. Considering user feedback in the process
of continuous model training increases the relevance
and accuracy of answers, as well as adapting the model
to individual preferences. Technological solutions for
such continuous learning require a combination of user
signal processing methods, algorithms for generating
training examples, effective fine-tuning procedures,
and comprehensive quality control. The first step in
this adaptation cycle is to create a high-quality train-
ing example buffer, i.e., to transform raw user signals
(e.g., positive ratings, browsing time, corrections to
answers) into structured query-expected answer pairs
with appropriate weighting factors. Based on the open
OpenAssistant dataset, a Python program procedure il-
lustrating this preprocessing process was implemented
in the file prepare_prompt_response_pairs.py (OpenAs-
sistant conversations ..., n.d.) (Fig. 3).

5 dataset = load_dataset("OpenAssistant/oasstl", split="train")

6
7 df = pd.DataFrame(dataset)
8

9 df = df[(df['lang’'] == 'en') & (df['deleted'] == False) & (df['review_result'] == True)]

10
11 prompts = df[df['role'] == 'prompter']

12 id2prompt = dict(zip(prompts[‘'message_id'], prompts['text']))

13

14  answers
15 answers
16

17 train_data = []
18

df[df['role'] == 'assistant’']

answers[answers[ 'parent_id'].isin(id2prompt.keys())]

19 for _, row in tqdm(answers.iterrows(), total=len(answers)):

20 prompt_text = id2prompt.get(row[ 'parent_id'], None)
21 response_text = row['text']

22

23 if prompt_text is None:

24 continue

25 if len(prompt_text.split()) < 5:

26 continue

27 if len(response_text.split()) < 5:

28 continue

Figure 3. Code snippet for generating training pairs from the OpenAssistant dataset

Source: compiled by the author

To build training pairs, the OpenAssistant open mul-
tilingual dataset was used, from which only English-lan-
guage messages with positive moderation were initially
selected. Query-response pairs are formed from this da-
taset by matching messages with the roles of promoter
and assistant, after which basic quality filters are ap-
plied (for example, a minimum text length of 5 words).

Additionally, a weighting factor is calculated for each
example that considers the relevance of the feedback,
which correlates with the principle of aggregating user
signals. This code covers the stages of collecting, clas-
sifying, and aggregating user signals, as well as primary
data filtering, which is critical for building a high-qual-
ity training example buffer. As a result, the programme
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generated 21,265 query-expected response pairs that
met the quality criteria (English language, no dele-
tions, positive feedback, minimum length) (Fig. 4). The

S. Shvets

processing of a large amount of data is efficient, which
indicates that the methodology is ready for large-scale
use in productive adaptive learning systems.

100%|

| 23062/23062 [00:00<00:00, 27546.03it/s]
Number of training pairs: 21265

Figure 4. The result of the number of examples generated

Source: compiled by the author

As a result of executing the script for generating
training pairs, examples in the format are saved to a
separate file (train_examples.txt): Prompt the text of
the user’s query, Response the response of the lan-
guage model, weight a weighting factor that reflects
the quality or relevance of the response (for example,
calculated based on rank) (Fig. 5). These examples

train_examples.txt

demonstrate different types of queries and responses
from a real corpus, which improves adaptability to dif-
ferent communication scenarios and the quality of gen-
eration. Saving such examples is a substantial step for
data quality auditing, manual verification, and analysis
of the distribution of weights corresponding to differ-
ent levels of user feedback.

1 Prompt: Can you write a short introduction about the relevance of the term "monopsony" in economics? Please
Response: "Monopsony" refers to a market structure where there is only one buyer for a particular good or

Recent research has identified potential monopsonies in industries such as retail and fast food, where a fe¢
Overall, the concept of monopsony is essential to understanding the dynamics of labor markets and the impac

References:
Bivens, J., & Mishel, L. (2013). The Pay of Corporate Executives and Financial Professionals as Evidence ofi
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Prompt: Can you write a short introduction about the relevance of the term "monopsony" in economics? Please
Response: Monopsony is a market structure in which there is a single buyer in a market. In the context of !

Research has shown that the existence of monopsony power in labor markets can have negative effects on worlk

Figure 5. Excerpt from the source file of training examples with queries, answers
and weighting factors for fine-tuning the model

Source: compiled by the author

The second step involves retraining the GPT-2
language model based on the generated prompt and
response buffer. The pre-processed pairs are tokenised,
considering the delimiter between prompt and response,
and then a set of labels is created for the text gener-
ation task. Quality filters were applied to the training
set, including limiting the maximum length to 512 to-
kens and using only relevant examples. Fine-tuning was
performed using the Hugging Face Transformers library
with training parameters adapted to a limited number of
steps (500), which corresponds to the scenario of rapid
adaptation of the model to new feedback. The custom-
ised components, including Trainer, DataCollatorForLan-
guageModeling and adapted hyperparameters, provides
efficient model updating while maintaining generation
stability. The above sequence of actions is implemented
in Python code (file fine_tune_gpt2_oasstl.py), a frag-
ment of which is shown in Figure 6.
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In the process of retraining the GPT-2 mod-
el based on 52,912 query-response pairs from the
OASST1 dataset, 500 gradient update steps were per-
formed (about 3.78% of one epoch). The number of
retraining steps was limited to 500 for reasons of time
and computing resources, which verified the perfor-
mance of the pipeline and assess the loss dynamics
at early stages without the risk of overtraining or re-
source overruns. When comparing the model before
and after fine-tuning, a significant improvement in its
performance was recorded after retraining in terms
of the loss function, the initial value of which was
about 3.82, indicating significant uncertainty in the
model’s predictions at the baseline. In the process of
retraining for 500 steps, the loss steadily decreased
to about 3.15, demonstrating better consistency be-
tween the generated answers and the expected ones.
At the same time, the loss value fluctuated between
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(2.60-3.63), indicating the stability of the fine-tuning relevance of answers compared to the initial version
process without catastrophic drops. This dynamic con-  of GPT-2 without retraining. The results demonstrated
firms the model’s ability to adapt to new data based the potential of online training with partial model up-
on user feedback, which increases the accuracy and dates, even with an incomplete epoch (Fig. 7).

25 pairs = []
26 for ex in dataset:

27 if ex["role"] == "assistant”:

28 parent_id = ex["parent_id"]

29 if parent_id and parent_id in id_to_example:

30 parent = id_to_example[parent_id]

31 if parent["role"] == "prompter":

32 prompt = parent["text"].strip()

33 response = ex["text"].strip()

34 if prompt and response:

35 pairs.append({"prompt": prompt, "response": response})
36

37 print(f"Total pairs for training: {len(pairs)}")
38 print("An example of a couple:", pairs[@] if pairs else "no matches found")

40 MODEL_NAME = "gpt2"
41  tokenizer = GPT2Tokenizer.from_pretrained(MODEL_NAME)
42 model = GPT2LMHeadModel.from_pretrained(MODEL_NAME)

43

44  if tokenizer.pad_token is None:

45 tokenizer.pad_token = tokenizer.eos_token

46

47  train_dataset = Dataset.from_list(pairs)

48

49 def tokenize_function(examples):

50 sep = tokenizer.eos token if tokenizer.eos token else ™"

Figure 6. Code snippet for training the GPT-2 model based on the request
and response buffer from the OpenAssistant dataset
Source: compiled by the author

Total pairs for training: 52912
An example of a couple: {'prompt’': 'Can you write a short introduction about the relevance of the term "mono
psony” in economics? Please use examples related to potential monopsonies in the labour market and cite rele
vant research.', 'response’': '"Monopsony" refers to a market structure where there is only one buyer for a p
articular good or service. In economics, this term is particularly relevant in the labor market, where a mon
opsony employer has significant power over the wages and working conditions of their employees. The presence
of a monopsony can result in lower wages and reduced employment opportunities for workers, as the employer
has little incentive to increase wages or provide better working conditions.\n\nRecent research has identifi
ed potential monopsonies in industries such as retail and fast food, where a few large companies control a s
ignificant portion of the market (Bivens & Mishel, 2013). In these industries, workers often face low wages,
limited benefits, and reduced bargaining power, leading to a situation where they are dependent on the empl
oyer for their livelihood. This dependence can result in further suppression of wages and a decline in worki
ng conditions.\n\nOverall, the concept of monopsony is essential to understanding the dynamics of labor mark
ets and the impact of market power on workers. Further research is needed to understand the extent and impac
t of monopsonies on the economy and to develop policies to address this issue.\n\nReferences:\nBivens, J., &
Mishel, L. (2013). The Pay of Corporate Executives and Financial Professionals as Evidence of Rents in Top
1 Percent Incomes. Journal of Economic Perspectives, 27(3), 57-78.'}
map - 10% | |, | 52
912/52912 [04:54<00:00, 179.65 examples/s]
map: 100 || | 529
12/52912 [00:16<00:00, 3171.49 examples/s]
{'loss': 3.8244, 'grad_norm': 12.331202507019043, 'learning_rate': 4.5e-06, 'epoch': 0.0007559721802237678}
{'loss': 3.6094, 'grad_norm': 8.166468620300293, 'learning_rate': 9.5e-06, 'epoch': 0.0015119443604475356}
{'loss': 3.4598, 'grad_norm': 7.178922176361084, 'learning_rate': 1.45e-05, 'epoch': 0.0022679165406713033}
{'loss': 3.2002, 'grad_norm': 7.32305908203125, 'learning_rate': 1.9500000000000003e-05, 'epoch': 0.00302388
87208950713}
{'loss"': 3.2883, 'grad_norm': 6.526586532592773, 'learning_rate': 2.45e-05, 'epoch': 0.0037798609011188387}
{'loss': 3.3314, 'grad_norm': 8.73172664642334, 'learning_rate': 2.95e-05, 'epoch': 0.004535833081342607}
{'loss': 3.3324, 'grad_norm': 7.506481647491455, 'learning_rate': 3.45e-05, 'epoch’': 0.005291805261566375}

Figure 7. Initial GPT-2 retraining on OASST1: analysis of loss dynamics over 500 steps
Source: compiled by the author

Thus, the implemented online learning approach  of the model’s performance in productive conditions.

demonstrates effectiveness even with a limited number ~ Compared to other models, it should be emphasised
of update steps, providing a qualitative improvement that a static model that does not consider new interac-
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tion patterns quickly loses its relevance and is unable
to adapt to changes in user behaviour or new types of
queries. Offline training, while providing periodic model
updates, has a significant delay between data collection
and parameter updates, which reduces sensitivity to
relevant feedback. In contrast, online training provides
more flexible and rapid adaptation, as the model is up-
dated directly based on recent user signals. This helps
maintain the relevance of answers and improve the
quality of generation in the face of dynamic user inter-
action. Thus, in contrast to static or periodically updated
models, the proposed approach provides continuous im-
provement of the generative quality of LLMs following
current user expectations, which is critical in real time.

Testing and evaluation of the results

In the process of adaptive relearning for LLMs, it is crit-
ical not only to ensure the technical implementation of
the learning cycle but also to conduct a comprehensive

S. Shvets

evaluation of the results obtained. Such an evaluation
determined how effectively the model has integrat-
ed new experiences based on user feedback, whether
there has been an improvement in the content quali-
ty of answers, and whether the overall stability of the
model’s behaviour has been maintained. Comprehen-
sive testing included both automatic metrics, such as
ROUGE, BLEU, and F1, which reflect compliance with
expected responses, and UX metrics such as USS and
Relevance, which characterise usability and relevance
from the user’s point of view. One of the key indica-
tors of the effectiveness of the retraining process is the
behaviour of the loss function during learning epochs.
Its gradual decline indicates that the model is getting
closer to a generalised representation of training data,
and the prediction error is decreasing. Figure 8 shows
the dynamics of losses during the fine-tuning of the
GPT-2 model based on the training buffer generated
from user feedback.

Loss vs. epoch graph
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Figure 8. The dynamics of the loss function in the process of LLMs retraining

Source: compiled by the author

The Figure 8 shows the change in the value of the
loss function of the GPT-2 model during training on the
generated buffer with user feedback. Each point corre-
sponds to the loss value after a certain fraction of the
training epoch. A fragment of the initial data is present-
ed from 0.00075 (the beginning of the epoch) with a
loss value of 3.8244 to 0.03779 with a loss value of
3.1522. The loss function steadily decreases with the
number of steps, which indicates a gradual improve-
ment in the model’s ability to generalise patterns in
training examples. This result confirms the correctness
of the implemented pipeline retraining, and the effec-
tiveness of the training data used.

In turn, the metrics used to evaluate the effective-
ness of LLMs’ pre-assignment are critical in quantify-
ing the quality of the generated answers. Automatic
metrics, such as ROUGE-L and BLEU, can be used to
assess the lexical and semantic similarity between
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the generated response and the reference response,
which reflects the accuracy of the content at the level
of phrases and grammatical structures. ROUGE-L con-
siders the largest common sequence of words, which
is necessary for dialogues, while BLEU uses an n-gram
approach. At the same time, automatic metrics do not
always fully reflect the user’s perception of the answer.
That is why it is advisable to use UX metrics, in particu-
lar USS, which assesses the user’s subjective satisfac-
tion, and Relevance, which records the fact of a posi-
tive response to the model’s answer. The combination
of these metrics provides a comprehensive view of the
effectiveness of adaptation, both in terms of linguistic
consistency and practical usefulness for the end user.
Figure 9 summarises the results of testing the GPT-
2 model after retraining on 500 examples from the
OpenAssistant dataset, which included real user que-
ries and feedback responses.
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B Total pairs: 52912

100%|

500/500 [55:39<00:00, 6.68s/it]

Downloading builder script: 5.94kB [00:00, ?B/s]
Downloading extra modules: 4.07kB [00:00, ?B/s]
Downloading extra modules: 3.34kB [00:00, ?B/s]

] Evaluation Results:
ROUGE-L: ©.1019

BLEU: 0.0060

USS (mean): 0.1883
Relevance (mean): ©.0000

Results saved to eval_metrics_gpt2 oasstl.csv

Figure 9. The results of assessing the quality of GPT-2 model responses after adaptive retraining

Source: compiled by the author

This result incorporates the first 500 query-expect-
ed response pairs selected from 52,912 examples in the
dataset, which was used to evaluate realistic process-
ing time constraints. Answers were generated using the
GPT-2 model after 500 gradient update steps. The cal-
culated metrics were ROUGE-L=0.1019, BLEU=0.0060,
USS (mean) = 0.1883, Relevance (mean)=0.0000. The
obtained values indicate a moderate improvement in

content metrics with a limited number of pre-train-
ing steps, which suggests the potential for scaling the
pre-training process by increasing the number of ex-
amples or adaptation cycles. To better demonstrate the
effectiveness of adaptation, it is worth analysing the
graph of USS improvement over time, which reflects
the dependence of the quality of generations on the
amount of feedback received (Fig. 10).

Trend of USS over feedback volume
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Figure 10. Dynamics of USS indicator improvement in the process of feedback accumulation

Source: compiled by the author

The results of retraining the GPT-2 model on
OpenAssistant feedback show moderate but positive
adaptation dynamics: despite the low average values
of ROUGE-L (0.1019), BLEU (0.0060) and USS (0.1732),
the USS plot shows an increase in the quality of gener-
ations with the accumulation of examples, reaching a

local maximum of about 0.24.This indicates the poten-
tial for improvement with more data, better example
filtering, and deeper adaptation, despite the initially
zero Relevance score in the sample. An analysis of the
examples of transformations of model responses be-
fore and after retraining is presented in Table 1.

Table 1. Analysis of changes in three model responses before and after adaptation based on user feedback

Weight of s
Request Answer before Answer after feedback Highlighted changes
Specific policies + authorities Qualitative clarification,
What can be done... | Repeated phrase (FTC, DOJ, NLRB) 0.4 without repetition
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Continued Table 1.

Weight of .
Request Answer before Answer after feedback Highlighted changes
. . Answer with an example . .
; ?
¢Cuadl es el medio...? | Repeat the phrase (aviation) and IATA. 0.6 Brevity, factuality
Y de todas ellas... A meaningless Tailored aqwce for the user’s 0.6 Content, personalisation
phrase interests

Notes: FTC - Federal Trade Commission; DOJ — Department of Justice; NLRB - National Labour Relations Board; IATA -

International Air Transport Association
Source: compiled by the author

In other words, the model learned to better meet the
expectations of users: to avoid repetition, to specify an-
swers and to add meaningful details. In the first case, it
replaced generalisations with clear policy measures with
the names of the responsible authorities; in the second,
instead of empty repetition, it provided a substantiated

answer with a link to the source; in the third, it transformed
a meaningless phrase into an advisory and personalised
response. This indicates that the user’s preferences are
being assimilated, even with moderate feedback (0.4-0.6).
Figure 11 shows the distribution of cosine similarity be-
tween the model’s responses before and after adaptation.

Histogram of the cosine similarity distribution between responses before and after adaptation

40

Number of response pairs
" N N w w
G 3 & 8 &

=
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Cosine similarity

Figure 11. Histogram of cosine similarity distribution between model responses before and after adaptation

Source: compiled by the author

The results obtained indicate a moderate level
of model stability after retraining: the average value
of cosine similarity is 0.3964, which indicates a par-
tial similarity between the vector representations of
responses before and after adaptation. The value of
the minimum similarity (-0.1191) indicates the pres-
ence of individual cases of significant response trans-
formation, including potentially antagonistic changes.
The maximum similarity of 0.8689 demonstrates that
some responses have hardly changed significantly.
This result indicates that the model, in the process of
adaptation, simultaneously preserves the core of the
formed knowledge while making sufficient changes to
improve the quality of answers.

Thus, the evaluation results indicate a moderate
but steady improvement in the quality of the mod-
el's answers after adaptive retraining based on user
feedback. The model demonstrates the ability to pre-
serve the basic cognitive structure of answers, while
making meaningful refinements and unique changes
that increase relevance and usefulness. The use of a

Bulletin of Cherkasy State Technological University, Vol. 30, No. 3, 2025

comprehensive set of metrics and vector similarity
analysis confirms the balance between adaptation and
stability, which is key to effective online LLMs.

DISCUSSION
The study showed that continuous online training of
LLMs with a hybrid SFT and RLHF approach based on
the OpenAssistant dataset provides a moderate im-
provement in the quality of answers (ROUGE-L - 0.1019,
USS - 0.24) while maintaining stability (cosine simi-
larity: 0.3964). In turn, in the work of D. Martin (2025)
developed CheX-LLM, which achieves high accuracy
(Macro F1 - 0.9115) in labelling reports using SFT and
RLHF adapted to medical narratives. Both approaches
have confirmed the effectiveness of hybrid supervised
learning, but the current study is more versatile due to
the integration of implicit feedback, while CheX-LLM
specialises in medical tasks requiring the processing of
complex descriptions.

The study demonstrated that continuous online
learning for LLMs reduces the loss function from 3.82
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to 3.15in 500 steps, ensuring stable adaptation without
signs of overlearning. For its part, the work of S. Prat-
ap et al. (2025) proposed a decomposition of LLMs to
analyse the fine-tuning contribution, which reveals a
decrease in Tuning Contribution in successful attacks,
highlighting the impact of overfitting on the model’s
vulnerability. The strength of the current approach is
automated adaptation to diverse feedback in real time,
but the weakness is the limited number of iterations
and the risk of poor-quality feedback, which limits the
potential and the balance between speed and stability.
At the same time, the positive aspect of the study is the
accurate analysis of the impact of fine-tuning on model
responses, but the weakness is the narrow focus on at-
tacks, which limits its versatility.

The study determined that online learning for LLMs
ensures model stability (cosine similarity — 0.3964)
thanks to EWC, but the low Relevance metric indicates
the need for improved feedback filtering. In compari-
son, A. Hilel et al. (2025) demonstrated that feedback
manipulation can introduce false knowledge into LLMs,
increasing vulnerability to attacks. Both approaches
emphasised the importance of feedback management,
but the current study adapts to a variety of real-time
queries, while the above focuses on specific attack sce-
narios, which limits their applicability. The OpenAssis-
tant-based GPT-2 retraining improved the quality of re-
sponses over 500 fine-tuning steps, as evidenced by the
increase in ROUGE-L, USS, and stability without signs
of degradation. Instead, E. Mazzullo & O. Bulut (2025)
studied the retraining of GPT-3.5-turbo for automated
generation of feedback to open-ended questions, which
provided high user satisfaction (84.8%) and structural
quality of answers (72.9%), although some of them con-
tained linguistic inaccuracies and generalisations. Both
approaches confirmed the effectiveness of GPT model
retraining in improving the relevance of generation, but
the current study demonstrates a higher adaptability to
the flow of real online feedback, which ensures not only
learning from generalised patterns but also adapting to
specific changes in user behaviour.

The results obtained showed that the developed
Python software implementation is suitable for produc-
tive scenarios where rapid adaptation to real user feed-
back is substantial with limited resources. B. Yang et
al. (2025) proposed the Multi-Objective Repair (MORe-
pair) method, which aims to improve the performance
of LLMs in software code repair tasks through training
that covers both syntactic transformations and change
logic. Their results demonstrated an increase in ac-
curacy of up to 56% but require structured data and
significant computational resources. In comparison, the
current system is characterised by lower computational
complexity, higher flexibility to unstructured feedback,
and real-time readiness, making it suitable for dynam-
ic LLM interaction environments. This study has shown
that the developed GPT-2 online learning system is ef-
fective for adapting to real feedback in conditions of

limited resources and an incomplete learning cycle. In-
stead, the study by S.V. Gaikwad et al. (2024) addressed
retraining of the Bidirectional Encoder Representations
from Transformers and GPT-3 models to improve the
accuracy and stability of emotional tone analysis. Both
approaches have shown the advantages of fine-tuning
in specific tasks, but the architecture proposed in the
current work is better adapted to unpredictable chang-
es in user behaviour, in contrast to tasks where the
feedback structure is more homogeneous, as in senti-
ment analysis.

While this study demonstrated that LLMs can adapt
to diverse user feedback, increasing the relevance of
responses while maintaining stability, S. Karunakaran
& A.Jain (2025) investigated retraining LLMs to main-
tain a consistent personality of Al assistants using in-
teraction history, context, and adaptive algorithms with
a focus on emotional intelligence. Both approaches
emphasised the importance of adapting to user needs,
but the current study stands out for its integration of
implicit feedback and fast real-time adaptation, mak-
ing it more versatile for dynamic environments, while
another study addressed building a personalised per-
sonality that is better suited for specific scenarios, such
as chatbots. The results also demonstrated that the use
of RLHF in combination with SFT for continuous online
learning for LLMs can be used to adapt the model to
a variety of feedback, improving the relevance of an-
swers. In turn, the study by A. Bodaghi et al. (2024) em-
ployed RLHF with Proximal Policy Optimiser to gener-
ate 122.951 toxic samples, which significantly improved
the performance of toxicity classifiers. Both approaches
have confirmed the effectiveness of RLHF for adapting
LLMs, but the current study addressed universal adap-
tation to real-world feedback in dynamic environments,
while the aforementioned ones emphasise the specific
task of generating balanced data for toxicity detection.

While this study has shown that the cosine similarity
and dynamics of the loss function effectively illustrates
the stability and progress of the GPT-2 model adapta-
tion. X-K. Wu et al. (2025) proposed the concept of Tu-
torial Fine-Tuning. It integrates hermeneutical theories
to further describe adaptation of LLMs, emphasising
the cognitive aspects of fine-tuning to achieve a high-
er level of intelligence. Both approaches emphasised
the importance of adapting LLMs, but the current study
features a practical real-time implementation with low
computational complexity, while the above focuses on
theoretical determination of fine-tuning, which has less
practical applicability in dynamic scenarios.

Overall, this work showed that online training of
LLMs ensures adaptation to diverse user feedback with
improved response quality and model stability. In com-
parison, K. Wang et al. (2025) proposed the Learning
through Communication (LTC) approach, which uses a
universal buffer to store linguistic and non-linguistic
feedback, improving the performance of LLM agents
by 3.6-12% in various tasks. Both approaches have
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demonstrated the effectiveness of LLMs in adapting
to dynamic conditions, but the current study is distin-
guished by its low computational complexity and in-
tegration of implicit feedback, while LTC focuses on
optimising agents in specific environments with higher
performance metrics.

The study demonstrated that the use of a hybrid
RLHF approach in combination with SFT can be used
to adapt GPT-2 to a variety of real-time user feedback,
increasing the relevance of answers by processing both
explicit and implicit feedback. Regarding the study by
C.Ye et al. (2025), an RLHF framework with a general
preference oracle that avoids the assumptions of the
Bradley-Terry model and applies inverse Kullback-Lei-
bler divergence regularisation to optimise the policy
was developed,which provided an advantage over other
LLMs in general preference problems. Both approach-
es have highlighted the flexibility of RLHF for model
adaptation, but the current study is prominent for its
practical implementation of continuous online learning
with a focus on handling unstructured feedback in dy-
namic environments, while the previous study focused
on theoretical versatility and algorithmic efficiency for
offline and online scenarios. Compared to the study by
U.Kamath et al. (2024), which highlighted the challeng-
es of RLHF, the need for many human evaluations and
limited scalability due to the use of multiple LLMs as
reward models, the current study favoured the integra-
tion of implicit feedback for continuous online learning
of LLMs. This reduces the loss function and provides
a moderate improvement in quality metrics with low
computational complexity. However, it is also inferior
in accuracy to specialised approaches such as Constitu-
tional Al or Direct Preference Optimisation, which solve
the problem of RLHF scalability.

While the study demonstrated the ability of a con-
tinuous online learning system to adapt to diverse
user feedback, increasing the relevance of answers and
maintaining model stability with a limited number of
iterations, the study by E. Watson et al. (2024) proposed
a new architecture for personalising LLMs through a to-
ken-based system for addressing individual values and
context. The current approach is notable for its ease
of implementation and low computational complexity,
which makes it more suitable for dynamic productive
environments and better able to handle unstructured
feedback in real time. However, the system provided
deeper personalisation due to its inductive approach
and user-friendly interfaces for custom annotation.

The findings of this paper highlighted that online
learning for LLMs provides adaptation to diverse user
feedback, improving the quality of answers and reduc-
ing the loss function, while maintaining model stabil-
ity. Similarly, the study by Q. Ai et al. (2024) addressed
the improvement of Generative Information Retrieval
through continuous learning methods and processing
different types of feedback, such as contextual learning
in dialogues and prompt learning. However, the current
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approach is notable for its simplicity of implementation
and ability to efficiently process unstructured feedback
in real time, while the methods may be more accurate
in specialised information retrieval tasks. In summary,
the current study provided fast online LLMs with low
computational complexity, effectively adapting to un-
structured real-time feedback. Its strengths are versa-
tility and stability, but its weakness is the limited num-
ber of iterations, which limits the quality. In contrast
to specialised methods, the current approach is better
suited to dynamic productive environments.

CONCLUSIONS

The developed architecture of continuous online learn-
ing for LLMs integrates a multi-level adaptation cycle
based on the processing and aggregation of both ex-
plicit and implicit user feedback. The implementation
of classification, weight aggregation and signal buffer-
ing can be used to form of relevant query-expected re-
sponse training pairs for further hybrid retraining (SFT
and RLHF) with quality control using stability, relevance
and A/B testing metrics. The results confirmed that the
implicit feedback significantly exceeds the explicit
feedback, which determines the priority of improving
the classification and weight aggregation of these sig-
nals. The proposed architecture was implemented in
scalable systems with support for parallel processing,
which ensures real-time updating of LLMs without loss
of stability or performance, as demonstrated by the Nin-
jalech Al example using customised fine-tuned models.

The software implementation of the LLMs online
training cycle has demonstrated effectiveness in build-
ing a scalable pipeline based on real user feedback.
Two key stages have been implemented in Python: the
formation of a buffer of training pairs with weighting
coefficients based on the OpenAssistant open data
set and further training of the GPT-2 model using the
Transformers library. In the process of data preparation,
21,265 query-expected-response examples were gen-
erated, incorporating relevance and length filters, and
weights were determined based on user interaction.
Fine-tuning GPT-2 on 52,912 examples with a limit of
500 steps ensured a steady decrease in the loss func-
tion from 3.82 to 3.15, without any signs of degradation
or instability. The results showed that the model can
effectively adapt even with partial retraining, demon-
strating the advantages of the online approach over
static and offline models.

A comprehensive evaluation of the results of adap-
tive re-training of LLMs showed a moderate but stable
improvement in the quality of GPT-2 model answers
after 500 fine-tuning steps on real user feedback. The
automatic metrics (ROUGE-L = 0.1019, BLEU = 0.0060)
showed an increase in lexical and semantic corre-
spondence with the expected answers, and the UX met-
rics (USS =0.1883) indicated the potential for further
optimisation through better feedback sampling. The
dynamics of learning loss confirmed the effectiveness
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of the pipeline, and the cosine similarity analysis (mean
value 0.3964) showed that the basic knowledge was re-
tained with partial changes in answers, which indicates

on testing the approach at LLMs, expanding the feed-
back base, and studying the impact of different types of
feedback on the quality of adaptation in the long term.

a balance between adaptation and stability. Examples

of transformations of answers confirmed the growth of ACKNOWLEDGEMENTS
content, specificity and personalisation. None.
However, the study has certain limitations, such as
the limited amount of feedback, the use of only one FUNDING
model architecture (GPT-2), and the reduced number None.
of retraining steps. This reduces the possibility of gen-
eralising the results to more modern LLMs and larger CONFLICT OF INTEREST
application scenarios. Further research should focus None.
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be3snepepBHi LMUKNU 3BOPOTHOrO 3BA3KY:
OHNaiH-HanawTyBaHHA LLM 3a nponomorolo curHanis Kopucrysaya
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94022, Byn. Enb KaMino Pean, 4410, m. loc-Antoc, CnonyyeHi LWTatn AMepukun
https://orcid.org/0009-0000-7896-6479

AHoTauif. |HTEHCMBHE 3pOCTAaHHSA BUKOPUCTAHHS MOBHUX MOAENEN peasibHOro Yacy BUMarae MexaHisMmiB ix
OWHaMIiYHOT aganTauii Ao 3MiH y 3anuTax, TEPMIHOMOrNiT Ta 04iKyBaHHAX KOPUCTYBaYiB. MeToo gocnigxeHHs 6yno
BMBYEHHS NiAXOAiB A0 NEpEeHaBYaHHSA BENMKMX MOBHUX MOJeNern Ha 0CHOBI 6e3nepepBHOro 380pPOTHOrO 3B3KY. 14
[OCATHEHHS Liei MeTU ByNo 3aCTOCOBAHO TEOPETUYHE Ta CTPYKTYPHO-PYHKLiOHANIbHE MOLENIIOBAHHA apXiTEKTYpU
ajanTauii, eKcnepuMeHTanbHy peanisauitlo LMKy nepeHaBYyaHHS MOBHOT Moaeni 3 06pobkoto Ta knacudikauieo
pPi3HMX TUNIiB 3BOPOTHOMO 3B'13KY, @ TAKOX KifIbKiCHY OLiHKY pe3ynbTaTiB 3a 4ONOMOrol aBTOMAaTUYHUX Ta
KOPWCTYBaLbKMX METpUK. Pe3ynbTaTv AOCNIAXKEHHS NOKa3anu ePeKTUBHICTb apXiTeKTypu 6e3nepepBHOIO OHMIAMH-
HaBYaHH4, fika 3abe3neyye akTyanbHiCTb Ta CTabiNbHICTb MOBHOT MOAeNi B peasibHOMY Yaci. Y JOCHiXKeHHI
BM3HAYEHO, LLLO HESBHWI 3BOPOTHUM 3B'I30K 3YCTPivaeThest B 4-10 pasiB vacTiwe, HiX SBHUIA 3BOPOTHMIA 3B'930K,
ane sBHUIM 3BOPOTHUI 3B’I30K AA€ BULLMIA NPUPICT TOYHOCTI BiaNoBiaen. 3anponoHOBaHa CUCTEMA YCMILWHO
iHTErpye pi3Hi TMNU KOPUCTYBALbKMUX CUTHANIB, 3a6e3Meyyoun AMHaMIYHy reHepaLito HaB4YabHUX NPUKNALIB Ta
ribpuaHe nepeHaBYaHHS, 36epiratoumn Npu LbOMY SIKICTb Ta Y3roAXeHiCTb pe3ynbTaTiB. [porpamMHuit unkn Python
ANg afanTUMBHOIO NepeHaBYaHHS MOBHOI Modeni BKAoYaB 06pobKy Ta GinbTpaLilo KOpUCTYBaLbKMX CUTHANIB
Ans GopMyBaHHS BUMCOKOsIKicHOro bydepa HaBuanbHux nap. Micns 500 kpokiB nepeHaByaHHsa Ha 52 912 napax
3anNMT-BiANOBIAb CMNOCTEPIranocs 3Ha4yHe NoKpalleHHsa Moaeni, Wo NiATBepAXKYBaNocs 3MeHWeHHAaM hyHKLUT
BTpaT 3 3,82 no 3,15 Ta ctabinbHicTIO Npouecy TOYHOro HanalwTyBaHHA 6e3 03HaK NnepeHaBYaHHS. Pesynbtatu
nonepesHbOro HaBYAHHS NMOKa3aau NOMipHe NOKpPaLLEHHS AKOCTI BiANoBifeN nicng afanTalii: NeKCMYHa NogaibHiCTb
3a gaHumu Recall-Oriented Understudy for Gisting Evaluation ctaHosuna 0,102, TouHicTb 32 gaHumu Bilingual
Evaluation Understudy - 0,006, a cy6ekTMBHA 3a8,0BONEHICTb KOPUCTYBaYiB 3pocia Ao 0,24, 36epiratoum npu LboMy
CTabinbHICTb MOZENi i3 cepeaHiM 3HAYEHHSIM KOCUHYCHOI nogibHocTi 0,396. INigxia, 3anponoHoBaHWi y LbOMY
[OCNimKeHHI, MOKPaLLYE SKiCTb Ta peneBaHTHICTb BiANOBiAel MOBHWUX MOLeNiel y peanbHOMY Yaci, 36epiratoum ix
CTabinbHiCTb, i MOXeE BYTU BUKOPUCTAHWUI Y NPOAYKTUBHUX CUCTEMAX NS NMOKPALLEHHS KOPUCTYBALLbKOrO fOCBIAY

KniouoBi cnosa: apganTMBHe nepeHaBYaHHS; reHepaTMBHI TpaHcdopmaTopu; apanTauis AMHAMIYHOI Mogneni;
peanisauis Ha Python; ribpuaHe HaBYaHHS; METPUKM OLLIHKM SIKOCTI; CTabinbHiCTb MOBHOT Moaeni
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Abstract. This study presented a comprehensive approach to SMS spam detection based on a hybrid architecture
that integrated local message processing algorithms with high-performance cloud-based deep learning models.
This approach enabled a balance between classification accuracy and the privacy of processed messages. The
objective of this study was to develop an intelligent hybrid SMS spam detection system capable of delivering
high classification accuracy, maintaining up-to-date knowledge, enabling user personalisation, and adapting
to new attack patterns. To achieve the study’s objective, a comprehensive analytical approach was applied,
combining a detailed review of scientific literature on SMS spam detection - including machine learning, neural
networks, and hybrid methods - with empirical analysis. To implement classic machine learning models (Naive
Bayes, Logistic Regression,Random Forest), standard machine learning libraries were used, and for deep learning,
frameworks that support recurrent neural networks, in particular Long Short-Term Memory and transformer
architectures, were applied. The system was tested on the open SMS Spam Collection dataset using Accuracy
(up to 0.98), F1-score (up to 0.95) and ROC-AUC (up to 0.98) metrics. Moreover, a system was developed to
dynamically update knowledge based on user feedback, alongside a weighted framework designed to evaluate
the trustworthiness of that feedback. During the study, a multi-level system was developed that performed
initial classification on the user’s device with the ability to delegate processing to a cloud module in cases
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Adaptive hybrid SMS spam detection system...

of uncertainty. Compared to basic approaches, the hybrid architecture demonstrated improved classification
accuracy, reduced false positives and false negatives, and increased adaptability to changes in the structure
of spam messages. Aggregation of suspicious messages in the cloud ensured effective retraining of models in
cases of conceptual shift. The practical value of the results lies in the potential integration of the developed
system into mobile platforms, as well as corporate information security tools, for the purpose of filtering SMS
content and protecting end-users from social engineering

Keywords: natural language processing; long short term memory; architecture of spam; messages; metric

INTRODUCTION

The relevance of the study was determined by the rapid
increase in the number of malicious Short Message Ser-
vice (SMS) messages, which were used as tools of phish-
ing, social engineering, and fraud. The complication of
spam text structures, the emergence of disguised mes-
sages, and the use of bypassing techniques by attackers
significantly reduced the effectiveness of traditional
filtering methods. At the same time, the need for the
development of intelligent systems grew, as they had
to ensure high classification accuracy while preserving
user data confidentiality. Increased requirements for
the speed, adaptability, and scalability of message pro-
cessing created the demand for new architectures that
combined local processing with cloud computing and
supported mechanisms of continuous knowledge up-
dating in the dynamic environment of mobile threats.

Research devoted to the detection of mobile SMS
spam, considerable attention was paid to the appli-
cation of hybrid systems, text vectorisation methods,
and the use of natural language processing (NLP). One
of the promising directions was the use of federated
learning, which allowed the preservation of user pri-
vacy without a loss in model accuracy. The scientists
S. Vats et al. (2024) studied SMS spam classification
within the framework of federated learning, empha-
sising the balance between model accuracy and the
preservation of user privacy. In the proposed approach,
message processing took place directly on the user’s de-
vice, while the already trained models were combined
without transferring personal data to a central server.
The study results demonstrated the high efficiency of
the method: classification accuracy reached 98.3% as
early as the third training stage, which confirmed the
stability and accuracy of the model while maintaining
confidentiality. In addition, a gradual decrease in the
loss function was observed from the first to the tenth
epoch, which proved the effectiveness of the learning
process. The authors gave insufficient attention to the
issue of model scalability under limited computational
resources and did not address the problems of concept
drift and adaptation to dynamically changing spam pat-
terns, which were critically important for the practical
implementation of hybrid systems.

Hybrid SMS spam detection systems, which com-
bined several machine learning (ML) algorithms, con-
tinued to demonstrate high adaptability to new attack
scenarios. The researchers H. Baageel & R. Zagrou-
ba (2020) investigated the problem of classifying SMS

©

messages as spam or “ham” using ML methods. In their
study, they proposed a hybrid system that integrated
supervised and unsupervised learning algorithms to
improve the accuracy of unwanted message detection.
The authors concluded that the application of a com-
bined approach enhanced the system’s performance,
particularly in terms of accuracy and the F-measure. Si-
multaneously, the study devoted insufficient attention
to the aspects of system adaptability to new types of
attacks and the possibility of dynamic knowledge up-
dating, which were essential for counteracting the rap-
id evolution of spam techniques.

Researchers A. Al Maruf et al. (2023) developed an
ensemble-based approach to the classification of SMS
messages in Bengali (Bangla), which enables the de-
tection of spam even with a relatively small training
dataset. The study employed logistic regression, deci-
sion trees, support vector machines, and random forests
as baseline models, with the results subsequently en-
hanced through ensemble techniques such as bagging,
boosting, and stacking. The authors concluded that the
ensemble methodology, particularly the XGBoost model,
achieved the highest classification accuracy for Bengali
SMS. However, the study provided insufficient discus-
sion regarding the scalability of the proposed approach
to larger datasets and other languages, as well as the ro-
bustness of the system against emerging types of spam,
which limits the potential for its broader application.

The researchers M.A. Abid et al. (2022) focused on
the importance of high-quality text feature preparation
in classifying SMS messages as spam or “ham” using
classical ML algorithms. In the study, the bag-of-words
and term frequency-inverse document frequency (TF-
IDF) methods were applied for feature construction,
and over-sampling and under-sampling strategies
were employed to balance the uneven dataset. The
experimental results showed that the Random Forest
algorithm delivered the highest classification accuracy,
reaching 99% for both SMS and a spam email corpus.
The authors concluded that proper feature engineer-
ing played a key role in the performance of the models.
Concurrently, the study gave insufficient attention to
the generalisation of the approach to multilingual cor-
pora and to its effectiveness in handling dynamically
changing data, which limited the practical applicability
of the developed system.

The researchers D.A. Oyeyemi & A.K. Ojo (2024)
proposed an approach to SMS spam detection based on
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NLP methods combined with ML models. In the study,
data preprocessing (removal of stop words, tokenisa-
tion) and vectorisation using Bidirectional Encoder
Representations from Transformers (BERT) were im-
plemented. Classification was carried out with several
algorithms, including support vector machine (SVM),
logistic regression, the Naive Bayes classifier, gradient
boosting, and random forest. The results showed that
the combination of Naive Bayes and BERT achieved the
highest accuracy (97.31%) with minimal execution time
(0.3 seconds), which indicated the high efficiency of the
approach and a low rate of false positives. The authors
concluded that the integration of BERT with classical
algorithms was capable of significantly improving the
quality of SMS spam filtering. Contemporaneously, the
study devoted insufficient attention to the scalability of
the solution for large datasets and to its applicability in
multilingual environments, which might limit the prac-
tical use of the proposed system.

The researchers S. Gadde et al. (2021) investigated
the application of ML and deep learning (DL) methods
for SMS spam detection. In the study, the UCI dataset
was used, on which the authors compared the perfor-
mance of classical ML algorithms with recurrent neural
networks using long short-term memory (LSTM). The
experimental results showed that the LSTM model
achieved an accuracy of 98.5%, outperforming the oth-
er tested algorithms, which confirmed the relevance of
integrating DL into spam filtering systems. The authors
concluded that the combination of ML and DL methods
could significantly improve system effectiveness in re-
al-world conditions. In parallel, the study gave limited
consideration to the optimisation of the LSTM archi-
tecture for different corpus sizes and did not analyse
the computational resource costs, which were impor-
tant for the practical implementation of such models.

The additional difficulties in combating spam
arose from the methods employed by attackers to by-
pass detection systems. M. Salman et al. (2024) con-
ducted a comparative analysis of various ML models
and contemporary anti-spam services using a new
large dataset of over 68,000 SMS messages, of which
39% were spam. The study included both shallow ML
methods and deep neural networks, as well as an
analysis of the models’ robustness to evolutionary and
covert attacks by spammers. The results showed that
most classical ML solutions and existing anti-spam
services demonstrated insufficient effectiveness
against bypass strategies. In tandem, the authors con-
cluded that the combination of classical and modern
models could enhance system resilience to such at-
tacks, opening avenues for the development of more
reliable SMS spam filters.

In turn, VV. Kalyani et al. (2024) demonstrated the
effectiveness of recurrent neural networks (RNN) for
SMS spam classification. Using a dataset of 5,570 mes-
sages, the authors first addressed the class imbalance
problem using the ADASYN method and applied TF-IDF
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vectorisation for text representation. Baseline ML algo-
rithms, including Random Forest, achieved an accuracy
of 92.3%, whereas RNN architectures significantly out-
performed these results: LSTM reached 98%, Bi-LSTM
98.2%, and GRU 98.3%. The highest performance was
delivered by a hybrid model combining Bi-LSTM and
GRU, achieving 99% accuracy. The authors’ contribution
lay in demonstrating the advantages of DL models over
classical ML approaches, as well as in the use of data
balancing methods, which enabled maximum accuracy
even with a limited dataset size. Therefore, the anal-
ysis of current literature confirmed the relevance of
developing hybrid, adaptive, and privacy-oriented ap-
proaches to SMS spam detection, combining the advan-
tages of ML, NLP, and continuous knowledge updates.
The aim of this study was to develop an adaptive SMS
spam detection system that integrates both local and
cloud-based classification models, enabling continuous
knowledge updates.

MATERIALS AND METHODS

The study was conducted within the framework of de-
veloping an intelligent system capable of effectively
countering SMS spam with dynamic patterns, includ-
ing phishing messages (smishing). The methodological
foundation of the study was based on the principles of
NLP, adaptive text data analysis, and dynamic knowl-
edge updating. For empirical testing of the proposed
approach’s effectiveness, the publicly available SMS
Spam Collection Dataset was used, containing 5,574
SMS messages that had been pre-classified as either
spam or legitimate. The effectiveness of the proposed
SMS spam detection system was evaluated through a
series of experiments using publicly available datasets.
The primary testing platform was the SMS Spam Col-
lection Dataset, which contained 5,574 labelled exam-
ples of real text messages, including 4,827 legitimate
(ham) messages and 747 spam messages (Almeida &
Hidalgo, 2011).

During the text data preprocessing stage, stand-
ard operations were performed, including normalisa-
tion, removal of noise elements, tokenisation, and the
transformation of messages into vector-based features
using frequency-statistical methods (e.g., TF-IDF) and
semantic models. At the local level, a pre-trained model
was applied to instantly classify incoming messages as
spam or legitimate. In cases of uncertainty or the detec-
tion of new patterns, the system could initiate forward-
ing the message to the cloud for re-analysis using a
more resource-intensive but more accurate model. Con-
temporary DL methods were employed for this purpose,
particularly LSTM models, which had demonstrated
high effectiveness in text classification tasks (Gomaa,
2020). The training of such models was often based on
the minimisation of a loss function, for example, the
cross-entropy function:

CrossEntropy(p, q)=-Y p_*In(q ), 1D
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where p - the true label and g - the predicted value
from the model’s output.

For the construction of classification models, both
classical statistical algorithms (Naive Bayes, Logistic
Regression) and more complex ensemble and DL mod-
els (Random Forest, LSTM) were employed, allowing a
comparative analysis of their effectiveness. Each mod-
el was evaluated using the primary metrics for binary
classification: accuracy, precision, recall, F1-score, and
ROC-AUC. These metrics enabled a comprehensive as-
sessment of the models’ ability to effectively detect
SMS spam while minimising false-positive classifica-
tions. Subsequently, the vector representation was sent
to a local filter implemented using a ML model (e.g.,
Naive Bayes or Logistic Regression) according to the
study of D. Backman (2019). For the Naive Bayes meth-
od, the probability that a message belonged to a certain
class C given the presence of features X is determined
by the following formula:

P(X|C)*P(C)
P(X)

P(CIX) = , 2)
where P(C|X) - the posterior probability of the class,
P(X|C) - the likelihood, P(C) - the prior probability of the
class, and P(X) is the probability of the features.

For Logistic Regression, the logistic function (sig-
moid) was used, which transforms a linear combination
of features z into a value within the range (0.1):

@) = —, (3)

where z=+p, x, +p.x,+..+f x , B, — model coefficients,
x, - feature values.

The architecture of the proposed system provided
for local preliminary classification of messages, with
the option to forward uncertain cases to the cloud
model for enhanced analysis. The cloud model em-
ployed DL methods and performed periodic retraining
based on new data and user feedback. The study im-
plemented a mechanism for dynamic knowledge up-
dating, considering user feedback, its reliability, and
changes in the statistical characteristics of the data
over time. To ensure stability, change buffers, update
parameter controls, and anomaly aggregation were
used. Table 1 provides the structure of a representa-
tive sample used during model retraining. The sample
includes different message types, their quantities, the
reliability of user feedback associated with each type,
and the assigned sample weights used to prioritise
model updates.

Table 1. Example structure of a representative sample for model retraining

Message Type Number of Examples Feedback Reliability (%) Sample Weight
Correctly Classified (Spam) 350 95 1.0
Correctly Classified (Legitimate) 420 94 1.0
False Positives 60 88 1.3
False Negatives 45 90 1.3
Low Confidence Messages 80 85 1.2

Source: compiled by the authors

The dataset was based on accumulated user feed-
back, taking into account not only the type of classifica-
tion (correct or incorrect) but also the reliability of the
provided feedback. As shown in Table 1, the structure
of the dataset included five main categories: correctly
classified spam and legitimate messages, two types of
classification errors (false positives and false negatives),
and messages for which the model exhibited a low con-
fidence level in its decision. For each category, the av-
erage reliability of the feedback was also indicated, re-
flecting the proportion of confirmed or highly probable
evaluations, as well as the weight within the dataset,
which determined the influence of the respective sub-
set on the model update process. At the final stage, the
effectiveness of the SMS spam classification models
was evaluated using five key metrics: Accuracy, Preci-
sion, Recall, F1-score, and ROC-AUC. The obtained val-
ues were summarised in an overall performance vector:

E={e,e,e,e, el (4)
where each component corresponded to a separate
metric. For the interpretation of results, a linguistic

scale for evaluating model performance was intro-
duced:

e €(0.8; 1] - [, ="high performance”, e € (0.6; 0.8] -
[,="above-average performance’, e € (0.4; 0.6] - [, ="av-
erage performance’, e € (0.2; 0.4] - [,="low performance”,
e€[0; 0.2] - [, ="very low performance”.

To achieve the aim of the study, a comprehensive
approach was employed, combining theoretical and
empirical methods. The research was conducted using
an analytical method, reviewing the scientific literature
devoted to SMS spam detection, including the use of
ML algorithms, neural networks. At the initial stage, a
thorough review of scientific literature was conducted,
focusing on SMS spam detection methods, particularly
those involving ML algorithms, neural networks, and
hybrid architectures that integrate various text process-
ing techniques. The proposed hybrid architecture of the
SMS spam detection system was built on the principle of
distributed processing, combining a local level (on the
user’s device) and a cloud level (centralised processing).
At the local level, basic message classification was per-
formed with minimal latency. Messages with uncertain
or suspicious results were automatically forwarded to
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the cloud level, where more complex and resource-in-
tensive DL models (such as LSTM) were applied. A key
element of the architecture was the classification result
weighting mechanism, which aggregated the outcomes
of the local and cloud models, taking into account: the
confidence level of each model, the historical accuracy
of the models on similar messages, the trustworthiness
of the message source (where available).

Model updates were carried out asynchronously,
based on aggregated suspicious messages received
from a large number of users. To prevent training on
anomalous or deliberately manipulated data (data
poisoning), a knowledge update stabilisation mecha-
nism was implemented in the cloud component of the
system; specifically: a message buffer with controlled
size and time window was used, the consistency of
the statistical characteristics of new data was checked
(for example average message length, frequency of
spam tokens), mechanisms for anomaly filtering and
weight-limited updates were applied to prevent over-
fitting to exceptional cases.

The model retraining mechanism was based on pe-
riodic analysis of the accumulated message buffer con-
taining user feedback. If the number of unique new pat-
terns exceeded threshold values, controlled retraining
of the model was initiated, with the previous parame-
ters retained as the baseline configuration. The model
selection was guided by the need to achieve an opti-
mal trade-off between classification speed, resource
efficiency, and spam detection accuracy, considering
the functional distribution of the system across both
local and cloud environments. Such a hybrid architec-
ture addresses the limitations of computing power on
user devices while at the same time enabling the im-
plementation of more complex algorithms within the
cloud environment.

At the local level, Naive Bayes and logistic regres-
sion models were employed, as they were characterised
by high processing speed, low resource consumption,
and ease of implementation. This ensures rapid deci-
sion-making without delays and independently of net-
work connectivity. Logistic regression, although still a
linear model, provides greater sensitivity to individual
features (such as distinctive words or phrases), which in
turn helped to improve the overall balance of classifi-
cation. However, both local models are limited in their
ability to detect complex or hidden patterns, as they
do not account for sequential dependencies between
words and do not support the modelling of non-Lline-
ar relationships. To overcome these limitations, more
powerful algorithms such as Random Forest and LSTM
are employed at the cloud level. Random Forest, as an
ensemble of decision trees, made it possible to model
non-linear relationships between features and demon-
strates resilience against overfitting, even when work-
ing with complex or noisy data. Its effectiveness lies
in its ability to generalise information across multiple
trees and filter out random anomalies. The deployment
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of this model in the cloud environment has enabled
the processing of large volumes of data with flexible
parameter tuning.

The highest performance indicators were achieved
with the LSTM model, which belonged to the class of
recurrent neural networks and is specialised in process-
ing sequences. The LSTM architecture permitted to re-
tain the context of preceding words, which was critically
important for spam classification, as such messages of-
ten contain manipulative sequences, dynamic patterns,
or veiled calls to action. Owing to the computational
capabilities of the cloud environment, this model can
be trained on the full dataset without simplifying its
structure, thereby ensuring high sensitivity and strong
generalisation ability. For the local level, Naive Bayes
and logistic regression models were chosen due to
their high processing speed and moderate accuracy.
These algorithms had low computational requirements,
allowing for rapid classification without significant de-
lays on user devices, even when processing power is
limited. In addition, they performed well with vector
representations of short texts, such as TF-IDF, which
makes them effective for the initial filtering of messages.

At the cloud level, more sophisticated models were
employed - Random Forest and LSTM. Random Forest
provides flexibility and reliability, particularly when
the feature set is limited, as its ensemble nature al-
lows it to model complex non-linear relationships and
respond robustly to noisy data. LSTM was selected as
the primary model for deep analysis because it can
capture the sequential order of words in a message, a
capability crucial for uncovering hidden meanings in
phishing texts. Owing to its architecture, LSTM can re-
tain context and model dependencies in long sequenc-
es, significantly improving the classification accuracy of
complex and dynamic spam patterns. In this way, the
combination of fast and lightweight models at the lo-
cal level with powerful deep learning algorithms in the
cloud provided an optimal balance between processing
speed, accuracy, and the system’s adaptability to chang-
es in the nature of SMS spam.

RESULTS AND DISCUSSION

The proposed SMS spam detection system featured a
hybrid architecture, combining local and cloud levels
of message processing. This approach enabled a bal-
ance between classification accuracy and data privacy
(Al-Zebari et al., 2025). Because of this loss function,
the model optimised its weights during training, which
reduced the number of misclassifications of messages
as spam or legitimate content. Its high sensitivity to the
probability distribution between classes provided flex-
ibility when handling ambiguous or evolving message
patterns. Within the proposed system, this contributed
to more accurate detection of new or modified SMS
spam patterns, even in a dynamic information environ-
ment where attackers continually adapt message con-
tent to bypass filters.
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At the cloud level,the system aggregated suspicious
messages received from a large number of devices.
These data were used for dynamic knowledge updating
through model retraining. The collection of such mes-
sages could be carried out with anonymisation and in
accordance with privacy policies described in federated
learning studies (Li et al., 2024). The cloud model per-
formed periodicretraining based on the updated dataset,
which maintained the relevance of vector representa-
tions and prevented shifts in the statistical character-
istics of the data over time, as is typical for SMS spam.

Dynamic updating was ensured through continu-
ous learning mechanisms, allowing the model to adapt
to new threats in real time (Boyko & Kovalchuk, 2023).
Stability control techniques were applied, such as re-
stricted parameter updates or the use of change buff-
ers, which were introduced only after validation on test
data. This approach prevented overfitting to anomalies
and preserved the model’s generalisation capability
amid rapid changes in spam strategies. Retraining on
anomalies can cause a model to memorise atypical or
random patterns in the input data, reducing its ability
to generalise and perform effectively on new examples.
For instance, if a short burst of unusual but random
messages is received and classified as spam, a model
that updates without additional checks may adapt to
these patterns and lose effectiveness in detecting more
general forms of spam. Therefore, the use of change
buffers and the validation of new parameters on a sep-
arate dataset helps determine whether the new data
truly represents a sustained shift in patterns rather
than a short-lived anomaly.

Preserving the model’s generalisation capability
was critically important in the context of the continual
evolution of spam strategies. Spammers could period-
ically change keywords, message structure, or delivery
methods, causing rapid shifts in the distribution of
incoming data. The adaptive system needed to distin-
guish genuine emerging trends from random noise in
the data. The application of update stabilisation meth-
ods prevented responses to isolated spikes, instead
focusing adaptation on long-term patterns, thereby
ensuring the robustness and relevance of the classifi-
cation model in a dynamic environment. User or system
feedback was also taken into account during the knowl-
edge update process. This enabled the construction of
an adaptive system capable of evolving in response
to changes in the nature of SMS spam. Incorporating
feedback supported not only the technical adaptation
of models but also personalisation — the system could
account for the individual perception of spam by dif-
ferent user groups. Similar architectures had already
been examined in contemporary studies, for instance
by S. Hossain et al. (2022) on multi-level spam filter-
ing, confirming the effectiveness of multi-component
systems with cyclical knowledge updating. Structurally,
the operation of the proposed system was illustrated
in Figure 1.

| SMS proceeds |
!
| Pre-treatment NLP |

High confidence [}
Local filter

Low confidence

Cloud model

l Local model |

L.

The result of the
classification
Y
System reaction
(Actions, Logging)

I

Feedback and updating

Figure 1. System operation flowchart:
from message receipt to response
Source: compiled by the authors

The architecture of the proposed adaptive SMS
spam detection system relied on the integration of local
data processing with cloud technologies and supports
the dynamic updating of knowledge models. The core
process of handling incoming messages is implement-
ed through a sequence of functional modules, each re-
sponsible for a specific task. The initial stage involved
receiving an SMS message, which was then passed to
a pre-processing module that utilises NLP techniques.
That module was responsible for cleaning the text,
normalising it, tokenising, and generating a vector rep-
resentation of the message using approaches such as
TF-IDF or word embeddings, as stated in the study by
C.N. Mohammed & A.M. Ahmed (2024). In cases where
the classifier demonstrated high confidence, the mes-
sage was classified immediately at the local level. How-
ever, if the confidence level was insufficient, the mes-
sage was redirected to the cloud-based model, which
employed more advanced computational algorithms,
such as BERT or LSTM, for more accurate classification
as was proved in the research made by J. Prashob &
S.Y. Yerima (2022). The classification results from both
the local and cloud-based models were combined with-
in the aggregated results module, which made the final
decision regarding whether a message belongs to the
spam category or to legitimate communications.

The next stage is the system’s response, which in-
volved carrying out the appropriate actions - filtering,
notifying the user, or logging events. The final module
was responsible for collecting feedback and updating
the models through retraining, taking into account
classification corrections based on feedback from users
or administrators. The effectiveness of spam detection
systems largely depended on their ability to adapt to
new types of messages, which evolve over time. Within
the proposed hybrid architecture, an adaptive knowl-
edge update mechanism was introduced, ensuring the
dynamic improvement of classification models based on
user feedback. After classification, each message could
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be evaluated by the user or system log as correctly or
incorrectly classified. These responses were aggregated

and stored in a dedicated feedback collection module.

Subsequently, taking into account the quantity, type,and
reliability of such feedback,a representative dataset was

formed for retraining or further training of the models.

Assigning higher weights to incorrectly classified
messages (1.3) and messages with low confidence (1.2)
allowed the model to focus on the most critical cases
that required revision of classification behaviour. Nev-
ertheless, messages with high classification reliabili-
ty and confirmed feedback were assigned a standard
weight (1.0), ensuring stability in the training process
and preventing overfitting on erroneous or noisy exam-
ples. This approach allowed a balance to be achieved
between the model’s adaptability to new types of mes-
sages and the stability of system behaviour in opera-
tional conditions, supporting the maintenance of high
classification accuracy without the need for complete
retraining of the model. To prevent shifts in the statisti-
cal characteristics of the data over time and avoid over-
fitting, quality filters were applied: messages with high
classification confidence and confirmed feedback were
assigned higher weights during the knowledge update
process. Furthermore, updates were not instantaneous -
a pre-aggregation approach was employed, which al-
lowed the stability of the model to be controlled at the
production level (Rojas-Galeano, 2021). This approach
ensured the gradual adaptation of the system to chang-
es in SMS spam patterns, maintaining high relevance
and classification accuracy without the need for man-
ual model review or complete retraining. Figure 2 pre-
sented a schematic representation of the system’s dy-
namic update mechanism based on collected feedback:

Classified message

b

Custom feedback or
automatic log-result

!

Feedback Collection and
Automation Module

(Aggregation)

Formation of examples for
additional education

Periodic models of models

Figure 2. Adaptive knowledge update mechanism
based on feedback
Source: compiled by the authors

The diagram illustrates the dynamic knowledge
update workflow within the SMS spam detection sys-
tem, based on user feedback. After each classification
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decision, users were given the opportunity to confirm
or dispute the result. This feedback was collected and
processed by evaluating source reliability, message re-
currence, and other contextual features. An adaptive
model was then constructed, which periodically up-
dates both local and cloud-based components of the
system. This feedback loop ensures that the model re-
mains responsive to new spam behaviours, thereby mit-
igating the risk of performance degradation over time.
To ensure an objective and comprehensive analysis of
the effectiveness of the adaptive SMS spam detection
system, a mechanism was developed that encompass-
es the complete cycle of constructing and evaluating
classification models. At the initial stage, incoming
SMS messages undergo pre-processing. This process
includes text normalisation, which involves converting
characters to lowercase and removing special charac-
ters, such as HTML tags or URLs. This was followed by
tokenisation, where text had been split into individual
words or tokens, and the removal of stop words that
carry little semantic meaning. To further refine the tex-
tual data, stemming or lemmatisation techniques were
applied to reduce words to their root forms. After these
steps, the text was transformed into a numerical vec-
tor representation using approaches such as TF-IDF or
modern embedding models.

To evaluate the performance of the adaptive SMS
spam detection system, a set of quantitative metrics
commonly applied in binary classification problems was
employed. These metrics enable the assessment of not
only the overall accuracy of the models but also their
capability to identify spam messages while minimising
false positive rates. Accuracy reflected the overall pro-
portion of properly classified messages (both spam and
legitimate) relative to the entire dataset. A high val-
ue of this metric indicates general consistency of the
model; however, it may be insufficiently informative in
cases of class imbalance, which is typical for spam fil-
tering tasks. Precision characterised the proportion of
truly spam messages among all messages classified as
spam by the model. A high precision level indicates a
low likelihood of false positives, which was critical in
the context of avoiding the loss of legitimate messages.
Recall, on the other hand, measured the model’s ability
to identify all existing spam messages within the data-
set, including those that were more difficult to detect.
This is particularly important in situations where miss-
ing harmful content was unacceptable from a security
or user experience perspective.

The Fl-score represented the harmonic mean of
precision and recall, providing a balanced assessment
of the model, which was particularly useful when both
metrics are considered equally important for the task.
A high Fl-score indicated the presence of a classifi-
er that was both accurate and sensitive. The Receiver
Operating Characteristic - Area Under the Curve (ROC-
AUQ) was used to assess the model’s effectiveness in
differentiating between spam and legitimate messages
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across varying classification thresholds. An AUC value
approaching 1.0 indicates a strong ability to discrimi-
nate between classes. This metric was especially valu-
able in scenarios where accurate class separation was
essential, as it encapsulates the trade-off between sen-
sitivity and specificity by balancing false positive and
false negative rates (Molina-Coronado et al., 2023).
Precision and recall reflected opposite types of er-
rors, and their balance is particularly important in cas-
es of class imbalance. For example, when the “spam”
class is rare, recall is more sensitive to how well the
model detects this class, even if precision decreases
as a result. Conversely, high precision combined with
low recall indicates that the model detects only the
‘obvious” spam messages while ignoring more complex
examples. The Fl-score, as the harmonic mean of pre-
cision and recall, provides a more balanced assessment
in situations of class imbalance. This was particularly
useful when it is important to avoid both missing spam
and misclassifying legitimate messages. ROC-AUC was
invariant to class ratios, but in cases of strong imbal-
ance it can sometimes be more useful to employ PR-
AUC (Precision-Recall AUC), which was more sensitive
to variations in the rare class. For example, when recall
was high but precision was very low, this indicated that
the model had been overly aggressive in labeling mes-

sages as spam, which could have resulted in the loss of
important messages.

In such cases, even a high ROC-AUC did not guar-
antee the model’s practical usefulness. Therefore, when
analysing classification models in imbalanced-class
scenarios, it was advisable to consider a set of met-
rics collectively and in light of the task’s specific risk
priorities. The comparative results of four different
models, presented in Table 2, indicate a significant im-
provement in performance when using cloud-based
algorithms employing ensemble and neural methods
(Random Forest, LSTM) compared with classical sta-
tistical approaches (Naive Bayes, Logistic Regression).
The highest values for accuracy, F1-score,and ROC-AUC
were achieved by the LSTM model, demonstrating the
advantage of DL in tasks involving sequential text data
processing. However, in tasks with a strong class imbal-
ance - such as spam filtering, where legitimate mes-
sages predominate - accuracy can give a misleading
impression of a model’s effectiveness. Formally, if the
“spam” class constitutes only 5% of all messages, even
a “dumb” model that always predicts “not spam” would
achieve an accuracy of approximately 95%, despite
failing to detect any spam. Therefore, it is important
to consider other metrics that more accurately reflect
classification quality under such conditions.

Table 2. Metrics for evaluating the effectiveness of SMS spam classification models

Model Accuracy Precision Recall F1-measure ROC-AUC
Naive Bayes (local) 0.92 0.88 0.85 0.86 0.91
Logistic Regression 0.94 0.90 0.88 0.89 0.93
Random Forest (cloud) 0.97 0.95 0.93 0.94 0.97
LSTM (cloud) 0.98 0.96 0.95 0.95 0.98

Source: compiled by the authors

The results presented in Table 2 demonstrate a
gradual increase in classification efficiency depending
on the complexity of the model, its ability to general-
ise, and its ability to examine the context of incoming
messages. The Naive Bayes model, which assumed of
conditional independence of features, demonstrated
the lowest, though still acceptable, performance: ac-
curacy was 0.92, precision 0.88, and recall 0.85. This
level of effectiveness was typical for this model in
text classification tasks, where the consideration of in-
ter-word relationships was limited. The model was fast
and straightforward to implement; however, it lacks the
flexibility to adapt to more complex structures in the
text, which partially explains the lower F1-score (0.86)
and ROC-AUC (0.91) compared with other approaches.
Naive Bayes model, despite the assumption of condi-
tional independence of features, demonstrates solid
performance in short-text classification tasks when used
with TF-IDF, achieving accuracy rates exceeding 96%.

Logistic Regression, which has a better capacity to
model linear relationships between features, achieved
higher performance: accuracy reached 0.94, precision
0.90, and recall 0.88. Despite the linearity of the model,

it more effectively accounts for the weight of individual
features (such as specific words or phrases character-
istic of spam), allowing for a balanced F1-score (0.89)
and AUC (0.93). However, the inability to model complex
non-linear relationships and sequences somewhat lim-
ited its overall performance. Random Forest, as a rep-
resentative of ensemble tree-based methods, demon-
strated substantially higher performance: accuracy
was 0.97, precision 0.95, recall 0.93, F1-score 0.94, and
AUC 0.97. This is attributable to the model’s ability to
generalise even in cases of complex or noisy data. The
use of multiple independent trees reduces the risk of
overfitting and better captures the variability of spam
patterns. In this experiment, Random Forest was de-
ployed in a cloud environment, which allowed for the
processing of larger data volumes and the utilisation of
optimised parameters.

The highest performance was demonstrated by the
LSTM model - a neural network specialised in sequence
processing. Its accuracy reached 0.98, precision - 0.96,
recall - 0.95, Fl-score - 0.95, while the ROC-AUC
achieved 0.98. Owing to its architecture, which is ca-
pable of retaining context at the word-sequence level,
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LSTM proved most effective in recognising hidden
patterns within spam messages, particularly those in-
volving manipulative vocabulary, sequential instruc-
tions, or “technical” phrases (e.g., “click here”, “you have
won”). Furthermore, the cloud environment provided
sufficient computational resources to train the deep
model on the full dataset without compromising its
complexity. The overall trend in performance indicates
that the transition from simple statistical methods to
DL approaches provided a substantial improvement in
results, particularly in tasks with high semantic com-
plexity and intricate contextual dependencies, which
are characteristic of modern spam. Thus, all the models
considered demonstrated high effectiveness (()) in the
task of SMS spam classification; however, the most suc-
cessful was the LSTM neural network operating within
a cloud environment.

M. Ahmadi et al. (2025) investigated the effective-
ness of various feature extraction methods and classi-
fication algorithms for detecting SMS spam. They com-
pared six classical and deep classifiers — Naive Bayes,
K-Nearest Neighbours, Support Vector Machines, Linear
Discriminant Analysis, Decision Trees, and Deep Neural
Networks - in combination with two text vectorisation
methods: bag-of-words and TF-IDF. The study results
showed that the TF-IDF method significantly outper-
formed bag-of-words across all classifiers, and the
combination of TF-IDF with Naive Bayes achieved the
highest accuracy of 96.2%. Compared with other mod-
els, such as Support Vector Machines and Deep Neural
Networks, Naive Bayes with TF-IDF demonstrated su-
perior accuracy and a better balance between detecting
spam and legitimate messages.

These findings underscored the importance of se-
lecting an appropriate feature extraction method to
enhance the effectiveness of a spam detection system.
Compared with the study, which also employs Naive
Bayes at the local level with TF-IDF for fast and ac-
curate initial classification, the results of this research
support the choice of lightweight and fast models for
preliminary filtering. However, unlike their approach,
this hybrid method complements the local classifi-
cation with more sophisticated cloud-based models,
thereby improving the system’s accuracy and adaptabil-
ity to new spam patterns. At the cloud level, suspicious
messages from multiple devices were aggregated while
adhering to privacy and anonymisation requirements
(federated learning). This enabled the formation of up-
dated training datasets and prevents changes in the
statistical properties of the data over time, which could
otherwise lead to model performance degradation. The
use of continuous learning mechanisms and model sta-
bility control techniques (such as change buffers and
validation set checks) helped avoid overfitting to short-
term anomalies and maintains the system’s generalisa-
tion capability over the long term.

D. Honeycutt et al. (2020) investigated the impact
of interactive user feedback in human-in-the-loop
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machine learning systems. The authors conducted an
experiment using a simulated image object recognition
system to assess how the ability to provide feedback
affects users’ trust in the system and their perception
of model accuracy. Although interactive feedback could
potentially improve system performance, the results
showed a decrease in both trust and perceived accura-
cy among users who participated in providing feedback.
This suggested that the mere opportunity for users to
intervene in the system’s operation can have unex-
pected psychological effects, influencing technology
acceptance. Comparing these results with the present
study, where integration of user feedback and system
logs was used to update models and personalise spam
filtering, it is important to consider potential challeng-
es in maintaining user trust. Although the proposed
approach enhances system adaptability and its effec-
tiveness in detecting new threats, it highlighted the
importance of balancing automation with user involve-
ment to avoid undermining trust or diminishing the user
experience. Therefore, improving the models should
take into account not only technical aspects but also in-
terface design and interaction methods with end users.

Experimental results on the publicly available SMS
Spam Collection Dataset confirmed the high accuracy
and adaptability of the proposed system. The use of a
comprehensive sampling structure for retraining, which
accounts for the weights of different message types and
the reliability of feedback, enabled an effective balance
between model stability and flexibility. In particular,
increased focus on misclassified cases and messages
with low confidence helped reduce errors and improved
overall classification quality without the risk of over-
fitting to random noise in the data. The conclusions
align with the findings of the aforementioned studies:
hybrid architectures indeed enhance both accuracy and
adaptability, while the incorporation of privacy and ro-
bustness mechanisms represents a contemporary trend.
On the other hand, the approach differed by integrating
stability control mechanisms, weighted sampling,and a
feedback loop, which collectively increased the reliabil-
ity of the system in real-time operation.

All in all, the proposed hybrid SMS spam detection
system reflects the current global trend towards devel-
oping adaptive, scalable, and personalised solutions for
real-time information security. It successfully combines
the advantages of local processing with cloud technol-
ogies, providing high accuracy, stability, and the ability
to respond rapidly to emerging threats in a dynamic
information environment. An important advantage of
the proposed architecture was that cloud-level models
are activated only when the local model exhibits low
confidence or when new suspicious patterns typical of
spam are detected. This conditional delegation strat-
egy provided the ability to optimise the use of com-
putational resources and reduce server load, while at
the same time maintaining high classification accura-
cy. Thus, the selected set of models implemented the
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principle of functional distribution of computations:
simple and fast algorithms provide preliminary filtering
on the user’s device, while more complex models in the
cloud performed deeper analysis only when required.
This approach combined the advantages of speed, ad-
aptability, and scalability, ensuring the reliable opera-
tion of the system in real time under the conditions of
a dynamically changing spam environment.

CONCLUSIONS

The conducted study demonstrated the effectiveness
of a hybrid SMS spam detection system that combines
lightweight, local models for rapid filtering with deep
learning solutions deployed in the cloud. This archi-
tecture ensures high classification accuracy while
minimising computational costs, making it particular-
ly suitable for devices with limited processing power.
The integration of fast local evaluation with more re-
source-intensive cloud-based analysis reduces latency
and optimises overall performance. Dynamic updating
of knowledge models, informed by both user feedback
and system logs, enables the system to adapt promptly
to emerging spam patterns. This adaptability ensures
robust generalisation, even as the statistical properties
of the data evolve over time.

The system’s performance was evaluated using the
publicly available SMS Spam Collection Dataset and
standard classification metrics, including accuracy, pre-
cision, recall, F1-score,and ROC-AUC. Comparative anal-
ysis showed that deep learning models - particularly
LSTM - significantly outperformed traditional classifi-
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AHoTauis. Y cTaTTi npeacTaBneHo KOMNAEKCHUA Niaxig Ao BusBneHHs SMS-cnamy Ha oCHOBI ribpuaHOi apXiTekTypy,
SKa NOEAHYE NOKaNbHi anroputMmn 06pobkM NOBIAOMEHD i3 BUCOKONPOAYKTUBHUMU XMAPHUMU MOLENAMU
rnnMBoKOro HaBYaHHS. TakuMiA Nigxin A03BONSE AOCATTM BanaHCy MiX TOUYHICTIO Ta KOHDIAEHUiMHICTIO 06p0o6KHK
BXiAHMX NOBigOMIEHb. MeTOK LOCNigXKEHHS BYI0 CTBOPEHHS iHTENIEKTYaNIbHOI FiGpUAHOI CUCTEMU BUSBNEHHS
SMS-cnamy, sika 3abe3nevyBana 6 BMCOKY TOUHICTb Knacudikaii, NigTPUMKY aKTyalbHOCTI 3HaHb, NepcoHanisaLio
[ONS KOPUCTYBAYiB Ta 34aTHICTb aAanTyBaTMCA A0 HOBMX LWABNOHIB aTaK. [1ng AoCArHeHHs MeTn JocnifxeHHs 6yno
33CTOCOBAHO KOMMIEKCHUI aHANITUYHWUIA Niaxia, Wo NOEAHYBAB AeTaNlbHMI OrNsA HAayKOBOT NiTepaTypu 3 NUTaHb
BUSIBJIEHHS CnaMy B SMS-N0BifOMNEHHAX, BK/IOYAOUM MALLUMHHE HAaBYaHHS, HEMPOHHI Mepexi Ta ribpuaHi MeToaum, 3
eMnipuYyHUM aHaniszom. lng peanisauii KnacMyHnx Mogenen MawmHHoro HaB4yaHHs (Naive Bayes, Logistic Regression,
Random Forest) BUKOPUCTOBYBANUCS CTaHAAPTHI 6i6Ni0TEKM MALIMHHOMO HAaBYaHHS, a A9 IMMOOKOro HaBYaHHS —
dperMBOPKY, WO NiATPUMYIOTb pEKYPEHTHI HEMPOHHI Mepexi, 30kpeMa Long Short-Term Memory Ta TpaHchopMepHi
apxiTekTypu. TeCTyBaHHS cMCTEMM Ha BigkpuToMy aataceTi SMS Spam Collection 3 BUkopucTaHHAM MeTpuk Accuracy
(no 0,98), F1-score (no 0,95) Ta ROC-AUC (o 0,98). lofatkoBo Byno peanizoBaHO MeXaHi3M JUHAMIYHOTO OHOB/IEHHS
3HaHb Yepe3 3BOPOTHMI 3B'A30K KOPMCTYyBay4a Ta 3anNponoHOBaHO BaroBy CUCTEMY OLIHKM JOCTOBIpHOCTI dinbeky. Y
X04j [oCnifxeHHs Byno po3pobneHo 6araTopiBHEBY CUCTEMY, LLLO BUKOHYBA/A MOYATKOBY KACM®iKaLito HA NpUCTPOi
KOpMUCTYyBayva 3 MOXUBICTIO AeneryBaHHs 06pobku XMapHOMY MOAYI0 Yy BUNAAKaX HEBM3HAYEHOCTI. Y MOPIiBHSAHHI
3 6a30BUMM Nigxodamu, ribpuaHa apxitekTypa npoAeMOHCTpyBana NOKPaLLEeHHS TOYHOCTI Knacudikauii, 3HMKeHHS
KiNIbKOCTi XMOHOMO3UTUBHMX | XMOHOHEraTUBHUX CNpaLLbOBYBaHb, @ TAKOX MiABULLEHY aAANTUBHICTb A0 3MiH Y CTPYKTYpi
Spam-noBifoMneHb. Arperauig nifo3pinnx noeifomMaeHb y XxMapi 3abe3nevyBana ehekTMBHE LOHAaBYaHHS MOAeNen y
BMMNaAKax KOHLENTyanbHOro 3cyBy. [pakTMUHa LiHHICTb pe3ynbTaTiB NoASrae B MOX/MBOCTI iHTerpauii po3pobneHoi
cUCTEMM ANg MOBINbHMX NNAThopPM, a TaKOXK Y KOpNopaTUBHI 3acobu iHhpopMauiinHoi 6e3nekn 3 MeToo dinbTpauii
SMS-KOHTEHTY Ta 3aXUCTY KiHLEBUX KOPUCTYBAYIB Bif COLianbHOI iHXeHepii

KniouoBi cnoBa: 06pobka npupoaHOi MOBM; LOBra KOpOTKOYACHA NaMsTb; apXiTekTypa cnamy; NoBiLOMIEHHS;
MeTpuKa
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