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Abstract. The study conducted a comprehensive analysis of contemporary machine learning and deep learning
methods for the classification of synthetic aperture radar (SAR) images. The primary objective was to identify
architectures and approaches that ensure high classification accuracy while optimising computational efficiency.
Particular emphasis was placed on addressing key challenges, including speckle noise, geometric distortions, and
the limited availability of labelled data. The research methodology involved a systematic review of the scientific
literature from 2015 to 2024 and an analysis of the polarisation characteristics of SAR images using the Copernicus
Browser platform. The effectiveness of traditional machine learning methods, such as Support Vector Machines
and Random Forest, was evaluated alongside modern deep learning architectures, including ResNet, U-Net, and
Vision Transformer. Special attention was given to the impact of adaptive speckle noise filtering using the Lee
filter with varying window sizes (3x 3,5 x5,and 7 x 7) on classification performance. The results demonstrated that
deep neural networks outperform traditional methods due to their ability to automatically extract hierarchical
feature representations. ResNet achieved high classification accuracy, U-Net proved effective for segmentation,
and Vision Transformer captured global dependencies. The optimal balance between speckle noise suppression
and detail preservation was found when applying the Lee filter with a 5 x5 window size. A persistent challenge
remains the limited availability of labelled data. To address this issue, semi-supervised learning was explored,
as it enhances feature normalisation and model performance. A promising avenue for further research is the
utilisation of complex-valued neural networks to optimise computational costs. The findings of this study have
practical significance for the automated classification of SAR images in environmental monitoring, agricultural
land assessment, and remote sensing applications

Keywords: neural networks; complex-valued calculations; polarisation characteristics; radar sensing; speckle
filtering

INTRODUCTION

SyntheticAperture Radar (SAR)isacrucialtoolin modern
remote sensing, providing high-quality data irrespective
of weather conditions and lighting. Its unique properties
make SAR imaging indispensable for applications such
as natural disaster monitoring, military intelligence, ag-
riculture, and environmental surveillance. In particular,
SAR enables the analysis of vegetation health and crop
structure, the detection of water body pollution,and the

tracking of ice sheet dynamics (Vu et al., 2021; Wang et
al., 2022; Villarroya-Carpio & Ldépez-Sanchez, 2023).

A primary challenge in the automatic classification
of SAR data is speckle noise, which arises due to the
coherent nature of radar signals (Li et al., 2024). This
type of noise manifests as a chaotic, grainy structure
within images, resulting from the interference of co-
herent reflected signals from multiple scatterers within
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a single resolution cell. The presence of speckle noise
significantly complicates segmentation and object rec-
ognition, as it can obscure the true textural characteris-
tics of a surface. Traditional classification methods that
rely on the amplitude characteristics of individual pix-
els often prove inadequate, as they fail to account for
the textural and polarimetric properties of SAR images.
This limitation necessitates the development of spe-
cialised algorithms, particularly those based on deep
learning (DL), which are designed to accommodate the
unique characteristics of SAR data. Studies by R. Kruk et
al. (2020) and S. Attioui & S. Arivazhagan (2020) have
demonstrated the effectiveness of deep neural net-
works, such as DenseNet and Deep Belief Networks, in
SAR image classification tasks, achieving an accuracy
exceeding 90%. The authors highlighted the capability
of DL models to mitigate the impact of speckle noise
and enhance result generalisation. However, they also
noted that the limited availability of labelled SAR data
presents a challenge in training deep architectures
while minimising the risk of overfitting.

A significant advancement in addressing the com-
putational complexity of traditional DL approaches is
the use of complex-valued neural networks. According
to B. Konishi et al. (2021), employing complex-valued
reservoir computing reduces training time by a factor
of 100 and classification time by a factor of 5 compared
to conventional convolutional neural networks (CNNs).
This approach also provides high resolution and effi-
ciency in quantitative tasks, such as estimating surface
topographic parameters. The issue of limited labelled
data is partially addressed through semi-supervised
learning. The study by Y. Li et al. (2023) demonstrat-
ed that combining small labelled datasets with large
volumes of unannotated SAR data improves feature
normalisation and overall model performance. This
is particularly relevant for tasks where manual anno-
tation is time-intensive, such as the classification of
complex landscapes. A comparative analysis of CNN
architectures (LeNet, AlexNet, and VGG) conducted by
R.Ding (2023) reaffirmed the superiority of DL over tra-
ditional SAR image processing methods, particularly in
high-noise environments and under geometric distor-
tions. The author observed that deep models effectively
extract intricate spatial-textural patterns that are be-
yond the reach of classical algorithms.

Despite significant advancements in the applica-
tion of machine learning (ML) and DL for SAR image
classification (Poplavskyi, 2024), several challenges re-
main that require further research. These include en-
hancing model robustness to noise and limited data,
developing efficient semi-supervised and unsupervised
learning methods, and optimising computational costs
for practical implementation. Future research should
focus on integrating various approaches, such as trans-
fer learning, generative models, and complex-valued
neural networks, to maximise efficiency in SAR image
analysis. The objective of this study was to conduct a
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comprehensive analysis of contemporary ML and DL
methods for SAR image classification, with particular
emphasis on addressing key challenges: speckle noise,
geometric distortions, and the scarcity of labelled data.
The research aimed to identify architectures and ap-
proaches that achieve high classification accuracy
while maintaining computational efficiency.

MATERIALS AND METHODS

The study employed a comprehensive approach to ana-
lysing ML and DL methods for SAR image classification.
The research methodology was based on a systematic
review of the scientific literature using the internation-
al databases Scopus and Web of Science. The literature
search was conducted using the following keywords:
“SAR image classification”, “deep learning SAR’, “ma-
chine learning synthetic aperture radar”, “SAR image
processing”, and “neural networks SAR” At the initial
stage, 127 publications from the period 2015-2024 were
selected. This timeframe was chosen due to the rapid
advancements in DL methods and their application in
SAR image processing, particularly since 2015, when
the first significant results on CNN-based radar data
classification were published. After applying inclusion
criteria (availability of experimental results, detailed
descriptions of model architectures, and quantitative
performance indicators) and exclusion criteria (review
articles, theoretical works without experimental valida-
tion, and publications lacking methodological details),
41 relevant studies were selected for further analysis.

To analyse SAR image characteristics, data ob-
tained via the Copernicus Browser (n.d.) platform were
utilised. SAR image visualisation and processing were
performed using the platform’s functionalities, ena-
bling the analysis of polarisation modes and the crea-
tion of composite images. The study examined surface
reflection characteristics in the vertical transmit, verti-
cal receive (VV) and vertical transmit, horizontal receive
(VH) polarisation modes, allowing for an investigation
of characteristic scattering patterns across different
terrain types. Red-Green-Blue (RGB) composites were
generated by combining the VV and VH channels with
different types of gamma correction (linear and deci-
bel), providing a comprehensive representation of the
data for analysing the textural and structural charac-
teristics of the surface.

The study of speckle noise filtering was conducted
using the Lee filter with window sizes of 3x3, 5x5, and
7x7.The filtering process comprised the following stag-
es: preliminary assessment of noise levels in the image,
application of the filter with varying parameters, and
analysis of the preservation of key structural elements.
The evaluation of filtering effectiveness was based on
the preservation of structural features, textural char-
acteristics, and object contour clarity under different
filtering parameters. Particular attention was given to
maintaining a balance between the degree of noise sup-
pression and the retention of informative image details.
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A comparative analysis of classification methods
was performed based on the following criteria: feature
extraction capability, noise robustness, computation-
al efficiency, and interpretability of results. The study
examined the application of traditional ML methods,
namely Support Vector Machines (SVYM) and Random
Forest (RF), alongside modern DL architectures, in-
cluding ResNet, U-Net, and Vision Transformer (ViT).
For each method, the study analysed data preproc-
essing requirements, model training characteristics,
and computational resource demands. Special atten-
tion was given to the architectural features of neural
networks that influence their ability to process the
distinct characteristics of SAR images. Additionally,
the research systematised and compared SAR data
preprocessing methods, including pixel intensity nor-
malisation techniques and data augmentation strat-
egies. This allowed for the identification of optimal

data preparation approaches tailored to different ML
and DL architectures while accounting for the unique
properties of SAR images.

RESULTS AND DISCUSSION

SAR images possess distinct properties that differ-
entiate them from optical remote sensing data. A key
characteristic is signal polarisation, which can be rep-
resented in four configurations: horizontal transmit,
horizontal receive (HH); horizontal transmit, vertical
receive (HV); VV and VH, as illustrated in Figure 1. The
coherence of SAR signals, which defines the degree of
phase alignment between reflected waves, is a critical
parameter for interferometric applications. High coher-
ence facilitates precise measurements of surface dis-
placement, structural changes, and topographic varia-
tions, making it essential for applications such as InSAR
(Interferometric Synthetic Aperture Radar).

(a) RGB ratio

(e) W - linear gamma0

Figure 1. Demonstration of SAR image characteristics
Notes: a — RGB composite of different polarisation channels, emphasising structural features of the relief; b - VH polarisation
with decibel gamma correction; c - VH polarisation with linear gamma correction; d - VV polarisation with decibel gamma

correction; e - VV polarisation with linear gamma correction

Source: compiled by the author based on Copernicus Browser (n.d.)

A distinctive feature of SAR images is the pres-
ence of speckle noise, a form of multiplicative noise
that arises due to the coherent nature of radar ra-
diation. Speckle noise significantly degrades image
quality and complicates subsequent processing (Liu et
al.,, 2022; Imad et al., 2024). Unlike optical imaging

systems, SAR images contain phase information, ne-
cessitating specialised interpretation techniques. Ad-
ditionally, the intensity of the reflected signal in SAR
images is influenced by the dielectric properties and
surface roughness, resulting in unique scattering pat-
terns for different terrain types.
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The primary challenges in applying ML methods to
SAR data stem from these specific characteristics. The
presence of speckle noise necessitates preprocessing
using specialised filters, such as the Frost and Lee
filters, which aim to suppress noise while preserving
essential structural elements of the image. The effec-
tiveness of these filters directly impacts the accuracy
of subsequent classification, as excessive filtering can
lead to the loss of critical textural characteristics. Ge-
ometric distortions, including foreshortening and lay-
over, occur due to the side-looking nature of SAR sys-
tems and variations in terrain elevation. These effects
can lead to misinterpretation of spatial relationships,
complicating the classification process. Correcting
such distortions requires precise terrain information
and accurate imaging parameters, which are not al-
ways available, posing additional challenges for SAR
image analysis.

The analysis of Figure 1 highlights key differences
between polarisation modes and SAR data processing
methods. VH polarisation (Fig. 1b, 1c) exhibits notable
sensitivity to objects with double-reflection scattering,
whereas VV polarisation (Fig. 1d, 1e) responds more
effectively to vertical structures. The RGB composite
(Fig. 1a) provides a comprehensive representation of
these characteristics, facilitating data interpretation
and enhancing feature distinction. A major challenge
in SAR image classification remains the limited availa-
bility of labelled datasets. Public SAR image databases,
such as AIRSAR and Sentinel-1, often lack a sufficient
number of annotated examples for the effective train-
ing of deep neural networks. This limitation drives the
development of data-limited learning approaches and
augmentation techniques (Xue & Zhang, 2020; Hoch-
stuhl et al., 2023). The use of generative models to
synthesise additional training examples is a promising
approach; however, it requires careful validation to en-
sure the realism and reliability of the generated data.

Traditional ML methods, such as SVM, RF, and
k-Nearest Neighbours (k-NN), are frequently used for
SAR image classification due to their structural sim-
plicity and high interpretability (Zengguo et al., 2021).
These algorithms rely on pre-extraction of specific
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features from images, which are then utilised for model
training. However, the effectiveness of these approach-
es is constrained by the complexity of SAR data, par-
ticularly the presence of speckle noise, texture heter-
ogeneity, and variations in surface characteristics. The
Support Vector Machine (SVM) method identifies the
optimal hyperplane for class separation in a multidi-
mensional feature space. The use of kernel functions
(e.g., radial basis functions) enables the handling of
nonlinear dependencies, which is particularly impor-
tant for the analysis of SAR texture data (Gavrylenko
& Chelfk, 2023). However, this method requires care-
ful parameter tuning, which can be challenging when
working with noisy data (Huang, 2024).

The RF ensemble method employs multiple deci-
sion trees, providing robustness against overfitting and
enabling the automatic assessment of feature impor-
tance. This approach is particularly useful for SAR im-
age analysis, where key characteristics such as intensity
and polarisation exhibit significant variation. However,
RF is not always capable of accurately capturing com-
plex spatial dependencies, which can limit its appli-
cability in cases involving fine micropatterns (Chen et
al., 2024). The k-NN method classifies objects based
on their proximity to neighbouring samples within the
training set, making it relatively simple to implement
(Oumarou & Rismayanti, 2024). However, k-NN is com-
putationally expensive when processing large datasets,
and the choice of distance metric (e.g., Euclidean, Man-
hattan) has a significant impact on classification accu-
racy, especially in noisy conditions (Bhattacharjee et
al., 2024). Feature extraction for SAR images is com-
monly performed using texture feature analysis, such
as the Gray-Level Co-occurrence Matrix (GLCM), which
estimates statistical dependencies between pixels. Ad-
ditionally, intensity statistics such as mean, variance,
and skewness are used to characterise SAR images.
Combining these parameters with polarimetric features
can significantly enhance classification performance
(Schmitt et al., 2018; Monsalve-Tellez et al., 2022). To
summarise the main characteristics of traditional ML
methods for SAR image classification, Table 1 provides
a comparative overview.

Table 1. Comparative analysis of traditional ML methods for SAR image classification

Method Advantages Limitation Notes
Efficient class separation using I
. Lt Sensitivity to parameters (kernel type, .
optimal hyperplanes; possibility of A AN Works well with small data
SVM using kernel functions for nonlinear regularisation coefﬁcnent.), high impact sets
of speckle noise
problems
Random Resilience to overtraining; automatic comlrr)]lseLfES:t?;lart:ll;?i/c;cr?sﬁgg?ﬁgiiible Suitable for scenarios with
Forest assessment of feature importance; underestimation of efficiency with high variability of features
processing of large data sets .
micropatterns
. L High computational complexity with . S
k-Nearest Easy to implement; intuitive e 1 . Requires optimisation when
Neighbours classification logic ladrge data; CI’ItI.C{-jll. |mp_a_ct.0f chonc_e of working with large data sets
istance metric; sensitivity to noise

Source: compiled by the author
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The data indicate that traditional methods pro-
vide basic accuracy in SAR image classification; how-
ever, their ability to automatically extract features
and process complex spatiotemporal relationships is
limited. These shortcomings have driven the transi-
tion towards DL methods, which enable the adaptive
extraction of relevant features without the need for
manual feature engineering. DL approaches, such as
CNNs, transformers, and autoencoders, have become
key tools for SAR image classification and processing
(Liu et al., 2017). Their ability to automatically extract
complex features from raw data effectively overcomes
the limitations of traditional methods, particularly
in the presence of speckle noise and heterogeneous
textures. Among CNN architectures, ResNet and U-Net
demonstrate high efficiency in processing SAR data.
ResNet employs residual blocks to facilitate the learn-
ing of deep feature representations, mitigating the is-
sue of vanishing gradients. This capability is crucial for
detecting the complex texture patterns characteristic
of SAR images. U-Net, with its symmetric encoder-de-
coder structure, excels in precise object segmentation,
making it particularly effective for distinguishing fea-
tures such as forests and water bodies while preserv-
ing spatial information, even in noisy environments
(Kanmani et al., 2023).

Another highly effective approach is the use of
transformers, particularly the ViT which analyses glob-
al dependencies within an image by dividing it into

patches and processing them as sequential data (Pan et
al.,2022).This enables the detection of long-range rela-
tionships, which are often overlooked by CNNs, making
transformers particularly suitable for classifying SAR
data with complex distributed patterns (Li et al., 2023).
Autoencoders are widely employed for noise reduction
and data compression. Their encoder-decoder structure
enables the reconstruction of ‘clean” images from com-
pressed representations, thereby minimising the im-
pact of speckle noise. This preprocessing step enhances
the quality of input data for subsequent classification,
particularly in cases where the noise level is high.

Different DL architectures adopt distinct approach-
es to SAR image processing, as illustrated in Figure 2.
The upper-left section of the diagram presents the
ResNet architecture, highlighting the principle of re-
sidual connections, which facilitate efficient gradient
propagation through deep layers without significant
information loss. This capability allows ResNet to ef-
fectively detect and classify intricate texture patterns
in SAR images. The upper-right section of the diagram
displays the U-Net architecture, characterised by its
symmetric encoder-decoder structure connected by
skip connections. This design enables the extraction
of essential image features while retaining spatial de-
tails, making U-Net particularly effective for SAR image
segmentation tasks. It is widely used for identifying
features such as water bodies, urban areas, and forests,
even in complex and noisy environments.
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Figure 2. DL architectures for SAR image processing
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The bottom section of Figure 2 illustrates the ViT
architecture, which operates by dividing the image into
patches that are subsequently processed by a trans-
former encoder. This approach enables ViT to analyse
global dependencies between different elements
within a scene, making it particularly effective for rec-
ognising long-term relationships in SAR images. This is
especially beneficial in applications such as detecting
large-scale structures or monitoring sequential chang-
es in time series data. Despite its significant advantag-
es, the application of ViT and other transformer-based
models is associated with high computational costs
and a requirement for large volumes of labelled data.
Ongoing research focuses on leveraging transfer learn-
ing and semi-supervised learning methods to enhance
model adaptability across different types of SAR imag-
es, thereby improving processing accuracy and classifi-
cation performance.

Hybrid approaches to SAR image processing, which
integrate the strengths of deep neural networks with
traditional ML methods, are becoming increasingly
relevant due to their potential to enhance classifica-
tion accuracy and adaptability to complex patterns in
the data. This approach enables the automatic extrac-
tion of features using convolutional neural networks
(CNNs) while simultaneously applying classical algo-
rithms, such as SVMs, to optimise the classification
process. In this context, CNNs efficiently extract spatial
and textural features from raw SAR images, thereby re-
ducing reliance on manual feature engineering, which
often depends on expert knowledge. The subsequent
use of SVM for feature classification facilitates more
precise class separation, particularly in datasets con-
taining high levels of speckle noise and non-uniform
textures, both of which significantly influence analysis
quality (Meng et al., 2023).

The adoption of pre-trained models in trans-
fer learning presents new opportunities for adapting
models to the specific characteristics of SAR data. This
approach enables the transfer of knowledge acquired
from optical image processing to SAR image analysis,
significantly reducing computational costs and train-
ing data requirements. Optical-SAR matching demon-
strates how integrating texture features from optical
images can enhance the vector representation of SAR
images, leading to more precise object detection, such
as identifying ships on radar (Wei et al., 2021; Chu et
al., 2024). Moreover, pre-trained models specifically
adapted for SAR images often outperform those trained
on general-purpose datasets such as ImageNet, un-
derscoring the importance of considering the unique
properties of SAR data when developing classification
algorithms (Zhang et al., 2016).

This hybrid approach not only improves overall clas-
sification accuracy by adapting more effectively to com-
plex patterns but also optimises the use of limited da-
tasets. Reducing reliance on manual feature extraction
and automating the feature learning process leads to
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more stable results, which is crucial for practical appli-
cations in remote sensing. Thus, the integration of CNNs
with classical classification algorithms, combined with
transfer learning, creates a powerful framework capable
of adapting to various SAR conditions. This enhances the
accuracy of data analysis, making it highly relevant for
the development of modern monitoring and resource
management systems. Preprocessing of SAR data plays
a crucial role in enhancing the quality of satellite imag-
es for subsequent analysis and classification. It encom-
passes methods aimed at reducing noise, improving
visual interpretation, and ensuring data consistency for
ML applications. The key stages of this process include
speckle filtering, pixel intensity normalisation, and data
augmentation. Speckle noise is one of the most prev-
alent types of noise in SAR images, arising due to the
coherent nature of the signal, which can significantly
hinder scene interpretation. Various filtering methods
are employed to mitigate speckle noise, with the Lee fil-
ter being one of the most widely used techniques. This
adaptive algorithm is based on the statistical character-
istics of a pixel’s local neighbourhood, estimating the
mean value and variance within a defined window. This
approach enables noise suppression while preserving
essential textural and structural features of the image.

Figure 3 presents the results of speckle filtering
in a SAR image using different Lee filter window sizes.
Figure 3(a) displays the original SAR image, composed
using the VV and VH channels in RGB format. A signif-
icant portion of the scene exhibits pronounced speck-
les, which obscure textural characteristics and object
contours, making interpretation more challenging. Fig-
ure 3b illustrates the outcome of applying the Lee filter
with a 3x3 window. While the noise level is reduced,
high-frequency brightness fluctuations remain, which
may affect automated classification. Figure 3c shows
the result of filtering with a 5x5 window, demonstrat-
ing a substantial reduction in speckle noise. This im-
proves object visibility and boundary definition, while
still retaining key textural features essential for further
analysis. Figure 3d presents the result of filtering with
a 7x7 window, where an even greater level of smooth-
ing is observed. However, this results in the loss of fine
details, and certain textural features visible in previous
stages become less distinct, potentially complicating
detailed analysis. Thus, selecting the optimal window
size for speckle filtering is a critical parameter that
must be determined based on the specific application
of SAR images. The trade-off between noise reduction
and detail preservation should be carefully considered
to ensure optimal classification performance.

In addition to speckle filtering, another essential
preprocessing step is the normalisation of pixel in-
tensities, which ensures consistency between different
datasets. This is particularly crucial for multi-tempo-
ral analysis, where intensity values may vary due to
factors such as the time of capture, viewing angle, or
weather conditions. Normalisation can be performed by
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scaling intensity values to a fixed range (e.g.,0 to 1) or
through standardisation, which adjusts values to have
a zero mean and a standard deviation of one. These

(c) Lee 5x5

techniques help to reduce the influence of external fac-
tors and ensure that images are more homogeneous,
facilitating further analysis.

(d) Lee 7x7

Figure 3. Effect of speckle filtering using the Lee filter on SAR images
Notes: a - Original VV+VH image in RGB format containing significant speckles; b - Result of applying the Lee filter with a
window size of 3x3 - partial noise reduction is observed while preserving details; c - Lee filter 5x5 - further noise reduction
and improvement of object contrast; d - Lee filter 7x7 - maximum smoothing, which may lead to loss of texture characteristics
Source: compiled by the author based on Copernicus Browser (n.d.)

Another important preprocessing procedure is
data augmentation, which enhances the performance
of classification and DL models. Data augmentation
techniques include rotation, scaling, and the addition
of synthetic noise, all of which help to increase the
number of training samples and improve the gener-
alisation ability of models. Image rotation enhances
model robustness by making it invariant to object ori-
entation, which is particularly important for analysing
scenes captured from different perspectives. Scaling
enables the model to adapt to size variations in ob-
jects, a common phenomenon in SAR images due to
differences in resolution and terrain structure. Adding
synthetic noise is particularly effective for training
models to be robust against varying levels of data
noise, a characteristic feature of radar images. By in-
tegrating these preprocessing techniques, models be-
come more resilient to external distortions, ensuring
improved classification accuracy and adaptability to
diverse SAR imaging conditions. The preprocessing of
SAR data is a multi-component process that encom-
passes speckle filtering, intensity normalisation, and
data augmentation. Each of these stages plays a cru-
cial role in enhancing image quality, thereby improv-
ing the accuracy of subsequent analytical methods,
particularly in automated classification and change
detection. The application of appropriate processing
techniques significantly enhances the informativeness

of SAR images, which is critical for applications in re-
mote sensing and land surface analysis.

Training image classification models, particularly
those designed for SAR image processing, is a complex
task that involves selecting suitable optimisation cri-
teria and regularisation methods to improve accuracy
and resistance to overfitting. A key aspect of this pro-
cess is the definition of the loss function, which serves
as the primary mechanism for adjusting model param-
eters, ensuring the minimisation of discrepancies be-
tween predicted and actual class values. In multiclass
classification problems, the most commonly used loss
function is cross-entropy, which measures the distance
between two probability distributions: the predicted
distribution of the model and the actual class labels.
Due to its ability to penalise discrepancies between
the correct class and the predicted probability vectors,
cross-entropy enables the optimisation of network
parameters, thereby enhancing the model’s ability to
accurately classify SAR images (Nillmani et al., 2022).
Regularisation plays a crucial role in the training of
models, preventing overfitting by ensuring that the
network maintains its generalisation capability rather
than merely adapting to the training samples. One ef-
fective regularisation technique is Dropout, which ran-
domly deactivates a certain percentage of neurones
during training. This forces the network to distribute in-
formation across multiple activation paths, enhancing
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its robustness to minor variations in input data and im-
proving its ability to generalise to new samples.

Another key approach is L2 regularisation, also
known as the weight decay penalty, which introduces
an additional term to the loss function proportional
to the squared norms of the weight parameters. This
technique restricts the magnitude of the weights, pre-
venting them from becoming excessively large, which
can otherwise lead to overfitting and reduced gener-
alisation efficiency. The combined use of L2 regulari-
sation with gradient normalisation techniques helps
to develop stable models that perform consistently on
test datasets, even in the presence of high variability
in SAR images (Zhong et al., 2020). Thus, the success-
ful training of SAR image classification models largely
depends on the choice of loss functions and regularisa-
tion techniques. Cross-entropy parameter optimisation
ensures precise adaptation of the network for recog-
nising different classes, while regularisation methods,
particularly Dropout and L2 regularisation, help to pre-
vent overfitting and enhance the generalisation abili-
ty of models. This is particularly crucial for SAR image
analysis in diverse application scenarios.

SAR image classification is a critically important
research domain in remote sensing, offering unique
capabilities for environmental monitoring, military in-
telligence, and natural resource management. Studies
by W. Cui et al. (2020) and J. Igbal et al. (2020) highlight
how advancements in ML and DL technologies are cre-
ating new opportunities to enhance the accuracy and
efficiency of SAR data classification. The findings in-
dicate that ML methods, particularly SVM and RF, are
characterised by high training efficiency and strong in-
terpretability. These results align with the conclusions
of R.Zhang et al. (2020), who emphasised the particular
effectiveness of these methods in scenarios where un-
derstanding the decision-making process is essential.
However, they also noted the limited effectiveness of
traditional algorithms when processing the complex
textures typically found in SAR images.

The analysis of DL methods supports the findings
of J.F.M.R.Filho & P.Bélanger (2021) regarding the abil-
ity of DL models to enable automatic feature extrac-
tion and achieve high accuracy in the classification of
complex data. The CNN architectures examined in this
study demonstrated particular efficiency in processing
SAR images, primarily due to their capacity to detect hi-
erarchical feature representations. These results align
with the findings of Y.Wu et al. (2023), who emphasised
that a major limitation of DL methods remains their
high demand for large training datasets and significant
computational resources. The study of hybrid approach-
es, which integrate ML and DL techniques, confirms the
conclusions of S.R. Majji et al. (2022) regarding their
strong potential for enhancing SAR image classifica-
tion. In particular, their proposed hybrid architecture,
which employs a CNN for feature extraction followed
by an SVM for classification, produced results similar to
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those obtained in this study. This combined approach
leverages the strengths of both methods, improving
classification accuracy while maintaining the interpret-
ability of results. In terms of data preprocessing, the
findings align with the study by B. Evans et al. (2023),
which highlights the importance of speckle filtering
and normalisation. Experimental results confirm that
high-quality preprocessing can significantly enhance
classification performance, regardless of the chosen ML
method. Additionally, the results are consistent with the
conclusions of Z. Zeng et al. (2022), which emphasise
the critical role of data augmentation in improving the
efficiency of model training.

The analysis of SAR image classification methods
illustrates the evolution of approaches from traditional
ML techniques to deep neural networks and hybrid ar-
chitectures.Traditional ML methods, such as SVM and RF,
offer fast training and high interpretability but exhibit
limitations in handling complex textures. In contrast, DL
methods, particularly CNNs, demonstrate higher classi-
fication accuracy due to their ability to automatically
extract hierarchical features. However, these models
require substantial computational resources and large
training datasets. Hybrid approaches, which integrate
CNNs with traditional classifiers, provide an optimal
balance between accuracy and result interpretability.
The effectiveness of all methods is significantly influ-
enced by the quality of data preprocessing, including
speckle filtering, normalisation,and data augmentation.

CONCLUSIONS

As a result of this study on ML and DL methods for
SAR image classification, the objective of identifying
architectures and approaches that ensure high clas-
sification accuracy while maintaining computational
efficiency has been achieved. The study identified key
SAR image characteristics that influence the clas-
sification process, including the presence of speckle
noise, the specificity of polarisation characteristics
(HH, HV, VWV, VH), and geometric distortions caused by
the side-looking nature of SAR systems. It was deter-
mined that adaptive speckle filtering using a Lee filter
with a 5x5 window provides the optimal balance be-
tween noise reduction and the preservation of critical
structural elements in the image.

The study confirmed the limited effectiveness of tra-
ditional ML methods in processing the complex textural
characteristics of SAR images. In contrast, DL architec-
tures, particularly ResNet and U-Net, demonstrated sig-
nificant advantages due to their ability to automatically
extract hierarchical feature representations. Addition-
ally, the use of complex-valued neural networks offers
substantial optimisation of computational resources
while maintaining high classification accuracy. The pri-
mary limitation of this study is that the analysis of SAR
image classification methods was conducted primarily
at a theoretical level, without the ability to practically
validate the effectiveness of all examined architectures
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on real datasets. The publicly available SAR image da-
tabases used in this study lacked a sufficient number of
labelled examples to facilitate a comprehensive eval-
uation of all proposed approaches. Another limitation
is the inability to conduct experimental studies using
high-performance computing systems, which prevented
a direct comparison of training and classification times
across different neural network architectures.

Based on the results obtained, practical recom-

advancement of this field, research should focus on de-
veloping specialised architectures that account for the
physical properties of SAR signals, enhancing adaptive
speckle filtering algorithms, and improving transfer
learning methods to enable the effective adaptation of
models across different SAR datasets. Furthermore, spe-
cial attention should be given to the integration of in-
terpretability techniques in DL models to increase trust
and transparency in automated classification systems.
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MawnHHe HaBYaHHSA Ta MMO6MHHe HaBYaHHA AN Knacudikauii SAR-306paxeHb

KOpin bpoeka

AcnipaHT

HauioHanbHMI TeXHIYHMI YHiBEpCUTET YKpaiHU

«KWIBCbKMI NONITEXHIYHMI THCTUTYT iMeHi Irops CikopcbKoro»
03056, npocn. bepectericbknin, 37, M. Knis, YkpaiHa
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AHoTauis. Y 0ocnifpkeHHi NpoBeAeHO KOMMIEKCHMI aHai3 Cy4aCHUX METOAIB MALWMHHOIO Ta MMOMHHOMO HaBYaHHS ANs
Knacudikauii pagionokauiiHux 306paxeHb i3 CMHTE30BaHOK anepTypoto. MeTot poboTH 6yno BU3HAUEHHS apXiTeKTyp
i niaxomni., AKi 3a6e3nevyoTb BUCOKY TOUHICTb KNacudikauii npu 36epexeHHi eheKkTUBHOCTI 064MCNOBaNbHUX pecypciB.
OcHOBHY yBary nNpuaineHo BUpiLIEHHIO K/TH0YOBUX BUKIIMKIB: CNIEK/I-LUYMY, FEOMETPUYHUX CNOTBOPEHb Ta 0OMEXeHOCTi
pO3MiYeHMX faHUX. MeToaoNoris AOCNIIKEHHS BKIOYANa CUCTEMATUYHMIA aHaNi3 HAayKoBoi NliTepaTtypm 3a 2015-
2024 poku Ta BUBYEHHS Nonspu3aLiiHux xapaktepuctuk Synthetic Aperture Radar-306paeHb i3 BUKOPUCTaHHAM
nnatdopmm Copernicus Browser. byno gocnigxeHo epeKkTUBHICTb TPaAMLIAHMX METOAIB MALLMHHOMO HaBYaHHS (Support
Vector Machines, Random Forest) Ta cyyacHux apxitekTyp rmubokoro HaB4aHHs (ResNet, U-Net, Vision Transformer).
OcobnwuBy yBary npuaineHo BNAMBY afanTUBHOI QinbTpauii cnekn-wyMy 3a gonomoroto dinbtpa Lee npwm pisHux
po3Mmipax BikHa (3x3; 5x5; 7x7) Ha sakicTb knacudikauii. Peaynstat nokasanu, wo rmnboki HEMPOHHI Mepexi MatoTb
nepesaru nepeg TpaguuinHMMM METOAAMM 3aBAAKM 30ATHOCTI AaBTOMATUYHO BUAINATU iEpapXivHi NpeacTaBAeHHS
o3Hak. ResNet 3abe3neyye BMCOKY TOUHiCTb knacudikauii, U-Net epekTMBHa Ans cermeHTauii, a Vision Transformer
BPaxOBYE rnobanbHi 3anexHocTi. ONTUManbHWi 6anaHc Midk NpUAYLIEHHAM CNekn-WwyMy Ta 36epexeHHsM aeTanen
[OCSATAETLCSA NPpU BUKOPUCTAHHI dinbTpa Lee 3 po3mipoM BikHa 5x5. OpHi€o 3 npobneM 3anmaeTbcs 0OMEXEHICTb
po3MiyeHnx faHux. [1ns ii BUPilLEHHS PO3MNSHYTO HaMiBKOHTPONbOBAHE HABYAHHS, O MOKPALLYE HOPMani3aLito 03HaK
i NpOAYKTUBHICTb Mofenei. [lepcnekTMBHUM HanpsAMKOM € BUKOPUCTAHHS KOMMAEKCHO3HAYHUX HEMPOHHUX MEpEX Ans
ONTUMI3aLii 06YMCNoBaNbHUX BUTPAT. Pe3ynbTaTi MakoTb NPAKTUYHE 3HAYEHHS AN aBTOMATU30BaHOI Knacudikauii
Synthetic Aperture Radar-306paxeHb y 334a4ax eKONOriYHOro MOHITOPUHTY, OLLiIHKM CTaHy CiflbCbKOrOCNOAapCbKMX
Yrifb Ta AMCTAHLIMHOMO 30HAYBAHHS

KniouoBi cnoBa: HeMpoHHi Mepexi; KOMMNEKCHO3HaYHi 00YMCNeHHs; NoNApu3aLifiHi  XapaKTepUCTUKK;
pagionokauiiHe 30HAYBaHHA; cnekn-dinsTpauisa
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Abstract. The purpose of the study was to present a sequence of development of an algorithm for improving the
quality of images obtained using side-scan sonar. Mathematical image processing techniques such as contrast
enhancement, edge processing,and colorimetric techniques were used to achieve this goal. Steps to improve image
contrast included normalising signal intensity, adaptive contrast enhancement using limited contrast alignment of
histograms,and correction of uneven lighting.The sonar radiation pattern and image intensity normalisation scheme
were demonstrated. The contrast limited adaptive histogram equalisation filter showed higher values of the peak
signal-to-noise ratio and structural similarity index compared to conventional histogram alignment, indicating
better preservation of detail, image structure, and noise reduction. Analysis of edge processing, in particular by
Canny and Sobel, has shown their potential effectiveness in improving the detail of underwater structures. In
addition, the use of Gaussian smoothing allowed reducing the level of high-frequency noise and make textures
smoother. As a result, there was a decrease in graininess, softness of object contours, and overall smoothing of the
scene. In addition, cubic spline regression showed normalised image data. In turn, colorimetric analysis focused on
converting images between greyscale and colour spaces, which made it easier to identify underwater objects and
structures. An example of Hue-Saturation-Value components was given, which demonstrated different effects on
the quality of sonar image visualisation. The Value component provided the most expressive distinction between
the object and the background, while the Hue component was ineffective for structure analysis. The combination
of Value and Saturation allowed for improved contour detail. Optimisation of the pseudo-colour gamut allowed
adapting the image to different tasks, contributing to more accurate object recognition. The results obtained
confirm the feasibility of using the presented methods in a wide range of applied tasks related to visualisation and
analysis of underwater environments
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Sonar image processing for improved underwater environment modelling

INTRODUCTION
Sonar is one of the main technologies for studying the
underwater environment, in particular, for detecting
and mapping objects on the sea floor. This is the pro-
cess of using sound waves to determine the location
and characteristics of underwater objects, where sonar
is the main element. A sonar is a device that sends and
receives acoustic signals, and a sonogram is an image
that is obtained as a result of sonar operation. One of
the most common types of sonar is side-scan sonar
(SSS), which is used to create detailed images of the
underwater surface by sequentially scanning it using
narrow-band ultrasonic waves. The SSS system oper-
ates on the principle of emitting sound waves reflected
from objects on the sea floor and receiving reflected
signals, which allows creating a clear image with high
resolution. The use of this type of sonar is important
in research where accurate visualisation of underwa-
ter structures and objects is required. One of the main
problems in using sonar is the relatively poor quality of
the resulting images, often due to factors such as poor
contrast, noise, and distortion that make it difficult to
interpret the data. A significant obstacle is that the ap-
pearance of band noise from roll variations negatively
affects image clarity, particularly making object recogni-
tion and seabed segmentation difficult (Katrusha, 2024).
In addition, existing image processing methods do not
always effectively cope with the correction of uneven
lighting and image detail, which creates difficulties in
accurately detecting underwater objects and structures.
For a better understanding of this topic, it is nec-
essary to consider other papers. For example, V.I. Iva-
niuk et al. (2024) proposed the integration of colour
reconstruction and deep learning (DL) on board auton-
omous unmanned underwater vehicles to improve the
accuracy and speed of underwater object detection, con-
sidering the complexity of the environment. For its part,
N.F.Bogomolov et al. (2021) analysed speckle interfero-
gram and computer-generated optical image process-
ing based on a model in Matlab. The results showed the
effectiveness of an approach for optical diagnostics of
biological micro-objects using cross-correlation analy-
sis. Moreover, O. Klein et al. (2023) developed the archi-
tecture of a cyberphysical computer vision system for
detecting anomalies in images, especially for objects in
motion. They proposed a hybrid approach that involves
centralised management of the system with the ability
to scale the level of autonomy for each task. Sonar de-
vices use different frequencies-from 6.5 kHz to 1 MHz,
which provides a sonogram resolution of 60 mto 1 cm.
T. Fletcher et al. (2024) found that recreational sonars,
such as Lowrance, provide sufficient resolution and ac-
curacy in classifying environments at a lower cost and
with less data processing time compared to profession-
al systems, making them an effective tool for mapping
littoral areas of water bodies. Y. Zhang et al. (2021) an-
alysed five image enhancement algorithms: histogram
equalisation (HE), greyscale stretching (GS), mean filter

(MF), Multi Scale Retinex (MSR), and wavelet transform
(WT), and HE, GS, and MSR provided the best results.
However, traditional optical computer vision techniques
such as MSR inspired S. Li et al. (2022) and Y. Liu &
X.Ye (2023) to develop specific enhancement methods
for sonar imaging. Y. Liu & X. Ye presented a greyscale
correction method for SSS images with complex terrain,
based on acoustic attenuation compensation and im-
proving the bottom relief display and mosaic quality of
SSS images. S. Li et al. proposed a new method of ra-
diometric correction that considers the features of SSS
image formation and uses low-angle and anisotropic
variational constraints for lighting and albedo compo-
nents, effectively solving the distortion problem.
Regarding the evaluation of the results of methods,
it can be noted that there is no universal approach to
evaluation. V.D. Nguyen et al. (2023) provided an em-
pirical method for estimating the radiation pattern for
processed images based on acoustic transducers using
geometric backscattering model for SSS. Advances in
machine learning (ML) and artificial intelligence (Al)
should be considered, which open up new opportuni-
ties for improving intensity correction, in particular, for
automating the identification and correction of com-
plex distortion patterns. For example, K. Sivachandra &
R.Kumudham (2024) conducted a review of research on
object detection and classification in SSS images using
deep and ML techniques, and image processing, ana-
lysing the use of convolutional neural network (CNN),
data sets, detection accuracy, and classification. Simi-
larly, Y. Steiniger et al. (2022) provided an overview of
studies using DL for sonar image analysis, in particu-
lar, for feature detection, classification, detection, and
image segmentation of SSS synthetic aperture sonars,
with a focus on CNN, including the creation of an open
dataset and comparative studies of DL methods. Such
approaches are widely used and popular in sonar im-
age processing and computer vision technologies. In
the considered studies, there is no comprehensive algo-
rithm for improving the quality of sonar images, which
would include simultaneously improving contrast, edge
processing, and colour interpretation. The purpose of
the study was to develop an algorithm that combines
these methods to improve the information content and
accuracy of sonar images. The task was to analyse im-
proved image quality,apply edge processing techniques
to improve sonar image detail, and explore colorimetric
techniques to improve image interpretation.

MATERIALS AND METHODS

This study consisted of three subsections that consid-
ered methods to improve image contrast, edge process-
ing to improve detail, and colorimetric methods to sim-
plify data interpretation. In the first section, which was
devoted to improving image contrast, an example of a
sonar radiation pattern was given, where for port, the
main lobe had a frequency of 32.15 kHz (kilohertz), and
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the first side lobe - 30.37 kHz, while for starboard, the
first side lobe corresponded to a frequency of 32.15 kHz,
and the main lobe - 30.37 kHz. The importance of the
SSS radiation pattern was to explain possible vari-
ations in signal intensity that affect the contrast and
uniformity of illumination on the sonogram. Since un-
even exposure can make visual interpretation difficult,
consideration of these features helped to better assess
the sources of reduced image quality. The method for
improving image contrast included the following steps:
intensity normalisation, adaptive contrast enhance-
ment, and correction of uneven lighting. Normalisation
of intensity took into account the features of the sonar
signal, which was reflected in the scheme of the stage
of normalisation of the intensity of the sonar image. The
contrast limited adaptive histogram equalisation (CLA-
HE) approach was considered for adaptive contrast im-
provement. To evaluate its effectiveness, an example of
SSS image processing using HE and CLAHE filters was
provided.The quality of processed images was evaluated
using metrics such as peak signal-to-noise ratio (PSNR),
structural similarity index (SSIM), and mean squared er-
ror (MSE). The last step was the correction of uneven
lighting, where examples of eliminating striped noise
and excessive illumination were considered. All three
stages are summarised in a Table that contains the pur-
pose of each stage, its description, and usage examples.
For its part, the second section of the study focused
on edge processing to improve detail. In the first stage
(image pre-processing), the application of cubic spline
regression was analysed, which allowed the data to be
normalised. This example showed data normalisation
with the original image before image processing and
the result after normalisation and filtering were ap-
plied. The results of using Gaussian blur (GB) to elim-
inate noise were also demonstrated. For this purpose,
a sonar image of the sunken ship obtained using SSS
was used. Image processing was performed in the Pix-
lr Editor Image Editor, where GB with a radius of 15
was applied. In general, the edge selection step was
performed using techniques such as Canny and Sobel,
which were compared by their advantages and limita-
tions. Morphological operations (dilation, erosion) and
high-pass filters (Laplace, Gauss) were considered for
the edge amplification stage. In addition, a diagram of
this stage was developed, demonstrating the choice
of optimal approaches depending on the type of im-
age. Similar to the first subsection, a Table was created
to summarise the results with a description of all the
stages of the subsection, their purpose, and examples.
In turn, the third section focused on applying col-
orimetric techniques to improve image interpretation.
This included the following steps: converting images
between greyscale and colour spaces, using colori-
metric models to analyse structures, and optimising
the pseudo-colour gamut. For the first stage, an ex-
ample of the Hue, Saturation, and Value (HSV) colour
model components was given, which helped to more
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accurately identify underwater objects. Using the GNU
Image Manipulation Programme (GIMP), the underwa-
ter vessel image was divided into separate HSV com-
ponents to assess their impact on contrast and detail.
The application of colorimetric models was described
in the form of a diagram that demonstrates the analy-
sis of structures and details. Pseudo-colour gamut op-
timisation was aimed at adapting images to specific
tasks and simplifying their interpretation. All stages of
this division were also summarised in the correspond-
ing table, which contained a description, goal, and ex-
amples of results.

RESULTS

Contrast enhancement methods for the image
processing quality improvement algorithm

Sonar image processing is a key method in modelling
the underwater environment. Based on SSS capabili-
ties, it is possible to create detailed maps of the sea
floor, identify objects on its surface,and analyse ecosys-
tems. However, there is a need to develop an algorithm
for improving the quality of image processing obtained
using sonar, using modern mathematical methods. Con-
trast enhancement should be highlighted as one of the
methods of such an algorithm, since low contrast is one
of the main obstacles to accurate analysis of underwater
structures and objects. This problem is caused by sev-
eral factors, in particular, the attenuation of the signal
intensity due to the distance of the object from the ra-
diation source, the influence of the sonar radiation pat-
tern (Fig. 1),and uneven lighting near the nadir zone. All
of these factors create variations in intensity that make
it difficult to automatically detect and identify objects.

port g1y starboard
f 1 1 1 1 1 ?_% ee 4 1 1 1 1 ‘\
2 (NS
20° 7 i (I' '\I . . 20°
y 4 iy 4
main lobe first sidelobe first sidelobe main lobe
32.15 kHz 30.37 kHz 32.15 kHz 30.37 kHz

Figure 1. Example of a sonar radiation pattern
Source: compiled by the authors based on P.Blondel (2009)

The sonar radiation pattern causes changes in in-
tensity on the sonogram, which can cause uneven light-
ing and striped noise. In addition, steps to improve the
contrast of sonar images should be considered, consid-
ering the specifics of sonogram processing and typical
distortions characteristic of this type of data. The first
step is to normalise the intensity, which eliminates
global lighting variations and equalises the brightness
by scaling the pixel values to the specified range (Fig. 2).
This allows preparing the data for further processing.
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Figure 2. Diagram of the sonar image intensity normalisation stage

Source: compiled by the authors

After normalising the intensity, the next step is to
apply an adaptive approach to contrast enhancement,
such as CLAHE (Fig. 3). This step is an improvement on
conventional histogram alignment, as it works locally

within small blocks of the image, while maintaining the
naturalness of textures and preventing excessive noise
amplification.CLAHE also uses a limit onthe contrast lev-
el, which allows avoiding overexposure in certain areas.

Figure 3. Example of using the usual HE (a) and CLAHE (b) for SSS images

Source: compiled by the authors

In Figure 3 (b), the contrast with CLAHE is notice-
ably more evenly improved compared to HE (a), with-
out the excessive noise gain observed in HE. CLAHE
preserves the details of objects better, especially in

shady areas and on borders, providing a more natu-
ral look to the image. The analysis shows that CLAHE
performs better than HE in most image quality indi-
cators (Table 1).

Table 1. Metrics for evaluating image quality

Image Method Entropy PSNR SSIM MSE
Image 1 HE 7.847 12.943 0.698 3,301.756
CLAHE 7.767 16.345 0.779 1,508.438
Image 2 HE 7.945 12.613 0.697 3,562.527
CLAHE 7.968 15.893 0.764 1,674.00
Image 3 HE 7.953 11.237 0.610 4,890.696
CLAHE 7.915 15.479 0.713 1,841.199
Image 4 HE 7.939 11.639 0.637 4,457.708
CLAHE 7.949 15.670 0.733 1,762.108

Source: compiled by the authors based on Z. Lu et al. (2023)

The results of metrics (PSNR, SSIM, MSE) confirmed
the superiority of CLAHE over HE in preserving struc-
tural information and reducing distortion. Overall, CLA-
HE provides a more balanced quality improvement,
reducing noise and artefacts while preserving details
and structures in sonar images. At the final stage of
sonar image processing, uneven lighting is corrected,
which is one of the main problems in sonography. This
step is based on the analysis of intensity histograms for

each local area of the image. First, a separate histogram
is created for each local area (subzone of the image),
which reflects the distribution of pixel intensity in this
part of the image. Then, based on this histogram, the
average intensity value for each region is determined.
To compensate for uneven lighting, the approach of
adapting local intensity to global image parameters
is used. This means that the average intensity value
of each local area is adjusted so that it corresponds to
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the average or specified global intensity level of the
entire image. Thus, local brightness variations that can
be caused by lighting distortions are reduced, in par-
ticular, in the nadir zone. It is necessary to demonstrate
an example of excessive illumination in such an area,
where bright areas in the centre of the image are de-
tected, and striped noise in the form of horizontal lines
of varying intensity and length (Fig. 4). This example
is a typical problem to consider when correcting sonar
images. In general, the analysed stages of image pro-
cessing allow achieving improvements in the accuracy
and clarity of images, which increases the efficiency of
further analysis of underwater objects. Table 2 summa-
rises these steps, their goals, and application examples.

O. Katrusha & A. Burdeinyi

Figure 4. Example of excessive light and striped noise
Source: compiled by the authors

Table 2. Steps to improve the contrast of sonar images

Processing stage Stage goal

Examples

Normalisation of

Eliminate global lighting variations and
equalise brightness across the entire

Eliminate dark spots or bright areas that occur due to uneven

increasing noise and distortion

intensity image plane lighting in the sonar image
. Improve contrast in an area with low visibility against the
CLAHE filter Improve local contrast without background, for example, increase the clarity of small objects

on the sea floor without oversaturating the brightness

Reduction of local brightness variations
caused by lighting distortions, in
particular, in the nadir zone

Correction of
uneven lighting

Compensation for excessive illumination in the central part
of the image, where intense signal reflection is observed, or
correction of striped noise in the form of horizontal lines

Source: compiled by the authors

Therefore, using the considered steps to improve
contrast allows reducing the impact of global and local
brightness variations, reduce noise levels, and increase
image detail. Metric analysis (PSNR, SSIM, MSE) con-
firmed that CLAHE provides better image quality com-
pared to conventional histogram alignment, and cor-
rection of uneven lighting helps eliminate artefacts in
the nadir zone. Thus, the proposed approach improves
the quality of sonograms, which increases the accuracy
of their subsequent analysis.

Overview of edge processing steps

to improve image detail

Detailed sonar images are an important aspect for
ensuring accurate analysis of underwater objects and
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structures. Problems associated with distortion (blurred
contours, reduced contrast, and abnormal reflections)
or blurring can significantly complicate the process of
automatically detecting and classifying objects on the
sea floor. To eliminate these problems, edge processing
should be used, which is based on image preprocess-
ing, edge detection and edge enhancement. The main
task of the preprocessing stage is to reduce noise, in
particular, signal reflection, electronic interference, and
high-frequency components that degrade the detail of
objects. To illustrate this process, an example of data
normalisation is given, which shows the original image
with noise and distortion, and the result after normal-
isation and filtering, showing a uniform distribution of
intensity and noise reduction (Fig. 5).
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Figure 5. Example of data preprocessing by cubic spline regression
Notes: a - original image before processing; b — result after normalisation and filtering are applied
Source: compiled by the authors based on M. Al-Rawi et al. (2017)
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This step applies filters to smooth out images and
reduce random interference. One effective approach is
to use GB to filter images. It is based on convolution
of the image with a Gaussian core, which suppresses
high-frequency interference, in particular, small chaotic
details that look like noise. It is worth demonstrating a
sonar image of the sunken ship obtained using the Side
Scan Sonar survey (n.d.), which was processed in the
Pixlr Editor (n.d.) (Fig. 6).

File Edit Image Layer Select Adjustment Filter View Help

As a result of applying GB with a radius of 15, a
noticeable reduction in grain size was achieved, which
made the textures smoother (Fig. 7). The edges of
objects have become softer, which reduces the likeli-
hood of false detections in subsequent processing, but
at the same time can lead to the loss of some parts.
The overall appearance of the scene has become more
smoothed out, which can be useful for further segmen-
tation or automatic detection of underwater structures.
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Figure 6. Configuring parameters for GB image processing
Source: compiled by the authors based on Side Scan Sonar survey (n.d.), Pixlr Editor (n.d.)

Cancel

Figure 7. Result of using GB
Source: compiled by the authors based on Side Scan Sonar survey (n.d.), Pixlr Editor (n.d.)

Therefore, GB is particularly effective in cases
where the original image has uneven illumination
or contains abnormal reflections. In general, this
approach is basic for ensuring the accuracy of edge
detectors, as it reduces the likelihood of false detec-

tions caused by random noise or intensity anomalies.

After pre-filtering noise, the main task is to highlight

the edges that form the contours of underwater ob-
jects. This step aims to identify dramatic changes in
pixel intensity corresponding to boundaries between
different structures or materials on the sea floor. For
this purpose, specialised approaches based on gradi-
ent analysis are used, in particular, Canny and Sobel
(Table 3).
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Table 3. Comparison of Canny and Sobel

Approach Advantages Disadvantages
High accuracy of edge detection Higher computational complexity compared to Sobel
Minimisation of false positives -
Canny by suppressing non-maximal pixels Sensitivity to parameters (thresholds)
Ability to highlight even weak edges It is not always optimal for real time due to the long
if they border on strong ones processing time of large images
Easy implementation and high speed of operation Lower edge detection accuracy compared to Canny
Effective for rough edge detection Vulnerable to noise and requires additional
Sobel and initial processing pre-anti-aliasing
Used for tasks that do not require high-level detail Poorly dlstlngqlshes between yveak edges
or details in low-contrast images

Source: compiled by the authors

Canny technology ensures high accuracy of edge
selection and minimises false positives. The algorithm
works sequentially: calculating the intensity gradi-
ent, suppressing non-maximal pixels, and processing
thresholds that connect weak contours with strong
ones. Instead, Sobel is less computationally complex
and is used to quickly estimate gradients, although it
is less accurate and noise-sensitive. That is, Canny is
suiTable for detailed analysis, and Sobel is suiTable for
pre-processing or when speed is important. An equally
important step is to strengthen the edges, which allows
to get clearer borders of objects. This is necessary for
further tasks, in particular, classification and detection
of underwater structures. The main method of rein-
forcement is the use of morphological operations, such
as dilation and erosion. Dilation increases the thick-
ness of the edges, filling in the gaps between them,
which allows increasing their expressiveness. Erosion,
on the other hand, reduces the thickness of the edges,

eliminating minor or indistinct contours. It is important
that these approaches do not change the main contours
of objects,but only improve their reflection in the image.

Another way to amplify edges is to use high-
pass filters, such as Laplace filters or Gaussian oper-
ations. Such filters emit dramatic changes in intensi-
ty, strengthening the boundaries between different
materials or structures in the image. They make the
boundaries of objects clearer and more expressive for
further analysis, and the image becomes more inform-
ative and allows more accurately determining the lo-
cation of underwater objects. This stage is crucial for
further automated detection and classification, where
it is important to have clear and precise contours that
correspond to the actual characteristics of underwater
objects. The diagram in Figure 8 illustrates the process
of edge amplification, from choosing how to amplify
edges to filters and getting well-defined edges ready
for further analysis.

’ Selecting the edge amplification method (morphological operations or high-pass filters) ‘

v

H

’ Obtaining enhanced edges with improved contrast ‘

’ Application of dilation or erosion

Edge amplification by high-pass filters (Laplace, Gauss) ‘
v

Figure 8. Diagram of the edge reinforcement stage
Source: compiled by the authors

Image pre-processing, highlighting, and edge en-
hancement are critical to improving the accuracy
and clarity of sonar images. They allow significantly

reducing the impact of noise, clearly highlighting the
contours of underwater objects, and increasing their
expressiveness for further analysis (Table 4).

Table 4. Steps for processing the edges of sonar images

Processing

stage Examples

Stage goal

Elimination of signal reflections, electronic
interference, reduction of high-frequency noise from
the image
Detecting the contours of underwater objects (such
as corals or sunken structures) using Canny or Sobel

Application of morphological operations (dilation,
erosion), high-pass filters (Laplace, Gauss)

Reduce the impact of noise and distortion due to

Pre-processing various physical and technical factors

Identification of sudden changes in pixel intensity
for finding object boundaries

Improve clear edge expressiveness for further
analysis and classification

Edge selection

Edge
reinforcement

Source: compiled by the authors
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That is, pre-processing by noise filtering helps to
eliminate interference, edge selection ensures accu-
rate delineation of the contours of underwater objects,
and edge amplification by morphological operations
and high-pass filters increases their expressiveness
for further classification. These steps form a qualita-
tive basis for automated analysis of underwater struc-
tures, minimising false detection, and loss of impor-
tant details.

Analysis of colorimetric methods
to improve image interpretation
Colorimetric sonar image processing techniques im-
prove the recognition of underwater structures, which
contributes to their more accurate identification. The
first stage of improving the following images involves

Hue

Saturation

converting images between greyscale and colour
spaces depending on the task at hand. This can in-
clude either translating the grey image into a colour
space to improve visualisation, or decomposing the
colour image into separate components for further
analysis. During this transformation, pixel values are
scaled according to the selected colour palette or in-
dividual colour components are extracted, which pro-
vides a basis for a deeper interpretation of the object
structure. For example, the HSV space (Fig. 9) should
be used because of its ability to separate components
of brightness, colour tone, and saturation, which fa-
cilitates visual interpretation. At this stage, the pixel
values in the greyscale are scaled and distributed ac-
cording to the colour palette, which creates the basis
for further analysis.
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Figure 9. Example of HSV components

Source: compiled by the authors based on R. Richa (2010)

To test the effectiveness of using the HSV colour
space, the method of identifying individual compo-
nents of this space on the sonar image of a sunken ship
(Side Scan Sonar survey, n.d.). This image contains a yel-
low-black palette typical of many sonar systems. The
main contours of the vessel are clearly visible, but the
contrast of some details is insufficient, which makes it
difficult to identify them. The analysis was performed
using the GIMP software environment, which allows
separating colour channels and evaluating their impact
on object visualisation (Fig. 10).

For further analysis, three key components of HSV
were identified: Hue, Saturation, and Value (Bright-
ness) (Fig. 11). The Hue component shows a low con-
trast between the object and the environment. This is
because the hue of the colour in the original image is
fairly uniform. In this case, the Hue component does
not contain enough information for high-quality detail

recognition, since hue changes are not the main fac-
tor in distinguishing structures in the sonar image. For
its part, the Value component shows a significant in-
crease in contrast. The main outlines of the ship have
become more expressive, which helps to better identi-
fy its shape and structure. This component turned out
to be one of the most informative, since it is directly
related to the level of reflected sonar signal. Objects
with high brightness are more reflective, which al-
lows highlighting important features. Moreover, the
result of the Saturation component is characterised by
even higher contrast, but it has certain disadvantages.
Some fine details are lost, and the overall texture of
the image becomes more simplified. This can be use-
ful in cases where it is necessary to clearly highlight
the main outline of an object, but to preserve finer
details, it is advisable to combine this component with
brightness.

Bulletin of Cherkasy State Technological University, Vol. 30, No. 1, 2025



Qaiin 3minm Bubip Mepernsa 3o6paxerns Wap Komp 3acobw Oinbipn Bixwa [osiaxa

= BanaHC KoALOpIE.

¥ Temneparypa xonopy.
BigTIHOK T2 KOAIPHICTD.

# BIATIHOK T3 HACUUEHICT®...
Hacuuericrs.
Excnosuuis.
Tini-suGancin.
ACKPABICTL-KOHTPACTHICTS...
PioHi..

Kowei...

3 InsepTysanHa
2 Ninifine iHBepTyBaNHA

3. INsepTysaT sHaveHHA

ABTOMATUUHO

G 3uiuyead kaHas

Cxnaposi
IneGapaneHHa G
NepeteopexHa G Monomixwep.
NepetsoperHs ToHiB
IHdopMaLin 3

£ Posibpati...
* MNopir.

T Tomysanis. e

@ Mocrepusauis.

G Konip y anbdy.

G 3miwam...

G O6pisanms RGB.

P [apaui xonLopH..

O. Katrusha & A. Burdeinyi

3amceyTH: / ok B
°o R

©  [E]sidescand

Figure 10. Configuring settings in GIMP
Source: compiled by the authors based on Side Scan Sonar survey (n.d), GIMP (n.d.)

Hue
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Figure 11. Application of HSV components
Source: compiled by the authors based on Side Scan Sonar survey (n.d.), GIMP (n.d.)

The HSV Value component was most useful for
analysing the structure of a sunken ship, since it pro-
vides a clear distinction between the object and the
background. The combination of HSV Value and HSV
Saturation can give an even better result, highlighting
contours and improving detail. The second stage in-
volves applying colorimetric models to analyse struc-
tures and details (Fig. 12). At this stage, the resulting

image space is processed to highlight its key features.
Mathematical methods are used to analyse colour var-
iations and determine the contours of objects, textures,
and small details. The colour distribution in space is
analysed to recognise important features, such as ar-
eas with increased brightness or heterogeneous tex-
ture, which may be evidence of underwater structures
or artefacts.

’ Image in colour/grey space ‘

’ Analysis of colour variations (identification of zones with different saturation, brightness, and tone) ‘

v

’ Selecting object polygons (using algorithms to identify structure boundaries) ‘

v

’ Analysis of textures and fine details (detection of inhomogeneities and variations in the colour space) ‘
v

Key features (structures, textures, contours) are highlighted ‘

Figure 12. Scheme of using colorimetric models for analysing structures and parts
Source: compiled by the authors
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In turn, the third stage involves optimising the
pseudo-colour gamut to simplify data interpretation.
After the initial transformation and accentuation of
structures, the colour palette is adjusted to adapt the
image to specific tasks. This may include changing
colour saturation to improve contrast, or correcting
colour tones to more accurately identify underwater

structures or materials. Optimisation is carried out
considering the features of the image, such as noise
levels or lighting features, and is aimed at maximis-
ing the information content of the visualisation. For a
more detailed analysis, you should compare the pro-
posed step with other steps in image processing using
colorimetric methods (Table 5).

Table 5. Steps to improve images using colorimetric methods

Processing stage

Stage goal

Examples

Convert images between greyscale
and colour spaces

Improve visualisation or highlight key
components for analysis

Using HSV space to separate brightness,
tone, and saturation

Application of colorimetric models
for structure analysis

Identify and enhance key image features
by analysing colour characteristics

Using mathematical methods to determine
contours, textures, and details

Pseudo-colour gamut optimisation

Adjusting the colour palette to improve
contrast and information content

Saturation and tone correction for more
accurate identification of underwater
structures

Source: compiled by the authors

That is, image conversion between greyscale and
colour spaces provides more efficient visualisation and
selection of individual components, and colour mod-
el analysis allows highlighting key structures and de-
tails that are difficult to distinguish in the greyscale.
In addition, pseudo-colour gamut optimisation simpli-
fies data interpretation, making images more inform-
ative and suiTable for further analysis. Thus, as part
of the study, an algorithm for improving the quality of
sonar images was proposed, which includes the use
of contrast enhancement methods, edge processing,
and colorimetric methods. This approach significantly
improves the accuracy and efficiency of sonar image
analysis, providing a comprehensive improvement in
image quality and simplifying their further processing
and interpretation.

DISCUSSION

The research was aimed at improving the quality of
sonar images by improving contrast, processing edges
for detail,and applying colorimetric techniques. On the
other hand, X. Cui et al. (2025) considered a method
for decomposing images into basic and detailed lay-
ers, adaptive gamma correction, and a hybrid filter to
reduce noise and improve contrast. Both approaches
have been shown to be effective in reducing noise and
improving image quality, but the study shows an ad-
vantage due to the use of adaptive approaches that
allow for better detail and accuracy in interpreting un-
derwater objects. The results obtained confirm the ef-
fectiveness of the SSS image processing methods used,
in particular, CLAHE, GB filters, and HSV component
analysis. The quality assessment showed an improve-
ment in contrast and detail, which is consistent with
the results of the study by P. Zhou et al. (2024), where
the use of multi-layer fusion based on non-subsam-
pled shearlet transform (NSST), modified multi-scale
Retinex (MMSR) and sparse dictionary learning (SDL)
helped to increase contrast and reduce noise. This

confirms the feasibility of using contrast enhancement
and pre-processing techniques to improve the visual-
isation of sonar images.

Unlike the paper by C. Lei et al. (2024), where the
Sonar Image Graph Attention Network (SI-GAT) mod-
el is used to classify sonar images, the current study
focuses on improving image contrast and detail using
the HSV model and image processing methods. Despite
the difference in approaches, improving image quali-
ty can have a positive impact on further processing
steps, including classification. In addition, the use of ML
methods, in particular, graph neural networks, may be
a promising area for further research, for example, in
signal intensity correction tasks that consider factors
such as distance, beam pattern, depth, sonar type, and
calibration. The findings of this paper are consistent
with the study by X. Yuan et al. (2024), where the model
You Only Look Once v9-side scan network (YOLOV9) is
proposed for detecting underwater objects. In this pa-
per,the model uses DL methods, in particular, the strat-
egy of refining negative samples, mixing attention, and
spatial channel reconstruction of convolutional layers.
As for the current study, it focuses on image pre-pro-
cessing, including contrast enhancement, filtering, and
edge processing. This improved input quality can help
to improve accuracy for further analysis, including un-
derwater object detection and classification tasks, in-
cluding using models such as YOLOvO.

Like the previous study, J. Zhu et al. (2024) consid-
ered neural networks, namely, the convolutional chan-
nel-Wasserstein generative adversarial network (CC-
WGAN), to generate new sonar images to expand limited
data sets. Instead, the current research aims directly to
improve the quality of existing images by improving
contrast, detail, and processing using approaches such
as CLAHE, Canny, and Sobel. Although these studies are
different, they have a common goal - to improve the
quality of sonar images. However, if the current paper
created new images to expand the data sets, then the
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study focused on improving existing sonar images. So-
nar images are similar to traditional images and can
be treated as such, although their creation is based on
other physical principles. This paper discussed the ap-
plication of an image quality improvement algorithm,
including contrast, edge processing, and colorimetric
methods. In turn, Q. Ma et al. (2025) showed the slid
adaptive horizontal inference (SAHI) algorithm to im-
prove the accuracy of small object detection in sonar
images. Both approaches are aimed at improving the
accuracy of detection in limited cases, but in the current
study, more attention is paid to improving the quality
of images at previous stages of processing, which con-
tributes to more accurate analysis and classification of
underwater objects.

In addition, the GB filter was applied in this study to
reduce noise in sonar images, which helped to improve
the clarity and detail of the contours of underwater ob-
jects. Similarly, the study by M. Gao et al. (2024) used
a generative adversarial network to improve underwa-
ter images, where a synthetic dataset was created to
train the model, considering various factors of image
degradation. However, unlike this approach, the study
focused on reducing noise and improving contrast to
facilitate detection of underwater objects, rather than
super-resolution. Therefore, when combined with im-
age-based approaches, the current method can com-
plement existing methods, improving the accuracy of
underwater object detection. While the current study
focused on improving the quality of sonar images by
applying methods of improving contrast, edge process-
ing and colorimetric methods, L. Kai (2020) focused on
processing and correcting sonar images suffering from
artefacts and distortions caused by difficult water con-
ditions and the movement of an autonomous under-
water vehicle. This paper uses image analysis meth-
ods and the scale-invariant feature transform (SIFT)
algorithm to detect and compensate for distortions
that occur during shooting. Using this approach can
significantly improve the quality and information con-
tent of sonar images, which is crucial for the accuracy
of underwater object analysis. The methods proposed
in this paper can contribute to more efficient feature
detection, which can potentially improve the use of
algorithms such as SIFT in underwater navigation and
structure analysis tasks. While the present study includ-
ed an overview of morphological operations such as di-
lation and erosion, Z. Zhang et al. (2024) proposed an
algorithm that combines filtering, intensity correction,
and morphological operations to detail images. The
current results were mainly aimed at processing edges
and highlighting contours, while adaptive contrast im-
provement and normalisation of signal intensity helped
to effectively cope with uneven lighting and improve
contrast. Therefore, the current approach is multi-fac-
eted and covers not only detail, but also improving the
overall image quality. Moreover, the semantic segmen-
tation model in the study by D. Yang et al. (2022), based
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on CNN, differs in that it focuses on automating image
analysis. Although no neural networks were used in the
current study, the focus was on manual methods and
pre-processing steps that provided high detail for fur-
ther analysis. Thus, the current results can complement
the mentioned approach, providing an improvement in
the initial data for training models.

On the other hand, X. Wen et al. (2024) proposed an
improved YOLOv7 model using a Swin-Transformer and
a Convolutional Block Attention Module (CBAM) to im-
prove the accuracy of object detection in sonar images.
This approach focuses directly on detection, while cur-
rent research focuses on image pre-processing, in par-
ticular, on improving contrast and highlighting edges.
Since the quality of input images affects the accuracy of
detection models, the proposed methods can serve as a
preparatory stage for more efficient object recognition,
in particular, for models like YOLOv7. Therefore, the re-
sults of the current study complement the approach
of this paper, improving the overall image quality and,
accordingly, the accuracy of subsequent analysis stag-
es. In the current study, uneven lighting correction was
used to control noise, while H. Xia et al. (2024) consid-
ered Criminisi method for reducing striped noise, which
demonstrates high efficiency in preserving textures.
This method consists of using dynamic weights, the
Sobel operator to determine edges, and an optimised
block search process. In the current study, Sobel was
also considered for detecting edges and strengthening
the contours of underwater structures. That is, the cur-
rent results are consistent with the approach of other
study, although they include a simpler and faster way
to detect edges, which allows achieving the desired
image efficiency for specific applications. Additionally,
H. Liu et al. (2025) proposed a method for combining
Forward Looking Sonar (FLS) and SSS data to create a
complete map of the sea floor. The current approach
did not focus on combining images from different so-
nars, but the use of equalisation and intensity normal-
isation can be adapted to pre-process the data before
combining them.

Ultimately, K.S. Basha & A. Nambiar (2024) pro-
posed a new “S3Simulator” dataset created using ad-
vanced simulation technologies to reproduce underwa-
ter conditions and synthesise various sonar images. The
Segment Anything Model (SAM) was used to segment
images of objects, such as ships and planes. However,
in the current study, images were transformed using
HSV conversion to improve contrast and detail, which
aims to improve image quality for further detection
of underwater objects. Although the approaches are
implemented differently, they have complementary
results that can lead to improved accuracy of under-
water image analysis, including both sonar and opti-
cal images. Thus, the study confirmed the effectiveness
of the applied algorithm for improving the quality of
sonar images, in particular, in the context of improv-
ing contrast, detail through edge processing and the
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use of colorimetric methods. The results are consistent
with other studies aimed at reducing noise, improving
contrast, and detailing images for more accurate inter-
pretation of underwater objects. Comparison with other
approaches shows that the processing methods used in
this study provide a high level of image quality in the
early stages of processing, which contributes to effec-
tive subsequent analysis and classification.

CONCLUSIONS

The results of the study included sequencing an algo-
rithm to improve the quality of sonar images, in particu-
lar, to improve contrast and facilitate the interpretation
of sonograms. It was found that the use of intensity nor-
malisation, adaptive contrast enhancement using CLA-
HE, and uneven lighting correction facilitates image
perception. Analysis of image quality metrics showed
that using CLAHE compared to HE provides high-
er PSNR values (particularly for Image 1 - 16.345 vs.
12.943 for HE), SSIM (e.g., 0.779 vs. 0.698 for Image 1),
and significantly lower MSE values (e.g., 1,508.438 vs.
3,301.756 for Image 1), indicating better preservation
of image detail and structure while reducing noise. In
addition, the use of colour models such as HSV provides
a clearer picture of underwater structures, making them
easier to identify and analyse. For its part, edge pro-
cessing has shown high efficiency in pre-processing,
edge selection,and amplification (Canny, Sobel), includ-
ing the use of filtering to reduce noise. In particular, the
GB filter demonstrated efficiency in reducing high-fre-
quency noise and smoothing textures, which positively
affected the quality of input data for further analysis.
Edge amplification using morphological operations and
high-pass filters helped to obtain more detailed images
from underwater objects, which had a positive effect on
the accuracy of their classification. In turn, colorimetric
methods have significantly facilitated the interpreta-
tion of sonars, improved data visualisation, and provid-
ed the ability to adapt them to specific tasks. Analysis
of the ship image when applying HSV showed that the
Value component is the most informative, since it pro-
vides a clear distinction between the object and the
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background, while Saturation increases contrast, but
can simplify the texture. The described steps enabled
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AHoTauiga. MeTot gocnigxkeHHs 6yno NpeacTaBUTU NOCNIAOBHICTb pO3p0OOKM anropuTMy NiaBULLEHHS AKOCTI
306paxeHb, OTPUMAHMX 33 LLONOMOrOK COHapa 60KoBOro ornaay. [lng LOCArHeHHS Li€i MeTU BUKOPUCTOBYBAIUCS
MeToAM MaTeMaTU4YHOi 06pobBKM 306pakeHb, TaKi K MOCUNEHHS KOHTPACTy, 06pobka KpaiB i KONOPUMETPUYHI
mMeToau. Kpoku 419 NOKpaALLEHHS KOHTPACTHOCTI 3006paXKeHHS BKIOYANM HOPMani3auito iHTEHCUBHOCTI CUTHany,
afanTMBHE NMOCWU/EHHS KOHTPACTHOCTI 33 LOMOMOro 0OMeXeHOro KOHTPACTHOrO BMPIBHIOBAHHS FiCTOrpaM i KOpekKLito
HepiBHOMIPHOro OCBiT/IeHHS. [IpoAeMOHCTPOBAHO AiarpaMy CNpsIMOBAHOCTI rigponokaTopa Ta CxeMy HopManisauii
iHTEHCMBHOCTI 306paxeHHs. DinbTp afanTUBHOIO BUPIBHIOBAHHS FiCTOrpamMmn 3 06MeXeHUMM KOHTPacTOM MoKa3as
BMLLi 3HAYEHHS NiKOBOrO BiAHOLWEHHS CUrHAN/WYM Ta iHAEKCY CTPYKTYPHOI NOA4IOHOCTI MOPIBHAHO 3i 3BMYAWHUM
BMPIBHIOBAHHSM riCTOrpamu, WO BKA3YyE Ha Kpalle 306epexeHHs AeTanen, CTpYKTypy 300paXKeHHS Ta 3MEHLLEHHS
wymy. AHani3z 06pobku kpais, 30kpeMa Canny i Sobel, noka3as ix NoTeHLiMHY ePeKTUBHICTb Y NOKPALLEHHI feTanen
NiABOAHUX CTPYKTYp. KpiM TOro, BUKOPUCTAHHS rayCoBOro 3rnafKyBaHHS JO3BOMMAO 3HU3UTU PiBEHb BUCOKOYACTOTHOIO
WwyMy i 3pobuTK TekcTypwm Binbll rnagknumu. B pesynbtarti Binbynocs 3MeHIWeHHS 3€pHUCTOCTI, MAKiCTb KOHTYpiB 0O€KTIB
i 3aranbHe 3rnamkyBaHHs cueHu. Kpim Toro, Ky6ivyHa cniaiH-perpecis nokasana HoOpMasni3oBaHi AaHi 306paXxeHHs.
Y CBO Yepry KONIOPUMETPUYHUIA aHANI3 30CepedKyBaBCs Ha NepeTBOPeHHI 306paXeHb MiX rpagauisamm ciporo Ta
KONIbOPOBMMU NPOCTOPaMM, L0 MOAerwyBano ineHTudikalito nigBoaHux obekTiB i cTpykTyp. Byno HaBedeHo npuknag
koMnoHeHTiB Hue-Saturation-Value, ki Npof,eMOHCTpyBanu pisHMIM BMIMB Ha SKICTb Bi3yanisaLii 306paxeHHs coHapa.
KomnoHeHT Value 3abe3neunB HanMbinblw BUpasHe po3pi3HEHHS MiX 0OEKTOM i GOHOM, ToAi K KOMNOHeHT Hue
6yB HeeeKTUBHUM A9 aHani3y CTPYKTypu. O€AHAHHS 3HaY€eHb | HACMYEHOCTi [03BOAUNO MOKPALLMTHY AeTani3aLito
KoHTypy. ONTMMi3aLis nceBAOKONipHOI ramMu f03BOMMNG aAaNTyBaTV 306paXeHHs Mif pi3Hi 3aBOAHHS, CNpuUsoYmM BinbL
TOYHOMY pO3Ni3HaBaHHIO 00€KTiB. OTPMMaHi pe3ynbTaTi NiATBEPAXKYIOTb AOLINbHICTb BUKOPUCTAHHS NPeaCTaBNeHUX
METOAIB Y LWUIMPOKOMY CMEKTPi NPUKAAAHWX 33434, NOBA3aHMX 3 Bisyani3aLi€lo Ta aHani3oM NigBOAHOMo cepefoBumLLa

KniouoBi cnoBa: 3MiHa KOHTPACTHOCTI; BUAINEHHS KpaiB; KONOPUMETPUYHMI aHaNi3; YCYHEHHS CMOTBOPEHD;
a[anTUBHE 3MMafXKyBaHHA
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Abstract. The objective of this study was to develop approaches for the automated detection of coding errors
through machine learning algorithms.The research examined five primary approaches: classification using decision
trees, sequence analysis with recurrent neural networks, anomaly detection through clustering algorithms, a
generative approach with transformers, and deep learning using convolutional neural networks. Each approach
was evaluated on a five-point scale based on a systematic analysis of advantages and disadvantages, considering
performance metrics. The results included examples of the implementation of these approaches, an analysis
of their strengths and weaknesses, and assessments of their effectiveness. Transformers demonstrated high
accuracy in complex cases, effectively processing large volumes of data and identifying errors in intricate code
structures. This approach received a rating of 5 due to its high accuracy and efficiency in handling large and
complex datasets. Decision tree algorithms, despite their speed and simplicity, had limited effectiveness in large-
scale tasks, particularly for complex software structures. Meanwhile, clustering algorithms proved versatile in
anomaly detection, though their accuracy depended on the correct selection of clustering parameters. These
algorithms received a rating of 3 due to their limited effectiveness in complex tasks and scalability issues. The
approach based on recurrent neural networks showed good results in sequence analysis but was sensitive to
long sequences and the vanishing gradient effect, which reduced its accuracy. Convolutional neural networks
efficiently handled visual representations of code but had limited capability in considering sequence context.
Neural network-based approaches received a rating of 4, as they are effective in specific tasks but have limitations
related to resource consumption and contextual analysis. Thus, the results confirmed that for automated error
detection in large and complex programs, the most effective approach is the use of generative models, such as
transformers, which can process substantial data volumes with high accuracy

Keywords: decision trees; sequence analysis; anomaly detection; generative transformers; clustering and
classification algorithms; neural network applications

INTRODUCTION

Automation of error detection in code is a key aspect of
modern software engineering aimed at improving soft-
ware quality. As code volume and complexity continue
to grow, traditional methods such as manual testing
or static analysis often prove insufficiently effective.
Machine Learning (ML), as a subfield of artificial in-
telligence, offers innovative approaches to data anal-
ysis and processing, enabling the automation of error

detection by analysing the structure, logic, and behav-
iour of code. ML algorithms detect existing errors and
predict potential vulnerabilities, which is particularly
important for ensuring system security. However, tra-
ditional error detection methods often fail to provide
the required accuracy and efficiency due to their limit-
ed capacity to process large and complex systems. This
increases the risk of critical errors going unnoticed,
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potentially leading to software failures or security
breaches. One of the primary challenges is the insuffi-
cient adaptability of existing tools to new types of er-
rors and non-standard architectures. Additionally, mod-
ern systems are often highly complex, making manual
testing difficult. Another pressing issue is integrating
automated approaches into existing development cy-
cles with minimal implementation costs.

The study by A. Yanko et al. (2024) demonstrated
the effectiveness of using ML combined with Soft-
ware-Defined Networking for the automated detection
of low-intensity Distributed Denial-of-Service attacks,
achieving an accuracy of 99.7%. These results highlight
ML’s potential in complex traffic analysis tasks, which is
relevant for improving error detection methods in code.
Researchers PY. Grytsiuk et al.(2023) proposed a method
for error detection and correction in codewords based
on the properties of Fibonacci matrices, particularly
their approximation of the golden ratio. They presented
algorithms for error correction using the solution of Di-
ophantine equations and validation relations. Further-
more, O. Pozharytska & K. Troitskyi (2021) examined
methods for the automated correction of grammatical
errors, particularly models based on syntactic n-grams
and the GECToR architecture. This model proved effec-
tive,achieving an F0.5 score of 66.7%, nearly nine times
higher than the n-gram-based model (7.6%).

Similarly, S. Abed Alsaedi et al. (2023) proposed a
new predictive model for analysing error reports and
forecasting the nature of errors in software develop-
ment systems using an ensemble ML algorithm and
natural language processing. The simulation results
showed that the proposed model achieved higher
accuracy than existing models, with an accuracy of
90.42% without text expansion and 96.72% with ex-
pansion. J. Chen et al. (2024) introduced a novel ap-
proach, LLM4FPM, to improve the accuracy of static
security analysis tools by automating the reduction
of false positives. The LLM4FPM model employs an
advanced graph structure and an algorithm for gath-
ering complete code context, achieving an Fl-score
above 99% and significantly reducing verification costs
by minimising review time. Moreover, N. Kumari et
al. (2024a) explored the potential of automating error
detection using ML and natural language processing.
Their proposed Bug Triage model demonstrated strong
results in categorising and prioritising error reports,
opening new opportunities for enhancing error-han-
dling methods in software development.

Additionally, P. Batchu et al. (2024) investigat-
ed error detection methods in Python programmes,
particularly those related to built-in type errors, and
compared different approaches to error detection in
Python, JavaScript, and C, including static and dynam-
ic analysis, as well as ML- and deep learning-based
methods. S.A. Kumar & B. Prasanna (2024) present-
ed a software error prediction model using ML algo-
rithms (Naive Bayes, Decision Tree, Artificial Neural

Networks). The results showed that these methods
effectively predict errors with high accuracy, outper-
forming other approaches in performance metrics.
Meanwhile, M. Nadim & B. Roy (2022) developed a
feature extraction method based on syntactic pat-
terns of source code to enhance defect detection in
software commits. Their research demonstrated that
the proposed features significantly improve error de-
tection efficiency compared to traditional approaches,
particularly through ML models. Thus, this study fo-
cused on developing error detection methods based
on ML patterns, an aspect not covered in the reviewed
works, which primarily relied on traditional approach-
es without considering these specific characteristics.
The research objectives included creating algorithms
for error detection based on syntactic features, com-
paring the effectiveness of the proposed approaches
with existing methods, and evaluating the results us-
ing practical examples of software code.

MATERIALS AND METHODS

To achieve the research objective, five approaches
to automated error detection in software code were
developed. The first approach involved classification
using decision trees. A scheme for the error detection
process based on a decision tree was designed, and
a simple Python program was written in the Python3
Online Compiler. The code implements a decision tree
model that categorises code samples based on their
characteristics (e.g., number of lines, nesting level,and
variable count) into classes (error-free or erroneous).
The model stores these relationships in a dictionary
during training and determines the corresponding
class for an input sample during prediction. The sec-
ond approach focused on sequence analysis using a
Recurrent Neural Network (RNN). A scheme illustrat-
ing how the RNN model considers code context was
developed. A Python program was implemented to
simulate RNN functionality, using character sequenc-
es represented in the American Standard Code for In-
formation Interchange (ASCII) format. The program is
trained on these sequences, generating predictions
based on RNN logic.

The third approach involved anomaly detection
through clustering algorithms. A scheme for anom-
aly detection was created, including an analysis of
code fragments based on specific metrics. The clus-
tering algorithms K-means and Density-Based Spatial
Clustering of Applications with Noise (DBSCAN) were
implemented to group code based on metric similar-
ity. The algorithm was tested on code samples where
anomalies indicating potential errors were detected. To
demonstrate the method’s application, an example of
its integration into a Continuous Integration/Continu-
ous Delivery (Cl/CD) pipeline was provided. The fourth
approach employed generative analysis using trans-
formers. A scheme was developed to illustrate the use
of a transformer for code analysis and error correction.
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A Python program leveraging a transformer-based lan-
guage model for automatic code correction was imple-
mented. An example was also provided to demonstrate
how this approach could be applied to large-scale soft-
ware systems.

The fifth approach utilised a Convolutional Neu-
ral Network (CNN) for analysing the structural rep-
resentation of code, specifically the Abstract Syntax
Tree (AST). A scheme was designed to depict the se-
quential process of analysing code using AST, after
which the information was fed into the CNN. A simple
Python-based simulation of the model was imple-
mented, enabling the prediction of code errors based
on its structural representation. An example of this
method’s application for analysing large code frag-
ments was provided. To compare these approaches,
a table was created, assessing their advantages and
limitations, including ease of implementation, accura-
¢y, and processing speed. Additionally, each approach
was rated on a five-point scale (where 1 represents
the lowest score and 5 the highest) based on a sys-
tematic evaluation of their strengths and weaknesses,
taking performance metrics into account. This allowed
for conclusions to be drawn regarding their effective-
ness in specific scenarios. A corresponding graph was
also generated to determine the most efficient meth-
ods for various error detection scenarios.

O. Sokol

RESULTS

Automated error detection in code is one of the key
challenges in software engineering, as increasing sys-
tem complexity demands more effective methods to
ensure software correctness. Traditionally, static and
dynamic code analysis methods have been used for this
purpose; however, their effectiveness is limited, par-
ticularly in large, complex projects where the number
of possible errors and their variations is significantly
higher. To address these challenges, ML-based meth-
ods are employed, automating the error detection pro-
cess while improving accuracy and speed. ML enables
models to be trained on large codebases, identifying
patterns that are difficult or impossible to detect using
traditional methods. Specifically, ML algorithms can an-
alyse code patterns to detect errors that may go unno-
ticed by humans and predict potential vulnerabilities in
code, which is crucial for maintaining system security
and stability.

Certain approaches to automated error detection
in code stand out. For instance, classification using de-
cision trees for identifying errors in programs (Fig. 1).
This method relies on analysing code through a deci-
sion tree trained on input data containing code metrics
and an error label (e.g.,0 - no errors, 1 - errors present).
A trained model can classify new code fragments and
indicate their potential erroneousness.

Input Data > Preprocessing > Feature Extraction
/\
Code Metrics Model Training
v
Code Analysis Results < Classification

«— 0

Faulty Code

Error Report

Figure 1. Error detection process using a decision tree

Source: created by the author

The diagram in Figure 1 illustrates the process of
automated error detection in code using a decision
tree. Initially, the code undergoes a preprocessing
stage, where it is cleaned and standardised. Key met-
rics are then extracted and used for both training the
model and conducting detailed analysis. The trained
model, implemented as a decision tree, classifies the
code, determining its status. The classification results
are presented as an error report or a confirmation of
code correctness (Fig. 2). The code implements a sim-
ple decision tree model that establishes a relationship
between code characteristics (number of lines, nesting
level, number of variables) and their respective classes
(error-free or erroneous code). The model stores these
relationships as a dictionary during training and, during
prediction, searches for the corresponding class for the
input sample. If the sample is absent from the training
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data, a default value is returned. The obtained result
indicates that there are no errors (Fig. 3). This classifi-
cation approach using decision trees can be applied for
automatic code analysis in various Integrated Develop-
ment Environments (IDEs), such as Visual Studio Code
or PyCharm. Based on the model’s results, the IDE can
alert developers to potential errors in real time. On the
other hand, sequence analysis using RNN is also a note-
worthy approach,as RNNs are powerful tools for analys-
ing sequential data (Fig. 4). In the context of automated
error detection in code, RNNs can be used to analyse
textual sequences representing code to identify logical
errors or syntax violations. This approach is based on
the RNN’s ability to consider the context of previous
elements in the sequence when processing the current
element. For example, the network can detect incorrect
loop terminations or mismatched brackets in a program.
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class DecisionTree: 1usage
def __init__(self):
self.tree = {}

def fit(self, training_features, training_labels): 1usage
# Creating a decision tree (simple conditions applied)
for i in range(len(training_features)):

self.tree[tuple(training_features[i])] = training_labels[i]

def predict(self, sample): 1usage

# Prediction based on the decision tree

sample_tuple = tuple(sample)

return self.tree.get(sample_tuple, 0) # Default to 0 (no errors)

# Training data

# [lines of code, testing level, number of variables]
features = [[30, 2, 10], [100, 5, se], [25, 1, 5], [se, 3, 20]]
labels = [0, 1, 0, 1] # 0 - no errors, 1 - with errors

# Model creation and training
model = DecisionTree()
model.fit(features, labels)

# New code fragment for testing
new_code_sample = [30, 2, 10]

result = model.predict(new_code_sample)

print("Contains errors?", "Yes" if result == 1 else "No")

Figure 2. Error report or confirmation of code correctness

Source: created by the author

Output:

Contains errors? No

Figure 3. Decision tree model output

Source: created by the author

}_{

Input Code Sequence
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\

’ Syntax Analysis ‘
[

] Preprocessing ‘

I 1

’ Error Checking

Code Structure
l Normalisation

Embedding Layer
[

’ RNN Processing ‘

’ Contextual Representation
I

|
|
’ RNN Processing ‘
|

I
] Output

Figure 4. Code analysis process using RNN

Source: created by the author

The diagram in Figure 4 illustrates the multi-level
processing of input code, where each stage improves
data quality or adds new information necessary for ac-
curate error detection. An example implementation of
a sequence analysis algorithm simulating RNN logic is
shown in Figure 5. Each character of the code is con-
verted into a numerical token using a simple mapping
(ASCII module). The sequence is trimmed or padded to a
fixed length. A weight-based state update is calculated
for each token, with the state constrained within Llimits

(modulo 100). If the final state exceeds a threshold (50),
the code is marked as erroneous. The result shows that
the first code fragment contains no errors, while the
second one indicates a potential error (Fig. 6).

This approach can be integrated into modern code
analysis systems, such as static analysis tools or IDE
plugins. For instance, an IDE-integrated mechanism
using RNN enables real-time verification of new lines
of code, alerting developers to potential syntax errors,
mismatched brackets, or other logic-related issues. This
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class RNNModel:
def

1usage

__init__(self, vocab_size, sequence_length):
vocab_size

a _length = seq _length
self.weights = [0.1] * sequence_length # Initialize weights
self.state = 0 #

self.vocab_size =
self.

Initialize RNN state

def preprocess(self, code): 1usage
# Map characters to integer tokens

return [ord(char) % self.vocab_size for char in code[:self.sequence_length]]

def rnn_step(self, token, weight): 1usage

# Update state using token and weight

self.state += token * weight

if self.state > 50: # Error if state exceeds threshold
return 1

return ©

def predict(self, code): 1usage
self.state = 0 # Reset state for each prediction
sequence = self.preprocess(code)
for i, token in enumerate(sequence):
if self.rnn_step(token, self.weights[i]) == 1:
return 1

return ©

# Initialize the model

vocab_size_input = 128 # ASCII character space
sequence_length_input = 20

model = RNNModel(vocab_size_input, sequence_length_input)

# Example code samples
code_samples = [

"for (i = 0; i < 10; i++) { print(i); }", # Correct code
"while (true { doSomething(); }" # Code with syntax error

]

# Predict errors
for i, input_code in enumerate(code_samples):
result = model.predict(input_code)

print(f"Code {i+1} contains errors?", "Yes" if result == 1 else "No")

Figure 5. Example implementation of a sequence analysys algorithm simulating RNN logic
Source: created by the author

Output:

Code 1 contains errors? No
Code 2 contains errors? Yes

Figure 6. Sequence analysis algorithm output
Source: created by the author

significantly reduces the risk of introducing critical er-
rors and enhances team efficiency.

Another important approach is anomaly detection
using clustering algorithms, which is effective for iden-
tifying potential errors, particularly those that do not

conform to the overall code structure or style (Fig. 7).
Clustering algorithms, such as K-means and DBSCAN,
allow for grouping similar code fragments based on
their metrics and identifying fragments that signifi-
cantly deviate from the rest.

’ Feature Extraction (Code Metrics)

H

Normalise Features (Scaling) ‘

[

[

’ Distance Matrix Calculation

H

Apply Clustering (K-means/DBSCAN) ‘

[

[

’ Cluster Labels

H

Anomaly Detection (Identify Outliers) ‘

[

’ Generate Anomaly Report ‘

Figure 7. Anomaly detection process using clustering

Source: created by the author
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The diagram in Figure 7 describes the anomaly de-
tection process in code: metric extraction, data normal-
isation, distance matrix computation, clustering, iden-
tification of anomalous fragments, and generation of a
report for developers (Fig. 8).

The program analyses code fragments based on
metrics using two clustering algorithms: K-means and

DBSCAN. K-means groups data into two clusters, and
the deviation of fragments from the cluster centre is
used to identify anomalies. DBSCAN classifies frag-
ments by detecting dense groups and marking outliers
as anomalies. As a result, clustering algorithms deter-
mine specific indices indicating that these fragments
significantly differ in terms of metrics (Fig. 9).

from sklearn.cluster import KMeans, DBSCAN
import numpy as np

# Code metrics: [lines of code, testing level, number of variables]
code_metrics = np.array([

[30, 2, 10], # Normal fragment

[se, 3, 151, # Normal fragment

[100, S, 401, # Anomalous fragment

[25, 1, 5], # Normal fragment

[80, 4, 361, # Anomalous fragment

[10, 0, 8] # Clear anomaly
D]

# K-means clustering

kmeans = KMeans(n_clusters=2, random_state=0)
kmeans.fit(code_metrics)

labels_kmeans = kmeans.labels_

centers = kmeans.cluster_centers_

# Detecting anomalies
threshold = SO # Threshold for anomaly detection (distance from cluster center)
anomalies_kmeans = []
for i, point in enumerate(code_metrics):
if np.linalg.norm(point - centers[labels_kmeans[i]]) > threshold:
anomalies_kmeans.append(i)

# DBSCAN clustering
dbscan = DBSCAN(eps=50, min_samples=2)
labels_dbscan = dbscan.fit_predict(code_metrics)

anomalies_dbscan = [i for i, label in enumerate(labels_dbscan) if label == -1]
# Results
print("Anomalies detected by KMeans:", anomalies_kmeans)

print("Anomalies detected by DBSCAN:", anomalies_dbscan)

Figure 8. Example implementation of anomaly detection algorithm
Source: created by the author

Output:

Anomalies detected by K-means: [1]
Anomalies detected by DBSCAN: [1, 4]

Figure 9. Anomaly detection algorithm output

Source: created by the author

Thus, the considered approach can be used in
Continuous Integration/Continuous Delivery (Cl/CD)
systems for automatic analysis of new changes in a
code repository. The system can alert developers to
suspicious code fragments that deviate from estab-
lished standards. This enables early detection of po-
tential errors, improving code quality and reducing
future debugging costs.

Attention should also be given to the generative
approach using transformers (Fig. 10). Transformer-

based generative models, such as ChatGPT, demon-
strate significant potential in code analysis tasks. Due
to their architecture, which accounts for global con-
text, these models can not only identify errors but also
suggest possible corrections. This approach involves
using large language models trained on extensive da-
tasets that include both text and programming code.
These models can analyse input code, predict subse-
quent elements or lines, and generate corrections for
identified errors.
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’ Input Code Snip H
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Pre-trained Model ‘

[

’ Suggested Solution H

Code Correction

%Aﬁ

Error Identification |

Figure 10. Using a transformer for code analysis and correction

Source: created by the author

The diagram in Figure 10 illustrates how a code
fragment is first tokenised and then analysed using
a pre-trained transformer model. The model detects
potential errors and subsequently generates correc-
tions, which are outputted as a suggested version
of the correct code (Fig. 11). The program utilises a

def analyze_and_fix_code(code):

transformer-based model for the automatic detection
and correction of errors in code. It receives erroneous
code as input and generates a suggestion for its cor-
rection. The result is corrected code that conforms to
Python syntax standards, enhancing the accuracy and
efficiency of the development process (Fig. 12).

1 usage

wan

Analyzes Python code and fixes common errors.
i
if "(" in code and ")" not in code:
# We add a closing bracket if it is missing
code += ")"
if "def" in code and "def:" not in code:
# Add a colon after the function title
code = code.replace("def", "def:")
if "return" in code and "result" not in code:
# We add a variable to the return statement
code = code.replace("return", "return result")

return code

# Input code with errors
code_with_error = """
def calculate_area(radius)
pi = 3.14159
area = pi * radius ** 2

return area

nwnn

# Call the analysis and correction function
corrected_code = analyze_and_fix_code(code_with_error

# Output of corrected code
print("0Original Code:\n", code_with_error)
print("\nCorrected Code:\n", corrected_code)

Figure 11. Example of using a language model for code correction
Source: created by the author

Output:

Original Code:

def calculate_area(radius)
pi = 3.14159
area = pi * radius ** 2
return

Corrected Code:

def: calculate_area(radius)
pi = 3.14159
area = pi * radius ** 2
return result

Figure 12. Result of the language model for code correction
Source: created by the author
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This approach can be integrated into IDEs or auto-
mated testing systems, where it can assist developers in
correcting code errors in real time. For instance, when
writing functions or classes, the transformer model can
automatically detect syntactic errors, suggest correc-
tions, and even automatically adjust the code before
compilation or testing. This significantly reduces the
likelihood of errors, improves team efficiency, and ac-
celerates the software development process.

Additionally, deep learning using CNN should be
considered (Fig. 13). This approach leverages CNN
capabilities for detecting errors in the structural rep-
resentation of code. Instead of analysing code at the
textual level, it focuses on its structural representation,

enabling the detection of complex errors related to
logic or code organisation, such as improper function
interactions or misplacement of code elements. CNNs
effectively process such structural representations due
to their ability to identify significant patterns in data
with 2D or multidimensional structures.

AST or dependency graph data initially undergo
normalisation and structural feature extraction. Then,
CNN processes this data, performing convolution-
al analysis with multi-scale pooling. The results are
passed to fully connected layers and used to generate
final predictions. In addition to the main flow, residual
learning techniques are applied to improve accuracy
(Fig. 14).

’ Input: Code in AST/Dependency Graph Format ‘
I

[

[

’ Preprocessing: Normalisation ‘

’ Feature Extraction:Structural Patterns ‘

[

|

’ Convolutional Layers ‘

Multi-Scale Pooling ‘

|

Dense Layers ‘
\

’ Residual Learning

’ Error Detection Prediction ‘

Figure 13. Sequential process of analysing the structural representation of code

Source: created by the author

# Simulate a simple CNN-1ike process
def simple_cnn_model(input_matrix):
# Step 1:
conv_output = np.array([
[np.sum(input_matrix[6]1)],
[np.sum(input_matrix[1]1)],
[np.sum(input_matrix[2])]

1

1 usage

Apply a convolution-1ike operation (simplified)

# Step 2: Apply a max-pooling-like operation

pooled_output = np.max(conv_output)

# Step 3: Flatten and apply dense layers (simplified calculations)

dense_output = pooled_output * 0.5

final_output = np.array([dense_output, 1 - dense_output])

return final_output

# Simulated input

X_input = ast_example

# Simulated dense layer

# Simulated softmax

# Predict using the simple CNN-1ike process

prediction = simple_cnn_model(x_input)

predicted_class = np.argmax(prediction)

print("Prediction (0: Error, 1: No Error):", predicted_class)

Figure 14. Example of model emulation and prediction

Source: created by the author

This program emulates the steps typically per-
formed by CNNs. Input data in the form of AST is passed
through a sequence of operations: convolution, pooling,

and “pseudo-dense layers”. Based on AST data, the pro-
gram returns a prediction of “1” (no errors), indicating the
absence of structural errors in the given code (Fig. 15).
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Output:
Prediction (@: Error, 1: No Error): ©

Figure 15. Result of the model and prediction
Source: created by the author

This approach can be applied to the automated
detection of structural errors in large projects where it
is necessary to quickly analyse relationships between
different code elements, such as functions, variables,

O. Sokol

and loops. For example, when checking code for vul-
nerabilities or inefficient resource usage, this ap-
proach can be applied to structural code representa-
tions (AST or dependency graphs) to detect inefficient
or unsafe patterns that are difficult to identify using
simple static analysis methods. However, the choice of
a specific approach depends on the task context and
requirements for accuracy, implementation complex-
ity, processing speed, and the scale of the analysed
code (Table 1).

Table 1. Comparison of approaches for automated error detection in code

Approach Benefits

Limitations Rating

Easy interpretation of results

Less effective for complex data

Decision Tree Classification

Low computational costs

structures 3

Suitable for small datasets

Limited scalability

Sequence Analysis using RNN as program logic

Suitable for analysing sequences, such

Sensitivity to long sequences (vanishing
gradient effect) 4

Ability to consider context

High resource requirements

Anomaly Detection via errors

Detection of unknown or new types of

Complexity in selecting the optimal
clustering algorithm 3

Clustering

Independence from labelled data

Does not always ensure high accuracy

Generative Approach using volumes of data

High accuracy due to analysis of large

Requires a large amount of training data

Transformers

Suitable for complex code structures

High resource requirements

Deep Learning using CNN representations

Effective for analysing code as visual

Limited ability to consider sequence
context 4

High processing speed

Requires large datasets

Source: created by the author

Thus, each approach has its strengths and weak-
nesses. The assigned rating (from 1 to 5) allows for an
understanding of their advantages and disadvantages
in the context of automated error detection in code
(Fig. 16). The generative approach using transformers
receives the highest rating (5 points) due to its ability
to provide high accuracy and efficiency in working with
large and complex data, although it has high resource

6_

requirements. Sequence analysis with RNNs and deep
learning with CNNs received ratings of 4, as these ap-
proaches are effective for specific tasks but also have
limitations related to resources and contextual anal-
ysis. Decision tree classification and clustering algo-
rithms have the lowest ratings (3 points) because they
are suitable for simple tasks but have limited efficiency
and scalability.

Figure 16. Evaluation of approaches for automated error detection

Source: created by the author
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Overall, the reviewed approaches enable the auto-
mation of error detection in code with varying levels
of accuracy and efficiency. The optimal method choice
depends on the task’s specifics, available resources, and
result requirements. Considering modern trends, the
use of generative models (particularly transformers)
has the greatest potential due to their ability to analyse
complex structures and large data volumes.

DISCUSSION

The obtained results demonstrated that ML algorithms
exhibit high accuracy in detecting errors in code, espe-
cially when working with large datasets and complex
structures, due to their ability to analyse context and
effectively handle intricate dependencies. Similarly, in
the study by M. Shah et al. (2023), error detection in
code using ML algorithms was analysed. However, the
present study considered more diverse approaches, in-
cluding classification, neural networks, clustering, and
transformers, and also compared their effectiveness.
While the aforementioned study focused on numerical
parameters for model training and showed improve-
ments in precision and recall for code written in C, the
present research provided a broader analysis of differ-
ent methods with implementation examples in Python,
along with assessments and their advantages.

In the study by P. Chatterjee & A. Das (2023), ML
algorithms such as Random Forest, Support Vector Ma-
chines, and neural networks were used to predict soft-
ware defects,whereas the present study covered a wider
range of approaches, including classification, clustering,
and transformers. The findings of the referenced study
confirm the conclusions of the present research, as
they demonstrate that ML algorithms can significant-
ly outperform traditional methods in terms of defect
prediction accuracy, thereby improving error detection
in program code. Regarding the study by P.S. Nouwou
Mindom et al. (2024), which examined learning tech-
niques for error localisation under variable data condi-
tions, such an approach is tailored to specific unstable
environments. In contrast, the present study focused on
more general methods for error detection in code with-
out emphasising variable environments, making these
methods applicable to a wider range of tasks, including
stable environments with fixed data.

Furthermore, the results of this study demon-
strated the high efficiency of automation approaches
in detecting software errors, particularly due to their
accuracy and speed of prediction. Meanwhile, the work
of M. Symala Sai Sree et al. (2024) showed that the
Nature-Based Prediction Model of Bug Reports, which
utilises ensemble methods and algorithms such as ge-
netic algorithms, particle swarm optimisation, and ant
colony optimisation, outperforms traditional methods
in prediction accuracy. The present study confirms the
findings of that research but demonstrates that other
approaches can be equally effective with minimal re-
source requirements. Additionally, the current results

showed high accuracy in error detection using a gen-
erative approach with transformers, which efficiently
handles large datasets and complex structures. Com-
pared to the study by K. Kodamasimham et al. (2024),
which also employed generative artificial intelligence,
the present approach offers advantages in accura-
cy and speed with lower computational resource de-
mands, making this method more stable and less prone
to ethical concerns.

While the study by A. Solitto Da Silva et al. (2023)
used ontologies to detect errors in C# code, the present
research employed various ML algorithms in Python,
focusing on automating error detection. This provides
greater flexibility when working with large datasets.
Moreover, the study by L.T. Yi (2024) used the super-
vised ML algorithm Gaussian Processes for Java pro-
grams. However, the present research applied a broader
range of ML methods for error detection in code, al-
lowing for adaptability to different tasks and program-
ming languages. Unlike the study by S. Himashree et
al. (2024), which applied eXtreme Gradient Boosting
for detecting undesirable parameters in clinical trials,
the present approach was tailored specifically to error
detection in programs. Nevertheless, the approaches of
this study can be adapted to various fields, including
not only the clinical domain but also other industries
where automated analysis of large datasets and anom-
aly detection are crucial.

Whereas the study by P. Chakraborty et al. (2024)
proposed reinforcement learning methods for error lo-
calisation in code, the present research focused on ap-
plying ML methods for error detection. The approach in
the referenced study was centred on error localisation
with direct metric optimisation, which can be useful in
specific cases where precise determination of error lo-
cation is required. However, the present approach pro-
vides greater flexibility in handling different types of
errors, covering more aspects of the detection process.
The study by S. Wang et al. (2024) focused on detecting
errors in register-transfer-level code using a neural net-
work, which operates only in highly specialised fields
such as chip design. Therefore, the current results are
more universal for various software projects. Addition-
ally, in the research by M. Kumari et al. (2024b), a combi-
nation of entropy and ML algorithms was applied for bug
prioritisation, which is similar to the present approach.
However, this study not only focused on error predic-
tion but also on their resolution, improving program-
mers’ efficiency and reducing defect correction time.

This study demonstrated outstanding results in
automated error detection in code using ML methods,
allowing efficient processing of large datasets and
identifying various types of errors. This provides great-
er flexibility and accuracy compared to traditional stat-
ic tools, such as those in the study by N.S. Harzevili et
al. (2023), where static tools detected only 0.01% of
errors, highlighting the limited effectiveness of such
methods in complex ML systems.
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On the other hand, in the work of T. Aladics et
al. (2021), the use of abstract syntax trees and the
Doc2Vec algorithm was proposed to create vector rep-
resentations of code, which improved error prediction
accuracy beyond methods relying solely on code met-
rics. The present research complements this approach
as it not only aids in prediction but also eliminates
errors, making the process more comprehensive and
adaptable to various tasks. Similarly, the study by L. Re-
hman et al. (2023) used statistical features for error
detection, with ensemble models and neural networks
showing high accuracy. In this regard, the present study
confirms the effectiveness of existing models and pro-
poses a more universal solution that integrates both
error detection and correction.

The present study considered five approaches to
error detection, allowing for the selection of the most
effective method depending on the task. While the au-
thors Z. Li et al. (2023) used only one approach — WELL,
based on weakly supervised learning, which showed
good results in error localisation - the present study is
more flexible and covered multiple methods, enabling
better adaptation to different error types. Regarding the
work of K. Sarawan et al. (2023), their research demon-
strated the effectiveness of Logistic Regression for clas-
sifying errors by severity and Long Short-Term Memory
for specific datasets. However, the present study offers
greater versatility and better accounts for error specif-
ics, providing a comprehensive solution for error detec-
tion and resolution in code.

This study focused on using ML for automated soft-
ware error detection. In contrast, in the work of F. Fazal
& C. Farook (2024), where the ExtralreesClassifier al-
gorithm achieved the highest accuracy in depression
detection in textual data, a method tailored to text
analysis was used. Therefore, the results of the refer-
enced study are not directly related to software error
detection, but they demonstrate the effectiveness of ML
algorithms for classification, partially confirming the
potential of such methods for various tasks. As for the
study by W. Albattah & M. Alzahrani (2024), where Long
Short-Term Memory exhibited high accuracy in predict-
ing software bugs, the current results confirmed the
effectiveness of similar approaches. However, unlike
the referenced study, which focused on a single meth-
od, the conducted research proposed several different
approaches, allowing for a more tailored solution for
various error types.

Overall, the obtained results confirm that modern
ML methods have great potential for automating er-
ror detection in code, particularly due to their ability
to work with large and complex datasets. This enables
high accuracy and speed in error prediction, represent-
ing a significant advancement over traditional methods.
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CONCLUSIONS

The research results demonstrated the high effective-
ness of applying (ML) for automated error detection in
code, particularly when working with large and com-
plex data. Classification using decision trees yielded
good results when analysing smaller datasets, where
straightforward result interpretation and processing
speed are crucial. However, this approach has limited
efficiency when handling complex structures and large
data volumes. Sequence analysis using recurrent neu-
ral networks (RNNs) proved effective in tasks requiring
contextual and sequential dependencies, particularly
for analysing program logic. However, these methods
were sensitive to the vanishing gradient effect when
processing long sequences, reducing their effectiveness
in certain cases. In turn, clustering algorithms were
useful for anomaly detection in code, especially when
identifying new or previously unknown error types.
However, these methods require well-tuned parameters
and do not always achieve high accuracy, particularly in
complex scenarios. A generative approach using trans-
formers showed the best results in tasks involving large
data volumes and complex code structures. This meth-
od effectively processes substantial amounts of infor-
mation but requires significant computational resourc-
es for training and application. Moreover, deep learning
with convolutional neural networks (CNNs) demon-
strated good efficiency in code visualisation tasks but
had limited capability in capturing sequential context.

Recommendations for further research include im-
proving the efficiency of transformers through the in-
tegration of new architectures and methods to reduce
computational costs, as well as developing approaches
for automated error localisation to enhance accuracy
and convenience in defect correction. Additionally, fur-
ther exploration of methods for optimising classical
algorithms is advisable to improve their efficiency in
more complex cases.

A limitation of the study is that the examined meth-
ods have varying computational requirements, which
may restrict their application in real-world environ-
ments with limited resources. Furthermore, the limited
amount of test data for specific methods prevents a de-
finitive determination of the best approach for all types
of code errors.
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ABTOMaTH3aLifN BUABNEHHS MOMUIOK Yy KOAi 32 AONOMOro0 MalMHHOIO HaBYaHHA

Onena Cokon

Marictp

KuiBcbkuit HauioHanbHWi yHiBepcuTeT iMeHi Tapaca LesueHka
01033, Byn. Bonogumupceka, 60, M. Kuis, YkpaiHa
https://orcid.org/0009-0005-5160-460X

AHoTauig. MeTta poboTu nongrana B po3pobui Niaxomis A0 aBTOMaTU30BAHOIO BUSBNAEHHS MOMUIIOK Y KOAi WSIXOM
BMKOPUCTAHHA aNrOPUTMIB MalIMHHOrO HaB4yaHHga (ML). Y pocnifXeHHi po3rnsHyTo N'aTb OCHOBHUX NiAXOAIB:
Knacudikauis 3a 4ONOMOroK AepeB pilleHb, aHaNi3 NoCNiA0BHOCTEN 3 BUKOPUCTAHHAM PEKYPEHTHUX HEMPOHHUX
MepexX, NMOoLWYK aHOManii Yepes anropuMTMu Knactepusadii, reHepaTMBHUIA Nipxig 3 TpaHcdopMmepaMm Ta rmuboke
HaBYaHHSA 3 BUKOPUCTAHHAM 3ropTKOBUX HEMPOHHUX MepeX. [119 KOXHOro nigxony npoBefeHo OUiHIOBaHHS 3a
n'aTM6aNnbHOLO LWKaNok, ke 6a3yBanocs Ha CMCTEMATUYHOMY BUBYEHHI NepeBar i HeoiKiB, 3 ypaxyBaHHAM NMOKa3HUKIB
BMKOHAHHS. Pe3ynstati BKAKOUAKTh NPUKAAAM peanisauii umx nigxonis, aHania nepesar 1a HEAO0AIKIB, @ TAKOX OLiHKK
ix edbekTMBHOCTI. TpaHchopMepHu NPOAEMOHCTPYBANM BUCOKY TOUHICTb Y CKNaAHWUX BUNadKax, edekTMBHO 06pobnsioum
BENWKI 06CArM faHMX | BUSBASKOYM NOMUIKM B CKNALHMUX CTPYKTYpax Kody. Llei nipxin otpumas ouinky 5 6anis 3aBasku
CBOIiM 34aTHOCTI 4O BUCOKOT TOYHOCTi Ta e(heKTUBHOCTI B poDOTi 3 BENMKUMM | CKNAAHUMU AaHUMKU. ATTOPUTMU AepEB
pilleHb, HE3BAXaUM Ha CBOIO LWBMAKICTb i NPOCTOTY, Mann obMexeHy edeKTUBHICTb ¥ MacwTabHMX 334a4ax, 0cobnnBeo
019 CKNAgHUX NpOrpaMHUX CTPYKTyp. B TOM e yac, anropuTMmn Knactepmsauii nokasanu CBOK YHIBEPCANBHICTb Y
BUSIB/IEHHI aHOManii, 0fHaK iX TOUHICTb 3a1exana Bif NpaBuAbHOCTI BUOOPY NapameTpis knactepu3adii. LLi anroputmu
OTPUMANM OLUIHKK 3 Banu yepe3 obMexeHy eheKTUBHICTb Y CKIAAHMX 334a4ax Ta Npobnemu 3 MacwTaboBaHicTio. B
CBOIO Yepry, Niaxia Ha OCHOBI PeKYpPEHTHUX HEMPOHHUX MepeX NPOAEMOHCTPYBAaB XOPOLUi pe3ynbTaTh Npu aHanisi
NnocnifoBHOCTEW, ane ByB YyTNMBUIA 4O OOBIMX NOCNILOBHOCTEN Ta ePEKTY 3HUKAHHS TPAfiEHTA, WO 3HWXKYBANIO MOro
TOYHICTb. 3ropTKOBi HEMPOHHI MepeXxi epeKTUBHO NpaLtoBany 3 BiyalbHUMU penpeseHTaLiaMu Koay, ane Manu
obMexeHy 34aTHICTb 4,0 BPaxyBaHHS KOHTEKCTY NOCNiA0BHOCTEN. [1iAX0AM Ha OCHOBI HEAPOHHUX MEpPEX OTpUManu
OLiHKM 4 Banu, ocKinbkn edekTUBHI B cneuudivyHMX 3a4a4ax, aie MaoTb 0OMEXeHHS, NOBM3aHi 3 pecypcamu Ta
KOHTEKCTYaNlbHUM aHanNi30M. TakMM YMHOM, pe3ynsTati NiATBEPAMAN, WO 419 aBTOMATU30BAHOIO BUSBNEHHS MOMUNOK
Y BEJIMKMX | CKNAaAHMX NporpaMax Hambinblw edeKTMBHUM € BUKOPUCTAHHS reHEpPAaTUBHUX MoAenen, Takux siK
TpaHchopMepw, WO 34aTHI 06pobAATM 3HAUHI 06CATM AaHUX 3 BUCOKOH TOUHICTHO

Kntouosi cnosa: aepeBa pilleHb; aHani3 Nnocnifo0BHOCTEW; NOWYK aHOManii; reHepaTUBHI TpaHChOpMepU; anropuTMu
Knactepusauii Ta knacudikauii; BUKOPUCTaHHS HEMPOHHUX Mepex
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Abstract. In the contemporary cybersecurity landscape, where the rapid growth in the quantity and complexity of
threats has undermined the effectiveness of traditional rule- and signature-based detection methods, an urgent
need has emerged for automated cyber threat analysis systems employing large language models. The objective
of this study was to investigate the capabilities of large language models for automated cyber threat analysis, risk
assessment, and improving incident response efficiency in corporate environments. To achieve this goal, machine
learning and natural language processing techniques were employed, particularly the adaptation of large language
models for threat classification, risk-level evaluation, and anomaly detection. A system was developed to analyse
incoming and outgoing email communications, which during testing automatically identified phishing attacks and
social engineering techniques, assigned risk scores to messages, and quarantined those exceeding a predefined
threshold (e.g., 0.8) for further inspection. The system analysed a dataset of 100,000 emails, of which 70% were
legitimate communications and 30% were phishing attacks. Additionally, real-time analysis of data streams from
corporate logs and external sources enabled the detection of potential cyber incidents with an accuracy of up to
94%, while reducing the false-positive rate to 6.5%. The obtained results confirmed the efficacy of large language
models, which achieved a threat classification accuracy of up to 97% with an F1-score of 95% and reduced incident
response times by 30-40%. These findings can be leveraged by other researchers to refine phishing detection
techniques, reduce false positives in corporate security systems, and integrate machine learning models with
diverse data sources, including SIEM systems and external cybersecurity resources

Keywords: natural language processing; machine learning for security; phishing attack detection; anomaly
detection; deep learning in cybersecurity; neural networks for security; cyber threat intelligence

INTRODUCTION

The advancement of digital technologies and the in-
creasing volume of transmitted data have led to a
rise in the sophistication of cyber threats, complicat-
ing their timely detection and mitigation. Cyberattacks
have become increasingly dynamic, employing mod-
ern evasion techniques to bypass traditional defence
mechanisms, such as signature analysis and static
detection rules, and are increasingly targeting critical
systems. Conventional threat analysis approaches, re-
liant on signature-based detection or static rule sets,

demonstrate limited effectiveness against novel and
modified attacks. Modern threats - such as phishing
campaigns, social engineering, and malware-based
attacks - often evade standard security tools due to
their inability to analyse contextual cues and adapt to
emerging threats in real time.

For instance, S. Jamal & H. Wimmer (2023) em-
phasised in their research that applying transform-
er-based models for phishing detection in corpo-
rate email communications significantly improves
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classificationaccuracyandreducesthe number of missed
attacks. O. Cherqi et al. (2023) proposed a methodolo-
gy combining generative adversarial networks (GANSs)
and contrastive learning to better identify complex and
rare attack types undetected by traditional methods.
Consequently, there is a pressing need for intelligent
cyber threat analysis methods capable of rapidly and
accurately identifying suspicious activity across diverse
data sources. One promising solution lies in the appli-
cation of large language models (LLMs), which possess
advanced capabilities in natural language processing
(NLP), textual data analysis, and uncovering hidden pat-
terns in large datasets. The use of LLMs in cybersecu-
rity opens new avenues for automating threat analysis
processes, including monitoring corporate communi-
cations for phishing attempts, analysing web content
for potentially malicious resources, and aggregat-
ing threat intelligence from open and closed sources.

In the work of K. Singh et al. (2022), the potential
of NLP techniques combined with machine learning al-
gorithms was explored for detecting vulnerabilities in
documentation and source code. The study found that
integrating these methods not only identified obvious
errors but also successfully flagged potential threats
arising from inaccuracies in textual descriptions. The
results confirmed the efficacy of this approach in
threat analysis, enhancing the security of corporate
information systems. A systematic review by Y. Ghola-
mi (2024) examined the prospects of leveraging LLMs
for detecting latent threat patterns. It was noted that
LLMs’ capacity for deep contextual analysis enabled the
identification of both explicit malicious indicators and
subtle patterns often overlooked by traditional signa-
ture-based methods. Additionally, the analysis of heter-
ogeneous data sources facilitated the early detection of
emerging cyber threats.

The study by L. Rybalchenko & S.Ohrimenco (2024)
evaluated the applicability of LLMs and other machine
learning algorithms in large enterprises. It highlight-
ed that the effectiveness of baseline models was con-
strained by insufficient adaptation to specific corporate
cybersecurity requirements. The findings underscored
the necessity for further optimisation, domain-specif-
ic data integration, and transfer learning techniques
to reduce false positives and improve threat detection
accuracy. In the work of O.P. Podvysotska & S.0. No-
sok (2024), machine learning algorithms were applied
to network traffic analysis. The study demonstrated that
combining structural and semantic analysis enabled
timely diagnosis of potential threats and provided ac-
tionable response recommendations. The results indi-
cated the feasibility of integrating such methods into
security information and event management (SIEM)
systems to enhance their efficacy.

In the study by V.B. Mokin & M.G. Pradivlian-
nyi (2024), innovative approaches to developing
self-learning cybersecurity systems were examined
through the integration of machine learning, data
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mining, and the “Artificial Intelligence of Things” (AloT)
concept. It was established that combining AloT with
LLMs enabled the timely detection of novel cyberattack
types and enhanced system resilience against evolving
adversarial tactics. However, the study also emphasised
that achieving maximum efficacy required addressing
challenges such as energy consumption, computational
resource scalability, and the development of additional
safeguards against adversarial attacks.

A. Partyka et al. (2024) focused on analysing cyber-
crime, particularly ransomware attacks, using Al mod-
els. The study demonstrated that applying these tech-
nologies enabled deep data analysis for early detection
of ransomware attack signatures. The findings indicat-
ed that integrating such approaches reduced incident
response times, automated decision-making processes,
and significantly improved the security management of
critical infrastructures. The objective of this study was
to investigate the capabilities of modern LLMs in per-
forming automated real-time cyber threat analysis and
assess their practical efficacy when integrated into cor-
porate security systems.

MATERIALS AND METHODS

The study employed a simulated large-scale organisa-
tional infrastructure with a typical corporate network
architecture. Testing was conducted in the AWS Cloud,
and pre-trained LLMs were accessed via REST API. To
ensure representativeness, all data channels (email
communications, network logs, user behaviour data)
were configured to replicate the workload of a large
enterprise with approximately 2,500 workstations, in-
cluding 2,000 concurrently active users and 500 ad-
ditional technical and service accounts. This approach
provided a realistic corporate environment for effective
cyber threat analysis.

To test the hypothesis that LLMs can detect phish-
ing emails, a dataset of 100,000 emails was compiled.
Approximately 70% comprised legitimate business
communications, while the remaining 30% contained
various phishing scenarios. This distribution simulated
real-world conditions, where genuine threats are out-
numbered by legitimate traffic. Raw data were cleansed
of duplicates, technical headers, and mislabelled en-
tries, then normalised into a unified text structure. To
verify email categorisation as “malicious” or “benign’,
samples were generated using Python scripts and
open-source LLMs. Phishing examples were divid-
ed into two categories: (1) simple variants (credential
harvesting via spoofed links); and (2) advanced social
engineering scenarios (executive impersonation, fake
newsletters, etc.). The dataset was split into training
and test sets, maintaining a similar ratio of benign to
malicious samples.

Multiple threat identification approaches were
employed to evaluate their responsiveness to novel
and modified attacks. Signature-based analysis, clas-
sical machine learning, and LLMs were selected as
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they best reflect contemporary trends in corporate se-
curity systems. The first approach considered was sig-
nature-based detection, which relied on predefined
patterns and keywords. This method required minimal
computational resources and ensured rapid execu-
tion; however, it proved vulnerable to novel formula-
tions and evasion techniques. The second approach
involved classical machine learning algorithms (logis-
tic regression and support vector machines), which
provided better generalisation capabilities compared
to signature-based methods. These algorithms oper-
ated on a set of vectorised features derived from real
emails containing both phishing examples and legiti-
mate communications. While this approach required a
well-labelled dataset, it enabled the detection of pre-
viously unknown threats by identifying patterns within
textual data. The third toolset comprised LLMs, notably
GPT-2, GPT-3, and a specially fine-tuned version of
GPT-4. These models were employed for in-depth con-
textual analysis of emails, owing to their ability to de-
tect even subtle deviations in style, vocabulary, and
hidden indicators of social engineering. To enhance
the relevance and accuracy of threat detection within
a specific environment, LLMs were additionally supple-
mented with internal corporate data (real email corre-
spondences, security policies).

For model generalisability assessment, 70% of the
dataset (legitimate emails) served as training data,
while 30% (malicious emails) formed the test set. Train-
ing samples maintained the original dataset’s phish-
ing-to-benign ratio. Signature-based methods used
manually defined keywords, classical ML models trained
on vectorised features,and LLMs underwent fine-tuning
on internal corporate data to capture enterprise-spe-
cific linguistic patterns. Post-training, each algorithm
was evaluated on unseen test data to avoid overfitting
and objectively assess detection accuracy. Performance
metrics included precision, recall, and F1-score, ensur-
ing a balance between threat detection (minimising
missed attacks) and false-positive reduction (avoiding
misclassification of benign emails). Computations were
performed on an Intel Xeon server with AWS accelera-
tion for efficient large-scale data processing.

Concurrently, models were tested in network ac-
tivity monitoring. Data sources included firewall, proxy,
and authentication server logs aggregated by SIEM sys-
tems (Splunk, Elastic Stack, etc.), totalling 10 million
records. A subset contained explicit attack indicators
(SOL injection, brute force, port scanning, suspicious
URLs), while the remainder constituted legitimate traf-
fic. Evaluated approaches included: Rule-based SIEM
correlation detectors; Random Forest; XGBoost ensem-
bles; Domain-adapted LLMs (GPT-4). As network logs
required detection of both known and novel threats, a
risk-scoring mechanism was implemented. Each record
was pre-processed to extract textual and metadata fea-
tures (request type, access attempts, anomalous URlIs,
etc.). Signature-based methods matched known exploit

patterns, classical ML models evaluated feature vectors,
and LLMs analysed textual log fields for unusual phras-
es, escalation markers, or anomalous user behaviour. To
maintain detector relevance against emerging attack
vectors, periodic model retraining on recent incidents
was implemented. Adversarial robustness was ensured
via data sanitisation (removing hidden characters, dis-
tortions) and structural anomaly checks. This approach
enhanced resilience against sophisticated multi-vector
attacks where traditional signatures or attacker adap-
tations would otherwise evade detection.

RESULTS

The hypothesis regarding the capability of LLMs to de-
tect phishing emails was tested by constructing a data-
set of 100,000 emails, where 70% comprised legitimate
business correspondence and 30% contained phishing
attack scenarios. This approach simulated real-world
conditions, where the volume of genuine threats is sig-
nificantly lower than the flow of legitimate communi-
cations. Using risk assessment mechanisms, these mod-
els assigned threat levels to incoming messages and,
upon exceeding a critical threshold, redirected them
to quarantine for further analysis by security experts.
Additionally, LLMs facilitated effective monitoring of
cyber threat intelligence gathered from diverse sourc-
es, including corporate event logs, cybersecurity blogs,
forums, and dark web resources. This methodology en-
abled real-time threat analysis, substantially improving
incident response efficiency.

A critical function of LLMs was their ability to pro-
cess and analyse corporate system log files, allowing
for automated detection of anomalies in network activ-
ity and timely alerts to relevant security teams. E. Josh-
ua et al. (2025) described the AIDTIS system, which
integrates LLMs with threat intelligence sources (such
as the dark web and cybersecurity blogs), providing a
more comprehensive approach to analysing malicious
activity and accelerating decision-making processes for
blocking or isolating adversarial actions.

The presented results summarised experimental
evaluations conducted to assess the potential of LLMs
in automated real-time cyber threat analysis. The study
focused on applying LLMs to detect phishing emails
in corporate environments, assess social engineering
risks, analyse anomalies in network logs, and integrate
third-party threat intelligence sources (including cy-
bersecurity blogs, forums, and dark web resources). The
research aimed to determine whether models such
as GPT or Bidirectional Encoder Representations from
Transformers (BERT) met expectations regarding im-
proved incident detection accuracy and accelerated re-
sponse processes in enterprise settings.

The escalation of attacks targeting large enterpris-
es, government institutions, and critical infrastructure
underscored the necessity of real-time automated cy-
ber threat analysis. Leveraging LLMs for pattern recog-
nition in textual data, log files, email communications,
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and external threat intelligence sources enabled a
deeper level of threat analysis compared to traditional
methods. The proposed methodology allowed for au-
tomated identification of phishing campaigns through
textual analysis, detecting signs of social engineering,
and evaluating individual message risk levels. Research
findings confirmed that LLMs significantly reduced
false-positive rates in threat detection systems due to
their ability to contextualise messages and identify hid-
den lexico-semantic patterns characteristic of phishing
and social engineering attacks.

The dataset included both trivial scenarios (e.g.,
password theft via spoofed links) and sophisticated
social engineering tactics (e.g., impersonation of in-
ternal communications from executives, fake corporate
newsletters). All emails were labelled by experts and
divided into training and test sets. Multiple approaches
were evaluated: rule-based detection and signatures,
classical machine learning methods (logistic regres-
sion, Support Vector Machine), and LLMs (GPT-2, GPT-3,
and a fine-tuned variant of GPT-4). The study revealed
that even pre-trained LLMs outperformed traditional

D. Kovalchuk

methods in classifying malicious emails. A notable ad-
vantage was their ability to detect modified phishing
techniques, where attackers altered message structure,
lexicon, or format to evade signature-based detection.
In practice, this meant that GPT-derived models iden-
tified lexical and syntactic anomalies at a deeper lev-
el, analysing overall context rather than relying solely
on isolated keywords. Testing demonstrated that LLM-
based email screening achieved significantly higher ac-
curacy, particularly against spear-phishing campaigns
tailored to specific targets.

To illustrate the performance disparity between
methods, key metrics were examined: accuracy, recall,
precision, and F1-score. Results were aggregated in a
comparative table (Table 1). Detection thresholds were
standardised across models to prevent bias from vary-
ing configuration parameters. The table also document-
ed false-positive and false-negative ratios, as both met-
rics were deemed critical from a security standpoint:
excessive false alarms overload Security Operations
Centre (SOC) analysts, while missed attacks pose direct
organisational risks.

Table 1. Comparison of accuracy and F1-score for different phishing email detection methods

Method Accuracy Recall Precision F1-score
Rules/Signatures 0.84 0.76 0.82 0.79
Logistic regression 0.88 0.81 0.85 0.83
Support vector machine 0.9 0.84 0.87 0.85
GPT-2 (fine-tuned) 0.93 0.89 091 0.9
GPT-3 (fine-tuned) 0.95 0.92 0.93 0.92
Integrated LLM (GPT-4) 0.97 0.94 0.96 0.95

Source: compiled by the author

Notably, the GPT-4 variant achieved the highest
accuracy (0.97) while maintaining an F1-score of 0.95,
demonstrating a balanced trade-off between detecting
genuine phishing threats (high recall) and correctly fil-
tering benign emails (high precision). This performance
was attributed to GPT-4's expanded parameter count
and domain-specific fine-tuning on corporate datasets.
Crucially, despite its complexity, GPT-4 adapted dynam-
ically to evolving social engineering tactics, detecting
novel patterns absent from initial signature databases.

Subsequent experiments evaluated LLM-driven
“risk scoring” mechanisms for incoming emails. Each
message was analysed for lexico-semantic features
(keyword frequency, contextual usage), embedded
links, attachments, and stylistic consistency with typi-
cal corporate correspondence. If a message’s risk score
exceeded a dynamic threshold (calibrated per environ-
ment), it was automatically quarantined for SOC review.
This approach proved particularly effective against so-
phisticated attacks where legacy systems relied solely
on known malicious link signatures or rigid detection
rules.A model such as GPT-4 was capable of responding
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even to concealed and non-standard formulations, as
well as detecting atypical use of communicative gen-
re - for instance, the simulation of a scenario in which
a department head addressed an employee in an un-
characteristic tone or issued a request for confidential
information that would not align with normal organi-
sational practices.

Further analysis examined LLM applications in net-
work activity monitoring and log anomaly detection. A
typical SIEM component aggregated logs from firewalls,
authentication servers, email gateways, and proxies.
The experiment involved a sample of 10 million log en-
tries (user authentications, connection attempts, data-
base queries, module errors). Experts labelled a subset
as routine/“noise” and identified genuine cyberattacks
(SQOL injections, port scanning, low-intensity DDoS,
brute-force attempts). Evaluated methods included:
(1) rule-based SIEM correlation, (2) Random Forest,
(3) XGBoost ensemble, and (4) integrated LLM (GPT-4
with domain adaptation). Key metrics were: mean pro-
cessing time per log entry (ms), false-positive rate, and
true-positive detection rate (Table 2).
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Table 2. Comparison of approaches to anomaly detection in corporate logs

Approach Average processing time (ms) False positives (%) Detected real threats (%)
Correlation Rules (Baseline SIEM) 0.5 15.2 83
Random Forest 1.7 12.8 88.5
XGBoost 2 10.2 90.1
Integrated LLM (GPT-4, fine-tuned) 2.5 6.5 94.3

Source: compiled by the author

During the analysis of these results, it was ob-
served that the rule “the more complex the model,
the longer the processing time” was indeed con-
firmed: GPT-4 required an average of 2.5 ms per log
line, whereas the baseline SIEM processed data in 0.5
ms. However, a significantly lower number of false
positives was detected (6.5% compared to 15.2% for
correlation rules), along with a higher percentage
of identified threats (94.3% vs. 83%). Consequently,
there was a clear benefit in security analysts receiv-
ing fewer ‘empty” alerts while being more likely to
capture genuine incidents. The reduction in manual
verification volume, in turn, shortened the overall re-
sponse time to sophisticated cyberattacks and divert-
ed fewer human resources. Additional stress tests (10
million logs) demonstrated that the integrated LLM
maintained stable efficiency without significant deg-
radation in throughput or accuracy.

Parallel testing examined how LLM behaved when
integrated with heterogeneous data sources outside
the corporate environment, such as specialised blogs,
forums, Cyber Threat Intelligence services, and dark-
net resources. It was observed that GPT-derived mod-
els quickly “picked up” emerging trends when certain
vulnerabilities or exploits were frequently mentioned
in forum posts or blogs. Such contextual information
helped prioritise network events associated with po-
tential exploit usage. This reduced the risk of missing
attacks during the period before vendors released offi-
cial security updates. As a result, Zero-Day detection be-
came more agile, as LLMs could evaluate even indirect
references to novel attacker techniques.

Additionally, analysis of embedded file content
(e.g., Microsoft Office documents with macros) or links
enabled the system to identify potentially malicious
activity faster than conventional signature-based anti-
virus checks. In simulated attack scenarios where, ma-
licious components were loaded in stages, traditional
antivirus solutions often failed to detect threats until
the final file or script was activated. In contrast, the
LLM, by analysing message context and attachment
characteristics, flagged high-risk indicators at the email
ingestion stage. The ratio of misclassified “safe” emails
with attachments decreased by approximately 13-15%
compared to traditional methods, significantly lowering
the likelihood of successful exploitation.

Furthermore, the hypothesis regarding improved
incident detection and response metrics was con-
firmed. SOC workflows accelerated due to automated

preliminary analysis, which filtered out “noisy” alerts
and isolated incidents requiring expert scrutiny. The
language model not only signalled potential threats
but also provided concise explanations for their risk
(e.g., alignment with new exploit intelligence, atypical
user behaviour, or semantically suspicious text). Ana-
lysts thus received a preliminary “dossier” for each in-
cident, enabling faster decision-making.

However, LLM integration also presented chal-
lenges. Continuous fine-tuning was necessary due to
the rapidly evolving threat landscape and adversarial
evasion techniques. Outdated models risked misclassi-
fying novel attack patterns absent from their original
training data. Protecting the model against adversarial
inputs — where attackers deliberately manipulate text
to deceive the LLM - was also critical. While GPT-4 ex-
hibited resilience to minor lexical or syntactic altera-
tions, carefully crafted adversarial constructs could still
bypass detection. Thus, robust adversarial testing and
secure training frameworks were recommended.

A key finding emphasised the benefits of integrat-
ing LLMs with other cybersecurity subsystems (fire-
walls, IPS/IDS, Data Loss Prevention modules). Such in-
teroperability created a holistic data chain, correlating
anomalous network activity, suspicious emails, and ex-
ternal threat intelligence. This “multi-layered defence”
positioned the LLM as a unifying layer, transforming
heterogeneous data (logs, forum texts, messages) into
actionable signals, thereby reducing blind spots and
improving threat correlation. Technical implementation
required substantial computational resources: AWS
Cloud services were utilised, with LLM operations con-
ducted via Rest API. Though deployment costs and com-
plexity increased, the resultant risk reduction, cost sav-
ings from mitigated incidents, and reputational gains
justified the investment. Smaller enterprises could
leverage cloud-based LLM services to minimise local
infrastructure demands.

Overall, high-capacity LLMs like GPT-4 proved ex-
ceptionally valuable for analysing phishing emails and
logs, enhancing both security and automation. Accuracy
exceeded 0.95, with false positives reduced by several
percentage points compared to classical methods - sig-
nificantly improving SOC efficiency. Contextual analy-
sis (semantic patterns, external threat feeds, corporate
communication nuances) also made detection more ad-
aptable, reducing reliance on static signatures or rules.
This resilience was particularly effective against evolv-
ing phishing tactics and network anomalies.
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Notably, incident response times improved. Dur-
ing testing, LLM-based pre-filtering assigned “priority
levels” and explanatory context to logs/alerts, allow-
ing SOC analysts to focus on critical incidents without
sifting through false alarms. Decision-making cycles
shortened by 30-40% compared to baseline signature/
correlation-rule approaches. Nevertheless, safeguards
against LLM-specific attacks (e.g., input manipulation
or adversarial text) remained essential. Experiments
documented cases where attackers obfuscated mali-
cious intent via complex symbols or metadata, though
GPT-4’s contextual processing demonstrated superior
robustness. Future work should integrate secure train-
ing methods and regular input audits to detect anom-
alous patterns.

Overall, the results confirmed the validity of ap-
plying LLMs in cybersecurity systems for automated
real-time threat analysis. Improvements were ob-
served in the detection of sophisticated phishing at-
tacks, a significant reduction in false positive rates,
and accelerated response times to potential incidents.
The integration of LLMs with other components (e.g.,
traditional SIEM solutions, firewalls, Data Loss Pre-
vention tools) provided an additional synergistic ef-
fect: information from heterogeneous sources was
correlated at the semantic analysis level, facilitating
the timely detection of non-obvious indicators of cy-
berattack preparation or deployment. NLP and deep
learning technologies enabled the formation of a
more comprehensive threat landscape, substantially
enhanced the efficacy of Threat Intelligence practices,
and paved the way for implementing a fully-fledged
Threat Hunting approach.

The practical conclusion drawn from the obtained
results emphasised the importance of regular model
updates and rigorous testing to ensure sustained rel-
evance in the rapidly evolving cybersecurity environ-
ment. It was recommended to track new LLM versions
and explore their adaptability to specific sectoral re-
quirements (industry, financial institutions, public sec-
tor, etc.). Specialised fine-tuning and periodic audits
helped maintain high threat detection accuracy and
prevent the accumulation of “blind spots”. This ap-
proach allowed for more effective utilisation of NLP
capabilities in detecting evolving and increasingly so-
phisticated variants of cyberattacks.

Thus, empirical evidence demonstrated that in-
tegrating LLMs into corporate defence ecosystems
proved promising, enabling reduced data analysis
time, improved threat classification accuracy,and a sig-
nificant decrease in false positive alerts. Implement-
ing such solutions required adequate computational
resource preparation, involvement of competent ma-
chine learning specialists, and meticulous work with
large datasets. At the same time, the resulting time
and resource savings, alongside reduced likelihood of
successful breaches, offset the implementation costs
and complexity.

Bulletin of Cherkasy State Technological University, Vol. 30, No. 1, 2025

D. Kovalchuk

DISCUSSION

The study confirmed that adapting LLMs for real-time
automated cyber threat analysis significantly improved
phishing attack detection accuracy and accelerated in-
cident response. Compared to predefined rule-based
approaches, GPT-type models enabled contextual mes-
sage analysis, detection of hidden social engineering
patterns, and faster adaptation to novel threats as at-
tackers altered their lexicon or format. These observa-
tions aligned with the work of J.T. Santoso et al. (2024),
which highlighted the ability of transformer architec-
tures to enhance response efficacy against complex
attacks through self-attention mechanisms. The study
achieved qualitative metrics even with relatively small
datasets, while under substantially larger-scale condi-
tions, the approach demonstrated robustness in more
realistic scenarios.

The results also underscored the importance of
multi-source analysis, where LLMs simultaneously pro-
cessed corporate email content, network logs, and ex-
ternal threat intelligence (cybersecurity blogs, forums,
darknet data). In such scenarios, the model better rec-
ognised potentially malicious activity by correlating
indirect threat indicators across diverse data formats.
A similar principle was outlined in O. Ogundairo &
P. Broklyn (2024), where NLP algorithms were enriched
with event log metadata, enabling more precise secu-
rity incident classification and prioritisation. Compar-
ative analysis showed that LLM deployment markedly
reduced threat detection windows and strengthened
contextual analysis.

The phishing email dataset used in the experiment
included varying complexity levels: from classic creden-
tial harvesting to advanced social engineering variants
mimicking inter-departmental corporate correspond-
ence. GPT models successfully identified even spoofed
executive communications, which often evaded simpler
detectors. This trend corroborated the findings of P. Da-
mola & A.Miracle (2024),who demonstrated LLMs’capa-
bility to autonomously recognise non-standard intrusion
indicators and serve as a foundation for real-time sus-
picious activity blocking. S.M. Taghavi & F. Feyzi (2024)
emphasised LLMs’ effectiveness in rapid code and doc-
umentation review for detecting malicious patterns.

Substantial improvements in precision and
F1l-scores were achieved through domain-specific
pre-training or fine-tuning. Analogous to the “Secure-
BERT” concept in E. Aghaei et al. (2022), GPT-4’s com-
petency increased when provided with representative
corporate examples of real correspondence, security
policies, and phishing patterns. Accuracy metrics (up
to 0.97) surpassed traditional machine learning algo-
rithms by 7-9% and signature-based approaches by up
to 13%. Compared to P.Ranade et al. (2021), where gen-
erative transformers created synthetic phishing emails
for training, the current study utilised significantly larg-
er volumes of real samples, enhancing the model’s abil-
ity to discern even subtle lexical deviations.
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Concurrently, particular attention was required to
protect LLMs from adversarial actions, as stressed by
S.Liuetal.(2024).The research documented cases where
attackers deliberately embedded hidden characters or
distorted email structures to confuse models. While
GPT-4 exhibited greater resilience to lexical obfusca-
tion, data filters and regular red-team audits remained
necessary to maintain system relevance. This approach
aligned with warnings from M. Alabi & F. Ademo-
la (2024), who analysed multiple attack vectors - from
data poisoning to generative adversarial examples —and
advocated for comprehensive detection mechanisms.

Prompt engineering also proved critical. GPT-4 re-
quired meticulous query calibration to ensure correct
interpretation of threat patterns and their contextual
relevance. This finding intersected with S. Parmar &
H. Patel (2024) results, where well-formulated prompts
substantially improved response accuracy. Early identi-
fication of phishing indicators mimicking internal cor-
porate style emerged as a key success factor. M. Kup-
pam (2024) noted that application telemetry analysis
helped detect attack-related behavioural anomalies.

Network log analysis - particularly SMTP headers,
HTTP requests, authentication attempts,and other traf-
fic elements - also showed promise. LLMs processed
vast log volumes, correlated user actions with known
malicious scanning/brute-force patterns, and assigned
elevated risk scores where rule-based detection failed.
This resonated with C. Avci et al. (2024) conclusions on
self-attention mechanisms for complex threat detec-
tion. GPT-4 successfully identified subtle behavioural
chains where multiple seemingly insignificant anoma-
lies collectively indicated multi-stage attack prepara-
tion. N.G. Ambekar & S. Thokchom (2024) highlighted
how unsupervised learning (e.g., variational autoen-
coders) could be augmented with LLMs for Zero-Day
threat detection.

Comparative analysis with prior research revealed
specific LLM limitations. Firstly, computational infra-
structure demands grew substantially: GPT models
(especially GPT-4) were resource-intensive, and near-
real-time analysis required hardware scaling. However,
cost-benefit analyses showed this was offset by reduced
false positives and faster incident resolution. P. Gunda
& T.R. Komati (2024) emphasised transformer flexibil-
ity and scalability, enabling deployment across sectors
processing large volumes of complex textual data.

Secondly, questions arose concerning interpreta-
bility. Although GPT-4 could generally provide a con-
cise commentary on why a particular email or log entry
appeared suspicious, the decision-making mechanism
remained challenging to explain in detail at the level
of individual model layers. This aspect was also high-
lighted by F. Olaoye & A. Egon (2024), who proposed
methods to enhance the transparency of artificial intel-
ligence decision-making. During the research, a “‘gen-
eral risk description” was employed, which nonethe-
less facilitated the work of SOC analysts by identifying

atypical elements, though it did not always reveal the
transformer’s complex underlying logic.

In line with the recommendations of T. McIntosh et
al. (2023), who utilised GPT-4 for formulating govern-
ance, risk management, and compliance policies, it was
logical to apply LLMs not only for email detection but
also for generating internal guidelines or “best prac-
tices” for responding to emerging threats. Within this
study, the model also successfully drafted template
service notifications when rapid employee alerts were
required regarding new phishing campaigns. The ex-
amination of corporate system logs operating in near
real-time confirmed the hypothesis regarding the ad-
vantage of LLMs in cases where attacks lacked classi-
cal signatures. For instance, attackers could fragment
a malicious “chain” into a series of minor actions or
periodically modify query parameters. GPT-4, owing to
its in-depth semantic and contextual analysis, detect-
ed indicators of malicious activity that were difficult to
formalise using SIEM correlation rules alone. A similar
concept was observed in Z.Ding et al. (2023), where the
hybridisation of BERT with Graph Convolutional Net-
works facilitated the detection of “hidden” patterns in
code or metadata. In the conducted experiment, GPT-
4 - without employing graph-based extensions - also
demonstrated that contextual analysis could be key to
filtering complex or obfuscated attack scenarios.

Considering approaches to prolonged attacks, LLMs
such as GPT-4 also assisted in analysing compromise
chains. L. Li & W. Chen (2024), for example, described
how persistent threats could be better tracked when
mechanisms for understanding interrelated events
were in place. In this study, GPT-4, integrated with SIEM,
effectively served as an additional layer that extracted
potential anomalies from textual log descriptions and
helped identify the “‘ground zero” of a compromise. This
alignment with other studies reinforced the conclusion
that LLMs significantly expanded the capabilities of
traditional anomaly detection tools, particularly when
discerning the holistic “narrative” of a threat.

Meanwhile, additional opportunities emerged in
the field of prompt engineering. If “conversational” in-
structions were properly formulated, GPT-4 could pro-
vide in-depth message analysis or suggest initial steps
for blocking malicious activity. A similar principle was
employed by P. He et al. (2025) in multi-agent LLM-
based systems, where “Red Team” attacks tested wheth-
er inter-agent communication channels could be cor-
rupted. Although a multi-component architecture was
not deployed, the practice of “red teaming” allowed for
the detection of deliberate textual distortions, confirm-
ing the methodology’s versatility.

R. Molleti et al. (2024) emphasised that multi-lay-
ered analysis involving LLM agents could substantially
reduce response times to sophisticated cyberattacks by
automating the processing of incoming data streams.
With their assistance, atypical social engineering tech-
niques or phishing variations were detected more
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swiftly, as GPT-4 considered a broader context than
mere alignment with a specific ATT&CK category. The
presence of such “intelligent” real-time text analysis
accelerated attack phase identification and helped pri-
oritise incident handling.

However,when discussing risks, it is worth mention-
ing scenarios where adversaries could manipulate mes-
sage content to “train” the model on false examples or
poison input data. K. Alfarsi et al. (2024) addressed the
topic of few-shot learning, where the model “learned”
from a small number of samples, and highlighted the
risk of rapid skewing if these samples were fabricated.
During this study, the training dataset was periodical-
ly updated, but stringent quality checks were enforced
on new phishing samples to prevent attackers from de-
grading system accuracy.

A separate area of interest was the use of LLMs for
analysing external packages and dependencies when
companies integrated third-party software into their
systems. Analogous to W. Guo et al. (2024), who exam-
ined suspicious elements in npm or PyPl metadata, it
was possible to process library descriptions, vulnera-
bility reports, and even internal corporate documenta-
tion. Initial steps were taken in the test environment,
and GPT-4 successfully flagged potential dangers in
cases referencing “suspicious” repositories. The topic
of extended data collection from dark web forums was
discussed by K.S. Sangher et al. (2023), who developed
a proactive cyber threat intelligence system and un-
derscored the potential to detect mentions of novel
attack schemes or planned data leaks. In this setup,
GPT-4 received signals from both internal logs and
specialised repositories dedicated to emerging eva-
sion techniques.

The positive impact of LLMs also stemmed from
reduced response times, as a greater number of “false”
alerts were filtered out at the preliminary stage. For
large organisations, this allowed SOC analysts to focus
more quickly on serious incidents. Compared to older
approaches relying solely on signatures or simple ma-
chine learning classifiers, GPT-4 demonstrated superi-
or capability in distinguishing atypical vocabulary and
word combinations. N.E. Chaabene et al. (2021), who
researched anomaly detection in social networks, also
demonstrated that multi-dimensional (including tex-
tual) analysis enabled earlier detection of suspicious
activities, even if specific patterns had not yet been
added to signature lists. Furthermore, LLMs were found
to assist in formulating internal threat response poli-
cies. Finally, it is worth noting adjacent LLM use cases.
J. Wang (2024) warned of the weaknesses in BERT-de-
rived models and the risks of unauthorised access to
their internal representations. Although GPT-4 had a
different architecture, the risks of confidential param-
eter leakage and training data corruption remained
relevant. This necessitated comprehensive safeguards:
access controls, encrypted channels, network segmen-
tation, and regular audits.
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Thus, the obtained results confirmed the significant
advantages of integrating LLMs into threat analysis and
incident response systems: a detection accuracy of up
to 0.97 for malicious emails, a substantial reduction in
false positives, and accelerated response times. How-
ever, it remained critical to implement continuous re-
training, protect the model from adversarial skewing,
and monitor the quality of new samples. The synergy
between GPT-4 and existing technologies (SIEM, antivi-
ruses, multi-layered defence systems) amplified the ef-
fect, enabling timely mitigation of complex, previously
undetected multi-stage attacks.

These findings correlated with the conclusions of
Z.Ding et al. (2023) on deep contextual code analysis,
L. Li & W. Chen (2024) on prolonged threat tracking,
and K. Alfarsi et al. (2024) on few-shot approaches in
malware detection. These works collectively affirmed
the potential of transformer architectures in counter-
ing cyber threats while stressing that LLM deployment
must be accompanied by systematic security measures.
Ultimately, the study validated the relevance of LLMs
in real-world corporate environments, demonstrated
the feasibility of achieving high accuracy and rapid re-
sponse times, and underscored the need for further re-
finement of methods to protect the models themselves
from targeted attacks.

CONCLUSIONS

The findings of the study demonstrated that the inte-
gration of LLMs into cybersecurity systems significantly
enhances the efficacy of real-time threat analysis. The
primary objective of this work was to investigate the
applicability of LLMs for the automated detection of
cyberattacks based on the analysis of emails, network
logs, and external data sources. The obtained results in-
dicate that LLMs are capable of effectively recognising
both known and novel threat variants, enabling deep
contextual analysis of textual data.

A comparative analysis of traditional methods -
signature-based approaches and classical machine
learning algorithms (logistic regression, Support Vec-
tor Machine) - against LLM-based solutions revealed
that models leveraging GPT-2, GPT-3, and particularly
a customised version of GPT-4 exhibit superior classifi-
cation accuracy and a lower false-positive rate. Due to
their ability to analyse both structural and lexico-se-
mantic features of messages, LLMs can detect even
concealed patterns of phishing attacks and social engi-
neering, substantially reducing the risk of overlooking
critical incidents.

A key advantage of LLM deployment is their capac-
ity for continuous fine-tuning in response to evolving
adversarial tactics. Automated analysis, integrating data
from corporate monitoring systems, email, and external
resources (blogs, forums, the darknet), enables rapid
response to emerging threats and minimises incident
response times. This approach facilitates the establish-
ment of a multi-layered defence framework, wherein
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data from diverse sources are correlated to construct a
comprehensive threat landscape.

However, alongside these benefits, the study also
identified certain challenges.Among them is the neces-
sity for persistent model updates and adaptations to pre-
vent successful adversarial attacks aimed at deceiving
LLMs through adversarial examples. Another critical as-
pect is ensuring sufficient computational resources for
real-time model operation, which demands additional
investment in supporting infrastructure.The results sub-
stantiate the viability of integrating LLMs into cyberse-
curity systems to enhance automation, reduce false pos-

itives,and accelerate cyber incident response processes.

The study established that traditional signa-
ture-based methods demonstrated a classification ac-
curacy of 0.84 with an Fl-score of 0.79, whereas clas-
sical machine learning algorithms - namely logistic
regression and Support Vector Machine - yielded met-
rics of 0.88 (F1=0.83) and 0.9 (F1=0.85), respective-
ly. GPT-2 and GPT-3 models, fine-tuned on corporate
data, achieved accuracies of 0.93 (F1=0.9) and 0.95
(F1=0.92), while a specially adapted GPT-4 variant at-
tained the highest performance - 0.97 accuracy with an
F1-score of 0.95.
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Utilising large language models for automated real-time...

BukopucTaHHsa BeIMKUX MOBHUX MoAaenen
ANSl aBTOMaTM30BAHOro aHanisy Kibepsarpos y pexxumi peanbHoro 4yacy

Denunc Kosanbuyk

AcnipaHt

MiXXHapoaHWI ryMaHiTapHUM yHiBepCUTeT

65009, Byn. ®oHTaHCbKa popora, 33, M. Ogeca, YkpaiHa
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AHoTauis. Y cyyacHoMy nanawadti kibepbesneku, Ae CTpiMKe 3pOCTaHHA KiNbKOCTI Ta CKAALHOCTI 3arpo3 NO3HA4MI0Cs
Ha e®eKTUBHOCTI TPAAMLIIMHUX METOLIB BMSBNEHHS, Da30BaHMX HA MpaBuMIax Ta CUrHaTypax, byno BCTaHOBAEHO
HaranbHy noTpeby y BMpoBaAXXeHHi aBTOMaTU30BaHUX CUCTEM aHani3y Kibep3arpos i3 3aCTOCYyBaHHAM BENUKUX
MOBHUX Mogenei. Metoto poboTu 6yno focniAuTM MOXIUBOCTI BEIMKUX MOBHWUX MoAenel AN aBTOMaTU30BaHOro
aHanisy Kibep3arpos, OLiHKM1 PU3NKIB Ta NiABULLEHHS ePEKTUBHOCTI pearyBaHHS Ha iHUMOEHTU B KOPMOPATUBHOMY
cepepnoBumLi. 119 4OCArHEHHS NOCTaBleHOi METU BUKOPUCTOBYBANNCS METOAM MALUMHHOMO HaBYaHHS Ta 06pobku
NpUpPOAHOT MOBM, 30KpEMa aAanTaLis BEIMKMX MOBHUX MOoAenen Ans KnacudikaLii 3arpos, OLiHKM piBHS pU3MKY Ta
BMABJIEHHS aHOManin. byno po3pobneHo cucteMy aHanisy BXigHMX Ta BUXiAHMX NOBiLOMNEHb €NIEKTPOHHOT MOLWTH, KA
nif 4ac TeCTyBaHHS aBTOMATUYHO ideHTUdIKyBana dilUMHIOBI aTaku Ta TEXHIKM COLianbHOI iHXeHepii, npucBotoBana
NoBiAOMNIEHHAM PU3MKOBUI Ban i Npy NepeBULLEHHI NOPOroBOro 3HaYeHHs (Hanpuknag, 0.8) Hanpasnana ix y
KapaHTUH Ans nofanbluoi nepesipku. CucteMa aHanizyeana gatacet i3 100 000 enekTpoHHMX nuUcTiB, 3 akux 70 %
CTaHoBWAM Be3neyHi NoBifoMNeHHs, a 30 % — @iwnHrosi ataku. Kpim Toro, 34iiCHIOBaBCSA aHani3 NOTOKIB AAHMUX
i3 KOpNOpPaTUBHMX NOTIB Ta 30BHILLHIX AXXepen, WO A03BONSN0 BUSBUTU NOTEHLUIMHI KibepiHLUMAEHTM 3 TOUYHICTIO
[0 94 % Ta 3HU3UTK BiACOTOK XMOHOMO3UTUBHUX CNPaLbOBYBaHb A0 6,5 %. OTpMMaHi pe3ynbTati nigTBEpANIM
e@eKTUBHICTb 3aCTOCYBaHHS BEIMKUX MOBHUX MOAeNen, ski 3abesneuyBany TOUYHICTb Knacudikauii 3arpos go 97 %
i3 F1-mipoto o 95 % i ckopouyBanu yac pearyBaHHs Ha iHUMAEHTU Ha 30-40 %. OTpuMaHi pe3ynbTaTu MOXyTb ByTH
BMKOPUCTAHI iHWWMKM AOCNIAHUKAMK ANS NOKPALEHHS METOAMK BUSABAEHHS (ilUIMHIOBMX aTaK, 3HUXKEHHS KiNbKOCTI
NMOMWAKOBMX CNPaLbOBYBaHb Y KOPMOPATUBHMX cMCcTeMax Be3neku Ta iHTerpauii Mofenei MaWmMHHOIO HaBYaHHS 3
Pi3HUMM OxXepenamu faHux, BKatouyatoun SIEM-cuctemu Ta 30BHiLWHI pecypcu 3 Kibepbesneku

KntouoBi cnoBa: 06pobka npupoaHOi MOBM; MalUMHHE HaBYaHHSA ANa Oe3neku; BUSBNAEHHS IilUIMHIOBMX aTak;
BUSIBJIEHHS aHOManiii; rMboke HaBYaHHA y Kibepbe3neLwi; HeMpoHHI Mepexi ans 6e3neku; po3eiaka kibep3arpos
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Abstract. This article examined the factors that create challenges in the process of identifying and processing
duplicates in bibliographic records,which are a crucial component of the information systems of libraries, archives,
and publishers. The study explored issues arising from typographical errors, variations in transliteration, the use of
special characters, homoglyphs, differing word abbreviation rules, inconsistencies in author name spellings, and
shortcomings in the application of standard identifiers such as ISBN and ISSN. Particular attention was given to
the impact of discrepancies between international and local MARC standards - including Unimarc and Marc21 -
on the creation and processing of bibliographic data. The analysis demonstrated that improper handling of
bibliographic records can lead to degraded information retrieval quality for users, inaccuracies in source citations,
and increased time expenditures for cataloguing and indexing. Furthermore, inconsistencies in standards impair
the management of bibliographic data in multinational systems. The article also examined the consequences of
these issues for bibliographic systems, including reduced search query accuracy, difficulties in data integration
across catalogues, and increased time and resource costs for record processing. A set of solutions was proposed,
including the adoption of unified record standards, the implementation of advanced adaptive search algorithms
that account for linguistic and technical discrepancies, and enhanced authority control in bibliographic record
creation. The findings have practical implications for information system developers, cataloguers, and library
professionals, as they contribute to improving bibliographic databases, reducing duplicate records,and enhancing
information retrieval quality for end users

Keywords: data processing; transliteration; library systems; information technology; authority control;
cataloguing

INTRODUCTION

The identification and processing of duplicates in bib-
liographic records constitute a critical yet complex
task in modern library science, information manage-
ment, and digital technologies. The growing volume of
information accompanying the development of elec-
tronic resources and databases presents researchers

and practitioners with new challenges in ensuring the
accuracy, reliability, and accessibility of bibliographic
data. The problem is exacerbated by technical, organ-
isational, and conceptual factors that lead to a signif-
icant number of duplicates and their improper han-
dling. This, in turn, affects information retrieval quality,
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the efficiency of working with bibliographic records,
and the overall performance of information systems.
Contemporary research in this field highlights the ne-
cessity of a systematic approach to studying this issue,
incorporating both theoretical foundations and practi-
cal solutions. Analysing the key factors influencing the
identification and processing of duplicates is essential
for developing effective algorithms, methodologies,
and standards. This issue remains relevant not only
for library systems but also for other domains dealing
with large volumes of information, including publish-
ing, education, and scientific research.

Recent studies on the identification and processing
of duplicate bibliographic records focus on resolving
complex issues related to metadata accuracy, data pro-
cessing algorithms, and bibliographic resource integra-
tion. This review examines key publications that provide
theoretical frameworks and propose practical solutions
to address this problem. One seminal work is that of
W. Walters & E. Wilder (2023), which investigates issues
related to errors in bibliographic citations and the need
to improve metadata accuracy in digital bibliographic
records. Their approach emphasises the importance of
implementing new data processing algorithms. Further-
more, the study proposes novel methods for detecting
and eliminating duplicates in large databases, there-
by enhancing the precision of bibliographic searches.

A significant portion of research concentrates on
specific aspects of duplicate processing. For instance,
S.McKeown & Z.Mir (2021) explore the effectiveness of
various deduplication methods in systematic reviews,
while B. Hammer et al. (2023) provide evidence for the
necessity of duplicate removal to ensure the quality
of scholarly works. Another key study by N. Borissov et
al. (2022) describes automated algorithms that can fa-
cilitate this process, particularly in medical research.
Data inconsistencies and duplication are primary fac-
tors negatively affecting the quality of bibliographic
information. Similarly, H. Levenson et al. (2024) analyse
how imperfections in bibliographic records can lead
to losses in monograph programmes. From an algo-
rithmic perspective, the work of B. Berger et al. (2021)
advocates the use of Levenshtein distance for identify-
ing similar entries in biological databases - a method
that could be adapted for bibliographic applications.
The publication by M. Guo et al. (2023) outlines strat-
egies for data cleansing in real-world scenarios, em-
phasising the use of automated processes and stand-
ardised workflows. Other authors, such as C. Lunny et
al. (2021), offer practical recommendations for manag-
ing duplicate research findings in systematic reviews.
E. Benevento et al. (2022) investigate interactive data
discovery processes in business environments, which
could be applied to library systems. Meanwhile, P. Raja
& K.Thangavel (2020) propose machine learning tech-
niques for imputing missing data, which may prove use-
ful in duplicate identification.

The objective of this study was to analyse the
factors complicating the identification and process-
ing of duplicates in bibliographic records, identify key
challenges, and outline potential solutions within the
context of modern digital technologies. The research
employed analytical and comparative methods to
uncover the peculiarities of duplicate occurrence in
bibliographic systems. The informational basis com-
prised contemporary publications in library science
and scholarly works addressing cataloguing and bib-
liographic record processing in digital environments.
Special attention was given to analysing internation-
al standards such as MARC21 and their adaptation to
Ukrainian library contexts.

Identification and Processing of Duplicates

in Bibliographic Records

The primary challenge researchers face in identifying
duplicates is the large volume of data and the com-
plexity of processing varying record formats. As noted
by P. Lizunov et al. (2021), ensuring the accuracy of bib-
liographic records requires the application of combined
methods capable of identifying near-identical entries,
particularly those with minor discrepancies in metadata
or formatting. Their research highlights the importance
of employing modern algorithms for detecting and
processing duplicates, significantly enhancing search
efficiency in electronic academic databases. The issue
of data cleansing is also an integral part of duplicate
processing. M. Gesicho et al. (2020) examine the process
of cleaning medical data and propose strategies to im-
prove data processing quality. Although their expertise
pertains to medical systems, similar approaches can be
applied to bibliographic records. Data purity is a nec-
essary condition for ensuring the reliability of search
results and the analysis of scientific information.

The analysis of bibliographic record editing is-
sues in electronic catalogues of Ukrainian libraries
is a crucial aspect of contemporary library science.
0. Bruy (2015) and T. Bykova (2016) examine the chal-
lenges of editing bibliographic records in electronic
catalogues, using Ukrainian libraries as a case study,
and emphasise the difficulties in adapting interna-
tional standards such as MARC21. Innovative methods
based on artificial intelligence (Al) can also contrib-
ute to resolving the duplicate problem. R. Chauhan et
al. (2023) describe the use of Al for detecting duplicates
in software repositories, significantly reducing errors in
identifying duplicate reports. However, integrating Al
into infrastructure monitoring systems demonstrates
considerable potential while simultaneously raising
challenges regarding accuracy, ethics, and data inter-
pretation (Alves et al., 2024). Consequently, establish-
ing ethical guidelines for Al usage becomes essential,
particularly through the development of ‘ecological”
impact declarations for sustainable development (Bog-
ani et al., 2023). These technologies can be adapted for
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bibliographic records by employing specialised algo-
rithms for duplicate detection, thereby improving the
accuracy of large-scale database processing.

Furthermore, in software engineering, the use of
word vector representations facilitates more precise
identification of duplicate bug reports, enhancing per-
formance in IT systems (Budhiraja et al.,, 2018).The issue
of visual similarity between Unicode characters is par-
ticularly critical for cataloguing and security systems,
as homoglyphs can be exploited for deception (Coff-
man, 2021). Online services such as AMP-What enable
the detection of duplicate characters, which is especial-
ly relevant for digital libraries (Discover your character:
C, n.d.). Classical cataloguing principles remain foun-
dational for constructing logical information structures
and remain pertinent in the context of digital transfor-
mation in library science (Gorman, 2004). Another sig-
nificant aspect is the application of modern methods
to enhance metadata management, such as frameworks
for improving information systems. C. Bockel-Ricker-
mann et al. (2023) note that the use of such approaches
in financial systems could be beneficial for developing
analogous solutions for bibliographic records. This in-
cludes devising methods for automated metadata ver-
ification and correction, minimising human error and
improving the efficiency of bibliographic systems. In
software bug duplicate detection, effective feature ex-
traction plays a key role in enhancing the accuracy of
routing systems (Neysiani et al., 2020).

Thanks to technological advancements, the auto-
mation of duplicate identification has become more
accessible. E. Negro-Calduch et al. (2021) highlight the
necessity of employing cutting-edge technologies to
optimise electronic healthcare systems, which could
also benefit library information systems. The use of
methods such as data cleansing and Al algorithms sig-
nificantly reduces error rates and enhances record pro-
cessing quality. Duplicate identification in bibliographic
systems requires a comprehensive approach that incor-
porates technological innovations, new data cleansing
and validation methods, and the application of mod-
ern standards for integrating diverse information types.
This ensures data accuracy and reliability, which are
essential for effective search and management of bib-
liographic records. One of the key tasks is developing
models that reduce errors associated with duplicates,
necessitating advanced algorithms capable of pro-
cessing large datasets. S. Sehra et al. (2020) provide an
example of ensemble models for detecting duplicates
in software bug reports. This study underscores the
importance of combined approaches to improving du-
plicate detection accuracy in large-scale data systems.
These models can be adapted for bibliographic records,
as their underlying principles - particularly metadata
classification and analysis methods - are universal and
can be tailored to the needs of academic databases.

Additionally, T. Thwel & G. Sinha (2021) note
that data deduplication approaches are becoming
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increasingly vital in the face of rapidly growing infor-
mation volumes. They outline key strategies and con-
cepts used to combat duplicates, including machine
learning methods actively applied across various do-
mains, including bibliographic record processing. Their
work provides a detailed analysis of deduplication as-
pects that could inform the development of duplicate
identification methods in bibliographic systems. Anoth-
er critical dimension of the duplicate problem is the
cost of processing “dirty” data. As L. Page (2005) notes,
data errors can significantly increase processing costs
and degrade the quality of information systems. This
further underscores the need for implementing effi-
cient algorithms to process bibliographic records and
ensure their reliability. Overall, addressing the issue of
duplicates in bibliographic records requires the devel-
opment of new models that account for both techno-
logical innovations and the specificities of metadata
processing in particular domains. These models should
incorporate duplicate detection methods adaptable to
modern data processing and search requirements in
bibliographic systems.

Factors Complicating the Detection and Processing

of Duplicates in Bibliographic Records

One of the key challenges in bibliographic record man-
agement is ensuring their uniqueness, which requires
effective detection and elimination of duplicates.
However, certain factors significantly complicate this
process, reducing the accuracy of algorithms and au-
tomated data processing tools. Extraneous characters
often go unnoticed during manual data entry or when
importing records from different systems. For instance,
an extra space at the beginning or end of a text string
may be invisible to the user but is accounted for in au-
tomated string comparisons, causing identical records
to be recognised as distinct (Hillmann, 2004).

The problem is exacerbated when multiple spac-
es are inserted between words or when punctuation
marks are misplaced. For example, a book title may
be recorded as “Bibliography: Fundamentals” or “Bib-
liography: Fundamentals”, leading to mismatches in
duplicate detection. To mitigate this issue, data-clean-
ing algorithms must be applied to remove extraneous
characters prior to comparison (Lobuzina, 2013). When
working with bibliographic records, the use of special
characters - such as non-breaking spaces, tabulation
marks, or non-standard encodings - also introduces
complications. For instance, a non-breaking space,
sometimes used to enhance text aesthetics, may not
be supported by duplicate detection algorithms. As a
result,even seemingly identical records may be treated
as distinct due to differences in whitespace characters
(Tillett, 1989). Furthermore, software such as MarcEd-
it may generate errors during MARC file validation
if records contain tabulation marks or other invalid
characters. This not only complicates file processing
but also necessitates additional time for corrections.
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Figure 1 illustrates an error in MarcEdit resulting from
the use of tabulation.

o Results -

Record #: 9947 www.GoToRecord3947

001 (if defined): 15479

245 (if defined):

Errors:

Critical: Tabs are not allowed to be embedded in MARC records. While this will
compile successfully they may (will) cause issues in most ILS systems.

Record Context: 6 ["BI.$d22 "BIThHBj

=327 \1$b 1. MH/I"BIT'BITHB»IHBUTHBrTHBsMHBIMHBTHBSIHBErhBu MBYIHB»
BsMBIMHB $p12

=327 \1$brHB§MBrBIT'EBAIE 1.
HE&rnBsMHBrI"ebwlHBIMHBuI's,~MBYHBrTHBUrHBSIHBerHBY MBYIMHB»IHBsMHBIMHB®
$p22%c2. MEssbmlMBels,~IMBsIM

Figure 1. Error in MarcEdit due to tabulation
Source: compiled by the author

Typographical errors remain one of the most prev-
alent factors affecting the quality of bibliographic re-
cords. They may arise due to human error during data
entry or imperfections in optical character recogni-
tion (OCR) tools. For example, misspelling an author’s
name, book title, or publication year may prevent du-
plicate identification or lead to incorrect merging. To
minimise the impact of typographical errors, it is es-
sential to implement spell-checking algorithms, ma-
chine learning techniques, and tools that compare re-
cords against authoritative databases. In multilingual
bibliographic records, special characters are often re-
placed with visually similar alternatives or combina-
tions. For example:

1. The letter A may be replaced with A;

2.The symbol © may be rendered as (c);

3. The letter 13 may be substituted with ss;

4. Fractions such as %2, may be written as 1/2.

These transformations are typically associated with
several factors: the use of outdated character encod-
ings, such as ASCII instead of Unicode, which supports
a broader range of characters; a lack of knowledge or
technical capacity to input special characters by cat-
aloguers; or deliberate optimisation for compatibility
with legacy search engines incapable of processing
specific symbols correctly. While this approach may fa-
cilitate text processing, it complicates the accurate de-
tection of duplicates, as a record containing the char-
acter “B” and another in which it is replaced with “ss”
would be treated as different entries. Homoglyphs are
characters that appear visually identical but have dif-
ferent encodings. For instance, Cyrillic and Latin letters
such as “c”,“a”, or “0” may look the same but are encoded
differently in digital systems (Hammer, 2023). This in-
troduces additional complexity in record comparison, as
such characters are considered incompatible by search
algorithms (Hopkinson, 2008).

Such errors may occur both during manual text
editing and in the course of automated recognition of
scanned documents. For example, the substitution of the
Cyrillic character “i” with the Latin “I, or confusion involv-
ing apostrophes - such as the difference between the
characters * and ‘ or their omission altogether (Walters
& Wilder, 2023). To mitigate these issues, it is necessary
to implement algorithms that account for potential ho-
moglyphs and to expand validation tools to detect and
correct such instances in bibliographic records. These
factors necessitate a meticulous approach to data entry
standardisation and the adoption of contemporary tech-
nologies to improve the quality of bibliographic data
processing. Table 1 presents examples of simplified and
original formats of characters used in search algorithms.

Table 1. Simplified and original character formats

Simplified

Original character

a

aagadaaa

cce

dd

ceeée

1

00000060000

p

q

s

vuluu

vV

XX

yy

N | X|<|lc|lw|lo|T|O|S|—|Xx|[—|—|TJTWQ|mD | Aln

7,2

Source: compiled by the author
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Homoglyphs of the letter C (Fig. 2), such as charac-
ters from other alphabets or graphically similar symbols
(e.g., the Cyrillic letter “C” or the mathematical multipli-
cation sign x), constitute one of the factors complicat-
ing the identification and processing of duplicates in
bibliographic records. They may lead to errors in search

O. Vasylenko

or record creation, as systems often fail to distinguish
their differing semantic and graphical meanings. To
address this issue, it is crucial to implement character
normalisation technologies and data identity verifica-
tion, which will reduce the number of false duplicates
and enhance the accuracy of bibliographic databases.

U+441 U+63 U+3£2 U+1d04 U+217d U+2cab U+abaf
cyrillic small | latin small letterc | greek lunate latin letter small small roman | coptic small letter | cherokee small
letter es sigma symbol capital ¢ nu e sima letter tli

hundred
U+1043d U+lddlc U+1d450 U+1d484 U+1d4b8 U+lddec U+1d520
deseret small h 1 bold h al h 1 bold ; i Z bold ; !
letter chee small ¢ italic small ¢ italic small ¢ script small ¢ script small ¢ fraktur small ¢
U+1d554 U+1d588 U+1d5bc U+1d5£0 U+1d624 U+1d658 U+1d68c
' B  bold . = ’ , ) " g ; .

double-struck
small ¢

fraktursmall ¢ | sans-serifsmall ¢

sans-serif bold
small ¢

sans-serif bold | monospace small
ialic small ¢ ¢

sans-serif italic
small ¢

Figure 2. Homoglyphs of the letter C

Source: compiled by the author

The use of varying character cases, such as NASA
and Nasa, typically does not affect duplicate detec-
tion, as most search algorithms identify such records
as identical. However, when merging such records, an
additional algorithm for selecting the correct spelling
variant becomes necessary. This issue is particularly
relevant in bibliographic records requiring precise rep-
resentation of organisational names or other terms,
where even minor case differences may carry signif-
icance (Borissov et al,, 2022). For instance, in organi-
sational names, case usage may reflect official styling.
Abbreviations are common in bibliographic records, yet
their inconsistency leads to confusion. The same term

may be abbreviated in multiple ways, creating potential
difficulties in search and duplicate matching. For exam-
ple, truncation-based abbreviations: iHCTUTYT — iHCT.;
or hyphen-based abbreviations: iHCTUTYT — iH-m
(McKeown & Mir, 2021). The more abbreviated a word
is, the higher the likelihood of ambiguity, which may
hinder contextual understanding and the identification
of identical records. This is particularly problematic for
bibliographic data reliant on the precise rendering of
terms. The formulation of headings for authors and or-
ganisations varies depending on linguistic, cultural, or
even institutional conventions. This may introduce ad-
ditional challenges (Table 2):

Table 2. Simplified and original character formats

Difficulty Description

Consequences

Transposed given
name and surname

For example, Gresham Machen instead of Machen Gresham.
Such variations complicate automated duplicate detection.

Hindered automated duplicate
identification, increased errors in
bibliographic records.

Name spelling
variations

For instance, Smith i Smyth, or Ellen and Olena. Such
discrepancies often arise from cross-linguistic conventions,
alternative name forms, or typographical errors.

Increased duplicate entries due to
name spelling mismatches.

Translation variants

Proper names may be rendered differently, e.g: Longbottom
— JloHr6otom, Oonronync or AnuHuononn. Similarly
Vyhmeister — Buxmeliictep, Baimeiictep.

Search ambiguity, necessitating
additional resources for cross-
verification.

Source: compiled by the author

The absence of unified rules for recording iden-
tifiers is a significant issue. For instance, instead of
Taras Hryhorovych Shevchenko, a record might only
contain initials (7. Shevchenko), complicating record
identification. Occasionally, only the first author or the
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responsible person is indicated, which limits search
capabilities. The implementation of authority records
(normative control) enables the standardisation of
names, subject headings, and other terms used in bib-
liographic data. This not only facilitates searching and




Factors complicating the identification and processing of duplicates...

reduces duplication but also enhances the accuracy and
consistency of record creation. Standardising data en-
try, developing automated processing tools, and wide-
spread adoption of normative control are key steps in
addressing these challenges and improving the effi-
ciency of working with bibliographic records.

Figure 3 illustrates a subset of author name
variations recorded in the International Standard
Name Identifier (ISNI) authority file. These variations
demonstrate how differing transliteration approaches,

Zevéenko, Taras Grigor'evic

Tapdg ZefToévko

[apwmorpai (ncepaoHum; 1814-1861)
Kabzap (1814-1861)

KoBaap (1814-1861)

T. W (nceegoHum; 1814-1861)

linguistic discrepancies, and typographical errors af-
fect the accuracy of bibliographic records. The lack of
a unified standard for recording author names signif-
icantly complicates identification and duplicate pro-
cessing. To mitigate this issue, it is advisable to employ
authority files such as ISNI and implement algorithms
that account for multilingualism and name variation.
In gene data clustering methods, the use of fuzzy logic
demonstrates increased robustness to data variability
(Jahan & Hasan, 2021).

Tapac [puropseeny LLleBYeHKD (YKPAWHCKWA NOST, NPO3AUK, XYAOHHWK, 3THorpad)

Tapac Puiropagiy LLayqsHka

Tapac LUajusHka

Tapac WeBYyeHKO

WayusHka, T. P (noaT)

WayuaHka (T. P, noat, 1814-1861)
WayysHka, Tapac Peiropagid (NoaT)
WayusHka, Tapac Priropaeiy
LeByeHko, T.

UWleeyeHko-Tpywiectknin, Tapac Mpuropoeny

LeByeHko, T

LWeBuyeHko, T.1

LWeBuyeHko, T. [ (noaT)

LWesuyeHko (T T noat; 1814-1861)
LeBuyeHko, Tapac

LWeByeHko, Tapac [pUropoBrY (NoaT)

Figure 3. A subset of author name variations in the ISNI international authority file

Source: compiled by the author

Additionally, the use of different transliteration
standards poses significant challenges for automated
identification systems. For example, surname translit-
eration under the ISO standard may substantially differ
from modern Ukrainian passport transliteration. This
complicates the search process, particularly in multilin-
gual databases where numerous spelling variants of the
same name may exist. The issue is further exacerbated
by the fact that for some languages, transliteration may
only be normative in specific domains (e.g., passport re-
cords) without accommodating other specialised needs,
such as library cataloguing or academic databases.

Different organisations or specialists may adopt
distinct approaches to completing bibliographic re-
cords, influencing data structure and content. Conse-
quently, information organisation structure remains
pivotal in creating accessible and functional informa-
tion systems (Joudrey & Taylor, 2017). For instance,
some systems mandate all fields, including responsi-
bility statements, whereas others only list the prima-
ry author or work title. Discrepancies in filling fields
such as place of publication or publication year hin-
der record identification. Standardising these require-
ments would enhance the accuracy of automated data
comparison. Even standard identifiers such as ISBN or
ISSN do not always guarantee correct identification.
For example, the same ISBN may be used for different
works, particularly when publishers violate standards.
The absence of an ISBN or ISSN in a record precludes

automated verification. Duplicate searches often disre-
gard information in linking fields, such as:

1. Unimarc 410 (Series), 411 (Subseries);

2.461 (Set), 462 (Subset);

3.482 (Bound with...), 454 (Translated from...).

Ignoring these fields may result in erroneous
searches and record duplication. Another common is-
sue arises when the primary ISBN field (e.g., 010 for
Unimarc or 020 for MARC21) specifies: the ISBN of the
original work instead of the translation; the ISBN of a
book set instead of an individual volume. Such errors
complicate precise record identification, as the system
compares entries containing different data types. De-
pending on the standard, ISBNs may be recorded with
hyphens (per DSTU and Unimarc) or without (MARC21).
Consequently, the same number may be interpreted as
two distinct records. In some cases, the ISBN field may
contain additional information, such as clarifications
in parentheses (ISBN 978-3-16-148410-0 (gift set)).
Such practices violate standards and hinder automated
analysis. These factors represent only a subset of issues
affecting bibliographic record quality. Addressing them
requires implementing data entry standards, develop-
ing effective automated processing tools, and enforcing
quality control for bibliographic information.

CONCLUSIONS

To effectively resolve these issues, it is necessary to
adopt standardised approaches to bibliographic record
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completion, develop algorithms accounting for diverse
standards, and refine normative control. The problem
of bibliographic record duplication is systemic, stem-
ming from technical, linguistic, cultural, and standard-
isation discrepancies. Primary negative factors include
typographical errors, varying transliteration rules, lack
of field completion standards, and unreliable iden-
tifiers such as ISBN. Thus, resolving these challenges
necessitates implementing international standards for
record unification, particularly MARC21 and IFLA LRM.

O. Vasylenko

Future research prospects in this domain include
the analysis of the effectiveness of existing duplicate
detection algorithms across various bibliographic da-
tabases; the development of new record unification
methodologies that account for multilingualism and
diverse cultural contexts; the exploration of artificial
intelligence integration for the automatic correction of
typographical errors and transliteration; and a compar-
ative analysis of the use of different identifiers, such as
ISBN, DOI, and others, to enhance record accuracy.

The IFLA Library Reference Model (IFLA LRM) provides

a conceptual framework for representing and accessing ACKNOWLEDGEMENTS
bibliographic information, aligning with modern infor-  None.

mation environment demands. More flexible search al-

gorithms capable of accommodating multiple data rep- FUNDING

resentation variants should be developed. Normative  None.

control over bibliographic record creation must be rein-

forced,and artificial intelligence technologies for dupli- CONFLICT OF INTEREST
cate identification and processing should be advanced. None.
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AHoTauis. Y ctatTti 6yno po3rnsHyTo GakTopH, Lo CTBOPHOKOTL TPYAHOL B npoueci ineHTUdikaLii Ta 06pobku
ny6nikaTie y 6ibniorpadiuHmnx 3anucax, aKi € BaX/MBOK CKIaA0BO iHPOpMaLiMHMX cucTeM BibnioTek, apxiBiB Ta
BMAABHMLUTB. [locnimxeHo npobnemu, CnpUYMHeHi ApyKapCbKMMU MOMUIKAMW, Pi3HMMKM BapiaLisMu TpaHcniTepauii,
BMKOPUCTAHHAM cneumdiyHnX CMMBONiB, oMoridaMu, PisHUMU NPaBMNAMU CKOPOYEHHS CNiB, BapialisiMK y HAMUCaHHI
iMeH aBTOpiB, @ TAKOX HeLoNiKaMKU Y BUKOPUCTAHHI CTaHAAPTHUX igeHTUdikaTopis, Takmx sk ISBN i ISSN. Ocobnusy
yBary 6yno npuaineHo BNAnBY BiAMIHHOCTEN Yy MiXKHapOAHMX Ta IoKanbHMX cTaHaapTax MARC, Unimarc i Marc21
Ha CTBOpEeHHS Ta 06pobky bibniorpadivuHnx gaHux. NpoaHanizoBaHo, WO HenpaBuabHa 06pobka BibniorpadivuHmx
3aMuCiB MOXe NPU3BECTU A0 3HMXKEHHSA SKOCTI MOLWYKY iHbOopMaLLii KOpUCTYBaYaMu, HEMOX/IMBOCTI KOPEKTHOMO
LUMTYBAHHSA OyXepen Ta 30inbleHHs BUTPAT Yacy Ha KaTanorisawito Ta iHaekcauito. binble Toro noripwyetscs poboTa
3 6ibniorpadiyHMMM aHUMU Y MYNBTUHALIOHANIBHMX CUCTEMAX Yepe3 po3DiXKHOCTI B cTaHAapTax. Y CTaTTi Takox
NpOoaHani3oBaHO HACNIAKM LUMX Npobnem ans GyHKUioHyBaHHS 6ibniorpadiuHMx cucTeM, 30KpeMa 3HUXKEHHS TOYHOCTI
NOLYKOBMX 3aNUTIB, YCKNAAHEHHS iHTerpauii JaHWX MiX pisHUMU KaTanoramu Ta NigBULLEHHS BUTPAT Yacy 1 pecypcis
Ha 06pobKy 3anuciB. 3aNpoNOHOBAHO HU3KY pilleHb, cepes SKMX: BMIPOBaLXEHHS YHi(ikoBaHUX CTaHOAPTIB 3aMuCiB,
BMKOPMCTAHHS Cy4aCHMX aNropMTMiB afanTMBHOIO MOLUYKY, O BPaX0OBYOTb MOBHI Ta TEXHIYHI po36iXKHOCTI, @ TaKOX
MOCKNIEHHS HOPMATUBHOIO KOHTPOJIIO B NPOLLeCi CTBOpeHHs BibniorpadiyHux 3anucis. Pe3ynstat focnimxeHHs MaoTb
npuKnagHe 3HavyeHHs A48 po3pobHUKIB iHHOPMALLIMHUX CUCTEM, KaTanorizaTopis i daxisuiB 6ibnioTeyHoi cnpaswy,
aJpKe CNpUSKTb BOOCKOHANEHH0 6ibniorpadivuHmnx 6a3 AaHMX, 3HWXKEHHIO LyOH0BAHHS 3aNMUCIB i MiABULLEHHIO SAKOCTI
nowyky iHdbopmauii 4N KiHLEeBMX KOPUCTYBaYiB

KniouoBi cnoBa: 06pobka aaHux; TpaHcniTepauis; 6ibnioteuHi cuctemu; iHPopMaLiiHi TeXHONOTIi; HOPMATUBHWMIA
KOHTPO/Ib; KaTanorisawis
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Abstract. Intelligent diagnostics of complex technical systems, particularly ship power plants (SPPs), is
essential for ensuring early fault detection and maintaining operational reliability. This study presents a
methodological approach for integrating the ChatGPT language model into automated SPP diagnostics. This
study aimed to develop a methodological approach for using the ChatGPT language model in the automated
diagnostics of complex technical systems (CTSs), particularly SPPs. The proposed methodology consists of
several stages: data collection, preprocessing, model training, anomaly detection, and the generation of
diagnostic recommendations. The system integrates ChatGPT with real-time data streaming (Apache Kafka)
and neural network-based anomaly detection using autoencoders and Long Short-Term Memory (LSTM) models.
Experimental validation was carried out using real operational datasets from ship power plant systems. The
proposed approach demonstrated a significant improvement in fault detection accuracy, increasing it by 15%
compared with conventional threshold-based methods. The diagnostic time was reduced by a factor of nine,
which enabled near real-time identification of deviations. The model achieved an accuracy rate of 92.8% when
classifying abnormal states and correctly identifying early-stage faults in key parameters such as pressure,
temperature, and rotation speed. The analysis of reconstruction error distributions confirmed the ability of
the system to distinguish between normal and anomalous system behaviour. Detected anomalies were cross-
validated with expert assessments, confirming the practical applicability of the model in real-world diagnostics.
Furthermore, the implementation of the proposed approach enables predictive maintenance planning, which
contributes to reducing operational risks and lowering maintenance costs. The integration of ChatGPT into
ship power plant diagnostic systems enhances the automated processing of technical documentation and
operational logs, increasing the transparency and accuracy of fault explanations. The results of this study may
be applied in ship engineering, industrial automation, and technical maintenance, contributing to the improved
safety and reliability of complex technical systems
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INTRODUCTION

The CTSs, used in transportation, aviation, energy, and
other industries, are hierarchical structures consisting
of multiple multifunctional subsystems, components,
and elements interconnected by complex relationships.
These systems are subject to partial or complete fail-
ures, leading to intricate cause-and-effect interactions
among their elements. Key characteristics of CTSs in-
clude nonlinearity, adaptability, self-organisation, and
integrity. Ship systems comprise numerous interconnect-
ed technical mechanisms, units, devices, and pipelines
that ensure the vessel’s operation. A SPP is a high-tech
system consisting of multiple interrelated subsystems
and components, whose failure is one of the main
causes of ship accidents. Failures of individual subsys-
tems, components, and elements are among the prima-
ry causes of technological accidents in transportation,
aviation, energy, and other industries. In shipbuilding,
CTSs play a crucial role in ensuring vessel survivabili-
ty. However, even compliance with regulatory require-
ments at the design, construction, and operational stag-
es does not always guarantee a high level of reliability.

Ensuring the reliability of CTSs remains a critical
task for both new and existing vessels, particularly
for large-displacement ships with advanced control
and communication systems, which make them more
vulnerable to failures (Popp & Miiller, 2021). Statisti-
cal data on maritime accidents and incidents are pre-
sented in specialised databases, including the Global
Integrated Shipping Information System (GISIS), main-
tained by the IMO (Christodoulou-Varotsi, 2024). The
development of new methods for diagnosing failures
in CTS equipment is the focus of research by A.H. Su-
hail et al. (2024), who explore diagnostic tools, includ-
ing the use of artificial intelligence (Al) and machine
learning (ML) for predictive maintenance and real-time
monitoring. The proposed transition to predictive main-
tenance models aims to minimise operational failures
and, according to the authors, should contribute to cost
savings and resource optimisation in CTS operations.
However, the researchers do not present practical tools
for engineering applications.

C.Wang et al. (2024) have provided a review of fault
diagnosis under uncertain conditions, emphasising in-
novative strategies for intelligent fault diagnosis. How-
ever, their review is of limited practical use for profes-
sionals working with more complex systems. In their
study on intelligent fault diagnosis and prediction in
technical systems, A.H. Suhail et al. (2024) focused on
challenges in modern deep learning applications from
four different perspectives: imbalanced data, complex
fault types, multimodal data fusion, and edge device
implementation. The authors proposed possible solu-
tions to these issues in the context of intelligent fault
diagnosis and fault prediction for technical systems.
The article by W. Yan et al. (2023) is dedicated to re-
al-time fault diagnosis (RTFD) technology for industrial
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process monitoring and machine condition monitoring.
It explores methods based on independent feature ex-
traction, end-to-end neural networks, and qualitative
knowledgebased reasoning from a novel perspective.
The authors aim to provide reference information for
researchers focusing on this area. In a review of fault di-
agnosis (FDD) approaches in technical systems, P. Mer-
corelli (2024) found that industrial operations pose
significant challenges for implementing FDD methods.
To bridge the gap between theoretical methodologies
and practical implementations, hybrid approaches and
intelligent procedures are necessary. Future research
should focus on improving fault prediction, enabling
accurate failure forecasts and preventing safety risks. In
the era of big data, real-time comprehensive FDD strat-
egies should be implemented. The study by F. Regattie-
rietal. (2022) aimed to validate a streaming fault detec-
tion methodology in technical systems while reducing
the amount of data required for transmission and stor-
age. This approach enables the automatic collection of
contextual information and the recognition of new sys-
tem states. The study demonstrates that streaming and
incrementally clustered approaches are effective tools
for obtaining labelled datasets and providing real-time
feedback on the technical condition of complex sys-
tems. Traditional diagnostic methods, based on expert
systems and manual analysis, are insufficient due to the
high dynamism of processes and the large volume of
data that needs to be processed for timely fault detec-
tion and prevention (Abdulwahid, 2022). This highlights
the relevance of intelligent diagnostic systems that can
handle vast datasets and provide real-time recommen-
dations (Vychuzhanin et al., 2023).

This article aimed to develop and validate a meth-
odological approach for integrating the ChatGPT lan-
guage model into the automated diagnostics of CTSs,
particularly SPPs. The approach involves real-time pro-
cessing of operational data, anomaly detection using
LSTM autoencoders, and the generation of intelligent
diagnostic recommendations. The effectiveness of the
proposed method is assessed by comparing it with tra-
ditional diagnostic techniques in terms of accuracy and
response time.

MATERIALS AND METHODS

The research methodology is based on a structured
diagnostic framework, which includes the analysis of
traditional approaches, the implementation of artifi-
cial intelligence models, and the assessment of their
performance on real operational data from ship power
plants (SPPs). The following stages were performed. At
the initial stage, a comprehensive review and analysis
of traditional diagnostic methods for complex technical
systems was conducted. The study included the follow-
ing specific diagnostic techniques: threshold-based di-
agnostic methods - classic diagnostic techniques based
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on fixed or dynamically calculated thresholds for system
parameters. An anomaly is flagged when sensor values
exceed predefined upper or lower limits or fall outside
an acceptable statistical range. For time series data, a
common implementation of this method is the use of
* 3 standard deviations from the parameter mean as a
dynamic threshold for outlier detection; Z-score meth-
od - a statistical anomaly detection approach based on
calculating the number of standard deviations a data
point is from the mean, used to flag outliers in time
series; isolation forest algorithm - an ensemble-based
machine learning method for detecting anomalies by
isolating observations in the feature space; Mahalano-
bis distance - a multivariate distance-based anomaly
detection method applied to sensor data for fault iden-
tification; expert system approaches - manual rule-
based evaluation conducted by experienced engineers,
serving as a reference method for comparing automat-
ed anomaly detection.

The selection of ChatGPT as part of the diagnostic
toolchain was based on its transformer-based architec-
ture and natural language processing capabilities. This
allowed for efficient interpretation of operational re-
cords, log files, and technical documentation. ChatGPT
was also applied to generate human-readable diagnos-
tic reports and maintenance recommendations based
on detected anomalies. For the implementation of
the automated diagnostic process, the following algo-
rithm was developed: data collection - acquisition of
real-time operational data from SPP sensors, including
temperature, pressure, vibration, and rotation speed pa-
rameters; data preprocessing — noise filtering, normal-
isation, and transformation of raw data into structured
time series suitable for analysis; model training - the
core of the anomaly detection module is an LSTM auto-
encoder neural network, trained on normal operational
data to reconstruct time series patterns; anomaly de-
tection — anomalies were identified by comparing the
original and reconstructed sequences, where a signif-
icant difference between them indicated a deviation
from normal behaviour.

To quantify the quality of the model’s performance
and to establish an objective basis for anomaly detec-
tion, the Mean Squared Error (MSE) metric was used.
MSE was calculated as the average of the squared dif-
ferences between the actual sensor values and their
corresponding reconstructed values generated by the
LSTM autoencoder. Increased MSE values indicated the
presence of anomalies, and a dynamic threshold (typ-
ically the 95" percentile of the MSE distribution) was
applied to distinguish between normal and abnormal
operating states. The developed methodology was im-
plemented as a set of Python-based software modules,
which included: SPP data processing module - respon-
sible for preprocessing, structuring, and storing oper-
ational sensor data; anomaly detection module - im-
plementing LSTM autoencoders, isolation forest, and
Mahalanobis distance-based detectors; diagnostic

reporting module - leveraging ChatGPT to interpret the
context of detected anomalies and generate textual di-
agnostic conclusions and recommendations.

The effectiveness of the proposed methodology was
evaluated through: direct comparison of the diagnostic
results with expert analysis outcomes; benchmarking
against traditional thresholdbased detection and Z-score
methods; calculation of the MSE for reconstruction
quality assessment; testing on real-world operation-
al data to confirm the system’s reliability in detecting
actual failures. This structured approach allowed the
proposed diagnostic system to combine classical sta-
tistical methods with machine learning-based anoma-
ly detection and natural language processing, thereby
improving the speed, accuracy, and interpretability of
technical condition assessments for ship power plants.

RESULTS

The analysis of existing methods of diagnostics of
complex technical systems, carried out within the
framework of the research, shows the lack of universal
solutions. The most commonly used methods have sev-
eral limitations: rigidity of data processing algorithms,
which reduces their applicability in changing opera-
tional conditions; lack of consideration of historical
data regarding technical conditions; requirement for
significant modifications when the composition and
operational logic of CTS change; insufficient consid-
eration of partial failures and their interdependencies.
Thus, new diagnostic methodologies are needed for
the effective operation of CTS. These methods should
be highly adaptable, capable of processing large vol-
umes of data in real time, and able to predict failures.
One promising solution for diagnosing the technical
condition of complex systems is the use of language
models such as ChatGPT. ChatGPT is a powerful lan-
guage model developed by OpenAl, based on the Gen-
erative Pre-trained Transformer (GPT) architecture.
It has been trained on vast amounts of textual data
and is capable of performing a wide range of tasks
related to text analysis, processing, and generation
(Gordijn & Have, 2023; Adiguzel et al., 2023). Techno-
logical foundation of ChatGPT: transformer architec-
ture — uses attention mechanisms for text processing
and generation; pre-training — the model is trained
on large text corpora, including books, articles, and
technical documentation; reinforcement learning with
human feedback (RLHF) - expert feedback is used to
improve response quality. Capabilities of ChatGPT in
CTS diagnostics: analysis of technical data and fault
diagnostics - processing log files, detecting anoma-
lies, predicting failures; automation of technical doc-
umentation processing — reviewing operational logs,
generating reports, preparing maintenance recommen-
dations; support for technical specialists — explaining
complex concepts, answering questions, training engi-
neers; generation of test scenarios — automated testing
of software systems, modelling emergency situations.
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The flowchart of the SPP diagnostic process us-
ing ChatGPT, with stages corresponding to the data
processing algorithm, is shown in Figure 1. It in-
cludes key stages such as data collection, analysis,

Data Collection

N\

Preprocessin
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anomaly detection, and recommendation generation.
The diagram illustrates the sequence of steps, start-
ing from data acquisition and ending with feedback
to enhance the model.

el Training

Preprocessi

Results Visualization

Model Integration

Data An/

Figure 1. Data processing algorithm for the SPP diagnostic process using ChatGPT

Source: created by the authors

Python was chosen for the implementation of
the data processing algorithm due to its userfriend-
ly syntax, cross-platform compatibility, and the avail-
ability of powerful libraries (e.g., scipy.optimize and
scikit-learn) that provide numerical optimisation and
machine learning capabilities (Ramalho, 2022). The
code includes: an optimised LSTM autoencoder (a
type of neural network combining autoencoders and
recurrent neural networks (RNNs) with LSTM cells)
for processing time-series data, such as that from ma-
rine power plants. LSTM cells allow the autoencoder
to remember long-term dependencies in time-series
data, which is useful for analysing MPU technical pa-
rameters; model saving and loading, which conserves
time and computational resources by avoiding retrain-
ing for each use; additional anomaly detection algo-
rithms - Isolation Forest and Mahalanobis Distance,
improving anomaly detection accuracy; historical data
integration for ChatGPT, enabling better interpreta-
tion of diagnostic recommendations; Apache Kafka for
data streaming, ensuring real integration with [oT in
marine monitoring systems where sensor data is con-
tinuously received; contextual diagnostics, taking into
account historical data for more comprehensive rec-
ommendations (Theofanis & Raptis, 2022). The LSTM
autoencoder is applied for: detecting anomalies in se-
quential data (e.g., pressure or temperature spikes);
forecasting based on time-series data; filtering noise
in data (Do et al., 2023). Apache Kafka provides: low
latency - realtime data processing; reliability - data
is stored in a distributed system; scalability - easily
adding new data sources (Wang et al., 2021).

The developed code has the following advantag-
es: flexibility - the ability to use multiple anomaly
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detection methods; performance - saving and loading
the model speeds up the analysis process; accuracy -
the combination of methods improves diagnostic quali-
ty; forecasting - more precise data interpretation using
LSTM and ChatGPT.

# Importing libraries

import pandas as pd

import numpy as np

import openai

import matplotlib.pyplot as plt

import tensorflow as tf

from tensorflow import keras

from tensorflow.keras.layers import LSTM,
Dense, RepeatVector, TimeDistributed

from kafka import KafkaConsumer

import json

# Specify your OpenAI API key
openai.api key = “YOUR API KEY”

# Kafka configuration for streaming data

processing
KAFKA TOPIC = “seu data stream”
KAFKA SERVER = “localhost:9092"

consumer = KafkaConsumer (
KAFKA TOPIC,
bootstrap servers=KAFKA SERVER,
value deserializer=lambda X:
loads (x.decode (“utf-87))
)

json.

# Data preprocessing function
def preprocess data(data) :
df = pd.DataFrame (data)
df = df.dropna()
df = (df - df.mean())
Normalization

/ df.std() #
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return df

# Function to create and train an LSTM
autoencoder

def train lstm autoencoder (data,
timesteps = 10) :

model = keras.Sequential ([

LSTM(64, activation = “relu”, input
shape = (timesteps, data.shape[l]), return
sequences = True),

LSTM (32, activation = “relu”, return
sequences = False),

RepeatVector (timesteps),

LSTM (32, activation = “relu”, return
sequences = True),

LSTM (64, activation = “relu”, return
sequences = True),

TimeDistributed (Dense (data.shape[1]))

1)

model.compile (optimizer = “adam”,
loss = “mse”)
model.fit (data, data, epochs = 20, batch
size = 16, verbose = 1)

return model

# Function for anomaly detection using
LSTM autoencoder

def detect anomalies (model, data):

reconstructed = model.predict (data)

loss = np.mean(np.abs(reconstructed -
data), axis = (1,2))
threshold = np.percentile(loss, 95) #

95% threshold
anomalies = loss > threshold
return anomalies, loss

# Function to
report using ChatGPT
def generate diagnostics(data):
prompt = “Identify anomalies 1in the
following ship energy system (SEU) parameters
and provide recommendations:\n”
for index, row in data.iterrows():
prompt + = f”Time: {row[ ‘time’ ]},
Pressure: {row[ ‘pressure’]}, Temperature:
{row[ ‘temperature’]}\n”

generate a diagnostic

response = openal.Completion.create(
engine = “text-davinci-003”,

prompt = prompt,

max tokens = 200

)

return response.choices[0].text.strip()

# Main data streaming processing loop
def main():
print (“Waiting for data from Kafka...”)

for message 1in consumer:
incoming data = message.value
processed data = preprocess
data (incoming data)
# Create time sequences for LSTM

timesteps = 10 # Number of time steps
sequences = []
for 1 1in range(len(processed data) -

timesteps) :

sequences.append (processed data.
iloc[i:1 + timesteps].values)
sequences = np.array (sequences)

# Train LSTM autoencoder and analyse
anomalies
Istm autoencoder = train lstm_
autoencoder (sequences, timesteps)
anomalies, loss = detect anomalies (lstm
autoencoder, sequences)

# Visualize anomalies

plt.figure (figsize = (10, 5))
plt.plot(loss, label = "“Reconstruction
Loss”)
plt.axhline(y = np.percentile(loss,
95), color = “r”, linestyle = W7,
label = “Threshold”)

plt.legend()
plt.title(“SEU Anomaly Analysis
Autoencoder)”)

(LSTM

plt.show()
# Generate report with recommendations
diagnostics = generate
diagnostics (processed data)
int (“\n ChatGPT Diagnostic Report:\n”,

7.

if name == " main
main ()

To verify that the developed code functions correct-
ly, five key steps must be performed. First, Kafka must
be started and a topic for streaming created. Then, the
streaming data should be checked using a Kafka Pro-
ducer. Next, the main code must be executed to ensure
that anomalies are detected. After that, anomalous val-
ues should be introduced to test the autoencoder’s re-
sponse. Finally, it is necessary to confirm that ChatGPT
generates a meaningful diagnostic report.

Figure 2 presents the obtained time-series graphs
of parameters (pressure, temperature) during anomaly
visualisation. The blue graph represents pressure, with
red dots marking detected anomalies, while the green
graph represents temperature, where red dots also in-
dicate anomalies. Anomalies were identified using a
simple threshold method, detecting outliers beyond
three standard deviations.

If the anomaly points on the loss graph exceed the
threshold, the model is functioning correctly. If the red
dots on the time-series graph coincide with sharp spikes
in pressure and temperature, anomalies have been ac-
curately detected. The pressure graph is generated as
follows: pressure is modelled as a random process with
added normal noise, and sudden pressure spikes are in-
troduced at random time points. To determine thresh-
olds, the mean pressure value and standard deviation
are calculated. Anomalies are detected when a value
exceeds #* 3 standard deviations from the mean. Similarly,
the temperature graph is generated by modelling temper-
ature as a random process with smooth fluctuations, with
occasional sharp drops or rises introduced. The mean and
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standard deviation of temperature are calculated, and
values exceeding * 3 standard deviations from the mean
are classified as anomalies. The choice of * 3 standard
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deviations is based on the principle of normal distribu-
tion, where approximately 99.7% of values fall within
30. Values beyond this range are considered outliers.
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Figure 2. Time series of parameters (pressure, temperature) with anomaly visualisation

Source: created by the authors

Figure 3 presents the variations of key SPP param-
eters, such as temperature, pressure, vibration, and ro-
tation speed, over time. Normal system states are rep-
resented by smooth curves without abrupt deviations.
Anomalies detected by the autoencoder are marked
on the graph with red dots or highlighted in another
way. This allows for the visual identification of time

n
i

x

points where the system deviates from its normal op-
erating mode, which may indicate potential malfunc-
tions or the need for maintenance. These graphs illus-
trate the effectiveness of machine learning methods,
such as autoencoders, in monitoring and diagnosing
the condition of complex technical systems, including

ship power plants.
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Figure 3. Variations of key SPP parameters, such as temperature, pressure, vibration, and rotation speed, over time

Source: created by the authors

The graphs present the time series of key parame-
ters of the SPP: temperature (°C) - blue graph; pressure
(bar) - green graph; vibration (g) — orange graph; rota-
tion speed (RPM) - purple graph. Anomalous values de-
tected by the autoencoder are marked with red crosses.
Anomalies are observed in all parameters at approx-
imately the same time points, which may indicate a
common source of failure. The timestamps of anoma-
lies coincide across different parameters (temperature,
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pressure, vibration, and rotation speed), suggesting a
critical change in the SPP’s condition. All anomalies ap-
pear as sharp spikes in values, indicating short-term but
significant parameter fluctuations.

Issues in the cooling system lead to increased
temperature and pressure, while mechanical wear or
imbalance causes spikes in vibration. A malfunction
in the control system results in RPM fluctuations, and
external influences, such as sudden load changes,




Using ChatGPT for the intelligent diagnostics of complex technical systems

trigger simultaneous spikes across multiple parame-
ters. Sudden spikes in temperature and pressure may
indicate instability in the fuel or cooling system. Vi-
bration anomalies may be related to mechanical wear
or imbalance of rotating parts. Changes in RPM may
suggest issues with the control system or variations
in load. Figure 4a presents the loss graph of the LSTM
autoencoder, showing how well the model reconstructs

the input data. It represents time-series data of param-
eters (pressure, temperature) with highlighted anoma-
lies. High loss values indicate potential anomalies. Fig-
ure 4b displays the corresponding anomaly detection
graph with a threshold (showing Z-score values and the
set threshold). It visualises the time series with high-
lighted points where the reconstruction error exceeds
the defined threshold (95% percentile).
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Figure 4. a - Autoencoder loss graph, b — Anomaly detection graph with threshold

Source: created by the authors

Figure 4a presents a time-series graph with anom-
alies, where pressure values are shown in blue, tem-
perature in green, and detected anomalies - spikes or
drops - are marked with red and orange points. Figure
4b displays the Z-score and anomaly threshold, with the
Y-axis representing the standard deviation of parame-
ters (Z-score), red dashed lines indicating the anomaly
threshold (* 3 sigma), and anomalies falling outside
these boundaries. The time-series graph (Fig. 4a) pro-
vides a visual representation of parameter dynamics,
allowing for the identification of sudden deviations
from the normal range and determining the exact mo-
ments when anomalies occur. This is essential for initial
data analysis, enabling engineers or operators to detect
irregularities in the operation of the ship’s power plant
quickly and correlate anomalies with specific events,
such as engine start-ups or sudden load changes.In con-
trast, the Z-score and anomaly threshold graph (Fig. 4b)
offers a quantitative approach to anomaly detection,
distinguishing normal and anomalous values based on
statistical analysis. This provides a more objective and
reliable criterion than simple visual inspection. It also
plays a crucial role in diagnostics by enabling automat-
ic warning systems, supporting monitoring solutions
for early failure detection, and serving as input data for
machine learning models and neural networks.

Together, these graphs complement each other: the
first illustrates anomalies over time, while the second
objectively identifies them using statistical methods.

Their combined use enhances early fault detection,
which is critical for ensuring the reliability and effi-
ciency of ship power plants. The reconstruction error
graph (Fig.5) displays the distribution of errors that oc-
cur when restoring SPP data using an autoencoder. The
reconstruction error is defined as the difference be-
tween the original and reconstructed values. For nor-
mal data, the errors are small and distributed around
zero, whereas for anomalous data, they are significant-
ly higher. Setting a threshold, such as three standard
deviations from the mean reconstruction error, effec-
tively distinguishes between normal and abnormal
system states. Under normal operating conditions, the
autoencoder accurately restores parameters, resulting
in minimal errors. However, in the presence of faults
such as overheating, bearing wear, or pressure surges,
the reconstruction error increases, indicating a devi-
ation from the norm. The defined threshold (e.g., 30)
allows for the automatic detection of potential mal-
functions, helping operators identify issues in advance
and perform preventive maintenance.

The graph (Fig. 5) represents the reconstruction er-
ror on the X-axis and its frequency on the Yaxis. The
blue histogram illustrates the error distribution, the
blue curve represents its approximation, and the red
dashed line marks the anomaly threshold (typically the
95" percentile). This graph is a standard tool for as-
sessing the performance of the autoencoder: small er-
rors indicate accurate data reconstruction, while values
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exceeding the threshold suggest potential anomalies.
The accuracy of this method depends on the quality of

V. Vychuzhanin & A. Viychuzhanin

the training data, the chosen threshold, and the type of
autoencoder used (LSTM, Dense, etc.).

Reconstruction Error Plot

frequency

0.03

== Anomaly Threshold
EE Reconstruction Errors

0.04

0.05
Reconstruction Error

Figure 5. Reconstruction error graph

Source: created by the authors

The reconstruction error graph plays a key role in
diagnostics, allowing for the identification of an anom-
aly threshold, the evaluation of model accuracy,and the
separation of normal and anomalous data. However, it
should be used in combination with other methods,
such as time-series visualisation and Z-score analysis,
to ensure more reliable fault detection. The evaluation
of the effectiveness of the proposed approach includ-
ed a comparison with traditional diagnostic methods.
Operational data from a ship energy unit over a six-
month period were used as test data. A team of experts
manually analysed the data and identified deviations
using traditional diagnostic methods. The results were
compared with anomalies detected by the LSTM auto-
encoder (Table 1).

The automated system successfully identified
24 cases of faults that corresponded with the expert
findings, but it also produced two false positives and

missed four faults. This indicates that the method is
approaching expert-level accuracy but requires further
refinement. The Z-score method (anomaly detection
based on standard deviation) was used for comparison.
The threshold was set at 2.5 standard deviations from
the mean parameter value (Table 2).

The LSTM autoencoder demonstrated higher sensi-
tivity (ability to detect faults) and specificity (accuracy
of predictions) compared to traditional threshold-based
methods. To determine time efficiency, the average time
required for diagnostics was measured for each meth-
od. The measurement included data collection, process-
ing, and decision-making stages (Table 3).

The automated diagnostic system reduces analysis
time by a factor of nine, which is particularly critical in
real-world operational conditions. Mean Squared Error
(MSE) was calculated to assess the reconstruction qual-
ity of the autoencoder (Table 4).

Table 1. Comparison with traditional expert diagnostics

Method Detected Faults True Positives False Positives False Negatives Accuracy (%)
Expert Analysis 28 - - 1000
ChatGPT+ LSTM 26 24 92.8

Source: created by the authors
Table 2. Comparison with threshold-based diagnostic methods
Method Sensitivity (Recall) Specificity (Precision)
Z-score 78% 85%
LSTM Autoencoder 89% 91%

Source: created by the authors

Table 3. Comparison with threshold-based diagnostic methods

Method

Average Diagnosis Time (minutes)

Expert Analysis

45

ChatGPT+ LSTM

5

Source: created by the authors
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Table 4. Statistical accuracy assessment

Method MSE (lower is better)
Z-score 0.015
LSTM Autoencoder 0.008

Source: created by the authors

The LSTM autoencoder demonstrates a lower re-
construction error, confirming its effectiveness in
anomaly detection. On 12 January 2025, the system
detected a sudden increase in oil temperature by 8°C
above the normal range, indicating possible bearing
overheating; upon inspection, engineers identified a
clogged oil filter, demonstrating that the methodology
not only successfully detected the deviation but also
helped prevent potential equipment failure. Based on
the obtained results, the proposed methodology was
applied to real operational data from a ship energy
unit. The system successfully identified several cases
of potential faults, some of which were later confirmed
during technical inspections.

The testing results confirm that the proposed ap-
proach, based on ChatGPT and LSTM autoencoders,
achieves expert-level diagnostic accuracy (92.8%);
outperforms traditional thresholdbased methods in
sensitivity and specificity; reduces diagnostic time by
a factor of nine; and demonstrates high efficiency in
detecting faults in real-world data. Future improve-
ments include integration with loT systems, expand-
ing the database of failure cases, and optimising ma-
chine learning algorithms.

DISCUSSION

According to the results obtained by Q. Luu et al. (2023),
Al-generated test cases improve fault detection and
outperform manual methods in software validation.
Similarly, in the present study, the proposed hybrid
approach demonstrated higher diagnostic accuracy
compared to traditional threshold-based diagnostics.
The authors also emphasised the importance of inte-
grating Al methods into the software validation process
to automate repetitive testing and reduce human error.
A comparable pattern was observed in the current re-
search, where the introduction of ChatGPT into the di-
agnostic workflow significantly improved the efficiency
of anomaly interpretation and fault reporting in ship
power plant (SPP) monitoring. The researchers P. Mud-
gal & R.Wouhaybi (2023) emphasised ChatGPT’s abil-
ity to analyse log data and identify anomalies in both
structured and unstructured datasets. Their research
highlighted that ChatGPT’s capability to extract seman-
tic patterns enables the detection of system irregular-
ities that are not easily identifiable through classical
numerical analysis alone. Consistent with these find-
ings, the present study confirmed that ChatGPT effec-
tively interprets SPP operational data and generates
human-readable diagnostic recommendations, bridg-
ing the gap between data-driven models and technical

personnel. According to H. Kirinuki & H. Tanno (2024),
Al-generated test scenarios exhibit broad coverage
and complement human-designed tests in black-box
testing. A similar trend was observed in the present
research, where ChatGPT produced diverse recommen-
dations that improved the interpretation of anomaly
detection results in complex technical systems. H. Kir-
inuki & H. Tanno also pointed out the potential for Al
to accelerate testing in real-time environments by dy-
namically generating diagnostic hypotheses, a property
that was mirrored in this research through ChatGPT’s
adaptive response generation to detected anomalies.
The researchers T. Li et al. (2023) showed that lever-
aging ChatGPT to detect software vulnerabilities leads
to higher fault detection rates compared to manual
testing. This finding supports the results of the present
study, where the combination of ChatGPT with LSTM
autoencoders enhanced the detection of potential
malfunctions in SPP. Li et al. (2023) also stressed the
importance of combining generative language models
with anomaly detection pipelines to automate security
audit processes, which echoes the diagnostic logic em-
ployed in this study’s hybrid framework. A. Bakhshan-
deh et al. (2023) highlighted the benefits of ChatGPT
in engineering education and training, noting its abil-
ity to accelerate the understanding of technical con-
cepts. Consistent with this observation, the present
study demonstrated that ChatGPT effectively explains
detected anomalies and assists engineers in interpret-
ing diagnostic data. The researchers emphasised that
Al-generated explanations reduce cognitive load on
human operators and improve system transparency,
which is especially important in fault-critical contexts
such as SPP operation. In addition, Q. Luu et al. (2023)
investigated the potential of ChatGPT for real-time
monitoring and anomaly detection, concluding that
Al-powered systems provide timely fault identifica-
tion and proactive decision-making. These conclusions
align with the outcomes of the present research, where
ChatGPT, combined with LSTM autoencoders, enabled
real-time anomaly detection and reduced diagnostic
time. The capacity to minimise reaction time to anom-
alies is especially valuable in SPP systems, where de-
layed responses may lead to equipment damage or
safety risks. Furthermore, A. Alzahem et al. (2023) ex-
plored ChatGPT’s applications in the medical field for
diagnostic image interpretation, highlighting its ability
to reduce diagnostic errors and improve the speed of
analysis. Their findings parallel the conclusions of this
study, as the integration of ChatGPT in SPP anomaly
detection significantly enhanced both the speed and
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accuracy of diagnostic conclusions, facilitating preven-
tive maintenance planning.

Additionally, C. Wang et al. (2024) discussed the
challenges of advanced data-driven fault diagnosis un-
der uncertain conditions in complex industrial systems.
The authors pointed out that conventional methods
struggle with incomplete, noisy, and non-linear data,
which leads to missed faults and false alarms. In this
study, LSTM autoencoders demonstrated robustness
in learning temporal dependencies and reconstructing
normal operational patterns, while ChatGPT comple-
mented this by providing semantic interpretation and
contextual explanation of detected deviations, thereby
addressing the problem of model explainability. Simi-
larly, F. Regattieri et al. (2022) confirmed that stream-
ing anomaly detection approaches can significantly
reduce the time needed to identify faults and enhance
the scalability of monitoring systems. Their findings are
consistent with the architecture proposed in this study,
where real-time data from SPP sensors are continuously
processed via a pipeline combining autoencoder-based
detection, threshold assessment, and ChatGPT-based
anomaly reporting.This architecture effectively reduced
the detection-to-response time and enabled proactive
maintenance decision-making. P. Mercorelli (2024) em-
phasised the necessity of combining robust detection
algorithms with interpretable diagnostic outputs in re-
al-world industrial scenarios, especially in safety-criti-
cal systems. The methodology proposed in the present
research meets both requirements by unifying LSTM
autoencoder anomaly detection and ChatGPT’s capabil-
ity to generate human-interpretable diagnostic reports.
This duallayer approach was identified as a key factor
in improving operator trust and accelerating mainte-
nance workflows in the tested SPP diagnostic context.
The study by W. Yan et al. (2023) offered a detailed
overview of real-time fault diagnosis systems for smart
manufacturing environments, emphasising the benefits
of combining data-driven models with domain-specif-
ic expert knowledge. A similar principle underpins the
present research, where the use of ChatGPT enhances
the contextual understanding of autoencoder-detected
anomalies, enabling human experts to validate and act
upon system alerts more confidently and efficiently.

The analysis of recent studies reveals that the in-
tegration of language models such as ChatGPT into
the diagnostics of complex technical systems is a
promising direction for future research. The combi-
nation of machine learning-based anomaly detection
and natural language generation facilitates the au-
tomation of diagnostics and enhances decision-mak-
ing transparency, which is essential for safety-critical
applications such as ship power plants. Despite its
advantages, the proposed methodology has certain
limitations. ChatGPT’s diagnostic accuracy depends on
the quality and representativeness of the training data,
while its decision-making process lacks full transpar-
ency. Future research should focus on improving the
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explainability of Al models, expanding training data-
sets, refining hybrid Al architectures, and enhancing
real-time processing capabilities.

A review of recent research indicates that the ap-
plication of ChatGPT in complex technical system di-
agnostics remains a relevant and rapidly evolving re-
search direction. The model demonstrates significant
potential in automating large-scale data analysis, im-
proving fault detection accuracy, and providing main-
tenance recommendations. Continued research and de-
velopment in this area will contribute to the creation
of more intelligent and adaptive systems, capable of
meeting the demands of modern industries. Currently,
there are no published studies explicitly focusing on
the use of ChatGPT or similar language models for di-
agnosing SPPs. However, given the potential of large
language models in data analysis and decision support,
it is reasonable to assume that such technologies could
be adapted for SPP applications in the near future. Com-
paring the results with recent studies, Al-based diag-
nostics, particularly using ChatGPT, provide significant
improvements in predictive maintenance and anomaly
detection.While previous studies have confirmed the ef-
fectiveness of ChatGPT in analysing structured data, the
current study extends its use to real-time monitoring
of complex physical systems, bridging the gap between
language-based models and industrial Al applications.

CONCLUSIONS

The conducted study confirms the effectiveness of inte-
grating ChatGPT and LSTM autoencoders for intelligent
diagnostics of ship power plants (SPPs). The combina-
tion of anomaly detection based on reconstruction error
analysis with natural language generation for diagnos-
tic conclusions significantly improves the accuracy and
speed of fault identification. The results demonstrate
that the proposed approach outperforms traditional
threshold-based diagnostics by achieving a 15% in-
crease in anomaly detection accuracy and reducing the
average detection time from 30 to 5 minutes. This ad-
vantage is largely attributable to the LSTM autoencod-
er’s ability to model complex temporal dependencies
and detect subtle deviations that conventional statis-
tical methods often overlook. Compared to manual ex-
pert analysis, the automated diagnostic framework also
demonstrated a clear advantage in response time and
reproducibility. The generation of diagnostic reports
using ChatGPT reduced the time required for analysis
from 10-20 minutes to approximately 10 seconds, pro-
viding technical personnel with both structured infor-
mation and human-readable recommendations. This
improvement enhances operational decision-making,
particularly in time-sensitive situations.

Despite these advantages, the study also identi-
fied several limitations. Traditional thresholdbased di-
agnostics, while fast and computationally inexpensive,
lack the flexibility to detect unknown or evolving fail-
ure patterns, which were successfully identified by the
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proposed system. On the other hand, the performance
of the LSTM autoencoder and ChatGPT-based approach
depends on the availability of representative training
datasets. In conditions with limited or incomplete
data, anomaly detection performance and diagnostic
recommendation accuracy may decline. The interpret-
ability of Al-driven diagnostics remains a challenge, as
the decision-making process of deep learning models
is often opaque compared to expert systems, where
diagnostic rules are explicitly defined. However, the
use of ChatGPT as a reporting tool partially mitigates
this drawback by translating complex model outputs
into human-understandable explanations. The analy-
sis of timeseries graphs and reconstruction error dis-
tributions confirmed that the proposed methodology

accuracy, faster response times, reduced reliance on
manual analysis, and improved accessibility of diag-
nostic conclusions. Future research should focus on:
deepening integration with loT-based ship systems to
enhance real-time monitoring and predictive mainte-
nance; expanding the dataset to improve model gen-
eralisation across various ship types and operational
environments; refining machine learning algorithms
to improve anomaly detection accuracy and reduce
false positives; exploring hybrid Al architectures that
combine ChatGPT with reinforcement learning and ex-
pert-driven decision models; enhancing the interpret-
ability of Al diagnostics to increase transparency and
reliability in safety-critical applications.
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Bukopucranua ChatGPT nig yac iHTenekTyanbHOI AiarHOCTUKU
TEXHIYHOrO CTaHy CKNaAHUX TEXHIYHUX CUCTEM
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AHoTauis. [HTenekTyanbHa AiarHOCTUKA CKNAAHWUX TEXHIYHMX CUCTEM, 30KpEMA CYLHOBUX EHEPreTUYHUX YCTAaHOBOK, MA€E
BaX/IMBE 3Ha4YeHHs An9 3abe3neyeHHs paHHbOro BMSIBNIEHHS HECMPABHOCTEW i MiATPMMKM eKCrTyaTaLiMHoi HafiMHOCTI.
Y ubOMy AOCNIAKEHHI NPeACTaBNeHO METOLONOMYHMIA NigXia Ao iHTerpauii MoBHoi Mogeni ChatGPT B aBToMaTM30BaHy
niarHoctuky CEC. MeToto gaHoi poboTu b6yna po3pobka METOA0NOTIYHOIO NiAXoay 0 BUKOPUCTAHHS MOBHOI MOAeNi
ChatGPT B aBTOMaTM30BaHIM AiarHOCTULL CKNAAHUX TEXHIYHMX cucTeM, 3okpeMa CEC. 3anponoHoBaHa MeTOA0NOris
CKafanach 3 AeKinbKox etanis: 36ip AaHMX, nonepenHs 06pobka, HaBYAHHS MOAENi, BUSBNEHHSI aHOMaNi Ta reHepaLis
[iarHOCTUYHMX pekoMeHpauin. Cuctema iHterpysana ChatGPT 3 noTokoBO nepefavero aHWX Y peanbHOMY Yaci
(Kafka) Ta HeripomMepexxeBUM BUSIBIEHHSM aHOMainin 3 BUKOPUCTAHHSIM aBTOKOAEPIB Ta MoAenen AOBroTpuBanoi
KOpOTKOYacHoi nam'aTi. EkcnepumeHTanbHa nepesipka 6yna npoBefeHa 3 BUKOPUCTAHHAM peanbHUX onepaLinHux
HabopiB AaHWX 3 CYLHOBUX EHEPreTMYHMX YCTaHOBOK. 3anpOonOHOBaHMIA NiAXiA NPOAEMOHCTPYBaB 3HaYHE NOKPALLEHHS
TOYHOCTI BUSIBNIEHHS HECpaBHOCTeN, 36inbluMBLLKM 1T HA 15 % NopiBHAHO 3 TPaAULIMHUMU NOPOrOBUMKU METOAAMM.
Yac aiarHoCTMKM cKopoTuBCs B 9 pasis, WO A03BOAUIO iAeHTUDIKYBATU BiAXUNEHHS MalKe B peanbHOMY Yaci.
Mogenb gocarna TouHocTi 92,8 % npu knacudikauii aHOManbHWUX CTaHIB | MPaBUIBHOMY BU3HAYeHHI HeCNpaBHOCTEN
Ha paHHiX CTagigax 3a TAaKMMU KHOYOBUMM NapaMeTpamu, K TUCK, TeMnepaTypa i WBKAKICTb 06epTaHHA. AHani3
po3noAinis NOMWNOK PEKOHCTPYKLIT NiATBEPAMB 30aTHICTb CUCTEMU PO3PIi3HATU HOPMASIbHY Ta aHOMASIbHY MOBEAIHKY
cuctemu. Buasneni aHomanii 6ynn nepexpecHo niaTeBepaXeHi eKCnepTHUMM OLiHKaMW, Wo NigTBEpPAMIO NPAKTUYHY
3aCTOCOBHICTb MOAENI B peanbHUX YMOBAX AiarHOCTUKKU. KpiM Toro, peanisaLis 3anponoHOBaHOro nigxoay LO3BONSE
30iMCHIOBATU NPEAUKTUBHE NaHYBaHHSA TEXHIYHOMO 06CYroBYBaHHS, WO CNPUSIE 3HUXKEHHIO eKCMyaTaliMHMX pU3MKiB
i 3MEHLWEHHI0 BUTPAT Ha obcnyrosyBaHHs. IHTerpauia ChatGPT B cucTemMu AiarHOCTUKKM CYyAHOBUX EHEPreTUUYHMUX
YCTAHOBOK MOKPALLYE aBTOMATU30BaHY 0OpOOKY TEXHIYHOT fLOKYMEHTaLii Ta eKcnayaTaLiMHMX XXYPHaNiB, MigBULLYIOYM
NpO30pPiCTb | TOYHICTb NOSICHEHb HECMPaBHOCTEN. Pe3ynbTaTu LbOro AOCAIAKEHHS MOXYTb BYTM 3aCTOCOBaHI B
CynHOOYLYBaHHI, NPOMUCNIOBIM aBTOMaTM3aL,ii Ta TEXHIYHOMY 06C/yroBYBaHHI, CNpUSAOYM NiABULLEHHIO Be3neku Ta
HaAiMHOCTI CKNagHUX TEXHIYHUX CUCTEM

KniouoBi cnoBa: nporHosHe TexHiyHe O0OCNYroBYBaHHA; BWABIEHHA aHOMAaNii; eHepreTMuHi CUCTeEMM CyaeH;

iHTeNeKTyanbHW MOHITOPUHI; aHANITUKA B peanbHOMY 4aci; OLiHKA Ha OCHOBI WTYYHOrO iHTENEKTY; ekcnayaTauiiHa
HafinHiCTb
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Abstract. The development of 5G and artificial intelligence technologies creates new opportunities for improving
the routing of unmanned aerial vehicles, which is particularly relevant for logistics, rescue operations, and
monitoring of critical infrastructure. The purpose of the study was to analyse the prospects for implementing 5G
and Al in drone routing, identify key challenges, and develop recommendations for their effective integration into
Ukrainian airspace. The study used methods of theoretical analysis of scientific sources, comparative analysis
of international experience, and systematisation of modern approaches to drone routing using 5G and Al. The
architecture of 5G networks, route optimisation algorithms, and coordination mechanisms for swarms of drones
was analysed. The main results of the study showed that the combination of 5G and Al provides a significant
increase in the efficiency of autonomous unmanned systems, allowing helping to quickly adapt routes, optimise
energy consumption, and improve the level of flight safety. Special attention was paid to comparing two popular
route optimisation algorithms for UAVs: the particle swarm and the ant colony optimisation algorithms. The
analysis showed that both algorithms effectively solve routing problems, but they have their advantages
depending on the specifics of the application. The particle swarm algorithm proved to be more efficient for
problems with a large number of variables, helping to optimise routes in real time under rapidly changing
conditions. The ant colony optimisation algorithm, in turn, demonstrated an advantage in solving complex
problems with a large number of obstacles. The practical significance of the study was to identify key technical
and regulatory challenges associated with the integration of 5G and Al into drone routing, and to develop
evidence-based approaches to solving them. The results obtained can be used to improve national regulations,
promote the introduction of intelligent unmanned systems in logistics, infrastructure monitoring and rescue
operations, and for further research in the field of autonomous aviation technologies

Keywords: unmanned aerial vehicles; artificial intelligence; blockchain; neural network; drone swarms

INTRODUCTION

The rapidly growing demand for autonomous drone intelligence (Al) a key area of improvement for their
solutions is making the integration of 5G and artificial  functionality. With 5G capabilities, drones can receive
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and transmit real-time data, which is crucial for co-
ordinating a large number of devices, especially in
urban areas or difficult terrain. Al helps to quickly
adapt routes, avoiding obstacles and optimising pow-
er consumption. As a result, this opens up prospects
for creating efficient, safe, and intelligent unmanned
systems capable of performing complex tasks with
minimal human intervention. Governments and multi-
national corporations such as the National Aeronaut-
ics and Space Administration, the European Aviation
Safety Agency, and the International Telecommunica-
tions Union are actively developing standards for in-
tegrating drones into airspace. Among the key trends
in the international arena regarding the integration of
5G and Al in drone routing, the development of auton-
omous air corridors (U-space in Europe), Unified Traffic
Management in the United States) stands out, which
provide coordination of drones in the airspace. Major
multinational corporations such as Qualcomm, Nokia,
and Ericsson are developing Multi-Access Edge Com-
puting technologies to reduce data transfer delays
and improve real-time route efficiency.

A literature review showed that research on the in-
tegration of Al, unmanned aerial vehicles (UAVs), and
5G networks focuses on optimising communications,
security, energy efficiency, and applications in critical
areas.According to A.Rovira-Sugranes et al. (2022), inte-
grating Al into routing protocols for UAVs can improve
efficiency and adaptability in changing network envi-
ronments. The researchers noted that the main chal-
lenges remain optimisation of routes and ensuring the
stability of communication in real time. In addition, they
concluded that the use of Al allows creating more adap-
tive and sustainable routes for UAVs, but it is necessary
to solve the problem of reducing delays and improving
the reliability of communications. This issue was raised
by A. Sufyan et al. (2023), who analysed 5G networks
for UAVs, focusing on regulatory aspects and trends.
The researchers noted that ensuring stable communi-
cation in conditions of variable radio frequency spec-
trum and data security requirements is an important
challenge. Thus, they concluded that the integration of
UAVs into 5G networks opens up new opportunities for
applications, but requires improvement of regulatory
standards at the international level. Q. Wu et al. (2021)
supplemented previous research, noting that the devel-
opment of sensor technologies is crucial for improving
communication efficiency and accuracy of data collect-
ed by UAVs in 5G networks.According to the researchers,
the key aspect is to ensure high-speed communication
and accurate data exchange in complex urban environ-
ments. Wu et al. concluded that 5G networks have great
potential for UAV integration, but for effective opera-
tion, it is necessary to consider the characteristics of
sensor technologies and communications.

The safety and reliability of networks is a critical as-
pect of UAV development, which was argued by R. Gup-
ta et al. (2021), offering blockchain and Al integration
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to protect drone communications. According to the re-
searchers, the use of blockchain to store records of com-
munications and UAV data provides protection against
cyber threats and manipulation. R. Gupta et al. empha-
sised that the combination of blockchain and Al is an
effective method for preventing unauthorised access
and preserving data integrity in UAV systems. Similar
issues were considered by T. Garg et al. (2024), who ex-
plored the concept of “drones as a service” in smart cit-
ies, strengthening data protection through blockchain.
They emphasised that this concept is promising for the
development of smart city infrastructure. According to
researchers, blockchain technologies provide an appro-
priate level of protection for data transmitted through
UAVs within such services. As a result, for the effective
implementation of “drones as a service”, it is necessary
to address data security issues, since this is critical for
user trust and system reliability.

Energy efficiency was also an important topic in
the context of this study. N. Qasim and A.Jawad (2024)
analysed the use of UAVs in 5G networks for efficient
energy management. In their opinion, UAVs can become
an important tool for optimising energy use, reducing
overall costs in 5G infrastructures, which correlates
with the findings of P. Majumdar et al. (2024). The re-
searchers raised issues of energy efficiency in narrower
sectors, in particular, in agriculture, environmental pro-
tection, and logistics. According to them, Al-equipped
UAVs are capable of performing complex tasks, such
as monitoring the state of the environment or mak-
ing accurate deliveries of goods. Thus, the use of Al in
UAVs expands the capabilities of these technologies,
making them more efficient and autonomous. However,
the development of Al for UAVs was considered in the
context of urban infrastructure. A. Warrier et al. (2023)
noted that Al can be used to reduce interference in
urban 5G networks, which is crucial for ensuring un-
interrupted communication. According to researchers,
the use of Al allows adapting networks to changes in
the environment and improving signal stability even
in urban interference conditions. Therefore, the intro-
duction of Al in urban 5G networks can significantly
improve the quality of communication, ensuring more
stable and efficient operation.

Preliminary research on the integration of 5G and
Al into drone routing in Ukraine is limited and focuses
mainly on individual technical aspects or experimental
projects without a systematic analysis of their practical
application in the national infrastructure. However, the
issues of legal regulation, cybersecurity,and adaptation
of world technological standards to the realities of the
Ukrainian market have not been sufficiently studied.
Given the rapid development of drones for military,
logistics, and civilian needs, the purpose of this study
was to analyse the prospects for the introduction of 5G
and Al in the routing of drones in Ukraine, to identify
key challenges for their effective integration into the
country’s airspace.




5G and artificial intelligence integration to improve drone routing

MATERIALS AND METHODS

The study was analytical and predictive in nature, com-
bining an overview of modern technological solutions
and their potential application in Ukraine. The time
frame covered the period 2020-2025, considering the
development of 5G infrastructure, the introduction of Al
in drone routing, and the adaptation of regulations. Two
popular algorithms were used to analyse and optimise
drone routes in the study: particle swarm and ant colo-
ny algorithms. As part of the study, the effectiveness of
these algorithms for solving UAV routing problems in
a 5G network was compared. The research was based
on the analysis of secondary data obtained by analys-
ing scientific publications, technical documentation,
and regulations. The main sources of information were
reports from international organisations, such as the
International Telecommunications Union (n.d.), Interna-
tional Civil Aviation Organisation (n.d.),and the Europe-
an Aviation Safety Agency (n.d.), which contain official
recommendations and regulatory approaches to the
use of 5G and Al in the airspace. In addition, the study
covered peer-reviewed research papers published in in-
ternational journals on unmanned technologies and Al.
The analysis of these sources provided a comprehen-
sive understanding of the current state of integration
of 5G and Al in drone routing both in the global context
and within the Ukrainian market.

To conduct the study, theoretical methods were
used that helped to comprehensively analyse the prob-
lem. Content analysis was used to systematise scien-
tific, technical, and regulatory sources, which identified
key approaches to integrating 5G and Al into unmanned
aviation systems. The main areas of research in this
area were identified, including technical innovations,
regulatory aspects, and development prospects. This al-
lowed assessing the level of readiness of Ukraine to in-
tegrate these technologies into the airspace and iden-
tifying key barriers, in particular, technical, economic,
and legal ones. In addition, a predictive method was
used to assess possible scenarios for the development
of 5G drones, considering global technological trends,
existing infrastructure, and regulatory environment.
Thus, it was possible to formulate recommendations on

optimal ways to integrate 5G and Al into UAV rout-
ing. The integrated use of these methods has enabled
a thorough theoretical analysis that contributes to a
deeper understanding of the problem and the devel-
opment of strategic recommendations for the effective
use of technologies in the drone industry. The results
were interpreted using systematic and comparative
approaches, which helped to identify key patterns and
differences in the introduction of 5G and Al in drone
routing in different countries. Analysing regulatory as-
pects, technical characteristics, and strategic initiatives,
the study used logical generalisation to identify the
main trends and challenges. Predictive analysis helped
to assess possible scenarios for the development of this
technology in Ukraine, based on international experi-
ence and available resources.

RESULTS

Intelligent algorithms for routing in drone networks. In-
telligent routing algorithms in UAV networks represent
a complex interdisciplinary phenomenon that combines
machine learning techniques, advanced communica-
tion technologies, and principles of decentralised de-
cision-making. Advanced approaches to drone routing
use various classes of machine learning algorithms that
provide adaptability, predictability, and optimisation of
flight paths. One of the fundamental methods is rein-
forcement learning, in particular Q-learning, which al-
lows autonomous agents to dynamically change route
parameters according to the assessment of the envi-
ronment. The use of deep neural networks contributes
to the development of stable models for predicting op-
timal routes using large amounts of historical and cur-
rent data. Evolutionary algorithms and neuroevolution,
combining genetic mechanisms with neural network
architectures, demonstrate high efficiency in adaptive
routing scenarios, providing independent adjustment
of algorithmic parameters in accordance with environ-
mental changes. Bayesian methods allow modelling
probabilistic distributions of possible routes, ensuring a
balance between energy efficiency and task completion
speed (Trabelsi et al., 2024). The main machine learning
algorithms used in drone routing are shown in Table 1.

Table 1. Machine learning algorithms for UAV routing

routes based on the rewards
received for making decisions

Algorithm Description Advantages Restrictions
Reinforcement learning, where . . . . .
; s Autonomous decision-making, | High computational complexity,
Q-learning drones independently adjust adaptation to changes especially with a large number

in the environment of possible states

Use historical data to predict
optimal routes and recognise
obstacles

Deep neural
networks

High accuracy, efficiency

Require large amounts of data
for training, high hardware

in complex scenarios :
P requirements

Simulation of natural selection
to determine optimal routes
based on mutations and
crossbreeding

Evolutionary
algorithms

Flexible, fast adaptation
to a changing environment

High computing power
consumption
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Continued Table 1.

Algorithm Description

Advantages Restrictions

Combination of neural networks
and evolutionary methods
for drone self-learning

Neuroevolution-
based networks

Automatic optimisation,
no need for pre-training

High computing costs,
implementation complexity

Use of probabilistic models to
predict changes in routes
and traffic distribution

Bayesian
forecasting methods

High accuracy of forecasts,
ability to adapt to noise data

Need for large amounts
of statistical data
for accurate assessment

Source: compared by the authors based on data analysis by the International Civil Aviation Organisation (n.d.), European Aviation

Safety Agency (n.d.)

The use of 5G technology is crucial for improving
routing performance in UAV networks, as it provides
ultra-low latency, high bandwidth, and resistance to
network congestion. High-speed data transmission
allows real-time integration of current flight parame-
ters, obstacles, and abnormal environmental changes
into the optimal route calculation process. Advanced
5G communication protocols support dynamic dis-
tribution of network resources, which is critical for
synchronised coordination of large swarm systems.
The implementation of Multi-Access Edge Comput-
ing also allows transferring computing processes di-
rectly to peripheral nodes of the network, providing
fast information processing at the level of individual
UAVs without having to access remote data centres.
This significantly improves the adaptability and re-
sponsiveness of decision-making, reducing the risk of
delays, which is crucial in a dynamic operating envi-
ronment (Biswas & Wang, 2023).

Decentralised routing approaches eliminate the
problems of centralised management systems that are
vulnerable to overloading and node server failures.
The use of a blockchain architecture allows for a high
degree of security, since each drone acts as a self-suf-
ficient network node, and smart contract algorithms
allow automatically adjusting routing in accordance
with changing environment parameters. The use of
decentralised neural networks allows swarm systems
to operate in self-learning mode, allowing each agent
to adaptively adjust behaviour based on collective
experience. Local data processing using Multi-Access
Edge Computing eliminates the need for centralised
management, which significantly increases the auton-
omy and efficiency of resource allocation in swarm
structures (Zaid et al., 2024). Thus, the integration of
machine learning algorithms, 5G communication ca-
pabilities, and decentralised management techniques
enables the transformation of network routing systems
into UAVs, increasing their adaptability, energy efficien-
¢y, and self-learning ability. Further research is expect-
ed to further optimise self-organisation mechanisms,
develop more efficient methods for reducing energy
consumption, and improve the stability of algorithms to
variable and adverse operating conditions.
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The role of Al in creating dynamic drone networks. Al
plays a key role in creating dynamic UAV networks, pro-
viding autonomous decision-making, adaptive routing,
and optimal interaction between drones. Based on the
use of advanced machine learning algorithms, drones
can effectively coordinate their actions in real time,
process huge amounts of data, and adapt to changing
environmental conditions. The integration of 5G tech-
nology can significantly improve the efficiency of such
networks, providing ultra-low data transfer latency,
high bandwidth, and reliable communication, which
is critical for dynamic swarm management scenar-
ios (Lins et al., 2021). One of the main challenges in
creating dynamic drone networks is the need for fast
information processing and collective decision-mak-
ing without centralised management. The use of deep
neural networks allows UAVs to independently analyse
the current state of the environment and predict op-
timal routes. Reinforcement learning allows drones to
adjust their trajectory based on accumulated experi-
ence,which increases the efficiency of performing tasks
in uncertain and dynamic conditions. Such algorithms
allow reducing energy costs, minimising the risk of
collisions, and providing autonomous strategic deci-
sion-making (Alsambhi et al., 2021).

The use of 5G significantly enhances the capabili-
ties of intelligent drone network management systems,
as it provides almost instant communication between
system elements. In traditional networks, high latency
makes it difficult to coordinate actions between UAVs,
which can lead to delays in decision-making and loss
of efficiency. The implementation of Multi-Access Edge
Computing allows processing data on the periphery
of the network, which reduces the load on centralised
servers and contributes to the rapid response of drones
to changes in the environment. This allows using dis-
tributed cognitive computing, which enables swarm
systems to function more independently and quickly.
Al also provides efficient routing of information flows
between drones, optimising communication in distrib-
uted networks. The use of cognitive radio techniques
allows UAVs to independently change communication
frequencies depending on the level of interference and
channel availability, which minimises the risk of data
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loss and increases the overall stability of the network.
Intelligent spectrum management allows efficient dis-
tribution of network resources, reducing congestion of
communication channels in areas of high drone activity.

Decentralised routing approaches based on block-
chain technologies and distributed computing ensure
that the drone network is highly resistant to failures
and external attacks. The use of a blockchain architec-
ture guarantees the integrity of the transmitted data,
since each drone acts as a node of a decentralised sys-
tem that verifies the authenticity of information. Smart
contracts can automate decisions about route chang-
es by coordinating interaction between UAVs without
the need for centralised management. The develop-
ment of adaptive routing algorithms in the context of
drone networks is one of the most promising areas of
Al application. The use of evolutionary algorithms and
neuroevolution allows developing systems capable of
self-learning and improving their strategies over time.
Due to the use of genetic algorithms, drone networks
can independently choose optimal routes depending on
changing environmental parameters, ensuring the most
efficient resource allocation (Khan et al., 2021). Special
attention should be paid to integrating Al into complex
scenarios involving multi-component dynamic envi-
ronments such as emergencies, large-scale monitoring,
and logistics. The use of convolutional neural networks
allows automatic processing of visual data, which al-
lows drones to effectively recognise objects, assess
risks and make decisions about changing the flight path.

The energy efficiency of drone networks remains
a critical issue, which can be solved by optimising Al
algorithms. Using deep learning models to predict en-
ergy consumption allows allocating resources more
efficiently, considering the load factors on battery sys-
tems, variable weather conditions, and aerodynamic
drag parameters. Based on 5G integration, centralised
power management at the level of the entire swarm
of drones becomes possible, which allows dynamical-
ly redistributing tasks between devices, extending the
overall battery life of the system (International Tele-
communications Union, n.d.). The prospects for the de-
velopment of intelligent drone networks are directly
related to the improvement of collective learning algo-
rithms, which would allow drones to share knowledge
more effectively and adapt to complex scenarios. The
use of federated training allows integrating the expe-
rience of various autonomous agents into a common
model without the need for centralised processing of
large amounts of data, which increases the efficiency
of the system in highly dynamic conditions. Therefore,
the role of Al in creating dynamic drone networks is

crucial for achieving a high level of autonomy, efficien-
cy,and adaptability. 5G integration provides a critical in-
frastructure for high-speed data transmission, enabling
scalable swarm management algorithms. In the future,
further development of Al will expand the functionality
of such systems, ensuring their integration into com-
plex multi-agent environments and increasing the level
of autonomy in scenarios with unpredictable changes.

Routing in swarms of drones: collective intelligence.
Swarms of drones operating on the basis of the prin-
ciples of collective intelligence represent a promising
area in the development of autonomous systems. Co-
ordinating a large number of UAVs requires efficient
routing algorithms to optimise trajectories, minimise
energy costs, and avoid collisions. Al and swarm tech-
nologies open up new opportunities for autonomous
UAV control. The main idea of swarm routing is to cre-
ate a decentralised system in which drones can coordi-
nate their actions without human intervention. Collec-
tive intelligence in such systems works according to the
principles of biological swarms, where each element
interacts with others to achieve a common goal. This
allows for flexibility, adaptability and high resistance to
environmental changes.

The use swarm intelligence allows implement-
ing complex collective strategies. For example, an ap-
proach based on behavioural models of biological sys-
tems allows UAVs to act as a single organism. Moreover,
swarm routing algorithms are based on the principles
of self-organisation, adaptability, and decentralised de-
cision-making. Many modern routing approaches are
based on reproducing natural systems such as flocks
of birds, ant colonies, and shoals of fish. These systems
demonstrate effective communication and resource al-
location strategies without centralised management. In
particular, the particle swarm algorithm is an optimisa-
tion method based on the behaviour of social groups.
Drones are considered “particles”that move in the direc-
tion of a globally optimal solution determined through
collective analysis of the environment. Each particle
updates its speed and position based on personal ex-
perience and the experience of its neighbours, which
allows the swarm to effectively find optimal routes in
difficult conditions (Kourtis et al., 2023). The ant colony
algorithm uses principles similar to the behaviour of
real ants when searching for food. Virtual pheromones
left by drones help to determine the shortest and least
congested routes. The more often a particular route is
used, the stronger its footprint, which contributes to re-
al-time swarm self-regulation. The considered routing
algorithms are presented in Table 2.

Table 2. Comparison of routing algorithms

Algorithm Operating principle

Advantages Disadvantages

Particle swarm
algorithm

Route optimisation through particle
speed and position updates

High convergence rate,
adaptability

May get stuck in local
optimums
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Continued Table 2.
Algorithm Operating principle Advantages Disadvantages
Ant colony Using virtual pheromones to find the Reliability, efficiency in a . .
algorithm optimal path dynamic environment High computing costs

Source: compared by the authors based on the analysis of S.K. Khan (2021)

One of the key advantages of swarm systems is
their ability to self-organise. UAVs can jointly determine
optimal routes, avoid obstacles, and redistribute tasks
among themselves. Machine learning algorithms, neu-
ral networks, and reinforcement learning techniques
are used for this purpose. Based on this approach, the
system can adapt to changing conditions and perform
tasks with minimal energy loss. An important compo-
nent of collective intelligence is the exchange of in-
formation between drones. For this purpose, modern
communication technologies are used, in particular 5G,
which provides fast data transmission with minimal la-
tency. Each UAV in the swarm has up-to-date informa-
tion about the state of the environment and the actions
of other network participants. This allows significantly
improving coordination and avoiding conflicts in rout-
ing (Dash et al., 2023).

Routing methods in drone swarms can be divided
into centralised and decentralised. Centralised approach-
es involve controlling all drones through a central server
or main UAV. They provide high accuracy, but are vulnera-
ble to main element failure. Instead, decentralised meth-
ods allow each drone to make its own decisions based
on local data, which increases the system’s resilience
to failures. Deterministic and stochastic algorithms are
also distinguished among the key approaches to rout-
ing. Deterministic methods are based on strictly defined
rules that guarantee predictability of results, but may
be less effective in a changing environment. Stochastic
methods, by contrast, use probabilistic models that in-
crease their adaptability to dynamic conditions, such as
unexpected obstacles or variable weather conditions.
For a better visualisation of the main characteristics
of these algorithms, a comparative Table 3 is provided.

Table 3. Characteristics of the main routing algorithms

Type of algorithm Advantages

Disadvantages Example of application

Deterministic Predictability, stability

Less adaptability in changing

Flights to the specified

conditions coordinates

Stochastic High flexibility, adaptability

to changes

Requires more computing
resources

Offline navigation
in the face of obstacles

Source: compared by the authors based on the analysis of B. Dash et al. (2023)

Due to the use of Al and 5G, swarm algorithms can
combine these approaches, automatically switching be-
tween deterministic and stochastic methods depending
on the situation, which significantly improves the ef-
ficiency of flying and controlling swarms of drones. Al
significantly expands routing capabilities, giving drones
the ability to predict possible threats and change their
route in real time. Based on deep learning techniques,
UAVs can analyse large amounts of data, recognise ob-
jects, and optimise their actions. This is especially im-
portant in scenarios that require a quick response, such
as rescue operations or military missions. The use of
cognitive computing in routing allows drones to adap-
tively change communication channels depending on
the level of interference and frequency availability. In-
telligent spectrum management minimises the risk of
signal loss and improves overall network stability. This
ensures continuous data exchange between swarm el-
ements, even in difficult conditions. A separate area of
development is the use of blockchain technologies in
swarms of drones (Zaid et al., 2024). They guarantee
the protection of transmitted information, since each
drone acts as a node of a decentralised network. This
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significantly increases the security of the system and
ensures its resistance to external attacks.

Integration of 5G technology significantly increases
the efficiency of swarm routing algorithms, as it provides
high-speed information exchange between drones and
central computing resources. In conventional networks
with high latency, data transmission makes it difficult to
synchronise and adapt the swarm to changes in the en-
vironment. The use of 5G can significantly reduce these
delays due to its low latency (up to 1 ms), which is es-
pecially important for highly dynamic scenarios, such
as real-time coordination of a large number of drones.
In addition, the high bandwidth of 5G allows drones
to exchange large amounts of data, including video
streams, telemetry, information about obstacles and
environmental conditions. Therefore, machine learn-
ing algorithms can process current and historical data
to better optimise routes and predict possible threats.
For example, analysing drone behaviour in the past can
help to determine the likelihood of congestion in certain
areas or predict the most energy-efficient trajectories.

Another key aspect is the ability to use decen-
tralised data processing models, such as Multi-Access
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Edge Computing, which place computing power clos-
er to the task execution location. This reduces reliance
on remote data centres and allows swarm drones to
make their own decisions without too much delay. As
a result, swarm routing becomes more adaptive and
efficient, which is important for emergency response,
monitoring, and logistics scenarios (Caballero-Martin et
al., 2024). Swarms of drones are widely used in vari-
ous fields due to their autonomy, flexibility and ability
to quickly respond to changing conditions. In disaster
zones, they can quickly deploy to search for victims, as-
sess damage, and coordinate rescue operations, using
5G connectivity to transmit real-time video streams. In
the field of critical infrastructure monitoring, autono-
mous drones are used to check the state of power grids,
bridges, oil and gas pipelines, using Multi-Access Edge
Computing for local data processing and deep neural
networks for detecting defects. In logistics, swarm rout-
ing systems optimise unmanned delivery of goods, us-
ing ant algorithms to determine the best routes and
minimise energy costs. In agriculture, drones perform
spot spraying of fertilisers and pesticides, and monitor
the condition of plants using a swarm of particles algo-
rithm to adapt flight paths in accordance with terrain
and weather conditions. In smart cities, swarm systems
contribute to traffic monitoring, public safety, and en-
vironmental control by using deep neural networks to
analyse traffic flows, optimise traffic light cycles, and
prevent congestion (Sarkar & Gul, 2023). Due to the
combination of state-of-the-art Al algorithms and 5G
high-speed communication, swarm technologies open
up new opportunities for improving efficiency and se-
curity in critical areas.

DISCUSSION

The results show that the use of intelligent routing
algorithms significantly improves the efficiency and
autonomy of drone networks, but their practical imple-
mentation faces a number of challenges. In particular,
the complexity of adapting algorithms to dynamic re-
al-world conditions and the limitations of UAV comput-
ing resources can affect their performance. Although
machine learning techniques such as reinforcement
learning and neural networks show high flexibility, their
implementation requires significant computing power,
which can conflict with energy efficiency requirements.
Thus, the results highlighted the need to balance per-
formance, energy efficiency, and safety, which opens up
prospects for further research in the field of optimis-
ing routing algorithms for UAVs. A. Solanki et al. (2022)
considered the concept of the Internet of drones as a
platform for creating intelligent solutions, especially in
areas such as monitoring, environmental control, trans-
port and logistics. The book discussed Al algorithms
for autonomous drone control that help to improve co-
ordination between UAVs. The main conclusion of the
authors was that Al integration allows increasing the
efficiency of drone systems in real time. This study also

confirmed that Al plays a key role in the future devel-
opment of the Internet of drones, helping to automate
complex tasks in controlling air traffic. However, the
problem of energy efficiency is one of the key issues in
the use of UAVs. P. Du et al. (2023) analysed route op-
timisation methods for Al-based logistics drones. The
researchers proved that properly designed algorithms
can reduce energy costs and improve the autonomy of
drones. Similar conclusions were drawn by S. Haider et
al. (2022), who investigated the use of Al for resource
management in unmanned networks. They emphasised
that the integration of trajectory optimisation and in-
telligent power management can significantly improve
the efficiency of data collection from loT devices. The
theoretical study confirmed these conclusions, focusing
on the fact that machine learning algorithms can pro-
vide more flexible and adaptive control of drone routes.

In the context of developing hybrid models for UAV
routing, it is essential to consider the experience of im-
plementing mobile communication systems for remote
drone control. V. Posvistak & D. Miroshnychenko (2024)
proposed an architectural model for long-range UAV
operation using GSM-based communication modules,
combining a ground control station, a mobile router,
and a Raspberry Pi computing unit connected to the
drone via the MAVLink protocol. The authors empha-
sised the feasibility of achieving a stable connection
even in the absence of line-of-sight between the op-
erator and the UAV, which aligns with key challeng-
es identified in this study regarding the resilience of
communication channels in dynamic aerial environ-
ments. Another relevant direction for improving UAV
navigation and operational security involves the use of
machine learning techniques for drone detection and
environmental awareness. R. Yermolenko et al. (2024)
developed a detection algorithm for commercial UAVs
based on convolutional neural network architectures
such as YOLOv8 and MobileNetV3. Their study demon-
strated high accuracy in recognising drones across var-
ious visual conditions using the SimUAV dataset, which
included diverse drone classes and environments. The
authors emphasised that such detection systems are
particularly effective in surveillance and monitoring
applications, offering real-time identification of aerial
threats or system anomalies. These findings align with
the broader vision of integrating Al into UAV operations,
supporting dynamic route adjustment, adaptive control,
and autonomous threat response. When combined with
5G connectivity and edge computing infrastructure, the
implementation of intelligent detection algorithms
could significantly enhance the resilience and autono-
my of UAV networks, especially in high-risk or complex
operational scenarios.

The issue of stable communication and data trans-
mission management is critical for the effective func-
tioning of drone networks. T. Ayass et al. (2022) and
I. Shayea et al. (2022) investigated the mechanisms of
handover (transmission of communication between
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base stations) in 5G networks for drones. They found
that conventional approaches do not factor in the high
mobility of drones, which can lead to loss of communi-
cation. An alternative is machine learning-based meth-
ods that allow anticipating changes in the network and
optimising the transmission process. Similar studies
were conducted by M. Khan et al. (2022), analysing the
use of swarms of drones to manage mobile networks
in 6G. They showed that Al-based autonomous rout-
ing improves communication between drones and the
network, reducing data transfer latency. The conducted
research confirmed the relevance of these issues, since
the presence of stable communication is a key factor in
the successful implementation of unmanned aviation
networks in various fields.

The growing use of UAVs also raises safety con-
cerns. F. Tlili et al. (2024) examined the use of Al to pro-
tect drone networks from cyber-attacks. The research-
ers emphasised the importance of real-time threat
detection and the development of adaptive defence
mechanisms. Similarly, T. Han et al. (2021) explored the
prospects for using blockchain for drones in 5G net-
works, showing that distributed ledger technologies
can provide reliable protection against attacks and un-
authorised access. The current paper highlighted the
importance of such solutions, although it was noted
that scaling blockchain systems in drone networks can
be a resource-intensive task. An alternative approach
might be to use hybrid models that combine conven-
tional encryption methods and blockchain algorithms.
F. Aktas et al. (2023) explored the use of Al for routing
in next-generation networks. They noted that conven-
tional protocols cannot provide effective communica-
tion management in dynamic environments. Similarly,
Y. Lu et al. (2023) analysed routing algorithms in inte-
grated space-air-ground networks, emphasising the im-
portance of adaptive methods based on deep learning.
This study confirmed these findings, emphasising that
machine learning algorithms are key to autonomous
drone control and optimising data transmission. How-
ever, it also focused on potential problems related to
the computational complexity of such algorithms.

L. Bine et al. (2023) proposed a new loDMix pro-
tocol for integrating drones into intelligent transport
systems. They demonstrated that their model allows
them to work efficiently in conditions with data trans-
fer delays. B. Mohsen (2024) explored the optimisation
of logistics in urban environments using autonomous
drones and loT, confirming the promise of using Al for
air traffic control. The paper by B. Mohsen proposed an
Al-focused optimisation of urban logistics that com-
bines autonomous vehicles and loT systems to create
efficient delivery systems. The implementation of such
solutions can significantly reduce delays caused by ur-
ban traffic and optimise the use of energy resources.
The study confirmed these results, highlighting the
importance of predictive models for controlling large
arrays of drones. In addition, A. Hashesh et al. (2022)
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highlighted the challenges and prospects of UAV com-
munication provided by Al technologies. The research-
ers noted that deep learning and neural networks help
drones to adapt to changing conditions, especially in
complex urban or combat scenarios. These studies are
consistent with theoretical analysis that has shown
that loT and Al can contribute to improving the autono-
my of UAVs and their integration into urban and indus-
trial environments. However, challenges related to data
security and network sustainability remain open.

One of the key aspects of effective use of drones
is the development of routing and network manage-
ment algorithms that ensure fast and safe movement
of UAVs in difficult conditions. The study by M. Khalid et
al. (2024) revealed the use of Al and machine learning
to integrate ground-based and space-based commu-
nication networks with UAVs. This integration allows
creating multi-level networks that provide a stable
connection even in regions with low mobile coverage.
The current study confirmed the results of a theoret-
ical analysis that showed that Al algorithms can sig-
nificantly improve the efficiency of route planning and
drone network management. However, the study also
identified potential threats related to cybersecurity and
the risks of interference in autonomous systems, which
requires further research. Thus, the study confirmed
that Al algorithms significantly improve routing, reduce
latency, and increase the safety of drones in difficult en-
vironments. However, a number of challenges remain,
in particular ensuring stable communications, cyberse-
curity, and energy efficiency.

CONCLUSIONS

The results provide a deeper understanding of adap-
tive routing mechanisms, which are essential for im-
proving the efficiency and autonomy of unmanned
networks. The results of the analysis contributed to
the goal of the study, as they revealed gaps in regu-
lation, technical support, and strategies for integrating
5G and Al into drone routing. This, in turn, contributed
to the development of a safe and efficient drone in-
frastructure that can be used in logistics, infrastructure
monitoring, defence, and smart cities. Machine learning
algorithms such as Q-learning, deep neural networks,
and evolutionary approaches have been found to op-
timise drones’ flight routes, increasing their autonomy
and ability to adapt in a dynamic environment. The use
of 5G technology can significantly improve the speed
of data processing and coordination of swarm systems,
while Multi-Access Edge Computing minimises latency
and promotes local data processing.

The role of Al in creating dynamic drone networks
that ensure fast decision-making, efficient routing,
and optimal resource allocation was investigated. The
use of decentralised methods, such as blockchain and
cognitive radio, increases the resilience of networks to
external threats and provides reliable communication
between system agents. In particular, swarm routing
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methods, created based on biological systems, such
as ant colonies or flocks of birds, provide flexibili-
ty, self-organisation, and adaptability for a swarm of
drones to environmental changes. The use of particle
swarm and ant colony algorithms allows optimising
routing, considering energy costs, interference, and
task priority. Swarms of drones are widely used in var-
ious fields due to their autonomy, flexibility and ability
to quickly respond to changing conditions. In disaster
zones, they can quickly deploy to search for victims, as-
sess damage, and coordinate rescue operations, using
5G connectivity to transmit real-time video streams. In

applications. The results may be useful for developers
of autonomous UAV control systems, drone network
operators, and Al researchers. Further research should
be aimed at optimising self-organisation mecha-
nisms, improving the energy efficiency of drones
and expanding the possibilities of their interaction
in complex multi-agent environments. Special atten-
tion should be paid to the use of cognitive computing
and 5G in combination with machine learning tech-
nologies to ensure rapid adaptation of the swarm to
changing conditions and increase the level of auton-
omy of unmanned systems.

the field of critical infrastructure monitoring, auton-
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AHoTauia. Po3BuTOK TexHonorih 5G Ta WTYYHOro iHTeNeKTy CTBOPIOE HOBI MOXIMBOCTI AN9 BAOCKOHANEHHS
MapLpyT13aLii 6e3ninoTHUX NiTaNbHUX anaparTis, WO € 0COBAMBO aKTyanbHWUM ANS NOTiCTUKU, PATYBASIbHUX OnepaLii
Ta MOHITOPWHIY KPUTUYHOI iHdpacTpykTypu. MeToto focnigkeHHs OyB aHani3 nepcnekTUB BNPOBaAXeHHs 5G Ta
Al y MapwpyTn3auito 4pOHiB, BUSHAYEHHS KIHOUYOBUX BUKIIMKIB Ta po3pobKka pekoMeHaauin ans ix epekTuBHOI
iHTerpauii y noBiTpsiHuiA npocTip YkpaiHu. Y AoCniAXeHHi BUKOPUCTAaHO METOAM TEOPETUYHOIO aHani3y HaykoBUX
[Xepen, NOPiBHANBHOIO aHani3y Mi>KHapo4HOro AOCBIAY Ta CMCTEMATU3AL,iT CydyaCHUX NiAXOAIB 4O MapwpyTu3aLii
[LPpOHiB i3 BUKOpUCTaHHaM 5G i Al. TpoBeneHo aHani3 apxitektypu 5G-mMepex, anropuTMiB onTUMi3aLii MaplupyTiB
Ta MexaHi3MiB KoopauHaLii poiB ApoHiB. OCHOBHI pe3ynbTaTi LOCNIIKEHHS MPOAEMOHCTPYBAU, WO NOEAHAHHS 5G
Ta Al 3abe3neuye 3HauHe NiABULLEHHS ePEKTUBHOCTI aBTOHOMHUX 6e3MNiNOTHUX CUCTEM, AO3BONAOUM ONEPaTUBHO
aflanTyBaTU MapLlUpyTW, ONTMMIi3yBaTU €HEProCnOXMBaHHS Ta NiABMLLYBATU piBeHb 6e3nekn nonboTiB. Ocobnmea
yBara B JOCNIIKEHHI NpuaineHa NopiBHSHHIO ABOX MOMNYASPHUX anropuTMiB onTUMi3auii MapwpyTis ans BIJ1A:
aNropuTM PO YaCTOK Ta MypalUMHUIA anroput™. AHani3 nokasas, Wwo obuasa anroputMm ehekTUBHO BUPILLYHOTb
3aB[laHHS MapLIpyTM3aLii, 0O4HaK MalTb CBOI MepeBaru B 3a1eXKHOCTI Bif, cneuudiku 3acToCyBaHHS. ANroput™ poto
YaCTOK BUSBMBCS Binbll e(peKTUBHUM AN 33434 3 BEIMKOK KiNbKiCTHO 3MiHHWUX, AO3BOASKOUM ONTUMI3yBaTh MapLIpyTH
B peasibHOMY Yaci Npu WBUAKO 3MiHIOBaHUX yMOBax. MypallMHWii anropuTMm, B CBOK Yepry, NpoAeMOHCTPYBaB
nepeBary y BUpIlLEHHI CKNaAHMX 33/1ay 3 BEIMKOI KiNbKiCTO nepeLukoa,. [pakTMuHe 3Ha4YeHHs LOCNioXeHHS nonsrae
Y BU3HAUEHHI K/TIOYOBMX TEXHIYHMX i PEryNSITOPHUX BUKIUKIB, MOBA3aHUX 3 iHTerpauieto 5G Ta Al y Maplupytusadito
[IPOHIB, a TaKOX y po3pobLi HAyKOBO 0BIpYHTOBaHMX NiAXOAIB A0 iX BUpiweHHs. OTpuMaHi pe3ynstatv MOXyTb OyTn
BMKOPUCTaHI A9 BOOCKOHANEHHS HaLiOHaNbHUX HOPMATUBHUX aKTiB, CMPUSIHHS BMPOBALXKEHHIO iHTENeKTyanbHUX
6e3MinoTHMX cucTeM y chepax NoriCTUKKU, MOHITOPUHIY iHPPACTPYKTYpU Ta pATYBa/IbHUX OMNepaLlii, a Takox Ang
NojanblINX AOCNILXKEHb Y rany3i aBTOHOMHMX aBiaLiiHUX TEXHONOTIN
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Abstract. The relevance of the research topic is determined by the need to effectively solve multi-criteria decision-
making problems in conditions of fuzzy information. In this regard, the creation of information technologies that
would enable the user to select and use the most effective multi-criteria decision-making methods in conditions
of fuzzy information is an important problem. The purpose of the study was to develop information technology
for solving the multi-criteria decision-making problem using the modified Fuzzy Technique for Order Preference
by Similarity to Ideal Solution (FTOPSIS) method based on the use of different metrics and the results of
group expertise, which increases the reliability of the obtained decisions. Within the framework of the study, an
analysis of the most popular multi-criteria decision-making methods, in particular, methods using the fuzzy set
apparatus,was carried out. The article analyses different popular metrics for estimating the distances between a
fuzzy positive ideal solution and a fuzzy negative ideal solution in the FTOPSIS method. A technique is proposed
for comparing the results of applying different methods, in particular, FTOPSIS using triangular and trapezoidal
fuzzy numbers, TOPSIS with triangular and trapezoidal fuzzy numbers for determining criteria weights, which
makes it possible to analyse the scale of deviations between the obtained results and to assess the quality
of the experts' work. The obtained results expand the possibilities of using TOPSIS and FTOPSIS methods for
decision-making in conditions of multi-criteriality and uncertainty. As a practical application of the developed
information technology and the modified FTOPSIS method, the article solves the problem of selecting the best
of popular risk management standards in IT projects. This will increase the effectiveness of risk management in
conditions of uncertainty and incompleteness of information, improve the validity of decisions made, as well as
adapt the risk management process to specific conditions of each individual IT project

Keywords: MCDM; MADM; fuzzy sets; FTOPSIS; IT projects; risk management; risk management standards

INTRODUCTION
The relevance of multi-criteria decision-making management, planning and analysis, it is necessary to
problems lies in the fact that in real conditions of take into account a set of conflicting criteria that affect
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the choice of the best solution. This is especially impor-
tant in conditions of uncertainty, when it is necessary to
find a compromise between different performance indi-
cators, such as costs, quality, risks and system stability.
Multi-criteria analysis methods make it possible not
only to formalise the selection process, but also ensure
the validity of decisions, increasing their effectiveness
and objectivity. The use of modern methods and infor-
mation technologies in multi-criteria decision-making
helps to automate the decision-making process, which
is a key factor in complex and dynamic systems. The
scientific community is actively researching and de-
veloping new modifications of the FTOPSIS method. In
particular, Y. Kustiyahningsih et al. (2024) in their work
analysed the use of different types of fuzzy logic in the
FTOPSIS method, but exclusively using the Euclidean
metric to determine the distance between an ideal and
an anti-ideal solution.

N. Rane & S. Choudhary (2023) in their study con-
ducted a comparative analysis of the effectiveness of
the Fuzzy AHP and FTOPSIS methods, which also used
the classical Euclidean metric. The results showed
that both methods were effective tools for multi-cri-
teria decision-making under uncertainty, but FTOPSIS
demonstrated a slightly higher sensitivity to changes
in weight coefficients of the criteria compared to Fuzzy
AHP.H.Yin et al. (2020) in their work used the classical
Euclidean metric to measure the distance between al-
ternatives in the context of multi-criteria analysis using
the TOPSIS method. The authors drew attention to the
limitations of the classical Euclidean distance, which
may not always correctly reflect the difference between
fuzzy or unstructured data, which often arises in prac-
tical problems. In this regard, they proposed a modifi-
cation of the Euclidean distance, which was called the
relative Euclidean distance.

In their study, F. Han et al. (2024) demonstrated
the practical application of the FTOPSIS method using
the Euclidean distance for solving multi-criteria deci-
sion-making problems. This study demonstrated the
practical use of FTOPSIS, particularly in the context of
using standard metrics in real decision-making prob-
lems. In the study of P. Talukdar & P. Dutta (2019), six
different distance metrics were considered within the
framework of the classical TOPSIS method, which al-
lowed for a comparative analysis based on examples.
However, this study needs to be expanded in the direc-
tion of formalising a general model of using different
metrics for the FTOPSIS method. In turn, H-S. Shyur &
H-S. Shih (2024) analysed the impact of the choice of
metric on the results of ranking alternatives in the clas-
sical TOPSIS method. The authors emphasise the im-
portance of the correct choice of metric, since different
metrics can significantly change the ranking results, af-
fecting decision-making in multi-criteria problems.

The study of H. Arman et al. (2022) was focused
on the incorrect use of the Euclidean metric to meas-
ure the difference between fuzzy numbers. The

researchers emphasised that although the Euclide-
an metric was used to measure the distance between
points in multidimensional spaces, its application to
fuzzy numbers was conceptually incorrect. The authors
concluded that the use of the Euclidean metric in the
context of fuzzy numbers can lead to inaccurate results,
since such a metric does not reflect their essential dif-
ference. Summarising the results of the analysis of sci-
entific sources, it can be stated that the vast majority of
existing studies are focused on the use of the standard
Euclidean metric in the TOPSIS method and its fuzzy
modification — FTOPSIS.

Thus, one of the tasks of this study is to analyse
the impact of the choice of metric on the results of the
FTOPSIS method. The involvement of experts in assess-
ing alternatives according to different criteria is an im-
portant aspect of using multi-criteria decision-making
methods based on the fuzzy set apparatus. This leads to
the fact that the obtained fuzzy assessments, especially
during individual expertise, are subjective in nature. In
this situation, to improve the accuracy of the assess-
ment of alternatives, it is advisable to use an expertise
involving several experts. In turn, this leads to the need
to apply methods of aggregating expert opinions. So,
there is a need to develop information technologies
that provide group expertise using fuzzy multi-criteria
decision-making methods and implement the proce-
dure for aggregating expert assessments.

Therefore, an urgent problem arises, which consists
in developing a modified FTOPSIS method using appro-
priate adapted metrics, as well as creating information
technology that implements them and takes into ac-
count the results of group expertise for a more accurate
and effective assessment and choice of the best alter-
native from many possible ones according to several
utility criteria. It is the solution to this problem that this
article was devoted to.

MATERIALS AND METHODS

The multi-criteria decision-making problem is to assess
and select the best alternative from the set of A={A,,
A,..., A} possible options, taking into account the set
of C={C, C,,..., C,} criteria that characterise these alter-
natives. Some criteria can be benefit criteria (the high-
er the value, the better), let’s denote the set of these
criteria as C={C, C,,..., (.}, P is the number of benefit
(maximisation) criteria (0 <P < M), and other criteria
are cost criteria (the lower the value, the better), let’s
denote the set of these criteria as C_ ={C,, .,C,, ...,
C,,}, while the number of cost (minimisation) criteria is
equal to M-P. Each C criterion has its own w, weight,
while w; > 0,37, w; = 1. The effectiveness of each
A, (i =1,N) alternative is assessed relative to each C,
(j = 1, M) criterion using the value of the corresponding
]; (A, w, x,.],) utility function, where X; = the assessment
of the value of the C, criterion relative to the A alterna-
tive taking into account the w;(i = 1,N,j = 1, M) weight.
Formally, the MCDM problem can be written as follows:
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max f; (Al-, Wj,xi]-),j =1,P,
AjEA
min f; (Aw;, x;;),j = P + 1, M. 1)
AjEA

Then the A* € A alternative, which satisfies the con-
dition:
arg max f; (Ai, Wj,xi]') ,j=1,P,
AjEA
arg min f; (Ai,wj,xij),j =P+1,M. (2

A;EA

A =

is the solution to the problem (1).

The A* alternative of the form (2) can be considered
as an ideal solution to the problem (1), which in prac-
tice can only be found approximately.

The Technique for Order of Preference by Similari-
ty to Ideal Solution (TOPSIS), proposed by C. Hwang &
K. Yoon (1981), is one of the most well-known meth-
ods for an approximate solution to the multi-criteria
decision-making problem of the form (1). This method
is based on the concept that the chosen alternative
should have the smallest distance to the positive ideal

A. Maksymov & Yu. Tryus

solution (PIS) (a solution that maximises benefit criteria
and minimises cost criteria) and the largest distance to
the negative ideal solution (NIS) (a solution that mini-
mises benefit criteria and maximises cost criteria). Lin-
guistic assessments are a convenient and effective tool
for reflecting expert assessments, especially in cases
where precise quantitative information is unavailable
or uncertain. They allow experts to express their judg-
ments in an understandable form, which is often based
on natural language.

In their works, C. Chen (2000) and C. Chen et
al. (2006) extended the TOPSIS method by a procedure
that uses linguistic assessments in the form of triangu-
lar and trapezoidal fuzzy numbers (FNs). Let’s consider
some aspects of this approach. In general, the paramet-
ric form of a triangular fuzzy number is a triple (a, b,
), where a - left, b - middle, ¢ - right parametres of this
fuzzy number, and the parametric form of a trapezoidal
fuzzy number is a quadruple (a, b, ¢, d), where a - left,
b - left middle, c - right middle, d - right parametres of
this fuzzy number. Examples of linguistic assessments
and their representation in the form of triangular and
trapezoidal fuzzy numbers are given in Table 1.

Table 1. Examples of linguistic assessments for fuzzy numbers

Linguistic terms Fuzzy triangular numbers Fuzzy trapezoidal numbers
Very low (VL) (1,1,3) (1,1,2,3)
Low (L) (1,3,5) (2,3,4,5)
Middle (M) (3,5,7) 4,5,6,7)
High (H) (5,7,9) (6,7,8,9)
Very high (VH) (7,9,9) (8,9,10,10)

Source: created by the authors based on C. Chen (2000), C. Chen et al. (2006)

To calculate the distance from each alternative to
the fuzzy positive ideal solution (FPIS) and the fuzzy
negative ideal solution (FNIS) in FTOPSIS, C. Chen (2000)
proposed a vertex method for calculating the distance

Linguistic assessments are linguistic terms to
which certain fuzzy numbers correspond, usually in a

triangular or trapezoidal parametric form (Fig. 1).
between two fuzzy numbers, the essence of which is as

® /\\ follows.LetX=(a,,q,,...,a ),7=(b,,b,,...,b ) be fuzzy numbers

specified by their parametres, where n=73 for triangular
\ FNs and n=4 for trapezoidal FNs. Then the generalised

0.6

0.4

Membership degree

adapted formula for calculating the Euclidean distance
between triangular and trapezoidal FNs has the form:

a0 9) = [2 S, @ b 3

‘ Let’s consider the features of calculating the dis-

‘ tances between triangular and trapezoidal FNs using
some popular metrics.

‘ \ The Manhattan metric is a metric according to

|

Membership degree

which the distance between two points x=(x, X,,..., X )

and y=(y,, ¥,....y,) is equal to the sum of the moduli of
the difference of their components (Rudin, 1987; Deza

o

b ¢ T e . & Deza, 2016; Black, 2019):
Ayn(x,y) = Xize | xi — yil- 4
Figure 1. Examples of fuzzy triangular numbers (a) mr (%) =1 1% = yil (4)
and trapezoidal numbers (b) Let X=(a,, a,,...,a),y=(b,, b,,..., b ) be fuzzy num-

Source: created by the authors based on C. Chen et al. (2006)  bers specified by their parametres, where n =4 for
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triangular FNs and for trapezoidal FNs. Then the gener-
alised adapted formula (4) for triangular and trapezoi-
dal FNs has the form:

dun (X, 9) = Xizila; — by, ©)

where n=3 for triangular FNs; n=4 for trapezoidal FNs.

The Chebyshev metric is a metric that determines
the distance between two -dimensional numerical vec-
tors x=(x,, X,,...,x ) and y=(y,, ¥,,..., ¥,) as the maximum
of the moduli of the difference of their components
(Deza & Deza, 2016). The Chebyshev metric is often de-

noted by [_:

lo(x,y) = max x|x; — yil. (6)

Then the generalised adapted formula (6) for FNs

%X=(a,a,...,a),y=(b,,b,,...,b ) has the form:
dy (%, 7) = max |a; — b;|, (7)
1<isn

where n=3 for triangular FNs; n=4 for trapezoidal FNs.

The Minkowski metric is a parametric metric that
can be considered as a generalisation of the Euclidean
metric and the Manhattan metric. The Minkowski dis-

tance of p order between two points x=(x, X,,...,x ) and
Y=Yy Y,) is determined by the formula:
1
LGy) = Qi lx; — yilP)p. (8)

The Minkowski metric is a generalisation of the Eu-
clidean metric for the p=2 parametre, and when p=1,
the Manhattan metric is obtained (Deza & Deza, 2016).
If p goes to plus infinity, then the Minkowski distance
approaches the Chebyshev distance:

lim (XL, lx; — /)P = max [x; =yl (9)
p—+oo i=1n

Similarly, when p goes to minus infinity, the follow-
ing formula is obtained:

lim (X, lx; — y;/P)/? = min |x; =y, (10)
p——00 i=1n

The generalised adapted formula (8) for FNs X=(a,,
ay,...,0),¥=(b,,b,,...,b ) has the form:

2 7

(@) = (;

1

molag = by, (11)
where n=3 for triangular FNs; n=4 for trapezoidal FNs.
The Hamming metric is a metric that calculates the
number of positions in which the corresponding sym-
bols of two words of the same length are different. The
Hamming distance between two points x = (x,, X,,..., X )

and y=(y,, ¥,-..,y,) is determined by the formula:
du(%.9) = ElLy vyl where [z =y = {5 5 72/.(12)
The generalised adapted formula (12) for FNs
X=(a,a a),y=(b,,b,,...,b)has the form:

172

,(13)

o o 1 b;
dn(%3) = ZiLyla; = bil, where ja, - ) = {7 &% 0

v

where n=3 for triangular FNs; n=4 for trapezoidal FNs.

Let’s consider the main steps of the method, which
is @ modification of the FTOPSIS method for the case of
group expertise and uses different metrics for calculat-
ing the distance from each alternative to FPIS and FNIS
in order to determine the best alternative.

Suppose that there is a group of decision-makers
consisting of K experts.

Step 1. Assignment of fuzzy assessments to criteria
and alternatives.

Each k-th expert of the (k = 1,K) group deter-
mines the linguistic assessment of the weight of each
C(U= 1, M) criterion to which a triangular fuzzy num-
ber W Wk = (wf, wh, wk) corresponds. Next, the k-th ex-
pert of the group determines the linguistic assessment
for each A (i =1,N) alternative with respect to the
CU= 1,M M) crlterlon to which the triangular fuzzy num-
ber % ¥t = (af, b¥, ck) corresponds.

Iffuzzy trapezoidal numbers w; kand %k ; correspond
to linguistic assessments of the k-th expert of the
group, then they have the following form, respectively:

k k.
(al]'blj'cl]'d

(le'WIZ’W]3'W 4) -(14)
Step 2. Calculation of aggregated fuzzy weights for
criteria and aggregated fuzzy assessments for alternatives.
The aggregated fuzzy weight assessment in trian-
gular form W; = (wj;, w),,w;3) for C criterion is calcu-
lated according to the formulas:

Wj1 = mm{ 1}

WfZ:% W2,W13—maX{ 3}1—1M (15)

Similarly, the aggregated triangular fuzzy assess-
ment X, =(a,, b, c,) for A, alternative with respect to C,
criterion is calculated according to the formulas:

M. (16)

These formulas make it possible to obtain a com-
mon fuzzy assessment that takes into account mini-
mum, average and maximum values from fuzzy assess-
ments of all experts in the group.

Let W) = (wk, w,wh,wk) be the trapezoidal
fuzzy weight assessment determined by the k-th ex-
pert in the group for C (j = 1, M) criterion. Then the
aggregated fuzzy weight W; = (wll, Wyz, i3, Wys) for C
criterion can be calculated according to the followmg
formulas:

= mi K k
Wi = i n {w 1} Wi k=1Wj2 17)

_1lyk k
Wiz == Lk=1Wj3 » Wjs = max{ 4}]—1M
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Let %f; = (af, b, cf5,df) be the trapezoidal fuzzy
assessment of the k-th expert of the decision-mak-
ing group for A (i = 1,N) alternative with respect to
Cj (j = 1,M) criterion. Then the aggregated fuzzy
assessments  for  trapezoidal fuzzy numbers
%;; = (a;j, byj,cij,d;;) are determined according to the
formulas: x 7,

aij = mﬂ{au} bl} Z ]' Cij = z‘:k 1CU»

hi=1,N,j=1M. (18)

Step 3. Calculation of the normalised fuzzy deci-
sion matrix.

The normalised fuzzy decision matrix is denoted as
R = [#;], in which for triangular FNs:

— _ (% by <y
Tij = (rijllrierrijs) = (F,F.; ,
]

] ]
i=1,N,j=1,P, (19)

where ¢ = @@{CU} - for the benefit criterion, and

a-_ a; a;
J J
l.] = (rulﬁ Tij2, 113) (_ 2 )

Cij bl] aij

i=1,N,j=P+1,M, (20)

where a;” = mm{al,} for the cost criterion.
In the normalised fuzzy matrix for trapezoidal FNs
it will be:
o aii b Cii d
7y = (Tju T2 Tijs Tija) = (a_za_lia_lia_z)
_ Nt A B B
i=1,N,j=1P, (21)

where df = max{d,;;}- for the benefit criterion, and
7= Y

a; a; a; a;
s — — (L L L
Tij = (rijl'rijz'riﬁ'ri”) - (dij'fij'bij'ai)'

i=1,N,j=P+1M, 22)

where a; = irgli%{aij} - for the cost criterion.

Step 4. Calculation of the weighted normalised
fuzzy decision matrix.

Let’s calculate the weighted normalised fuzzy de-
cision matrix

V=;),i=1N,j=1M, (23)
where by for triangular fuzzy assessments

Vij = (vijl'vijzrviﬂ) =
= (rijl * Wi Tij2 Wy, Tij3 'Wj3)»

and for trapezoidal fuzzy assessments

= (Uu1: Vij2: Vijz, V 114) =

( ]1 W]1, ij2 W]Z'rljf)’ W]3'r1.]4 W]4)

(25)

Step 5. Calculation of the fuzzy positive ideal solu-

tion (FPIS) and the fuzzy negative ideal solution (FNIS).
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The values of FPIS and FNIS are calculated accord-
ing to the formulas:

=(V}, vy, V), where v =088 (v} j = T, M, (26)

V-= (75, 0, 7)), where v =ty 3 j = T, (27)

where m=3 for triangular FNs; m=*3 for trapezoidal FNs.
Step 6. Calculation of distances from each alterna-
tive to FPIS and FNIS.
The distance from A, alternative to FPIS d; and to
FNIS d; is calculated according to the formulas:

= 2?/1:1 dmetrics (ﬁij' ﬁ;—) ’

;i = Zﬁwzl dmetrics (ﬁij'

(28)
fjj_)li = ]-I_Nl (29)
where dmetrics(f’ij'ﬁf) and dmetrics(ﬁij,ﬁj‘) according
to the user’s choice are determined as follows:

« for the Euclidean metric, taking into account (3):

dmetrics (ﬁij' f;’]?") =

n
~ o~ 1
= dE(Ui]-,U;-) = \]ZZR=1(UUR - 17]:';()2,

(30)

dmetrws (UL] ’ ] -

= dE(ﬁijtﬁj_) = J%Zkzl(vijk — V)%, (31)

« for the Manhattan metric, taking into account (5):

dmetrics (ﬁij' 17]:*‘) =

n

= dMH(ﬁl]'ﬁ]+) = Zk—l |vijk - U;]‘( ) (32)
dmetncs (UL]' ~]_ -

= dMH(ﬁi}"ﬁf_) - Zk:l Wi = Vil (33)

« for the Chebyshev metric, taking into account (7):

dmetrics (ﬁij' ﬁ]ﬂ.) =

=d (UL]' ﬂ-) = Elal%lvijk - U]ﬂ;(l, (34)
dmetrlcs (UU' v )=
= do (7, 7) = }g‘%lvz‘jk Vil (35)

« for the Minkowski metric, taking into account (11):
dmetrics(ﬁij:ﬁ;‘) = )

S 1" +1p »
dM(vij'vj ) =\7 1 [vijie = vikl? ) s

dmetrlcs(vlj' ]_ -

: .
_\r
= du(03,57) = (3. Wu—val’)’, G7)

atp=3

(36)

[
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« for the Hamming metric, taking into account (13):

dmetrics (ﬁij' 17]?") =

n
= dy (9, 57) = ZH e — vl (38)
dmetrics (ﬁij'vj_ =
n
= dyy (v, 77) = Zk_l Wi — vl (39)
where
1, vy, # v
+ ) ijk jk
Vi, —vt| = , 40
| ijk jkl {0’ Uijk — U;,'{ ( )
v | = {1, Vijk F Vjg
ijk — Vjkl = — =
e 0, Vijk = Vj, (41)

n=73 for triangular FNs and n=4 for trapezoidal FNs.
Step 7. Calculation of the closeness coefficients to
FPIS and FNIS for each alternative according to chosen

metrics.

The CC- closeness coefficient for each A, alterna-
tive to the fuzzy negative ideal solution is calculated

using the following formula:

ccr=-4%_ i=TN.

LT dy+af

(42)

The CC; closeness coefficient for each A, alternative
to the fuzzy positive ideal solution is calculated using

the following formula:

+ _
cct =—3_ i=TN.

LT ar+af

(43)

Step 8. Ranking of alternatives according to chosen
metrics. In this step, for each chosen metric, the best A*

alternative is determined as the alternative that is fur-
thest from FNIS, i.e. with the maximum CC- closeness
coefficient, and is defined as follows:

A=Ay, (44)

where
%

i* = arg max {CC7},

i=1,N

(45)

or A* is selected as the alternative that is closest to
FPIS, i.e. with the smallest CC' closeness coefficient,
and is defined as:

A=A, (46)

where

i* =arg min {CC;}. (47)
i=1,N

Therefore, the larger the CC: value, the closer the A,
alternative is to the fuzzy positive ideal solution V*and
further from the fuzzy negative ideal solution V-, or the
smaller the CC’ value, the closer the A, alternative is to
the fuzzy positive ideal solution V* and further from the
fuzzy negative ideal solution V-.The A alternatives are
ordered according to decrease in CC values, or accord-
ing to increase in CC' values, which makes it possible
to determine the rank of each R, (i = 1,N) alternative
for chosen metrics. In this case, some alternatives may
have the same ranks, including rank 1.

Step 9. Output of results. After calculating the ranks
of alternatives according to chosen metrics, the results
are presented in tabular form, the structure of which
is given in Table 2, where R, - the rank of A, (i = 1,N)
alternative according to the d = 1, m metric, m -

metricsj ]

the number of chosen metrics.

Table 2. Output of the results of the modified FTOPSIS method

Metrics Alternatives d: d: CC', - Rank of alternatives
Al d1+1 d{l Ccli Rll
dmetricsl Az d1+2 d1_2 CC1_2 R 12
AN dl;/ dﬂv CCII?I RlN
Al d2+1 dZ_l CCZ; RZl
dmetric52 Az d2+2 dz_z CCZE R 22
AN dZ;V dZI_\l CCZ;\I RZN
Al dm+1 dm—l CCm_l le
dmetricsm AZ dm2 dmZ CCmZ RmZ
Ay dmy dmy CC 1, R\

Source: created by the authors

For the software implementation of the proposed

modified Fuzzy TOPSIS method, the authors created
a module that is an integral part of the web-oriented
Decision Support System (DSS) “Decisioner” (n.d.). In

the developed DSS, the PHP language is used to cre-
ate queries to the MySQL database. This programming
language is also used to distribute access between
users depending on their role. The information and
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registration part of the DSS was created using the CMS
WordPress. The LaleX data markup language was used
to display formulas in the theoretical information of the
methods. The JavaScript language without frameworks
was used to implement the decision-making methods
in the DSS. Actually, in order for JavaScript and PHP to
interact with the user, standard HTML5 and CSS3 tools
were chosen for visual design. The JQuery library was
used for the interaction of algorithms of the methods
with the HTML code of the page. The amCharts and
Plotly libraries were used to display graphs.

RESULTS AND DISCUSSION
Multi-Criteria Decision Making (MCDM) is divided into
two main categories:

* Multi-Objective Decision Making (MODM) is an
approach to optimisation, in which a solution is cho-
sen from a set of possible alternatives by finding a
compromise between several objective functions. This
approach is widely used in linear and non-linear pro-
gramming problems, in particular for optimisation of
production processes, resource allocation and manage-
ment of complex systems under conditions of multi-cri-
teriality;

« Multi-Attribute Decision Making (MADM) is an ap-
proach focused on choosing the best alternative from
a discrete set of solutions based on several attributes
(criteria). This is useful for problems where it is neces-
sary to assess and rank a finite number of options.

Therefore, MODM is usually used in optimisation
problems, and MADM is used to assess and choose
effective alternatives. Both approaches are important
components of MCDM and are used depending on the
specific problem and available input data.

The analysis of modern research, such as F. Han et
al. (2024), shows that among MADM methods, consid-
erable attention is paid to methods based on fuzzy set
theory, in particular the FTOPSIS method and the FAHP
method. At the same time, the FTOPSIS method is more
effective compared to the FAHP method in a number of
situations due to several key aspects. FTOPSIS is con-
venient for the practical application, since it focuses
on finding the most ideal solution that is as close as
possible to the ideal (best) option and as far away as
possible from the worst option. This makes the method
easy to understand and apply, especially when it is nec-
essary to easily and quickly assess alternatives accord-
ing to several criteria. FAHP, in turn, often requires more
computational steps and deeper analysis, including a
hierarchy of criteria and sub-criteria, which can be more
difficult in the case of a large number of criteria.

FTOPSIS works well with large numbers of alter-
natives and criteria. This allows for rapid assessment
within large data sets. FTOPSIS does not require the
construction of a complex hierarchy of criteria, which
simplifies the decision-making process, especially in
cases where complex relationships between criteria
are not obvious. FAHP can become difficult with large
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numbers of criteria and/or alternatives, as it requires
the construction of a hierarchical structure and the
comparison of each pair of criteria according to the
main criterion, as well as the comparison of each pair
of alternatives according to each criterion, which quick-
ly increases the amount of calculations. FAHP requires
careful construction of the hierarchy structure of the
research object and important comparisons between
each level of the hierarchy, which can be difficult and
time-consuming. In general, FTOPSIS is effective in cas-
es,where it is necessary to quickly and efficiently assess
alternatives according to a large number of criteria.

Most modern approaches to assessing distances
in TOPSIS and FTOPSIS methods (Awasthi et al., 2011;
Arman et al., 2022) are usually based on the Euclidean
metric. However, in the context of complex and multidi-
mensional data, this metric does not always adequately
reflect the real differences between alternatives. This
emphasises the need to study and implement alterna-
tive metrics, such as the Manhattan metric, Chebyshey,
Minkowski and Hamming metrics. However, the use of
alternative metrics in the context of fuzzy sets requires
additional adaptation. Most classical metrics were de-
veloped to work with precise numerical data and do not
take into account the peculiarities of representing fuzzy
data, for example, in the form of triangular or trape-
zoidal fuzzy numbers. This complicates the direct use
of standard formulas for calculating distances between
alternative assessments. Therefore, it is necessary to
develop new metrics or modify existing metrics so that
they can correctly process fuzzy data, ensuring accuracy
and reliability of the assessment. The study proposes a
modified FTOPSIS method, which provides an opportu-
nity to find effective alternatives according to the most
popular metrics adapted to calculations with fuzzy
numbers.

Practical application of the developed information
technology and the modified Fuzzy TOPSIS method is
demonstrated on the problem of choosing a risk man-
agement standard in IT projects based on their analy-
sis, given in the author’s article of A. Maksymov (2025).
Let the decision makers need to determine the most
effective risk management standard to be used by the
IT company from the following alternatives: A, - use of
ISO 31000:2018 (2018); A, - use of NIST 800-53 (Na-
tional Institute of Standards and Technology Special
Publication 800-53,2020); A, - use of the PMBOK guide
(2021). In this case, it is proposed to be guided by the
following C/ criteria for assessing the effectiveness of
choosing a risk management standard (j = 1,8):

e C, - number of countries implementing the stand-
ard (measured in quantity and to be maximised);

* C, - impact on the number of incidents/violations
(measured in percentage and to be maximised);

* (, - impact on productivity (measured in percent-
age and to be maximised);

* C, - impact on employee satisfaction level (meas-
ured in percentage and to be maximised);
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* C, - impact on financial performance (measured
in percentage and to be maximised);

» (, - implementation costs (measured in thou-
sands of $ and to be minimised);

 C, - implementation time (measured in months
and to be minimised);

* (, - number of training hours for personnel
(measured in hours and to be minimised).

For example, the results of an individual expertise
of the problem are given. Based on the authors’ anal-
ysis of risk management standards, linguistic assess-
ments of the weights of the C/ (j= ﬁ)_criteria were
determined, as well as for each A (i = 1,3) alternative
according to each C/ criterion, both explicit values and
intervals of utility, and their linguistic assessments giv-
en in Table 3 were determined.

Table 3. Assessments of different risk management standards for IT projects according to the specified criteria

C, C, C, C, C, C (o C,
(countries) (%) (%) (%) (%) (k§) (months) (hours)
. . High High High Very High Very High High .
Weight | Medium (M) H) H) ) (VH) (VH) H) Medium (M)
min/max max max max max max min min min
A Ve};) (I?|Jirgh 10-30 1|-(|)i-gzh0 7:i§8h5 10-15 >-20 3-6 20-40
1 (VH) Medium (M) H) ) Medium (M) | Medium (M) | Medium (M) | Medium (M)
50+ 20-40 15-25 70-80 20-30 50-150 6-12 40-80
A, High High Very High High Very High Very High High High
(H) (H) (VH) (H) (VH) (VH) (H) (H)
100+ 30-50 20-30 80-90 15-20 20-100 6-12 40-60
A, Very High High Very High High High High High High
(VH) (H) (VH) (H) (H) (H) (H) (H)

Source: created by the authors

To determine the best alternative among the risk
management standards for IT projects according to cer-
tain criteria, calculations were first carried out using
the modified FTOPSIS method by the appropriate DSS
“Decisioner” module. Figure 2 demonstrates the first
step in solving the problem, in particular, filling in the

appropriate fields of the module with information
about the purpose of the problem and its structural
components: alternatives and criteria.

In the next step, it is necessary to select metrics and
the type of fuzzy numbers for calculation, for example,
as shown in Figure 3.

To select a standard for risk management in IT projects

OBJECTIVE:
# Alternatives
1 1SO 31000
2 NIST SP 800-53
3 PMBOK

-

# Criteria

1 Number of countries

2 Impact on the number of incidents/violations
3 Impact on productivity

4 Impact on employee satisfaction level

5 Impact on financial performance

6 Implementation costs

7 Implementation time

Number of training hours for personnel

8
-

Figure 2. Setting the goal, alternatives and criteria in the DSS “Decisioner”

Source: created by the authors
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Select metrics for calculation:
[®] Euclidean metric

[®] Manhattan metric
[®] Hamming metric
[®] Chebyshev metric

[®] Minkowski metric with p =
3

Select the type of fuzzy numbers:
(O Triangular fuzzy numbers

® Trapezoidal fuzzy numbers

Calculate

Figure 3. Selection of metrics and type of fuzzy numbers for calculation
Source: created by the authors

In the next step, the expert needs to fill in the Llinguistic assessments, for example, based on the data
initial matrix of assessments in the format of fuzzy inTable 1 (Fig.4).

Number

Impact on of
Number Impact on the employee Impact on training
of number of Impact on P ; hours for
countries pr y level performance costs time personnel
min/max max max max max max min min min
M M M M

M
Iso M
31000

NIST SP
800-53

PMBOK

Figure 4. Filling in the initial matrix of assessments in the format of linguistic terms
Source: created by the authors

After confirming the input data, the DSS automat- I~?=[F,./.] of the form (19)-(20) for triangular FNs, or of the
ically calculates the normalised fuzzy decision matrix ~ form (21)-(22) for trapezoidal FNs (Fig. 5).

c1 Cc2 c3 c4 C5 ceé Cc7 cs
min/max max max max max max min min min
1SO 31000 0.8000 0.4444 0.6000 0.6667 0.4000 0.5714 0.5714 0.5714

0.9000 0.5556 0.7000 0.7778 0.5000 0.6667 0.6667 0.6667
1.0000 0.6667 0.8000 0.8889 0.6000 0.8000 0.8000 0.8000

1.0000 0.7778 0.9000 1.0000 0.7000 1.0000 1.0000 1.0000

NIST SP 800-53 0.6000 0.6667 0.8000 0.6667 0.8000 0.4000 0.4444 0.4444
0.7000 0.7778 0.9000 0.7778 0.9000 0.4000 0.5000 0.5000

0.8000 0.8889 1.0000 0.8889 1.0000 0.4444 0.5714 0.5714

0.9000 1.0000 1.0000 1.0000 1.0000 0.5000 0.6667 0.6667

PMBOK 0.8000 0.6667 0.8000 0.6667 0.6000 0.4444 0.4444 0.4444
0.9000 0.7778 0.9000 0.7778 0.7000 0.5000 0.5000 0.5000

1.0000 0.8889 1.0000 0.8889 0.8000 0.5714 0.5714 0.5714

1.0000 1.0000 1.0000 1.0000 0.9000 0.6667 0.6667 0.6667

Figure 5. Normalised fuzzy decision matrix for trapezoidal FNs
Source: created by the authors
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In the next step, the DSS automatically calculates  alternative to FPIS (d7) of the form (28) and FNIS (d") of
the weighted normalised fuzzy decision matrix V= [\7,./.] the form (29) for selected metrics, as well as the CC close-
of the form (23)-(25) (Fig. 6). ness coefﬁcients_of the form (42) (i = 1,3) and Rﬁ - the

Figure 7 shows the result of calculating the best A*  rank of A, (i =1, N) alternative according to thedmetricsl-
alternative with a display of the distances from each A, (j = 1,m) metric, m - the number of selected metrics.

c1 c2 c3 ca Cc5 cé c7 cs8
(max) (max) (max) (max) (max) (min) (min) (min)
A1 3.2000 2.6667 3.6000 4.0000 3.2000 45714 3.4286 2.2857
4.5000 3.8889 4.9000 5.4444 4.5000 6.0000 4.6667 3.3333
6.0000 5.3333 6.4000 7111 6.0000 8.0000 6.4000 4.8000
7.0000 7.0000 8.1000 9.0000 7.0000 10.0000 9.0000 7.0000
A2 2.4000 4.0000 4.8000 4.0000 6.4000 3.2000 2.6667 1.7778
3.5000 5.4444 6.3000 5.4444 8.1000 3.6000 3.5000 2.5000
4.8000 711 8.0000 711 10.0000 4.4444 45714 3.4286
6.3000 9.0000 9.0000 9.0000 10.0000 5.0000 6.0000 4.6667
A3 3.2000 4.0000 4.8000 4.0000 4.8000 3.5556 2.6667 1.7778
4.5000 5.4444 6.3000 5.4444 6.3000 4.5000 3.5000 2.5000
6.0000 7111 8.0000 7.1111 8.0000 5.7143 45714 3.4286
7.0000 9.0000 9.0000 9.0000 9.0000 6.6667 6.0000 4.6667
V+ 3.2000 4.0000 4.8000 4.0000 6.4000 4.5714 3.4286 2.2857
4.5000 5.4444 6.3000 5.4444 8.1000 6.0000 4.6667 3.3333
6.0000 7111 8.0000 71111 10.0000 8.0000 6.4000 4.8000
7.0000 9.0000 9.0000 9.0000 10.0000 10.0000 9.0000 7.0000
V- 2.4000 2.6667 3.6000 4.0000 3.2000 3.2000 2.6667 1.7778
3.5000 3.8889 4.9000 5.4444 4.5000 3.6000 3.5000 2.5000
4.8000 5.3333 6.4000 71111 6.0000 4.4444 45714 3.4286
6.3000 7.0000 8.1000 9.0000 7.0000 5.0000 6.0000 4.6667

Figure 6. Weighted normalised fuzzy decision matrix for trapezoidal FNs
Source: created by the authors

Rank of
Metrics Alternatives di* d;i CCy alternatives

Euclidean metric A1 7.4563 8.8192 0.5419 s
A2 8.8192 7.4563 0.4581 3
A3 8.2978 8.0161 0.4914 2

Manhattan metric A1 8.5222 9.2767 05212 ]
A2 9.2767 8.5222 0.4788 3
A3 8.7794 9.0196 05067 2

Hamming metric A1 12.0000 16.0000 05714 e
A2 16.0000 12.0000 0.4286 3
A3 16.0000 20.0000 0.5556 2

Chebyshev A1 25333 3.8444 0.6028 _
metric A2 3.8444 25333 0.3972 3
A3 3.5556 28222 0.4425 2

Minkowski metric At 7.1764 9.0304 0.5574 ]
with p =3 A2 9.0394 7.1764 0.4426 3
A3 8.4769 7.7997 04792 2

Answer: The best alternative corresponds to the option with a ranking of "1"

Figure 7. Result of calculating the best alternative for trapezoidal FNs
Source: created by the authors
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Based on the results obtained according to the
FTOPSIS method for different metrics, ISO 31000:2018
(2018) (A, alternative) according to all selected met-
rics is the best option for the risk management stand-
ard for IT projects among the proposed alternatives.
The results of the experiment on solving the problem
with the help of different modifications of the FTOPSIS
method and the classical TOPSIS method with linguis-
tic assessments of criteria weights are shown below:

1) FT3FNs - FTOPSIS using triangular FNs (see
Fig.1 a);

2) FT4FNs - FTOPSIS using trapezoidal FNs (see
Fig. 1 b);

3) TFW3FNs - TOPSIS with fuzzy triangular num-
bers for determining criteria weights;

4) TFW4FNs - TOPSIS with fuzzy trapezoidal num-
bers for determining criteria weights.

In the TFW3FNs, TFW4FNs methods, in order to
simplify the expert assessment of w, (= 1,M) crite-
ria weights, which in sum must be equal to one, in the
classical TOPSIS method, linguistic assessments of the
weights of each q criterion to which fuzzy numbers
W; = (Wjy, Wiy, ..., W), (j =1, M), correspond, where
n=3 for triangular FNs and n=4 for trapezoidal FNs,
were used. The process of defuzzification of fuzzy num-
bers was carried out according to the following rule:

A. Maksymov & Yu. Tryus

1. Finding of criteria weights as the average value
of fuzzy assessment parametres.

For each w; = (Wj:l, Wiy, .., Wj,) the arithmetic
mean of its parametres is calculated:

Wj1+Wj2+---+an

Jj=1M, (48)

where n=13 for triangular FNs and n=4 for trapezoidal FNs.
2. Calculation of the sum of average values:

M
ws= 3w (49)
3.Normalisation of average values of the weights.
Each w,average value is converted into a fraction of the
total sum "ws" so that all normalised assessments as a
result are in the [0,1] range and their sum is equal to 1:
w

_ Wi
an—ﬁ,]—l,M.

(50)

Fig. 8 shows a table with problem input data for
the TOPSIS method with linguistic assessments of cri-
teria weights to which trapezoidal FNs correspond (see
Table 1).

Fig.9 shows a table with problem input data for the
TOPSIS method with normalised assessments of crite-
ria weights according to formulas (48)-(50) for n=4.

Number
Impact on of
Number Impact on the employee Impact on training
of number of Impact on satisfaction financial Implementation Implementation hours for
countries  incidents/violations  productivity level performance costs time personnel

min/max max

max max max max min min

min

Figure 8. Problem input data for the TOPSIS method with linguistic assessments of criteria weights

Source: created by the authors

Number
Impact on of
Number Impact on the employee Impact on training
of number of Impact on satisfaction financial Implementation  Implementation hours for
countries  Iincidents/violations  productivity level performance costs time personnel
min/max max max max max max min min min
Weight 0.09243¢ 0.12605042016806 0.12605042 0.1260504: 0.15546218: 0.15546218487 0.1260504201¢ 0.092436
Iso 100 20 15 80 12.5 125 45 30
31000
NIST SP 50 30 20 75 25 100 9 60
800-53
PMBOK 100 40 25 85 17.5 60 9 50

Figure 9. Problem input data for the TOPSIS method with normalised assessments of criteria weights
Source: created by the authors
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In order to visually display the differences between
the results when using different metrics and methods,
a matrix of deviations between the results obtained by
different methods was calculated according to such
technique. Let there be a set of M, M,,..., M_methods,
each of which gives closeness coefficients of each A,
(i = 1,N) alternative according to different metrics in
the form of a matrix:

methods Xand Y (X =T,n—1,Y =2,n,X # Y) is cal-
culated according to the formula:
DX,Y=

|CC% = CChl 1CCH% — €LYyl
_[lccs —cail s — Ccgl

|CCin — CClinl
|CCZXm _ CC;ml I (52)

|cC¥, = CCl| €Clo — CCl| o |CCm — CClil

q q q
CC;  CCp, CCrn where CC* and CCY - the values of closeness coeffi-
q q q . N/ i )
Fa=| CC  CCyy CCyn , (51) cients in the corresponding methods X and Y, N - the
: : : number of alternatives, n - the number of methods, m -
ccl, ccy, cecy the number of metrics in each of applied methods.

where g = 1,n - the number of the M, method, CC,
7= the values of closeness coefficients for A, (i = 1,N)
alternatives, obtained according to the M method us-
ing the metric with the j (j = 1, m) number, while both
CC coefficients of the form (42) and CC’ ones of the
form (43) can be chosen as closeness coefficients. Then
the D*Y matrix of deviations between the results of two

Let M, be FT3FNs, M, - FT4FNs, M, - TFW3FNs and
M, - TFW4FNs. After conducting an experiment with
the considered methods with different j (j = 1,5) met-
rics for A (i = 1,3) alternatives, £% (g=1,4) matrices of
the form (51) shown in Fig. 10 were obtained.

D*Y¥ deviation matrices of the form (52) between the
results of two methods Xand Y(X = 1,3,Y = 2,4, X # Y)
are presented in Fig. 11.

E? Euclidean Manhattan Hamming Chebyshev Minkowski
Fraens | Al BlGEze1  |MlGSo70 |
A2 . 0,4236 . 0,4613 - 0,4215.‘ - 0,3739 . 0,4030
A3 04524 [o4787] [05217 | [o4062 04354
E* Euclidean Manhattan Hamming Chebyshev Minkowski
FT4FNs Al .0,5419 -0,5212 -05714 -0,6028 -0,5574 |
A2 . 0,4581 - 0,4788 . 0,4286 .\ 0,397b 0,4426
A3
E? Euclidean Manhattan Hamming Chebyshev Minkowski
Tewaens AL 06087 | Io60ss | [ossse | oees1 06250 |
A2 o382 [ opeso [ 03000 03369 [ 03363
A3 [o5103] 05656 | 06364 | 04571 [ 0,4936
E* Euclidean Manhattan Hamming Chebyshev Minkowski
rewarms | AL Eogen
A2 l 0;3280 l 0,2689 . 03000 l 0;3369 . 0,3361
A3 - 0;5083 - 0;5639 -0;6364 . 0;457i . 0,4914

Figure 10. Results of methods in the form of £ matrix of the form (51)
Source: created by the authors

D™  Euclidean Manhattan Hamming Chebyshev ~ Minkowski
[FT3FNs- A1 0,0345 [| 0,0175 0,0075 0,0234 0,0396
FT4FNs| = A2 0,0345 | 0,0175 0,0075 0,0234 | 0,0396
A3 0,0389 0,0280 0,0338 0,0363 0,0438
D™  Euclidean Manhattan Hamming Chebyshev Minkowski
|FT3FNs- A1 0,0324 0,0667 0,0234 0,0370 0,0280
TFW3FNs| | A2 0,0955 0,1922 0,1211 0,0370 0,0667
A3 | 0,0579 0,0868 0,1146 0,0509 | 0,0582
D™ Euclidean Manhattan Hamming Chebyshev Minkowski
|[FT3FNs- A1 0,0355 0,0694 0,0234 0,0370 0,0312
TFW4FNs| = A2 0,0957 0,1923 0,1211 00370/ | 0,0669
A3 0,0559 | 0,0851 | 01146 0,0509 0,0559
D**  Euclidean Manhattan Hamming Chebyshev Minkowski
|FT4FNs- A1 0,0669 | 0,0843 0,0159 0,0603 0,0676
TFW3FNs| = A2 0,1300 0,2098 0,1286 0,0603 10,1063
A3 0,0190 0,0588 0,0808 0,0146 0,0144
D> Euclidean Manhattan Hamming Chebyshev Minkowski
|FT4FNs- A1 0,0700 0,0870 || 0,0159 0,0603 0,0707
TFWA4FNs| A2 0,1302 0,2099 0,1286 0,0603 0,1064
A3 0,0170 0,0571 0,0808 0,0146 | 0,0122
D**  Euclidean Manhattan Hamming Chebyshev Minkowski
|TFW3FNs- A1 | 0,003134289| 0,002700502 0 0| 0,00311769
TFW4FNs| A2 = 0,000179553 9,22555E-05 0 0 0,000158067
A3 0,002005483 0,001686576 0 0/ 0,002290157

Figure 11. D*Y deviation matrices of the form (52) between the results of the methods
Source: created by the authors
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As can be seen from Figure 11, the deviations are
unevenly distributed, which means that different met-
rics respond differently to the same input data. The
smallest deviation between closeness coefficients is
obtained in the D** deviation matrix (Fig. 11), which
indicates that there is no significant difference in the
choice of the type of fuzzy numbers (triangular or trap-
ezoidal FNs) for determining criteria weights. The larg-
est deviation in D>*is 0.0027 in the Manhattan metric.
Also, insignificant deviations between closeness coeffi-
cients are observed in the D*2 deviation matrix (Fig. 11).
Therefore, it can be concluded that there is no signifi-
cant difference between the use of FTOPSIS using tri-
angular and trapezoidal FNs. The largest deviation in
D%? is 0.0438 in the Minkowski metric. Relatively sig-
nificant deviations between closeness coefficients are
obtained in D*3, D*, D*3 and D** deviation matrices. In
particular, the largest deviations are observed when us-
ing the Manhattan metric (on average 0.2) for the above
deviation matrices. This is due to the peculiarity of the
calculation of this metric.

As a result of the experiments, the Chebyshev met-
ric is determined to be the most stable metric (Fig. 11).

FT3FNs
Al
A2
A3

FT4FNs
Al
A2
A3

A. Maksymov & Yu. Tryus

The proposed approach for comparing the results of
applying different methods makes it possible to deter-
mine which methods give similar or sharply different
results. Using this approach, it is possible to analyse
whether the scale of deviations is significant or whether
it is within the limits of permissible error. Also, this ap-
proach to comparing the results of the use of different
methods provides an opportunity to assess the quality
of the experts’ work, namely, how accurately the experts
have carried out the fuzzification of real input data to
the decision-making problem. If it is necessary to select
a universal metric, then it is advisable to use metrics
with minimal deviations (for example, the Minkowski or
Chebyshev metric). If it is important to take into account
individual maximum differences between FPIS and
FNIS, then the Manhattan metric may be better. Meth-
ods that have minimal deviations between the results
can be used alternatively, and methods that have signif-
icant deviations between the results require addition-
al analysis in order to identify and explain the reasons
for the obtained discrepancies. To compare the results
of choosing the best alternative, a matrix of compari-
son of the ranks of alternatives is considered (Fig. 12).

Euclidean Manhattan Hamming Chebyshev Minkowski

N
N
N
N
N

Euclidean Manhattan Hamming Chebyshev Minkowski

N
N
N
N
N

TFW3FNs Euclidean Manhattan Hamming Chebyshev Minkowski

Al
A2
A3 2 2

2

2 2

TFW4FNs Euclidean Manhattan Hamming Chebyshev Minkowski

Al
A2
A3 2 2

2

Figure 12. Matrix of comparison of the ranks of alternatives

Source: created by the authors

According to the results of applying the FT3FNs, FT-
4FNs, TFW3FNs, TFW4FNs methods with different met-
rics (Fig. 12), it was found that ISO 31000:2018 (2018)
(A, alternative) is the best option for the risk manage-
ment standard for IT projects among the proposed
alternatives. Within the framework of this study, a
modified FTOPSIS method, which involves the use of
adapted metrics that more correctly reflect the differ-
ences between fuzzy numbers, is proposed. In addition,
the implemented information technology takes into
account the results of group expertise, which pro-
vides increased accuracy in the process of multi-crite-
ria selection. The conducted study is consistent with a
number of previous works, which also emphasise the
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importance of metric selection in the context of fuzzy
data. Thus, N. Rane & S. Choudhary (2023) and A. Makki
& R. Abdulaal (2023) demonstrated the effectiveness of
using FTOPSIS, but used the standard Euclidean distance.

Also, Y. Kustiyahningsih et al. (2024) demonstrat-
ed the use of FTOPSIS with the classical Euclidean
metric, which, despite its prevalence, has a number of
limitations in case of fuzzy or non-standardised data.
H. Arman et al. (2022) critically analysed the feasibil-
ity of using the Euclidean metric in FTOPSIS, proving
its conceptual inadequacy for comparing fuzzy num-
bers. In turn, H. Yin et al. (2020) proposed an alterna-
tive - relative Euclidean distance - that better takes
into account the features of fuzzy data. The results
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obtainedin P.Talukdar & P.Dutta (2019) and H-S.Shyur &
H.S. Shih (2024) confirm that the choice of metric can
significantly affect the result of ranking alternatives.
However, these studies do not focus on the fuzzy envi-
ronment, which limits their relevance in the context of
modern decision-making problems with a high level of
uncertainty.

Based on the analysis of advantages and disadvan-
tages of the analysed MADM methods, a modification of
the FTOPSIS method is proposed using various metrics,
in particular, the Euclidean metric, the Manhattan met-
ric, the Chebyshev, Minkowski and Hamming metrics to
estimate the closeness coefficient to fuzzy positive and
fuzzy negative ideal solutions. Thus, the comparative
analysis shows that the modification of the FTOPSIS
method proposed in this work, taking into account the
adapted metrics and group expertise, makes it possible
to eliminate a number of shortcomings of previous ap-
proaches, providing a more accurate, flexible and sub-
stantiated assessment of alternatives in a multi-criteria
environment. In the conducted scientific research:

* amodified FTOPSIS method is proposed using the
results of group expertise and adaptation of popular
metrics for triangular and trapezoidal fuzzy numbers,
which ensures the preservation of metrics properties
and allows to more accurately assess the distances be-
tween fuzzy ideal and anti-ideal solutions;

e an approach is proposed for determining criteria
weights in the classical TOPSIS method through the
use of linguistic assessments, which allows for more
flexible consideration of uncertainty and subjectivity
of expert assessments and is important for real deci-
sion-making scenarios;

e an approach is proposed for comparing the re-
sults of applying different methods, in particular FTOP-
SIS with the use of triangular and trapezoidal fuzzy
numbers, TOPSIS with triangular and trapezoidal fuzzy
numbers obtained using different metrics, which pro-
vides an opportunity to analyse the scale of deviations
and assess the quality of experts’ work.

CONCLUSIONS

The study analysed the most popular multi-criteria de-
cision-making methods, in particular, such methods as
TOPSIS, FTOPSIS and FAHP. Particular attention was
paid to the analysis of different popular metrics for
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tions of multi-criteriality and uncertainty. The devel-
oped web-oriented application that implements the
proposed modified Fuzzy TOPSIS method can also be
used to solve multi-criteria decision-making problems
in various fields of human activity under conditions
of fuzzy data. Prospects for further research include
improving methods for aggregating expert opinions,
expanding the range of metrics used to increase the
assessment accuracy, as well as adapting the proposed
approach to dynamic decision-making conditions, in
particular in real time and taking into account chang-
es in criteria priorities. It is also relevant to study the
possibilities of integrating the proposed approach
with other approaches based on fuzzy logic, such as
neural-fuzzy systems and hybrid models based on
machine learning.
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Information technology for solving the multi-criteria decision-making problem...

IHdopmauiiiHa TexHONOri po3BM3aHHA 3aAaui 6araToKpuTepianbHOro
NPUAHATTA pileHb MmoaudikoBaHuM metoaom Fuzzy TOPSIS
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HOpiin Tpnyc
[okTop neparoriyHMX Hayk, KaHanaaT disuko-MaTeMaTUUHUX Hayk, npodecop
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AHoTauif. AKTyanbHiCTb TEMU AOCNiIAXKEHHS 3yMOBAeHa noTpebot eheKTUBHOroO po3B'A3aHHS 3a4au
HaraTokpuTepianbHOro NPUMHATTA pilleHb B YMOBaX HEYiTKOI iHhopMaLii. Y 383Ky 3 UMM BaXX/IMBOKO NpobaeMoto
€ CTBOPEHHS iHDOPMALIMHUX TEXHONOTIN, SIKi 6 Ha4aBaNM MOXIUBICTb KOPUCTYBAYy 06MpaTH i 3aCTOCOBYBATH
Hanbinblw edekTUBHI MeToaM BaraTokpuTepianbHOro NPUAHATTS pilleHb B yMOBaX HeviTkoi iHdbopmauii. MeToto
[OCNipKeHHs 6yna po3pobka iHhopMaLiiHOi TEXHONOTiT po3B'A3aHHS 3afa4i 6araToKpuUTepPiaibHOro NPUIAHATTA
piweHb MoaudikoBaHum Metonom Fuzzy Technique for Order Preference by Similarity to Ideal Solution (FTOPSIS)
Ha OCHOBi BUKOPUCTAHHA Pi3HUX METPUK i pe3ynbTaTiB rpynoBoi eKcnepTunsu, Wwo nigBuLLY€E AOCTOBIPHICTb
OTPUMaHUX pilleHb. Y Mexax A0CNiIIKEHHS NPOBEAEHO aHaNi3 HAaMNONYNAPHIWMX METOAiIB HaratokpuUTepiafbHOro
NPUAHATTS pilleHb, 30KpeMa MeTOAiB, WO BUKOPUCTOBYIOTb anapaT HEYITKUX MHOXMH. Y CTaTTi NnpoBefeHo
aHani3 pi3HMX NONYASAPHUX METPUK AN OLIHKM BiACTaHEN MK HEYITKMM MO3UTUBHUM ifeanbHUM PO3BA3KOM Ta
HEYiTKMM HeraTMBHUM igeanbHUM po3B’a3koM B meToai FTOPSIS. 3anponoHoBaHO MeTOAMKY A9 MOPiBHSAHHS
pe3ynbTaTiB 3aCTOCYBaHHA pi3HMX MeTofiB, 30kpema FTOPSIS i3 3acTocyBaHHAM TPUKYTHUX Ta TpaneLi€BUAHUX
HeuiTkmux uncen, TOPSIS 3 TpUKYyTHUMU Ta TpaneuieBUAHUMU HEYITKMMM YMCNAMU 19 BUSHAUYEHHS Bar KpUTEPIiB,
L0 HAJAE MOX/IMBICTb MPOAHani3yBaTM MacluTabu BigXnneHb Mix oaepXKaHMMU pe3ynbTaTaMu Ta OLIHWUTU 9KiCTb
po6oTu ekcnepTiB. OTpMMaHi pe3ynbTaTi po3LUMPIOTb MOXIMBOCTI BUKOpUCTaHHa MeTomie TOPSIS i FTOPSIS pns
NPUMHATTA pilleHb B yMOBaxX HaraTokpuTepianbHOCTi Ta HEBU3HAYEHOCTI. SIK MpakTUYHe 3aCTOCYyBaHHS po3pobneHoi
iHbopMauinHoi TexHonorii i MogudikosaHoro metoay FTOPSIS y cTaTTi po3Ba3yeTbca 3aga4a BU6Opy Halkpaloro
3 NONYANSIPHUX CTaHAAPTIB yNpaBniHHA pusnkamu B IT-npoekTax. Lle 403BOAUTL NIABULWNTY eDEKTUBHICTD PUMK-
MeHeIKMEHTY B YMOBaX HEBM3HAYEHOCTi Ta HEMOBHOTH iH(OPMALIT, NiABULLMTY OBI'PYHTOBAHICTb MPUMAHSATUX pilleHb,
a TaKoX afanTyBaTW Npouec ynpasniHHSA pu3nkamu fo cneundiyHMx YMOB KOXHOro okpemoro |T-npoekTty

KniouoBi cnosa: MCDM; MADM; Heuitki MHOXuHM; FTOPSIS; IT-npoekTn; ynpaBniHHg pu3MKaMmu; CTAHLAPTH
yNpaBRiHHS pU3MKaMM
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