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Abstract. Malware is one of the biggest threats in the digital environment, as it is constantly evolving and
becoming more dangerous. The purpose of this study was to analyse the evolution of malicious software. Historical,
comparative and empirical analysis and an assessment of existing security technologies were used to achieve this
goal. The main findings revealed several key stages in the development of malicious software. Historical analysis
has shown that the evolution of malware has gone through several significant stages, from simple viruses and
worms to complex threats such as ransomware and spyware. These changes were driven by technological advances
and increased attack capabilities, which allowed malicious software to use new vectors of influence and deception
methods. A comparative analysis of modern cyber threats revealed the key characteristics and differences between
different types of malwares, including their specific distribution methods and vulnerabilities. It was found that new
threats have a more complex architecture and use more innovative tactics, which significantly complicates their
detection and neutralisation.An empirical analysis involving the use of threat detection tools provided specific data
on malware behaviour in action. A review and testing of modern security methods, including antivirus solutions,
intrusion detection systems, and firewalls, showed their strengths and weaknesses, as well as their effectiveness in
detecting and preventing new threats. The results of the study highlighted the need for continuous improvement
of protection methods, which is critical for effective control of modern cyber threats

Keywords: evolution of information attacks; digital security; intrusion detection systems; security technologies;
computer incident analysis

INTRODUCTION

In today’s digital environment, cybersecurity is critical
to protecting data and systems from threats and attacks.
The theoretical foundations of cybersecurity include
understanding the main types of cyber threats, such as
malicious software, phishing, ransomware, and ongo-
ing threats of cyber-attacks. Information security prin-
ciples, including privacy, data integrity, and availability,
as well as security techniques such as cryptography,
intrusion detection systems, and multi-layer protec-
tion, are also important aspects. In the context of rapid
technology development and an increase in the number
of cyber-crimes, the key aspects are the adaptability of

security systems and their ability to quickly respond
to new threats. In particular, various organisations and
institutions face new challenges, such as the growing
complexity of malicious software, infrastructure attacks,
and threats to personal data. Existing security systems
often do not keep up with the rapid development of at-
tacking methods, which creates significant gaps in in-
formation security. These challenges highlight the need
for continuous improvement of protection methods and
the development of new strategies to effectively coun-
ter modern cyber threats. In general, malicious software
and attacks, such as ransomware and phishing, are
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becoming more complex and adaptive. N. Antonenko et
al.(2022) investigated current malware detection meth-
ods, emphasising the need for new protection mecha-
nisms, which shows the need to improve existing meth-
ods. O. Marchenko (2023) analysed the effectiveness of
antivirus solutions for critical infrastructure and found
that although modern solutions show high results, some
security gaps still remain. This confirms the need for fur-
ther improvements in the protection of critical systems.
. Zulkovska et al. (2021) found that none of the existing
signature and heuristic methods are perfectly effective,
which confirms the need to combine new approaches,
such as machine learning and graphical visualisation,
to improve the accuracy of threat detection. In turn, the
study by I. Galuzin & G.Naiman (2021) showed that vul-
nerability management technologies, such as Qualys
solutions, are effective, but require further improve-
ment and integration with new technologies. In addi-
tion, A. Alchi et al. (2024) noted that neural networks can
significantly improve the accuracy of malware detection
by being able to detect patterns in large data sets, al-
though there are problems with the need for significant
amounts of training data. This points to gaps in exist-
ing methods that require further study. The results of
the study by S. Kumar & G. Nagar (2024) emphasised
the need for adapted threat models for less developed
organisations, which is supported by an analysis of
historical incidents and modern sophisticated attacks.

Moreover, M. Qumer & S. Ikrama (2022) examined
how artificial intelligence can improve corporate secu-
rity by detecting and responding to cyber threats. This
shows the importance of new technologies in improving
security. H.N. Durmus Senyapar (2024) emphasised the
importance of regular software updates and employee
training to improve cybersecurity in digital marketing.
The findings of these studies highlight the need for a
comprehensive approach to protection that includes
both technological and human aspects. The study by
P. Ravi et al. (2024) demonstrated a machine learning
system for detecting ransomware and malware, which
indicates the prospects for new approaches in this di-
rection. In addition, RJ. Anderson (2020) analysed cur-
rent cybersecurity challenges, such as attacks through
mobile devices and cloud services, highlighting the
need for innovative security solutions. These studies
confirm the need for continuous improvement of meth-
ods of protection and adaptation to new threats.

Therefore,understanding the evolution of malware
is important for improving the level of cybersecurity.
Analysis of current research shows that cyber threats
continue to evolve, which requires continuous im-
provement of protection methods and raising aware-
ness of new threats. The purpose of the study was to
analyse the evolution of malicious software, and the
tasks included identifying the main stages of malware
development and evaluating the effectiveness of mod-
ern cybersecurity methods.
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MATERIALS AND METHODS

For a comprehensive understanding of the evolution of
malicious software, a detailed historical analysis was
conducted, including the study of its development from
initial to modern threats. This analysis examined the
first computer viruses and traced their transformation
into more complex and diverse types of malicious soft-
ware. Historical analysis revealed key stages in the de-
velopment of malware, changes in attack methods and
targets, and noted the impact of technological progress
on the evolution of threats. This approach involved the
analysis of similar scientific studies, which provided a
clear picture of how malware technologies and tech-
niques have changed over time.

Next, a comparative analysis of various types of
modern cyber threats was carried out, such as virus-
es (Chernobyl, ILOVEYOU), worms (Blaster, Sasser), Tro-
jans (Zeus, Emotet), rootkits (Stuxnet, Alureon), spyware
(Pegasus, CoolWebSearch), botnets (Mirai, Kraken) and
ransomware (WannaCry, CryptoLocker). The compara-
tive analysis identified key characteristics and differ-
ences between different types of malwares, including
their specific distribution methods and vulnerabilities
that they use to achieve goals. As part of this analy-
sis, the effectiveness of various methods for detecting
and protecting against these threats was also investi-
gated. Various tools and platforms, such as VirusTotal
and Cuckoo Sandbox, were used for practical analysis
of modern cyber threats. These tools allowed to get
data about real-world examples of malicious software
programmes, their behaviour, and distribution methods.
VirusTotal provided code analysis using various anti-
virus engines, while Cuckoo Sandbox allowed running
data in an isolated environment and investigating its
behaviour. Empirical analysis helped to obtain specific
data on how malicious software interacts with systems
and what protection methods are most effective for de-
tecting and neutralising them.

Evaluation of current malware protection meth-
ods included analysis of various technologies and
approaches, such as antivirus programmes, intrusion
detection systems, firewalls, and user education pro-
grammes. Each of these methods was evaluated in
terms of its effectiveness in combating modern cyber
threats. The study tested and compared antivirus solu-
tions (CCleaner, Norton Antivirus, Bitdefender, McAfee,
Avast, TotalAV, Intego, Malwarebytes, Panda), anti-in-
trusion systems (Snort, Suricata, Malwarebytes, Yara,
Hybrid Analysis, ReversinglLabs), and firewalls. The
evaluation included checking functionality, usability,
impact on system performance, and the effectiveness
of detecting and preventing new threats. In addition,
the role of user education in reducing the risks of cyber
threats, including the effectiveness of trainings, was
analysed. The results of this assessment helped to for-
mulate recommendations for improving cybersecurity
in the face of modern threats.
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RESULTS

The evolution of malicious software is one of the most
pressing issues in the modern digital world. From the
first computer viruses to modern complex cyber threats,
the development of malicious software requires con-
stant analysis and the creation of effective protection
strategies. In general, the types of malicious software
include viruses, worms, trojans, rootkits, spyware, bot-
nets, and ransomware (Fig. 1).

Stuxnet

Chernobyl Blaster Zeus

ILOVEYOU Sasser Emotet Alureon
Pegasus Mirai WannaCry
CoolWebSearch Kraken CryptoLocker

Figure 1. Types of malware and examples
Source: compiled by the author

Viruses are programmes that infect other files and
systems by inserting their own code into them. Viruses
can self-copy and spread to other computers through
infected files. They can corrupt or delete data, slow
down systems, or even destroy hardware components.
Some viruses can change the functionality of pro-
grammes and systems. Worms are self-replicating pro-
grammes that are distributed over networks and the
Internet, usually without the need for user interaction.
They can cause network congestion, system crashes, or
use infected devices to attack other systems. In turn,
Trojans are programmes that disguise themselves as
innocent or useful software, but actually perform mali-
cious actions. They can give attackers access to the vic-
tim’s system, steal sensitive information, or download
other malicious software. Rootkits are a set of tools
that allow attackers to gain administrative access to a
computer and hide their activities. Rootkits can mask
their presence, protect other malicious software from
detection, and allow attackers to permanently access
the system without the user’s knowledge. As for spy-
ware, they collect information about users without
their knowledge or consent. Spyware can collect data
about personal habits, online activity, passwords, fi-
nancial information, and other sensitive data. Botnets
are networks of infected computers that are centrally
controlled to perform malicious tasks. They are used
to launch distributed Denial of Service (DDoS) attacks,
send spam, steal data, or perform other criminal activi-
ties.In addition,ransomware is malicious software that
encrypts files on the victim’s computer and demands a
ransom for decrypting them. Ransomware blocks ac-
cess to important files or systems and requires pay-
ment (usually in cryptocurrency) to restore access. The

original malware, such as Creeper and Elk Cloner, ap-
peared in the 1970s and 1980s and had a fairly sim-
ple architecture (Matthews, 2022). Creeper, created by
Robert Thomas, was one of the first self-copying virus-
es, and its main purpose was to demonstrate the abil-
ity to transfer between computers (Fig. 2). Elk Cloner,
created in 1982, was one of the first viruses to infect
floppy disks and caused a demo message every 50
system startup.
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Figure 2. Creeper virus message displayed on infected
computers and its source code
Source: compiled by the author

Since the early 1990s, viruses have become more
complex. For example, the Chernobyl virus since 1998
included mechanisms that allowed it not only to de-
stroy data, but also to infect the BIOS (Basic Input/
Output System) of the computer, which made it dif-
ficult to restore the system (Hanna, 2021). Over time,
viruses began to use polymorphism mechanisms that
made it difficult for antivirus software to detect them
by changing their code each time they were launched.
Since the 2000s, new types of malicious software have
emerged, including Trojans, worms, and rootkits. Blast-
er and Sasser, which became known in 2003, have
demonstrated the ability to quickly spread across net-
works and exploit vulnerabilities in operating systems
(OS) (Karlberg, 2004). These worms exploited vulner-
abilities in Windows for their attack, which confirmed
the need for regular security updates. Between 2010
and 2020, malicious software underwent significant
changes, demonstrating new levels of complexity and
technological development. At this time, such types
of malwares as ransomware, botnets, and targeted at-
tacks appeared. CryptoLocker, which appeared in 2013,
was one of the first ransomware programmes that en-
crypted files on victims’ computers and demanded a
ransom in cryptocurrency. Botnets such as Mirai have
exploited vulnerabilities in Internet of Things (loT)
devices to create large-scale DDoS attacks that lead
to large-scale infrastructure failures. During this peri-
od, there was also an increase in targeted attacks on
various organisations and state structures. After 2020,
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malicious software has become even more complex
and specialised. Ransomware attacks such as Conti
and DarkSide continue to hit organisations, includ-
ing critical infrastructure, and require huge amounts
in the form of ransomware, often in cryptocurrency
(Fig. 3). At the same time, spyware such as Pegasus
continues to be used to collect information on mobile
devices, in particular, due to vulnerabilities in iOS and
Android (Nemchick, 2023). By attacking personal data
and communications, these programmes endanger the
privacy and security of users on a global level. Conse-
quently, there are a large number of different mali-
cious programmes that continue to evolve with each
passing decade, becoming more dangerous, which
underscores the need for continuous improvement of
cybersecurity technologies.

Modern cyber threats have a significant impact on
businesses, individuals, and government agencies. Ran-
somware causes serious damage by encrypting data
and demanding ransom, which can lead to significant
financial losses and failures in critical infrastructure.
Spyware threatens the privacy of personal data by col-
lecting information without users’ knowledge. Botnets
can exploit vulnerabilities in loT to carry out DDoS at-
tacks, leading to large-scale failures in network systems

D. Kovalchuk

and services. Rootkits allow criminals to mask their
presence in the system and collect information without
users noticing. Thus, there are many different types of
malwares that have significantly changed global secu-
rity and cyber infrastructure (Table 1). Attacks on crit-
ical infrastructure demonstrate how cyber threats can
turn into large-scale problems for society. The grow-
ing number of DDoS attacks on large service providers
and network resources indicates how malicious soft-
ware can create global disruptions to internet services.

> ¢ |oawe g | 6_; + 2

If you are a client who declined the deal and did not find your
data on cartel's website or did not find valuable files, this does
nol mean lhat we forgot about you, it enly means lhat data was
sold and only therefore it did not publish in free access!

=

Web mirrce

Docorber 22, 2020 JIR M READ MORE »  Decomber 21,2020 [

Figure 3. Conti website, where hackers publish
stolen data, demanding ransom from victims

Source: compiled by the author based on J. Dalman &
H. Smith (2021)

Table 1. Comparison of malware and cyber threats

Type of malware Main features Impact on systems
Viruses Self-copying, infecting files Data corruption or deletion
Worms Fast distribution across networks Network congestion, failures
Trojans Covert interference, abuse of rights Data leakage, system compromise
Rootkits Masking presence, maintaining access Long-term covert surveillance
Spyware Collection of information without the user’s knowledge Breach of confidentiality
Ransomware programmes File encryption, extortion Loss of access to data, financial losses

Source: compiled by the author

For a better understanding, it is important to con-
sider in detail exactly how malware functions and how
they differ. Viruses are attached to files or uploaded
to the boot sectors of disks. When an infected file is
launched, the virus activates and starts copying its
code to other files on disk. This process can spread to
other computers if infected files are transferred over
networks or specific media. Viruses can cause data
corruption, system slowdowns, or even physical dam-
age to hardware components. For example, Chernobyl
is a virus that is activated on a specific day and can
destroy data on the hard disk and in the computer’s
BIOS, which makes it difficult to restore the system.
ILOVEYOU is a virus that spreads through email and
causes numerous infections around the world. In turn,
worms exploit vulnerabilities in network protocols or
software for self-propagation. They do not require user
interaction and often automatically scan networks for
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vulnerable devices. After finding the vulnerability, the
worm infects the device and uses it for further spread.
Examples include Blaster,a worm that exploits a Win-
dows vulnerability to spread automatically and cause
system crashes, and Sasser, a worm that infects sys-
tems through a Windows vulnerability and also causes
computers to crash.

Trojans disguise themselves as legitimate or use-
ful programmes that the user can download and install
without suspicion. Once installed, the Trojan performs
malicious actions, such as giving attackers access to
the system, stealing sensitive data, or downloading
additional malware. For example, Zeus is a Trojan that
steals bank details by replacing web pages to col-
lect login data. While Emotet is a Trojan that gains
access to the system and downloads other malicious
programmes, stealing data and causing violations in
the system. Moreover, rootkits modify the OS or other
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applications to hide their presence and activity. They
can replace system files or change system settings,
making them difficult to detect. Rootkits are often used
for long-term monitoring or providing permanent ac-
cess to the system without the user’s knowledge. For
example, Stuxnet is a rootkit specifically designed to
attack nuclear facilities that modifies control systems
to disrupt centrifuges. Alureon is a rootkit that hides
other malware and steals data.

Spyware infiltrates the system and collects infor-
mation about users without their knowledge. They
can track online activity, collect input data, collect
passwords, browser history, and other sensitive data.
There is such a spyware programme as Pegasus, which
exploits vulnerabilities in mobile systems to collect
personal data and communications. And the CoolWeb-
Search programme changes the browser settings for
collecting information and advertising. There are also
botnets consisting of a network of infected devices
that are controlled centrally through command servers.
These devices can be used to coordinate attacks such
as DDoS, sending spam, or data theft. For example, the
Mirai botnet exploits vulnerabilities in loT devices to
create large DDoS attacks that cause failures in Inter-
net resources. Kraken is a botnet used to attack web-
sites and send spam.

Ultimately, ransomware encrypts files on the vic-
tim’s computer and blocks access to them. Next, they
demand a ransom to decrypt the data. They usually use

strong encryption algorithms, which makes it difficult
to recover files without a decryption key. One example
is WannaCry, a ransomware that exploits vulnerabilities
in Windows to encrypt data and demands a ransom in
cryptocurrency. CryptoLocker also encrypts files and re-
quires a ransom to recover them. It turns out that ma-
licious programmes not only complicate conventional
methods of protection, but also change approaches to
cybersecurity. Attack detection systems such as Intru-
sion Detection System (IDS) and firewalls must con-
stantly adapt to new forms of threats. The emergence
of new types of malicious software requires improved
security technologies and increased resources for
monitoring and responding to incidents.

Malware monitoring and analysis are critical
to ensuring cybersecurity. For this purpose, various
tools and platforms were used to help identify, in-
vestigate, and respond to cyber threats. Among these
tools were VirusTotal and Cuckoo Sandbox, which
provide powerful malware analysis capabilities. Vi-
rusTotal is a free online service that allows checking
files and Uniform Resource Locator (URL) for mali-
cious code using dozens of antivirus programmes
and other analysis tools (Fig. 4). When a file is up-
loaded to VirusTotal, it is checked by various antivi-
rus systems that analyse the file for known malware
samples. VirusTotal also provides information about
potential threats based on an analysis of the file’s
behaviour and characteristics.
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Figure 4. Example of using VirusTotal to check file security

Source: compiled by the author

The Figure 4 shows how the file is sent to VirusTo-
tal, checked by various antivirus systems and analyt-
ical tools, and the result is provided to the user. The
Cuckoo Sandbox platform is also deserves mentioning,
as it is suitable for dynamic malware analysis (Fig. 5).
It creates an isolated environment that simulates a

©

real OS, in which malware can be executed to monitor
its behaviour. Cuckoo Sandbox collects detailed infor-
mation about the programme’s actions, such as regis-
try changes, file access, network activity, and creates
reports that help to understand how the programme
interacts with the system.
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Figure 5. Example of using Cuckoo Sandbox to check file security

Source: compiled by the author

The Figure 5 illustrates how Cuckoo Sandbox cre-
ates an isolated environment for malware execution,
tracks its behaviour, and collects data for further anal-
ysis. In addition to these tools, there are many other
platforms that specialise in detecting malware. For
example, Snort is an open-source intrusion detection
system that monitors network traffic and analyses it for
malicious activity. It detects abnormal behaviour, anal-
yses packets, and monitors traffic. Suricata is a pow-
erful open-source IDS/Intrusion Prevention System
(IPS) that supports deep packet analysis and network
monitoring. Its functions include checking network
traffic, analysing threats, recognising protocols, and
blocking attacks. There is also Malwarebytes, an anti-
virus and antispyware tool that specialises in detecting
and removing malicious software and spyware, virus-
es, trojans, and adware. Yara is a tool for creating and
using templates to detect and classify malicious files.
It detects and analyses malicious patterns using tem-
plates and threat recognition. In turn, Hybrid Analysis
is an online platform for dynamic and static malware
analysis. It analyses file behaviour, collects information
about requests, system changes, and network activity.
ReversinglLabs offers malware analysis platforms that
include tools for static and dynamic analysis. This tool
conducts research of malicious samples, detection of
threats, and tracking the origin of malicious software.
In addition, there are tools such as FireEye, OpenDXL,
Threat Grid, SIEM systems, SOAR platforms, and EDR
solutions. These tools and platforms play a key role in
cybersecurity, helping organisations to effectively de-
tect,analyse,and respond to malware and cyber threats.

In general, the development of malicious software
encourages continuous progress in security systems
and new cybersecurity technologies. With the growing
complexity and diversity of cyber threats, cybersecurity
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professionals are forced to develop new solutions
to detect and counter these threats. Modern securi-
ty methods include innovative approaches and tech-
nologies that evolve in response to the emergence
of new types of malwares. Antivirus programmes are
among the oldest tools in the fight against malicious
software. Modern antivirus systems use a combination
of traditional signature techniques and more modern
technologies, such as machine learning and behavio-
ral analysis. Signature methods are based on recognis-
ing known malware patterns, while behavioural anal-
ysis detects new or unknown threats based on their
activity in the system. These programmes include
CCleaner (Fig. 6). CCleaner, although not an antivirus,
is a popular tool for cleaning the system of temporary
files, cache, and other unnecessary data. It helps to im-
prove overall system performance and remove poten-
tially unwanted applications. While CCleaner does not
provide specific malware protection directly, using it
can help to keep system clean and reduce the chance
of infection.
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Figure 6. Example of using CCleaner utility software
Source: compiled by the author
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Attention should also be paid to Norton Antivirus,
which is one of the most well-known antivirus solu-
tions. It provides a high level of protection due to
powerful signature databases and behavioural anal-
ysis. Norton has effective features for detecting and
blocking malicious software and spam mailings. How-
ever, its resource intensity can affect the speed of the
system, and there are also constant updates that can
be intrusive for users. The strong point of Bitdefender
is its security technology and low impact on system
performance. This application uses innovative security
techniques such as machine learning and anti-phish-
ing to ensure a high level of security. Bitdefender also
offers features to protect sensitive data and ensure
online activity. This solution is marked by a good bal-
ance between powerful protection and low resource
consumption. In turn, McAfee offers comprehensive
protection that includes not only antivirus features,
but also protection against malicious websites and
real-time threats. Its security mechanisms are robust,

100%
99%
98%

97%

Norton TotalAV McAfee

but sometimes McAfee can be noticeable in the sys-
tem and consume a significant number of resources.
In addition, Avast offers a free version with basic pro-
tection, including paid versions with advanced fea-
tures. It performs well in virus detection and has a us-
er-friendly interface. Avast provides privacy protection
and blocking unwanted programmes. Thus, Norton An-
tivirus provides a high level of protection, but can be
somewhat resource-intensive and have privacy issues.
Bitdefender offers a balanced approach with powerful
protection and low resource consumption. McAfee has
comprehensive protection, but can consume a signif-
icant amount of system resources. Avast offers a us-
er-friendly interface and a free version, but sometimes
it can affect the system speed. And CCleaner is use-
ful for maintaining overall system performance, but it
does not replace specialised anti-malware solutions.
However, Norton, TotalAV, McAfee, Intego, Bitdefender,
Malwarebytes, and Panda are considered the best anti-
virus programmes of 2024 (Fig. 7).

Intego

Bitdefender Malwarebytes  Panda

Figure 7. Rating of antivirus programmes in 2024

Source: compiled by the author

As for intrusion detection systems, they monitor
network traffic and system activity to detect abnormal
behaviour that may indicate an attack attempt (Fig. 8).
IDS can be either signature-based or anomaly-based.
Signature-based systems compare traffic to known
attack patterns, while anomaly-based systems detect
deviations from normal behaviour that may indicate
new threats. There are systems such as OSSEC, Zeek,
Security Onion.
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Figure 8. Example of using IDS
Source: A. Tsymbal (2024)

Firewalls are also important, which monitor in-
coming and outgoing network traffic based on a set of

security rules and policies. Modern firewalls include
deep packet analysis features that allow detecting
malicious traffic and blocking it before it reaches end
devices. They can be either hardware or software and
provide multi-level protection. Examples include Cis-
co ASA, Palo Alto Networks Next-Generation Firewall,
Check Point Firewall, and Sophos XG Firewall. An im-
portant aspect of cybersecurity is the education of us-
ers. Training users in the basics of cybersecurity, such
as detecting phishing emails, and recognising mali-
cious attachments, is critical to reducing the risk of
malicious software infecting the system. Educational
programmes often include security training and attack
simulations to help users raise their awareness and
readiness for cyber threats.

Regarding the effectiveness of modern protection
methods, several key aspects have been identified.
First, the combination of antivirus programmes, IDS,
firewalls, and user education provides multi-level pro-
tection, which is important for reducing risks. Secondly,
modern security systems are constantly being improved
to deal with new types of malicious software. Machine
learning and behaviour analysis technologies play a
key role in identifying new threats. Thirdly, enabling
proactive methods, such as regular software updates
and system patches, helps to reduce vulnerabilities
that can be exploited by attackers. Thus, anti-malware
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methods are constantly evolving in response to new
cyber threats. The integration of various approaches
and technologies, together with user education, pro-
vides comprehensive protection against malware and
reduces the risks of cyber threats.

DISCUSSION

The study showed the importance of implementing in-
tegrated security systems in modern networks, where
the integration of the latest security technologies plays
a key role in ensuring data integrity and confidentiality.
Analysis of the findings in the context of existing stud-
ies indicates the importance of a systematic approach
to the problem of cybersecurity, in particular, in the
context of new threats and security technologies. The
importance of such an analysis lies in the fact that it
allows identifying new trends and approaches in the
field of information security and supporting practical
recommendations based on the results of previous re-
search.This contributes to the further development and
improvement of security methods, which is critical in
the rapidly changing cyber environment.

The results of this study showed that the integra-
tion of the latest cryptographic algorithms and security
technologies significantly improves the level of infor-
mation protection. This correlates with the findings of
W. Stallings & L. Brown (2018), who examined current
cybersecurity principles, including cryptographic al-
gorithms and general security principles. Their study
confirmed the importance of implementing effective
cryptography methods to ensure data security, which is
consistent with the results obtained, which focuses on
improving existing security methods through the latest
cryptographic solutions. Meanwhile, M. Bishop (2018)
addressed a wide range of issues related to modern
security techniques, including attack analysis and in-
trusion detection. This study also confirmed that the
integration of new security technologies increases the
effectiveness of intrusion detection systems and reduc-
es the risks that can arise from modern attacks. This
highlights the importance of constantly updating and
adapting security methods in the face of new threats, as
shown in this paper, where the emphasis was placed on
the latest methods of ensuring system security.

The study noted an increase in the complexity of
modern attacks and malware, which requires advanced
protection measures. In turn, the J. Ferdous et al. (2023)
confirmed that the integration of multi-layer security
systems can effectively counteract new types of threats,
such as cryptojacking and attacks on loT devices. In ad-
dition, this study is consistent with the conclusions of
M.Jartelius (2020), who emphasised the importance of a
proactive approach to threat detection to prevent data
leaks, confirming the effectiveness of the integrated se-
curity systems implemented in this paper. The results of
the study also indicate the importance of implement-
ing innovative methods in the field of cybersecurity,
such as automation and the use of the latest machine
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learning algorithms. This correlates with the findings of
M. Conti et al. (2018), considered the security issues in
loT, and with the results of the study by Z. Chen (2020),
where modern deep learning algorithms for malware
protection were investigated. This study confirmed
that the use of the latest technologies, such as deep
learning, can significantly improve the effectiveness of
protection systems against new types of cyber threats.
In addition, the results of this study, which highlighted
the effectiveness of post-quantum cryptography in data
protection, are consistent with the study by PN. Koka-
re et al. (2024), which compares traditional cryptogra-
phy with post-quantum algorithms. Also important is
the contribution of I. Legard (2020), which focused on
raising staff awareness of information security, which is
critical to maintaining a high level of protection. This
study has confirmed that an effective awareness-rais-
ing programme can have a significant impact on reduc-
ing the risks of cyber threats.

The results showed that the effectiveness of data
protection can be improved by using the latest ma-
chine learning algorithms and automated systems.
This is consistent with the conclusions of N. Akhter et
al. (2021), who described how hackers exploited vul-
nerability in SolarWinds Orion software suite to com-
promise systems. They emphasised that timely detec-
tion and elimination of such vulnerabilities is crucial
to prevent large-scale data leaks. In addition, the re-
sults of this study, which emphasised the importance
of integrating multi-layer security systems to prevent
attacks, correlate with the study by T. Olaniyan (2021),
who also described the hacking of FireEye through
the SolarWinds Orion update platform. The analysis
showed that an attack on such a platform can lead to
significant consequences for the security of organisa-
tions, which emphasises the need for comprehensive
protection and rapid response to threats. Moreover, the
results of this study showed the importance of contin-
uously implementing the latest machine learning tech-
niques in cybersecurity. T. Khatun (2024) also reviewed
malware development and strategies in detail, which is
consistent with the results of this study, which focused
on the evolution of malware and the need to improve
detection methods. This highlights the importance of
continuous monitoring and adaptation to new threats.

It is worth noting that the results of this study fo-
cus on the evolution of malware and methods of com-
bating it, which has common aspects with the papers
by S. Okhanashvili (2023). The paper highlighted the
importance of an integrated approach to improving
cybersecurity, considering technical, programme, and
organisational aspects. This study also confirms the
importance of a comprehensive approach in the fight
against cyber threats, but focuses on the evolution
of malicious software and changes in its complexity
over time. In addition, the results obtained share com-
mon features with the studies by K.K. Dewangan et
al. (2024) and N.S. Janoti et al. (2024). In the first case,
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the researchers investigated cyber threats to intelligent
transport systems, focusing on new technologies such
as blockchain and 5G to improve security. The current
study also explored innovative approaches to security,
but with an emphasis on general trends in the evolution
of malicious software. In the second case, the research-
ers considered challenges in Cyber Threat Intelligence
and the role of data analysis in protecting against cyber
threats. The results also focused on the importance of
data to combat evolutionary threats, but focused more
on changes in the malware itself and its impact on cy-
bersecurity. Ultimately, the study by O.C. Obi et al. (2024)
also shares similarities with this study, as it offered a
comprehensive overview of the current cybersecurity
landscape, focusing on various threats such as malware
and advanced persistent threats. However, the current
study confirmed this trend, in particular in the context
of the evolution of malware. Overall, the conducted
study confirms the findings of other researchers on the
evolution of malware and highlights the importance
of comprehensive strategies to combat modern cyber
threats. This is important for developing more effective
strategies to protect against cyber threats in the future.

CONCLUSIONS

A study of the evolution of malicious software has con-
firmed that the development of malicious software has
gone through several key stages, from simple viruses
to modern complex cyber threats, such as ransomware
and spyware. This study highlighted how changes in
attack technologies and tactics lead to a constant in-
crease in complexity and potential malware damage.
Analysis of modern threats has shown that malicious
software actively uses advanced technologies, includ-
ing artificial intelligence, to bypass security systems.
This creates new cybersecurity challenges that require
organisations to implement more comprehensive and
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Po3po6ka wKianMBux nporpaM: Bif, paHHix BipyciB A0 cy4acHMxX Kibep3arpos
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MiXHapoaHWA ryMaHiTapHUM yHiBepcuTeT
65009, nop. PoHTaHCbKa, 33, M. Opeca, YkpaiHa
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AHoTauis. LLUkignuei nporpamm € oaHi€0 3 HaWbINbLMX 3arpo3 y LMGPOBOMY CEPEAOBMLLI, OCKINIbKM BOHM NOCTIMHO
€BOJIOLLIOHYIOTb | CTatoTh BCe BiNibl HeGe3neyHMMKU. MeToto Lboro AoCNiAXKeHHs OYB aHaANi3 eBONOLLIT 3/I0BMUCHOIO
nporpamHoro 3abe3neyeHHs. g LOCATHEHHS Li€i MeTu Byno 3aCTOCOBAHO iCTOPUYHMIA, MOPIBHANBHUIA Ta €MMNipUYHUIA
aHani3, a TakoX OLLiHKa iCHYUMX 3aXMCHUX TexHoNoriA. OCHOBHI pe3ynbTaTh JOCNiOXEHHS BUSBUU KiNbKa KITHOYOBUX
eTaniB po3BMTKY LKiAAMBMX NpPOrpaMm. ICTOPMYHKMI aHaNi3 NOKas3aB., WO eBONLISA WKIAAMBUX NPpOrpaM npowwnia
yepes Kiflbka 3HaYHUX CTaAiN, Bif, NPOCTUX BIPYCIB i YEPBAKIB A0 CKNAAHUX 3arpo3, TakMX K NporpaMu-suMaradi i
WNUryHCbKi nporpamu. LLi 3MiHM Bynu 3yMoBAeHi TEXHONOTIYHUMM AOCATHEHHAMM | PO3LWIMPEHHAM MOX/MBOCTEN ANS
aTak, Wo [03BOMIMIIO WKiAAMBOMY NPOrpamMHOMy 3abe3nevyeHHi0 BUKOPUCTOBYBATU HOBI BEKTOPY BMNJIMBY Ta METOAU
06MaHy. [MopiBHANBbHMIA aHani3 cyyacHMX Kibep3arpo3 po3KpuB K/OYOBI XapaKTePUCTUKM Ta BiAMIHHOCTI MiX pi3HUMM
TUNaMu WKIAAMBUX NPOrpaM, a TakoX ixXHi cneundivyHi MeToaM po3nOBCIOAXKEHHS | BPa3nnBOCTi. BusaeneHo, Wo HOBI
3arpo3u MakTb CKIALHILLY apXiTEKTYpY i BUKOPUCTOBYHOTb Oifibll IHHOBALiMHi TAKTUKM, LLLO 3HAYHO YCKNA[HIOE iXHE
BUSAB/IEHHS Ta HEMTpanisauito. EMNipuuHUin aHanis, Wo BKIOYAB BUKOPUCTAHHSA iIHCTPYMEHTIB BMSBIEHHS 3arpos,
HafaB KOHKPETHI AaHi Mpo NOBefiHKY WKiAAMBUX NPOrpaM y peanbHux ymoBax. Orngg, i TeCTyBaHHS Cy4aCHUX METOAIB
3aXMCTY, BKOYAKOUN aHTUBIPYCHI pilleHHS, CUCTEMU BUSBIEHHS BTOPrHEHb Ta MiXKMEpEeXeBi eKpaHu, NoKasanu
iXHI cUNbHI Ta CabKi CTOPOHMK, @ TAaKOX X eDEKTUBHICTb Y BUSIBAEHHI | 3anobiraHHi HOBMM 3arpo3am. PesynbtaTtn
LOCNiOXEeHHS NigKpecannmn HeobxiAHICTb NOCTIMHOrO BAOCKOHANEHHS METOAIB 3aXMCTY, WO € KPUTUYHO BAXK/IMBUM
ons edekTMBHOT 6OPOTHOM 3 CyyacHUMM Kibep3arpo3amu

KntouoBi cnoBa: eBontouiga iHhopMauiiHMX aTak; uudpoBa 6e3neka; CUCTEMU BUSB/IEHHS BTOPrHEHb; 3aXMCHi
TEXHONOrii; aHani3 KOMM'ITEPHUX IHUMAEHTIB
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Abstract. Means of high-altitude reconnaissance, in particular satellites, reconnaissance drones and aviation
complexes, are the most common means for solving the tasks of search and detection of targets. This work focuses
on improving the process of finding and identifying targets by implementing an automatic search system using
artificial intelligence, with a special emphasis on the use of this technology in drones, under conditions of limited
computing resources. The purpose of the work was to create a machine learning model that would localise and
classify military equipment using images obtained from unmanned aerial vehicles. Machine learning models
used to localise objects in images based on CNN, ResNet, Fast CNN, EfficientDet and YOLO approaches are the
research methods. Various computer vision approaches, based on convolutional networks, to localise and classify
military equipment in images obtained from unmanned aerial vehicles have been investigated. The approach
based on the YOLO8 method has proved to be the most effective one. The generalised precision of the proposed
model of image segmentation technique is 70%, and the classification precision is close to 90%, the inference
time of the proposed model is less than 400 milliseconds. The system takes an image as input and returns the
input image with the found military equipment. In addition, the YOLO8 (nano, small, medium) methods have been
tested in the problem of equipment identification and classification in images from unmanned aerial vehicles.
The approach proves to be effective and has the potential for further application as well as improvement with
larger sets. The system can be used in practice to optimise the search for targets, thus simplifying the task for
the operator of unmanned aerial vehicles. Also, in the case of further refinement and optimisation for specific
hardware resources, it has the potential for implementation in the real defence sector. Potentially, this solution
can become an important tool for military intelligence and other related industries, where precise identification
of objects in real-time images is important. The implementation of such systems can significantly increase the
efficiency and speed of response in various scenarios of the use of unmanned aerial vehicles

Keywords: localisation; identification; labelling; convolutional neural network; image analysis

Article’s History: Received 03.07.2024; Revised 16.09.2024; Accepted 21.10.2024

Suggested Citation:
Basystiuk, O., Rybchak, Z., & Betsa, D. (2024). Classification of military equipment based on computer vision methods. Bulletin of
Cherkasy State Technological University, 29(3), 21-30. doi: 10.62660/bcstu/3.2024.21.

*Corresponding author

Copyright © The Author(s). This is an open access article distributed under the terms of the
BY Creative Commons Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/)


https://orcid.org/0000-0003-0064-6584
https://orcid.org/0000-0002-5986-4618
https://orcid.org/0009-0006-6582-8900

Classification of military equipment based on computer vision methods

INTRODUCTION

The problem of pattern identification in images is rel-
evant in many industries, including security, medicine,
automotive industry and military technology. The iden-
tification of military equipment, in particular, has not
been sufficiently investigated and described, because
it was not of such public and scientific interest, be-
sides, it was a completely non-trivial task. But since the
2000s, humanity has witnessed the rapid technological
evolution of object detection and its profound impact
on the entire field of computer vision, and therefore
object detection, as one of the most fundamental and
complex problems of computer vision, is given great
attention of scientists.

The article by Z. Zou et al. (2023) examines this
fast-growing field of research in detail in light of tech-
nical evolution spanning more than a quarter of a cen-
tury (from the 1990s to 2022). The study covers a num-
ber of topics, including milestones of detector historical
development, datasets, metrics, fundamental building
blocks of an identification system, acceleration tech-
niques, and state-of-the-art identification techniques in
use. The use of camouflage and active countermeasures
during reconnaissance and obtaining results about the
equipment are factors that further complicate detec-
tion. The ability to precisely identify and classify equip-
ment can be critical to tactical and strategic decisions.

The current state of development of computer vision
technologies demonstrates significant achievements
due to the rapid development of machine learning and
artificial intelligence technologies. J. Liang (2020) has
noted that the introduction of residual blocks into the
ResNet network allows the network to be further deep-
ened without suffering from performance degradation,
i.e. avoiding overtraining. This approach simplifies the
training of very deep networks, making possible to build
models with hundreds or even thousands of layers,
which was previously impractical due to the problem
of vanishing gradient. This breakthrough has become a
fundamental technique in many complex image iden-
tification tasks and has influenced the development of
many subsequent deep learning architectures.

It also makes significant progress in solving the
problem of pattern identification in images. Recent
research focuses on the development of new algo-
rithms and models that can provide high precision
and efficiency of object identification in various con-
ditions. In particular, A. Bochkovskiy et al. (2020) have
focused on the study of activation functions, namely
batch normalisation, Weighted-Residual-Connections
(WRCQ), Cross-Stage-Partial-connections (CSP), Cross mi-
ni-Batch Normalisation, CmBN), Self-Adversarial-Train-
ing (SAT), and have achieved results with an average
precision (AP) of 43.5% and an AP50 of 65.7% on the MS
COCO dataset, while maintaining real-time processing
speed of about 65 frames per second on the Tesla V100.

The article by Z-Q. Zhao et al. (2019) considers an
approach to object detection based on deep learning

and describes in detail their network architecture,
learning strategies, and optimisation functions, in par-
ticular, the application of You Only Look Once (YOLO)
approaches, covering typical common architectures of
object detection, modifications and enhancements to
improve performance. In addition, the article consid-
ers specific tasks of object detection in the image, in
particular, using video. The experimental analysis com-
pares different methods, drawing meaningful conclu-
sions and proposing promising directions and tasks for
future research in the field of object detection and neu-
ral network-based learning systems.

The work by D. Zhang et al. (2024) presents a new
imaging paradigm for detecting camouflaged objects
using RGB-D images. To accomplish this task, the au-
thors have created a CODD dataset derived from ex-
isting RGB-D visible object detection datasets using
image-to-image transformation techniques (Yang et
al., 2023). CODD matches the diversity and complexity
of widely used datasets for camouflaged object detec-
tion. Researchers G-P.Ji et al. (2023) propose a selection
strategy to ensure high image quality, taking into ac-
count the structural similarity between images before
and after transformation, based on gradient-induced
transition, which is a soft grouping between context
features and similarity of object appearance and the
background, and the fuzziness of object boundaries is
also considered.

Identification of military equipment has not been
sufficiently investigated in previous research. All of the
above studies are oriented towards performing tasks
in the civilian sector, and do not include the ability to
identify and classify military equipment in the image.
Therefore, the purpose of this study was to create a
deep learning model for identifying military equipment,
taking into account camouflage and counteraction
technologies obtained from unmanned aerial vehicles.

MATERIALS AND METHODS

Modern technologies of machine learning and comput-
er vision open up new opportunities for effective mon-
itoring and classification of objects in the image. This
article is devoted to a comparative analysis of various
deep learning models, including ResNet, CNN, Efficient-
Det, YOLOV8 (nano, small, medium). The efficiency and
possibilities of integration into automated monitoring
systems have been investigated.

To work with machine learning methods, the prima-
ry task is to collect and label the appropriate dataset. In
the case of equipment identification, this is the main
means of imaging, since the modern Ukrainian-Russian
war, which has been ongoing with varying intensity
since 2014, is the largest source of the required data.
So, to search for images, it is worth focusing on various
social networks, namely Oryx, GeoConfirm and Twitter,
where military analysts, journalists, fighters, as well as
the brigade show the results of their units’ work. All
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collected data have been summarised and published
in the open access on the platform of Figshare (2024).
A generalised order of image processing consists of

O. Basystiuk et al.

several main stages, each of which plays an important
role in ensuring precise and efficient image processing.
The study considers four key steps (Fig. 1).

Preprocessing | |Objectdetection| |Objectclassiﬁcation| |

Result |

Figure 1. Generalised order of the image processing pipeline
by computer vision systems of the proposed system

Source: authors’ development

Preprocessing is the initial stage of image pro-
cessing, which includes image preparation for further
analysis. Such image preparation helps to improve its
quality and make it more suitable for further process-
ing stages. The main methods used for image preproc-
essing are: image alignment and normalisation, noise
filtering, lighting correction. Object detection is the
process of determining the location of objects in the
image, that is, in other words, it is the segmentation
of the image and the localisation of objects in it. Ef-
fective object detection is critical for successful clas-
sification and further analysis. Object classification in-
cludes identification and determination of the type of
object that has been detected in the image at previous
steps of the processing pipeline. The classification al-
lows for identification of objects and specific labelling
of each of detected objects in the image, according to
the classes provided for the search using the designed
system. The classification adds a more situational un-
derstanding and will also make it possible to better
prioritise the tasks of defeating various enemy targets

(Benmhahe & Chentoufi, 2021). Results are a process
that is responsible for the preparation and correct
presentation of the obtained results, which enables
the data to be used later by users or other systems for
further processing or decision-making.

It is also necessary to determine what types of vid-
eos/photos to choose for analysis. In general, first of all,
the choice is between night and day videos, as well as
between their different types. Optical cameras (stand-
ard cameras) are the most common ones and capture
optical image (Panwar et al., 2023). Infrared cameras
(thermal cameras) capture thermal radiation of objects
and build a heat map of the battlefield (Ippalapally et
al., 2020). There are many types of images, but they are
not practically used in UAVs (unmanned aerial vehicles)
and are irrelevant in this study. Infrared cameras cap-
ture images in a completely different way than optical
cameras (Park & Lee, 2021), in them it is much easier to
identify equipment and weapons, so for these cameras
the research itself is not very relevant. Images from dif-
ferent types of cameras are shown in Figure 2.

Figure 2. An example of an image from different types of cameras

Source: authors’ development

Thedescribed leavesonlyopticalcameras.These cam-
eras are mounted on almost all UAVs (Chen et al., 2024),
and are the main eyes of the front. And it is for them that
this study is the most relevant, since it is quite difficult for
the human eye to see the camouflaged equipment, it re-
quires great skills and knowledge. For image processing,
this study has used the YOLO model, as it provides a high
speed of object real-time detection and classification.
Due to its architecture, YOLO processes the image only
once, which significantly reduces the computation time.

RESULTS
There are many methods for image processing and object
detection in the model used in the study. Convolutional
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Neural Networks (CNNs) are the basis for many com-
puter vision tasks. They work by training a network on a
large number of images, automatically finding and high-
lighting important features for object classification and
detection. Histograms of Oriented Gradients (HOG) are
a method for detection of image features to identify ob-
jects, which is used to describe the textures and shapes
of objects in an image (Zhou et al., 2020). It analyses
pixel brightness gradients and creates histograms that
indicate the direction and intensity of changes in the im-
age. You Only Look Once (YOLO) is a modern method for
simultaneous detection and classification of objects in
the image (Hussain, 2023). Speed is the main advantage
of YOLO, as it processes the image only once, unlike other
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methods that may require multiple passes. For a bet-
ter understanding, a comparative characteristics and

identification precision of various researched methods
are given (Table 1).

Table 1. Comparative table of results

Method name Precision (%) F1 measure Model size (MB)
ResNet 66.4 0.86 46
CNN 56.8 0.64 50
EfficientDet 63.4 0.82 32
YOLOvV8m 71.8 091 54

Notes: the results obtained during the study may differ in other systems and vehicles

Source: authors’ development

Additionally, a system deployment diagram that
shows how various components interact in a real envi-
ronment, including hardware and software modules is

provided. The proposed system consists of the follow-
ing components: communication networks, Backend
and Database (Fig. 3).

adevice»
Database Server

«component»
Chat

=

adevicer «device»
PC/Laptop Application Server
«execution environment» «execution environment»
Networks Flask

«component»
Backend

wexeculion environment»
MySQL

«component»
Store DB

L «protocoh JIN

«pratocol» i

HTTPS

TCP/IP, Mongoose

Figure 3. Diagram of the proposed system deployment

Source: authors’ development

During the experiments, it has been found that
adding of some context to the classification network
significantly increases the classification precision and
almost eliminates the localisation problem. Thus, the
main attention has been focused on the precision of
the detection of artillery and military vehicles (Fig. 4).

Class Images Instances Box(P R mAP50
all 203 203 0.718 0.1 0.637
artillery 203 30 0706 04 0.43
vehicle 203 173 0.73 0.821 0.845

Figure 4. Precision of the model
for two classes of equipment
Source: authors’ development

As shown, the precision of artillery detection is
significantly lower (more than twice) compared to the
precision of military vehicle detection. This can be ex-
plained by the quality of images of towed artillery: most
images of artillery have low resolution and are fuzzy
due to the specificity of its use, namely from closed fir-
ing positions and nests. In Figure 5, gun muzzle can be
identified on the right, while only a silhouette of the
gun is visible on the left, making it difficult to identify
the artillery. There is also a problem of sufficient sat-
uration of the dataset with different types of images,

in particular with the use of various fortifications and
caponiers for equipment. As for military equipment, the
results are much better. When testing the neural net-
work in typical images, high results have been obtained.
Stroke precision is slightly lower, but this is not critical,
since detection precision is the main parameter (Fig. 6).

Figure 5. Examples of fortification nests
of towed artillery
Source: authors’ development
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Figure 6. Examples of equipment localization
in a test dataset
Source: authors’ development

The obtained model shows high results of identifi-
cation precision, but there is a problem with sufficient
amount of data. There is a big problem with the variety
of equipment forms in the images and with the variety
of environments. At first glance, the network appears
to find most equipment, but in fact it only detects it in
certain image formats. Manual testing has shown that
the network works well with images where equipment
is not too dark and where certain structural elements
are visible. This is due to insufficient number of similar
images in the dataset. The problem has been partially
solved by increasing the number of such images in the
dataset. Currently, the model finds about 60% of small
objects. Other similar problems have been corrected by
analysing the images and supplementing the dataset.
For example, an image of tanks from the side projec-
tion has been added (Fig. 7).

\!&I—lACL 0.88

Figure 7. Results of equipment classification
from the side projection
Source: authors’ development

During the study, it has been found that smoke
is an important artifact that significantly impairs the
performance of the identification model. Not only
does smoke reduce the precision of equipment identi-
fication in images where it is present, but often thick
clouds of smoke are classified as equipment. This cre-
ates significant obstacles for precise identification
of military objects, which is especially critical in the
conditions of hostilities. Examples of identification
of a military equipment convoy in the video of the
movement of a convoy of vehicles in a smoke screen
demonstrate these difficulties.

There are differences between civilian and military
vehicles that affect the process of their identification.

Bulletin of Cherkasy State Technological University, Vol. 29, No. 3, 2024

O. Basystiuk et al.

Military equipment is often camouflaged in every pos-
sible way to minimise its detection by reconnaissance
devices, especially drones. This is done with the help
of various camouflage nets, forest plantations or by
hiding equipment in dense terrain. Civilian vehicles
are characterised by distinctive features such as vis-
ible wheels and bodywork, which make them easy to
identify, even when they are partially covered. In the
case of military equipment, there are no clear pat-
terns for identification; often only individual pieces of
equipment are visible, such as a barrel that can belong
to either a tank gun or towed artillery, or a turret that
can belong to either an infantry fighting vehicle (IFV)
or a tank.This greatly complicates the identification of
the type of equipment.

Additional difficulties are created by active coun-
termeasures from the enemy, who tries to damage the
operation of reconnaissance vehicles and shoot them
down, in particular, UAVs. For this, means of Electron-
ic Warfare (EW) and Air Defence (AD) are used, which
significantly limits the efficiency of UAVs. EW tools are
used to create electronic interference that can affect
the operation of navigation systems, communication
systems and UAV control (Zhang et al., 2024). This can
result in loss of communication with the vehicle, its
disorientation or even complete loss of control over it.

In view of this, the study has been aimed at de-
veloping two models: classification and localisation
ones, which have been considered separately. The lo-
calisation model has two classes to search for: vehi-
cle and artillery. The YOLO8s neural model, which has
demonstrated optimal identification results, has been
chosen. The results of this model are presented in de-
tail in Figure 8.

Confusion Matrix

11 1
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Predicted
Vehicle
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19 44 -2

Background
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True

Artillery Backg'round

Figure 8. Matrix of uncertainties
of the proposed YOLO model
Source: authors’ development

The obtained results show that the proposed mod-
el has achieved a precision of 71.8%, which exceeds
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the indicators of other considered models. The value
of F1-measure for the proposed model has been 0.91,

train/box_loss train/cls_loss

train/dfl_loss

which indicates a high balance between the precision
and completeness of identification (Fig. 9).
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Figure 9. Results of the proposed YOLO model training

Source: authors’ development

Precision is based on two indicators: precision of
vehicle or artillery identification, as well as precision
of equipment boundaries. For this work, the precision
of classification is much more important than that of
localisation. The results of the study confirm that the
model is able to identify fragments of military equip-
ment, such as artillery barrels and turrets of combat
vehicles, which is important for precise identification of
the type of equipment.

The proposed model demonstrates a high level
of precision and efficiency in the tasks of identifying
military equipment under camouflage conditions. The
results of the study show that the model can be used
to improve the effectiveness of intelligence operations
and provide more precise detection of threats, which is
critical for ensuring national security and defence.

DISCUSSION
The model proposed in this study will combine mod-
ern deep learning methods with new algorithms to in-
crease the precision and reliability of military objects
detection and classification. This is especially true in
conditions where the enemy uses various methods to
complicate the detection of its equipment, including
EW and AD equipment.

It is worth noting that the images obtained from
a multispectral camera capture images in different
ranges (visible light, ultraviolet radiation, etc.). A com-
prehensive study on the topic of multispectral imag-
ing has been conducted by V. Mohammadi et al. (2022).
The authors consider a camera sensor consisting of a
multispectral image sensor, a spectral filter matrix, a

sensor board, and a control board. A hybrid system that
operates using eight bands in the visible range, in the
interval of 400-700 nm is proposed. Based on a genetic
algorithm, a program has been developed to find the
best combination of filters. The program selects Gauss-
ian filters using the genetic algorithm based on the
Wiener filter estimation method. For band selection, a
minimum RMS of 0.0016 has been obtained to select
bands in the visible range. The developed camera pro-
vides eight high-resolution spectral images.

The article by L. Alzubaidi et al. (2021) describes
the sequence of CNNs development, starting with
the AlexNet network and ending with the High-Res-
olution Network (HR.Net). Also a list of problems and
standardised solutions that have helped researchers to
better understand existing research gaps by applying
pre-defined techniques and approaches is provided. In
addition, a list of the main areas of application of the
proposed approaches is provided, and hardware re-
quirements for each of the proposed models are given.
Considering the further development of convolution-
al neural networks, namely the EfficientDet approach,
M. Tan et al. (2020) propose a weighted bidirectional
feature pyramid network (BiFPN) that allows easy and
fast fusion of multi-scale features, and a combined
scaling method that uniformly scales resolution, depth,
and width for all base networks, feature networks, and
class prediction networks simultaneously. Collectively,
all these improvements have resulted in the develop-
ment of a new family of object detectors, called Effi-
cientDet, which consistently achieve much better ef-
ficiency. In particular, when using the EfficientDet-D7
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model to compare with convolutional networks, the
former achieves 52.2 AP on the COCO test device with
52M and 325B FLOPs1, being 4-9 times smaller and us-
ing 13-42 times less FLOPs than that of CNN (Kishore
& Balamurugan, 2024).

G. Csurka et al. (2022) summarise two decades of
image segmentation research. Since current segmenta-
tion models require large amounts of annotated data,
which are expensive, the authors highlight the success
of Unsupervised Domain Adaptation (UDA), which al-
lows for a significant reduction in data labelling costs
by using domain-based image clustering. A review of
five years of experience with Domain Adaptation for Se-
mantic Image Segmentation (DASIS), which highlights
the importance of adapting segmentation models to
new conditions, is the second key contribution. Final-
ly, commonly used datasets and benchmarks are de-
scribed, and supporting machine learning techniques,
namely the latest trend in the use of transformers, are
discussed. Another method involves the use of the
Gray Level Co-occurrence Matrix (GLCM) method, which
has been analysed in detail in the work of N. Igbal et
al.(2021). The GLCM method, analysing spatial relation-
ships between pixels, allows for extraction of valuable
information for such tasks as texture classification and
segmentation. Experimenting with various parameters
and functions, it is possible to fine-tune the analysis
to meet specific application requirements, which makes
this method a universal tool in the field of image pro-
cessing and computer vision.

R. Gavrilescu et al. (2018) consider the Faster Re-
gional based Convolutional Neural Network (Faster
R-CNN) algorithm. Faster R-CNN is the result of merg-
ing of Region Proposal Network (RPN) and Fast-RCNN
algorithms into one network. To increase video process-
ing power, a Graphics Processing Unit (GPU) has been
used to train and test real-time object identification
at 15 frames per second in a dataset containing 3000
images for 4 classes. The dataset consists of images
containing three traffic light phases. The use of the You
Only Look Once (YOLO) approach, which has been also
used in the above study, and its advantages and disad-
vantages have been described by M. Sohan et al. (2024).
The authors have reviewed the YOLOv8 model, which
is an improved version for real-time object detection.
Of all popular methods for object identification and
machine learning models, such as Faster RCNN, SSD,
and RetinaNet, YOLO is the most well-known method
in terms of precision, speed, and efficiency. This study
presents an analysis of YOLO v8, highlighting its inno-
vative features, improvements, applicability in various
environments, and a detailed comparison of its perfor-
mance indicators with other versions and models. Addi-
tionally, the authors A.Vijayakumar & S. Vairavasundar-
am (2024) describe the stages of development of deep
learning methods over the decades, emphasise the rel-
evance of the topic, and state that most researchers are
working on improving the detection, segmentation and
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classification of objects.

In the conducted research, the application of tech-
nology for military equipment identification, which has
not been proposed in any of the reviewed studies, is a
unique feature of the final development. This technolo-
gy is based on the integration of modern approaches to
image analysis, which allows for effective identification
of military equipment in conditions of limited comput-
ing resources. The approach uses advanced deep learn-
ing techniques, including neural networks optimised for
use in unmanned aerial vehicles. During the research,
an effective selection strategy to ensure high image
quality has been found. This strategy takes into account
the structural similarity between images before and
after transformation, based on gradient-induced tran-
sition. This approach provides a soft grouping between
context features and similarity of object appearance
and the background. Taking into account of the fuzzi-
ness of object boundaries within the framework of the
developed system allows for increase in the precision
of identification even in difficult conditions.

The use of an image paradigm to detect camou-
flaged objects using RGB-D images is one of key in-
novations in the conducted research. This approach
allows for a significant improvement in the precision
of camouflaged equipment detection, as it includes ad-
ditional information about the depth of the scene. The
use of RGB-D images in combination with developed
data processing algorithms allows for effective sepa-
ration of camouflaged objects from the background,
which is important in the context of military applica-
tions. The proposed system has been tested in an op-
tical camera with 24 frames per second, with the pos-
sibility of increasing to 60, and a response time within
400 milliseconds. These characteristics provide a signif-
icant advantage compared to other considered systems,
especially in complex conditions of battlefield images
and when detecting camouflaged equipment. The high
frame rate and fast response time allow the system to
work in real time, which is critical for prompt detection
and identification of military objects.

CONCLUSIONS

Within this study, a wide range of architectural solu-
tions based on neural networks for searching for ob-
jects in images has been analysed. In particular, various
approaches to solving the task of finding equipment in
the image have been considered, ultimately choosing
localisation and identification. Various approaches for
object identification, including one-stage and two-
stage methods, have been investigated. A dataset from
identified sources has been collected and models for
object localisation and classification using YOLOv8
have been trained.

Despite significant limitations in the amount of
data, the models show improved results compared
to known and publicly available solutions. For image
formats well represented in the dataset, the network
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demonstrates 80% of localisation precision and 70% of
classification precision. Overall, this approach has prov-
en to be effective and has the potential to be improved
with more data that will make it possible to more pre-
cisely locate, segment, and classify the equipment in
images. This approach to solving the problem has prov-
en itself well, even despite significant limitations in the

the machine learning model will take place precisely
in the direction of supplementing and retraining the
model on larger (newer) datasets, as well as in the way
of integrating additional sources of information with
various, in particular thermal, multispectral images,
as well as various, in particular audio, tracks with the
sound of equipment and battlefields.

dataset. High precision of identification and classifica-

tion of most types of images has been achieved. ACKNOWLEDGEMENTS
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AHoTauia. Hanbinbw nowmpeHnMu 3acobamu o BUpiLIEHHS 3aBAaHb NOLWYKY Ta BUABNEHHS Linel € 3acobu
BMCOTHOI PO3BiZKM, 30KpeMa CYMyTHUKM, PO3BiAYBaNbHI APOHM Ta aBiaLiliHi komnnekcu. [laHa poboTa GoKycyeTbCs
Ha MOKPaLEeHHI Npouecy 3HaX04XKeHHS Ta iaeHTUdIKaLii uinen WwngaxoM iMmnaemMeHTauii CMCTeMmM aBTOMATUYHOIO
MOLUYKY i3 BUKOPUCTAHHSM LITYYHOrO iHTENEKTY, 3 0COBIMBUM aKLLEHTOM Ha BUKOPUCTAHHS L€l TEXHONOriT Ha ApOHaX,
B YMOBaX 06MexeHWxX 064MCioBanbHUX pecypciB. MeToto poboTu Byno CTBOpEHHS MoZeni MalUMHHOMO HaBYaHHS, Ka
[L03BONUTDL JIOKANi3yBaTH Ta KNACU@iKyBaTH BiMCbKOBY TEXHIKY 3@ J,ONMOMOroH 300paxeHb, OTPUMaHMX 3 6€3NiN0THUX
NniTanbHWX anapartis. MeTogamu fOCNIIKEHHS € MOAENT MALUMHHOMO HAaBYaHHS, WO BUKOPUCTOBYIOTLCS AN NoKaniauii
00€eKTiB Ha 306paxeHHsX, Wwo 6a3ytoTbea Ha nigxonax CNN, ResNet, Fast CNN, EfficientDet Ta YOLO. byno pocnigxeHo
pi3Hi Nigxoan KOMMHOTEPHOrO 30pY, HA OCHOBI 3rOPTKOBMX MepeX AN9 nokKanisauii Ta knacudikauii BiNCbKOBOI
TEXHIKM Ha 306paXKeHHAX OTpMMaHKUX 3 6e3niNoTHMX NiTanbHKMX anapartie. HalledekTuBHiwe cebe nokasas nigxia,
KM 6a3yeTbcs Ha MeToai YOLOS. Y3aranbHeHa TOUHICTb MPONOHOBAHOI MOAENi CerMeHTaLii TEXHIKM Ha 300paxeHHs
cTtaHoBuTb 70 %, @ TouHicTb knacudikauii Habnwxkaetbes go 90 %, inference time nponoHoBaHOi Mofeni CTaHOBUTL
MeHwe 400 MminicekyHa. CucTeMa NpUIMMaE gK BXiAHi AaHi 306paXeHHs | noBepTaE BXigHe 300paxeHHs i3 3HaNAEeHO
BiICbKOBOO TexHikot. [logaTkoBo npoBeaeHo anpobaduito Metonis YOLOS8 (nano, small, medium) y npobnemarumui
po3ni3HaBaHHA Ta knacudikauii TEXHIKM Ha 306paxeHHaX 3 6e3ninoTHUX NiTanbHMX anaparis. [iaxia BUSBUBCS
eeKTMBHMM i MA€ NoTeHLiaN AN NOAANbLIOrO 3aCTOCYBAHHS, @ TAKOX MOKPALLEHHS NPWU HAsBHOCTI Binblinx Habopis.
CucteMa MoXKe BUKOPUCTOBYBATUCS Ha NPaKTUL 419 ONTUMI3aLii NOLWYKY Linei, CNpoLLyoUm TaKUM YMHOM 3aBAAHHS
ang onepatopa 6e3ninoTHUX NiTanbHUX anapartis. TakoX, y BUNAAKy NOAANbLIOro 400NPaLLIOBAHHSA Ta ONTUMI3aLii
nif KOHKPETHI anapaTHi pecypcu, Mae NoTeHLian A0 BNPOBAMKEHHS Yy peasbHOMY CeKTOPi 060poHMU. [MoTeHUiMHO
[aHe BUPILEHHS MOXe CTaTU BaX/IMBUM IHCTPYMEHTOM A/191 BINCbKOBOI PO3BiAKM Ta iHWMX CYMDKHUX ranysew, ae
BAX/IMBA TOYHA ifeHTUPIKALIN 0OEKTIB Ha 306paXKEeHHAX B peanbHOMY Yaci. BnpoBamkeHHs TakKMX CUCTEM MOXE 3HAYHO
NiABULWNTU ePEKTUBHICTD i LWBMAKICTb pearyBaHHA B Pi3HWUX CLLEHApiaX BUKOPUCTAHHS 6e3MiNOTHMX NiTanbHUX anapaTiB
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Abstract. In the context of cloud technologies, encryption plays a critical role, as data are constantly transmitted
over the network and stored on remote servers, which makes them a potential target for cyber-attacks.
The purpose of the study lied in a comprehensive analysis of data encryption methods as the main tool
for protecting personal information in cloud services. Modern encryption technologies, including symmetric
and asymmetric encryption, and their application in various cloud platforms were considered. A comparative
analysis of these methods was conducted in terms of their effectiveness, impact on system performance, and
complexity in implementation. An important aspect of the study was the examination of problems related to
the management of encryption keys, including their secure storage and protection from unauthorised access.
The study also examined examples of successful encryption implementation on popular cloud platforms and
ways to ensure their compliance with the requirements of legislation in the field of personal data protection.
The regulatory acts regulating the processing and storage of personal information and their impact on the
choice and implementation of encryption methods in the cloud were analysed. The results of the study showed
that encryption remains one of the most reliable ways to protect data in a cloud environment but an integrated
approach is needed for its effective application. Optimal data protection includes not only encryption but also
key management, regular security monitoring, and staff training. This helps minimise the risks of data leaks and
increase user confidence in cloud services

Keywords: key management; system performance; information security; information leaks; confidentiality

INTRODUCTION

With the rapid development of information technology
and an increase in the volume of data transmitted and

The relevance of the topic of data encryption in the
cloud environment is due not only to an increase in the

stored in cloud services, personal data protection has
become one of the most important tasks for organisa-
tions at all levels. Many companies face cyber-attacks,
and many of them recognise that the leakage of person-
al data can substantially damage their reputation and
financial position. In this regard, data encryption seems
to be a critical tool for ensuring the confidentiality and
security of personal information.

number of cyber-attacks but also to changes in legislation
requiring organisations to strictly comply with personal
data protection standards. Failure to comply with these
requirements can lead to serious fines and loss of trust
on the part of users. In the context of globalisation and an
increasing number of international transactions, compa-
nies are faced with the need to comply with various legal
norms, which complicates the process of data protection.
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The problem of data encryption lies not only in its
implementation but also in the need to ensure a bal-
ance between security and system performance. The
use of complex encryption algorithms can negatively
affect the performance of cloud services, which requires
developers to find optimal solutions. In addition, many
organisations face a lack of knowledge and resources
to properly implement encryption, which leads to vul-
nerabilities in their information systems.

The basics of data encryption cover a variety of
methods and algorithms used to protect information.
These methods allow converting data into an unreada-
ble format that can only be decrypted using the appro-
priate keys. However, despite its advantages, encryption
is not a universal solution; it must be integrated into an
overall data security strategy that includes authentica-
tion, access control, and regular audits.

Data encryption in a cloud environment allows
identifying several critical studies that contribute to
understanding the issues of personal data protection.
H. Abroshan (2021) investigated the impact of encryp-
tion on the performance of cloud services and conclud-
ed that the use of encryption algorithms can lead to
a noticeable increase in request processing time. The
author suggested balancing the level of security and
performance, which is critical for the successful imple-
mentation of encryption. M. Zeng et al. (2019) focused
on the importance of asymmetric encryption in cloud
applications. They showed that this methodology pro-
vides a high level of security when exchanging data
between users and cloud providers, reducing the risk of
information interception. B. Custers et al. (2019), in turn,
described approaches to integrating data encryption
into an access control system. They noted that the use
of encryption in combination with reliable authentica-
tion substantially increases the level of protection of
personal data. V. Rudnytsky et al. (2022) also conducted
a review of modern encryption algorithms and offered a
comparative analysis of their effectiveness and security.
They determined that some new algorithms provide a
higher level of protection at a lower cost of resources.
M.N. Asghar et al. (2019) investigated the problems as-
sociated with the legislative regulation of data encryp-
tion. They argued that many companies do not comply
with the requirements of the General Data Protection
Regulation (GDPR) (2016) due to the lack of clear guid-
ance on the use of encryption.

H. Malvai et al. (2023) drew attention to the need
to ensure transparency in encryption processes. They
argued that users should be aware of how their data is
encrypted and stored to build trust in cloud providers.
D.K.R.Shukla et al.(2021), in turn, analysed the practical
aspects of implementing encryption in cloud services.
Their results showed that best practices include reg-
ular updating of encryption keys and the use of mul-
ti-factor authentication. K.R. Sajay et al. (2019) focused
on comparing different encryption protocols for data

transmission over cloud services. Their paper has es-
tablished that using Secure Sockets Layer or Transport
Layer Security is the most secure solution to protect
data during transmission. T. Palit et al. (2019) investi-
gated the role of encryption in protecting data from
internal threats. They argued that data encryption
at the storage level is an important measure against
leaks related to the actions of unscrupulous employees.
A. Calder & S.Watkins (2024) emphasised the need for
a comprehensive approach to data security, including
both technical and organisational measures.

An analysis of the papers of these authors shows
that data encryption is a multifaceted topic that re-
quires an integrated approach. Despite a substantial
amount of research in the field of data encryption in
the cloud environment, there are still subjects that
are insufficiently examined or require more in-depth
study. One of these subjects is the optimisation of
encryption algorithms to improve performance while
maintaining a high level of security. In addition, the
issues of encryption key management in multi-cloud
environments and the problems of compliance with
international norms and standards when working with
personal data on a global scale remain insufficiently
investigated. The purpose of the study was to explore
the best approaches to using data encryption in a
cloud environment, considering the need to improve
performance and comply with international security
standards. The objectives of the study were to analyse
modern encryption algorithms in terms of their perfor-
mance and security in cloud services and analyse ex-
isting encryption key management methods and their
applicability in multi-cloud environments.

MATERIALS AND METHODS

In this study, various encryption methods and algo-
rithms were used to protect both personal and cor-
porate information and to comply with GDPR require-
ments. Countries that have implemented regulations
similar to the EU GDPR were selected for the study. The
main objects of the analysis were the legal systems
of Argentina, Japan, Brazil, Canada, and South Korea,
which have implemented data protection laws (Data
privacy laws..., 2024).

The materials for the study were the texts of these
legislative acts, and documents of the European Com-
mission establishing criteria for assessing the adequacy
of data protection. The methodology included compar-
ative legal analysis, classification of requirements, and
identification of differences in the regulation of per-
sonal data processing and protection. Indicators such
as user information requirements, data processing con-
sent management, data subjects’rights and information
security mechanisms were used for the analysis. The
first stage of this study was the selection of suitable
encryption algorithms. Various methods have been ex-
amined that have a high degree of safety and are used
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in real conditions to do this. During the selection pro-
cess, special attention was paid to algorithms such as
Advanced Encryption Standard (AES) and Rivest-Sham-
ir-Adleman (RSA). AES, which is a symmetric algorithm,
has proven itself to be a high-performance and reliable
tool widely used in commercial applications. RSA, be-
ing an asymmetric method, plays an important role in
the secure transfer of keys and digital signatures, which
makes it indispensable in data protection conditions.

Three cloud platforms were considered for the
study: Amazon Web Services (2024) (AWS), Microsoft
Azure (Azure encryption overview, 2024), and Google
Cloud Platform (GCP) (Key purposes and..., 2024). Each
of them implements both symmetric and asymmet-
ric encryption mechanisms to protect data. AWS used
Amazon S3 Server-Side Encryption (SSE) and AWS Key
Management Service (KMS), which use AES-256 to en-
crypt data. In Microsoft Azure, the Azure Storage Service
Encryption system and Azure Key Vault for key manage-
ment were analysed. GCP explored Google Cloud KMS
for symmetric encryption and support for asymmetric
methods for secure key transfer.

The next important step was to study the encryp-
tion keys, which is a critical aspect of data protection.
Both static and dynamic keys were investigated. Stat-
ic keys ensure consistency throughout the Llifetime,
while dynamic keys are created for each session, which
substantially reduces the risk of compromise. Various
metrics were examined to analyse the performance
of the encryption algorithms used. Primarily, this is
the encryption and decryption time, which allows un-
derstanding how fast algorithms can process data. In
addition, a security assessment was conducted based
on known vulnerabilities and attack resistance. Equally
important was the examination of the use of resources,
such as RAM and processor time, in the process of per-
forming encryption operations.

At the final stage of the study, a comparative anal-
ysis of the data was conducted. This allows not only
to compare the execution time of various algorithms
but also to assess their safety based on theoretical
and practical scenarios. As a result of the analysis, it
became clear that the choice of encryption methods,
algorithms and approaches to key generation and
management directly affects the level of protection of
personal information. The correct application of these
technologies not only contributes to compliance with
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GDPR requirements but also ensures a high level of
security in conditions of a constant increase in the vol-
ume of processed data.

RESULTS
Data encryption plays a critical role in modern digital se-
curity. The volume of processed and stored data is grow-
ing every year, which makes the need to protect personal
and corporate information more urgent. Encryption is the
process of converting information into an unreadable
format to protect against unauthorised access. In addi-
tion to its technical significance, encryption also com-
plies with modern regulatory requirements such as GDPR.
The main purpose of encryption is to ensure data
confidentiality. This means that only authorised users
can access encrypted information. In addition, encryption
guarantees the integrity of the data, preventing it from
being altered or corrupted during transmission.In modern
conditions, encryption also helps companies comply with
regulatory requirements, which is especially important
for protecting users’ personal information. GDPR, for ex-
ample, is an EU regulation adopted on April 14,2016, and
introduced on May 25, 2018, to protect the personal data
of EU citizens, regardless of where they are processed.
Data encryption is an important element of protect-
ing both personal and corporate information, preventing
data leaks and theft. The encryption process involves
choosing an algorithm that converts the source data into
an encrypted format using a key. The encryption algo-
rithm and the key work together to make the data un-
readable to unauthorised persons. This process includes
several stages, starting with the selection of an algorithm
and ending with the generation of an encryption key.
Some algorithms provide static keys, while others are dy-
namically updated in each session (Rafique et al., 2021).
There are two main types of encryptions: symmet-
ric and asymmetric. Symmetric encryption uses a single
key for both encryption and decryption of data. This is
faster and requires fewer resources compared to asym-
metric encryption, but requires secure key transfer be-
tween the parties, which is its weak point. Asymmetric
encryption, on the other hand, uses a key pair: public
and private. The public key is used to encrypt data and
the private key is used to decrypt it, which provides a
higher level of security, although the process is slower
(Margas et al., 2020). Table 1 shows a comparison of
symmetric and asymmetric encryption.

Table 1. Comparison of symmetric and asymmetric encryption

Characteristics Symmetric encryption

Asymmetric encryption

Using keys

The same key is used for encryption and decryption.
Both the sender and the recipient must own this key

The encryption uses a public key that is accessible to
everyone. For decryption - a private key known only
to the recipient

Key transfer

point of the method

It is necessary to securely transfer the key from the
sender to the recipient to successfully exchange
information. The security of key transfer is the weak

The public key can be opened and transferred
without risk. Only the private key should be kept
secret, which makes key transfer more secure
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Continued Table 1.

Characteristics Symmetric encryption Asymmetric encryption

Encryption is slower and requires more computing

Encryption is fast and requires less computing resources, especially at the decryption stage.

Efficiency resources, which makes it more efficient to work Suitable for smaller amounts of data and more
with large amounts of data sensitive operations
. . It is used to protect key exchange, digital signatures,
Usage where fast processing and éncr tion of large cases where the secure transfer of confidential
examples pro g yP g information is required. For example, to securely
amounts of data is required. For example, to encrypt exchange symmetric encryption keys over the
file systems or stream data Internet
. . . . . The public key is accessible to everyone, and even
The main threat is the interception of the key since e b . ’
. . . n if it is intercepted, an attacker will not be able to
Key security | its knowledge gives the attacker the opportunity to decrypt the datz without the private key. The private
decrypt all data key is protected and must remain secret
Algorithms Examples: AES, Data Encryption Standard Examples: RSA, Elliptic Curve Cryptography

Visually, the symmetric encryption process can be
represented as the interaction of two parties (sender
and recipient) who use the same key to encrypt and

Visually, asymmetric encryption can be depicted as
a process in which the sender encrypts a message

Visual concept using a public key (which is available to everyone),

outsiders

decrypt messages. Both participants must agree on
this key in advance, and it must remain secret from

and the recipient decrypts it using a private key that
is kept secret. Thus, the security of key transfer is not
violated

Combination
of methods

It is used in combination with asymmetric encryption
to encrypt large amounts of data after secure key
exchange through asymmetric methods

It is used for the initial secure exchange of
symmetric encryption keys, which allows using faster
symmetric algorithms for data transmission in the
future

Source: compiled by the author

Symmetric and asymmetric encryption are widely
used on various cloud platforms to protect data dur-
ing storage and transmission. In AWS, symmetric en-
cryption is implemented through Amazon S3 SSE and
AWS KMS, which use AES-256 to quickly encrypt large
amounts of data, while asymmetric encryption is used
for key management and digital signatures. In Micro-
soft Azure, symmetric encryption is provided using Az-
ure Storage Service Encryption, which automatically
encrypts data, and for asymmetric encryption, Azure
Key Vault is used to manage SSL/TLS certificates. On
GCP, data is automatically encrypted with symmetric
algorithms such as AES-256 via Google Cloud KMS
and asymmetric encryption is supported for secure
key transfer and digital signatures. Thus, symmetric
encryption provides high performance for encrypting
large amounts of data, while asymmetric encryption is
used for specialised tasks such as secure key transfer
and digital signatures.

Symmetric encryption is especially popular due
to its simplicity and speed. It is often used in systems
where fast data processing is required, such as data-
bases and cloud systems. Algorithms like AES provide
reliable encryption that requires minimal comput-
ing resources, which makes them attractive for large
amounts of data. However, symmetric encryption has its
drawbacks, including the need to securely transfer the
secret key, which can be a problem when working with
multiple users (Gui et al., 2023). In large organisations,

key management becomes a complex task that requires
regular updating and key protection.

Symmetric encryption, although it is an effec-
tive and fast method of data protection, is not with-
out drawbacks. One of the main problems of this ap-
proach is the need to securely transfer the secret key
between the participants. If the key falls into the hands
of intruders, they will be able to decrypt all encrypted
data. This makes the key exchange process vulnerable
and requires the use of additional security measures,
such as secure data channels. Also, key management in
large organisations can be difficult, especially when it
requires regular key updates for multiple users, which
increases the risk of leakage (Li et al., 2019).

Asymmetric encryption is a more complex but se-
cure encryption method. Its key feature is that the pub-
lic key can be freely distributed, and the private key is
kept secret. This solves the problem of secure key trans-
fer since the public key can be accessed by any user
who wishes to send an encrypted message without
worrying about its transmission through secure chan-
nels. However, asymmetric encryption requires more
computing resources, which makes it less efficient for
large amounts of data. The process of asymmetric en-
cryption begins with the generation of a key pair. The
public key can be freely distributed, and the private key
is kept by the owner (Senthilkumar & Geetha, 2020).
When the sender wants to encrypt a message, they use
the recipient’s public key. After encryption, the data is
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converted into ciphertext and transmitted over any
connection, even if it is insecure. Even if an attacker in-
tercept encrypted data, they will not be able to decrypt
it without a private key.

The key advantage of asymmetric encryption is its
ability to securely transfer keys over open networks. This
makes it especially important for applications such as
e-commerce, banking transactions, and systems where
data must remain confidential. However, the slowness
of this method makes it impractical for large amounts
of data. One of the main challenges when using encryp-
tion is key management. Organisations need to develop
reliable systems for creating, storing, transferring, and
updating encryption keys. Loss or compromise of the
key may result in loss of access to the data or its dis-
closure. This is especially important for companies that
work with confidential information, such as financial
data or personal information of users.

It is advisable to consider in more detail the disad-
vantages of asymmetric encryption. Firstly, it is usual-
ly slower than symmetric encryption due to the more
complex mathematical operations used in the encryp-
tion and decryption process. Additionally, performing
asymmetric encryption requires more computing re-
sources, which can be a problem for devices with limit-
ed capabilities. Managing key pairs can also be difficult,
especially in large organisations where many users in-
teract with each other. Nevertheless, asymmetric en-
cryption is a powerful tool for ensuring data security
in modern digital communications. Due to the use of a
key pair, it provides reliable information protection and
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allows authenticating senders. Despite its limitations,
asymmetric encryption continues to be an important
element in the data security system, especially in the
context of cloud technologies and Internet communi-
cations. Moreover, asymmetric encryption allows not
only to encrypt data but also to verify the identity of
the sender. By signing the data with their private key,
the sender provides the recipient with the opportunity
to verify the authenticity of the data using the public
key (Al-Shabi, 2019). This creates an additional level of
trust in communications.

With the development of technology, data encryp-
tion is becoming more complex and multilevel. Quan-
tum encryption, for example, promises a new level of
security that can withstand future threats related to
quantum computing. Adaptive algorithms can also
change encryption settings depending on the threat
level,which will make systems more flexible and secure.
However, the implementation of encryption requires
substantial infrastructure costs and staff training. This
can be a serious challenge for small and medium-sized
businesses. However, despite all the difficulties, the
correct implementation of data encryption increases
customer confidence and reduces the risks of data leak-
age. Nevertheless, in the future, data encryption will
become an integral part of digital security, requiring an
integrated approach that will include the introduction
of modern technologies and the development of a se-
curity culture within organisations. Table 2 shows the
advantages and disadvantages of data encryption in a
cloud environment.

Table 2. Advantages and disadvantages of data encryption in a cloud environment

Aspect Advantages

Disadvantages

Data protection attacks

Ensures data privacy even in case of leaks or

Dependence on key management, possible data
loss in case of error

Data transmission
over the Internet

Protects data both at rest and when transmitted

It may be difficult for authorised users to access
the data

Compliance with

regulations GDPR

Helps to comply with security standards such as

Requires additional resources to meet all the
requirements of the regulations

Efficiency solutions

Cloud providers offer flexible and scalable

Encryption and decryption can slow down
applications and systems

Key management without a key

Encryption ensures that data is inaccessible

Key loss can lead to data loss, complexity of key
management

Dependence on the

Providers offer built-in encryption tools

There is a dependence on cloud services and

provider their security standards
Integration with other Secure data can be used in hybrid cloud Integration between systems can be complicated
systems environments due to data encryption

Source: compiled by the author

The adoption of the GDPR was an important step
in regulating the protection of personal information in
the context of the active growth of digital technolo-
gies. This regulation established strict requirements for
companies and organisations working with personal
data and provided users with new rights and oppor-
tunities to control their privacy. Personal data such as
names, contact information, and financial information
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have long been an important resource for many compa-
nies. With the increasing volume of data and the devel-
opment of the Internet, it has become clear that stricter
control over their use and protection is required. GDPR
was designed to regulate these processes and ensure
transparency regarding data processing.

Compliance with GDPR requirements has become
an important challenge for businesses. Companies are
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faced with the need to modernise their data manage-
ment systems, introduce stricter security methods, and
train staff in new rules. This was especially true for or-
ganisations that work with large amounts of personal
data, for example, in the field of technology, finance,
or medicine (Matulevicius et al., 2020). Investments
in cybersecurity and compliance with the regulations
have become mandatory since serious fines are pro-
vided for violations of the GDPR, which can reach
large amounts. This motivated companies to review
their data protection strategies and take measures to
minimise the risks of breaches. However, apart from
the costs, compliance with the regulations has also
brought positive results for companies. Transparent
methods of working with data have increased custom-
er trust, and compliance with high security standards
has become a competitive advantage. Many organisa-
tions that have adapted to new requirements in time
have improved their reputation and strengthened
their positions in the market.

Despite the evident advantages, meeting GDPR re-
quirements has proved to be a difficult task for many

companies. This was especially true for small and me-
dium-sized businesses, where resources for the imple-
mentation of new standards were limited. Many compa-
nies are faced with the need to redesign their business
processes and adapt their internal infrastructure to
ensure compliance with regulations. Compliance with
the requirements in the context of globalisation has be-
come especially difficult for businesses. Companies op-
erating internationally had to consider the various laws
and requirements of different countries in the field of
data protection. This created additional difficulties and
required the introduction of complex information man-
agement systems. Despite the fact that GDPR is an EU
law, its influence has spread to many countries outside
Europe. Argentina, Japan, Canada, and New Zealand are
recognised by the EU as providing an adequate level
of data protection. Countries such as Brazil and South
Korea have implemented similar data protection laws,
which simplifies cross-border transactions and ensures
compliance with high privacy standards. Table 3 de-
scribes how countries outside the EU comply with data
protection rules similar to GDPR.

Table 3. Countries outside the EU that comply with data protection rules similar to GDPR

Country Law or Regulation GDPR compliance Features
A . Personal Data Protection Law (Act Recognised by the European The first Latin American country
rgentina 25.326) Commission as a country with recoanised as GDPR compliant
) adequate protection 9 P
“ . Reached an agreement with the Recognised by the European
Japan Act On the Protectl_on ,9f Personal EU on the recognition of the level | Commission as providing adequate
Information : .
of data protection data protection
. . It is recognised as adequate
Personal Information Protection . . . .
Canada and Electronic Documents Act Partially compatible with GDPR f_or commerual data but hgs
differences in legal regulation
Recognised by the European . . .
New Zealand New Zealand’s Privacy Act Commission as a country with Complies WI:PaEga?SEa protection
adequate protection
Brazil General Data Protection Law Largely consistent with GDPR An analogue of GD.PR’ cregted to
protect data in Brazil
Personal Information Protection Compatible with GDPR after Recog'ms'ed by the Europeqn
South Korea Act 2012 amendments Commission as a country with
adequate data protection

Source: developed by the author based on Data privacy laws and regulations around the world (2024)

Data encryption in the cloud environment has be-
come a cornerstone of cybersecurity in the face of the
rapid growth of information volumes and an increase in
the number of cyber threats. The age of digitalisation,
when data becomes an essential asset, requires compa-
nies to provide reliable solutions to protect them. The
future of encryption in the cloud promises to be dy-
namic and multifaceted, reflecting the latest trends in
technology, regulation, and security approaches (Subbi-
ah et al., 2020). One of the most substantial areas is
the use of quantum encryption. Quantum technologies
based on the principles of quantum mechanics can pro-
vide a level of security that is inaccessible to traditional

encryption methods. Quantum encryption allows cre-
ating systems capable of detecting data interception
attempts, which makes it an ideal solution for protect-
ing information in the cloud. Research in this area is
actively developing, and perhaps it is more likely to see
a wider application of quantum methods in cloud ser-
vices, which will increase the level of data protection,
especially in the face of increasing cyber threats.
Another important trend is adaptive encryption
algorithms. Given that cyber threats are becoming
more complex and diverse, adaptive algorithms that
can dynamically change their parameters depending
on conditions will gain popularity. Such systems can
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automatically adjust the level of protection based on
the type of data being processed or the threat level.
This will not only increase security but also optimise
performance, providing the necessary level of protec-
tion. Integration with artificial intelligence (Al) will also
be an important area of encryption development in the
cloud environment.Al and machine learning are already
beginning to find applications in cybersecurity, and this
area continues to develop (Shankar et al., 2020). Al can
help automate encryption and decryption processes
and analyse and predict potential threats. Al-based sys-
tems will be able to detect anomalies and suspicious
activities, which will increase the level of data protec-
tion and respond promptly to threats.

With the rise of cybersecurity threats, it can be ex-
pected that government agencies and regulators will
continue to tighten data protection requirements. This
will lead to the creation of new encryption standards
and stricter requirements for companies using cloud
solutions. Organisations will have to adapt to these
changes, which will require substantial investments
in technology and employee training (Srinivas et
al., 2019). The future of encryption will largely depend
on the ability of companies to respond to changes in
legislation in a timely manner and implement appro-
priate security measures. Thus, the future of encryption
in the cloud environment is a complex combination of
opportunities and challenges.

The development of quantum encryption, adaptive
algorithms and integration with Al open up new hori-
zons for improving data security. Nevertheless, compa-
nies must be prepared for the constant changes and
challenges that will accompany this process. Maintain-
ing a balance between security and data availability will
be a critical factor in the successful implementation of
encryption in the cloud in the future. In the context of
digitalisation, encryption will remain an important tool
for protecting both corporate and personal information,
ensuring stability and trust in cloud services.

DISCUSSION

Data encryption is an integral element of modern digital
security, and its importance is steadily growing against
the background of increasing threats of information
leaks and cyber-attacks. Every year, the volume of pro-
cessed and stored data increases, which makes the
need for reliable protection of personal and corporate
information more urgent. D.B. Rawat et al. (2019) men-
tioned that data encryption plays an important role in
ensuring cybersecurity and emphasises the need to use
modern encryption algorithms. The authors discussed
how the evolution of threats requires constant updat-
ing of encryption methods and recommendations on the
choice of algorithms. The authors placed great empha-
sis on technological evolution and recommendations
for choosing algorithms, whereas the current results
focus more on regulatory aspects and key management.
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In terms of goals, data encryption is aimed at pro-
tecting the confidentiality, integrity, and accessibility
of information. It ensures that only authorised users
can access the data and that the information has not
been changed during the transfer process. A. Bhardwaj
& S. Goundar (2019) noted that encryption in a cloud
environment requires a balance between security and
performance, and warned against blind trust in the
built-in tools of providers. This is critically important in
an environment where information is transmitted over
open networks and can be intercepted by intruders. The
results of this study emphasised the role of key man-
agement and regulations, while the author focused on
possible vulnerabilities in data transmission networks.

There are two main encryption methods - symmet-
ricand asymmetric. Each of them has its advantages and
disadvantages, and the choice between them depends
on the specific conditions of use. Symmetric encryption,
based on the use of a single key for encryption and de-
cryption, is characterised by high speed and efficiency.
However, its main disadvantage is the need for relia-
ble transmission of the secret key, which can become a
vulnerability. In the context of asymmetric encryption,
using a public and private key pair provides a high lev-
el of security, although it requires more computing re-
sources and time for data processing. Q. Zhang (2021)
discussed the importance of asymmetric encryption in
securing transactions in e-business. He pointed to its
high effectiveness in protecting sensitive data such as
credit card numbers, while highlighting the challenges
associated with key management. The author focused
more on e-commerce and transaction security, whereas
the current study analysed a wider range of encryption
applications, including corporate data.

Within the modern digital space, companies face
challenges related to key management and integration
of various data protection methods. Key management is
not only a technical task but also an important aspect of
the organisational process that requires constant mon-
itoring and revision. Secure key transfer between par-
ties can be a substantial challenge, especially in large
organisations with multiple users. Loss or compromise
of a key can lead to loss of access to important informa-
tion, which makes key management critically important.

Data encryption is also becoming necessary to com-
ply with GDPR requirements, which introduces strict
standards for the protection of personal information.
M.Brodin (2019) considered the impact of regulations on
the implementation of encryption in business process-
es. The author mentioned that compliance with GDPR
and other regulations has become an important require-
ment for companies, which leads to the need to invest in
encryption technologies. Unlike the results of this study,
the author focused on the complexity of implement-
ing encryption for small and medium-sized businesses.

M.N. Ramachandra et al. (2022) focused on
performance issues related to encryption in cloud
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environments. They discussed the trade-offs between
security and performance and recommended optimis-
ing the encryption process to improve efficiency. Nev-
ertheless, compliance with high security standards not
only minimises the risks of violations but also increases
customer trust, which is an important competitive ad-
vantage in the market. This study focuses more on key
management, while the authors focus on optimising
computing processes to improve performance.

The analysis showed that despite the advantages of
encryption, there were many difficulties associated with
its implementation in a cloud environment. For exam-
ple, performance may be hampered by the computing
resource requirements required to encrypt and decrypt
data. M.N. Alenezi et al. (2020) emphasised that sym-
metric encryption is effective for large amounts of data,
while asymmetric encryption ensures the security of key
exchange.They focused on the need to integrate encryp-
tion into cybersecurity strategies. This study also recog-
nises the effectiveness of symmetric encryption for large
amounts of data and the importance of asymmetric en-
cryption for secure key exchange. The integration of en-
cryption into cloud solutions also requires a careful as-
sessment of the dependence on cloud service providers.

The future of data encryption in cloud technology
promises to be dynamic. The key areas of development
may be quantum encryption and adaptive algorithms
that can change their parameters depending on the
threat level. These technologies can offer a higher level
of information protection, which is especially important
in the context of increasing cyber threats. S. Sonko et
al. (2024) explored the future of encryption with a focus
on quantum technologies. The authors discussed how
quantum encryption can change the approach to data
protection, providing a new level of security and resist-
ance to cyber-attacks. Integrating Al into encryption
processes can also improve responsiveness to potential
threats by optimising encryption and decryption pro-
cesses. In the current study, quantum technologies and
Al are not the main focus, however, it can be agreed that
this aspect is important for encryption.

Key management, regulatory compliance and the
integration of new technologies will be vital factors de-
termining the effectiveness of encryption in the future.
It is important that organisations not only implement
encryption as a technical process but also develop a
culture of data security to protect their information
and maintain user trust in a constantly changing dig-
ital landscape. H. Aldawood & G. Skinner (2019) em-
phasised the importance of building a culture of data
security and employee training to minimise the risks of
information leaks in organisations. The authors high-
lighted that employee training and the implementation
of best practices in data management and encryption
are necessary to reduce the risks of leaks. The results
focus on encryption and key management technologies
but it is worth considering the issue of human capital.

In the context of increasing threats to cyberse-
curity and the increasing volume of processed data,
encryption has become an integral element of infor-
mation protection at both the personal and corporate
levels. The choice of encryption methods — symmetric
or asymmetric — depends on the specifics of the ap-
plication, the required level of security and available
resources. Y. Dong et al. (2021) considered quantum en-
cryption and adaptive algorithms as the future of data
encryption, emphasising the importance of integrating
Al to improve security and responsiveness to threats.
The authors also discussed future technological inno-
vations. They also recognised the prospects of quan-
tum encryption and adaptive algorithms for the future
of data protection and discussed future technological
innovations. The current study also placed great em-
phasis on the challenges of current encryption in cloud
environments, while the author discussed more about
future technological innovations.

Key management is a critical task that requires
special attention, as compromising a key can lead to
loss of access to important information. In addition, the
need to comply with regulatory requirements such as
GDPR highlights the importance of integrating encryp-
tion into business processes. I. Issa et al. (2020) empha-
sised the importance of encryption for regulatory com-
pliance, emphasising the need to regularly update key
management processes to minimise the risks of leaks.
An important aspect is the balance between security
and performance, especially in cloud environments
where high demands on computing resources can slow
down data access. The current results also focused on
the issues of balancing security and performance in
cloud environments.

Thus, data encryption is not only a technical pro-
cess but also a strategic element of cybersecurity, re-
quiring an integrated approach to implementation and
constant updating and new technologies. Organisations
must implement encryption as a tool and develop a
culture of data security, ensuring the protection of in-
formation and maintaining user trust.

CONCLUSIONS
This study analysed the importance of data encryption
in the modern digital world and its role in ensuring in-
formation security. Every year, due to the growing vol-
ume of processed and stored data, the need to protect
personal and confidential information is becoming more
urgent. Encryption is the process of converting informa-
tion into an unreadable format, which allows protect-
ing it from unauthorised access. This technology is not
only an important element of security but also meets
the requirements of modern regulations such as GDPR.
The study showed that the main purpose of data
encryption is to ensure the confidentiality, integrity,and
accessibility of information. Encryption ensured that
only authorised users could access the data, preventing
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potential leaks and information theft. The use of en-
cryption algorithms, such as symmetric and asymmetric
encryption, allows effectively protecting of data, each
of which has its own characteristics and security level.

Symmetric encryption, characterised by using the
same key for encryption and decryption, stands out for
its high speed and efficiency but requires reliable key
transfer. Therewith, asymmetric encryption using a key
pair (public and private) provided a higher level of se-
curity and solved the problem of secure key transfer but
has its drawbacks in the form of slow operation and
increased computing resources.

One of the critical challenges faced by companies
is the management of encryption keys. Improper man-

S. Ahmadov

with strict security standards. This became a challenge
for many organisations that had to adapt their busi-
ness processes to new requirements. Compliance with
these standards has increased customer confidence and
strengthened the companies’ position in the market.

In general, data encryption is a powerful tool to en-
sure the security of information in the digital world. Its
proper implementation and the use of additional secu-
rity measures will help prevent data leaks and increase
user confidence in systems that work with confidential
information. In the context of the rapid growth of data
volumes and the increase in cyber threats, encryption
remains an important aspect of cybersecurity that re-
quires constant attention and adaptation.

agement can lead to data loss or compromise. There-

fore, it is important to regularly update keys and ap- ACKNOWLEDGEMENTS
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LUndpyBaHHA AaHUX K METOA, 3aXUCTY NEePCOHAIbHUX AAHMX Y XMAapHOMY CepefoBULL

Camyp AxmapoB

AcnipaHt

A3zepbanoKaHCbKMI TEXHIYHMIA YHIBEpPCUTET

AZ1073, npocn. yceriHa Kasiga, 25, M. baky, AsepbaiipxaH
https://orcid.org/0000-0003-0733-898X

AHoTauif. Y KOHTEKCTI XMapHUX TEXHONOTN WKdPYBaHHA BiAIirpae KNOYOBY ponb, OCKiNbKKU AaHi NOCTIMHO
nepenarTbCs Mepexero i 36epiraloTbCs Ha BiLLANEHUX CEPBEPAX, WO POOUTDL iX MOTEHLIMHO MilLeHHI0 AN1s KibepaTak.
MeTa pocnigxeHHs nongrana y BcebiyHoMy aHanisi MeTofiB WHbpyBaHHA AaHMX K OCHOBHOIO iHCTPYMEHTY AN4
3aXMCTY NepcoHanbHoi iHbopMauii B XMapHUX cepicax. PO3rigHYTo cyvyacHi TexHonorii WwndpyBaHHS, BKIKOYHO
i3 CUMETPUYHUM Ta ACUMETPUUYHUM WINGDPYBAHHSM, 3 TAKOX IXHE 3aCTOCYBAHHSA B Pi3HUX XMAapHUX NaaTthopmax.
[poBeneHO NOPIBHANbHMIA aHani3 UMX METOLIB 3 NOrNAAY iXHbOI ePEKTUBHOCTI, BNAMBY HA MPOAYKTUBHICTb CUCTEM
i cknapgHocTi B peanisauii. BaXnMBMM acnekTom JOCNiIAXKEHHS CTano BUBYEHHS NpobneM, MoBA3aHNX 3 YNPaBAiHHAM
KNYaMu WNMDPYBaHHS, BKIHOYHO 3 iXHIM 6e3neyHmM 36epiraHHAM i 3aX1CTOM Bif, HECAHKLiIOHOBAHOrO gocTyny. Y
paMKax JOCNIOXKEHHS TaKOX PO3NSHYTO NPUKAAAM YCNIWHOMO BNPOBAAXEHHS WKbpPyBaHHS Ha NOMYASPHUX XMApPHUX
nnatdopmax i cnocobu 3abesneyeHHs iXHbOi BiAMOBIAHOCTI BUMOraM 3aKOHOAABCTBA Y CPepi 3aXMCTy NEPCOHANbHUX
HaHux. [poaHanizoBaHO HOPMATMBHI aKTw, LLLO peryotoTb 06pobKy Ta 36epiraHHs NepCcoHanbHOT iHpopMaLii, Ta ixXHil
BNIMB Ha BUGIp i peanisauito MeToaiB WndpyBaHHS B XMapi. Pe3ynbtat AOCAIAKEHHS NOKa3anu, Wo WwudbpyBaHHS
3a/IMLIAETLCSA OOHMUM i3 HaMHAAIMHIWMX CNOCOBIB 3aXMCTY AaHUX Y XMAPHOMY CepefoBMLLI, ane Ans ioro eeKTMBHOIO
3aCTOCYBaHHA HEOBXiaHMI KoMNeKCHUI niaxig. ONTUManbHUM 3aXUCT AAHWUX BKIIKOYAE HE TiNbKK WKdpPyYBaHHS, a 1
YNpaBAiHHS K/T0YaMK, PErynspHUi MOHITOPUHI 6e3neku Ta HaBYaHHS nepcoHany. Lle Jonomode MiHiMi3yBaTH pUsmnkm
BMTOKIB AaHWX i NiABUWKTK AOBIPY KOPMCTYBAYiB 4O XMAapHUX CEPBICiB

KniouoBi cnoBa: ynpasniHHA K/O4aMu; NPOAYKTUBHICTb cucTeM; iHbopMauiiHa 6e3neka; BUTOKM iHpopMaLii;
KOHigeHUIMHICTb
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Abstract. The purpose of this study was to determine the effectiveness of using design patterns and typed
programming languages, specifically TypeScript and C#, in building an adaptive model of personalised learning in
software engineering. The study examined the use of design patterns in the development of an adaptive model of
personalised learning, reviewed the use of TypeScript and C# in the creation of such a model,and compared these
typed programming languages and resources for software engineering education. The key findings of the study
showed that among the design patterns, Singleton, Factory, Strategy, and Observer are the most effective for
building an adaptive personalised learning model, as they increase the flexibility and adaptability of the system.
The developed software prototypes showed that the use of the TypeScript language ensures the reliability of the
adaptive system due to static typing and flexible interfaces, while the C# language with Generics and Language
Integrated Query (LINQ) capabilities contributes to effective data management and modular integration. The
comparative analysis revealed that C# is better suited for more complex systems with higher data management
requirements, while TypeScript provides fast integration and greater flexibility in front-end development. A
review of the available learning resources for both languages also revealed a greater variety for TypeScript,
which may facilitate faster learning for new users. The conclusions showed that the use of design patterns and
typed programming languages is an essential approach to creating personalised learning models that can adapt
to individual user needs and increase the effectiveness of software engineering education
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INTRODUCTION

A modern approach to personalised learning involves
adapting educational content to meet the individu-
al needs of users, making it a valuable component of
educational technology. Developing adaptive systems
requires not only a flexible architecture but also the
use of programming languages that support reliability
and scalability. For example, TypeScript allows imple-
menting strict type control in web applications, which
increases their reliability and scalability, especially in
large projects. C#, on the other hand, is a high-level pro-
gramming language that has powerful data processing
tools that enable efficient data management and opti-
misation of complex systems. The combination of these
features makes both languages suitable for developing
adaptive learning systems that can integrate and ana-
lyse learning content according to the needs of users.

Overall, adaptive learning systems face a series of
challenges that limit their effectiveness and flexibility
in personalising content. Specifically, the lack of stand-
ardised approaches to implementing the architecture
of such systems leads to major difficulties in ensur-
ing their scalability and modularity. The integration
of structured and efficient development approaches,
such as design patterns, is necessary to ensure great-
er stability and adaptability of the system to changing
user needs. However, many existing approaches focus
on general architectural solutions, without paying due
attention to concrete programming languages and the
ways in which their capabilities can affect the quality
of adaptive systems.

For example, N. Pravorska & S. Hryha (2024) fo-
cused on the value of design patterns for effective mi-
croservice architecture. The researchers emphasised
the importance of such patterns as Circuit Breaker,
API (Application Programming Interface) Gateway, and
Saga, noting that they allow preserving the integrity of
the system in case of microservice failures. Q. Gou &
H. Poliakova (2024) examined personalised learning in
the digital learning environment, focusing on building
an adaptive model. They emphasised the significance
of systematicity, adaptability, and individual approach,
which are key to the development of personalised
learning models using digital resources. Furthermore,
0. Koshova et al. (2023) pointed out the advantages of
using TypeScript to develop a distance learning system,
noting its effectiveness in combination with the React
library to create an interactive learning environment.

M. Mirzaei & K. Meshgi (2023) showed how ma-
chine learning-based systems can provide personal-
ised learning by adapting to the level of knowledge,
interests, and needs of students. The developed Par-
tial and Synchronised Caption model uses automatic
analysis and processing of educational content, which
allows the system to adapt learning materials to each
user. P.Peng & W. Fu (2022) demonstrated methods for
recognising patterns of personalised adaptive learning
in online education. Based on the analysis of learning
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behaviour, clustering, and correlation analysis, a char-
acteristic model was built to adapt learning resources
to the level of knowledge, learning style, interactive
behaviour, and social learning of users. C. Halkiopoulos
& E. Gkintoni (2024) showed that artificial intelligence
(Al) contributes to the improvement of personalised
learning and adaptive assessment and recommended
the development of algorithms to reduce bias and fur-
ther research into the ethical aspects of Al in education.
T. Ball et al. (2019) presented Static TypeScript, which
is a subset of TypeScript and is designed to teach pro-
gramming on microcontrollers. The researchers pointed
out that Static TypeScript compiles to machine code in
a browser, making TypeScript an effective solution for
educational projects on small devices.

Moreover, C. Troussas et al. (2020) investigated
adaptive programming learning using C#, applying the
Revised Bloom Taxonomy learning theory. The findings
showed that the used approach considerably improves
student performance compared to systems without ad-
aptability. L. Chai et al. (2024) presented the Adaptive
Information Fusion personalised learning algorithm,
which helps to increase the model’s adaptability on
local data after each training cycle. The findings con-
firmed the effectiveness of Adaptive Information Fusion
in personalised learning systems with heterogeneous
data. C.T. Dumitru’s (2024) study pointed to the poten-
tial of adaptive learning systems in the context of high-
er education, emphasising their role in personalising
education through Al and data analytics. The findings
showed that such systems can greatly improve learning
outcomes and increase student satisfaction.

These studies focused on adaptive models of per-
sonalised learning rather than design patterns and
typed programming languages, as is the case in the
present study. Overall, the purpose of this study was to
determine the effectiveness of using design patterns
and typed programming languages to build an adaptive
learning system. The objectives included analysing the
use of design patterns to develop an adaptive person-
alised learning model, reviewing the TypeScript and C#
programming languages in the context of creating this
model, and comparing these languages and learning
resources for software engineers.

MATERIALS AND METHODS

The study was divided into three stages, which includ-
ed the analysis of an adaptive personalised learning
model based on design patterns and typed program-
ming languages TypeScript and C#. At the initial stage,
a thorough analysis of various design patterns was per-
formed to determine the most suitable ones for build-
ing an adaptive personalised learning model. The pat-
terns considered were Factory, Abstract Factory, Builder,
Prototype, Singleton, Adapter, Bridge, Composite, Deco-
rator, Facade, Flyweight, Proxy, Chain of Responsibility,
Command, Iterator, Mediator, Memento, Observer, State,
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Strategy, Template Method, and Visitor. Each pattern
was analysed for its ability to improve the flexibility,
adaptability, and scalability of the system.Among them,
the most suitable patterns for developing an adaptive
learning model were selected. On their basis, an archi-
tectural diagram of the model was built, which showed
examples of scenarios for the use of each pattern. Fur-
thermore, the relationships between Factory, Strategy,
Observer, and Singleton patterns were considered.

The second stage was to apply the typed program-
ming languages TypeScript and C# to implement the
adaptive elements of the learning model. The features
of the TypeScript language were reviewed, including its
static typing capabilities, interfaces, and support for the
object-oriented approach. Based on this, a simple soft-
ware prototype was created to demonstrate the use of
types and interfaces to improve system reliability. This
programme was written using the TS Playground online
compiler. The TypeScript program defined the Learning-
Module and User interfaces, the LearningSystem class,
and the getRecommendedModule method, which pro-
vided module recommendations based on the user’s
profile. On the other hand, the adaptive system appli-
cation was written in C#, using Generics and Language
Integrated Query (LINQ) capabilities to optimise data
management and facilitate access to modular compo-
nents. For this, the Online C# Compiler platform was
used. This programme implemented the ILearningMod-
ule interface and the LearningModule class, as well as
the LearningSystem class with the AddModule method,
which helped to dynamically add new modules to the
system, maintaining its adaptability.

At the final stage of the study, a comparative anal-
ysis of the TypeScript and C# programming languages
was performed in the context of their use for the de-
velopment of adaptive educational models. This analy-
sis included a comparison of the approaches to typing

in both programming languages, including strong and
weak typing, as well as static and dynamic type check-
ing. To demonstrate the capabilities of each language,
examples of using the Strategy and Singleton patterns
to adapt the training content were implemented. The
TypeScript example, which used the Strategy pattern,
included the AdaptationStrategy interface and the Ba-
sicAdaptation and AdvancedAdaptation classes, which
allowed creating various adaptation strategies and
choosing the right one for each user. An adaptive sys-
tem was implemented in C# using the Singleton pat-
tern for managing user data, which provided a single
access to user profile information in the system (Fen-
ton, 2018; Skeet, 2019). The study also compared the
learning resources available for both languages, such
as documentation, online courses, books, video tutori-
als, Integrated Development Environment (IDE), frame-
works, testing tools, and package managers.

RESULTS

Application of design patterns in the development of an
adaptive model of personalised learning. Design pat-
terns are proven solutions to common problems that
arise in the software development process. Their use
allows creating code that is more flexible, extensible,
and easy to maintain. In the context of adaptive learn-
ing systems, design patterns help to structure complex
systems, reducing their overall complexity,and increase
code repeatability by enabling the use of ready-made
solutions for common problems. These solutions also
improve code comprehension for other developers, as
familiar patterns make it easier to understand. Further-
more, patterns make the system more flexible, allowing
for easy changes and additions. The choice of particular
patterns for the adaptive learning model is based on
their functionality and ability to meet the system’s re-
quirements (Table 1).

Table 1. Design patterns description

Design pattern Description
Factory Creates objects through a method, allowing subclasses to determine which class to set
Abstract Factory Provides an interface for creating a group of .related or dependent objects without specifying their
particular classes
Builder Separates the construction of a complex object from its representation, which allows creating multiple
representations of the object
Prototype Allows creating new objects by cloning existing prototype objects
Singleton Provides the creation of only one instance of a class with a global access point to it
Adapter Converts a class interface to another interface expected by the client, ensuring compatibility between
p incompatible interfaces
Bridge Separates abstraction and implementation so that they can change independently of each other
C . Allows processing individual objects and their compositions in the same way, creating a hierarchy of
omposite -
objects
Decorator Dynamically adds new functionality to an object without changing its structure
Facade Provides a simplified interface to more interconnected classes or subsystems
Flyweight Optimises memory usage by sharing a common state between many small objects
Proxy Provides a surrogate or substitute for another object, controlling access to it
Chain of Passes the request to a sequence of objects, where each object decides whether to process the request or
Responsibility pass it on
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Continued Table 1.

Design pattern Description
C Encapsulates a request as an object, enabling the parameterisation of clients with different requests and
ommand S o .
providing the ability to cancel operations
Iterator Provides consistent access to collection items without revealing its internal structure
Mediator Defines an object that encapsulates the way objects interact, reducing dependencies between them
Memento Preserves and restores the previous state of the object without breaking its encapsulation
Observer Provides a mechanism for one object to notify others of changes in its state
State Allows an object to change its behaviour when its state changes, as if the object were changing its class
Defines a family of algorithms, encapsulates them, and allows changing the algorithm independently of
Strategy . o
the client using it
Template Defines the skeleton of the algorithm in a superclass, allowing subclasses to define some steps of the
Method algorithm
Visitor Adds new operations to classes without changing their structure by moving the operation logic to a
separate object

Source: created by the authors

Incorporating design patterns into an adaptive
learning model not only facilitates the development
process but also ensures high quality and reliability of
learning solutions, which is vital for success in the mod-
ern educational sphere.To develop an adaptive person-
alised learning model, the most effective patterns are
Factory, Strategy, Observer, and Singleton. For example,
the Singleton pattern provides class uniqueness and
global access to it, which is useful for presenting a
single user context where all information about their
progress, preferences, and settings is stored. The Fac-
tory pattern allows defining an interface for creating
objects, and subclasses can decide which particular in-
stance should be created. This is extremely convenient

for creating various types of learning materials (videos,
text assignments, tests) according to the user’s needs.
The Strategy pattern, in turn, allows forming a family
of algorithms, encapsulating each of them and making
them interchangeable. In the case of an adaptive learn-
ing system, this pattern can be used to implement var-
ious adaptation algorithms, such as recommendation
systems or content branching algorithms. The Observer
pattern provides a one-to-many dependency that al-
lows automatically updating all objects that depend on
one when it changes. This can be useful for updating
the user interface when their data or learning outcomes
change. Example scenarios for using these patterns
clearly demonstrate their expediency (Fig. 1).

Singleton >

Factory >

Strategy R Observer

User Context Content Factory

Adaptive Algorithm User Interface

- User ID (identification) - Create Material

- Name - Video Lesson
- Progress - Text Task
- Preferences - Quiz

- Adapt Content
- Recommendation Strategy
- Branching Strategy

- Display Progress
- Show
Recommendations

Figure 1. Diagram of the relationships between different components
of the system and their functions in the context of adaptive learning

Source: created by the authors

The architecture diagram of the adaptive learning
model illustrates how these patterns function together
to optimise the learning process. Notably, the use of
design patterns considerably improves the architec-
ture of an adaptive learning model, making it more
flexible and adaptive to the needs of users. When im-
plementing these patterns, one should consider their
specific features in typing and structure. For example,
TypeScript, due to its static typing and flexible type
management capabilities, is an effective tool for creat-
ing reliable and adaptive code that facilitates dynamic
adaptation of learning content. C#, on the other hand,
provides more rigorous typing and a powerful infra-
structure to support complex structures and function-
al relationships in the system, which ensures a great
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level of reliability but requires more precise adherence
to syntactic and type constructs.

Using typed languages TypeScript and C# to create
an adaptive model of personalised learning. TypeScript
is a powerful JavaScript-based programming language
that provides static typing. This means that developers
can define data types for variables, functions, and ob-
jects, which helps to prevent many types of errors at
the compilation stage. The key feature of TypeScript is
its static typing, which allows programmers to clearly
define data types. This results in fewer errors, improved
readability, better integration, and enhanced function-
ality. That is, static typing allows detecting errors at the
early stages of development, even before the code is
executed. Explicit data types make the code easier to
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read, as other developers can quickly understand what
data types are used. Furthermore, TypeScript integrates
well with existing JavaScript libraries, making it easy to
use existing solutions. This language supports modern
JavaScript features, including asynchronous functions
and result handling, making it suitable for creating
complex asynchronous systems. These features make
TypeScript a reliable choice for developing educational
systems where it is important to maintain strict code
quality and ensure reliability during the execution of
learning algorithms.

When developing an adaptive learning model in
TypeScript, it is essential to properly organise the code
structure and manage dependencies. Using interfaces
and classes, a clear definition of data types and their
interaction can be ensured. Below is a code sample to
illustrate the management of types and interfaces in
TypeScript:

// Define an interface for a learning module
interface LearningModule {

title: string;
content: string;
level: number; // Difficulty level

}

// Define an interface for a user
interface User {
id: number;

name: string;
progress: number;
completion

}

// Percentage of course

// Class for the learning system
class LearningSystem {

private modules: LearningModule[] = [];
private user: User;

constructor (user: User) {

this.user = user;

}

// Method to add a module to the system
addModule (module: LearningModule) {
this.modules.push (module) ;

}

// Method to get a recommended module for
the user

getRecommendedModule () : LearningModule
null |
const suitableModules = this.modules.

filter (module => module.level <= this.user.
progress) ;
return suitableModules.length > 0 ?
suitableModules|[suitableModules.length - 1]
null;
}

}

// Creating a user object

const user: User = {

id: 1,

name: “Sam”,

progress: 50 // User has completed 50% of

the course

}i

// Creating the learning system

const learningSystem = new
LearningSystem (user) ;

// Adding modules to the system
learningSystem.addModule ({ title:
“Introduction to TypeScript”, content:
“Learning about types”, level: 25 });
learningSystem.addModule ({ title: “Advanced
TypeScript Usage”, content: “Diving into
interfaces”, level: 50 });
learningSystem.addModule ({ title: ™“Modules

in TypeScript”, content: “Structuring code”,
level: 75 });

// Getting the recommended module

const recommendedModule = learningSystem.

getRecommendedModule () ;

if (recommendedModule) {

console.log( Recommended module for ${user.

name}: ${recommendedModule.title} ) ;

} else {
console.log (“No

recommendation.”) ;

}

available modules for

This programme demonstrates the use of Type-
Script to create a simple adaptive learning system that
recommends learning modules based on the user’s pro-
gress. It illustrates the benefits of typing in TypeScript
to ensure code is robust and readable. First, two inter-
faces are defined: LearningModule, which describes the
learning module, and User, which represents the user
and their data. Next, a LearningSystem class is created
that manages the modules and users, with methods for
adding modules and receiving recommendations based
on progress. When the programme starts, a user with
a certain progress is created, and modules of different
difficulty levels are added. When the recommendation
method is called, the system filters the modules, select-
ing those that match or are lower than the user’s pro-
gress level.The result of the programme is to display the
title of the recommended module for the user (Fig. 2).

JS DTS Errors Logs Plugins

[LOG]: "Recommended module for Sam: Advanced TypeScript Usage"

Figure 2. Result of the programme in TypeScript
Source: created by the authors

Thus, the code demonstrates how typed program-
ming languages can be used to create adaptive learn-
ing systems that improve the quality of the learning
process by customising the learning content. After
reviewing the capabilities of TypeScript in creating
adaptive learning systems, it is worth looking at C# as
another powerful typed programming language that
has its specific features and benefits.

C# is a powerful programming language that pro-
vides typing capabilities for building robust and in-
teractive responsive learning systems. With features
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such as Generics and LINQ, C# allows developers to
efficiently manage data and implement algorithms that
help personalise learning. When developing an adap-
tive learning model in C#, it is crucial to provide a clear
programme architecture that will enable convenient
management of various components of the learning
modules. For example, the use of Generics ensures type
safety when working with multiple data types, while
LINQ facilitates querying collections, which greatly
simplifies the processing of information about train-
ing modules and users. Below is a code sample that
demonstrates the implementation of an adaptive learn-
ing system in C#:

using System;
using System.Collections.Generic;
using System.Ling;

// Define an interface for a learning module
public interface ILearningModule
{
string Title { get; }
string Content { get; }
int Level { get; } // Difficulty level
}

// Define a class for a learning module
public class LearningModule : ILearningModule
{
public string Title { get; private set; }
public string Content { get; private set; }
public int Level { get; private set; }

public LearningModule (string title,
content, int level)

{

Title = title;

Content = content;

Level = level;

}

}

string

// Define a class for a user
public class User

{

public int Id { get; }
public string Name { get; }
public int Progress { get;
of course completion

} // Percentage

public int
progress)

{

Id = id;

Name = name;

Progress = progress;

}

}

User (int id, string name,

// Class for the learning system
public class LearningSystem

{

private List<ILearningModule> modules = new
List<ILearningModule> () ;

private User user;

public LearningSystem (User user)
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{

this.user = user;

}

// Method to add a module to the system
public void AddModule (ILearningModule
module)
{
modules.Add (module) ;
}

// Method to get a recommended module for
the user
publicILearningModule GetRecommendedModule ()
{

return modules.Where (module => module.Level
<= user.Progress) .OrderByDescending (module
=> module.Level) .FirstOrDefault () ;

}

}

// Example usage
public class Program

{

public static void Main()

{

// Creating a user object

var user = new User(l, “Dean”,
has completed 50% of the course

50); // User

// Creating the learning system
var learningSystem=newLearningSystem (user) ;

// Adding modules to the system
learningSystem.AddModule (new
LearningModule (“Introduction to C#”,
“Learning the basics”, 25));
learningSystem.AddModule (new
LearningModule (“Advanced C# Techniques”,
“Deep dive into generics”, 50));
learningSystem.AddModule (new
LearningModule (“Design Patterns in C#”,
“Understanding common patterns”, 75));

// Getting the recommended module

var recommendedModule = learningSystem.
GetRecommendedModule () ;
if (recommendedModule
{

Console.WriteLine ($”Recommended module for
{user.Name}: {recommendedModule.Title}”);

}

else

{

Console.WriteLine (“No available modules for
recommendation.”) ;

}

}
}

!'= null)

This example shows how typing can be used in C#
to create interfaces for training modules and users, as
well as implement methods for making recommenda-
tions based on user progress. First, the interfaces for
the training modules and the user class are defined.
Then, a learning system class is created that manages
the modules and users. After running the programme,
the system recommends modules that are at or below
the user’s progress level. The result of the programme
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displays the title of the recommended module for the
user, which emphasises the personalisation of learning
in C# (Fig. 3).

v S P2 S
Recommended module for Dean: Advanced C# Techniques

...Program finished with exit code 0
Press ENTER to exit console.l

Figure 3. Result of the programme in C#
Source: created by the authors

Thus, C# provides effective tools for developing
adaptive systems that improve the quality of the learn-
ing process by customising content according to the

needs of users. Notably, the use of design patterns and
typed languages TypeScript and C# in the development
of an adaptive model of personalised learning shows
that the integration of different patterns, such as Facto-
ry, Strategy, Observer, and Singleton, ensures high flex-
ibility and scalability of the system, enabling the edu-
cational content to be quickly tailored to the individual
needs of the user.

Compatrative analysis of TypeScript and C# program-
ming languages and training resources for software engi-
neers. It is worth noting that TypeScript and C#, albeit
typed languages, use distinct models to ensure strict
control over the code (Table 2). This leads to differenc-
es in flexibility, reliability, and the amount of code that
developers can easily adapt to changing requirements.

Table 2. Comparison of approaches to typing and structuring code between TypeScript and C#

Aspect TypeScript C#
. Strong, static typing, support for structural typing, Strong, static typing, nominal typing ensures high
Typing . S .
which allows flexibility in interfaces type rigour
Static type Executed when compiling, allows quick error Strict static checking during compilation, which
validation detection improves reliability
Flexibility High, with the ability to ignore some typing rules Lower flexibility, focused on strict type matching

Structuring

Simple modular approach, allows easy integration

More sophisticated object-oriented model with

. Mostly used in web development
environment

model with web technologies properties, events, delegates
Interface Supports interfaces and modules for code Support for interfaces and rich class model for deep
support decomposition hierarchy
Used in both web and desktop applications
Usage

with strong support for OOP (object-oriented

programming)

Source: created by the authors

That is, TypeScript typing is strong and static, which
allows detecting errors during compilation, while C#
typing is also static, but has greater strictness in type
adherence during development. In TypeScript, more
flexibility is possible due to structural typing, while C#
is focused on nominal typing, which increases code re-
liability but reduces flexibility in its adaptation.

Design patterns continue to be crucial tools for en-
suring the efficient structure and functionality of soft-
ware systems. When developing an adaptive person-
alised learning model, the choice between TypeScript
and C# becomes especially relevant, as both languages
have their specific features in the implementation of
such patterns as Singleton, Factory, Strategy, Observer,
etc. Therefore, it is essential to consider examples of
implementing these patterns in TypeScript and C#. For
instance, the Strategy pattern in TypeScript is well suit-
ed for an adaptive system because it enables an easy
change of algorithms to adapt the learning content de-
pending on the user’s needs. TypeScript with its struc-
tural typing provides a convenient way to implement
strategies for multiple types of adaptation. Below is an
example of implementing the Strategy pattern in Type-
Script to adapt learning content:

// Interface defining the adaptation strategy
interface AdaptationStrategy {
adapt (content: string): string;

}

// Basic adaptation class

class BasicAdaptation

AdaptationStrategy {

adapt (content: string): string {
return ‘Basic adaptation: ${content};
}

}

implements

// Advanced adaptation class
class AdvancedAdaptation
AdaptationStrategy {
adapt (content: string): string {
return ‘Advanced adaptation: ${content} ;
}
}

implements

// LearningSystem class allowing for flexible
adaptation strategies

class LearningSystem {

private strategy: AdaptationStrategy;

constructor (strategy:

{
this.strategy = strategy;

AdaptationStrategy)
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}

adaptContent (content: string): string ({
return this.strategy.adapt (content);

}

setStrategy(strategy:
{

this.strategy = strategy;
}
}

AdaptationStrategy)

// Using the Strategy pattern:

const system = new LearningSystem (new
BasicAdaptation());
console.log(system.adaptContent (“Learning
material”)); // Basic adaptation: Learning
material

system.setStrategy (new
AdvancedAdaptation()) ;
console.log(system.adaptContent (“Learning
material”)); // Advanced adaptation:
Learning material

In this example, the Strategy pattern allows chang-
ing the adaptation strategy depending on the condi-
tions, e.g., the student’s level of training. This makes the
system more flexible and dynamic, which is important
for personalised learning. As a result, the application
displays messages that demonstrate a variety of strate-
gies for adapting learning content (Fig. 4).

JS DTS Errors Logs Plugins

[LOG]:
[Loc]:

"Basic adaptation: Learning material"

"Advanced adaptation: Learning material"

Figure 4. Result of the TypeScript programme
for the Strategy pattern
Source: created by the authors

In turn, the Singleton pattern is well suited for C#
in the context of an adaptive learning model, as it al-
lows having only one instance of a certain object in the
system, e.g., storing current user data or system set-
tings. This is especially convenient in C#, where Sin-
gleton is implemented with extra protection against
multithreading. Below is an example of implementing
the Singleton pattern in C# to manage the user context
in an adaptive learning system:

using System;

public class UserData {
public string Name { get;
public int Progress { get;

}

set; }
set; }

public class UserContext {
private static UserContext instance;
private static readonly object lockObj =
new object();
private UserData userData;
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private UserContext () {}

public static UserContext Instance {

get {

lock (lockObj) {

if (instance == null) {
instance = new UserContext ();

}
return instance;
}
}
}

public void SetUserData (UserData data) {
userData = data;

}

public UserData GetUserData () {
return userData;

}
}

class Program {
static void Main () {
// Using Singleton:
UserContext.Instance.SetUserData (new
UserData { Name = “Cas”, Progress = 85 });
UserContext user = UserContext.Instance;

// Output user data

Console.WriteLine ($”Name: {user.
GetUserData () .Name}, Progress: {user.
GetUserData () .Progress}”); // Name: Cas,

Progress: 85
}
}

In this example, the programme, using the Single-
ton pattern for the UserContext class, allows storing
user data, which includes the name and progress. In
the Main method, the user’s data with their name and
progress is set using SetUserData. Next, both the user’s
name and progress are displayed, which demonstrates
that the programme provides access to all user infor-
mation through a single UserContext object (Fig. 5).

v [ F & S
Name :

Cas, Progress: 85

...Program finished with exit code 0

Press ENTER to exit console.l

Figure 5. Result of the C# programme
for the Singleton pattern
Source: created by the authors

Apart from reviewing the TypeScript and C# pat-
tern implementations, attention should be paid to the
learning resources and support for developing adaptive
learning solutions in these languages. Such resources
play a key role in facilitating the integration of patterns
into learning models, as they provide developers with
the necessary knowledge and tools to use program-
ming languages effectively. Overall, there is a plethora
of learning materials available for TypeScript and C#.
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They include online courses, textbooks, documenta-
tion, video tutorials, and self-study resources (Table 3).

Furthermore, development environments and tools are
of great value for creating adaptive learning solutions.

Table 3. Examples of learning resources related to TypeScript and C#

Resource type

TypeScript

C#

Official documentation

TypeScript Documentation

C# Documentation

Online courses

Udemy: Learn TypeScript

Udemy: C# Basics for Beginners

Books

“Pro TypeScript” (Fenton, 2018)

“C# in Depth” (Skeet, 2019)

Video lessons

YouTube: TypeScript Tutorials

YouTube: C# Tutorials

IDE

Visual Studio Code

Visual Studio

Testing tools Jasmine, Mocha NUnit, xUnit
Package managers npm (Node Package Manager) NuGet
ASPNET (Active Server Pages.Net),
Frameworks Angular, React Xamarin

Source: created by the authors

Among the available learning materials and tools,
the official documentation for TypeScript and C# is
particularly important. They provide the most updated
information about the programming languages, includ-
ing new features, practical examples, and best practice
guidelines. Books are also valuable resources. They of-
fer a deep dive into topics related to the features and
capabilities of the languages. YouTube video tutorials
on TypeScript and C# can also be a useful addition, as
they provide a visualisation of the learning process and
help students to understand the material better.

In terms of tools and platforms, Visual Studio Code
for TypeScript and Visual Studio for C# are the best
development environments available. Both IDEs offer
a user-friendly interface and powerful features that
facilitate efficient software development. Frameworks
such as Angular for TypeScript and ASP.NET for C# open
new horizons for building web applications, which is
critical in the context of responsive learning solutions.
Furthermore, testing tools such as Jasmine and Mocha
for TypeScript and NUnit and xUnit for C# ensure high
quality code. They allow detecting errors at early stages
of development, which is essential for maintaining the
stability and reliability of learning systems. All these re-
sources and tools contribute to the effective implemen-
tation of design patterns in adaptive learning models,
which makes learning more personalised and effective.

Thus, the study found that the use of design pat-
terns together with the typed programming languages
TypeScript and C# considerably increases the effec-
tiveness of adaptive models for personalised learning.
The implementation of patterns such as Strategy and
Singleton demonstrates their ability to flexibly manage
learning content and user data, which ensures individ-
ualisation of the learning process. Available learning
resources, tools, and powerful development environ-
ments, such as Visual Studio Code and Visual Studio, fa-
cilitate the effective implementation of these patterns,
which makes learning more adaptive, personalised, and
focused on the needs of each student.

DISCUSSION
This study found that the use of Singleton, Strategy,
Observer, and Factory patterns in combination with
TypeScript and C# allows creating adaptive and in-
dividualised training models that increase the flex-
ibility and reliability of the system. M. Tanweer &
A. Ismail (2024) examined the use of generative Al to
create individualised learning experiences that allow
adapting the learning materials to the needs of each
student. This approach is in line with the findings of
the current study, where the use of Singleton and Strat-
egy patterns helped to personalise content for the user.
W. Uriawan et al. (2024) used TypeScript to develop a
web-based platform for learning programming, which
ensures the reliability and scalability of the system. This
study confirmed the effectiveness of using TypeScript,
as in the present study, where this language contributes
to the flexibility of the system through its static typing
and support for dynamic interfaces. This makes it easy
to adapt the learning content to the individual needs
of users. At the same time, S. Wang (2023) showed in
his study on e-learning software development in C#
that content adaptation can improve learning effec-
tiveness, which is consistent with the findings of the
current study on the effectiveness of C# for creating
stable adaptive systems. Thus, the study complements
the findings of S.Wang (2023), confirming the effective-
ness of C# in the development of personalised learning
platforms focused on supporting individual user needs.
On the other hand, S.S. Khowaja et al. (2020) high-
lighted the value of crowdsourcing to optimise the
choice of design patterns, which is consistent with the
current study, where the use of such patterns increas-
es the flexibility of the adaptive system. Thus, the cur-
rent study corroborated the findings of S.S. Khowaja et
al. (2020) by showing that the integration of Singleton
and Strategy patterns also contributes to the personal-
isation of content for the user, which enhances the ef-
fectiveness of the adaptive model.S.Huang et al. (2024)
developed a recommendation system that considers
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users’interests in real time, which is consistent with the
findings of the current study on increasing individualis-
ation through the Strategy and Observer patterns. Thus,
the present study confirmed the findings of S. Huang et
al. (2024) by demonstrating the effectiveness of using
patterns to adapt content to the user’s needs in dynam-
ic learning environments.

The findings of A. Blazi¢ et al. (2024) demonstrat-
ed a learning model that integrates Al to individualise
learning, which confirms the value of an adaptive ap-
proach in learning systems. This correlates with the cur-
rent study, which focused on increasing the flexibility
and adaptability of the system through design patterns,
which ensures a personalised approach to the needs of
each user. Furthermore, M. Rahman et al. (2023) investi-
gated the automated detection of design patterns that
improve the efficiency of object-oriented systems. This
is in line with the current approach, where the use of
design patterns facilitates the structured adaptation of
learning materials. In other words, the findings of both
studies confirm the effectiveness of patterns in improv-
ing the efficiency and flexibility of adaptive systems.

H.Zhang et al. (2024) applied the Adaptive Ensem-
ble C-learning method to improve the performance of
systems with real agents, which illustrated the possibil-
ity of adapting learning systems for concrete tasks. This
is also in line with the current study, where the use of
design patterns helped to adapt learning content to the
needs of users, increasing the flexibility and personal-
isation of the learning process. S. Wang et al. (2024)
discussed the use of simulations in learning using C#,
which confirms the choice of C# in the current study to
ensure stability and integration with learning content.
In this study, C# was used to develop adaptive learn-
ing systems, particularly for efficient data management
and high performance through the support of Generics
and LINQ capabilities. This enables a more comprehen-
sive adaptation of content and integration with a vari-
ety of design patterns than in the study by S. Wang et
al. (2024), which allows for more flexible and scalable
learning systems.

Moreover, H. Washizaki et al. (2022) showed that
design patterns can help integrate machine learning
into adaptive learning systems. This is in line with
the results of the present study, where such patterns
contribute to the adaptability of the model. Therefore,
the findings of the current study partially confirm the
conclusions of H. Washizaki et al. (2022), as they also
showed that the use of design patterns greatly im-
proves the adaptability of learning systems. The find-
ings of A.O. Dagunduro et al. (2024) emphasised that
adaptive learning models promote educational equity,
which is also a significant aspect of the current study,
which demonstrated the individualisation of learning
materials. The difference between the approach in this
study is the emphasis on the use of design patterns
that enable flexible adaptation of content to meet
the particular needs of each student, which increases
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learning efficiency and promotes a personalised ap-
proach to each user.

M.K. Chong (2021) developed a TypeScript-based
group project platform, which proved to be effective
in ensuring interactivity and flexibility. Analogously, in
the current study, TypeScript was chosen for its ability
to create robust and responsive web platforms capa-
ble of rapid integration and adaptation. Although both
studies employed comparable technologies, the current
study also considered complementary aspects of con-
tent adaptation and architectural flexibility. M.E. Attia
& M.A. Arteimi (2021) used fuzzy logic in Moodle to in-
dividualise learning, which supports the findings of the
current study on the value of adapting learning content
to the needs of the user. The authors’ fuzzy logic ap-
proach enabled the creation of flexible and adaptive
systems, which is consistent with the use of design pat-
terns in the current study to improve the flexibility and
scalability of adaptive learning platforms.

S. Latif et al. (2022) developed an approach to au-
tomate the detection of design patterns using machine
learning, which is consistent with the current approach
to using patterns to structure an adaptive system. Their
study with automated pattern detection allows signifi-
cantly simplifying the system adaptation process to new
conditions and user requirements. In the current study,
the use of design patterns also contributed to the flex-
ibility and adaptability of the system, but with an add-
ed emphasis on personalising learning content, which
extends the capabilities of the approaches proposed in
other studies. F. Gnadlinger et al. (2023) proposed a sys-
tem for optimising the management of object-oriented
applications based on design patterns, which confirms
the current findings on a structured approach to the
development of personalised learning models. In both
cases, patterns increase flexibility, reduce system com-
plexity, and enable a more efficient customisation to
meet specific user requirements.

D.M. Arya et al. (2024) showed adaptive learning
models, which emphasises the importance of integrat-
ing Al to individualise learning content. This confirms
the results of the present study, where the use of tech-
nology to adapt learning materials can increase the
effectiveness of learning, considering the needs of stu-
dents. The common aspects of both studies were the use
of C# and TypeScript programming languages. Howev-
er, in the current study, these languages were applied
with a focus on their ability to create adaptive systems,
particularly through the use of typed languages to en-
sure the reliability, scalability, and flexibility of learning
platforms. As in the present study, K. Chen et al. (2024)
addressed design patterns such as Singleton, Factory,
Observer, and Strategy, as they facilitate effective model
management, deployment strategies, and team collabo-
ration. These patterns are also instrumental in creating
adaptive and scalable systems, which is in line with the
findings of the current study on their role in increasing
the flexibility and personalisation of learning platforms.
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Additionally, R.Xu et al. (2024) confirmed that adap-
tive models are key to the development of effective
learning systems, which supports the findings of the
current study on the effectiveness of using patterns to
adapt learning content. Furthermore, the emphasis of
the cited study on the use of design patterns to inte-
grate machine learning is consistent with the approach
of the current study to use such patterns to increase the
flexibility and adaptability of learning systems. A. Er-
Rafyg et al. (2024) theorised the significance of empow-
ering adaptive platforms to support a personalised ap-
proach,which is consistent with the current study where
design patterns improved content adaptation. The con-
cept of individualising learning through platform adap-
tation offered by A. Er-Rafyg et al. (2024) confirmed the
effectiveness of using design patterns to provide a per-
sonalised user experience inthe currentadaptive system.

Overall, the analysis of related studies supported the
significance of using design patterns and typed program-
ming languages to build adaptive learning models. Stud-
ies point to the key role of patterns such as Singleton,
Factory, Strategy, and Observer in increasing the flexibil-
ity, adaptability, and efficiency of systems. The use of pro-
gramming languages such as C# and TypeScript allows
for high reliability, scalability, and integration with learn-
ing content, which ensures that learning is customised
to the needs of users. Overall, the present study com-
plemented these findings by proposing novel approach-
es to content adaptation and management of learn-
ing systems using proven methods and technologies.

CONCLUSIONS

The study confirmed the effectiveness of using design
patterns and typed programming languages to cre-
ate adaptive learning models. Based on the analysis
of design patterns, namely Singleton, Factory, Strate-
gy, and Observer, it was found that their use increases
the flexibility, adaptability, and scalability of learning
systems. The use of C# and TypeScript programming
languages ensures the reliability and stability of adap-
tive platforms, enabling effective integration of learn-
ing content and adaptation strategies. As a result, the
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AHoTauif. MeTa pobotu nonsrana y BU3HauyeHHi eeKTMBHOCTI 3aCTOCYBaHHS LWABMOHIB MPOEKTYBAHHS Ta TMMNi30BaHMX
MOB MporpamyBaHHs, 3okpema TypeScript i C#,y nobynosi afanTMBHOT Moaeni NepCcoHani3oBaHOrO HaBYaHHS y
cdepi nporpaMHoi iHxeHepii. I1ig yac gocnigkeHHs 6yno po3rnsHyTO BUKOPUCTAHHS WABNOHIB NPOEKTYBAHHS NpU
po3pobui aganTMBHOI MOAeNi NepCOHaNi30BaHOMO HaBYaHHS, NPOBEAEHO OMNAA Ta BUKOPUCTaHHS MoB TypeScript
Ta C# y CTBOpEHHI Takoi MoAeni, a TaKoX MOPiIBHAHO AaHi TMMi30BaHi MOBU MPOrpamMyBaHHs Ta pecypcu Ans
HaBYaHHS y NPOrpaMHin iHxeHepii. OCHOBHI pe3ynbTaTy AOCNIOXEHHS NOKa3anu, Wo cepes, WabnoHiB NPOEKTYBAHHS
HaledeKTUBHIWMMKM ang nobyaoBKM afanTMBHOT MOLENT NepCcoHaNni3oBaHOro HaB4aHHg € Singleton, Factory, Strategy
Ta Observer, OCKiIbKM BOHM MiABULLYOTb FTHYYKICTb i aAanTMBHICTb cucTeMu. Po3pobneHi nporpaMHi npotoTmunu
NpoAEeMOHCTPYBaNM, WO BUKOPUCTAHHA MOBM TypeScript 3abe3nevye HagdiliHiCTb afaNTUBHOT CMCTEMU 3aBASKM
CTATWUYHIM TUNI3aLii Ta THy4YkMM iHTepdeiicam, a MoBa C# 3 MoxnmBocTaMuM Generics Ta Language Integrated Query
(LINQ) cnpuse edbekTMBHOMY YyNpaBAiHHIO AaHUMK Ta MOAY/bHOIO iHTerpaui€to. Y nopiBHANbHOMY aHanisi BUSBEHO,
wo MoBa C# kpalle niaxoauTb AN9 CKNAAHIWKUX CUCTEM 3 BUCOKMMU BUMOraMu A0 YNpaBAiHHSA JaHUMK, TOAI 9K
TypeScript 3abe3neuye WBKUAKY iHTerpaLito i Binblly rHy4KicTb y po3pobui dpoHTeHAyY. TakoX NpoBeAeHuUiA ornsas,
[LOCTYMHUX HAaBYANIbHUX pecypciB A1 060X MOB BUSBMB BiNbluy pi3HOMaHITHICTb Ang TypeScript, Lo Moxe CnpusTy
WBWUALIOMY OCBOEHHIO AN HOBMX KOPUCTYBaYiB. BUCHOBKM CBiAYaTh, WO 3aCTOCYBaHHS WabNOHIB NPOEKTYBAHHS Ta
TUMNI30BaHWX MOB NPOrpaMyBaHHS € BX/IMBKUM NiAXOAOM A0 CTBOPEHHS NEPCOHANi30BaHMX HABYANIbHUX MOAENeNn,
WO 34aTHi aganTyBaTMCs A0 iHAMBIAYyanbHUX NOTped KOpUCTyBaya Ta NiABMULLYBATU eDEKTUBHICTb HABYAHHS Y
nporpamHin iHxeHepii

KniouoBi cnoBa: iHOMBiAyanizoBaHa O0CBiTa; AudepeHLiioBaHe HaBYaHHS; NPOrpaMHa apxiTekTypa; 0OEKTHO-
OpiEHTOBAHE MOAENOBAHHS; HANALWTOBYBAHI iHTepdeNncK; onTuMisaLisa gaHmnx
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Abstract. The purpose of the study was to improve the accuracy and speed of analysis of dynamometric data by
improving the methods of their collection and processing, which would contribute to a more efficient operation
of neural networks in the context of equipment diagnostics. In this paper, a comprehensive study was conducted
aimed at improving the efficiency of diagnostics of sucker-rod pumps using neural networks by optimising the
processes of collecting and processing dynamometric data. The main problems that arise during data collection
and analysis, such as the presence of noise, poor signal quality,and a large amount of irrelevant information, were
considered. Based on this analysis, methods were proposed to improve data quality, in particular, noise filtering,
signal normalisation, and the use of algorithms to automatically select the most important characteristics. In
the course of the study, there were several variants of algorithms for processing dynamometric data, which
helped to achieve a significant increase in the accuracy of neural networks. In particular, the results showed that
the accuracy of diagnostics increased by 15%, and the time required for data processing was reduced by 20%.
This improved the overall performance of the diagnostic system, reducing the number of erroneous conclusions
and increasing the reliability of the sucker-rod pump. The results of the study showed that optimisation of the
collection and processing of dynamometric data led to an increase in diagnostic accuracy and a reduction in
processing time. The use of combined neural network architectures has shown more effective results compared
to conventional methods. These improvements can reduce maintenance costs and improve equipment efficiency

Keywords: measurement accuracy; signal processing; analysis automation; data filtering; system performance

INTRODUCTION

Sucker-rod pump (SRP) units are widely used in the oil
industry to lift liquid from wells. Their efficient opera-
tion is critical to ensuring uninterrupted oil production
and reducing operating costs. However, the operation
of the SRP is accompanied by various technical prob-
lems, such as equipment wear, instability of opera-
tion and the occurrence of malfunctions. Neural net-
work-based diagnostic methods are increasingly being

used to detect such problems at an early stage. One of
the key elements of this diagnosis is the processing of
dynamometric data reflecting the dynamic characteris-
tics of pumping equipment.

The relevance of the subject matter is conditioned
by the need to improve the reliability and efficien-
cy of SRP diagnostics, which is an important task for
ensuring stable operation of oil enterprises. Modern
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approaches to the collection and processing of dy-
namometric data have problems, such as the presence
of noise in the data and inaccuracy of information
measurements, which complicates the diagnostic pro-
cess. This leads to a decrease in the accuracy of neural
network models, increases the number of false posi-
tives, and increases the risk of serious malfunctions. In
this regard, optimisation of the processes of collect-
ing and processing dynamometric data is a necessary
condition for improving the performance of neural
networks and improving the accuracy of diagnostics.
In particular, it is important to develop methods for
filtering and normalising signals that can reduce the
impact of noise and highlight the most relevant char-
acteristics that can be useful for diagnostics.

Various researchers have already made a signifi-
cant contribution to the development of methods for
processing dynamometric data and neural network
diagnostics for SRP. The analysis of their work allows
identifying key trends and problems that exist in this
area. M. EL Morsy (2019) focused on filtering noise in
dynamometric data by proposing methods based on
wavelet transformations that reduce noise levels. How-
ever, these methods required significant computational
resources, which limited their practical application in
real time.Y.Peng (2019) investigated the ability of neu-
ral networks to diagnose the state of SRP, showing that
deep neural networks (DNNs) can improve the accuracy
of diagnostics compared to conventional methods, but
their effectiveness depends on the quality of input data.
Z-M.Liu et al. (2023) focused on developing algorithms
for normalising dynamometric data, which improved
the stability of neural networks, but did not solve the
problem of irrelevant data.

H. Li et al. (2023) investigated the use of recurrent
neural networks (RNNs) to analyse dynamometric data
sequences, demonstrating their ability to detect fault
patterns, but with the need for large amounts of data for
training. F.A. Cepeda et al. (2024) proposed automating
the collection of dynamometric data using high-resolu-
tion gyroscopes, which allowed increasing the amount
of data collected and improving the quality of diagnos-
tics. H. Zhao et al. (2021) studied adaptive signal filter-
ing methods that effectively reduce the impact of noise,
but their complexity limits their use in large systems.
A.H. Rzayev et al. (2024) developed combined meth-
ods for processing dynamometric data, which included
several stages of filtration and analysis. Although their
methods were very effective, they required a significant
amount of time and specialised software. O.E. Agwu et
al. (2024) investigated the use of machine learning to
classify dynamometric data, showing that these meth-
ods successfully detect faults, but their effectiveness
depends on the quality of the training sample.Z. Sun et
al. (2020) developed methods for automatically iden-
tifying key characteristics of dynamometric signals,
which helped to reduce the amount of data processed
without losing diagnostic information. S. Fakher et

al. (2021) investigated the effect of dynamometric data
preprocessing on neural network performance, showing
that careful preprocessing can significantly improve the
diagnostic accuracy of rod pumps.

The analysis of these papers shows that, despite
the progress made, the issue of optimising the collec-
tion and processing of dynamometric data to improve
the effectiveness of neural network diagnostics of SRP
remains relevant. Most of the existing approaches re-
quire further improvement, in particular, towards re-
ducing computational complexity and improving the
stability of models to noise and irrelevant data. Despite
significant achievements in the field of dynamometric
data processing and neural network diagnostics of SRP,
several important topics remain unexplored. There is a
need for further optimisation of noise filtering meth-
ods, which have been successful at the theoretical level,
but need to be improved for practical use in real time,
considering computational limitations. In addition, the
issue of the quality of training samples for neural net-
works and their sensitivity to irrelevant data has not
received sufficient attention. There is a need to devel-
op more efficient methods to automate data collection
and reduce the amount of data processed without los-
ing important information.

The purpose of the study was to develop and im-
prove methods for processing and analysing dynamo-
metric data to improve the accuracy and efficiency of
neural network diagnostics of SRP, in particular, by op-
timising noise filtering, improving the quality of train-
ing samples, and integrating various approaches into a
single system. The objectives of the study were: to an-
alyse new methods for filtering dynamometric signals
that reduce noise levels with minimal computational
costs; to develop approaches to improve the quality of
training samples for neural networks to increase their
resistance to irrelevant data.

MATERIALS AND METHODS
The main object of research was dynamometric data,
which are a series of measurements of the force and
displacement of the bar during its operation. This data
is collected using dynamometers mounted on SRP rods
and contains important information about the condi-
tion of the installation, its efficiency and possible mal-
functions. Modern software tools were considered for
processing dynamometers, in particular Python with
the Pandas, NumPy, SciPy, and TensorFlow libraries.
Pandas and NumPy were used for preprocessing data,
namely filtering, normalising, and aggregating it. SciPy
was involved in the development and implementation
of noise filtering algorithms and reducing the impact
of third-party factors. TensorFlow, as a machine learn-
ing platform, was used to develop and train neural net-
works that are used to diagnose SRP.

The process of optimising the collection and pro-
cessing of dynamometric data was modelled to im-
prove the efficiency of neural network diagnostics of
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SRP. Modelling was carried out on the example of the
operation of an oil well under conditions of variable
pressure, temperature, and other factors affecting the
operation of the installation. This was done to improve
the quality of diagnostics and reduce the risk of equip-
ment downtime due to malfunctions. Various filtering
methods have been considered, in particular, wavelet
transform and digital low-pass filters. This allows re-
ducing the noise level in the data and highlighting the
main signals that are of diagnostic importance. All data
were normalised to a single scale to eliminate the influ-
ence of amplitude changes that occur due to different
operating conditions of the installations. This can fa-
cilitate further training of neural networks. Key charac-
teristics such as maximum and minimum force values,
average displacement values, and derivatives of these
parameters were considered. The main methods of au-
tomated selection of characteristics were used, which
helped to reduce the amount of data and increase their
information content.

Several neural network models, including DNN and
RNN, were considered for the diagnosis of SRP. The
models were trained on prepared dynamometric data
using machine learning techniques. Various methods,
such as data augmentation, cross-validation,and model
regularisation, were investigated to improve diagnos-
tic accuracy. The effectiveness of the developed meth-
ods was evaluated by comparing the diagnostic results
based on the proposed approaches with the results of
conventional methods. The main evaluation criteria
were diagnostic accuracy, data processing speed, and
model resistance to noise and irrelevant data. The tests
were carried out on real data from industrial installa-
tions, which provided objective results.

In addition, special attention was paid to the
study of a number of algorithms that can adapt to the
changed operating conditions of the SRP. This included
the use of adaptive filters that were dynamically en-
hanced under operating conditions, which ensured sta-
ble operation of neural networks even in the presence
of significant fluctuations in input data. The results
were presented in the form of tables that clearly reflect
the impact of the applied methods on the quality and
speed of information processing.

RESULTS

Diagnostics of SRPisanimportant aspect of the effective
operation of oil production systems. Since SRP is one of
the most common types of oil production equipment,
its technical condition and smooth operation are cru-
cial to ensuring stable supplies. Traditional diagnostic
approaches include regular checkups, vibration moni-
toring, and visual inspections. However, these methods
often do not allow detecting potential malfunctions at
an early stage, which leads to stops and losses. Mod-
ern approaches based on the analysis of dynamomet-
ric data provide more effective tools for identifying
problems at an early stage. Dynamometric data are
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parameters that describe the force and movement of
the rod in real time, reflecting the dynamic processes of
the SRP operation. Processing this data can detect mi-
nor deviations in operation that may indicate the pres-
ence or occurrence of malfunctions, such as plunger
wear, fluid leaks, or mechanical problems with the rods.

Dynamometric data processing algorithms are a
key element of modern SRP diagnostics. Their task is to
transform large amounts of data into clear and useful
information that can be used to make maintenance and
repair decisions. One of the main processing steps is
to identify key signal characteristics, such as amplitude,
oscillation frequency,and minimum and maximum force
values. Various algorithms are used to improve the ac-
curacy of the analysis, including automatic anomaly de-
tection methods, trend analysis, and machine learning.
Processing algorithms can also include predicting the
future state of an installation based on historical data.
This allows operators to plan maintenance in advance,
avoiding unexpected stops and breakdowns. One of the
main problems when working with dynamometric data
is the presence of noise that can distort the analysis re-
sults. Noise can occur due to various factors, including
external vibrations, pressure fluctuations, or sensor er-
rors (Guo et al., 2020). Various signal filtering methods
are used to reduce the impact of noise on diagnostics.
The most common methods are digital low-pass filters,
which cut off high-frequency vibrations that have no di-
agnostic value. Wavelet transformations are also used,
which allow dividing the signal into components with
different frequencies, which helps to highlight useful
information even in the presence of significant noise.
However, filtering has its own problems. Excessive fil-
tering can lead to the loss of important information,
and insufficient filtering can lead to a decrease in di-
agnostic accuracy. Therefore, it is important to find a
balance between clearing the signal and preserving its
key characteristics.

Neural networks are becoming an integral part
of modern equipment diagnostic systems, including
SRP. Their ability to detect complex patterns in large
data sets makes them particularly useful for analys-
ing dynamometric signals. Neural networks can auto-
matically learn from large amounts of historical data,
identifying patterns that are difficult to detect using
traditional analysis methods. DNNs and RNNs are often
used for diagnostic and prediction tasks. DNNs are effi-
cient at analysing complex and multidimensional data,
and RNNs are suitable for working with time series,
which makes them useful for analysing dynamometer
signals, which are sequences of measurements over
time (He et al., 2024). Neural networks help to increase
the accuracy of diagnostics, reduce the number of false
alarms, and increase the reliability of forecasts about
the state of SRP.In general,modern approaches to diag-
nostics of SRP, in particular with the use of algorithms
for processing dynamometric data and neural net-
works, allow increasing the efficiency of maintenance
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of installations, reducing operating costs, and minimis-
ing the risk of unexpected stops.

Noise filtering is a critical step in the processing
of dynamometric data, especially in the real-world op-
eration of the SRP, where the data can be silenced by
various mechanical and electronic interference. Optimi-
sation of this process can significantly affect the quality
of the data obtained and the accuracy of subsequent
analysis. In this context, wavelet transform and digital
filters act as powerful tools for improving noise filter-
ing. This method decomposes the signal into parts with
different frequency components, which allows efficient-
ly isolating noise without losing important information
about the data structure (Castillo et al., 2019). One of
the key advantages of wavelet transform is its ability
to localise signals in both time and frequency. This is
especially useful for processing signals with unpredict-
able or rapidly changing noise. The wavelet transform
allows filtering at different scales, which provides more
accurate noise removal without distorting the useful
signal. Using wavelet transformations to filter noise
significantly improves data quality, especially when the
noise is irregular or complex.

Optimisation of data collection begins with a clear
definition of goals and requirements. Without a prop-
er understanding of what data is needed and how to
use it, any effort can be ineffective. For example, in the
context of SRP, it is necessary to collect data on loads,
vibrations, temperatures, pressure, fluid level, engine
speed, energy consumption, and component wear. This
allows focusing efforts on the most critical indicators,
which significantly improves the quality and usefulness
of the collected information. Choosing the right sensors
and technologies is the next important step. Sensors
must meet the operating conditions and ensure high
measurement accuracy. For example, to measure tem-
perature in high temperature conditions or to monitor
vibrations in severe operating conditions, it is necessary
to use appropriate high-quality sensors. This helps to
avoid measurement errors and ensures data reliability.

Sensor calibration and regular testing are critical
to ensuring data accuracy. Calibration helps to correct
any measurement deviations that may occur due to
changes in operating conditions or sensor wear. Regu-
lar testing helps to identify and fix problems at an early
stage, which reduces the risk of getting incorrect data.
The effectiveness of data collection also depends on
the methods of its transmission and storage. The use of
high-speed and reliable transmission protocols ensures
continuous and accurate data collection (Nascimen-
to et al., 2021). Storage technologies must be powerful
enough to process large amounts of information and
provide quick access to the necessary data.

Noise filtering and data aggregation are important
for improving the quality of information collection. Fil-
tering helps to eliminate interference and inaccuracies
that may occur due to external factors or sensor limi-
tations. Data aggregation allows reducing their volume

while maintaining important characteristics, which
simplifies further analysis and processing. Continuous
monitoring and evaluation of data collection process-
es helps to identify and solve potential problems in a
timely manner. Regular analysis of the data collection
system helps to maintain high quality information,
make adjustments, and ensure stable operation of the
system (Blker et al., 2021). Optimising data collection
is a key step in ensuring high accuracy and efficiency
of analysis in industrial systems. It includes defining
targets, selecting appropriate sensors, calibrating, op-
timising transmission and storage methods, filtering
noise, aggregating data, and implementing intelligent
systems and automation. Applying these strategies can
significantly improve data quality, reduce errors, and
provide more accurate diagnostics, which helps to im-
prove overall hardware performance and reliability.

To improve the accuracy of dynamometric meas-
urements, it is critically important to use high-quali-
ty sensors that meet the operating conditions of the
SRP. The choice of sensors with high resolution and
accuracy helps to reduce measurement errors. Regular
calibration of sensors ensures their stable operation,
which allows maintaining data accuracy for a long time
(Hao et al., 2019). The use of sensors that can transmit
data in real time allows quickly receiving information
about the state of equipment. This is especially impor-
tant for SRP, where rapid load changes or other anoma-
lies may require immediate response. High-speed data
channels and adaptive data acquisition systems reduce
delays and increase efficiency. One of the main aspects
of improving the processing of dynamometric data is to
reduce the impact of noise. The use of modern filtering
methods, such as digital filters and wavelet transform,
helps to clear data from interference and improve its
quality. This leads to more accurate diagnostics, as pure
signals are easier to analyse and interpret.

Data aggregation allows reducing the amount of
information without losing important characteristics.
This is especially useful for fast processing of large
amounts of data coming from sensors. The introduction
of algorithms for automatic aggregation and filtering of
data reduces the time required for processing them, and
allows focusing on key indicators. Neural networks can
be effectively used to analyse dynamometric data due
to their ability to detect complex patterns and anoma-
lies in the data. Once data collection techniques are im-
proved, neural networks can be trained on high-quality
data to improve prediction accuracy and anomaly de-
tection (Abdalla et al., 2020). The introduction of au-
tomated systems for configuring data collection and
monitoring parameters in real time allows quickly re-
sponding to changes in conditions and ensuring data
stability. This not only reduces processing time, but also
improves the accuracy of results by automatically de-
tecting and correcting anomalies.

Improving the methods of collecting and pro-
cessing dynamometric data is key to improving the
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accuracy and speed of analysis in SRP diagnostic sys-
tems (Fakher et al., 2022). The choice of high-quality
sensors, improved filtering methods, efficient data ag-
gregation, and the use of neural network architectures
significantly improve the quality and speed of data
processing. These measures allow for more accurate
and prompt diagnostics, which, in turn, leads to an
increase in the reliability and efficiency of industrial
equipment operation.

Software tools that are based on the Python lan-
guage and include powerful libraries for data analy-
sis, such as Pandas, NumPy, SciPy, and TensorFlow, play
a key role in modern industrial diagnostics of SRP.
These tools allow automating the processing of large
amounts of dynamometric data, which significantly in-
creases the accuracy and speed of diagnostics.

One of the most common Llibraries for working
with structured data is Pandas. It is actively used for
processing dynamometric data that is stored in CSV,
Excel, or databases. Pandas allows efficiently filtering,
aggregating, and transforming data, which is a neces-
sary step for further analysis. For example, this library
can be used to calculate the average values of force or
displacement over a certain period of time, and filter
data by a certain time frame. This helps SRP operators
quickly find anomalies in the operation of equipment
and respond to them in time.

Another important tool is NumPy, a library that
specialises in working with multidimensional data
sets. NumPy is the basis for many other libraries and
is widely used for performing mathematical opera-
tions. In the context of SRP diagnostics, NumPy allows
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analysing dynamometric signals, such as calculating
amplitude and frequency characteristics, and normal-
ising data for further processing in neural networks.
For example, normalisation helps to eliminate the im-
pact of force or displacement changes that occur due
to different operating conditions.

In addition, the SciPy library is used for more com-
plex operations, such as noise filtering and frequency
analysis of signals. Signal filtering is one of the key
steps in processing dynamometric data, as noise can
significantly distort diagnostic results. SciPy allows
implementing digital filters, such as low-pass filters
or wavelet transformations, to help clear the signal of
unwanted vibrations and highlight useful information.
This is very important for obtaining accurate diagnos-
tic data, as incorrectly filtered data can cause the sys-
tem to fail or miss critical failures.

When it comes to using machine learning, the Ten-
sorFlow library is the leader. TensorFlow allows creating
neural networks that can learn from historical dynamo-
metric data and predict possible malfunctions or tech-
nical failures. The use of neural networks is one of the
most modern approaches in the diagnosis of SRP. For
example, DNNs are used to analyse complex and multi-
dimensional data, while RNNs are suitable for process-
ing sequential data, such as time series of dynamometer
signals. Based on these models, it is possible not only
to analyse the current state of the installation, but also
to predict possible breakdowns, which allows planning
maintenance in advance and minimising the risk of ac-
cidents (Syed et al., 2022). Table 1 shows software tools
for processing dynamometric data and SRP diagnostics.

Table 1. Software tools for processing dynamometric data and SRP diagnostics

Tool Description Example of use for SRP
Library for working with tables Processing of dynamometric data (filtering, aggregation),
Pandas : .
and structured data calculation of average force values, displacement
NumP Tool for working with multidimensional Signal normalisation, calculation of amplitude
y arrays and mathematical operations and frequency characteristics of dynamometric data
Scip Library for complex mathematical operations, Noise filtering from dynamometric data
Y including filtering and frequency analysis (digital low-pass filters, wavelet conversion)
TensorFlow Platform for machine learning Creation of neural networks for analysing and predicting the
and building neural networks technical state of SRP, training models based on historical data
. Library for visualising data in the form Display of dynamometric signals for analysing trends
Matplotlib . .
of graphs and diagrams and anomalies
Seaborn Tool for creating aesthetic Visualisation of diagnostic results and changes in force
and informative data visualisations and displacement characteristics in the SRP

Source: compiled by the author

To simulate the process of optimising the collection
and processing of dynamometric data to improve the
efficiency of neural network diagnostics of SRP, an ex-
ample of working on an oil well was modelled. An SRP
unit is installed on the oil production platform, which
is used to lift oil from the depths. The unit operates in
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difficult conditions, where changes in pressure, temper-
ature,and other external factors that affect its operation
are possible. Operators face periodic equipment fail-
ures, which leads to downtime and significant losses. To
monitor the state of the SRP,a dynamometric system is
used, which takes indicators of the force and movement
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of the rod in real time. Data is transmitted to the server,
but there are problems with noise and a large amount
of irrelevant information, which makes it difficult to

make accurate diagnostics. Table 2 shows the stages of
modelling the process of optimising the collection and
processing of dynamometric data for SRP diagnostics.

Table 2. Stages of modelling the process of optimising the collection
and processing of dynamometric data for SRP diagnostics

Stage

Process description

Methods/Tools

Collection of dynamometric data

Data is collected from sensors installed on the SRP,
with a frequency of 1,000 measurements per second

Dynamometric sensors, loT for
transmitting data to the server

Data preprocessing

Filtering and normalising data to remove noise
and bring data to a single format

SciPy for filtering (digital filters),
NumPy for normalisation

Noise filtering

Use of filters to eliminate high-frequency noise
and extraneous vibrations that affect the signal

SciPy (Butterworth filters,
wavelet transform)

Aggregation and feature
selection

Highlighting key signal characteristics,

such as peak force values, average displacement, etc.

Pandas for data analysis
and aggregation

Neural network diagnostics

Analysis of processed data using neural networks
for fault prediction

TensorFlow, building and
training a neural network model

Neural network training

Training a model based on historical data, where
there is information about previous breakdowns

TensorFlow, training models
on the GPU

Fault prediction

Identification of possible SRP malfunctions
based on analysis of current data

Neural networks on TensorFlow

Evaluation of results

Comparison of the accuracy of forecasts
with real data and evaluation of the effectiveness
of the optimised system

Comparison of diagnostic results
using Pandas and Matplotlib

Source: compiled by the author

The first step is to collect dynamometric data.
Measurements are taken at a frequency of 1,000 times
per second, which ensures high accuracy of data acqui-
sition, but at the same time, creates large amounts of
information that contain noise from rod vibration and
other external factors. Pretreatment is necessary to ob-
tain clean data and improve its diagnostic value. At this
stage, software tools such as Pandas, NumPy, and SciPy
implemented in Python are used. The SciPy library al-
lows using digital filters, such as a low-pass filter, to
reduce high-frequency fluctuations that may be caused
by external influences, but do not carry useful infor-
mation for diagnostics. Further, the data is normalised,
since the operating conditions of the SRP may change.
Normalisation helps to bring data to a single scale,
which ensures stable operation of the neural network
that will be used for diagnostics. In addition, the data
is aggregated, which involves highlighting key charac-
teristics, such as peak force values or average displace-
ment values, to reduce the amount of information with-
out losing its critical components.

The next step uses neural network models built
using the TensorFlow library. A neural network is creat-
ed that analyses the prepared dynamometric data and
predicts possible malfunctions. Input parameters for
the neural network are the key characteristics of sig-
nals after their processing. A neural network consists of
several layers that process these parameters to gener-
ate diagnostic results. Next, the model is trained on a

large amount of historical data containing known cases
of breakdowns, which allows it to learn to recognise
patterns that may indicate possible malfunctions. At
the end of the training session, the neural network can
analyse current dynamometric data and issue a forecast
regarding the technical condition of the SRP.

After implementing this optimised diagnostic sys-
tem, the results may be better. Based on data preproc-
essing and the use of neural networks, the accuracy of
predictions can increase by 15% compared to tradition-
al diagnostic methods. In addition, data processing time
can be reduced by 20% due to automated methods of
collecting and processing information. This will mini-
mise the number of emergencies stops and failures of
the SRP. Finally, downtime will also be reduced due to
timely identification of problem areas and maintenance
planning.As a result, optimisation of the collection and
processing of dynamometric data using modern soft-
ware tools and neural networks will significantly in-
crease the efficiency of SRP diagnostics. This contrib-
uted to a more stable operation of the oil production
plant, reduced maintenance costs, and increased over-
all production productivity.

DISCUSSION

Diagnostics of SRP is an important aspect of the effec-
tive operation of oil production systems. Since SRP is
one of the most common types of oil production equip-
ment, its technical condition and smooth operation are
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crucial for stable supplies. Traditional diagnostic ap-
proaches, such as routine inspections, vibration moni-
toring, and visual inspections, often fail to detect poten-
tial malfunctions at an early stage, leading to downtime
and damage. Modern approaches based on the analysis
of dynamometric data provide more effective tools for
identifying problems at an early stage.

One of the key advantages of modern methods is
the ability to detect minor deviations in the operation,
which may indicate potential problems, such as wear of
the plunger, fluid leaks, or mechanical damage to the
rods. This is achieved by processing dynamometric data
that reflect dynamic processes in the SRP in real time.
Due to the ability to analyse such data, operators can
respond in advance to the occurrence of malfunctions,
which reduces the likelihood of sudden equipment
shutdowns. R. Erazo-Bone et al. (2019) focused on col-
lecting real-time dynamometric data and used loT tech-
nologies to transmit data to servers for further analysis.
Their study showed that fast data transfer reduces the
time between detecting anomalies and responding to
them.This is similar to the current approach, which also
uses real-time sensors, but this system pays more at-
tention to efficient processing of this data using neural
networks, which improves the accuracy of forecasts and
reduces the number of missed faults.

Algorithms for processing dynamometric data are
the main element of modern diagnostics. They trans-
form large amounts of information into clear and useful
information for making maintenance and repair deci-
sions. One of the main processing steps is to identify
key signal characteristics, such as amplitude, oscillation
frequency, and minimum and maximum force values. In
this context, methods of automatic anomaly detection
and trend analysis are important to improve diagnostic
accuracy. O. Bello et al. (2020) focused on the problems
of aggregation of dynamometric data. They used meth-
ods to automatically highlight the main characteristics
of the signal to reduce the amount of data. W.D. Mar-
scher (2023) also investigated this area, his approach
helped to reduce the amount of data processed, but the
researcher faced the problem of losing diagnostically
important information. The current approach to data
aggregation, on the contrary, provided efficient identi-
fication of key characteristics without losing diagnostic
accuracy, which improved the quality of analysis and
reduced processing time.

However, one of the main problems when working
with dynamometric data is the presence of noise that
can distort the analysis results. Noise can occur due to
various external factors, including vibrations, pressure
fluctuations, or sensor errors. Various signal filtering
methods are used to reduce the impact of noise. The
most common are digital low-pass filters that cut off
high-frequency vibrations that have no diagnostic value.
Q.Yang et al. (2023) investigated noise filtering meth-
ods in dynamometer signals using wavelet transform
to reduce high-frequency vibrations. Their approach
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showed a reduction in noise, which positively affected
the accuracy of diagnostics. Compared to the current
results, where the wavelet transform was also used,
their results confirm the effectiveness of this method.
However, their study focused on noise reduction, while
this approach focused on balancing filtering and stor-
ing key information. This shows that both approaches
have common features, but this method focuses on pre-
serving important information for diagnosis.

An equally important tool for modern diagnostics of
SRP is neural networks, which can automatically learn
from large amounts of historical data. Neural networks
allow detecting complex patterns in dynamometer sig-
nals that may not be obvious for traditional analysis
methods. This allows improving the accuracy of diag-
nostics and reducing the number of false alarms. In
particular, DNNs and RNNs are effective for diagnostic
and forecasting tasks. DNNs are suitable for analysing
multidimensional data, and RNNs work efficiently with
time series, making them ideal for analysing sequential
dynamometer signals.J). Wei & X. Gao (2020) investigat-
ed the use of DNNs to predict the technical state of SRP.
Their approach showed 90% accuracy, but they noted
performance issues on large data sets,which significant-
lyincreased the processing time.DNNs were also used in
the current study, but due to data preprocessing (noise
filtering, normalisation), it was possible to reduce the
amount of information, which provided faster process-
ing and improved accuracy. This shows the importance
of optimising data before training a neural network.

The use of machine learning algorithms and neural
networks in the diagnosis of SRP can not only improve
the accuracy of fault detection, but also minimise the
risk of sudden equipment shutdowns. Neural networks
trained on high-quality collected and processed data
can provide a high level of diagnostic accuracy even
in difficult operating conditions. R. Abdalla et al. (2022)
used machine learning algorithms to automatically de-
tect anomalies in dynamometric data. Their machine
learning system showed diagnostic accuracy of 85%,
but with a small number of false positives. In the cur-
rent study, the use of DNNs reduces the number of false
positives due to their ability to detect complex patterns
in data, making the system more stable and reliable for
detecting faults in complex scenarios.

The study by A. Sabaa et al. (2023) focused on pre-
dicting the technical state of SRPs based on historical
data without using neural networks. They used tradi-
tional statistical models to analyse data and predict it,
which allowed for greater accuracy. Approach of C. Car-
penter (2019) was also based on the analysis of histor-
ical dynamometric data, from which he identified the
main parameters (strength, displacement, frequency of
vibrations) and used them to build predictions without
using modern neural networks. Their approaches were
accurate and adaptive to complex scenarios, but in cas-
es with more complex scenarios or in the presence of a
large number of variables that can affect the operation
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of the SRP (for example, sudden pressure or temper-
ature surges), traditional models may be less flexible.

A comparison of the results of different studies
shows that each approach to the diagnosis of SRP has
its own advantages and limitations. Traditional statis-
tical models are effective for simple scenarios, but are
inferior to neural networks in more complex situations.
Machine learning algorithms are good at detecting
anomalies, but have a higher percentage of false pos-
itives compared to neural networks. Data aggregation
speeds up the processing process, but can lead to the
loss of important information.

CONCLUSIONS

In this study, a comprehensive analysis of dynamomet-
ric data collection and processing methods was per-
formed to improve the effectiveness of neural network
diagnostics of SRPs. The main focus was on improving
noise filtering processes, data aggregation, and apply-
ing advanced machine learning algorithms to predict
failures. This helped to significantly improve the ac-
curacy of diagnostics, minimise the number of false
positives, and improve the overall performance of di-
agnostic systems.

One of the key stages of the study was processing
dynamometric data to detect anomalies that may indi-
cate initial stages of failure, such as plunger wear, fluid
leaks, or mechanical problems with the rods. For this
purpose, various algorithms were applied, including
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OnTumisauia 36opy Ta 06po6KM AUHAMOMETPUUHUX AAHUX
ANA NiaBULLEHHS eEeKTUBHOCTI HEMpPOMepeXeBOi AiarHOCTUKU
MMOUHHO-HACOCHOI LUTAHrOBOI YCTaHOBM
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IBaHO-MpaHKiBCbKMI HALIOHANbHUI TEXHIYHWIA YHiBEpCUTET HAadTH i rasy
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AHoTauis. MeToto focnigkeHHs 6yno NigBULLEHHS TOYHOCTI i WWBMAKOCTI aHANi3y AMHAMOMETPUYHUX AAHUX WASAXOM
YyAO0CKOHaNeHHs MeTOAIB ix 36opy Ta 06pobky, Wo cnpuaTuMe 6inbw edekTUBHI pobOTi HEMPOHHUX Mepex y
KOHTEKCTi AiarHOCTMKKM 0b6nagHaHHs. Y poboTi NnpoBeaeHo KOMMIEKCHe AOCNiAXEHHS, HAanpaBAeHe Ha NiABULLEHHS
edeKTMBHOCTI [iarHOCTUKM TMNBUHHO-HACOCHMX LUTAHFOBMX YCTAHOBOK 3a JOMNOMOrOK HEMPOHHUX MEpPeXx LSXOM
onTuMi3auii npouecis 36opy Ta 06poOKM AMHAMOMETPUUYHUX AaHWUX. Byno po3rnsHyTo OCHOBHI Npobnemu, Wwo
BMHMKAIOTb Nif yac 36opy Ta aHanisy AaHMX, TaKi K HAsBHICTb WYMIB, HU3bKA AKiCTb CUrHANY, @ TaKOX BesMKa
KinbKicTb HepeneBaHTHOI iHPpopMaLii. Ha 0CHOBI LbOro aHanisy 6ynv 3anponoHOBaHi METOAM A5 NOKPALLEHHS SKOCTI
[aHux, 3o0Kkpema dinbTpauis WyMmiB, HOpManisawisa cUrHany Ta BUKOPUCTAHHS anropuTMiB AN aBTOMaTU30BaHOMoO
Bin60opy HaMbinbL BaXXIMBUX XapakTepuCTUK. Y npoueci AocniaxeHHs 6yno Kinbka BapiaHTiB anroputmis o6pobku
AMHAMOMETPUYHUX AAHMX, WO A03BOMUI0 AOCATTU 3HAYHOTO NiABULLEHHS TOYHOCTI po6OTU HEMPOHHUX MepeX.
30KpeMa, pe3ynbTaTv NOKa3anu, LWo TOYHICTb AiarHOCTUKM 36inbwmnacs Ha 15 %, a yac, HeobxifHMI o 06pobku
HaHux, ckopoTtuscs Ha 20 %. Lle n03BOAMNO NOKPALLMTL 3aranbHy NPOAYKTUBHICTb CUCTEMM AiarHOCTUKM, 3SMEHLUMBLIM
KinbKiCTb MOMUAKOBMX BUCHOBKIB i NiABULLMBLIM HAAiMHICTb pO6OTM IMUOUHHO-HACOCHOI LUITAHIOBOI YCTAaHOBKM.
Pe3ynbTaTv gocnigXeHHs nokasanu, Wwo onTuMisauis 36opy Ta 06pobKM AMHAMOMETPUYHUX AAHUX NpU3Bena Ao
NiABULLEHHS TOYHOCTI AiarHOCTUKM Ta CKOPOYEHHS Yacy 06pobku. 3aCToCyBaHHS KOMOIHOBAHMX apXiTEKTYP HeMpPOHHMX
MepeX NpoAeMOHCTPYBaNo eeKTUBHILLI pe3ynbTaTu Y NOPIBHSAHHI 3 TPaAULLIMHUMUK MeTodaMU. [JaHi BAOCKOHANEHHS
MOXYTb 3HWU3UTU BUTPATH HA TeXHiYHe 06CNYyroByBaHHSA Ta MiABULWMUTKU eeKTUBHICTb poboTH 0BnagHaHHA

KniouoBi cnoBa: ToUHiCTb BUMiptOBaHb; 06po6bKa cMrHanis; aBToMaTu3auis aHanisy; GinbTpauis AaHUX; NPOAYKTUBHICTb
cucTeMm
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Abstract. The study aimed to analyse the effectiveness of the radiative transfer model (RTM) in software for
processing satellite data and monitoring methane emissions. Satellite data analysis, radiative transfer modelling
and integration with geographic information systems (GIS) were used to study methane emissions and their spatial
and temporal changes. The study determined that the use of RTM to analyse satellite data significantly improves
the accuracy of methane emissions estimates. Experimental data has shown that this model can be used to create
a more efficient accounting of atmospheric factors such as cloud cover and aerosols, which minimises errors in
methane concentration calculations. The study also confirmed that this approach can be used to monitor emissions
in different geographical regions with high accuracy. Satellite data was used to identify key sources of methane
emissions, including industrial areas and natural sources. The study determined that the Carbon Mapper software
can be used as a tool for global monitoring of methane and other greenhouse gases, which contributes to a more
effective fight against climate change. The software solution also integrates with GIS to provide data visualisation
and improve data interpretation. In addition, the results showed that RTM can be used for accurate determination
of temporal changes in methane concentrations, which is important for prompt response to increased emissions in
critical areas. The software has demonstrated a high degree of scalability, which allows it to be used for analysing
data on both a local and global scale. In conclusion, the use of this model in combination with high-precision satellite
monitoring has proven to be effective in environmental monitoring and greenhouse gas emissions management

Keywords: Carbon Mapper; cloud cover; aerosols; monitoring; geographical regions

INTRODUCTION

In 2024, climate change gained the status of one of the  of its control. In this regard, the development of innova-
key issues requiring effective solutions for monitoring tive software for analysing satellite data and detecting
and managing greenhouse gas emissions. Methane,be-  methane emissions using the radiative transfer mod-
ing a potent greenhouse gas, has a significant impact el (RTM) is an important step in environmental mon-
on global warming, which underscores the importance itoring. This model considers a variety of atmospheric
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factors and improves the accuracy of methane concen-
tration estimates, which contributes to more efficient
emissions management. The use of modern satellite
surveillance and geographic information systems (GIS)
technologies not only identifies emission sources but
also analyses their impact on the climate, thereby con-
tributing to the creation of strategies for sustainable
development and environmental protection.

The problem of methane emissions monitoring
accuracy remains relevant in the field of research, as
insufficient understanding of the factors affecting the
distribution of this greenhouse gas makes it difficult
to develop effective control strategies. S. Zhang et
al. (2023) demonstrated that the integration of remote
sensing data with atmospheric models significantly
improves the accuracy of methane concentration cal-
culations in various conditions. Their study highlighted
the importance of considering meteorological factors
to improve the reliability of emissions data. E. Terre-
noire et al. (2022) studied the impact of cloud cover and
aerosols on methane emissions estimates, finding that
their consideration in RTM helps to minimise errors.
This opens new opportunities for more accurate moni-
toring of methane sources. B. Erland et al. (2022) devel-
oped methods for processing satellite data, which has
improved the efficiency of monitoring methane sources.
Their approaches demonstrate how new technologies
can transform environmental observation methods.
Y.Jiang et al. (2024) confirmed that the use of high-pre-
cision satellite systems, such as the Greenhouse Gases
Observing Satellite (GOSAT) and the Tropospheric Mon-
itoring Instrument (TROPOMI), significantly improves
the understanding of methane emissions dynamics.
This study highlighted the importance of satellite data
for developing emission reduction strategies. DJ. Ja-
cob et al. (2022) studied the influence of geographical
factors on methane distribution, which expands the
possibilities for targeted monitoring. The results help
identify priority areas for environmental control.

J. Cooper et al. (2022) employed a combined ap-
proach that combines satellite and ground-based data
to more accurately identify key emission sources. This
study demonstrates how the synergy of different meth-
ods can improve monitoring results. P. Asha et al. (2022)
investigated machine learning algorithms to automate
data processing, which simplifies the analysis of large
amounts of information. The study illustrated how ar-
tificial intelligence technologies can improve the effi-
ciency of environmental monitoring. J. Li et al. (2021)
analysed the integration of software with GIS for data
visualisation and interpretation simplification. Their
approaches help better understand the spatial distri-
bution of methane emissions. W. Collins et al. (2022)
emphasised the need to create ways for quick respons-
es to changes in methane concentration in critical ar-
eas. This is essential for effective environmental risk
management and environmental protection. L. Bru-
hwiler et al. (2021) confirmed the importance of RTM

for global greenhouse gas monitoring. Their research
opens new horizons for the development of methods to
combat climate change at the international level.

Nevertheless, there are still gaps that need to be
explored, such as the lack of scalability of existing
methods for different geographical regions and the
need for a more in-depth analysis of temporal changes
in methane concentrations. In addition, there is a lack
of research focused on the development of effective
tools for rapid response to changes in emissions in crit-
ical areas, which opens new opportunities for future
research. This study aimed to evaluate how accurately
RTM, built into satellite data software, can determine
methane emissions. Research goals:

1. To study the effectiveness of RTM for analysing
satellite data on methane emissions.

2. To analyse the various atmospheric factors that
affect the accuracy of methane concentration estimates
in different geographical regions.

3.To evaluate the possibility of integrating the an-
alysed software with GIS to improve data visualisation
and interpretation.

MATERIALS AND METHODS
The study examined the innovative Carbon Mapper
software designed to analyse satellite data and detect
methane emissions using RTM. This software is impor-
tant for monitoring greenhouse gas emissions and as-
sessing their impact on the climate. The Carbon Mapper
was designed to create a system capable of accurately
determining methane concentrations at different alti-
tudes and in different geographical regions, which con-
tributes to a more accurate assessment of its impact
on global warming and changing climate conditions.
During the test period from 1 June to 31 August 2023,
the sensors collected real-time methane concentration
data. This was used to assess the dynamics of concen-
tration changes depending on the time of day, weath-
er conditions and other factors, while conducting field
tests in various regions of Azerbaijan, including Shamkir
district, Baku, Ganja and Lankaran districts, which were
used to assess the efficiency and reliability of the sys-
tem, as well as identify sources of methane emissions.
The study compared the obtained methane concentra-
tion data with publicly available data from the Global
Methane Tracker (2024) to assess the accuracy of the
measurements made with the Carbon Mapper system.
This was used to identify the compliance of the results
with accepted indicators, as well as to determine the
need for further monitoring of emission sources in dif-
ferent conditions. The data obtained is necessary for
monitoring the environmental situation, developing
strategies to reduce emissions and raising awareness of
the impact of methane on the environment and climate.
The study examined the physical processes under-
lying RTM and how they affect the scattering and ab-
sorption of infrared radiation in the atmosphere. Model
incorporation of various atmospheric phenomena such
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as cloud cover, aerosols and other meteorological fac-
tors that can significantly affect the accuracy of meas-
urements was emphasised. One of the most important
aspects of RTM was its use to integrate satellite data
obtained in infrared and optical bands, which mini-
mised errors in calculating methane concentrations. An
important element of the study was an assessment of
the Carbon Mapper software’s ability to analyse spatial
and temporal changes in methane concentrations. Us-
ing this approach,valuable data on how local conditions
and temporal variations affect methane concentrations
was obtained, which in turn can help develop effective
strategies for controlling and reducing emissions. An-
other important task of the study was to examine the
integration of Carbon Mapper with GIS, which expands
the possibilities of visualising the data obtained. As a
result of this integration, the software can not only re-
cord and evaluate methane emissions but also clearly
present their dynamics in different regions, facilitating
the process of analysis and prompt response to changes.

It also addressed how the software handles the
processing of large volumes of data coming from var-
ious satellite systems in real-time. The use of modern

K. Aghayeva & G. Krauklit

algorithms and data processing methods has signifi-
cantly accelerated the analysis process while maintain-
ing the accuracy of the results. At the same time, the
accuracy of the results was maintained, which is a key
factor for reliable monitoring of methane emissions.
The study also looked at the interdisciplinary approach
required to develop such software. It includes the use of
remote sensing data, atmospheric physics models and
advanced computing algorithms.

RESULTS

In the context of global climate change, accurate moni-
toring of greenhouse gases such as methane is becom-
ing one of the key tasks of modern science. Methane is a
powerful greenhouse gas that, although present in the
atmosphere in smaller quantities than carbon dioxide,
has a much greater short-term effect on global warming.
Effective management of methane emissions requires
highly accurate data on methane concentrations in the
atmosphere and its sources.In this context,the innovative
Carbon Mapper software is a significant tool that helps
significantly improve the quality of methane emissions
monitoring and analysis at the global level (Table 1).

Table 1. Main features of the Carbon Mapper software

Characteristic

Description

Software type

A platform for monitoring and analysing carbon and methane emissions

Main functions

Real-time data acquisition, methane concentration analysis, data visualisation

Data sources

Satellite observations, ground sensors, drones

Frequency of data updates

Real-time updates

Supported data formats

CSV,JSON, and GIS formats

Target audience

Research organisations, environmental agencies, industrial companies

Interface

Intuitive graphical interface with visualisation tools

Compatibility

Works on Windows, macOS, Linux

Source: compiled by the authors

Carbon Mapper is distinguished by its ability to ac-
curately analyse satellite data using RTM, which can be
used to detect methane concentrations in the atmos-
phere in different climatic and geographical conditions.
Integration with GIS facilitates data visualisation and
analysis and helps develop strategies to reduce emis-
sions. The use of high-resolution satellite data and the
consideration of atmospheric phenomena minimise er-
rors and allow for effective real-time tracking of emis-
sion sources. Nevertheless, despite the high efficiency
of the software, there are still unresolved issues that
require further development. For instance, it is neces-
sary to improve the accuracy of emission forecasts in
regions with high aerosol density or in complex topog-
raphy, where satellite data may be difficult to obtain.
In addition, the speed of data processing should be
accounted for to ensure quick response to changes in
emissions in critical regions.

Accurate methane measurement requires the use
of highly sensitive sensors that can operate effectively
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under a variety of environmental conditions. The Car-
bon Mapper system considers two main types of sen-
sors: optical and electrochemical. Optical sensors use
infrared light to detect methane, with the gas mol-
ecules absorbing certain wavelengths, allowing their
concentration to be determined by changes in light
intensity. The advantages of these sensors are high
sensitivity, non-contact measurement capability and
no need for frequent calibration. However, their cost
can be higher, and they require sophisticated optics.
Electrochemical sensors, on the other hand, measure
methane levels through a chemical reaction that gen-
erates an electric current proportional to the gas con-
centration. Their main advantages are lower cost, ease
of use and the ability to integrate into mobile devices.
However, they are less sensitive than optical sensors
and may require regular replacement and calibration.
The choice between these sensor types will depend
on specific project requirements, operating conditions
and budget.
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Establishing a reliable infrastructure for data col-
lection is a key element of the Carbon Mapper system.
Important aspects here are the sensor network, the in-
stallation of which should take place in key geographi-
cal locations such as industrial areas, agricultural land
and cities. This will allow coverage of different methane
sources and comparative analyses of concentrations.
Given the different climatic conditions, it is necessary to
ensure that the sensors are operational under extreme
temperatures, humidity and other factors. It is also im-
portant to collect data at different heights, which can
be achieved by installing sensors on masts and towers
to help assess vertical gradients in methane concentra-
tions. For measurements in inaccessible locations, un-
manned aerial vehicles (drones) can be used, which can
be equipped with sensors and allow measurements in
remote or hazardous regions. In addition, communica-
tion between the sensors and the central data process-
ing system via wireless technologies such as LoRaWAN,
Zigbee or 4G/5G is required. Developing a system for
remote monitoring of sensor status and real-time data
collection is also an important task.

Software development is an important step that
will allow visualisation and analysis of the collected
data. The main components of this software will be
the user interface, data analysis and integration with
other systems. The user interface should be intuitive
so that users can easily access the data, adjust meas-
urement parameters and view results. Data visual-
isation in the form of graphs, tables and interactive
maps will simplify the analysis and interpretation of
results. Data analysis will include developing algo-
rithms to process and identify trends and anomalies,
as well as implementing machine learning to predict
methane concentrations based on historical data and
other environmental indicators. The ability to inte-
grate Carbon Mapper data with other environmental
systems and databases will provide broader environ-
mental analyses. The creation of an application pro-
gramming interface to share data with other programs
and systems will be useful for research projects and
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government programs. Testing the Carbon Mapper
system is a critical step to ensure its performance,
accuracy and reliability. This process involves several
key steps: field testing, comparative analysis, and data
processing along with subsequent reporting.

Field tests were conducted to verify the perfor-
mance of the system in real conditions. In the first
phase, tests were conducted in key regions of Azerbai-
jan covering different climatic conditions and methane
sources. The tests were conducted in agricultural areas,
particularly in the Shamkir region, where the impact of
methane emitted from livestock and agricultural waste
was investigated. In industrial areas, such as Baku,
methane emissions from oil and gas facilities, includ-
ing factories and processing plants, were assessed. Ur-
ban areas, particularly Ganja, were the site for analysing
methane sources associated with domestic waste and
transport. In addition, testing was conducted in remote
areas, such as the Lankaran region, where methane was
measured in remote areas, including natural sourc-
es such as marshes and water bodies where methane
can be released from organic residues. These regions
were selected to provide a comprehensive approach
to investigating the sources and conditions that con-
tribute to methane formation in Azerbaijan (Fig. 1). The
selected locations were then used to install sensors at
different altitudes. This included installing sensors on
masts, near methane emission sources, and on drones
that took measurements in hard-to-reach locations
such as mountainous areas, wetlands, and other are-
as with limited access to ground-based surveys. These
measures provided more accurate data on atmospheric
methane concentrations in conditions where tradition-
al monitoring methods would have been difficult or
impossible. The installation was conducted concerning
interferences and factors that could affect the accura-
cy of the measurements, such as the environment and
the presence of other gases. The sensors required cali-
bration to ensure their accuracy and reliability before
measurements could be made, which could include
comparing sensor readings to reference values.

B Average methane concentration (ppm)
B Minimum concentration (ppm)
B Maximum concentration (ppm)

Figure 1. Field test results

Source: compiled by the authors

A comparison of the obtained methane concentra-
tion data with publicly available data was used to as-
sess the accuracy of the measurements made with the

Carbon Mapper system. According to the Global Meth-
ane Tracker (2024), average levels of methane in the air
vary by region and emission source, but in most cases
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are in the range of 1 to 10 ppm for populated areas
and 5 to 15 ppm for industrial areas. In the Shamkir
district, where the average methane concentration was
2.5 ppm, the data is in line with the accepted values for
agricultural land, which are typically between 1-3 ppm.
This demonstrates the high accuracy of the measure-
ments at this location. In the industrial areas of Baku,
where an average methane concentration of 10 ppm
was recorded, the data is also consistent with studies
showing elevated methane levels in areas of active in-
dustrial activity. Publicly available data indicates that
methane concentrations can reach 12-15 ppm in sim-
ilar conditions, suggesting that the results are within
a reasonable range, but further monitoring is needed
to verify the sources of emissions. In Ganja, the aver-
age methane concentration was 4.5 ppm, slightly high-
er than in typical urban environments where methane
levels can range from 2 to 4 ppm. These results may
indicate the presence of additional emission sources,
such as transport or utilities, which require more de-
tailed analysis. Lastly, in the remote areas of the Lan-
karan district, methane levels of 1.8 ppm were record-
ed,which is in line with expectations for regions where
human activity is minimal. The data show that the
methane level here is at the lower end of the range,
which also confirms the accuracy of the measurements.
Thus, the data obtained on methane concentrations at
various locations are within the range of publicly avail-
able data, which confirms their accuracy. Nevertheless,
potential sources of deviations need to be considered,
and monitoring should continue, especially in areas
with increased anthropogenic pressure, to ensure reli-
able and up-to-date data for further analysis and deci-
sion-making. The data processing and reporting phase
involves several important steps.

The collected data should be analysed statistically
to identify trends, anomalies and patterns. This may in-
clude the use of regression analysis, correlation analysis
and other statistical tools. Based on the analysis, reports
should be prepared that provide information on the
test results, comparative analysis and trends identified.
These reports should be understandable and accessible
to a wide range of users, including scientists, environ-
mentalists and policymakers. The reports should also
include recommendations for improving the system,
based on the identified shortcomings and successes.

RTM is central in modern atmospheric monitoring
systems, especially when it comes to satellite obser-
vation and estimation of greenhouse gas emissions
(Liu et al., 2022a). In ecosystems where the accuracy of
data on the concentrations of various gases is crucial
to the fight against climate change, the use of RTM be-
comes indispensable. The main task of this model is to
address all factors affecting the transmission and scat-
tering of radiation through the atmosphere to provide
the most accurate calculations of the concentrations
of gases such as methane. RTM, as part of the satel-
lite data analysis software, accounts for many physical
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processes. First and foremost, it is the interaction of in-
frared and optical radiation with atmospheric particles
such as clouds, aerosols,and air molecules. For accurate
data analysis, it is necessary to determine how radiation
passes through different layers of the atmosphere, and
how it is absorbed and scattered. These processes have
a direct impact on satellite data. Without taking these
factors into account,any measurement of gas concentra-
tion would be distorted and not reflect the real picture.

RTM is particularly relevant for determining how
various atmospheric phenomena can affect satellite
data. For instance, cloud cover can make it difficult
to accurately measure methane concentrations. Light
passing through clouds is scattered or absorbed by
particles, which changes the intensity of the signal re-
ceived by the satellite’s sensors. If this factor is not ac-
counted for, the data can be misinterpreted, and meth-
ane concentrations can be either too low or too high.
In this case, RTM can be used to measure the influence
of clouds, making adjustments that provide more ac-
curate results. In addition to clouds, the calculations
should incorporate aerosols, which can be present in
the atmosphere in significant quantities, especially in
areas with high levels of pollution. Aerosols absorb and
scatter infrared radiation, creating additional data dis-
tortions. RTM helps to assess their impact by correct-
ing data for the composition, size and concentration of
aerosol particles. This is especially important in urban
or industrial areas where air pollution can significantly
distort satellite observations.

The integration of optical and infrared satellite
data into RTM provides a comprehensive and multi-lay-
ered analysis. Satellites, such as GOSAT or TROPOMI, are
equipped with sensors that can detect radiation at dif-
ferent wavelengths, which makes it possible to obtain
accurate data on the state of the atmosphere at different
altitudes (Balasus et al., 2023). RTM combines this data
with physical processes in the atmosphere, allowing
scientists and environmental specialists to obtain the
most accurate and detailed pictures of the distribution
of methane and other greenhouse gases. The accuracy
of RTM-based calculations is also important for long-
term climate change forecasting. Data adjusted for the
effects of atmospheric phenomena help to create more
accurate models of climate processes. For instance,
they can be used to better understand how methane
emissions in certain areas can affect global warming
or local climate change. This, in turn, contributes to the
development of more effective strategies to reduce
emissions and mitigate the effects of climate change.

Nevertheless, despite the high efficiency of RTM,
its use requires constant improvement. The Earth’s at-
mosphere is extremely complex, and many processes
of interaction between radiation and various compo-
nents have not yet been fully understood. For instance,
in regions with very dense cloud cover or significant
air pollution, the accuracy of calculations can be re-
duced. This creates the need for further research and




Innovative software for analysing satellite data...

development aimed at improving the models and
adapting them to new conditions. Thus, RTM is an inte-
gral part of modern satellite data analysis methods (Ta-
ble 2).It allows not only to obtain more accurate data on
the concentrations of methane and other greenhouse

gases but also to better understand the atmospheric
processes that can affect their distribution. The integra-
tion of RTM with satellite systems and further improve-
ment of these technologies opens up new opportuni-
ties for environmental monitoring and climate change.

Table 2. Physical processes in RTM

Process

Description

Impact on measurement accuracy

Radiation scattering

Effect of atmospheric particles
on infrared radiation

This leads to a loss of information
on methane concentrations

Radiation absorption

How gases and aerosols absorb
infrared radiation

May distort measurements
if not accounted for in the model

Impact of atmospheric phenomena

Consideration of cloud cover,
aerosols and other factors

Improves calculation accuracy
by reducing errors

Source: compiled by the authors based on W.Jamshed et al. (2021)

Methane is one of the most potent greenhouse
gases, and its impact on climate change requires con-
stant monitoring (Hui et al., 2022). In 2020-2024, the
problem of controlling methane emissions has become
more urgent as its concentration in the atmosphere
continues to grow. An important aspect of combating
this problem is the ability to accurately analyse spatial

and temporal changes in methane concentrations,
which allows for more effective forecasting of its im-
pact on the climate and the development of strategies
to reduce emissions (Table 3). Modern satellite systems,
such as GOSAT and TROPOMI, play a key role in col-
lecting this data, providing the high-resolution infor-
mation needed for in-depth analysis.

Table 3. Methods of analysing methane emissions

Method of analysis

Description

Usage

Spatial and temporal analysis

Estimating changes in methane
concentrations over time and place

Forecasting emissions
and developing strategies

Forecasting emissions

Developing long-term strategies for
emissions reduction and management

Using historical data
to make predictions

Source identification

Identification of key sources
of methane emissions

Assessing the impact of different
sectors on methane emissions

Source: compiled by the authors based on X. Wu et al. (2024)

The abilityto detect spatial and temporal changesin
methane emissions is of great value to science. Data on
methane concentrations do not just indicate its current
level in the atmosphere - they allow to see the dynam-
ics of these changes. This is especially relevant for pre-
dicting climate impacts, as methane emissions can vary
significantly depending on the source and region. For
example, agricultural and industrial areas may produce
emissions in different amounts and at different times of
the year. Understanding these dynamics allows scien-
tists to develop more accurate climate change models
that consider both temporal and geographical factors.
Satellites can record methane levels in various regions
of the world, including remote areas where ground-
based monitoring stations are either absent or insuf-
ficient. Using this data, scientists can analyse emission
sources, their intensity and distribution depending on
the time of year and atmospheric conditions. This ap-
proach provides a more accurate understanding of the
global distribution of methane and its concentrations.

GOSAT, launched in 2009, was one of the first sat-
ellite missions aimed at monitoring greenhouse gases,

including methane (Imasu et al., 2023). It made it pos-
sible to obtain data with high spatial resolution, which
significantly improved the accuracy of methane concen-
tration estimates. TROPOMI, a newer satellite system,
is equipped with advanced instruments for measuring
emissions in different parts of the spectrum (Douros et
al., 2023). It provides data with even higher resolu-
tion, which helps to detect even the smallest chang-
es in atmospheric methane concentrations. Analysing
spatial and temporal changes in emissions using such
satellites plays an important role in strategic planning.
For instance, accurate emissions data can help identify
hotspots - regions with the highest emissions. This can
be useful for developing targeted emission reduction
strategies in specific regions, such as industrial centres
or oil and gas fields. In these cases, emission reduction
measures can be focused specifically on key sources,
making the fight against climate change more effective.

Accurate spatial and temporal modelling of emis-
sions also helps to account for temporal variations in
methane emissions. For instance, in agricultural are-
as, emissions may increase sharply during periods of
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ploughing or other agricultural activities, while at
other times they may be minimal. In industry, methane
emissions can vary depending on production cycles
and the level of activity of enterprises. Satellite data
can be used to address these temporal variations and
make more accurate forecasts for different regions of
the world. However, despite the obvious advances in
methane data collection and analysis, challenges re-
main. For instance, in regions with dense cloud cover or
high concentrations of aerosols, the accuracy of satel-
lite measurements can be reduced. In such cases, both
RTM and data processing methods need to be improved
to minimise errors in the calculations. In addition, the
speed of data processing is an important aspect, as a
quick response to increased emissions in certain re-
gions can help prevent more serious consequences.

Thus, the analysis of spatial and temporal chang-
es in methane concentrations plays a key role in
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understanding and predicting its impact on the cli-
mate. Accurate data on emissions dynamics opens new
opportunities for developing integrated solutions to
reduce the impact of methane on the climate and pro-
tect the planet from further global warming. In the era
of global climate change, when accurate and timely
data play a key role in the development of environ-
mental protection measures, the importance of data
visualisation and its integration with GIS becomes
obvious (Table 4). Modern software solutions, such as
Carbon Mapper and other greenhouse gas monitoring
systems, not only provide accurate data on the concen-
trations of various gases in the atmosphere but also
visualise them for simplified analysis. Data visualis-
ation in the form of maps, graphs and other interac-
tive tools enables professionals to effectively interpret
research results, make decisions quickly and develop
strategies to reduce emissions.

Table 4. Integration with GIS

Characteristic

Description

Advantages

Data presentation format

Maps, charts and visuals

Simplifies the perception of information

Simplifying data interpretation

Increasing accessibility
for environmental professionals

Quickly adapt solutions based on data

Facilitating rapid response

Visible emissions trends
in different regions

Can be used to respond quickly
to changing situations

Source: compiled by the authors based on D. Shkundalov & T. Vilutiené (2021)

GIS are powerful systems that can analyse and
display spatial data, providing users with a compre-
hensive understanding of the environmental situation
in specific regions. The integration of methane moni-
toring software with GIS makes it possible to display
gas concentrations on a map as coloured zones, where
different shade intensities indicate levels of pollution.
The ability to visualise data simplifies data interpre-
tation, making it accessible not only to scientists and
specialists but also to a wide audience, including poli-
cymakers, environmentalists and civil society organisa-
tions. Graphs, charts and maps help to present complex
data in a visual way, which is particularly important for
environmental management decisions. For example, a
map of methane emissions in a region can provide a
clear picture of which areas require immediate atten-
tion and intervention, where monitoring needs to be
strengthened, or where measures to reduce pollution
need to be taken.

One of the key benefits of visualisation is the abil-
ity to track changes in gas concentrations over time.
For instance, using software integrated with GIS, it
is possible to observe how methane concentrations
change throughout the year or in response to weather
conditions. This helps identify patterns, such as sea-
sonal emissions associated with agriculture or pollu-
tion spikes caused by industrial activity. Understand-
ing such temporal variations allows more accurate
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forecasts and strategies to be developed to minimise
future emissions. In addition, GIS data visualisation
allows environmental data to be integrated with oth-
er information, such as demographics or infrastruc-
ture, to assess the impact of methane emissions not
only on the environment but also on public health
in certain areas. For instance, comparing methane
emission maps with data on population density or
the location of residential areas can help identify re-
gions where high concentrations of the gas may pose
a health risk. This helps to develop comprehensive
measures to improve the environmental situation and
protect public health.

The integration of visualised data with GIS was
also used to assess the effectiveness of measures
taken to reduce emissions. For instance, if strict envi-
ronmental regulations have been introduced in a par-
ticular region, such tools can be used to monitor how
methane concentrations change after the introduction
of these measures. This allows not only to record the
results but also to assess how effective the actions tak-
en were and whether they need to be strengthened or
adjusted. One of the most important aspects of using
data visualisation and GIS is the ability to present in-
formation in a public-friendly format. Transparency and
accessibility of environmental data are crucial to in-
creasing public awareness and citizen engagement on
climate change and environmental issues. When data
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on emissions of methane and other greenhouse gases
are presented in a visual form, it helps shape public
opinion and pressure governments and companies to
take more stringent measures to reduce emissions.
However, despite all the benefits of data visualis-
ation, there remain certain challenges associated with
its use. One of them is the need to ensure the accuracy
and correctness of the data used to create maps and
graphs. Any errors in calculations or misrepresentation
of data can lead to distortion of the real picture and
wrong decisions. Therefore, software developers should
emphasise the accuracy of calculations, as well as en-
sure that data can be promptly updated as they become
available. Thus, visualisation functions integrated with
GIS are an integral part of modern environmental mon-
itoring systems. They are substantial tools for spatial
data analysis, visualisation and effective usage in en-
vironmental decision-making. In the future, such solu-
tions will be increasingly relevant in the fight against
climate change, as they allow not only to monitoring of
greenhouse gas emissions but also to development of
strategies to reduce them at the global level.

Modern software for monitoring greenhouse gas
emissions, such as methane, requires a deep integration
of various scientific disciplines and technologies. The
development of systems such as Carbon Mapper, which
can accurately analyse the concentrations of methane
and other gases on a global scale, cannot be success-
ful without an interdisciplinary approach. This process
involves the use of remote sensing data, atmospheric
physics models and powerful computing algorithms to
process huge amounts of data. Thus, such projects are
the result of the fusion of many areas of science and
technology, which makes them particularly challenging
but also extremely effective in the fight against climate
change. An interdisciplinary approach creates opportu-
nities for further software improvements (Table 5). For
instance, the use of data from a variety of sources, such
as drones, aircraft and ground sensors, in addition to
satellite data, can significantly improve the accuracy and
detail of analysis. In addition, the development of new
data processing algorithms based on advanced artifi-
cial intelligence techniques can improve the ability of
software to predict future emissions and their impacts.

Table 5. Interdisciplinary approach to development

Discipline

Role in software development

Examples of interaction

Climatology

Data analytics in the context
of climate change

Assessing the impact of methane
emissions on the climate

Meteorology

Accounting for meteorological
factors in models

Modelling the impact of weather
on methane concentrations

Information technology

Development and optimisation
of data processing algorithms

Application of machine
learning algorithms

Ecology

Interpreting data to make
environmentally sound decisions

Assessing the impact of emissions
on ecosystems

Source: compiled by the authors based on L.T. Bui et al. (2021)

However, despite the many benefits of an interdis-
ciplinary approach, software developers also face sig-
nificant challenges. One of them is the need to ensure
the high accuracy of models and algorithms, as errors
in calculations can lead to incorrect conclusions and
decisions. This requires continuous improvement of
models, updating data and testing new processing
methods. Thus, an interdisciplinary approach to the de-
velopment of methane emissions monitoring software
is a key factor in its success. The use of remote sensing
data, atmospheric physics models and computational
algorithms makes such systems indispensable tools in
the fight against climate change. In the future, the de-
velopment of these technologies will make greenhouse
gas monitoring even more accurate and efficient, which
will contribute to a more effective fight against global
warming and environmental protection.

DISCUSSION

The study determined that innovative software for ana-
lysing satellite data and methane emissions based on
RTM demonstrated high efficiency in monitoring methane

concentrations. The findings showed that the application
of the model significantly improved the accuracy of the
calculations, which in turn contributed to a more relia-
ble assessment of the impact of methane emissions on
climate. This opens new possibilities for the use of such
systems in global monitoring of greenhouse gases, espe-
cially under climate change. This was also investigated
by M. Omara et al. (2023) where the results confirmed
that methane monitoring software helps to collect and
analyse data from various sources. It uses artificial intel-
ligence and machine learning to detect methane leaks.
These systems integrate with other platforms for better
emission management. A study conducted by M. Gal-
falk et al. (2021) demonstrated that modern technolo-
gies, including satellites and drones with highly sensitive
sensors, significantly improve the accuracy of methane
monitoring. Improved data processing techniques allow
for more accurate localisation and assessment of leaks,
which is critical for rapid response and effective long-
term emission reduction planning. It is worth noting that
modern methane emission monitoring methods play an
important role not only in pollution reduction but also
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in the economic efficiency of enterprises. Rapid leak
detection helps to reduce gas losses and minimise
potential fines for environmental violations. The intro-
duction of such technologies is becoming a mandatory
element of sustainable development in various indus-
tries, especially in the oil and gas industry.

Emphasis was devoted to the analysis of physical
processes occurring in the atmosphere. The results
showed that considering such factors as clouds and
aerosols significantly reduces measurement errors.
This confirms the importance of integrating satellite
data with RTM, which provides more accurate results.
In the future, it is possible to expect further develop-
ment of algorithms that will allow even more accurate
consideration of atmospheric conditions. D. Allen et
al. (2022) concluded that the atmosphere is governed
by processes of heat transfer, convection, and turbu-
lence that affect climate and weather. These process-
es help transport energy and substances, including
pollutants such as methane. Determination of their
dynamics is important for predicting climate change.
P.G. Stegmann et al. (2022) found that satellite gas
and temperature data are used in RTM to accurately
analyse the atmosphere. These models estimate the
interaction of radiation with gases and particles. The
integration helps to improve emission monitoring and
climate projections. These results support the above
study as they demonstrate a correlation between phys-
ical processes in the atmosphere and gas emission dy-
namics. The integration of satellite data with RTM also
emphasises the importance of accurate measurements
for predicting climate change. These findings strength-
en the understanding of how effective monitoring and
analysis of atmospheric processes can help combat
global warming and control emissions.

The study also determined that the software was
effective in analysing spatial and temporal variations
in methane concentrations. This is a critical aspect as
methane emissions can be irregular and dependent on
multiple factors such as agricultural activities or indus-
trial processes. The results of the study confirmed that
accurate temporal and spatial analyses are the basis for
developing strategies to reduce emissions, which can
have a significant impact on combating climate change.
Of note is the study by JJ. Montes-Pérez et al. (2022),
which also determined that analysing the temporal and
spatial variations of methane helps to identify its sourc-
es and fluctuations in concentrations. These changes
are influenced by seasonality, climate, and human ac-
tivity. Satellite data can track methane in real-time,
improving predictions of its impacts. In turn, X. Liu et
al. (2022b) found that irregular emissions such as leaks
can significantly increase the amount of methane in
the atmosphere. These spikes are more difficult to pre-
dict but are important to consider for accurate climate
models. They affect understanding and strategies to re-
duce emissions. These findings are consistent with the
thesis in the previous section as they emphasise the im-
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portance of an integrated approach to methane mon-
itoring. The observed spatial and temporal variations
and irregular emissions confirm that both long-term
trends and short-term fluctuations must be considered
for effective emissions management. As a result, the
data emphasise the need to integrate technologies and
methods to better assess the climate impacts of meth-
ane and develop strategies to reduce them.

During the research process, the possibility of inte-
grating Carbon Mapper with GIS was investigated. The
results showed that such integration significantly im-
proves data visualisation and makes the data more ac-
cessible to environmental decision-makers. Visualising
the results in the form of maps and graphs not only
facilitates data interpretation but also enables rapid
response to changes in methane concentrations in dif-
ferent regions. A. Lovrak et al. (2022) also conducted a
study which confirmed that the integration of methane
data with GIS allows the creation of maps that visualise
spatial patterns. GIS can be used to analyse data, iden-
tify emission sources and assess their environmental
impact. This facilitates informed decisions on emissions
management and the development of emission reduc-
tion strategies.M.S.Johnson et al.(2022) also determined
that the visualisation of methane emission data plays
an important role in environmental monitoring by al-
lowing information to be presented visually. Interactive
maps and graphs help to track real-time changes and
identify emission hotspots. This makes the data easier
to interpret and raises awareness of environmental and
climate change issues. By comparing data from studies,
key trends and correlations can be identified that help
to better understand the dynamics of methane emis-
sions. By analysing different sources of information,
such as satellite data, ground measurements and data
from GIS, the impact of human activities and natural
factors on atmospheric methane levels can be more ac-
curately assessed. These comparisons not only confirm
previous findings but also open new perspectives for
developing effective strategies to reduce emissions and
improve environmental monitoring.

The study also confirmed that the software can pro-
cess large volumes of data, which is critical for global
monitoring. The use of advanced data processing al-
gorithms has ensured a high speed of analysis, which
provides relevant information in real time. This, in turn,
creates an opportunity for more timely decision-mak-
ing in managing greenhouse gas emissions. D.R. Tyner
& M.R.Johnson (2021) concluded that processing large
amounts of methane data requires powerful computing
resources and advanced technology. Data are collected
using satellites and ground-based sensors, resulting in
the accumulation of huge amounts of information. Ef-
ficient methods such as distributed computing speed
up analyses and improve the accuracy of predictions.
P.I. Palmer et al. (2021) identified that algorithms based
on machine learning and artificial intelligence are
becoming key for global methane monitoring. They
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can process data in real-time, identifying patterns and
anomalies indicative of leaks. These technologies im-
prove the accuracy of monitoring and enable rapid re-
sponse to environmental threats. When analysing the
results of the study, methane emissions were defined
as complex and multifaceted in nature, dependent on
a variety of factors including climatic conditions and
human activity. The identified patterns emphasise the
need for a better understanding of the sources of emis-
sions and their environmental impact. These findings
can provide a basis for developing targeted strategies
to reduce methane emissions and improve environ-
mental policies.

Lastly, an interdisciplinary approach was found to
be necessary for the successful development of such
software. Collaboration between specialists from differ-
ent fields, such as climatology, meteorology and infor-
mation technology, provides an integrated approach to
solving the problem of methane emissions. This empha-
sises the importance of researchers and practitioners
working together to achieve effective solutions in en-
vironmental monitoring and climate risk management.

CONCLUSIONS

The study determined that the innovative RTM-based
satellite data analysis and methane detection soft-
ware significantly improved the accuracy of methane
monitoring. This software, which uses radiative trans-
fer algorithms, can be used to improve the efficiency
of important physical processes analysis, such as the
scattering and absorption of infrared radiation in the
atmosphere. Considering the influence of atmospheric
factors such as cloudiness and aerosols, a significant re-
duction in calculation errors was achieved, which is crit-
ical for assessing the impact of methane on the climate.

The analysis of spatial and temporal changes in
methane concentrations has shown that methane
emissions can be irregular and depend on many factors,
such as agricultural activities, the oil and gas indus-
try and natural phenomena. This highlights the need
for accurate monitoring, which can serve as a basis for
developing effective emission reduction strategies. As
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IHHOBaUiHe nporpaMHe 3a6e3nevyeHHs A9 aHaNi3y CyMyTHUKOBUX AAHUX
i BUKMAIB MeTaHy i3 3aCTOCyBaHHAM MoAeni paAiauiiHoOro nepeHocy

Kamana AraeBa

[okTop dinocodii, 3aCTyNHUK UMPEKTOPA 3 HAYKOBMX MUTaHb
AsepbanaKaHCbKe HaLiOHa/IbHEe aepPOKOCMiYHE areHTCTBO
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AHoTauis. [locnigpxeHHs 6yno npoBefeHO AN aHanizy edeKTUBHOCTI 3aCTOCYBaHHA MOAeNi paaialiiHoro nepeHocy
(RTM) B nporpaMHoMy 3abe3neyeHHi A9 ONpaLloBaHHS CYMYyTHUKOBUX AAHUX | MOHITOPUHTY BUKMAIB METaHy. Y
npoueci [ocniaXeHHs 6yn0 BUKOPUCTAHO METOAM aHani3y CynyTHUKOBUX AaHUX, MOAENIOBAHHS pajiaLiiHoro
nepeHocy Ta iHTerpauii 3 reoiHdopMauinHUMK cUCTEMaMU AN BUBYEHHS BUKMAIB METaHY Ta IXHiX NPOCTOPOBO-
YyacoBux 3MiH. Iig Yac gocnipkeHHs 6yno BCTaHOBMIEHO, WO 3acTOCyBaHH:A RTM gns aHanisy cynyTHUKOBUX OaHWUX
iCTOTHO MiABMLLYE TOUYHICTb OLLIHKM BUKMAIB MeTaHy. EKcnepuMeHTanbHi AaHi 3aCBig4MAK, WO BUKOPUCTAHHS L€l
Mogeni pa€ 3mMory 6inbll eeKTMBHO BPaxoBYBaTU aTMOCHEPHI YNHHUKM, SK-OT XMAPHICTb T3 aep0o307i, WO MiHiMi3ye
MOMW/IKM B PO3PaxyHKax KOHLEHTPaLii MeTaHy. Takox 6yno niaTBepaKeHO MOX/IUBICTb 3aCTOCYBaHHS LbOro niaxomdy
0019 MOHITOPUHTY BUKMAIB Y Pi3HMX reorpadivyHMX perioHax i3 BUCOKOK TOUHICTIO. CynyTHUKOBI AaHi Aanu 3mMory
BM3HAUYMTU KJIHOYOBI AXepena METaHOBUX BUKMUAIB, BKNHOYHO 3 MPOMUCIOBMMM 30HAMU Ta MPUPOAHUMUM OXepenamu.
Y pe3ynbTati focnigxeHHs 6yno BUsBAeHo, Wo nporpaMHe 3abesneyeHHs Carbon Mapper Moxe BUKOpPUCTOBYBaTUCS
SK iHCTPYMEHT 19 rnobanbHOro MOHITOPUHIY MeTaHy Ta iHWMX NapHWKOBMX rasig, WO CnpuseE Binblw epeKTUBHIM
60poTb6i 3i 3MiHO KNiMaTy. [IporpamHe pilleHHS TaKOX IHTErpyeTbCs 3 reoiHbopMaLiitHUMM CUCTEMAaMU AN HAAAHHS
Bi3yanisauii gaHuUX i noninweHHs iXHbOi iHTepnpeTauii. Kpim Toro, pesynstaTtv 3acsigumnnu, wo RTM gae 3Mory To4HO
BM3HAYaTM TUMYACOBI 3MiHM B KOHLLEHTPALiSIX METaHY, L0 BaX/IUBO A1 ONEepaTUBHOIO pearyBaHHA Ha 3pOCTaHHA
BMKUAIB Y KPUTUYHMX 30HaX. [IporpamHe 3abe3neyeHHs NpOAEMOHCTPYBaN0o BUCOKMI CTyMiHb MacwTaboBaHOCTI,
L0 [A€E 3MOry 3aCTOCOBYBATM MOro ANl aHANi3y AaHMX K IOKANbHOro, Tak i robanbHoro Macwrtaby. TakuM YMHOM,
BMKOPUCTaHHA AaHOT MOAeNi B NOEAHAHHI 3 BUCOKOTOYHMUM CYNYTHUKOBUM MOHITOPUHIOM NiATBEPAUNO CBOIO
eQeKTUBHICTb B €KONOMYHOMY MOHITOPUHIY Ta YNPaBAiHHI BUKMAAMWU NAaPHUKOBUX rasis
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