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Abstract. Recently, connecting employees to the company’s internal network remotely through public
resources has become widespread among small and medium-sized companies. In this case, the issue
of information protection has become acute since a certain share of information may circulate through
an unprotected network. Currently, VPN technology, which has many options for implementing
networks for different purposes of use, is widely used. Among the variety of implementations, this
research has chosen the construction of a VPN network based on Cisco equipment as an object
of research. This approach has been chosen because of the prevalence and availability of equipment,
and the availability of a simulator to design, set up and test the network. The organization structure, in
which employees can work both inside and outside the corporate network, has been described. At the
same time, each of the employees is supposed to have equal opportunities to connect to servers
securely and work with data related to the organization’s activities. Accordingly, for the employees
who work remotely, the issue of information security is specifically acute. Therefore, the authors
propose a network model, which consists of three zones: the main office, the remote worker’s
workplace, and a segment with servers located in the demilitarized zone (DMZ). The demilitarized
zone provides an additional level of security for the local network, which minimizes damage in the
event of an attack on one of the publicly available services: an external attacker has direct access only
to the equipment in the DMZ. The VPN technology will be used as a means of protecting
the connection of employees to servers with the organization’s data. The network hardware is selected.
The Cisco 2811 router which is used to cover the needs of small organizations (up to 36 workplaces) is
chosen to combine all segments into one network. Practical implementation of the VPN technology
settings in the presented distributed network of the organization has been conducted. The computer
network is simulated in the Cisco Packet Tracer environment. As a result of fulfilling the assigned
tasks, security policies have been implemented in the network based on the use of Cisco VPN
technology. This tool makes it possible to organize a secure VPN channel for connections from within
the organization’s network, which, in turn, allows a remote employee to access the organization’s
servers and data. The results of this work can be used by the companies or individual users who plan
to integrate the VPN architecture, based on Cisco equipment, into their network infrastructure.

Keywords: network, demilitarized zone, Packet Tracer simulator, Cisco, VPN tunnel, cryptographic map.
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Introduction

Modern business is reaching out far beyond the region and country borders. As a result, the
enterprises’  structural components have become more distributed. Accordingly,
communication and exchange of information between the enterprise’s branches is realized
through the Internet. The pandemic also contributed to the trend when remote work became
the norm for many organizations. In Ukraine, this phenomenon received an additional impetus
with the full-scale war of the Russian Federation against Ukraine, which spurred an extensive
migration of specialists, posed threat to the employees’ safety during missile attacks, which
made remote work a new reality. Organizations introduced special policies regarding remote
employees. It is obvious that the growth of the number of users, the amount of information
and its value naturally requires a solution to the problem of information protection (Zhilin et
al., 2021). Information in the modern world has become a value that must be reliably
protected (Buriachok et al., 2019). Every year, huge amounts of money are spent on the
information security of enterprises, state institutions and organizations, but does not guarantee
a complete protection of information systems, since the methods of external intervention are
being improved, the initiators of which can be either ordinary cybercriminals who aim to
enrich themselves or obtain a competitive advantage, or even organized groups of specialists
acting in the interests of the country, whose policies and activities are aimed at the
infrastructure and critically important information resources of another state (Mohan et al.,
2015). It is obvious that protection should be targeted at the main properties of information:
integrity, confidentiality, and availability (Mykytyshyn et al., 2016).

The relevance of information protection at the network level lies in the fact that there is
a key need to ensure the confidentiality of data transmitted within the network (Graivoronsky
et al., 2009). On the scale of the office, it is quite possible to create a secure network, but this
will only partially solve the security problem, because in modern conditions some employees
have remote access, so it is necessary to expand the security policy of the organization to the
entire network infrastructure (Semenov et al., 2014).

The security policy of the organization is developed in accordance with the provisions
of ND TZI 1.1-002-99 and recommendations of ND TZI 1.4-001-2000.

Literature review

One of the common approaches to solving the problem of information security is setting up
and using virtual private networks (Virtual Private Network or VPN) (Galkin et al., 2016;
Vasylyna et al., 2013). This technology is widely spread since, in addition to the security
advantages it offers, it allows the user to bypass certain network restrictions, for example, it
provides access to sites and resources that are prohibited in the country or by organization
regulations. With this aim, for example, you can use the Opera browser above version 40 to
easily enable a free VPN option. In addition to specialized software that complements the
operating system with VPN functions. In addition, there are other methods, including
software and hardware and integrated solutions that employ various tools, such as a router
with the function of filtering network traffic, network screens, proxy servers, software-
hardware encryptors etc. (A Framework for IP Based Virtual Private Networks; Pure
hardware VPNs uale high-availability tests).

The idea of building virtual VPN networks is based on a fairly simple reasoning about
building a secure tunnel between two nodes of an open network, which, through
cryptographic algorithms, is inaccessible to outside observers, which will ensure
confidentiality and integrity of information (Medvedev et al., 2002).

© O. S. Havrysh, Yu. Yu. Obruch, A. V. Chepynoga, A. V. Honcharov, O. M. Panasko, 2023
DOLI: 10.24025/2306-4412.3.2023.284551
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Cisco Systems (Cisco IOS Quality of Service Solutions Configuration Guide) is the
leader in the market of network equipment used in creating and using VPN technology. The
company has specifically implemented the following technologies: Cisco ASA for network
screens, Cisco Secure IDS for the intrusion detection system, Cisco VPN for virtual private
networks (Bartlett et al., 2016; Bollapragada et al., 2005).

VPN technology offers an opportunity to establish a network connection over another
network. A VPN connection provides users with secure access to an organization’s corporate
network while limiting access for the attackers. To equip a network connection with such a
property, it is necessary to implement three basic principles: tunneling, encryption, and
authentication (Douglas Crawford). Data transfer between sender and receiver network nodes
takes place through multiple nodes of an open public network, but due to tunneling, the traffic
passes as if they were combined into one local network. This is implemented due to an
asymmetric cryptographic encryption algorithm, which generates additional information
transmitted along with the main data packet. On the receiving side, this additional information
is used for data authentication, which ensures their security.

The most commonly used protocols to establish a VPN are IPSec, PPTP, PPPoE, L2TP,
L2TPv3 and OpenVPN (VPN protocols; We choose the VPN protocol; What is SSL?).

VPN service providers use encryption and a set of IPSec protocols to encapsulate user
data for reliable protection (IPSec is a protocol for protecting network traffic at the IP level).
Cisco IOS SSL VPN technology provides access to the corporate network using the SSL
cryptographic protocol and provides data transmission of various types, including those with
increased bandwidth requirements (audio and video files).

Materials and methods

The purpose of the research: building a model of information protection at the network level
using Cisco VPN technology.

Research objectives:

1) describe the organization (institution) and construct a model of its distributed network,
where the information protection system is implemented;

2) implement the VPN technology settings in the presented distributed network of the
organization and test the information protection system.

When developing an information protection system, the developer should be guided by
regulatory documents that stipulate the minimum requirements for its creation.

Here, we consider a simple model of the organization, which can be expanded and
supplemented in the future. This approach will demonstrate the basic principles of
implementing information protection based on Cisco VPN technology. Suppose that the
institution for which an information protection system is being implemented is engaged in
work related to commercial secrets and at the same time has a limited budget funding and a
small staff. Therefore, for the proper functioning of the system, it is necessary to take
maximum security measures, which would not exceed the limited budget.

Suppose that the staff in this organization consists of three workers who are installed in
the main office and an employee who performs the duties remotely. At the same time, each of
the employees must be equally enabled to securely connect to servers and work with data
related to the company’s activities.

One of the factors contributing to better information protection from unauthorized
access and interference from the outside is to divide the network into three zones: the main
office (LAN), the remote worker’s workplace (Branch) and the premises with servers located
in the demilitarized zone.

© O. S. Havrysh, Yu. Yu. Obruch, A. V. Chepynoga, A. V. Honcharov, O. M. Panasko, 2023
DOI: 10.24025/2306-4412.3.2023.284551
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The Demilitarized Zone (DMZ) is a network with limited access that separates a private
network from a public network. The DMZ hosts various servers, such as: file (FTP), domain
name (DNS), mail (MTA), proxy, IP telephony (VoIP), etc. The purpose of DMZ is to ensure
the security of a private network by providing the company with access to untrusted networks
(the Internet). If you provide open access to the necessary resources of the external network,
then the internal network will be at risk. The solution to this complication can be to install the
necessary servers in an isolated DMZ network, which is separated from the private one by
means of a firewall that will filter the traffic between them. In turn, the DMZ server is
protected by another firewall, which acts as a buffer between the restricted access network
and the external network. Thus, the existence of a DMZ creates two additional barriers for an
attacker, whose task is to compromise the system’s operation in the DMZ first, then break the
protection of the internal security system, and gain access to confidential information. At the
same time, if the first barrier is broken, a security breach notification will be issued. To
monitor the state of the system, companies can install a proxy server inside the DMZ, which
will allow monitoring user activity and filtering traffic, giving employees access to the global
network. However, the efficiency of DMZ protection does not include private networks and
cannot guarantee information protection in case of internal attacks.

VPN technology will be used as a means of protecting the employees’ connection to
servers containing the company’s data. The structure of the company’s distributed network
built in the Cisco Packet Tracer environment (Melnyk et al., 2018; Cisco Packet Tracer) is
shown in Fig. 1. This simulator allows you to design network models, configure its
components (routers and switches) using Cisco I0S commands, and simulate interaction
between several users. The addressing of devices in the network is presented in Fig. 2.

Internet

Figure 1. Scheme of the company’s distributed network

© O. S. Havrysh, Yu. Yu. Obruch, A. V. Chepynoga, A. V. Honcharov, O. M. Panasko, 2023
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MpucTpiia IHTepdeic IP-agpeca Macka nigmepe:si LWntos 3a samoBuyeaHHAM  TIOPT HKOMYTaATOPRA
Main Fofo 172.30.66.1 255.255.255.252 G1/0/1
Fo/1 172.30.10.1 255.255.255.0 Fo/1
s1/0 194.11.166.66 255.255.255.240 s1/0
Internet 51/0 194.11.166.65 255.255.255.240 s1/o
s1/1 172.20.1.1 255.255.255.252 s1fo
Branch s1/o 172.20.1.2 255.255.255.252 s1/1
Fo/fo 172.30.1.33 255.255.255.224 Fof1
PC FO 172.30.1.34 255.255.255.224 172.30.1.33 F1/1
WebServer FO 172.30.10.2 255.255.255.0 172.30.10.1 F1/1
DNS Server FO 172.30.10.3 255.255.255.0 172.30.10.1 F2/1
Multilayer_Switch G1/o/1 172.30.66.2 255.255.255.252 Fo/0
G1/o/2 FO/1
G1/0/3 172.30.66.33 255.255.255.224 FO
VLANI1O 172.20.0.1 255.255.255.0
VLANZ0 172.30.15.1 255.255.255.0
VLAN30 172.30.55.1 255.255.255.0
ABASSYSLOG/NTP FO 172.30.66.34 255.255.255.224 172.30.66.33 G1/0/3
VLAN 1 FO 172.30.0.2 255.255.255.0 172.30.0.1 F1/1
VLAN 2 FO 172.30.15.2 255.255.255.0 172.30.15.1 F2/1
VLAN 3 FO 172.30.55.2 255.255.255.0 172.30.55.1 F3/1

Figure 2. Representation of addressing in the network

Next, we briefly consider the main segments of the network presented in Fig. 1.

* Central network device — Cisco 2811 router (connects all network segments into one)
(Overview of Cisco Interface Cards for Cisco Access Routers).

* The LAN zone (highlighted in blue) is the main office (the workplaces of three
employees are located).

* Demilitarized zone (highlighted in pink).

* Branch (highlighted in purple) is the branch where the remote employee’s workplace
is located.

A VPN tunnel is to be established between the Branch and the central device of the
network called Main, because in this case, the employee from the branch will be protected
from attacks on the data transmitted as a result of working inside the network and, at the same
time, will be able to remotely access the company’s data and work with it safely
(Construction of a secure Internet access node).

Practical implementation of VPN technology settings. Network configuration will take
place in the Cisco Packet Tracer environment. The simulator has a device library that contains
all the necessary components, including various series of Cisco routers, switches and
firewalls, servers for various purposes and other network equipment. The repository also
presents a wide nomenclature of various types of connections between computer network
elements (Melnyk et al., 2018). To add a new network element, the user may simply drag the
desired element to the workspace and set the connection type by clicking on the
corresponding devices in turn. The Cisco Packet Tracer simulator allows you to successfully
create complex network layouts, check network topology for operability. However, the
implemented functionality of the devices is limited and corresponds to the equipment capacity
in the real-life setting.

Configuring security policies including VPN. ISAKMP (Internet Security Association
and Key Management Protocol) and IPSec are required to build and encrypt a VPN tunnel.
ISAKMP, an alternative name for which is IKE (Internet Key Exchange), is a negotiation
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protocol that allows two nodes to agree on how to establish an IPsec tunnel. ISAKMP
alignment consists of two phases: Phase 1 and Phase 2.

During phase 1, the first tunnel is established to protect subsequent ISAKMP
negotiation messages. During phase 2, a tunnel is established to protect the data. Then, IPSec
is launched to encrypt the data using appropriate algorithms, provide authentication, and
replay protection.

For further correct operation of the VPN configuration, the Security Technology
package must be installed. This step may not be necessary with some versions of Cisco
routers. Therefore, enter the following commands:

Main(config)# license boot module c1900 technology-package securityk9

Main(config)# exit

After that, the router needs to be rebooted: Main# reload

The first step is to configure the ISAKMP Phase 1 policy:

Main(config)# crypto isakmp policy 10

Main(config-isakmp)# encryption aes 256

Main(config-isakmp)# authentication pre-share

Main(config-isakmp)# group 5

Main(config-isakmp)# exit

In the above commands, the individual parameters mean the following:

AES 256 is the encryption method that will be used in Phase 1 (state-of-the-art
encryption methods are recommended).

Pre-Share implies using a pre-shared key (PSK) and as an authentication method.

Group 5 is the Diffie-Hellman group that will be used.

It is possible to use the commands hash md5 (hashing algorithm) and lifetime 86400
(the lifetime of the session key, which is expressed in seconds. This value is set by default.

It is necessary to create extended access lists of ACL access rights to sort potentially
dangerous traffic (traffic that needs to be filtered):

Main(config)# access-list 110 permit ip 172.30.0.0 0.0.0.255 172.30.1.32 0.0.0.31

Main(config)# access-list 110 permit ip 172.30.15.0 0.0.0.255 172.30.1.32 0.0.0.31

Main(config)# access-list 110 permit ip 172.30.55.0 0.0.0.255 172.30.1.32 0.0.0.31

Main(config)# access-list 110 permit ip 172.30.66.32 0.0.0.31 172.30.1.32 0.0.0.31

The next step is to create a transformation set (Transform Set) used for data protection
(named VPN-SET):

Main(config)# crypto ipsec transform-set VPN-SET esp-aes esp-sha-hmac

In the above command, ESP-AES is the encryption method, and SHA is the hashing
algorithm.

The next step is to create a Crypto Map. Crypto Map represents the last step of
configuration and combines the previously specified ISAKMP and IPSec configurations.

Main(config)# crypto map VPN-MAP 10 ipsec-isakmp

Main(config-crypto-map)# description VPN to Branch

Main(config-crypto-map)# set peer 172.30.1.2

Main(config-crypto-map)# set transform-set VPN-SET

Main(config-crypto-map)# match address 110

Main(config-crypto-map)# exit

In the given sequence of commands, the name of the VPN-MAP cryptographic map is
specified. The ipsec-isakmp tag tells the router that this corresponding map is an IPSec
cryptographic map. Match address is a command that applies an access list to a cryptographic
transformation.
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The last step is to apply a cryptographic map to the router interface through which the
traffic passes. In this case, the output interface is Seriall/0:

Main(config)# interface Seriall/0

Main(config-if)# crypto map VPN-MAP

Main(config-if)# exit

It should also be considered that only one cryptographic map can be applied to one
interface.

At this point, the configuration on the Main device is completed, it is necessary to
perform similar actions for the Branch device but specify unique IP addresses of ports and
ACLs. The commands to configure VPN on the Branch device are given below:

Branch(config)# access-list 110 permit ip 172.30.1.32 0.0.0.31 172.30.0.0 0.0.0.255

Branch(config)# access-list 110 permitip 172.30.1.32 0.0.0.31 172.30.15.0 0.0.0.255

Branch(config)# access-list 110 permit ip 172.30.1.32 0.0.0.31 172.30.55.0 0.0.0.255

Branch(config)# access-list 110 permitip 172.30.1.32 0.0.0.31 172.30.66.32 0.0.0.31

Branch(config)# crypto isakmp policy 10

Branch(config-isakmp)# encryption aes 256

Branch(config-isakmp)# authentication pre-share

Branch(config-isakmp)# group 5

Branch(config-isakmp)# exit

Branch(config)# crypto isakmp key vpnpas5 address 194.11.166.66

Branch(config)# crypto ipsec transform-set VPN-SET esp-aes esp-sha-hmac

Branch(config)# crypto map VPN-MAP 10 ipsec-isakmp

Branch(config-crypto-map)# description VPN to Main

Branch(config-crypto-map)# set peer 194.11.166.66

Branch(config-crypto-map)# set transform-set VPN-SET

Branch(config-crypto-map)# match address 110

Branch(config-crypto-map)# exit

Branch(config)# interface Seriall/0

Branch(config-if)# crypto map VPN-MAP

Branch(config-if)# exit

Testing of the information protection system. It is advisable to ensure that the VPN
settings are correct using the show crypto map command. The result of the setting is shown in
Fig. 3 and Fig. 4.

Maingshow crypto map
Crypto Map VPN-MAP 10 ipsec-isakmp
Peer = 172.30.1.2
Extended IP access list 110
access-list 110 permit ip
access-list 110 permit ip
access-list 110 permit ip
access-list 110 permit ip
Current peer: 172.30.1.2
Security association lifetime: 4€08000 kilobytes/3€00 seconds
PFS (Y¥/N): N
Transform sets={
VPN-SET,

.30.0.0 0.0.0.255 172.30.1.32 0.0.0.31
.30.15.0 0.0.0.25 72.30.1.32 0.0.0.31
"""" 2.30.1.32 0.0.0.31

s

51
.30.55.0 0.0.0.255 1
.30.66.32 0.0.0.31 172.30.1.32 0.0.0.31

3 )

~J

-
/
-
/

~J
(SR (S (S 8]

el el

}
Interfaces using crypto map VPN-MAP:
Seriall/0

Figure 3. Result of VPN setup on Main device
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Branchgshow crypto map

Crypto Map VPN-MAP 10 ipsec-isakmp
Peer = 194.11.1¢€€.€¢€
Extended IP access list 110

access-list 110 permit ip 172.30.1.32 0.0.0.31 172.30.0.0 0.0.0.255
access-list 110 permit ip 172.30.1.32 0.0.0.31 172.30.15.0 0.0.0.255%
access-list 110 permit ip 172.30.1.32 0.0.0.31 172.30.55.0 0.0.0.255
access-list 110 permit ip 172.30.1.32 0.0.0.31 172.30.€€.32 0.0.0.31

Current peer: 1594.11.l1€€.c¢€
Security association lifetime: 4€08000 kilobytes/3€00 seconds
PFS (Y/N): N
Transform sets={
VPN-SET,
}

Interfaces using crypto map VPN-MAP:
Seriall/0

Figure 4. Result of VPN configuration on Branch device

Results and discussion

Considering the growing trend of introducing remote work in many companies, this paper
considers one of the possible options for protecting company information using VPN
technology, which allows creating secure networks and significantly reduces possible threats
of information leakage. The research was conducted with the equipment of the Cisco family.

With the help of the Cisco Packet Tracer simulator, a practical computer model of the
company’s distributed network was built, and its operation was simulated taking into account
the capacity of real equipment from the same manufacturer.

The configuration of security policies, including VPN, is considered, which includes
establishing and encrypting a VPN tunnel, specifying the AES 256 encryption method, using
a pre-shared key (PSK) as an authentication method, filtering traffic, creating a transform set
(Transform Set) used for protection of personal data, creating a cryptographic map and
applying it to the interface of the router through which the traffic passes.

The Cisco Packet Tracer simulator assesses the correctness of VPN settings and, if
necessary, introduces appropriate adjustments.

Conclusions

The current study implemented the security policies in the company’s network based on the
use of Cisco VPN technology. This tool made it possible to organize a secure VPN channel
for connections from within the company’s network, which in turn allows a remote employee
to access the company’s servers and data.

The scientific novelty of the study consists in the construction of a model of information
protection at the network level using Cisco VPN technology, which involves dividing the
network into three zones and creating a VPN tunnel, which allows organizing a secure remote
connection of users to their workplaces.

The practical significance of the obtained results is a test-verified model, which can be
promptly implemented for practical use because it is oriented towards real equipment, taking
into account its possible limitations of work in real conditions. This is especially important for
companies whose employees connect remotely over unsecured network infrastructure, such as
using public Wi-Fi networks.
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Prospects for further research. The proposed model of information protection in a
company where some employees work remotely is a complete, but basic model, but due to its
flexibility, it can be scaled according to the requirements of a specific customer, taking into
account their needs and wishes. A wide range of Cisco equipment will satisfy the needs of the
most demanding customer. The described procedures for the practical implementation of the
network infrastructure, the configuration of security policies and testing the correctness of the
settings remain unchanged and will be extended to the added new devices.
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"Yepkachkuil nepsKaBHUI TeXHOIOTYHMI YHIBEpCHTET
0-p lleBuenka, 460, m. YUepkacu, 18006, Ykpaina
? YeprachKuil HAYKOBO-JOCIIHAI eKCIIepTHO-KpuMiHamicTHdHuiT rientp MBC Ykpainu
Byin. [TactepiBcrka, 104, m. Uepkacu, Ykpaina

AHoTamnisi. B ocTtanHi poKHM IS MaIMX 1 CEpelHIX KOMIIaHIM MOIMMpPHIIACS TPAKTHKA IFCTAHIIIIHOTO
T IKITFOYEHHS TIPAIliBHUKIB /IO BHYTPINIHLOI MEPEki KOMITaHii yepe3 3araTlbHOIOCTYITHI pecypcu. B mipomy
BUIAJIKYy TOCTPO TIOCTA€ MUTAHHS 3aXHCTy iH(QOpMAIlii, OCKUIbKHM ii YacTHMHA MOXE IHMPKYJIIOBATH Y
HezaxuieHid Mepexi. Huni mmpoko BukopucToByeThbest TexHousoriss VPN, sika mae Oarato BapiaHTIB
peamizawii Mepexx st pi3HUX el BUKoprcTaHHs. Cepell pi3HOMaHITTs pealiizaliidi B poOOTi po3IIISHYTO
nooynoBy VPN mepexi Ha 6a3i o0nagHanHs kommanii Cisco. Takuit minxia 00yMOBICHUH TOIIUPEHICTIO Ta
JOCTYIHICTIO YCTaTKyBaHHsI, HAsSBHICTIO CHMYJISTOpPA Uil MPOEKTYBAaHHS, HAJALITYBaHHA Ta arpoOariii
Mepexi. 3MIHCHEHO OMUC CTPYKTYPU OpraHizallii, OCOOIMBICTIO SKOi € Te, IO CIIBPOOITHUKU MOXYTh
NPALIIOBATH SIK BCEpeMHI KOPIOPaTUBHOI MEpexi, Tak 1 3a il Mexkamu. IIpu poMy KokeH i3 TpaLiBHHKIB
MOBHHEH MAaTH OJJHAKOBI MOMKIIMBOCTI JJISI 3aXHIIIEHOTO ITiIKIIFOUSHHSI 10 CEPBEPIB Ta pOOOTH 3 TaHUMH, IO
birypyroTh 1pH poOOTi oprauizariii. BiamoiaHo aj1st ¢haxiBiiB, 110 MPAIO0Th JUCTAHIIIHHO, TOCTPO ITOCTAE
nuTaHHs Oe3nexy iHdopmariii. ToMy Oyiia 3aIpoIIOHOBaHa MOJIEIbL MEPEXKI, SIKA PO3AUIIETHCS HAa TPH 30HM:
TOJIOBHUM oic, Miclie poOOTH BiIAJICHOTO IpalliBHUKA Ta CEIMEHT i3 cepBepaMu, sIKi 3HAXOMATHCSA Y
Jemimitapu3oBadiit 3001 (DMZ). HasBHICTS neMimiTapu30BaHOi 30HM HaJa€ JOAATKOBUI PiBEHb OC3IIEKU B
JIOKaJBHIN Mepexi, KU TO3BOJISE MIHIMI3yBaTH 30MTKH B pa3i aTakd Ha OJWH i3 3aralbHOAOCTYITHHX
CEPBICIB: 30BHIIIHIN 3JIOBMUCHUK Ma€ TPSMHUIA TOCTYII TUTEKH 110 obnamHanHs B DMZ. Sk 3aci6, mo Oyzie
3axXMINATA THIKITIOYCHHS TIPAIiBHUKIB 0 CEpBEPIB 3 NaHWUMH OpraHizarii, OyJe BHKOPHCTOBYBAaTHCH
texHouoris VPN. 3niticHeHo BUOip amapatHOro 3abe3nedeHHs Mepexi. [lis moeqHaHHs yCiX CErMEHTIB B
oITHy Mepexy oOpano Mapmpytmzatop Cisco 2811, sikuii BUKOPHCTOBYEThCS IUTS MMOTPEO HEBEIMKUX
oprauizauiit (1o 36 pobounx micup). [IpoBeaeHo npakTHUHY peatizaliio HajgamTyBaHb TexHomorii VPN y
npecTaBIeHil po3MnonieHii Mepexi opranizauii. IIpoBeieHO MoIEIIOBaHHS KOMIT IOTEPHOI Mepexi B
cepenoBuii Cisco Packet Tracer. B pe3ynbrari BUKOHaHHSA TOCTABJICHHX 3aBAaHb OYJIO BIPOBAKEHO
NOJIITUKK Oe3MmeKr B Mepeki Ha ocHoBi BukopuctanHs TexHousorii Cisco VPN. Lleit 3aci6 mo3Bonms
oprauizyBaTy 3axuiieHnii VPN kaHan 1uisl MiIKITIOUeHs 3cepeJMHA MEPEesKi Oprasizariii, 1110, B CBOIO 4epry,
Jla€ 3MOTY TpaliBHUKY, SIKWM MpaIoe BiIJajeHO, OTPUMATH JOCTYI O CEpBEPIB Ta JAHMX OpraHizaii.
Pesymprati i€l poOOTH MOXYTh BHUKOPHCTATH KOMIIAHII UM OKpeMi KOpPHCTYBadi, SKi IUIAHYIOTbH
iHTerpyBaTH apxitekTypy VPN, Ha 6a3i oomamgnanHs Cisco, 10 CBO€El MepeKeBOi IHPPACTPYKTYPH.

Kuaro4dosi cioBa: Mepexa, neMinitTapu3oBaHa 30Ha, cumyisitop Packet Tracer, Cisco, VPN-TyHenb,
KpunrorpagiyHa mara.
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Abstract. The construction of LI-FI wireless access networks using open source platforms offers very
good prospects for communication operators. At the same time, it is necessary to develop system models
and describe management methods. For this purpose, the paper proposes to use a centralized
management system based on SDN principles. Having complete information about the state of network
elements allows you to ensure optimal use of network resources, increase throughput and quality of
service. The analysis of the principles of building a LI-FI office network using the management level
based on SDN principles to reduce interference in cells, increase throughput and quality of service has
been made. The analysis of well-known publications devoted to the methods of construction and
management of load flows in LI-FI networks using centralized control systems, reducing the level of
interference in cells due to the optimal use of network resources has been carried out. Based on the
analysis of the LI-FI network operation process using centralized management systems, limitations are
determined and recommendations are developed regarding the order of user service at access points.
Building an access network based on Li-Fi technology is a very promising direction for solving the
problems of existing wireless access networks based on radio frequency technologies. To manage such a
network, it is advisable to use open source SDN platforms, and, in particular, the ONOS operating
system. The proposed solutions require the development of mathematical models and methods for the
optimal solution of control problems in different operating conditions.

Keywords: OWC, Li-Fi, SDN, ONOS, management methods, PoE.
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Introduction

Currently, there is a sharp increase in traffic in wireless access networks of systems for
various purposes. These are Industry 4.0, Internet of Things (IoT) systems and others. For
example, it is predicted that by the end of 2022 the IoT market will have 20-30 billion active
hosts (Chowdhury et al., 2018). Studies show that the generated traffic in wireless access
networks has been growing exponentially in recent years. At the same time, a critical task is
to ensure the specified throughput and quality of service (QoS) indicators for users in the
system (Haas, 2018; Romanov et al., 2020).

One of the main components that determine the level and quality of the services
provided is a wireless access telecommunications system that ensures the interaction of all
elements. In this area, a number of shortcomings can be noted that may slow down the
development of systems and the provision of modern services in the near future. The main
ones are (Wang et al., 2022; Romanov, & Miklaiv, 2021; Huang et al., 2022).

1. Limited capabilities of the used wireless access technologies in terms of throughput
and quality of service.

2. Construction of existing telecommunication networks based on specialized
monolithic network elements, such as switches, routers, which requires large time and
material costs when introducing new technologies.

3. Low level of intelligence of telecommunications network management systems.

Let us briefly analyze the impact of these shortcomings and ways to overcome them.

Currently, wireless access is mainly carried out using radio frequency technologies such
as Wi-Fi, Bluetooth, RFID. And the leader in this area is WiFi technology. However, radio
technologies in access networks are already at the limit of their capabilities in terms of
throughput and quality of service. Therefore, further development requires the search for new,
more efficient wireless access technologies. As the analysis of modern literature shows, one
of the directions for solving this problem can be considered the use of the optical frequency
spectrum for building future wireless access networks with high density and throughput.

The second drawback is related to the fact that the existing networks were created on
the basis of specific software and hardware platforms from different manufacturers. This has
led to low flexibility, poor scalability and dependence of telecom operators on equipment
vendors. The solution to this problem can be the use of SDN technology when building
networks. This allows you to significantly increase the efficiency of their functioning due to
the centralization of management; virtualization of functions of network elements,
applications and services; separation of hardware and software functions. With this approach,
operators have the opportunity to independently develop applications and implement them as
an addition to the basic software. This allows you to significantly speed up the process of
providing new modern services to network users.

The third disadvantage associated with the low level of intelligence of control systems
requires the development of new models and methods for solving control problems that allow
optimizing the efficiency of using network infrastructure resources and network equipment.
The principle of centralized management, embedded in the SDN network management
system, has ample opportunities to improve the efficiency of the network.

However, in order to use these opportunities, it is necessary to develop models and
methods for solving problems of intelligent control. At the same time, special attention should
be paid to the methods of collecting initial data, the timeliness of their submission to the
authorities and the assessment of their reliability. In addition, indicators reflecting the actual
parameters of the network should be used as initial data:

It should be noted that in order to solve these problems, the hardware and software
structure of the network, the composition of the functional blocks of the network elements,
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their purpose and functions should be determined. It is also necessary to describe the
relationship of elements in the process of solving problems in various network operating
conditions.

Materials and methods

One of the possible ways to increase the throughput and quality of service of wireless access
systems is to use Li-Fi (Light Fidelity) technology, where instead of radio frequencies, VLC
(Visible Light Communication) visible light spectrum waves are used for data transmission.

Although the practical use of the technology is still in its early stages, much research is
being done to achieve high data rates and reliable delivery to users. In this case, ordinary light
emitting diode (LED) lamps can be used as devices for transmitting and receiving light
waves. This approach makes it possible to use the lighting infrastructure as a ready-made
telecommunications environment.

Significant results in the practical application of Li-Fi technology have been achieved in
the field of building ITS (Intelligent Transportation Systems). Here solutions are obtained for
the use of lighting infrastructure, car headlights and traffic lights for communication and
compliance with road safety requirements. In addition, there are patents for the use of Li-Fi
technology in aircraft, offices, and large shopping centers. The use of Li-Fi technology in
wireless access networks provides significant advantages over other technologies. The main
ones are:

1) Availability. Li-Fi uses LEDs as a data carrier, which allows us to use the lighting
system as a ready-made data network. This easy accessibility results in significant cost
savings.

2) Capacity. The available radio frequency spectrum for wireless communications can
be expanded by a factor of 10,000 by using the visible light spectrum. It can be street light,
LED table lamp and other light sources.

3) Security. When transmitting with Li-Fi technology, you can ensure security by
simply blocking the light, thus allowing for an easy implementation of security, and therefore
a more secure way of transmitting data.

4) An environmentally friendly system that reduces health risks. RF signals are
carcinogenic and may pose a threat to human health, while visible light is safe for your life.

5) Ability to use existing infrastructure. For Li-Fi, we can use existing LED light
sources as hotspots, thus reducing the cost of infrastructure development.

6) High rates of energy saving and energy efficiency:

Results and discussion

In modern wireless communications, a large amount of energy is spent on infrastructure and
its maintenance. For example, a lot of energy is spent on cooling base stations and keeping
them in working order. Whereas when using LiFi technology, it is enough to have a 60-watt
LED light bulb that can be used as an access point.

Thus, the LiFi technology itself can significantly improve the efficiency of the access
network. We can get further efficiency gains by implementing advances in SDN technology.
Especially the management principles embedded in this technology. Today, research is
underway and proposals are being developed for the practical implementation of this
technology within the framework of a number of projects. These projects cover the creation of
the next generation broadband access infrastructure, the construction of a service platform
(services platform) for the provision of services, a platform for building SD-RAN and Core
RAN networks of 5G / 6G mobile operators, a platform for building basic fixed networks,
SD-FABRIK and other important telecommunications industries. Representatives of the Open
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Networking Foundation (ONF) consortium make the greatest contribution to the development
of this area. ONF is at the head of all projects to build SDN and is engaged in accelerating the
processes of their practical implementation (Chowdhury et al., 2018).

A number of documents describing the principles of construction and operation of SDN
networks have been published. In (Romanov et al., 2020; Wang et al., 2022; Romanov,
& Miklaiv, 2021; Huang et al., 2022) general requirements, system approaches and
generalized architecture of SDN networks are considered. The papers (Haas, 2018; Xu et al.,
2017; Romanov et al., 2018; ONF TR-539, 2016) consider the tasks and features of the
protocols used to solve various problems in SDN networks. The works (Zeng et al., 2017;
Geldard et al., 2022; Alowa et al., 2020) describe the features of building SDN network
elements and the order of their interaction in the process of servicing information flows. In
(ONF TR-525, 2015; Das, 2020; Romanov et al. Principles of Building, 2022; Romanov et al.
SDN network modeling, 2022; Romanov et al. Construction, 2021), the principles of building
an optical transport network are considered and recommendations are given to ensure the
safety of their operation. The most complete and systematized material is presented in
(Romanov et al. Mathematical description, 2021 Phemius et al., 2013). Articles (Lam et al.,
2016; Comer et al., 2019) explore various aspects of servicing information flows and focus on
the need to meet network security requirements.

The most complex tasks in SDN networks are faced by the control layer, which acts as a
centralized control system. Consider how the structure of the LiFi transmission path will
change when using the management principles adopted in SDN networks.

Figure 1 shows a possible structure of the signal transmission path in a wireless Li-Fi
network using the SDN control plane. Signal transmission through the Li-Fi network path is
based on VLC (Visible Light Communication) where light acts as the communication
medium. The light source is a Led Lamp controlled by a Lamp Driver. The data sources can
be the Server or the Internet, which are connected via an SDN switch. The Lamp Driver
adjusts the blinking speed of the LEDs and controls the modulation of the transmitted signals.
Modulated signals control the speed at which light flickers when transmitting digital data
(values 0 and 1). The data emitted by the LED is received by a light-sensitive device called a
photodetector, which processes and amplifies the signal. Next, the light signals are converted
into digital signals. Thus, the received signals are converted to the form in which they came
from the information source.

Senver SDN Controller

Internet
- o LED lamp

s

\ _ . Content —n“‘;" -I—(Iiamp Drivéﬁ%
’ < S g
SDN Switch MH

Received D . :
data rocessing 4&

Photodetector
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Figure 1. Signal transmission path in Li-Fi
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Li-Fi can provide simultaneous network access to many users because it is a broadband
wireless technology. In Li-Fi technology, an optical space division multiple access (SDMA)
scheme can be implemented using transmitters with an angular separation. Compared to
optical time division multiple access (TDMA), SDMA can achieve a tenfold increase in
throughput in a Li-Fi network. Using OFDM provides a simpler multiple access technique,
that is, orthogonal frequency division multiple access (OFDMA), in which users are served
and separated by a plurality of orthogonal signal subcarriers.

In addition, the performance of the Li-Fi network path can be improved by using
NOMA non-orthogonal multiple access. Different from conventional OFDMA technologies,
NOMA can serve a much larger number of users by allocating non-orthogonal frequency
resources. It is possible to use other modulation methods.

As a rule, all studies of Li-Fi networks are focused on the transmission path from the LED
to the photodetector. However, for a comprehensive study of the system, it is necessary to
consider the service process in all elements of the network. Let's consider a possible option for
building a campus Li-Fi optical access network with SDN elements, which is shown in Figure 2.

SDN Switch 2

- fiber opticsm \"‘5‘, 4
SDN Switch 1 -
R LED .

uplink

VLC downlink

Multiple access ;
P User device

Figure 2. Variant campus Li-Fi network with SDN elements

The Li-Fi network shown in Figure 2 includes multiple access points for uplink,
downlink, and reverse link connections. In addition, the system provides functions for
transmitting and receiving information, support for user mobility and the possibility of
flexible access to resources. To do this, the network has the following elements:

1. LED lamp that provides wireless information transmission using VLC.

2. Fiber optics - lines connecting LED lamps, switches and other network elements.

3. SDN Switch, - switches that provide the establishment of a data transfer path between
access points.

4. User device - mobile devices of users that connect to an access point and then to the
global network

5. Uplink. An uplink for transmitting data from a user's mobile device to a network. It
provides a request for various services, confirmation of data receipt, transmission of
information about the state of the channel.

6. VLC downlink. Downlink for downloading data from the network.

7. Interaction lines between access points, network switches and other network
elements.
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Access points (APs) form ultra-small cell networks to provide high-density wireless
communications services to mobile users. The Li-Fi network must support data service when
users move through different light coverage regions. In a Li-Fi network, a two-way
communication is established between an AP and a UE, making it possible for the AP to serve
multiple users at the same time. In addition, the backhaul links between access points and the
network gateway are essential to enable cooperation between access points and establish
communication with the external network. These feedbacks can be implemented by optical
fiber, Power-over-Ethernet network or power lines. The downlink Li-Fi is powered by the
existing LED lighting system. This is due to the fact that LED lighting is becoming more and
more popular. In addition, transmission at a rate of several tens of Gbit/s through LEDs was
demonstrated.

On a Li-Fi network, an uplink connection is required to send requests for certain
content, send acknowledgments, send Channel State Information (CSI) and download files,
and enable voice and video calls. The principle of information exchange in the network is as
follows. The user connects to a specific LiFi hotspot in the same way as a WiFi hotspot.
Thanks to this, he gains access to the network. It can download a file on the downlink, or vice
versa upload information on the uplink. The user in the process of moving changes his access
point. Switching is performed automatically without breaking the connection. The
interconnection of network elements can be provided by a fiber optic line or via a power
supply network. If you want to establish communication between access points in different
rooms, SDN Switches are used. Since the use of visible light in the uplink may cause
distraction to the mobile user, the use of infrared is considered to be the most appropriate for
this link direction. This also has the added benefit that the uplink and downlink do not
interfere with each other, and simultaneous communication with different entities can be
established.

It should be noted that despite the presence of several publications in the field of
research on the transmission of information on the uplink based on infrared radiation, further
comprehensive investigations are required in this direction. In addition, radio based
communication technologies such as Bluetooth, ZigBee and especially Wi-Fi can also be
considered. There are publications which state that an RF/VLC hybrid communication system
with a downlink-only VLC is capable of offloading a significant amount of data traffic while
still having low latency.

The process of network functioning is quite complicated. Users move around the room.
This changes the angles of transmission and reception of signals, the distance between the
elements of the system, LED service areas. At the same time, it is necessary to ensure the
requirements for the level of lighting at each point of the room. Therefore, to address these
issues in the network, it is proposed to use the principles of SDN management. Today, the
ONF consortium develops a number of open source platforms. Therefore, an SDN controller
can be recommended as a centralized LiFi network management device. As a basis, you can
take a controller designed to control the data center. Then the structure of the LI-FI network
will look like shown in Figure 3.

Building a LiFi network using the SDN control plane requires more research. It is
necessary to provide a system of multiple user access and interference coordination in public
channels. Consider use cases: horizontal and vertical handover. At the same time, in case of
horizontal handover, provide for the possibility of changing the serving access point, for
example, to radio access technology. Vertical handoff may refer to a change in a serving AP
belonging to a different radio or optical device. For example, mobile users can be transferred
from a Li-Fi hotspot to a Wi-Fi hotspot when none of the Li-Fi hotspots can offer a reliable
link or the user's speed is too high. At the same time, the residence time in the cell is too short
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to establish a high quality of communication. When the user slows down and enters the
coverage of a lightly loaded Li-Fi hotspot, it may be better to transfer that Li-Fi hotspot to a

lighter Wi-Fi network for more efficient operation (for example, to ensure less packet
collisions).

SDN Controller 2
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= reverse = SDN Switch 2
transferrin BN
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Figure 3. LiFi campus network using SDN controllers

It should be borne in mind that the efficiency of such a complex network will largely
depend on the level of intelligence of the controller. At the same time, the main element of the
controller is ONOS. A possible version of the ONOS architecture is shown in Figure 4.
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Figure 4. ONOS architecture

As can be seen from Figure 4, the ONOS design is modular. In this case, a particular
deployment is designed to include the necessary subset of modules.
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Three features should be noted.

The first feature is that the horizontal plane of the NBI is quite large. Any access to the
underlying equipment, whether it is a control program or a human operator, is carried out
through ONOS. This means that the totality of all northern APIs should be sufficient to set up,
operate and manage the network. For example, NBI includes gNMI and gNOI for setup and
operations, respectively. This also means that NBI includes a topology API, which
management applications use to get information about changes in the underlying network
state (for example, ports go up and down), as well as a Flow Objective API, which is used to
manage underlying switches.

It should be noted that there is a wide range of applications that run directly on ONOS.
These applications may have a graphical interface that can be used to monitor network status.
Applications may have a command line interface that operators can use to issue directives.
These issues are discussed in more detail in (Romanov et al., 2020; Zeng et al., 2017; Das
et al.,2020).

Conclusions

1. Building an optical access network based on Li-Fi technology using SDN
management methods is a very promising direction for solving the problems of existing
wireless access networks based on radio frequency technologies.

2. Comparative characteristics of performance indicators of optical access networks
with wireless access networks based on radio frequency technologies shows that LiFi has
advantages in most performance indicators.

3. Given that wireless access based on radio technologies today has a large coverage,
these networks will be used together during the transition phase. At the same time, the priority
in the use of a particular technology will be determined by the network operating conditions.

4. For management, it is advisable to use open source platforms for SDN networks, and,
in particular, ONOS, which are now being actively developed by the ONF community.

5. For the further development of this direction, it is necessary to develop mathematical
models and methods for optimally solving control problems under different operating
conditions, which will later become software modules at the application level.

Acknowledgements
None.

Conflict of Interest
None.

References

Alowa, A., & Fevens, T. (2020). Towards minimum inter-controller delay time
in software defined networking. Procedia Computer Science, 175, 395-402.
doi: 10.1016/j.procs.2020.07.056.

Chowdhury, M.Z, Hossan, M.T., Islam, A., & Jang, Y.M. (2018). A comparative survey
of optical wireless technologies: Architectures and applications. IEEE Access, 6, 9819-9840.
doi: 10.1109/ACCESS.2018.2792419.

Comer, D., & Rastegarnia, A. (2019). Externalization of packet processing in software
defined networking. ResearchGate.

Das, R.K., Pohrmen, F.H., Arnab, M., & Saha, G. (2020). FT-SDN: A fault-tolerant
distributed architecture for software defined network. Wireless Personal Communications,
114(4). doi: 10.1007/s11277-020-07407-x.

© O. L. Romanov, H. Yu. Burlaka, O. O. Berestovenko, O. L. Pidpaly, 2023
DOI: 10.24025/2306-4412.3.2023.284893
23



ISSN 2306-4412 (Print), ISSN 2306-4455 (CD-ROM), ISSN 2708-6070 (Online)

Geldard, C.T., Guler, E., Hamilton, A., & Popoola, W.O. (2022). An empirical comparison of
modulation schemes in turbulent underwater optical wireless communications. Journal
of Lightwave Technology, 40(7), 2000-2007, Apr. 1. doi: 10.1109/JLT.2021.3134090.

Haas, H. LiFi is a paradigm-shifting 5G technology (2018). Reviews in Physics, 3, 26-31.
Huang, S., Li, Y., Chen, C., Soltani, M.D., Henderson, R., Safari, M., & Haas, H. (2022).
Performance Analysis of SPAD-Based Optical Wireless Communication with OFDM.
doi: 10.48550/apxuB.2206.02062.

Lam, J.H., Lee, S.-G., Lee, H.-J., & Oktian, Y. E. (2016). Securing SDN southbound and data
plane communication with IBC. Hindawi Publishing Corporation Mobile Information Systems,
2016. doi: http://dx.doi.org/10.1155/2016/1708970.

ONF TR-525 SDN Interoperability Event Technical Issues Report AppFest (2015).

ONF TR-539. OpenFlow Controller Benchmarking Methodologies Version 1.0. (2016). Nov.
Phemius, K., Bouet, M. & Leguay, J. (2013). DISCO: Distributed multi-domain SDN
controllers. Thales Communications & Security. Aug. 29.

Romanov, O., & Miklaiv, G. (2021). Throughput increase in the office LI-FI system.
Information and Telecommunication Sciences, 2, 16-25. doi: 10.20535/2411-2976.22021.16-21.
Romanov, O., Dong, T.T., & Nesterenko, M. (2020). The possibilities for deployment eco-
friendly indoor wireless networks based on LiFi technology. In Proceedings of International
Conference on Applied Innovations in IT, 8(1), (pp. 41-48).

Romanov, O., Korniienko, N., & Burlaka, H. (2021). Construction of the SDN transport
network model using the T-API interface. In 2021 IEEE 4th International Conference
on Advanced Information and Communication Technologies, AICT 2021. Proceedings
(pp. 220-224).

Romanov, O., Nesterenko, M., Mankivskyi, V., & Zhuk, O. (2022). Principles of building
modular control plane in software-defined network. In Lecture Notes in Networks and
Systems book series (LNNS, 548), 333-335.

Romanov, O., Nesterenko, M., Marinov, A., Skolets, S., & Burlaka, H. (2022). SDN network
modeling using the GUI MiniEdit. In Proceedings - 16th International Conference on
Advanced Trends in Radioelectronics, Telecommunications and Computer Engineering,
TCSET 2022, (pp. 637-642).

Romanov, O., Siemens, E., Nesterenko, M., & Mankivskyi, V. (2021). Mathematical
description of control problems in SDN networks. In Proceedings of International Conference
on Applied Innovation in IT, 9(1), (pp. 33-39).

Romanov, O.1., Fediushyna, D.M., & Dong, T.T. (2018). Model and method of Li-Fi network
calculation with multipath light signals. In 2018 International Conference on Information and
Telecommunication Technologies and Radio Electronics (UkrMiCo'2018). Proceeding,
9047550.

Wang, C.-X., Lv, Z., Gao, X., You, X., Hao, Y., & Haas, H. (2022). Pervasive wireless
channel modeling theory and applications to 6G GBSMs for all frequency bands and all
scenarios. [EEE Transactions on vehicular technology.

Xu, K., Yu, H.-Y., Zhu, Y.-J., & Sun, Y. (2017). On the ergodic channel capacity for indoor
visible  light communication systems. [EEE  Access, 5, 833-841, Mar.
doi: 10.1109/10CTVYI1.2017.2650965.

Zeng, 7., Fu, S., Zhang, H., Dong, Y., & Cheng, J. (2017). A survey of underwater optical
wireless communications. [EEE Commun. Surveys Tuts., 19(1), 204-238, 1st Quart.
doi: 10.1109/COMST.2016.2618841.

© O. L. Romanov, H. Yu. Burlaka, O. O. Berestovenko, O. L. Pidpaly, 2023
DOI: 10.24025/2306-4412.3.2023.284893

24



BicHuk YepkacbKoro gepxaBHOro TeXHOJNOriYHOro yHiBepcuteTty 3/2023
Bulletin of Cherkasy State Technological University

TEXHIYHI OCOBJUBOCTI HOBYJ1OBHU LI-FI MEPEXKI
3A JOITIOMOI'OIO METO/1B KEPYBAHHS SDN

O. 1. Pomanos
[Ipodecop
[HCTUTYT TeIEeKOMYHIKAIIIHHUX CUCTEM
HTVYYVY «KIII im. Irops Cikopcekoro», Kuis, Ykpaina
https://orcid.org/0000-0002-8683-3286, e-mail: a_i romanov(@ukr.net
I'. 10. Bypaaka
AcmipaHT
[HCTUTYT TeIEeKOMYHIKAIIHHUX CHCTEM
HTVYYVY «KIII im. Irops Cikopcbkoroy, Kuis, Ykpaina
https://orcid.org/0000-0001-7945-6948, e-mail: grisaburlakaO@gmail.com
O. O. BepecToBeHKO
AcnipaHt
[HCTUTYT TeIEeKOMYHIKAIITHUX CHCTEM
HTVYY «KIII im. Iropst Cikopcrkoro», Kuis, Ykpaina
https://orcid.org/0000-0003-4887-4674, e-mail: berestok6797@gmail.com
O. L. Higmaawmit
AcmipaHT
[HCTUTYT TeIEeKOMYHIKAIITHUX CHCTEM
HTVYY «KIII im. Irops Cikopcbkoroy, Kuis, Ykpaina
https://orcid.org/0009-0007-6852-7959, e-mail: sashapidpalyi@gmail.com

Amnotanis. [ToOynoBa Mmepex 6e30poToBOTO JoCTymy Li-Fi 3 Bukopuctanusam miathopm i3 Bi,Z[KpI/ITI/IM
KOJIOM JIa€ AyXke J00pi MEPCIICKTHBH ONEPaTopaMm 3B ’s3ky. [Ipu iboMy He0OXiTHI po3poOKa Moneie
CUCTEMH 1 OIHC METOJIB ynpaBmHHﬂ Jns mporo B poOOTI MPOMOHYETHCS BUKOPHUCTOBYBATH
[EHTPAJi30BaHy CUCTeMy yrpapiiHHs Ha npuHunax SDN. HassHicTh moBHOT iH(OpMaIii nmpo cran
CJIEMEHTIB MeEpeKi JTO3BOJISE 3a0E3MMEUNTH ONTHMAbHE BHUKOPHUCTAHHS MEPEXKEBOTO PECypCy,
I ABUILKUTH MPOMYCKHY 3IaTHICTh Ta SIKICTh 00CIyrOBYBaHHS.

3po0JIeHO aHalli3 MPUHIMIIIB MO0yA0BU 0dicHOI Mepeki Li-Fi 3 BUKOpHCTaHHSIM PiBHS YIPaBIiHHS Ha
npuHIunax SDN s 3MEHIEHHS NEPENKo]] Y CTUIbHUKAX, MiABUINCHHS MPOITYCKHOI 3MaTHOCTI Ta
SIKOCT1 OOCITyTOBYBaHHS.

IIpoBeneHo anami3 BiqoMuX IMyOiKaIii, IPUCBIICHUX METO/IaM MOOYIOBH Ta YIIPABIIHHS TOTOKAMHU
HaBaHTaOXEHHS B Mepexkax Li-Fi 3 BHUKOpHCTaHHSIM CHCTEM IICHTPaJi30BAaHOTO YITPABIIiHHS,
3MCHIIICHHSI PiBHS MEPEIIKOJ y CTUIBHHKAX 32 PaXyHOK ONTHMAIBHOTO BHKOPHCTAaHHS MEPEXKEBOTO
pecypcy. 3aBasku TexHo0ri1 Li-Fi 3HauHO migBUIIYeThCS e(PEKTHBHICTE MEPEXK] JOCTYITY; II¢ OLIbIIIE
MiBUINATH €PEKTUBHICTh MEpeXi MOXKHA, BIPOBAJIUBINMA IPUHIMAIN KEPYBaHHS, 3aKIaJCHI Vy
texnosorii SDN. Haiicknaguini 3aBganHag B mepekaXx SDN CTOATh mepen piBHEM YIIPaBIIHHS, KU
Jlie K MEHTpai30BaHa cHcTeMa KepyBaHHsS. PO3risHYTO, K 3MIHUTBHCS CTPYKTYypa TPaKTy mepeaadi
Li-Fi npu BUKOpHCTaHHI MPUHLIMITIB YIPABIiHHS, IPUAHATHX ¥ Mepexkax SDN.

Ha 6a3i ananizy npouecy ¢yHnkuionyBanus Mepex Li-Fi 3 BUKOpHCTaHHSAM CHCTEM IIEHTPaTi30BaHOTO
VIOpaBIiHHSI BHU3HAYEHO OOMEKEHHS Ta PO3POOJICHO PEKOMEHAAIIl IMIOAO0 MOPSIKY OOCITyrOBYBaHHS
KOPUCTYBa4iB y TOYKAX JIOCTYITY.

IToGymoBa mMepexi mocTyiy Ha 6a3i TexHoJorii Li-Fi € myke mepcreKTHBHUM HAIpsIMOM BHPIMIESHHS
mpo0yieM ICHYHOUYHMX O€3IPOTOBHMX MEpPeK Ha 0asi pamaioyacTOTHHX TEXHOJOTIH. Jlis ympaBaiHHS
TAKOI0 MEpPEXEI0 JMOIIBHO BHUKOPUCTOBYBATH ILIATGOPMH 3 BiAKpUTUM KomoMm Mepesk SDN i,
30kpeMa, omepamiiiny cucreMy ONOS. 3ampomnoHoBaHi  pIillIeHHS BHUMAaraioTh  PO3POOKHU
MaTeMaTHIHUX MOJICJICH Ta METO/IIB ONITUMAILHOTO BUPIIIICHHS 3aBIaHb YIPABIIHHS Y PI3HUX YMOBax
(yHKUIIOHYBaHHS.

Kuarwuogi ciosa: OWC, Li-Fi, SDN, ONOS, meronu ynpasiiaas, PoE.
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Abstract. The problem of pollution of underground water sources with nitrates, as well as geogenic
compounds (sulfates, hydrocarbonates) is of interest to researchers around the world. Nitrates
represent a particular risk to the health of the population living in places without centralized water
treatment. In this case, post-treatment of water at the point of use is recommended using both
technologies for the removal of nitrates from treated water and their biological conversion into
nitrogen. Without downplaying the role of the former, the latter technologies are seen as promising,
requiring research and improvement.

The purpose of the work is to study the process of nitrate biotransformation in a small submersible
biofilter in the presence of basic groundwater anions (sulfates and hydrocarbonates) and their effect on
the quality of treated water. The shift of sulfate-sulfide balance in aquatic environment of the biofilter
and the influence of the concentrations of sulfate ions and the substrate of bacterial nutrition on the
accumulation of hydrogen sulfide and its consumption in the volume of the biofilter have been studied.
It is shown that the processes of denitrification and reduction of sulfates to hydrogen sulfide proceed
sequentially. The reduction of sulfates to hydrogen sulfide begins after the removal of nitrates from the
treated water at a dosage of the nutrient substrate that exceeds the stoichiometric requirement for
denitrification. Hydrogen sulfide, which is formed in the zone of connection of inlet and outlet knees
of the biofilter, is practically not detected at its outlet. The reduction of sulfates associated with the
removal of nitrates can be a useful tool for additional treatment of water from impurities of heavy and
polyvalent metal ions.

Keywords: decentralized water treatment, nitrates, hydrogen sulfide, bacterial nutrition, water quality.

Introduction

The growth of the population and the demand for food contribute to the intensification of
agriculture, in particular, through the use of fertilizers based on both organic and inorganic
compounds of nitrogen. This is one of the main causes of groundwater pollution with nitrates.
According to estimates (Matei et al., 2021; Benes et al., 1989), only 40-60% of the total
amount of nitrate fertilizers applied to the soil is consumed by plants, the latter in the form of
nitrate ions (NO3) entering water sources (soil and underground), which leads to their
contamination.
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Nitrate ions are a stable form of bound nitrogen, poorly sorbed by water-bearing soils,
capable of migrating over aquifers over long distances, penetrating deep-lying strata, which
leads to permanent nitrate pollution (Besser ef al., 2022) of underground water sources. This
limits their use for domestic and drinking water supply due to serious risks to human health,
and also provokes a number of environmental problems.

Literature review

The main danger of nitrates entering the human body is associated with the occurrence of
methemoglobinemia in young children (Fewtrell, 2004). Based on this, WHO recommended a
limit of nitrate content in drinking water of <50 mg/dm3 in the form of (NO3) . However, the
consequences for human health, the appearance of which is likely at lower concentrations of
nitrate ions in water and may be associated with the immunosuppressive effect of nitrates, a
decrease in the body's resistance to the action of mutagenic and carcinogenic agents,
malignant tumors, reproductive risks, etc., continue to be studied (Ward et al., 2018; Noori et
al.,2022; Temkin et al., 2019; Grout et al., 2023).

The concentration of nitrates in groundwater is affected by climate change
(Sidiropoulos et al., 2019; Paradis et al., 2016). Its growth is predicted as a result of a
decrease in groundwater level due to the degradation of water resources (a decrease in the
amount of groundwater in the future water balance). Despite the adopted legislation (Nitrate
Directive, 1991/676/EEC; Water Framework Directive, 2000/60/EEC), nitrate pollution of
groundwater in the world (Abascal et al., 2022) is a global problem, which is also inherent in
Ukraine (Romanchuk et al., 2021; Herasymchuk et al., 2022). The work (Romanchuk et al.,
2021) shows that in 10 out of 15 studied regions of Ukraine, the nitrate content in drinking
well water in rural settlements was exceeded both during traditional and organic farming.
According to (Natsionalna dopovid, 2022), only 23.5% of Ukrainian villages are provided
with centralized water supply. The rest of the population of rural residential areas uses
drinking water from wells, boreholes, catchments. From 14.2% to 45.6% (depending on the
type of source) of drinking water samples did not meet the standards (DSanPiN, n.d.) for
sanitary and chemical indicators, including nitrate content from 13.4 to 36.3%. There are
cases when this indicator reached 63.9% (Herasymchuk et al., 2022). The use of such water
for drinking is possible only after its purification. In places where there are no centralized
drinking water treatment sites and water distribution networks, to reduce high levels of
concentrations of nitrate and other harmful impurities, it is recommended to use water
purification devices at points-of-use (POU) and at points-of-entry (POE). Most often, reverse
osmosis and ion exchange devices are used. Their advantages and disadvantages are described
in (Matei et al., 2021; Jensen et al., 2021). High investment and operating costs are a
deterrent to the use of such devices in regions with low population incomes (Grout et al.,
2023). The use of biofiltration can be an alternative.

The study (Alguacil-Duarte et al., 2022) of life cycle assessment (LCA) and economic
efficiency analysis of two processes of drinking water treatment (reverse osmosis and
biological purification) has shown that biological technology allows to produce drinking
water in a more environmentally safe, economical and efficient way.

Currently, slow sand filters (SSF) and biological sand filters (BSF) are increasingly
being considered as one of the available alternatives to POU. Recently published reviews
(Freitas et al., 2022; Maiyo et al., 2023) note that these filters were originally focused on
removal of silted particles, turbidity, color, and pathogenic microorganisms. However, thanks
to the improvement of the design, construction of filter loads, water purification modes, the
capabilities of biofilters have been significantly expanded, including for nitrate removal
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(Romero et al., 2020; Mutsvangwa et al., 2017; Aslan et al., 2007; Mohobane et al., 2022,
Roshanravan et al., 2021).

At the same time, the control over microbiological processes taking place and the
management of clogging (clogging) of the filter layer remain the weak point of biological
filtration (Rocher et al., 2019). As an alternative to the existing POU biofilters, the concept of
a biofilter with minimal additional maintena (Gevod et al., 2021), resistance to clogging of its
filter layer was evaluated. The latter consisted of elements of a certain size and configuration
with a highly developed surface and colonies of heterotrophic denitrifying bacteria attached to
it. Loading elements ensured the creation of channels in the filter layer for unhindered
movement of denitrified water along the path of biofiltration and the release of gaseous
products of microbial metabolism, in particular molecular nitrogen, from the biofilter into
atmospheric air. The change of filtration mode from continuous direct flow to piston
(displacement) minimized the formation of excess biomass entering the filtrate.

However, in addition to nitrates, groundwater also contains other inorganic compounds
(salts of heavy and polyvalent metals, carbonates, sulfates, etc.), which take part in associated
processes (methanogenesis, sulfate reduction, ureolysis) in the biofilter. Therefore, the study
of these processes that can affect the quality of treated water is relevant.

The purpose of the study was to reveal additional possibilities of denitrification small-sized,
submersible biofilter, namely, biotransformation together with nitrates of sulfates to hydrogen
sulfide, which can contribute to the removal of ions of heavy and polyvalent metals from
water.

It is known that the increased content of nitrates suppresses the activity of sulfate-
reducing bacteria (He et al., 2010) in the immobilization of heavy and polyvalent metal ions
in the form of insoluble sulfides and oxides.

The object of research was a shift in the sulfate-sulfide balance in aqueous environment
of the biofilter and the influence of concentrations of sulfate ions and the substrate of bacterial
nutrition, in particular ethanol, on the accumulation of H,S and its consumption in the
biofilter volume during biofiltration denitrification.

Experimental part. Materials and methods

The microbiological reduction of sulfates to hydrogen sulfide H,S with its subsequent
transformation into colloidal sulfur in the process of denitrification of water in a biofilter
operating in displacement (piston) mode was studied. The design of the biofilter, the type of
filter load, and the mode of incubation of biofoulings were described in detail in (Gevod et
al., 2021). Samples of purified water were taken for analysis (Fig. 1) from inlet zone (1) of
inlet elbow, outlet zone (3) of outlet elbow, and from connection zone (2) of inlet and outlet
elbows. The sample volume from each sampling point was 150 ml. During the research, 5
liters of water for denitrification were supplied to the biofilter in a "volley" at a given time
every day, and the same amount of filtrate (denitrified water) was simultaneously received.
Time of hydraulic water retention in the biofilter was determined by its volume supplied to
biofiltration, the length of the filtration path, did not depend on other parameters of the
process and was two and a half days, which exceeded the necessary time for exhaustive
denitrification of water.

Model solutions of nitrate water were used in the work. They were prepared on the basis
of tap water containing sulfates (125 mg/dm’) by adding (NaNO) to it. The concentration of
the latter was 250 mg/dm’. In separate experiments, distilled water was used to prepare
sulfate-free nitrate water. Ethyl alcohol (C,HsOH) was used as a nutrient substrate. Its
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concentration during the research was 60 mg/dm® and 125 mg/dm’. The choice of the type of
nutrient substrate was determined by the target (drinking) purpose of the treated water and

existing recommendations in the literature (Mutsvangwa et al., 2017; Mohseni-Bandpi et al.,
2013).
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Figure 1. General view of the biofilter with a cross-section of its outlet elbow

and the positions of sampling sites for analyzes:
1 - inlet zone; 2 - zone of connection of inlet and outlet elbows; 3 - output zone of outlet elbow;
4 - biofilter loading: A-B — direction of water movement through the biofilter

The concentration of nitrates in water was measured by I-160 MI ionometer with ELIS-
12INO3 ion-selective electrode and EVLI-M reference electrode. The working range of
nitrate ion concentration measurements was 107-5.10° M. The sensitivity was 510 M.

The concentration of ethanol in water samples from 1-3 zones of the biofilter was
determined using GC9790 III gas chromatograph with flame ionization detector and short
packed column (diameter is 3 mm, length is 500 mm). Chromosorb W treated with
polyethylene glycol (PEG 20M) was the packing material. The temperatures of the ejector,
detector, and column were kept constant and were, respectively, 160°C, 200°C, and 120°C.
Molecular nitrogen (N,) of 99.995 qualification was the mobile phase. The dosage of liquid
samples into the ejector liner was equal to 0.2 pl and 0.1 pl. Samples were entered manually.
A microsyringe with a volume of 1 pl was used. Processing of chromatograms was carried out
automatically according to the algorithms of "FL9790 chromatogram Workstation" software.

The appearance and consumption of hydrogen sulfide in the connection zone of inlet
and outlet elbows were monitored based on the results of measurements of the value of redox
potential (Eh). For this purpose, ERP-101 measuring electrode and EVL1-M silver chloride
reference electrode, which were connected to I-160MI ionometer, and also - by the reaction of
qualitative determination of hydrogen sulfide using a solution of [Pb(NO3),] lead nitrate and
by characteristic smell of water sample, were used. In the cells of the potentiometer, selected
water samples from three zones of the biofilter were mixed with magnetic stirrers at a speed
of 120 rpm and atmospheric air was freely accessible to them. The area of the sample mirror
was 0.2 dm>. When measuring (Eh), the electrode pair, pre-exposed in tap water with an
equilibrium concentration of dissolved oxygen in it, was moved into the cell with the test
sample and potentiometer readings were taken after 5 minutes of exposure time.
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pH control was carried out with I-160MI ionometer with ESK 10603 pH glass electrode
and EVL1-M silver chloride reference electrode. Concentrations of nitrate ions, Eh and pH
were measured and recorded automatically according to a given algorithm using the
"Analytics" software.

Results and discussion

During denitrification, the reduction of sulfates manifests itself in that part of the filter load,
where the biofiltered water contains a sufficient amount of dissolved sulfates and bacterial
nutrients (donors of assimilated carbon and electrons), but has practically no dissolved
oxygen. Under anaerobic conditions, sulfate-reducing bacteria split oxygen from (S0Z7)
sulfate ions and produce (HS ™) hydrosulfide ions. The latter undergo hydrolysis and hydrogen
sulfide is formed in water. Its presence in water samples is revealed by a qualitative reaction
using [Pb(NO3),] and by the results of redox potential (Eh) measurements.

Natural water that does not contain hydrogen sulfide, at neutral, weakly acidic and
weakly alkaline pH values, is characterized by redox potentials (Eh) in the range from plus
50 mV to plus 300 mV on the hydrogen scale (Piskarev ef al., 2010). Eh value depends on the
content of dissolved mineral and organic impurities with different degrees of oxidation in
water. Positive values of redox potentials are determined in water by impurities in an oxidized
state. The appearance of hydrogen sulfide, which is a strong reducing agent, shifts the redox
potential of water in negative direction to values in the range from minus 250 mV to minus
300 mV.

Fig. 2 shows measured concentrations of nitrate ions, Eh, and pH in the samples taken
for analysis from positions 1, 2, and 3 (Fig. 1) before supplying another new portion of water
for biofiltration. It was supplied daily (stationary mode of functioning of the biofilter) at a
given time. The output water contained 250 mg/dm’ of sodium nitrate, 125 mg/dm’ of
sulfates, and 125 mg/dm’ of ethanol (carbon/nitrogen ratio C/N = 1.56), which is excessive
compared to the stoichiometry of biological denitrification (28) when C/N = 0.94. Columns of
different heights in sector (a) in Fig. 2 show nitrate concentrations in water samples that have
been taken for research at the biofilter inlet (position 1), from the sampler at the junction of
inlet and outlet elbows of the biofilter (position 2) and at the biofilter outlet (position 3). As
can be seen, during the operation of the biofilter in the displacement biofiltration mode, a
multiple (by more than an order of magnitude) reduction in the concentration of nitrate ions in
denitrified water is achieved. At the same time, the main share of the observed decrease in the
concentration of nitrate ions falls on the inlet elbow of the biofilter. In sectors (b) and (c) of
the diagram field, the results of Eh and pH measurements are presented. In the water supplied
to the biofilter and in the resulting filtrate, redox potentials have positive values, which on the
hydrogen scale range from plus 90 mV to plus 135 mV. In the water sampled for analysis
from the connection zone of inlet and outlet elbows of the biofilter, Eh have negative values,
which vary in the range from minus 230 mV to minus 265 mV.

The hydrogen index (pH) of the water supplied to the biofilter and in the obtained
biofiltrate is in the range of 8.1-8.3 and 8.45-8.7, respectively, and in the sample from the
zone of connection of inlet and outlet elbows - 7.6-7.8.

The results of Eh measurements indicate the presence of hydrogen sulfide in the zone of
connection of inlet and outlet elbows of the biofilter. Samples of denitrified water from this
zone have a characteristic odor. The presence of hydrogen sulfide in them is confirmed by a
qualitative reaction using lead nitrate.
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Figure 2. Change in nitrate concentration (a), redox potential (b), and pH (c) in water samples:
1 - inlet zone; 2 - zone of connection of inlet and outlet elbows; 3 - output zone of outlet elbow

Thus, during biofiltration denitrification of water with (NaN0O3) initial concentration —
250 mg/dm’, sulfate concentration — 125 mg/dm’ and ethanol dosage — 125 mg/dm’, in the
lower part of the biofilter (anaerobic zone) the presence of sulfate-reducing bacteria is
observed. The latter separate oxygen from sulfate ions for their respiration and release (HS™)
hydrosulfide ions that undergo hydrolysis into the filtered water, which is accompanied by the
appearance of hydrogen sulfide in denitrified water along the path of biofiltration.

Between hydrosulfide ions and hydrogen sulfide molecules, a dissociation equilibrium
is established, and between sulfate ions, hydrosulfide ions, and hydrogen sulfide, a redox
equilibrium, associated with the functioning of sulfate reductases in bacterial cells that reduce
(S0%7) ions to (HS™), is established.

The (H,S 2 HS™) dissociation equilibrium depends on pH and the ionic strength
formed by salts dissolved in water. If the ionic strength is neglected, then the equilibrium
between (HS™) and (H,S)) depends only on pH and is described by the equation:

H,S @ H* + HS™. (1)
For this reaction, the standard Gibbs potential (AG®,¢g) is:
AG°298 =40.27 kJ/mol. (2)

The ratio of the standard Gibbs potential (AG®°,9g) to the energy of thermal motion (RT)
is the logarithm of the dissociation equilibrium constant, i.e.:

_ —AGpog
IgK = 2.303RT’ ©)
So, in this way:
lgK=-705and K = 891-107%, 4)
however
_ [H*[HS]
k=" (5)
and
[Hs™] _
lg 5] lgK + pH. (6)

Equation (6) reveals the relationship between pH and the concentration ratio of
hydrosulfide ions to hydrogen sulfide in their presence in water. In particular, if

[H,S] = [HS™], then:
1gK + pH =0, and pH = 7.05. (7)

If pH < 7.05, the hydrogen sulfide equilibrium according to reaction (1) shifts to [H,S],
and when pH >7.05 -to [[HS™].
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Concentrations of hydrogen sulfide and hydrosulfide ions at different pH values are
found as follows:

[HpS][OHT][HT] K a?[HS™)?

K = 2[Hs-][H’f] =% = (- [Hs] ®)

where: Ky, is ionic product of water; K; is a constant of H,S dissociation reaction according

to the first degree; a” is a degree of hydrolysis of hydrosulfide ions; [HS™](1 — a*) is a

concentration of hydrosulfide ions that have not undergone hydrolysis; a*[HS™] is a
concentration of formed (H,S) and (OH™).

Then:
1 _ [oH™]? _ 107204-PH)
(5] = 2L = 22 ©)
or
[H,S] = a[HS™] = K{[HS™]. (10)

If sulfate ions are present in water together with hydrogen sulfide and hydrosulfide ions,
then the situation changes. In sulfate ions, sulfur has a (+6) oxidation state, and (-2) in
hydrogen sulfide molecules and hydrosulfide ions. The equilibrium in water between ( SOZ7)
and (HS™) ions, as well as between (S027) and (H,S) ions depends on both pH, as well as
energy expenditure required for the reduction of sulfate ions. Sulfate-reducing bacteria obtain
energy for the work of enzyme complexes that split oxygen from (S027) ions and produce
(H,S) ions from nutrient substrates.

The recovery of (SOZ7) to (H,S) is described by the equation:

SO02~ + 10H* + 8e = H,S + 4H,0. (11)
The standard Gibbs potential for this reaction is equal to:
-AG®98 = 233.91 kJ/mol, (12)
and, thus, the standard redox potential is described by the expression:
ERO = Z8G2s (13)
8F

Then, according to the Nernst equation, the relationship between [SOZ~]and [H,S]

concentrations with redox potential and pH is as follows:
23R [H2S]  2.3RT (ng)

—_ 0 _
Eh = Eh nF lg [soz~] F  (ne) pH (14
or
Eh = 0.303 + 0.0074lg % — 0.074pH (15)
2
and

I [s037] _ Eh-0,303+0,074pH _
9 8] 0,0074

Q. (16)
Assuming that
[H,S] + [SO0Z27] = const,
and imagining the concentrations of indicated components as fractions from the unit, we get:

[SO%]" + [HpS]" =1 (17)
or
—27+ _ 109
[50;2]" = —°— (18)
and
.1
[HS]" = ——. (19)
The equilibria between [ SOZ~] and [HS~] can be described in a similar way, i.e.:
SO~ +9H* 4+ 8e = HS™ + 4H,0, (20)
-AG®95 = 194.54 kJ/mol, (21)
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_ApO
ER® = =228 - 0252V, 22)
_ ppo _ 23RT, [HST] 23R (ny)
Eh =Eh — lg 507] ) pH (23)
and
2_
Eh = 0.252 + 0.0074lg % — 0.066pH. (24)
Then:
[s037] _ Eh-0,252+0,066pH
lg [HS™] 0,0074 = (25)
and by analogy with (17)-(19):
—91x 10Q1
[SOL%)" = —(oan (26)
. 1

Equation (9) indicates that in a hydrogen sulfide system, a shift in pH by one unit causes
a change in the concentration of hydrosulfide ions by two orders of magnitude. At the same
time, the concentration of hydrogen sulfide also changes proportionally, as follows from
equation (10).

Fig. 3A shows how relative concentrations of sulfate ions and hydrosulfide ions change
depending on pH at redox potentials equal to 0.2 V; 0.25V and 0.3 V, respectively, and
Fig. 3B - how decimal logarithms of the ratio of concentrations of sulfate ions to hydrosulfide
ions change depending on the values of redox potentials at pH = 6.6; 7.6 and 8.6.

The ratios of concentrations of sulfate ions to hydrosulfide ions, depending on redox
potentials, are exponential functions. In semi-logarithmic coordinates, their graphs are straight
lines with a slope: nF/2.3RT. Their location occurs with a displacement along the ordinate
axis proportional to pH, as shown by equations (23)-(25). At a given pH value, an increase or
decrease in redox potential by 0.01 V leads to a change in the concentration ratio more than
twenty times. Therefore, the processes occur most dynamically in the hydrogen sulfide system
near the points of concentrations equality [SOZ7] and [HS™], or [SOZ~] and [H,S]. This is
illustrated in Fig. 3A. On 1it, black dashed curves 1*, 2* 3* demonstrate how the
concentration of sulfate ions can change at redox potentials equal to minus 0.2 V; minus
0.25 V; and minus 0.3 V, when the hydrogen index increases from 6.5 to 7.0, respectively;
also from 7.5 to 8.0 and from 8.0 to 8.5. Red continuous lines show, at the same time, the
change in relative concentrations of hydrosulfide ions. Calculations have been made
according to equations (26) and (27) using the values obtained in (25). It can be seen that an
increase in the hydrogen index by 0.5 units leads to a change in relative concentrations of
[SO27] and [HS~] from almost zero to one and vice versa.

The course of calculated curves 2 and 2* in Fig. 3A corresponds to the results of
experimental measurements, which have shown a shift of redox potential to minus 260 mV
and pH to 7.6 (Fig. 2b, c). Their intersection occurs at pH 7.6-7.62, which corresponds to the
possibility of achieving the same relative concentrations of hydrosulfide ions and sulfate ions
at Eh = 0.25 V. In fact, the concentration of hydrosulfide ions produced by sulfate-reducing
bacteria is related to the amount and quality of the substrate for their nutrition. In
denitrification biofilter, ethanol, part of which from denitrification zone, under conditions of
excess, enters sulfate reduction zone, is such a substrate of bacterial nutrition. Therefore, real
concentrations of hydrosulfide ions and, accordingly, hydrogen sulfide, compared to the
initial amount of sulfate ions in water fed to the biofilter for processing, are not large.
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Figure 3. Calculated dependences of relative concentrations of hydrosulfide ions

and sulfate ions and decimal logarithms of their ratios depending on pH at given Eh:
A -1, 2,3 - change in relative concentrations of hydrosulfide ions and 1*, 2*, 3* - sulfate ions
depending on pH at Eh=-0.2 V; -0.25 V; -0.3 V respectively
B -1g[S0Z71/[HS™] on Eh at pH=6.6 (a); 7.6 (b); 8.6 (c)

Fig. 4 shows the dependence of the change of redox potentials (Eh) on time in water
samples taken for analysis from zones of: a) inlet elbow; b) connection of inlet and outlet
elbows of the biofilter; c) outlet elbow of the biofilter. Measurements of redox potentials were
carried out in samples that were in states of rest (1), stirring with magnetic stirrer (2), as well
as mixing a stream of air bubbles (3) with additional blowing through the sample of filtered
water.

a) b) c)
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Figure 4. Dynamics of changes in redox potentials in water samples

taken for analysis from different zones of the biofilter:
a) zone of inlet elbow; b) zone of connection of inlet and outlet elbows;
¢) zone of outlet elbow of the biofilter

The graphs of the "Eh - t" function in Fig. 4 show that Eh in samples of water entering
biofiltration (a) and in the obtained biofiltrate (c) practically do not differ from each other and
are stable over time. Therefore, the conditions of the experiment (state of rest or mixing of
water samples with magnetic stirrer) do not have a noticeable effect on Eh indicators. Such
dynamics of changes in redox potentials over time indicates the absence of significant
amounts of reduced sulfur compounds, in particular hydrosulfide ions and hydrogen sulfide,
in water entering biofiltration and in denitrified water. On the other hand, a different picture is
observed in biofiltrate samples obtained from the zone of connection of inlet and outlet
elbows of the biofilter (b). The course of changes in the "Eh - t" functions in these samples is
significantly influenced by hydrodynamic conditions. If water sample in the measuring cell of
the potentiometer is at rest (magnetic stirrer is turned off), redox potential during its
measurement changes as shown by curve 1 (sector b). When water sample is mixed with
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magnetic stirrer, redox potential changes as shown by curve 2. Under the conditions of
blowing the water sample with a stream of air bubbles in addition to mixing, effective surface
area of water-air phase separation in the measuring cell increases significantly and the change
in Eh values is demonstrated by curve 3.

The results of this experiment testify to the process of sulfate reduction with the
formation of H,S. During the contact of filtrate samples containing hydrogen sulfide with
atmospheric air, hydrogen sulfide is weathered. The difference in its concentrations (partial
pressures) in the sample volume and in atmospheric air is the driving force. The process is
accelerated by convective transfer of dissolved hydrogen sulfide to the surface of "water-air"
phase interface during mixing and additional blowing of the samples with atmospheric air.

From the obtained data, it is possible to conclude that during the daily supply of
portions of nitrate water of the above composition to the biofilter the formation of hydrogen
sulfide is observed in the zone of connection of its inlet and outlet elbows. Its appearance is
caused by the fact that the dosage of ethanol in denitrified water, which is 125 mg/dm’,
exceeds the stoichiometric one (C/N = 0.94), calculated by the equation:

NO3 + 0,55C,HsOH + 0.1370, —» 0,046CsH,0,N + 0,87HCO3 + 0,99H,0 +

+ 0,130H" + 0,48N,. (28)

Due to the biotransformation of nitrates into molecular nitrogen in the presence of
ethanol, the concentration of nitrate ions in the filtrate decreases. This contributes to the
activation of sulfate-reducing bacteria (He et al., 2010), which are localized in the zone of
connection of inlet and outlet elbows of the biofilter. In the presence of ethanol, they produce
hydrogen sulfide, releasing oxygen from sulfate ions for their respiration. The equation of
bacterial sulfate reduction looks like this:

3502~ + 2CH;CH,0H = 3HS™ + 3H,0 + CO, + 3 HCO3. (29)

Hydrogen sulfide, which is formed in the zone of connection of inlet and outlet elbows
of the biofilter, is practically not observed at its outlet. It can be assumed that in the filter
loading after the zone of operation of sulfate-reducing bacteria, there is a zone of prevalence
of sulfur bacteria that oxidize hydrogen sulfide, which hasn't been spent on the formation of
insoluble sulfides, to elemental sulfur.

Sulfate reduction is suppressed if the addition of ethanol to denitrified water is less
(60 mg/dm’, i.e. C/N = 0.75) than is required for exhaustive microbiological reduction of
nitrate to molecular nitrogen according to equation (28).

Fig. 5 shows "Eh - t" chronopotentiograms of filtrate samples taken for analysis from
zone (2) of the biofilter during the decade of the experiment. The course of obtained "Eh - 1"
dependences, as expected, confirms that with a decrease in the dosage of ethanol in denitrified
water, sulfate-reducing bacteria stop producing hydrogen sulfide. Its accumulation in the
biofiltrate decreases as the period of "starvation" of the microbial community increases, and
already after five days of the biofilter's work, under certain conditions, the
chronopotentiograms record the disappearance of hydrogen sulfide. This is demonstrated by
the general course of the curves with indices from 0 to 5 in Fig. 5a. However, if ethanol
dosage is restored to the original value of 125 mg/dm’, then the picture is reversed. In
working biofilter, the production of hydrogen sulfide is resumed in the zone of connection of
its inlet and outlet elbows. This demonstrates the course of "Eh - t" curves with indices from
5to 10 in Fig. 5b.
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Figure 5. Dynamics of the change in redox potentials during 10 days

in biofiltrate samples stirred with magnetic stirrer at different doses of ethanol:
a) curve 0 - dose of ethanol is 125 mg/dm3; curves 1, 3, 5 - dose of ethanol is 60 mg/dm3
b) curve 5 - dose of ethanol is 60 mg/dm3; curves 6, 8, 10 - dose of ethanol is 125 mg/dm3
The numbers near the curves correspond to the sequence of the experiments (day of the experiment)

Similarly, sulfate reduction is affected by the concentration of sulfate ions. The
denitrification of model water that does not contain sulfates (nitrate-containing water with the
addition of ethanol was prepared on a distillate) is accompanied by the suppression of sulfate-
reducing bacteria, and hydrogen sulfide is not detected in biofiltrate samples. It is important to
note that ethyl alcohol, which is dosed into denitrified water, is almost completely consumed
in the biofilter. It is always assimilated by the microbiome during the time the treated water is
inside the biofilter. This is confirmed by the results of chromatographic studies of water
samples supplied to biofiltration denitrification and biofiltrate samples that have been taken
from functioning filter at its outlet and from zones of connection of inlet and outlet elbows.

Conclusions

Recently, biological denitrification is increasingly considered as one of available alternatives
to decentralized water treatment. Therefore, it is relevant to study the impact of other
impurities contained in natural waters, in particular sulfates, carbonates, etc., both on the
removal of nitrates directly from the treated water and on its quality. The paper presents the
results of denitrification of water in the presence of sulfates in a small-sized submersible
biofilter. It is shown that the processes of biotransformation of nitrates and sulfates follow the
trajectory of water movement in the biofilter sequentially. Reduction of sulfates to hydrogen
sulfide begins after removal of nitrates from the treated water. This happens when the dosage
of nutrient substrate (ethanol) added to the biofilter exceeds the stoichiometric amount
required for denitrification. The obtained results in subsequent studies can be used to further
improve the quality of the obtained biofiltrate due to the additional removal of impurities of
salts of heavy and polyvalent metals from it.
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AHotanisi. B poGoTi i3 3acTocyBaHHSM MaTeMaTHYHOTO MOJACTIOBAHHS PO3KPUTO OCOOJIMBOCTI
010JIOTIYHOTO TEPETBOPEHHS HITpaTiB 1 Cynb(ariB [0 HITPOreHy Ta CIPKOBOJIHIO IIJa i€r0
reTepoTpoHUx aeHITpUuDIKAIIHHUX 1 CyIb(ar-BiAHOBIIOBAIBHUX OaKTepiii B MajaorabapuTHOMY
3armOHOMY 010 iTBTPi MPH Pi3HHUX CIIBBITHOMICHHX «KapOoH/HiTporeH». TexHomoris 6iogpinprpamii
JIa€ 3MOTY BHUPOOJIATH IMUTHY BOJY OUIBII EKOJIOTIYHO OE3MEYHHM, CKOHOMIYHUM Ta e()EKTHBHUM
criocoboM. OHaK MiA3eMHI BOAM, OKPIM HEOE3MEUHHMX JIsA 340POB’S JIOJAWHU HITpPaTiB, MICTATH i
1HIII HEOpraHiyHi crOMyKH (COMi BaXKKUX Ta MOJIiBAJIEHTHUX METaliB, KapOoHATH, cynbdaTH i T. 1.),
mo OepyTh ydacTb Yy CYIYTHIX Ipolecax (MeTaHOTeHe3y, Cyiab(aT-BiAZHOBICHHS, YpPEOoIizy) B
oiodimeTpi. ITim yac mgociimkeHHS OyJI0 PO3KPHUTO IOJATKOBI MOMIIMBOCTI JCHITpU(IKALIHHOTO
MajorabapuTHOTO 3arauOHoro 6iodinbTpa, a came, 6ioTpanchopmalii pa3om i3 HiTpaTamu CyabdartiB
JI0 CIPKOBOJHIO, SIKMI MOXE CIIPUATH BHIAICHHIO 10HIB BKKMX Ta MONIBaJCHTHUX METANIB 3 BOAM.
JocmimkeHo 3pyieHHs cyabdaT-cyabhiaHoi piBHOBArd y BOAHOMY CEepeIOBHII 0iodinbTpa Ta BILUIUB
KOHIICHTpalliii cynbdar-ioHIB 1 cyOcTpaTy OaKTepiaJbHOTO JKUBJICHHS, 30KpEeMa €TaHONy, Ha
HAKOMMYEHHs 1 Horo BUTpauaHHs B 00’emi OiodinbTpa mnpu 3xidcHeHHI OiodinbTpaniiinol
neHitTpudikanii. Pe3ynbTatn MopedIOBaHHS CIOMYYEHHMX NpoOLECiB AeHITpudikaumii Bomu y
MajiorabapuTHOMY 1HHOBAIITHOMY 010()iIBTPI Y MPUCYTHOCTI Cyib(aTiB Jald 3MOIY BCTaHOBUTH
MOJJIUBICTh 1 YMHHUKM X KEpOBaHOro BigHOBIEHHS. [lokazaHo, IO TEpPEBHIIECHHS MO3yBaHHS
cyOcTpaTty JKUBJIGHHS (€TaHONy) Yy BHXiJHY BOAY TIOpPIBHAHO 31 CTEXiOMETPHUYHHM, KOJHU
«kapOoH/HITporeH» nopiBHioe 0,94, NpPU3BOAUTH OO0 MOSABH y (IIBTpaTi CIPKOBOAHIO, SKHIA
MPOIYKYIOTh CYyJIb()aT-BiIHOBIIOBAEHI OakTepii 3a paxyHOK JKWBJICHHS 3ajMINKaAMH CTaHONIY.
CipkoBozaeHb y (pimbTpaTi He 3’SBISIETHCS MPU J03yBaHHI CyOCTpaTy >KUBJICHHS y BUXiTHY BOAY B
KUIBKOCTI, IO BIAMOBIJA€ MOKA3HUKY «KAapOOH/HITPOreH» MEHIIOMY, HIXK MOTpedye cTrexioMerpis
010JIOTIYHOTO BiMHOBJIEHHS HiTpaTiB. KepoBaHe BiIMHOBICHHS CYIh(}aTiB IO CipKOBOTHIO MOXKE OyTH
KOPUCHHUM JIOJAaTKOBUM 1HCTPYMEHTOM HOJMIMIICHHS SKOCTi QiAbTpaTy NpH cyMicHil AeHiTpudikamii i
BUJIyYEHHI 3 BOJM JIOMILIOK COJIEH BaKKMX MeTaiiB. Po3pobnena Momenb i oTpuMaHi pe3yiabTaTh
MOXXYTh OyTH BHUKOPHCTaHI IS ITOJAJBIIIOTO MOJIIIIEHHS SIKOCTI Omep)KyBaHOro OiodimbTpaTy 3a
PaxyHOK JI0JaTKOBOTO BUAAJICHHS 3 HHOTO JOMIIIOK COJICH BaXKKHUX 1 IMOJIIBAIGHTHUX METAIIB.

Kurwo4oBi ciioBa: nemeHTparizoBaHe BOJIOOYHIICHHS, HITPATH, CIPKOBOICHD, OaKTepiaabHE )KUBIICHHS,
SIKICTh BOJIH.
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Abstract. Every year, malware authors create more and more sophisticated and clever malware that
can harm our computers. Traditional methods, which are based on searching for program signatures
are no longer effective in solving the problem of malware detection. It is being replaced by automated
file analysis, which is a more promising approach to detecting suspicious files. Machine learning
methods are increasingly used to detect such malware programs. However, such solutions may require
a lot of computing resources to perform their operations. Therefore, the task of creating an optimal
machine learning model in terms of learning speed and malware detection accuracy arises. In addition,
usually one method of data representation is not sufficient to detect malicious features of files.
Therefore, this paper will describe two different methods: one method is based on the binary
information of the file, the other one is based on disassembled code of executable files. The purpose of
this work is to improve the efficiency of malware detection by optimising feature extraction methods
and applying machine learning. The main tasks of the study include: extracting features from exe files,
creating several machine learning models and comparing them to determine the most effective one.
The dataset used in this study has been collected from various online sources and consists of 12824
executable files in .exe format, of which 11844 files are malicious and 980 are benign. This paper
presents recommended methods of feature extraction and input data generation for machine learning
models based on the support vector machine algorithm. These methods allow to find the best way to
process the features describing a malicious file. Six machine learning models, each of which
performed well in terms of F-score, precision, and recall metrics, were created. The model that was
created based on the binary type of data representation showed the highest results for all metrics.

Keywords: intrusion detection, PE format, feature extraction, disassembled instructions, support vector
machine.

Introduction

Every year there are more and more methods for detecting malicious software that abandon
traditional signature approaches. Instead, a bet is made on heuristic analysis, behavioral
methods or their combinations (Abri et al., 2019). These methods have gained particular
attention due to their ability to detect zero-day malware. This is software whose signature
is not available to antivirus systems (Handa et al., 2019; Alazab et al., 2011). The use of
machine learning models is the key point of these methods, but it is not without certain
challenges. The main ones are the selection and formation of an optimal set of features
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(features of the file) that allow to best represent the input data set. In addition, it is important
to effectively adapt these features for machine learning models to improve the overall
accuracy of the models and optimize the learning time. Our work is focused precisely on these
aspects. In particular, in the world scientific literature there are already works that offer
various solutions to these issues (Chaudhary, 2021; Kutlay et al., 2020; Al-Khshali et al.,
2020). In our previous study, we have analyzed a set of .exe files with the help of different
machine learning algorithms using the binary code of the file as key features (Nafiiev ef al.,
2022). We have considered the executable file in PE format, and also selected the most
optimal parameters for classification algorithms. The algorithm based on support vectors turns
out to be particularly effective. Therefore, in this work, we will build several machine
learning models based on this algorithm. The main purpose of this research is to improve the
process of detecting malware with the help of modernized feature extraction methods and the
use of machine learning models. Within the framework of this study, we have identified the
following tasks:

1. Formation of the input data set for the support vector machine.

2. Research and adaptation of methods for extracting features from files.

3. Construction and evaluation of several machine learning models based on extracted
features.

4. Comparison of models in order to choose the most effective one for detecting malware.

1 Materials and methods

This section describes the main stages of our research. Section 1.1 covers the basics of PE
format. In Subsection 1.2, we consider the formation of the input data set. Subsection 1.3
describes data representation and feature extraction methods, and Subsection 1.4 introduces
the basics of the support vector machine algorithm.

1.1 Description of PE format

There is no doubt that Portable Executable (PE) file format plays a key role in the execution
of software in the Windows operating system. It is universal file format for executable files,
dynamic link libraries (DLLs) and drivers (Microsoft, n.d.). Structural organization of PE
format, which is depicted in Fig. 1, is one of its main features. PE file consists of different
sections containing different types of information. For example, PE header contains metadata
about the file, such as the date of its creation, file size, version, and so on (Sikorski et al.,
2012). Import address table indicates external functions that the program uses, and export
address table indicates the functions that the program exposes for use by other programs.
These tables can provide important information about the behavior of a program because they
indicate the interaction of the program with other programs or with the operating system
(Sikorski et al., 2012; Bilar, 2007). Resource sections can contain different types of data, such
as icons, fonts, images, text lines, etc. These resources can be analyzed to obtain additional
features for static analysis. Using n-grams of bytes or n-grams of instructions, certain patterns
in binary code contained in PE files can be detected. These patterns may indicate typical
behavior of a benign program or behavior specific to malware, such as exploitation of known
vulnerabilities, attempts to bypass antivirus programs, or the presence of malicious content
(Abdessadki et al., 2019). Ultimately, the analysis of PE format can provide a significant
amount of information that can be used to classify a file as malicious or safe one.
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Figure 1. Structure of PE format

1.2 Formation of the input data set

The creation of the input data set is one of the most important steps in building a machine
learning model. It is also necessary that such a set is well balanced to obtain the most
representative results. The input data was represented by a dataset containing 11.844
malicious .exe files and 980 benign ones. Malicious files were divided into 5 different
families: CryptoRansom (5856), Zbot (1973), Zeus (1413), InstallCore (731), Winwebsec
(657), Mediyes (463), Zeroaccess (407), Locker (300). An infographic of the distribution of
files by type can be seen in Fig. 2.

Locker
Zeroaccess
Mediyes

Zeus
CryptoRansom
Zbot

Benign

InstaliCore

Winwebsec

0 1000 2000 3000 4000 5000 6000
Number of instances in Dataset

Figure 2. Infographic of distribution of files by type

It is worth noting that in the used data set there are significantly fewer safe files than
malicious ones. In real system, this may be a problem, but in our case, such a distribution is
acceptable, since our main task in this work is to investigate methods of feature formation. All
malicious files were taken from "malicia-project.com" and "virusshare.com" websites. Benign
files were taken from the folders of installed legitimate software applications of various
categories. They can be downloaded at "download.cnet.com/windows".

1.3 Identification of features

As already mentioned in this Section, PE executable files contain a lot of different
information that can be used to detect malware. We can consider each file as a sequence of
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bytes, a set of trace instructions, or function calls. Different types of file representation require
different approaches to information extraction, selection, and preprocessing. This Section is
aimed at solving these tasks.

1.3.1 Binary data representation

To generate input data for a machine learning model, you need to extract useful bit
information from the executable file. To do this, each file is processed in turn using the pefile
library from the Python programming language. The functions of this module allow to get the
bytes of certain fields from different sections of PE-file in the form of a line. For each file
from the data set, a list containing the sequence of bytes of this file is formed. A visualization
of this process can be seen in Fig. 3.

List of bytes
08 10 60 80-80 10 80 O 2E 746578740000 00 00 10 00 00 00 10
60 90 08 0P-00 8O 0O 08- 00 00 00 02 00 00 00°02 0000 20 00 00 6
2E 72 64 61-74 61 00 00- 30 20 88 B (_ 00 10 00 00 0 E
80 82 60 ee 0000 00 02 00 00 00 04 00 00 40 C
98 80 00 08- 00 10 0000

2E 646174 6100 00 00
00 00 00 02 00 00 00 06 0000 4

00 108 @@ OO—ZCEK N

Figure 3. The process of forming a byte vector, which is filled with different fields
of PE file structure

This study examines two models of binary data representation. The first model uses
only the byte sequence from the header (purple cells in Fig. 1): DOS HEADER,
FILE HEADER, OPTIONAL HEADER, SECTION HEADER, Export, and Import. The
second model uses the entire header and resource section (.rsrc) as it is available in the file
module (orange cells in Fig 1). Fig. 4 shows an example of the fields used for the DOS
Header (The fields, 2016).

typedef struct _IMAGE_DOS_HEADER {

WORD e_magic; /* 00: MZ Header signature x*/

WORD e_cblp; /* 02: Bytes on last page of file x/

WORD e_cp; /* 04: Pages in file %/

WORD e_crlc; /* 06: Relocations */

WORD e_cparhdr; /* 08: Size of header in paragraphs */
WORD e_minalloc; /* @a: Minimum extra paragraphs nFeded *x/
WORD e_maxalloc; /* Oc: Maximum extra paragraphs needed %/
WORD e_ss; /* @e: Initial (relative) SS value %/
WORD e_sp; /* 10: Initial SP value */

WORD e_csum; /* 12: Checksum */

WORD e_ip; /* 14: Initial IP value */

WORD e_cs; /* 16: Initial (relative) CS value */

WORD e_1lfarlc; /* 18: File address of relocation table */
WORD e_ovno; /* la: Overlay number x/

WORD e_res[4]; /* 1c: Reserved words x/

WORD e_oemid; /* 24: OEM identifier (for e_oeminfo) */
WORD e_oeminfo; /* 26: OEM information; e_oemid specific x/
WORD e_res2[10]; /* 28: Reserved words x/

DWORD e_lfanew; /* 3c: Offset to extended header x/

} IMAGE_DOS_HEADER, *PIMAGE_DOS_HEADER;
#include <poppack.h>

Figure 4. Example of DOS _HEADER fields from PE file structure
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Data representation using n-grams was one of the first feature generation methods used
to detect malware (Raff et al., 2018). In this work, we will use a Markov chain, which can be
represented as a graph, in which the vertices are the states of the process (all possible
256 bytes), and the edges are the transitions between the states. As a result, we get a square
matrix of P = ||pl- | || transitions with a dimension of 256*256, where each p;; cell contains the
probability of transition from one byte to another. The transition matrix is subject to the
following conditions:

pij =0, (1)
Vizpij =1. (2)
J

To build such a matrix of transitions, first, based on the collected sequence of bytes for
each file, it is necessary to build an adjacency matrix of the form (00, 01, ..., fH)*(00, 01, ...,
ff). In this adjacency matrix, the number of times one byte was immediately followed by
another byte is counted in each cell. And only then, after the formation of adjacent matrices,
transition matrices are built for all files.

At the final stage, a final matrix with dimensions 12824 (the number of all files)*256"2
is formed, in which each line corresponds to one file and includes its transition matrix
converted into vector form. Each such vector contains 65536 values. A diagram of this
process can be seen in Fig. 5.

transition matrix 1 ) )
\ Final matrix
transition matrix 1

transition matrix 2

transition matrix 2 EE—— transition matrix 3

transition matrix 4
O O O

%o / [ transition malrix 12824 ]
transition matrix 12824

Figure 5. Diagram of formation of the final matrix

Before passing the resulting matrix to the machine learning algorithm, you must first
split this matrix into two parts. One part will be used for learning the model and the other part
for testing. Since our dataset does not contain a large number of different types of malicious
files, it was decided to use 60% of the final matrix for learning and 40% for testing.

1.3.2 Instruction tracing

Executable instruction tracing is also used to detect malware. We generate disassembled code
using IDA Pro, which is opened for each file via the command line using a python script. The
program saves disassembled instructions of each element in .asm files. This is a file format in
which text information is stored. An example of an .asm file is shown in Fig. 6.
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loc_41128BC: ; CODE XREF: sub_411239+70\u2191j
mov [ebp+var_48], ©
mov [ebp+var_48], 1
[push’| 14h ; dwMilliseconds

[call | ds:Sleep
call sub_411565

| mov | [ebp+var_48], eax
cmp [ebp+var_48], ©
jz short loc_4112FB
mov eax, [ebp+var_28]
| mov [ebp+var_24], eax
mov | [ebp+var_4], 3D63h
mov ecx, [ebp+var_24]
[push| ecx
call sub_411000
[add | esp, 4

jmp short loc_411302

Figure 6. A fragment of the .asm file
Note: Used instructions are marked in red

After that, instructions (push, call, cmp, mov, jz, etc.), which are assembled into a two-
dimensional matrix, are sent to each file in turn. Each line of this matrix corresponds to a
sequence of instructions of a specific file. Now the task is to form adjacency matrices for all
files. In binary data representation, we used the number of all existing bytes as the dimension
of the adjacency matrix. However, in the case of instruction tracing, we cannot use all existing
instructions, as their number is counted in the thousands. And this will have a very negative
effect on the learning speed of the model. Therefore, it is necessary to limit the set of
instructions based on which the adjacency matrix is built. To solve this problem, it was
decided to choose the instructions that appear in all files the most times in total. Four sets of
instructions containing 74, 126, 187 and 272 elements were formed. Based on each such set, a
machine learning model will ultimately be built.

Finally, an adjacency matrix is built for each file in the same way as in binary data
representation. The four sets of instructions determine the dimensionality of two-dimensional
square adjacency matrices, in which for each pair of instructions in the matrix, the number of
times the first instruction followed the second is counted. Now, transition matrices are
constructed using adjacency matrices. Transition matrices form the final matrix, as in Fig. 5.
As in binary data representation, the final matrix is divided into two parts - learning and
testing ones, and the share of the learning sample is 60% of the entire data set.

1.4 Machine learning algorithm

For file classification, we use the support vector machine (SVM) algorithm. This algorithm
searches for a hyperplane in the feature space that separates the points of two classes with the
maximum distance (Lifshits, 2006; Burges, 1998). The hyperplane found by the SVM is a
linear combination of data instances, x;, with weights, ;. It is important to note that only
points close to the hyperplane will have nonzero values of a. These points are called support
vectors. Therefore, the goal of SVM learning is to find the weight vector a that describes the
contribution of each data instance to the hyperplane. Using quadratic programming, you can
effectively solve the following optimization problem:
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n 1 n n
max a; — Ez Z a; a;y;yi{x, x;) |- 3)
i=1 =1 j=1
Under the conditions:
n
Z a;y; = O, (4)
i=1
0< a; <C, (5)

where y; is the label of the class of the x; instance, (-, is the scalar product, and C is the
regularization parameter that allows "soft fields". That is, some instances may fall between
fields, which helps prevent data overlearning and provides better accuracy. The weight vector
of the hyperplane is calculated as follows:
w = Z a;yiXi. (6)
i

In the current state of affairs, only linear hyperplanes are possible in the d-dimensional
space determined by x feature vectors. Using the kernel trick, data instances can be projected
into a higher-dimensional space and find a linear hyperplane in it that will be equivalent to a
nonlinear hyperplane in the original d-dimensional space. A new optimization problem arises:

n n n
max Z a; — Z Z a; ajyl-yjl{(xi, x]-) . (7)
i=1

i=1 j=1
The replacement of the scalar product with K (xl-,xj) kernel function is the only
difference from formula (3). In our case, a Gaussian kernel is used, where transition matrices
for two instances are taken and their kernel function (kernel) is calculated according to the
following formula:

N| =

1 12 2
K(x,x') = 82z Zuil*xij) )

Now, taking into account & found in equation (7), our solution is given by:
n

f(x) =sgn (Z a;yiK (x;, xj))’ )]
i=1

where class +1 (benign file) is returned if sum > 0, and class -1 (malicious file) is returned if

sum < 0.

2 Results and discussion

In this study, six machine learning models, four of which are trace representation type and
two are binary type, were created. The indicators of the main metrics can be seen in Table 1.
In this table, Binary r is a model that includes the file resource section. Binary wr model
does not include it. Models called Trace 74 and similar ones are based on the trace type of
data representation, where 74 means the number of instructions used as features. Time means
the learning time of the model, measured in seconds. ROC and Precision-Recall curves can
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also be observed in Fig. 7. The results show that all our models have fairly close indicators.
However, it is still possible to select the best model, relying on the F-score metric, which is
the harmonic mean between precision and recall. Models based on binary data representation
have proven to be quite effective, especially when a resource section is used. A slight
advantage in all metrics was shown by the Binary r model. However, the learning time of this
model also increased slightly as more data was used. These high metrics are explained by the
fact that binary code often displays file properties that are specific for malware, such as
specific coding pattern, specific libraries, or command sequences. For security systems that
rely on speed of response and high accuracy, models learned on binary representation,
especially with the resource section, should be used. Among the models based on
disassembled instructions, the model with 74 instructions (Trace 74) turned out to be the
most efficient one. In addition, the learning time of this model is significantly less than that of
the variants with 126, 187 and 272 features, which is a significant plus. This proves that it is
not always necessary to use a large amount of learning data for high classification quality.
More precisely, the correct selection of "important" instructions can give an advantage over a
large volume. When developing systems for detecting malicious files based on trace
instructions, we recommend focus on the quality, not the quantity, of data. This not only
improves the accuracy, but also reduces the computational cost and learning time of the
model. It is also worth noting that binary representation models have shown a comparable
accuracy result to the best model learned on trace instructions.

' ROC Curves ‘ Precision-Recall Curves
1.001 ', 1.00 p———e—————————
": ;';A - ""‘_‘—7.{ o o= Y_\\%}
09s{ | 098 )
0.901 0.96 1 \ N
0.85 trace 74, auc=0.9946 0.94 | trace 74, auc=0.9995
trace 126, auc=0.9921 trace 126, auc=0.9994
trace 187, auc=0.9906 trace 187, auc=0.9992
0.801 . trace 272, auc=0.9908 | g7 | trace 272, auc=0.9993
binary_wr, auc=0.9956 binary_wr, auc=0.9996
binary_r, auc=0.9961 binary_r, auc=0.9997
S 0.00 0.02 0.04 006 008 010 012 0.14 0'98_95 0.96 0.97 0.98 0.99 1.00

Figure 7. ROC and Precision-Recall curves

The results of our models accuracy may seem too high (Table 1), but some limitations
should be taken into account. First, the data set used is not well balanced. Benign files are an
order of magnitude fewer than viral ones, so the machine learning model will be better able to
recognize malicious files. This is acceptable in our research, but a real file recognition system
should use a balanced and carefully filtered data set. Second, there are not many different
types of malicious files in the collected data set. Viruses of the same type are very similar to
each other, which makes it easy for a machine learning algorithm to recognize such files.
Future studies should use as many varieties of malicious files as possible to obtain a more
representative result of the detection accuracy.
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Table 1. Results of evaluation of machine learning models

recall precision F-score
0 1 0 1 0 1
Binary wr | 0.9130 | 0.9909 |0.8873|0.9932|0.9000 | 0.9921 | 0.9956 | 0.9996 | 795
Binary r | 0.9239 | 0.9915 |0.8947 | 0.9940 | 0.9090 | 0.9928 | 0.9961 | 0.9997 | 816
Trace 74 | 0.9130 | 0.9893 |0.8689|0.9932 | 0.8904 | 0.9912 | 0.9946 | 0.9995 | 99
Trace 126 | 0.9094 | 0.9873 |0.8479|0.9929 | 0.8776 [ 0.9901 | 0.9921 | 0.9994 | 255
Trace 187 | 0.8695 | 0.9887 |0.8571 | 0.9898 | 0.8633 [ 0.9893 | 0.9906 | 0.9992 | 490
Trace 272 | 0.8369 | 0.9882 |0.8461 | 0.9873 | 0.8415 [ 0.9877 | 0.9908 | 0.9993 | 747

roc_auc|pr_auc | Time

Conclusions

In this work, a method for detecting malicious programs based on machine learning was
presented. We analyzed machine learning models that were built based on two different
feature extraction approaches. The first approach used bitwise file information obtained from
the PE structure using the Python pefile library. Two models were generated, one of which
used the resource section of the file for learning. The second approach used executable
instruction tracing. The disassembled code was generated using the IDA Pro program. 4 sets
of features, each of which contained a different number of instructions (74, 126, 187 and 272)
and corresponded to one machine learning model, were formed. All six models showed a
good result of the accuracy of detecting malicious files. Our study demonstrates the
importance of choosing a feature extraction approach when building machine learning
models. Models based on the binary representation showed the best accuracy, especially the
one that included the resource section. On the other hand, there was an opportunity to
optimize the malware detection process through instruction tracing, especially when a limited
number of instructions was used. It was found that the model learned on the least number of
instructions (Trace 74) showed the highest values for all metrics. In addition, this model
requires the least time for its learning, which is a significant advantage for using such a model
in real file classification systems. Thus, it can be argued that the principle of using all possible
data for classification does not always give the best accuracy result. Sometimes it is useful to
select a small part of the entire set of features on which the learned model will show the
highest accuracy result.
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AHoTanisi. 3 KOXKHUM POKOM aBTOPH IIKiUTHBOTO TPOTPaMHOTO 3a0e3TeUeHHsI CTBOPIOIOTH BCE OLIBII
JIOCKOHATI Ta XUTPOMYJIPi IIKIIJINBI MPOTPaMH, SKi MOXKYThH 3aBIATH IITKOJHM HAIIUM KOMIT FOTEPAM.
Tpanuiiiiai MeTomu, sKi TPYHTYIOTBCS Ha TONIYKY CHUTHATYp MpOrpaM, IepecTaloTh OyTH
e(DeKTUBHUMU I BUPINICHHS MPOOJEeMH JCTEKIi IIKi[UIMBOIO MPOTPAMHOTO 3a0e3MeUeHHS.
Ha 3MiHy mpuxoauTh aBTOMaTu3allis aHamizy (aimiB, ska € OUIbII MePCHCKTUBHUM IIXOA0M IS
BUSBJICHHS Mino3piaux ¢aimie. [Iasd BHSABICHHS TaKUX IPOrpaM BCE 4YacTillle BHKOPHUCTOBYIOThH
METOJM MAIIMHHOTO HaBuaHHS. OJHAK /s BUKOHAHHS CBOIX OIEpalid Taki PIlICHHS MOXYTh
notpeOyBaTi OaraTto OOYMCIIOBAIbHHUX pecypciB. ToMy BHHHKAa€ 3ajadya CTBOPEHHS ONTHMABHOI
MOJeNII MaIlTMHHOTO HaBYAHHSA 3 TOTJIAMY MIBUAKOCTI HABYAHHS 1 TOYHOCTI METEKIii IITKiIJIUBOTO
nporpamHoro 3a0esmedeHHs. Kpim Toro, 3a3Buyail OJHOTO METOAY TMPEACTABICHHS JaHUX
HEJOCTaTHBO JIJIS SIKICHOTO BUSIBICHHSI IITKIUTMBHX O3HAK (aitiiB. ToMy B mili poOOTi Oyjie onmcaHo
JBa Pi3HI METOOW: OOWH MiAXiJ IPYHTYeTbca Ha OiHapHiil iH(opMmamii ¢aiimy, Apyruil mousrae
y BUKOPUCTaHHI TpacyBaJlbHUX IHCTPYKIid. MeTa 1i€i poOOTH — MIABUINCHHSA €(PEKTUBHOCTI
BHSIBJICHHSI IITKiJIJTABOTO MPOTPaMHOTO 3a0e3MeUeHHS MIJITXOM ONTHMI3allii METOIB BUIIyUEHHS O3HAK
Ta 3aCTOCYBaHHS MAITMHHOTO HaB4aHHs. OCHOBHI 3aj1a4i JOCIIKCHHS BKJIFOUAIOTh, BUIYYCHHS 03HAK
3 exe. (hailniB, CTBOPEHHS KUTBKOX MOJIENICH MAIIMHHOTO HABYAHHS Ta 1X MOPIBHSHHS IS BU3HAYCHHS
HaleeKTUBHIIIOT Mo, BUKkopucTaHuii y 1IbOMY JOCIIIKCHHI HaOIp HaHuX OyB 310paHuil 3 pi3HUX
IHTEpHET-IKepe Ta CKiamaerbes 3 12824 BukonyBaHux (aiiais y hopmari .exe, 3 sskux 11844 ¢aiinis
€ mKiumBuMY, a 980 — MOOPOSKICHUMU. Y CTaTTi MPEJICTABICHO PEKOMEHI0BaHI METOIN BILTyUCHHS
O3HaK Ta TeHepallii BXiAHMX MaHWX JUIS MOJeNiell MAaIllMHHOTO HaBYAaHHS Ha OCHOBI allTOPUTMY
MAaIlIMHU OMOPHUX BEeKTOPIB. Lli METOMM MO3BOJISAIOTH 3HAWTH HAWKpAIIHM NUISX JUIsi 00OpOOKU O3HAK,
0 OMUCYIOTh MIKIUTMBHI (aiin. Bymo cTBOpeHO IIiCTh MOJENEeH MAIIMHHOTO HaBYaHHS, KOXHA 3
SIKUX TOKa3ajia BUCOKI MTOKa3HUKHU MeTpHK F-score, precision ta recall. Monens, sika Oyia CTBOpeHa Ha
OCHOBI OIHAPHOTO TUITY TPE/ICTABICHHS JJAHMX, TIOKa3aJia HAWMBHII PE3YJIbTATH 10 BCiX METPUKAX.

KirouoBi caoBa: BusiBjieHHs BTOprHeHb, PE Qopmar, BuiydeHHS O3HaK, AM3aceMOJIbOBaHI
IHCTPYKLii, MalllMHA OLIOPHUX BEKTOPIB.
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Abstract. Eliminating the disadvantages of updating prices with a large number of products in the
online store, we have found a solution in the application of the Smart Python Agent Development
Environment (SPADE). The article presents the process of collecting data on SPADE and Openfire
Server performance metrics in order to determine and analyze the consumption of system resources
when connecting software agents with different types of behavior, in different numbers, as well as
during interaction with a web application.

In current study, JMeter is used as a tool for data collection and performance testing (including load
and stress). Quantitative and qualitative methods of data analysis are used. When processing the
collected values of indicators for the use of hardware resources, methods of mathematical statistics
have been used to identify relations between indicators. To compare the behaviors of the SPADE
software agent, to determine the effectiveness of one over the other, as well as to determine the
effectiveness of using the agent interface in command line mode compared to its web counterpart in
the form of a graphical user interface (in terms of performance), formulas for calculating the growth
rate are used.

During the study, the advantage of SPADE in the speed of program code execution; the difference in
performance between agent behaviors, as well as between agent web user interface (AWUI) and
command line interface (CLI) modes; features of using the CLI mode of the agent for interactive user
interaction with the application in order to quickly fix errors that occur during the interaction of the
agent with the web application have been determined.

Integration of SPADE agents into the pricing process has practical implications for retailers, opening up
opportunities to study and develop new tools for subsequent application in solving specific problems.

Keywords: XMPP, Python, behavior, web, JMeter, CPU, RAM.

Introduction

Solving the problem of pricing in the absence of up-to-date data, an integrated approach was
used using correlation and data monitoring through the application programming interface
(API) (Zelenko, 2022). Despite the profitability, the developed software prototype (the
minimum viable product (MVP) (Graffius, 2023; Umbreen et al., 2022), which was used by
the German company for two years (Zelenko et al., Classification, 2023), had several
limitations, the main of which was associated with a large time spent on executing the
program code for updating prices (=<100-110 s) and, as a result, an increase in the load on the
web server. Other important disadvantages include the cost of additional time and financial
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resources for the development and support of: a method for reporting errors that require a
human decision; graphical user interface (GUI) for making these decisions as well as for
interacting with the software during the price update process.

The capabilities of the technologies used did not allow eliminating the first
disadvantage and made it difficult to eliminate the second one, so it was decided to make
changes to the application architecture. In the process of searching for new technologies, a
solution was found, which consisted in the use of SPADE.

The goal is to study the impact of SPADE software agents on PC hardware resources
and determining the effectiveness of their use compared to the web user interface (UI) in
terms of performance. The tasks are: collect data on XMPP server performance metrics
during its testing (including load and stress testing); determine the amount and analyze the
consumed hardware resources over a certain time interval when connecting SPADE software
agents with different basic types of behavior, in different quantities, as well as during
interaction with a web application when performing the main function — updating prices.

Materials and methods

Software agent (hereinafter — agent) can be considered as a software object that can exhibit
the above multi-dimensions or as an encapsulated computer system that is situated in some
environment, and that is capable of flexible, autonomous action in that environment in order
to meet its designed objectives. Researchers consider agent-oriented development as a natural
and a logical evolution of the current software development paradigms, such as structured and
object-orientated approaches, as it presents a higher-level of abstraction and encapsulation.
Agent-oriented approaches can significantly enhance our ability to model, design and build
complex, distributed software systems (Slhoub, 2018).

Agent orientation represents a higher-level abstraction that is more flexible than the
prior programming paradigms, such as object abstraction. The agent technology is going to be
the next significant breakthrough in software development and the new revolution in software
(Slhoub, 2018). The software agents and multi-agent systems (MAS) (Holgado-Terriza et al.,
2020) will be one of the landmark technologies in computer science that will bring extra
theoretical power, methods and techniques that will broaden the field of computer
applications (Ajitha et al., 2016).

Smart Python Agent Development Environment (SPADE) is a free MAS platform
written in Python (n.d.) under MIT license and based on instant messaging (XMPP) (Spade-
BDI, n.d.; Spade, n.d.; Pal et al., 2020; Palanca, 2018; SPADE — SPADE 3.3.0, n.d.;
Donancio et al., 2019). And since Python is the language widely used in most machine
learning framework (Lyu et al., 2020) as well as in web development, this will allow the
software (developed using the SPADE platform) to be easily integrated into a large number of
web applications, as well as to use the software in conjunction with a large number of
machine learning (ML) libraries provided by Python.

Some features: flexibility, agent model based on behaviors, web-based interface, use
any XMPP server, BDI support (Spade, n.d.; Pal et al., 2020; Palanca, 2018; SPADE —
SPADE 3.3.0, n.d.; GitHub - javipalanca/spade bdi, n.d.; Palanca et al., 2022; Palanca et al.,
2023; Pérez, 2023). Behavior-based architectures are conceptually more capable, since they
remove some of the limitations of reactive systems (Palanca et al., 2022).

Five most commonly used SPADE behavior types were chosen for the experiment:
Cyclic, Periodic, One-Shot, Time-Out, The Finite State Machine (FSM) (Palanca, 2018;
Advanced Behaviours, n.d.; Palanca et al., 2020; The SPADE agent model, n.d.).

The SPADE technology was chosen for the MVP upgrade for a complex reason that
includes fundamental benefits (some of which are driven by Python):
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1. An increase in the speed of script execution (described in the course of the current
study).

2. No need to increase the script execution time and memory limit, reducing the load on
the web server.

3. The possibility of interactive interaction with the agent (in this case, in the process of
updating prices), which allows a person to quickly make a decision in case of errors or
situations when the decision cannot be made by the agent.

4. Reduction of time and, as a result, ceteris paribus, financial costs due to the absence
of the need to develop and maintain a graphical user interface (GUI) for software agents,
compared with the development and support of such for web applications. Nevertheless, the
SPADE technology has a built-in GUI, which, if necessary, allows you to speed up interaction
with the agent and expand its functionality.

To implement the 31 point, when executing the price updating algorithm (PUA; which
uses cost-based method (CBM) for goods in the amount of 47817 units) in PHP/Python
instead of an agent, for example, through cron, it is necessary to develop an alert functionality
that will be limited in capabilities compared to the potential of SPADE BDI. Also, in the case
of using PHP, GUI development will be required, however, the CLI mode UI for the SPADE
agent is implemented faster, providing the user with quick access as a separate, more distinct
system process (both visually and programmatically; compared to the web GUI). In the case
of using SPADE, the notification option may be needed only if a user needs to make a
decision remotely.

The following advantages also served as a reason for choosing this technology:

1. Potential for software development using Artificial Intelligence (AI) or Distributed
Artificial Intelligence systems (DAI; due to the use of Python and agent technology (agent-
oriented software engineering (AOSE) (Slhoub, 2018), the link for which is SPADE). It is
planned to apply in the next version of the software in the form of monitoring the prices of
competitors, allowing the use of the competitive-based method (Zelenko et al., Overview, 2023).

2. Ability to delegate user requirements to an agent (Jubilson ef al., 2016), allowing the
agent to make decisions independently.

3. The ability to develop software at a higher level of abstraction, which is more
flexible than the prior programming paradigms (Slhoub, 2018).

4. Widespread use of its programming language (Python).

Software testing is defined as an activity to check whether the actual results match the
expected results and to ensure that the software system is defect free. Software testing also
helps to identify errors, gaps or missing requirements in contrary to the actual ones. In simple
terms, Software Testing means Verification of Application Under Test (AUT). Testing is
important because software bugs could be expensive or even dangerous. It can be either done
manually or using automated tools (Nordeen, 2020).

During manual testing, there are a lot of problems faced by testers like it is very time
taking and consuming, no reusability, has no scripting feature, much human effort required,
and still major or minor bugs remain unexplored. Therefore to cover all types of errors and
bugs automation testing has introduced that explores all the issues exist in manual testing.
Automation testing is 70% faster than the manual testing, ensures consistency, saves cost,
improves accuracy, increases efficiency, et al. All automation testing tools test software in
less time, produce more reliable, repeatable and reusable final product (Abbas et al., 2017,
Nordeen, 2020).

Performance testing is defined as a type of software testing to ensure software
applications will perform well under their expected workload. It is also performed in order to
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determine how fast system responds under a particular workload. The goal of this testing type
is not to find bugs, but to eliminate performance bottlenecks (Dilshan de Silva et al., 2023). It
is done to provide stakeholders with information about their application regarding speed,
stability and scalability (Nordeen, 2020; Mokhamd et al., 2023). And since these three
components were considered important in the development and maintenance of the MVP, this
type of testing was chosen for the experiment.

Performance testing is an important and necessary test process to ensure that there are
no problems with the performance of the product, such as: long download time, poor response
time and poor scalability. In addition, these types of testing activities help to identify
bottlenecks that interfere with the operation of the hardware-software platform of the product
resource and can lead to significant delays in performance and even to the failure or crash of
the resource as a whole (Ali ef al., 2020).

The focus of the performance test: Scalability determines maximum user load the
software application can handle; Stability determines if the application is stable under varying
loads; Speed determines whether the application responds fast enough (Nordeen, 2020;
Mokhamd et al., 2023).

Methods used to implement performance testing are load and stress testing (they are
performance testing techniques). Load testing is necessary to know that a software solution
will perform under real-life loads (Nordeen, 2020; Mokhamd et al., 2023). It measures the
response of a system under various load conditions. This test helps determine how the
software behaves when multiple users are using the software at the same time. Load testing is
required to simulate concurrent usage. Stress uses virtual users who exceed the maximum
number until system/application downtime occurs and is typically used for a longer period of
time. It is needed to test stability and reliability of the system or it can be called as testing
system durability (Mokhamd et al., 2023). Both performance and therefore load testing are
categorized as non-functional testing (the technique which focuses on testing of a software
application for its non-functional requirements) (Nordeen, 2020).

In any case, exhaustive testing is not possible. Instead, an optimal amount of testing is
needed, based on the application’s risk assessment. The answer to the question “How to
determine the risk?” leads to the defect clustering principle (the application of the Pareto
principle) (Nordeen, 2020).

The layout and hardware/software list of the tested environment are shown in Figure 1
and in Table 1.

ISP Switch
@
- — —— ISP Server
E . DS I
T —————\ Wi-Fi Router Py ii
XMPP Laptop Firewall ‘

Virtual Server 192.168.0.110

127.0.0.1:5222 m

Figure 1. Testing environment network architecture layout (based on (Ali et al., 2020)

JMeter was chosen as the most suitable and effective performance (including load and
stress) testing tool based on competitive analysis results and comparison testing tools
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(including those for web services) (Ali et al., 2020; Abbas et al., 2017; Dilshan de Silva et al.,
2023).

Table 1. Hardware/Software test environment

# Required hardware/software Description/Type of hardware/software
1 | Hardware Laptop: AMD Ryzen 5 4500U with Radeon Graphics,
2.38 GHz, RAM: 16.0 GB (13.9 GB usable), SSD 512 GB.
2 | Operation System Microsoft Windows 10 Pro, Version 20H2 (OS Build
19042.1466), 64-bit.
3 | An Instant Messaging (IM) server Openfire (XMPP) Server v4.7.4, build 51b9db9.
4 | Execution environment language Java (JRE/JDK v1.8.0_202).
5 | Agent Development Environment SPADE v3.2.3 (Palanca, 2023; SPADE, n.d.)
6 | Agent Development Environment Python v3.7.9.
programming language
7 | Test scenario recording/execution Apache JMeter v5.5 (plugins: XMPP Protocol Support (bzm)
tools v1.5.1, 3 Basic Graphs v2.0, jp@gc - PerfMon Metrics
Collector v2.1, Dummy Sampler v0.4).
8 Server metrics fetching tool PerfMon Server Agent (JP@GC) v2.2.3.
9 | Browser Mozilla Firefox v114.0.2 (64-bit).

The Apache JMeter™ application is open source software, a 100% pure Java
application that is considered an automated tool for testing performance, load and stress as
well, and along with BlazeMeter are considered sufficient automation tools to accelerate and
utilize performance-testing processes (Abbas et al., 2017; Dilshan de Silva et al., 2023;
Mokhamd et al., 2023; Ali et al., 2020; Apache JMeter, n.d.). And since load and stress
testing are methods used to implement performance testing, JMeter can be used to implement
all ofthem, as well as to perform Application Performance Monitoring (APM) refers to
managing the performance of a software application to ensure the expected level of service, as
measured by performance metrics and user experience monitoring. The APM solution aims to
detect and determine application performance issues before users are actually impacted by
them (Mokhamd et al., 2023).

It was originally designed for testing Web Applications but has since expanded to other
test functions (Apache JMeter, n.d.). JMeter integration with Agile and DevOps processes
improves tool utilization (Ali et al., 2020).

As a tool for collecting data on CPU/RAM (Central Processing Unit and Random
Access Memory) metrics, in addition to Apache JMeter, the PerfMon Server Agent software
agent was used (Table 1), sometimes called JP@GC Agent (where JP@GC means JMeter
Plugins at Google Code) (GitHub - undera/perfmon-agent, n.d.; Documentation: JMeter-
Plugins.org/wiki/PerfMon/, n.d.; Matam et al., 2017; Pohilko, n.d.). It is a server metrics
fetching agent for server performance monitoring, written in Java and based on SIGAR
(System Information Gatherer And Reporter (GitHub - hyperic/sigar, n.d.).

All tests were preceded by smoke testing (Nordeen, 2020). Objects, types, test tools and
their descriptions are provided in Table 2.

Based on 10 results of the price update function execution (Figure 2), using the Dummy
Sampler plugin (Documentation: JMeter-Plugins.org/wiki/DummySampler/, n.d.), the average
value t, = 104.46 was determined. Taking into account that the minimum required time for
this operation is more than 100 s, it was decided to collect data within this time interval
(always from the beginning of the update process; thus ensuring data normalization for their
subsequent analysis).
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Table 2. Test plan for XMPP server testing

# | Testing object Testing type JMeter testing tool Description / Features
1 | XMPP server Performance Dummy Sampler Difference between two conditions
(when the agent is running and not).
2 | XMPP server Load OS Process Sampler | While connecting a large number of
(JMeter - OS agents.
Process Support)
3 | XMPP server Load bzm - XMPP XMPP Connection.
Sampler (XMPP
Protocol Support)
4 | XMPP server Performance/Load | Dummy Sampler Load comparison on XMPP server
with different agent behaviors (outside
and during the price update process).

A comparison was made (according to the average values of the speed of the price
update process) between three variants of the architecture of the software being developed,
which differ in the location of the PUA: on the side of the web server with a call via cron (a
test run through the browser is shown in Figure 2); with the same location, but with a call
through the SPADE agent (Figures 3, 4; this architecture was used for most tests); PUA is
aggregated by the SPADE agent (Figure 5). The script execution speed in the second case is
approximately equal to that for the first one, which is natural, given the invariability of the
PUA location. This architecture option allows you to quickly incorporate SPADE technology
into a web project (approximately within 5 minutes). The script execution speed in the third
case is t; = 43.24.

@ {2 app.loc/upd.php X +

« > 0A app.loc/upd.php

Success! Prices were updated by 2023-06-20 11:02:40. Elapsed time: 105.87.

Figure 2. Pricing update information message displayed
as a result of a request via the Mozilla Firefox web browser

Agent starting...

Wait until user interrupts with Ctrl+C
Starting behaviour...

Counter: ©

There's no new file!

Counter: 1

Counter: 2

Figure 3. Launching the agent

Counter: 321
Counter: 322
Counter: 323
Counter: 324
Counter: 325
Success! Prices were updated by 2023-06-20 11:35:35. Elapsed time: 106.729.

Figure 4. Successful price update by an agent through a request to an MVC controller
aggregating PUA
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Counter: 79
Counter: 80
Success! Prices were updated by 2023-06-20 12:13:14. Elapsed time: 42.74.

Figure 5. Successful price update by PUA aggregating agent

Let us substitute the average values of the indicators of the execution time of the price
update process t,, t; displayed in Figures 3 and 5 into (1) (percentage decrease, % decrease) in
order to determine the efficiency. Thus, we determine AM (%) = 58.61. An additional run of
the script outside the agent showed the same results, therefore, this growth rate is due to the
difference between the speed of executing PHP and Python code, and not the work of the agent.

AM(%) = M"—‘l’”“ x 100%, (1)
where M is mean, M,, is n™ sequence term (“final” value), M,,_, is a previous term in sequence
(“initial” value), M,,_q — M,, is AM or decrease. (1) is based on (2) (percentage increase, %
increase) (Duenas et al., 2021; Mahadevan et al., 2022) to determine growth and growth rate
(comparative performance indicator). In the case of a negative value of the denominator, it must

be taken modulo.
Mn_Mn—l

AM (%) = x 100%, )

n—-1
or (M,/M,,_; — 1) X 100%, where M,, — M,,_; is AM or increase. The test results are shown
in Figures 8, 9.
Let us substitute the CPU and RAM load indicators displayed in Figure 9 into (2) in
order to determine the increase and % increase. Results are shown in Table 3.

Table 3. Increase display for average CPU and RAM load (Figure 9)

Metrics CPU, % RAM, MB
Agent using features M AM AM (%) M AM AM (%)
Without using an agent 0.08 — — 287.32 — —
With using an agent 0.18 0.1 125 289.07 1.75 0.61
With using an agent while price update 0.19 0.01 5.56 290.6 1.53 0.53

Based on the values of AM and AM (%) from Table 3, it is concluded that the use
of hardware resources (by the XMPP server during connection with the agent) is negligible in
terms of modern PC computing power.

To determine the effectiveness of SPADE in terms of hardware resource usage (HRU)

for user PC, the SPADE web interface was chosen as an object for comparison (Palanca et al.,
2020) (agent web UI (AWUI) (Palanca, 2017).

weblsolated=http://ofs.loc (pid 10756):

Explicit Allocations

99.58 MB (1©0.0%) -- explicit

[—38.36 MB (38.52%) -- window-objects/top(http://ofs.loc:10000/spade, id=33)
| }—30.80 MB (30.93%) -- active

| | F—27.10 MB (27.21%) -- window(http://ofs.loc:10000/spade)

| | | [—22.83 MB (22.12%) ++ layout

| | | F—4.52 MB (84.54%) ++ js-realm(http://ofs.loc:10000/spade)

Figure 6. Detailed measurements of Firefox’s memory usage via “about:memory”

pecial page (about:memory, n.d.) for the SPADE web interface tab
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1" Task Manager
File Options View

Processes Performance App history Startup Users Details Service

~

Name PID Status CPU  Memory (...
@ firefox.exe 10756  Running 00 98,552 K

Figure 7. System process firefox.exe (i.e., browser tab) with PID 10756

According to Figure 10, the mean for CPU used resources is 0.16%, for RAM is
98.21 MB. Since the server does not use the hardware resources of the user's PC, only the
resources used by the agent (CLI mode) were taken into account to determine the efficiency.
Substituting these values (as well as those for SPADE in CLI mode: CPU — 0.2%, RAM —
85.77 MB) into (1), we get the efficiency when the SPADE agent works in CLI mode
compared to AWUI: for CPU - (0.16 - 0.2) / 0.16 * 100% = -25%, for RAM — (98.21 - 85.77) /
98.21 * 100% = 12.67%. It is worth noting that AWUI was used for the example, which was
not loaded with script libraries. In the case of using a more complex GUI developed using
modern front-end frameworks, it is expected to increase the efficiency of using SPADE
agents in CLI mode compared to the web version of the UL

The purpose of the next load test is to show the load on the XMPP server as it grows as
agents connect. An exhaustive description of the “bzm — XMPP Connection” plugin settings
can be obtained from the source (XMPP Load Testing, n.d.). The test results are shown in
Figure 11.

The purpose of this test is to display the difference between HRU for different types of
agent behavior; the task is to collect data on performance metrics for different behaviors of
the SPADE software agent using the OS Process Sampler plugin. The results are displayed in
Figures 12-14.

By ordering the average HRU values (Figure 14) and substituting them into (1), we
obtain the results presented in Table 4.

Table 4. Comparison of percentage decrease for agent behaviors

ARAM (%) ACPU (%)
Out of the price update During price update Out of the price update During price update
Behavior value Behavior value Behavior value Behavior value
type type type type

One shot - FSM - FSM - Cyclic -
FSM 0.40 One Shot 2.14 One Shot 10.26 One Shot 8.11
Timeout 2.18 Timeout 1.75 Cyclic 5.71 FSM 11.76
Periodic 1.05 Periodic 1.45 Periodic 21.21 Timeout 3.33
Cyclic 1.68 Cyclic 1.66 Timeout 15.38 Periodic 24.14

From Table 4, we can draw conclusions about the effectiveness of one agent's behavior
compared to another. For example, the FSM behavior is 0.4% (RAM) more efficient than One
Shot when the agent is running outside the price update process.

Stress testing of the launch and operation of the XMPP server, as well as a large number
of agents (with sending requests to the Open Server) was performed 8 times (with a duration
of 100 seconds for each iteration) with two settings - with a limit on the frequency
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of launching agents (f; = 1 Hz, where f is the frequency, [ is the launch (abbreviated from

the “launch”)) and without it. The results are presented in Table 5 and Figures 15, 16.

Table 5. Stress test results

3/2023

ID Number of launches Result
General Successful Failed

1 166 127 39 JMeter crash.

2 144 109 34

3 1265 137 1128
4 107 84 23

5 98 76 22

6 116 97 19 JMeter crash, XMPP server crash.

7 267 247 20 Stable performance of applications (with the ability
8 98 95 3 to save CPU/RAM load metrics).

During all tests, the Open Server remained in working condition (in order to save space
and due to the repetition of the result for 8§ tests, this information was not indicated in the
table), which can be explained by the frequency of requests by each of the agents on the Open
Server — f, = 0.2 Hz, where r is a request (abbreviated from “request”), which is at least
5 times less than the frequency of agent launches (the values of the “General” column,
indicated in Table 5, divided by 100). In addition, the load on the XMPP server increases not
only at the moment the agent starts, but also during the processing of other processes (e.g.,
behavior). Testing Open Server is out of the scope of this work.

Having removed the main noise at the end of the 3 test (after about 230 agent
launches), in order to avoid excessive stretching of the plot along the Y axis and in order to
more clearly view the test results, we display the launch errors on a scatter plot (Figure 17).

The reason for the appearance of errors in the application is presumably due to the
consumption of RAM (XMPP server: 287.32 MB + 1.75 MB (for each agent); 85.77 MB
(for each SPADE agent in CLI mode)), despite the fact that 70 software agents can
occupy =6 -6.5 GB of RAM (provided that the agent and server are running on the same PC),
which is acceptable in terms of the environment under test and modern computing power in
general.

Based on the RAM load metric (Figure 16), namely the lack of indicators of hardware
resource consumption after the 47™ second during the 7™ test, we can conclude that XMPP
Server has crashed. Nevertheless, the application continued to successfully execute the
function of launching agents, despite the stop of data collection by CPU load metric at the 51°*'
second.

Results and discussion

In the course of this work, the following were carried out:

1. Data collection on XMPP server performance metrics in order to analyze and determine
the amount of hardware resources consumed over a certain time interval when
connecting SPADE software agents with different basic types of behavior, in different
amounts, as well as during the execution of their main function — price update.

2. Comparison (according to the average values of the speed of the price update process)
between the three variants of the architecture of the software being developed, which
differ in the location of the price updating algorithm (PUA).
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3. Stress test of launching agents, on the basis of which a scatter diagram of launch errors
was built.

In the course of performing a qualitative and quantitative analysis of the data, it was
found that:

1. The percentage increase in the speed of the price update process using SPADE
compared to the web version was 58.61% (due to the use of Python).

2. The hardware resources used by SPADE are acceptable in terms of modern PC
computing power (on average for XMPP server: 0.08% of CPU and 287.32 MB of
RAM + 0.1% of CPU and 1.75 MB of RAM for each agent; 0.2% of CPU and
85.77 MB of RAM for each SPADE agent in CLI mode). Efficiency (in terms of HRU)
when running a SPADE agent in CLI mode compared to AWUI: for CPU — -25%, for
RAM - 12.67%.

3. Mean/min/max values, medians and modes are determined based on performance data for
different types of behavior of SPADE agents. Based on ascending averages, a percentage
increase is determined for RAM/CPU resource consumption during and outside of the
price update process. Based on these values, one can draw a conclusion about the
effectiveness of one type of agent behavior compared to another (in terms of HRU).

4. Most launch errors falls on the set of active software agents in the amount of <70-
240 units with the result in the form of hanging OS processes and with the subsequent
fall of the JMeter and XMPP server applications. The limited frequency (f; = 1 Hz) of
launching agents allows you to reduce the number of errors and application crashes.

5. The trend (steady upward) in Figure 11 differs significantly from that (partially
downward/absent) in Figure 16 when agents are sequentially launched with a difference
in frequency (f; = 1 Hz for the first and f; = 0.31 Hz for the second case). Based on
the current and previous paragraphs, we can conclude that with a decrease in the value
of f;, the stability of applications and the accuracy of the collected data increase.

6. Because of the use of SPADE and, as a result, the absence of the need to develop a GUI,
the time spent on developing a Ul is reduced (hence the labor intensity; compared to
developing one for web applications).
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Figure 8. Metrics of hardware resource usage by the XMPP server process
using JMeter Dummy Sampler
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shown in Figure 8
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Figure 11. CPU/RAM performance metric for 32 agents as a line graph (each 3.2 s)
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as the number of SPADE agents connected
to the XMPP server increases
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Launch Result: 1 — Success, 0 — Fail
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Conclusions

During this study, performance testing of SPADE software agents was carried out (including
load and stress testing). As a result of the analysis of the collected data, the performance gain
(in terms of hardware resource consumption) was determined for different types of behavior
and different interfaces (command line interface (CLI) and agent web user interface (AWUI)).
The efficiency in the speed of execution of the price update algorithm for SPADE
technologies was also determined (compared to the web).

For the first time introduced the utilization of the Smart Python Agent Development
Environment (SPADE) in combination with a cost-based method (CBM) for retail price
actualization in the absence of data. To the best of our knowledge, this is the first instance
where SPADE agents and CBM are integrated to address pricing challenges like that.

The integration of SPADE and CBM agents into the pricing process is of practical
importance for retailers, opening up opportunities for the study and development of new tools
with a view to their subsequent application in solving specific problems.

Further development was found by the approach of combining SPADE agents and CBM
in dropshipping. This approach can be modified to explore other pricing methods (e.g.,
customer value-based method, competitive-based method), respond to market dynamics (e.g.,
adjusting prices depending on market conditions), include additional factors (such as market
demand, production costs, and competitor prices) to make intelligent decisions and adapt to
changing market conditions in real time.
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AHoTanisi. YcyBaroun HEJIOJIKN OHOBJICHHS ITiH ITPH BEIUKIM KUTHKOCTI TOBAapiB B IHTEPHET-MarasuHi,
Hamu Oyno 3HaiJeHo pimieHHs B 3acrocyBanHi Smart Python Agent Development Environment
(SPADE). ¥ crarti npeacrasieHo npouec 300py JaHUX MPO MOKa3HUKH mpoaykTuBHOcTi SPADE Tta
Openfire Server 3 METOIO BU3HAUEHHS Ta aHATI3y CIIOKUBAHHS CHCTEMHHX PECYPCIiB ITPH M AKIIOYCHHI
MPOTrpaMHUX areHTIB 3 PI3HUMH THIIAMHU TIOBEIIHKH, Y Pi3HIH KiJIBKOCTI, a TaKOX ITiJT 9ac B3aEMOJIil 3
Be0-104aTKOM.

Y umifi poboti SK iHCTpyMEHT s 300py HaHMX Ta TECTyBaHHA MNPOAYKTUBHOCTI (30KpeMa
HAaBaHTAXYBAIHHOTO Ta CTPECOBOTO TECTyBaHHsS) BHKOpHcTaHO JMeter. BukopucTaHo KUTBKICHI Ta
SKICHI METOAM aHami3y ganux. [Ipm 00poOiri 310paHnx 3HaAYCHb MOKA3HUKIB BUKOPUCTAHHS arapaTHUX
pecypciB, BUSIBICHHS 3B’S3KiB 1 3aKOHOMIPDHOCTEH MiX IOKa3HUKAaMH BHKOPUCTaHO METOIH
MaTeMaTH4YHO! CTaTUCTHKH. [y mopiBHSHHA moBeniHku mporpamuoro areHta SPADE, Bu3HaueHHsS
e¢()eKTHBHOCTI OIHOIrO HaJ IHIIMM, a TaKOXX 3 METOK BH3HAYCHHS €(PEKTHBHOCTI BUKOPHCTAHHS
iHTepdelicy areHTa B peKMMI KOMaHIHOTO PsIKa MOPIBHAHO 3 BEO-aHAJIOTOM Y BUIJIAII TpadiqHOro
iHTepdeiicy kopucTtyBaya (B acHeKTi MPOAYKTUBHOCTI) BHUKOPHCTAaHO (opMyiH AN PO3paxyHKY
TEMITY IPUPOCTY.

Ilix gac mocmimkeHHsT BU3Ha4YeHO: nepeBary SPADE y mBHAKOCTI BUKOHAHHS IMPOTPAMHOTO KOMY;
PI3HHINIO B MPOAYKTHBHOCTI MDK IIOBENIHKOIO areHTa, a TaKoX MDK peKHUMOM BeO-iHTepdeiicy
kopuctyBaua areHta (AWUI) i pexxumom intepdeticy komananoro psaka (CLI); ocoGmuBocti
BukopuctanHs pexxumy CLI arenrta i iHTepakTUBHOI B3a€eMOAii KOpPUCTyBaya 3 JOJATKOM 3 METOIO
IIBUJKOTO BUIPABJICHHS IOMWIOK, 1110 BUHUKAIOTH I11]] Yac B3a€MOJIi areHTa 3 Be0-104aTKOM.
IaTerparnis arenriB SPADE y mportec mMiHOYTBOPEHHS Ma€ MpaKTUYHE 3HAYCHHS I KOMIAHINA y
PpO31piOHiil TOPriBii, BiAKPUBAIOYN MOXJIMBOCTI AJISi BUBUECHHS Ta PO3POOKH HOBUX IHCTPYMEHTIB JUIS
MOJABIIOTO 3aCTOCYBaHHs Yy BUPILICHHI ceur(pidHuX TpoOiIeM.

Kumrouogi ciioBa: XMPP, Python, behavior, web, JMeter, CPU, RAM.
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Abstract. The combustion mechanism of compacted mixtures of metallized fuel powders (Mg, Al,
etc.), nitrate-containing oxidizers (NaNO;, KNOs;, etc.), organic additives (paraffin, stearin, etc.) and
inorganic substances (metal fluorides, metal oxides, etc.) has been established under conditions of
external thermal influences, according to which the process of transformation of the initial mixture
into combustion products is, on average, stationary and proceeds in three spatially separated zones:
condensed phase, where decomposition and high-temperature oxidation of components take place; the
interface of phases (burning surface), on which the complete decomposition of components and the
ignition of metal particles, which then pass into the flame zone, take place; gas phase (zone of heat
release in the flame), in which metal particles burn in a diffusion mode, forming combustion products.
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Models of combustion of mixtures that take into account kinetic characteristics of thermal
decomposition of the oxidizer, additives of organic and inorganic substances and high-temperature
oxidation, ignition and combustion of metal particles in decomposition products, as well as the results
of thermodynamic calculations of the temperature of the combustion products of the mixtures and the
content of high-temperature condensate (non-oxidized metal) in them have been developed, which
allows with a relative error of 8...10% to determine critical ranges of the change in the burning rate of
mixtures under conditions of external thermal effects, exceeding which can lead both to the
acceleration of the burning process of mixtures and fire-explosive destruction of pyrotechnic products,
and to a sharp attenuation of their burning process and failure of products.

Keywords: fire safety, pyrotechnic mixtures, nitrate-containing oxidizers, metal fuels, additives
of organic and inorganic substances, thermal influences, combustion processes, combustion models
of metallized condensed systems.

Introduction

The purpose of the work: to establish the combustion mechanism of multicomponent
compacted mixtures of metal fuel powders and nitrate-containing oxidants with additives of
organic and inorganic substances and to develop their combustion models to determine the
critical ranges of changes in the burning rate of mixtures, taking into account different values
of technological parameters and the influence of external thermal actions.

Research objectives are: analysis of experimental data on the behavior of mixture
components under conditions of elevated heating temperatures and external pressures in order
to establish the physical and chemical processes occurring in different combustion zones of
mixtures; obtaining a system of equations for calculating the dependence of the combustion
rate of mixtures on technological parameters (ratio and dispersion of components) and
external conditions (elevated heating temperatures and external pressures); determination of
critical ranges of changes in technological parameters for a wide range of heating
temperatures (up to 800 K) and external pressures (up to 10’ Pa), exceeding which can lead to
a sharp acceleration of the combustion process of mixtures, which leads to the fire-hazardous
destruction of products, and to its rapid attenuation and subsequent failure of products under
the conditions of their regular use.

Literature review

Currently, compacted mixtures of metal fuel powders (Mg, Al, Ti, Zr etc.), nitrate-containing
oxidizers (NaNO3;, KNOs, Ba(NOs),, Sr(NOs), etc.) with organic (paraffin, thiocol, urotropin,
stearin, etc.) and inorganic additives (fluorides (NaF, BaF,, SIF,, AlF; etc.), metal oxides
(CuO, Cuy0 NiO, Sb,0; etc.)) substances are widely used in pyrotechnic products of various
purposes (firecrackers and stars, lighting and signal cartridges and projectiles, tracers, IR
means of thermal protection of various objects, as well as elements of rocket and space
technology, etc.) (Akkerman & Penner, 2020; Fang et al., 2019; Marich et al., 2018). The
investigated pyrotechnic products in the process of circulation (during storage, transportation
and use) may be exposed to extreme external thermal effects (for example, in the event of a
fire in warehouses, in the conditions of their transportation, in the event of thermal shock
effects, in the conditions of firing and shelling during their launches, in combat zones, etc.
(Jia et al., 2021; Mader, 2019; Xu et al., 2018). Systematization and analysis of various cases
of fire-explosive activation of products under the specified conditions show that the main
reason for this is premature ignition and explosive development of combustion of mixtures in
conditions of a sharp increase in heating temperatures and external pressure under their metal
shells, which lead to the fire-hazardous destruction of products for surrounding objects (flying
sparks, high-temperature combustion products (with a temperature of more than
2000...3000 K), residues unburned mixtures, parts of destructible metal bodies, etc.).
Therefore, the prevention of forced fire-hazardous destruction of products in the event of
external thermal effects becomes of significant practical importance.
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To date, the mechanism and combustion models of two-component pyrotechnic
mixtures have been studied in sufficient detail (compacted mixtures of metal fuel powders
(Mg, Al, Ti, Zr etc.) and oxygen-containing oxidizers (nitrates of alkaline and alkaline earth
metals (NaNO3;, KNO;, Ba(NOs),, Sr(NOs); etc.), metal oxides (CuO, Cu,0 NiO, Sb,0; etc.))
(Bai & Yang, 2019; Fateev et al., 2017; Niu & Wang, 2019).

As for three-component mixtures of metallic fuel + nitrate-containing oxidizer +
inorganic substance additive and, even more so, four-component mixtures of the above
components, currently the above-mentioned studies are not available for them.

Conducted studies of the behavior of the components of mixtures of powders Mg, Al
etc., nitrate-containing oxidizers (NaNO;, Ba(NOs), etc.), organic (paraffin, stearin) and
inorganic additives (NaF, BaF, etc.) substances in the conditions of elevated heating
temperatures inherent in the process of burning pyrotechnic mixtures based on metal fuels and
oxygen-containing oxidizers (Kovalishyn et al., 2018; Dibrova et al., Improving, 2020), made
it possible to establish that the combustion process of the charges of the investigated mixtures
is stationary on average and proceeds in the same way as in the case of mixed powders
(Kovalyshyn ef al., 2018), in the following spatially separated zones: condensed phase; on the
burning surface; gas phase (flame zone).

Materials and methods

We will analyze the physical and chemical processes occurring in the specified zones using
the following mixtures widely used in pyrotechnic products (Dibrova et al., Fire safety,
2020): Mg + NaNOj + paraffin + NaF and Mg + NaNOs + stearin + BaF,.
Condensed phase. The considered inorganic substances begin to melt only at temperatures of
1268...1553 K, and decompose — at temperatures higher than 1700...1800 K. Therefore, these
additives within the c-phase can be considered inert, and their contribution to the combustion
process of the mixture is carried out already in the flame zone. The change in temperature in
the so-called warm-up area of the c-phase of the mixture, which is characterized by a change
in temperature from 7 (the initial temperature of the mixture) to 7, (melting point NaNOs), is
described by the heat conduction equation (Fateev et al., 2017):
T or

lcg'pcucca_gr: > (1)
wherein ¢ — the direction that coincides with the direction of the coordinate x, opposite to
which the combustion front propagates through the mixture sample with speed u, m/s. At the
same time, the first term in equation (1) corresponds to the conductive heat flow (4, — thermal
conductivity coefficient of the mixture, Wt/m*K), and the second (p_ and ¢, — density (kg/m?)
and specific heat capacity (J/kg-K) mixture) — convective heat flow. Integration of this
equation leads to the determination of the thickness of the heating layer of the c-phase of the
mixture o:

az
o=, 2)
2 _ A

wherein a; = P coefficient of thermal conductivity of the mixture, m?/s.

It was established that for the considered mixtures the value of the parameter J; (at
a=0,5...3,0) vary from 100 to 200 um to 3000 to 4000 um. It is also shown that the
decomposition NaNOs;, paraffin and stearin begins immediately after their melting and
noticeably intensifies as the temperature rises. At higher temperatures (77 = 1100...1200 K),
corresponding to the temperature values of the combustion surface 7,, complete
decomposition of the oxidizing agent is already taking place (to O,, N, etc.) and the indicated
additives of organic substances (to CO, CO,, H, etc.) according to the following kinetic
equations (Kirichenko et al., 2020):

dp N
ke, 3)
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d
—2=kye I, )
wherein ¢,, ¢, — relative degrees of decomposition of the oxidant and organic matter; ky, k>,

E\, E; —kinetic constants (£, E;>> RT). The thickness of the reaction layer is much smaller
than the thickness of the heated c-phase layer, and in order of magnitude it has the form
a2

= T, (5)

In accordance with formula (5) and taking into account the above values J,, we get that

the value of the parameter d, (at @ =0,5...3,0) vary from 10 to 15 pm to 350 to 450 um, i.e.

0, < 0, about an order of magnitude. Thus, for the used metal fuel powders, the thickness of

the heating layer of the c-phase is much larger than the average size of their particles (d,,), and

the thickness of the reaction layer of the c-phase is already commensurate with the size of the
particles, i.e. the following conditions are met

0y << 01,01 >>dy, 07 = d,. (6)

According to experimental data (Kyrychenko et al., 2018), the process of oxidation of

metal particles begins in the gasified NaNOs; melt, together with additives of organic

substances, at temperatures 7> 673 K. The speed of this process is described by the following

equation (Kyrychenko, 2022):

d(f’g k3Cm2p”€ -E3/RT at E;>> RT, (7)
wherein ¢, — degree of metal ox1dat10n ky — pre-exponential multiplier (¢™'); E3 — activation

energy (kJ/mol); Cop,, p Py — relative mass content of O, in gaseous products, relative density of

the gas medium (relative to normal conditions), respectively; m, n — empirical constants. At
the same time with the condition E3 >> RT it follows that the intense pre-flame oxidation of
metal fuel particles in the gaseous products of decomposition of the oxidant and additives of
organic substances also occurs in a narrow reaction layer of the c-phase, where complete
gasification of the oxidant and additives of organic substances occurs, i.e., the degree of their
decomposition ¢, = ¢, =1, ¢,= ¢, =1.

In experimental studies (Kyrychenko ef al., Investigation, 2019), 1t Was also established
that during the existence of the reaction layer of the c-phase (within 107" 3 s) according to
the kinetic equation (9), the degree of oxidation of the metallic fuel in the c-phase
is .= ¢, =0,2...0,3.

Burning surface. Microcine imaging of the combustion surface of mixtures shows that the
ignition of metallic fuel particles occurs immediately after they reach the combustion surface
(Kyrychenko et al., Study, 2019). At the same time, the interface between the condensed and
gas phases is characterized by significant heterogeneity depending on the ratio of components
in the mixture: at 0,5 < a < 3,0 — the burning process in the first approximation can be
considered stable and quasi-stationary (the average burning rate throughout the process is
constant); at & < 0,5 the combustion process becomes unstable and non-stationary; at « > 3,0
there are significant pulsations and emissions of significant masses of oxidizer that did not
decompose during the burning process, which quickly subsides. At the same time, the
combustion surface of the mixture, as in the case of mixed powders (Kyrychenko,
Investigation, 2022), can be characterized by an average temperature 7,. Conducted
thermocouple measurements 7, made it possible to establish the nature of its dependence on
various factors (Kyrychenko et al., Patterns, 2021). When increasm% a from 0,5 to 2,0 7,
monotonically decreases from 1200 K to 1080 K(Ty=293K; P=10 Pa) At the same time,
for a stoichiometric mixture in the region of pressure change from 10° Pa to 10’ Pa, 7,
increases monotonically from 1100 K to 1350 K (7, = 293 K).

Gas phase (flame zone). Metal fuel particles dispersed from the combustion surface
in the g-phase burn in gaseous products of thermal decomposition of the oxidizer and
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additives of organic and inorganic substances (Motrichuk ef al., 2020) (in the O, flow — the
initial stage of the decomposition of the oxidant; in the O, + N, flow with the addition
of CO + CO;, and water vapor — the decomposition of the oxidant at the temperatures of the
combustion surface, taking into account the decomposition of the additives).

From the data presented in (Kyrychenko et al., 2022), it follows that dispersing metal
particles burn in the flow of gaseous decomposition products by the diffusion mechanism
with the formation of almost spherical glowing zones, where exothermic reactions of the
interaction of the diffusing metal vapors with the oxidant of the surrounding gaseous
environment take place. At the same time, for large metal particles (d,, > 200...300 um) the
combustion process becomes asymmetric and its quasi-stationarity is violated, and for small
particles (d,, < 50...70 um) their disintegration (fragmentation) into smaller burning particles
is observed in some cases.

The conductive heat flux can be estimated, as in the case of mixed powders

(Kyrychenko et al., Study, 2021), using the following approximate formula:
= Toax-Tn

q,Zg 5 (8)
wherein 7, — the maximum value of the gas temperature in the zone of heat release of the
flame, K; d; — thickness of the heat release zone, m; Ig — coefficient of thermal conductivity
of gas at temperature 7=(T,,,+ T,)/2. For stoichiometric mixtures of d,, < 150...200 pm
according to experimental data (7,,,= 2500 K; 7,,= 1100 K; 95 = 0,5-107 m; Zg= 0,54 J/m-K
(Dibrova et al., Regularities, 2020), we have g_ = 3,8-10° J/m’.

We will estimate the radiation heat flow under the assumption that the particles of
emitting metal oxides have the same temperature 7,,,; radiation occurs according to the law of
an absolutely black body; the degree of blackness of the flame is equal to one; the influence of
the dustiness of the outflowing gas flow and the roughness of the combustion surface, as well as
the mutual influence of the emitting particles are absent. With the specified assumptions, the
radiation heat flux can be estimated using the well-known formula (Fateev et al., 2017):

45 =TT, ©)
wherein ¢ — Stefan-Boltzmann constant.

For stoichiometric mixtures and the obtained experimental data (Kyrychenko, 2021), in
accordance with formula (9), we obtain that q,<< g (more than 4...5 times). In fact, the
radiation heat flow from the flame zone during the combustion of mixtures is much smaller,
since formula (9) gives an overestimated value g, (assessment from above).

Results and discussion

The mechanism and mathematical model of the combustion process of mixtures of metallic
fuel + nitrate-containing oxidizer + addition of organic and inorganic substances
under conditions of external thermal influences (elevated heating temperatures and
external pressures). The analysis of experimental data on the physic-chemical processes
occurring during the combustion of the considered mixtures was carried out (mixtures with
0,5 < a < 3,0) allows establishing the mechanism of their combustion according to which the
process of transformation of the initial mixture into combustion products is stationary, one-
dimensional and proceeds in the following three most characteristic zones in the first
approximation: condensed phase (c-phase) of the initial mixture, consisting of a heated layer,
where chemical transformations can be neglected, and a reaction layer, in which the solid
mixture turns into a gas containing metal particles; the combustion surface of the mixture, on
which complete decomposition of the oxidizer and organic substance additives occurs, as well
as the ignition of metal particles; gas phase (g-phase — zone of heat release in the flame), in
which dispersed metal particles burn in the diffusion mode in the flow of decomposition
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products of the oxidant and additives of organic substances, forming combustion products
with temperature 7.

With the above-mentioned basic assumptions about the combustion mechanism of the
considered mixtures, as well as the assumption of the absence of heat losses to the
environment and external forces, the radiation heat flow from the flame zone of the
propagation front, the combustion reaction in the c-phase of the initial mixture can be
described by the following system of equations known in the theory of the combustion of
condensed metallized mixtures (Kirichenko ef al., 2020)

dT Hyp o dgol dpy | Hpp,o dgo3__
(1) poce G- TR U Hp ey 2+ T 20 (10)

c Cdx 1+,.a I+l.a — dx
%z -E|/RT.
uddx ke VR (11)
u=2=kyeF/RT; (12)
dpy _ k3Co, pupr
u—== Fa 3 (13)
with boundary conditions:
T=To, ¢, =¢,=¢,= 0 npu x— —oo; (14)
T2l = 010027 00 037 O3
Ae (ET)ZqC mpu x = 0. (15)

Here p, c., 4. — density (kg/m’), specific heat capacity (J/kg'K) and coefficient of
thermal conductivity (Wt/m-K) of the mixture; H,, H,, H, — thermal effects of decomposition
reactions of oxidant and organic matter, oxidation of metal fuel particles (J/kg); ¢, k; and E;

(i = 1,3) — relative degrees of decomposition of ox1dant and organic matter, oxidation of metal
fuel (by mass) and their kinetic constants (s”, kJ/mol), respectively; /.— stoichiometric
coefficient of the mixture.

To obtain expressions for determining the burning rate, it is convenient to reduce the
system of equations (10) — (13) to one equation:

' poksioHyClyRT L3I To)
(p.ccu(Tu-To)-q,)a, W6E3/RT”[1-€ " -
Er(Ty-T, Ey(Tn-T,
_pckzlch,,lCaRT% e_Ez/RTn[l_e- 2(RT% 0)]_ PcklicHnSnRT% e—E1/RTn[1 y 1(RT2 0)] (16)
Ery(1+,.a) Eq
Definition T,. Experimental determination of 7, by existing methods is difficult and
sufficiently approximate (Kyrychenko et al., Patterns, 2021), and studies devoted to the
analytical determination of 7, are currently limited. Therefore, using systematic data on the
kinetics of thermal decomposition of the oxidant and additives of organic substances
(Kyrychenko et al., Study, 2021) at temperatures characteristic of the reaction zone of the
c-phase of the mixture, the value of 7, can be determined based on the assumption that at 7= T},
complete decomposition of the oxidant and organic substances occurs, and the degree of
oxidation of metallic fuels ¢, during the existence of the reaction layer of the c-phase during

the combustion of the considered mixtures (Kyrychenko et al., 2022) lies within 0,2...0,3. At
9, =0, =1 and g, = ¢* (example, p"= 0,25) to determine 7,,, we get the following equation:

u? , Hyl.otH,e,(1+l.0)] H,p, H Lo+ H,e,(1+.a)
pccc(Tn'TO) [(03' ] ]
J.RT; H, 2(1+.a) H,
E3(1,-To) Ex(T,-To)
Esp sz
E1(Tn-Tp)

_W@'EI/RT”[I-e_ BT, (17
EqH,
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Definition q . For an approximate analytical definition g, we will use the well-known “heat
flow method” (Dibrova et al., Fire safety, 2020), namely: replace the true value of the heat

flow from the heat release zone of the g-phase with the average value for this zone:
dT = T.-T,

e I (18)
wherein Zg — coefficient of thermal conductivity of gas at temperature 7= (T,+ T,)/2; Ax —
the distance from the combustion surface to the plane on which the temperature is reached 7,
(temperature 7, and the corresponding composition of combustion products are the result of
thermodynamic calculations (Motrichuk et al., 2020)). At the same time, the value Ax is

found from the equation of motion of a spherical metal particle with a radius 7:
——o 152 g 52% (19)

wherein ,Eg — gas flow density at temperature 7; Experlmental data on the outflow rate of

gaseous decomposition products show that the rate of their relative movement within the heat
release zone of the g-phase is V, = 1...10 m/c. v, — coefficient of kinematic viscosity of gas at
temperature 7.

Having integrated equation (19) taking into account the initial conditions on the
combustion surface (at t = 0; x = 0, x = u), we will find the dependence of the displacement of
the particle on time:

Pé rL

Ax=ut,+0,15

ldt PgVsVn (1. [t dt
0 ()] t+7,527f0 [foﬂ—(t)] dt, (20)
dj;

. . . dy,
wherein 7, — the burning time of a metal partlcle when its radius changes from ro= tor=7

(7 (dy) — the radius (diameter) of the metal particle at the end of the flame heat generation zone).

Using the well-known equation (Dibrova ef al., Regularities, 2020) we find z,.:
2
dﬂ‘l 3

2 ) 2 4 4 4 (43
=2 (&) [0 (g V] b () [, ] -2in | — Ly
1-(2)3 1+, (g5, )9
Calculations based on formulas (18), (20) and (21) with the involvement of all
necessary data on mixtures and their components (Kovalishyn et al., 2018) show that the heat
flow g, depends most strongly on the coefficient of excess oxidizer and dispersity of the

metallic fuel: when increasing « from 0,5 to 3,0 values g, decrease from 5,83 10° Wt/m? to
1,34-10° Wt/m* (for a mixture of Mg + NaNOjs + paraffin + NaF) and from 4,12-10° Wt/m? to
0,75 10°  Wt/m? (for a mixture of Mg + NaNO; + stearin + Ban)
when 1ncreasmg dy from 74,5 um to 182 um values g, decreases from 4,1 10®° Wt/m? to
2,3-10° Wt/m (for a mixture of Mg + NaNOj; + paraffin + NaF) and from 2,9-10° Wt/m? to
1,7-10° Wt/m* (for a mixture of Mg + NaNOs + stearin + BaF)).

The above equations (16) — (18), (20), (21) allow you to calculate the burning rate of the
mixtures under consideration u, the temperature of their burning surface 7,, as well as the
burning rate of dispersed metal fuel particles in the decomposition products of these mixtures,
their burning times in the zone of heat release of the flame 7., degree of their burnout in this zone

Z—", the length of this zone Ax and heat flow from the flame heat release zone ¢ . Using the

m

necessary values of the physic-chemical parameters of the mixtures and their components
(Kovalyshyn et al., 2018) on a PC with the use of standard software (Kyrychenko et al., Study,
2021), calculations were made of the dependences of the burning rate on the technological
parameters (the coefficient of excess oxidant and the relative content of additives of organic and
inorganic substances), as well as the main parameters of external thermodynamics (heating
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temperature, external pressure) according to the equations indicated above (Fig. 1 — 4). From the
results of comparing the calculated dependencies with the obtained experimental data, it follows
that there is a complete qualitative match between them, which corresponds to the combustion
mechanism of the mixtures proposed above. As for the quantitative differences between the
calculation and the experiment, they do not exceed 8...12%.

u, 107 m/s u, 10” m/s

N
“ Rs J\\

u _:u._________k(__\_\- 17 4 \/\ T
W!\\\‘-. 2\' u \ >
L =~ < ~
-4 A ~ A
3 \‘5'[.5‘ 12 \ = <
**_____________ = - - = ok i -
M | " uz/|
y
1 7
0,5 1,0 1,5 2,0 2,5 3,0 a 0,5 1,0 1,5 2,0 2,5 3,0 o
a) b)
u, 107 s/ «

©)

Figure 1. Dependences of the burning rate of mixtures of Mg + NaNOjs + paraffin + NaF on
the coefficient of excess oxidant for different values of the amounts of additives under normal
external conditions (dy, = 74,5 um; d, =106 um; C.=0,95...0,96; To =293 K; P = 10° Pa):
a)—g=0; 1-¢,=0,052-¢,=0,2;b)—¢,=0;3-¢=0,1; 4 —¢,=0,05;
c)—&#0andeg, #0;5—-¢,=0,2; =0,1; — — — — calculation curve; u;k and uf* (i=1,5) — critical values
of the burning rate of mixtures; o, @, A, A, m — experimental data

In addition, as a result of the calculations, the following critical ranges of changes in the
burning rate of mixtures and technological parameters were established (as an example, finely
dispersed Mg powders with d,, = 74,5 um were considered as the most reactive in active
gaseous decomposition products (Marich et al., 2018); at the same time, as the results of the
calculations showed, in the case of coarsely dispersed Mg powders (with d,, = 182...306 pum),
the considered mixtures become less sensitive to external thermal effects), the excess of
which leads to the unstable explosive development of their combustion process under the
conditions of external thermodynamics (Tables 1, 2):

e <, <, 8;*5 =< 8;, u! <u<u;, (22)
i=1,2,3,...
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*

Table 1. Ranges of change of critical parameters u; and u; (107 m/s), &, €., e and &g
for mixtures Mg + NaNO; + paraffin + NaF and Mg + NaNOj; + stearin + BaF, under normal
external conditions (o0 = 0,5...3,0; d, = 74,5 um; d, = 106 um; C, = 0,95...0,96; Ty = 293 K;
P=10’Pa),i=1,10

Mixture Mg + NaNO; + paraffin + NaF Mixture Mg + NaNO; + stearin + BaF,
uy>9,6andu | <4,7at &1 =0; ¢, <0,05and | ug>3,7andu, <1,6at &5 =0; &, <0,05and
e >0,05 £ >0,05
u;>S,landu, <25at e, =0; ¢,<02and | uz>2,landu;<12at &,=0; &,;<0,05and
g5 >0,2 £,7> 0,05
uy>314andu i< 163 at ¢, =0; ug>254andu g <119at g5=0;
&3>0l and ey <0,1 &g < 0,05 and &5 > 0,05
uy>26landu ; <115at ¢, =0; ug>21,1andu g <88 at &g =0;

& > 0,05 and gy < 0,05 &9 < 0,05 and £13 > 0,05
us > 16,1 at ,5 <0,2 and &5 > 0,1; upo> 153 at £,,0<0,2 and &0 >0,1;
us <77at &;>02andes <0,1 U9 <5.9at £,9>02and ey, <0,1
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Figure 2. Dependencies of the burning rate of mixtures of Mg + NaNQOs + stearin + BaF; on
the coefficient of excess oxidant for different values of the amounts of additives under normal
external conditions (d,, = 74,5 um; d, = 106 um; C, = 0,95...0,96; Tp =293 K; P = 10° Pa):
a)—g=0; 1-¢=0,052-¢,=0,2;b)—¢,=0;3-¢=0,1; 4 —¢,=0,05;
c)—&#0andeg, #0;5-¢,=0,2;=0,1; — — — — calculation curve; ui* and ui** (i=6,10) — critical values
of the burning rate of mixtures; o, ®, A, A, m — experimental data
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Table 2. Ranges of change of critical parameters u; and u: (107 m/s), €., e, e and ep
for Mg + NaNO; + paraffin + NaF and Mg + NaNOj; + stearin + BaF, mixtures under conditions
of external thermal influences (o = 0,5...3,0; d,, = 74,5 um; d, = 106 um; C, = 0,95...0,96),
1=11,40

Mixture of Mg + NaNOQO; + paraffin + NaF | Mixture of Mg + NaNQO; + stearin + BaF,

AtT,=800K,P=10"Pa

uy >223andu ;<84 at &y, =0;
£, <0,05and e, > 0,05

uyg > 8,4 and u 1< 3,7 at 6“;16 =0;
€16 <0,05and ¢, > 0,05

> 12,1 and u [,<4,5 at &7, =0;
8:;12 < 0,2 and 8::2 > 0,2

7> 4,1 and u [7<2,2 at &y7=0;
£17<0,05and ¢,,; > 0,05

upy > 70;2 and u |3< 33;5 at £,13 =0;
£n3> 0,1 and 73 <0,1

uyg > 62,0 and u [g< 11,9 at &5 =0;
£r15 < 0,05 and ¢, 5 > 0,05

Uy, > 54,1 and u < 22,3 at 14 =0;
8ﬂ4 > 0,05 and 8/114 < 0,05

uyg > 48,1 and u [9< 19,2 at &9 =0;
€19 <0,05and ¢, > 0,05

ujs> 52,6 at 5 <0.2and gy5>0,1;
uys<147at &,5>02andgys <0,1

u;O >29,3 at 8;20 <0,2 and 8;20 >0,1;
w5y < 10,1 at &5y > 0,2 and 0 < 0,1
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Figure 3. Dependencies of the burning rate of mixtures of Mg + NaNOs + paraffin + NaF
on the coefficient of excess oxidant for different values of the amounts of additives under
conditions of elevated heating temperatures (dy, = 74,5 um; d, = 106 um; C, = 0,95...0,96;
To=800K;P= 10° Pa):a)—e=0;1-¢,=0,05 2-¢=02;b)—¢,=0;3-&=0,1;4—¢,=0,05;
c)—&#0andg, #0;5—¢,=0,2; ,=0,1;— — — — calculation curve; ui* and ui** (i =11,15) — critical values
of the mixture burning rate; o, ®, A, A, m — experimental data
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Figure 4. Dependences of the burning rate of mixtures of Mg + NaNQOj; + stearin + BaF,
on the coefficient of excess oxidant for different values of the amounts of additives under
conditions of elevated heating temperatures (dy, = 74,5 um; d, = 106 pm; C, = 0,95...0,96;
To =800 K; P = 10° Pa):
a)—&=0;1-¢,=0,05, 2-¢,=0,2;b)—¢,=0;3—-¢=0,1;4—¢,=0,05;
c)—&#0andeg, #0;5—-¢,=0,2; &=0,1; — — — — calculation curve;
u; and u;* (i =16,20) — critical values of the burning rate of mixtures;
o,e, A, A, m— experimental data

Thus, mathematical models of the combustion of mixtures of metal + nitrate-containing
oxidizer + additives of organic and inorganic substances were developed using standard
software provision allows at the design stage and subsequent bench tests of products to
predict with an accuracy of 8...12 % the effect of elevated heating temperatures and external
pressures (for a wide range of changes in the ratios of components and their dispersion) on the
burning rate of mixtures (the duration of action of products equipped with sample mixtures),
and as well as critical regimes of sustained combustion propagation under conditions of
thermal exposure. This makes it possible to predict various fire-dangerous situations that arise
under the conditions of various external thermal effects on the surface of metal casings of
products.
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Conclusions

The following new results were obtained on the basis of theoretical and experimental studies
of the combustion process of multicomponent pyrotechnic nitrate-metallized mixtures under
conditions of external thermal effects.

The combustion mechanism of compacted mixtures of metal fuel powders, nitrate-
containing oxidizers and additives of organic and inorganic substances under conditions of
elevated heating temperatures and external pressures has been established, according to which
the processes of transformation of the initial solid mixture into combustion products are
stationary and proceed in the following zones: condensed phase (c-phase), where the initial
mixture is heated, thermal decomposition of oxidizers and additives, high-temperature
oxidation of particles occurs metal fuels in active decomposition products; the phase interface
(combustion surface), on which the mixture loses the properties of a condensed medium,
while metal particles ignite on it, which are then carried by the flow of gaseous decomposition
products into the flame zone; gas phase (g-phase, zone of heat release in the flame), in which
transferred metal particles burn in the diffusion mode in gaseous decomposition products,
forming combustion plumes.

Mathematical models of the combustion process of four-component mixtures of metal +
oxidizer + organic additive + inorganic additive under conditions of external thermal
influences were developed, which use the kinetic characteristics of the thermal decomposition
of the oxidizer and substance additives, high-temperature oxidation, ignition and combustion
of metal fuel particles in different zones, as well as the results of thermodynamic calculations
of the temperature of the combustion products of mixtures and the amount of high-
temperature condensate (non-oxidized metal) in them, which allows with a relative error of
8...10% to calculate the dependence of the combustion rate of mixtures on technological
parameters (the nature and ratio of components, their dispersion) and external conditions
(elevated heating temperatures, external pressures). These models make it possible to
determine, for a wide range of changes in the heating temperature (up to 800 K) and external
pressure (up to 10’ Pa), the critical ranges of changes in technological parameters, exceeding
which can lead to a sharp increase in the rate of combustion of mixtures (with an excess of
metallic fuel), which leads to fire-explosive destruction of pyrotechnic products, as well as to
a sharp decrease in the burning rate (with an excess of oxidizer) and subsequent failure of the
products during their normal use.
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AHoTanisi. BcTaHoBIeHO MexaHi3M TOPiHHS YIIUIBHEHHMX CyMilIed 3 TOpPOIIKIB METai30BaHUX
nanpHuX (Mg, Al Ta iH.), HiTpaToBMicHHX okucHIOBadiB (NaNQO;, KNO; Ta iH.), 100aBOK OpraHigHHX
(nmapadiny, cTeapuHy Ta iH.) Ta HEOPraHIYHMX PEYOBUH ((TOPHIIB METalliB, OKCHAIB METAJIB Ta iH.)
B YMOBax 30BHIIIHIX TEPMiYHMX BIUIMBIB, 3TiHO 3 SKHUM IpOILEC MEPETBOPEHHS BHUXIIHOI cymimii
Ha IPOJYKTH 3TOPSIHHS, y CEpefHbOMY, € CTAIllOHAPHUM Ta 3MIHCHIOETHCA y TPHOX IMPOCTOPOBO
po3IijeHnX 30Hax: KOHIAEHcOBaHa (aza, Ae BinOyBaeThCsl PO3KIAZAHHS Ta BHCOKOTEMIIEPAaTypHE

© N. M. Kozyar, O. V. Kyrychenko, V. O. Kovbasa, V. A. Vaschenko, S. O. Kolinko, T. I. Butenko, V. V. Tsybulin, 2023
DOI: 10.24025/2306-4412.3.2023.284319
83



ISSN 2306-4412 (Print), ISSN 2306-4455 (CD-ROM), ISSN 2708-6070 (Online)

OKHMCHEHHS KOMIIOHEHTIB; TTOBEPXHS PO3IiTy (a3 (MMOBEpXHS TOPiHHS), Ha SKiil BimOyBaeThCsl TOBHE
PO3KIIaaHHs KOMITOHEHTIB Ta 3aliMaHHS YaCTHHOK METaly, sKi MOTIM MEPEXOASITh Y 30HY ITOIYM S
rasopa (a3a (30Ha TEIUTOBUIUICHHS Y MOJyM’1), B SIKIH YaCTHHKH MeTaly 3ropsioTh y AudysiiiHOMYy
peXuMi, YTBOPIOIOUH TPOAYKTH 3TOpsSHHSA. Po3po0iieHO Mojeni TOpiHHs CyMIIIeH, siKi BpaXOBYIOTh
KIHETUYHI XapaKTEPUCTHKH TEPMIYHOTO PO3KIAJaHHS OKHCHIOBaYa, [100AaBOK OpraHiYHHUX Ta
HEOpraHiYHUX PEYOBHH i BUCOKOTEMIIEPATypHOTO OKUCHEHHS, 3aiiMaHHS Ta TOPiHHS YaCTHHOK METaly
y TPOAYKTaX pO3KJIaJaHHsA, a TaKOXK pEe3ylbTaTH TEPMOAMHAMIYHHX PO3PaXyHKIB TeMIepaTypu
MIPOIYKTIB 3TOPSHHS CyMIIlIeH Ta BMICTY Y HAX BHCOKOTEMIIEPATypPHOTO KOHJEHCATy (HEOKHCHEHOTO
MeTally), 110 JTO03BOJIAE 3 BiHOCHOK ToxuOkow §...10 % BH3HAUATH KPUTHYHI Jialma30HU 3MiHH
IIBUIKOCTI TOPIHHSA CyMIIIEl B yMOBaX 3OBHIINIHIX TEPMIYHUX [il, IEPEBUIICHHSI SKHX MOXKE
MPU3BOAUTH SIK JO0 TPUCKOPCHHS TMPOIECY TOPIHHSA CyMIlIed Ta IOXKEKOBHOYXOHEOE3MEUHOTO
pyHHYBaHHs HIpPOTEXHIYHUX BUPOOIB, TaK 1 A0 PI3KOro 3aTyXaHHs iX MPOLECY TOPiHHA Ta BiAMOBH
BHPOOIB.

Karo4doBi cioBa: mokexkHa Oesrneka, MiPOTEXHIUHI CyMIlli, HITPaTOBMICHI OKHCHIOBadYi, MeTalleBi
najgbHi, MOOABKM OPTaHIYHMX Ta HEOPTaHIYHMX PEUOBHH, TEPMIUHI Iii, MPOIECH TOPIHHSI, MOIEII
TOPiHHS METaNi30BaHUX KOHJEHCOBAHUX CHCTEM.
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Abstract. This work considers the method of building a model for calculating the risk of a lightning
strike in a building and its implementation in accordance with current regulatory documents using
the MS EXCEL computer program.

This technique will be useful for designers who perform a part of lightning protection and during
the execution of their projects must calculate the risk of lightning strike. The risk of a lightning strike
according to current regulations may consist of the sum of one to four risks: the risk of loss of human
life; the risk of losing the ability to provide public services; the risk of loss of cultural heritage and the
risk of loss of economic value. This technique is used to calculate the risk of loss of human life as the
most important value that can be lost. It provides for the calculation of the risk of lightning strike for
public, administrative, industrial or residential buildings, that is, the buildings that the designer most
often has to deal with during his work.

This technique is not intended to be used to build risk models for buildings or structures
of the following purpose: public communications and objects of cultural purpose, because these
buildings involve the calculation of the risk of loss of the ability to provide public services or the risk
of loss of cultural heritage, respectively. Also, it does not apply to the calculation of buildings
with explosive zones, since the risk calculation for them will be specific. In addition, this technique
does not provide for calculations of the risk of loss of economic value, since it is not mandatory
according to regulatory documents and is carried out additionally at the request of the customer.
At the same time, it can be used as a basis for building more complex models suitable for these types
of buildings.

The work considers the methods of solving the main problems faced by the designer during
the calculation of the risk assessment: automation of the calculation of similar formulas, and reduction
of most of them to several basic types; obtaining a formula that returns a value or a reference
to a value from a table or range, and also performs a search for the specified element in the range
and returns the relative position of this element; formulation of the risk assessment procedure
in accordance with the regulatory document and determination of how certain input data affect
the final result.

Keywords: computer simulation, lightning protection, functions in MS EXCEL, formulas in MS
EXCEL, designing.
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Introduction

As a future member of the European Union, Ukraine has taken on the responsibility of
gradually harmonizing its regulatory and technical base with the normative acts of the
European community. This became the reason for the adoption of a number of standards
(Protection 1-4, 2010, 2011), which replaced the domestic one (Engineering equipment, 2008)
in the field of lightning protection. Domestic standards are a translation into the national
language of standards developed by the Institute of Electrical and Electronics Engineers
(IEEE), which is the largest technical organization in the world and unites specialists in this
field from more than 190 countries. These standards (Protection 1-4, 2010, 2011) were
published in 2010 and are improved standards published in 2006, based on which the
previously active national standard of Ukraine (Engineering equipment, 2008) was developed
and associated with it (Rules for arranging, 2017; Rules for the construction, 2001).

Immediately after the publication of the standards (Protection 1-4, 2010, 2011) its
innovations began to be discussed at international conferences (Surtees, 2011) and meetings
in the participating countries. During the discussions, special attention was paid to the
probability of lightning damage and its probability of occurrence. As a result, various
protective measures against lightning damage were proposed and their influence on the final
result of building and construction protection was investigated (Elliams, 2017; Bao et al.,
2021; Araujo et al., 2015) which was discussed in the articles (Souto et al., 2023; Gao ef al.,
2020; Goh et al., 2017) and in the book (Fernando ef al., 2019).

According to the new regulatory documents, in order to assess whether the protection of
the building is required, it is necessary to carry out a risk calculation in accordance with the
regulatory document (Protection 2, 2010). The calculation algorithm and examples of
calculations for the main types of buildings are given in the same document. But due to the
large number of such formulas, there is a natural need to automate this process.

After the adoption of European regulatory documents in the field of lightning protection
(Protection 1-4, 2010, 2011), software products that facilitate the work of the designer began
to appear on the domestic market, allowing to automatically assessing the risk of damage to
the building by lightning. You can also find software products in foreign languages that allow
you to make online payments. But the disadvantages of all these software products are that
they are all paid and do not allow you to issue the results in the form of a document that meets
the requirements of the national normative document (Basic requirements, 2009). This, in
turn, creates problems during the examination of project documentation and causes comments
from experts. A solution option may be to create a model using the MS Excel computer
program, followed by exporting the results to a pre-created template in accordance with the
regulatory document (Basic requirements, 2009) based on an MS Word document. In
addition, one of the advantages of creating a model in MS Excel is the absence of the
necessary programming skills, since most designers do not have them.

The use of the MS Excel software complex is widespread in the scientific environment
and is used to solve various scientific problems, such as modeling the process of mechanical
movement of the body (Horda, & Flehantov, 2015), biological modulation (Tack et al., 1995)
and even when teaching science subjects (Ibrahim, 2009). Therefore, the use of MS Excel to
create a calculation model for assessing the risk of damage to a building by lightning is fully
justified.
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The purpose of the work is to build a model for assessing the risk of a lightning strike in
a building using MS Excel, which will significantly speed up the work of designers who
perform a part of lightning protection and during the implementation of their projects carry
out a calculation of the risk assessment of a lightning strike for public, administrative,
industrial or residential buildings.

Materials and methods

To obtain a working model in the MS Excel computer program, the following tasks must be
solved:
- solve the formulas used to calculate the risk assessment, which are reduced to several
main types or have a specific form:
R,=N,-P,-L,, (1)
where Ry is risk component;
Ny is number of threatening events;
Py is probability;
Lyis loss.
N,=N,-4,-C,-10°, 2)
where Ny is number of threatening events;
Ny is density of underground lightning flashes;
Ax is area of collection of lightning flashes;
Cy 1s coefficient.
Ay =L-W+2-G3-H)-(L+W)+7x-3-H)» 3)
where Ay is area of collection of lightning flashes;
L is length of the building;
W is width of the building;
H is building height.
A, =2-500-(L+W)+7-(500), 4)
where Ay is area of collection of lightning flashes;
L is length of the building;
W is width of the building.

N
Rl = ZIRYI 9 (5)

where R; is risk of loss of human life in the building;
Ry is risk component.

- build a typical formula that returns a value or a reference to a value from a table or
range and also performs a search for the specified element in the range and returns the relative
position of this element;

- formulate a risk assessment procedure in accordance with the regulatory document
(Protection 2, 2010) presented in Fig. 1 and be able to correctly select protective measures to
reduce risk (internationally accepted abbreviations in the figure LPS - lightning protection
system, SPM - lightning electromagnetic impulse protection measures protection against the
electromagnetic pulse of lightning)).
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Identify the structure
to be protected

#

Identify and calculate

the risk components Ry, Rg, Ry, Ry

Calculate new values
of risk components

YES

NO Structure
R, >Ry, protected
YES
Protection
needed
YES Are SPM
. ?
Is LPS installed’ installed?
NO NO
NO

R4 +Rg +Ry %

YES

Install an adequate
type of LPS

Install
adequate SPM

Install other
protection measures

Figure 1. Procedure for determining the need for protection
and selection of protection measures

Findings and discussion

To solve the formulas, you first need to get input from the customer of the lightning
protection project or the owner of the building for which the lightning strike risk assessment

is being performed.

For the optimal distribution of the received data and for convenient use of them in MS

Excel, we create two sheets:

- in the first, there will be input data that will have the form of lists, where each block is
a separate list — Fig. 2 (Ist column - the name of the parameter from the list; 2-nd column -

the value of the parameter from the list)
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NN RN NN RN NN B e b b b b b e
NN s WN O WY sE WO

28

29
30
31
32
33
34
35
36
37
38
39

1

W 00 NV B WN -

Structure surrounded by higher objects 0,25
Structure surrounded by objects of the same height or smaller 0,5
Isolated structure: no other objects in the vicinity 1
Isolated structure on a hilltop or a knoll 2
Aerial 1
Buried 0,5
Rural 1
Suburban 0,5
Urban 0,1
Urban with tall buildings 0,01
Industrial use equipment <
Equipment: electrical appliances, etc 2,5
Equipment: computers, devices with electronic programming 15
Agricultural, concrete 0,01
Marble, ceramic 0,001
Gravel, moquette, carpets 0,0001
Asphalt, linoleum, wood 0,00001
High 0,1
Ordinary 0,01
Low 0,001
No provisions 1
One of the following provisions: extinguishers; fixed manually operated extinguishing installations; 05
manual alarm installations; hydrants; fire compartments; escape routes :
One of the following provisions: fixed automatically operated extinguishing installations;
automatic alarm installations 0,2
No special hazard 1
Low level of panic 2
Average level of panic 5
High level of panic 10
Hospital, hotel, school, civic building 0,1
Public entertainment, church, museum 0,05
Industrial, commercial 0,02
Others 0,01

Figure 2. Input data that will be in the form of lists
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- in the second sheet, the data will be built on the basis of lists, other input data,
intermediate and final calculations - Figs. 3-6 (Ist and 2nd columns — the name of the
parameter and the value of the parameter from the sides, the number of lightning strikes, the
size of the building and the number of people and the time of presence; 4th column — the
name of other parameters; 5th — the data is built on the basis lists and formulas; 6th —
designation of parameters; 7th — intermediate and final calculations; 8th — references to
formulas or tables according to the regulatory document (Protection 2, 2010)).

Number
1 | of lightning strikes

2 TD  |26,00
;| NG | 260

4

Dimensions
7 | ofthe structure

g | L—length| 94
9 W-width | 86
10 H-height | 15

11

Number of people
12 and time of

nz 1860
13

u nt 1860
5| 8760

Figure 3. Number of lightning strikes, building dimensions and number of people
and presence time
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1| Table of characteris

5
tics of the structure and the surrounding environment

2 |Location factor

Structure surrounded by objects of the same height or smaller

Probability of physical damage to a structure
3 | (flashes to a structure)

Structure not protected by LPS

Probability reducing P, and P, depending on line characteristics

No SPD

4 | and withstand voltage of equipment when EB is installed
5 |Factor relevant to the screening effectiveness of the structure The maximum value (according to NOTE 3)
6 4
7 Table for power lines
8 |Length of line section Up to
g |Instaliation factor of the line Buried
10 |Line type factor for @ HV/LV transformer on the line LV power, telecommunication or data line
11 |Environmental factor Urban
Factor depending on shielding, grounding and isolation conditions o .
X i Aerial line unshielded
12 of the line for flashes to a line
Factor depending on shielding, grounding and isolation conditions o .
. - Aerial line unshielded
13 of the line for flashes near a line
14 Rated impulse withstand voltage of a system Industrial use equipment

Factor relevant to the impulse withstand voltage of a system
15

according to NOTE 4 Kg4=1/U

Probability reducing P, P, and P, depending on line characteristics
and withstand voltage of equipment (flashes to connected line)

Aerial or buried line, unshielded or shielded whose shield is not bonded to
the same bonding bar as equipmen

16

17 |

18 Table of reduction factor

19 | Reduction factor associated with the type of surface Asphalt, linoleum, wood

Probability reducing P . depending on protection measures

20 | against touch and step voltages

No protection measures

Probability of injury to living beings by electric shock

21 | (fiashes to a connected line)

No protection measures

22 | Factor reducing loss depending on risk of fire

Ordinary

Factor reducing the loss due to provisions against fire

One of the following provisions: extinguishers; fixed manually operated
extinguishing installations;

23 | alarm installations; hydrants; fire compartments; escape routes
o :;Zﬁ::, rr:levanr to the screening effectiveness of shields internal to the The maximum value (according to NOTE 3)

25 mer of possible endangered persons (victims or users not served) High level of panic

26 | Loss due to injury by electric shock All types

27 |Loss in a structure due to physical damage

Hospital, hotel, school, civic building

28 |Loss in a structure due to failure of internal systems

It is not standardized

Figure 4. Parameter names, input data and data built on the basis of lists
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30

31
32
33

34

35
36

37
38
39
40

42
43
44
45
46

48
49

50
51

52

53
54

55

56

[ ]
]
[ ]
]

29 |

Table of loss

Loss due to injury to living beings by electric shock (flashes to structure)

La= rylo(n./n;)s(t./8760)

Loss due to injury of living beings by electric shock (flashes to line)

Ly= relre(n,/n,)s(t,/8760)

Loss in a structure related to physical damage (flashes to structure)

LB1 = rp.rl'hz.LF1 (nz/nr)°(tz/8760)

Loss in a structure due to physical damage (flashes to line)

Lys= rperesh eLeq(n./n)s(t./8760)

Structure protection area table and communication lines

Collection area for flashes to an isolated structure

A p=LeW+2+(3H)o(L+W)++17+(3-H) ?

Collection area for flashes striking near the structure

A 1s=2-500(L+W)+17+(500)

Collection area for flashes to a line

Ap=40-Lp

Collection area for flashes near a line

A p=4000-L Lp

41 |

Table of the expected number of

dangerous events due to flashes

Number of dangerous events due to flashes to structure

Np=Ng*Ap*Cp*10®

Number of dangerous events due to flashes near a structure

Nps=NgeAp10

Number of dangerous events due to flashes to a line

Nip=Ng-A L/p'C//p'Ce'CT/p'1O'6

Number of dangerous events due to flashes near a line

Nyp=Ng+Ap+Cip *Ce*Crp-10¢

47 |

Calculation R1

Table of risk components

Probability of injury to living beings by electric shock
(flashes to a structure)

Pa=Pra*Pg

Risk component (injury to living beings — flashes to structure)

RA=ND.PA'LA

Risk component (physical damage to a structure — flashes to a structure)

Rg=Np*Pg*Lg;

Probability of injury to living beings by electric shock
(flashes to a connected line)

Pu/p=P1u*Peg*Po/p *Cro/p

Risk component (injury to living being — flashes to connected line)

Rup=Nyp*Pysp Ly

Probability of physical damage to a structure
(flashes to a connected line)

Pvr=Pes*Por*Cio/p

Risk component (physical damage to structure — flashes to connected line)

Rvep=Nyip*Py/peL v

Figure 5. Parameter names and formulas

To facilitate the perception of information, the information is divided into separate
blocks, and the cells with numerical values and data built on the basis of lists are marked with
the appropriate colors:

- input data received from the customer;
- intermediate calculations;
- final calculations.
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12

13

14

15

16

18
19

20

21
22

23

24
25
26
27

28

6

7

Table of characteristics

8

of the structure and
the surrounding environment

17 |

Co 0,5 Table A.1
Pg 1 Table B.2
Pes 1 Table B.7
Ksq 1 Section B.5
Table for power lines
Lip 50 Section A.4
CI/P 0}5 Table A.2
Ce 1 Table A.3
Ce 0,1 Table A4
C LOP 1
Table B.4
Cur 1
[1YE Table
Uwp 4 2.1.17
Ksep 0,25 Section B.5
PLD‘P 1 Table B.8
Table of reduction factor
re 0} 00001 Table C.3
P 1 Table B.1
P 1 Table B.6
re 0,010 Table C.5
I 0,5 Table C.4
Ks2 1 Section B.5
h, 10 Table C.6
Lt | 001000
Lgs 0,10000 Table C.2
Los

30
31
32
33
34

36
37
38
39

42
43
44
45
46

49

50
51

52

53
54

55

56

58

29 |

35 |

41 |

47 |
48 |

57 |

6 7 8
Table of loss
Ls | 0,0000001 | Fomuia (C.1)
Ly | 0,0000001 | Fomuia (C.2)
Lgs | 0,0050000 | Fomula (C.3)
Lys | 0,0050000 | Fomula (C.3)
Structure protection area
table and communication lines
Ap 30643 Formula (A.2)
Ay 965000 | Fomuia (A.7)
Aup 2000 Formula (A.9)
Ap 200000 |Fomula (A.11)
Table of the expected number
of dangerous events
due to flashes
Np 0,040 Fomula (A.4)
N s 2,509 Formula (A.6)
Nue 0,000 Formula (A.8)
N e 0,026 Formula (A.10)
Calculation R1
Table of risk components
Pa 1,00 Formula (B.1)
R4 | 0,0000000 | Fomula (6)
Rg |0,0001992 | Fomuia(7)
Pur 1,00 Fomula (B.8)
Ruse | 0,0000000 | Fomula (10)
Pve 1,00 Fomula (B.9)
Ryve | 0,0000013 | Fomuia (11)
R1  0,0002005

Figure 6. Defining parameters, intermediate and final calculations
and references to formulas or tables
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In cells marked with color as intermediate and final calculations, the following basic
typical or specific formulas are used:

- the solution of the typical formula (1) using MS Excel is used for cell RS1C7, R52C7,
R54C7, R56C7.

- the solution of the typical formula (2) using MS Excel is used for cell R43C7, R44C7,
R45C7, R46C7.

- solving formula (3) using MS Excel is used for cell R37C7

- solving formula (4) using MS Excel is used for cell R37C7

- solving formula (5) using MS Excel is used for cell RS8C7

To build a typical formula that returns a value or a reference to a value from a table or
range, and also performs a search for the specified element in the range and returns the
relative position of this element, you need:

- for cells R2C5, R9CS, R11C5, R14CS5, R19C5, R22C5, R23CS5, R25C5, R27CS, build
the data according to the list of relevant blocks from the 1st sheet;

- for cells R2C7, R9C7, R11C7, R14C7, R19C7, R22C7, R23C7, R25C7, R27C7, you
need to use the "INDEX" and "LOOKUP" functions.

According to the risk assessment procedure presented in Fig. 1 if R; (value in cell
R58C7)> Rrj, measures must be taken to reduce the value of R;. According to Fig. 1, these
measures are the installation of the appropriate type of LPS, that is, the lightning protection
system (change in the value of the R3C7 cell) and the corresponding SPM, that is, the surge
protection devices (change in the value of the R4C7 cell). These changes will result in an
automatic recalculation of R, again favoring the use of a computer program for calculations.
In the case of the necessary further reduction of R; according to Fig. 1, it is necessary to take
other protective measures, i.e. changing other input parameters and the corresponding
automatic recalculation of R1.

The obtained model will be especially useful for designers who perform or are going to
perform a part of lightning protection and during the execution of their projects perform the
calculation of the risk assessment of lightning strikes for public, administrative, industrial or
residential buildings.

Results

The proposed technique allows building an effective model for assessing the risk of a
lightning strike in a building using MS Excel, as well as:

- solve the basic and private formulas used to calculate the risk assessment;

- build a typical formula that returns a value or a reference to a value from a table or range,
and also searches for the specified element in the range and returns the relative position of this
element;

-use it for the procedure of studying the effect of protection measures on the final
calculations.

In the future, this technique may form the basis for constructing other models for
determining the risk of a lightning strike in buildings related to public communications,
cultural facilities and explosive zones, while taking into account the recommendations
proposed in the article (Uman, 1994).
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AHoTamisi. Y poOOTi po3risaaeTbcs METOAMKa MOOYI0BH MOJEII PO3paxyHKy OLIHKH PU3HKY YyAapy
OnvckaBku B OymiBmiO Ta i peamizailis BIANOBITHO JO0 YHHHAX HOPMATHBHUX JOKYMCHTIB
koMmIT torepHoro mporpamoro MS EXCEL. s meTomuka Oy/e KOpHCHA I MPOEKTYBATBHUKIB, SKi
BHKOHYIOTh YaCTHHY OJIMCKABKO3aXWCTY 1 I 4ac BUKOHAHHS CBOIX IPOEKTIB MOBHUHHI MPOBOIUTH
PO3paxyHOK OIIIHKK PU3MKY yaapy ONMuckaBku. Pu3umk ymapy ONHMCKaBKM 3TiHO 3 YHUHHUMU
HOPMATUBHUMH JIOKYMEHTAMH MOJXE CKIAQJATHCS 3 CYMH BiJI OJTHOTO JIO YOTHPHOX PH3HKIB: PU3UK
BTPATH JIFOJICKKOTO KHTTS; PU3UK BTPATH MOXKIIMBOCTI Ha/IaHHS TPOMAJICHKHX IMOCIYT; PH3UK BTPATH
KyJIBTYpHOI CHAAIIMHA Ta PU3UK BTPATH CEKOHOMIYHOI IiHHOCTI. [IpomoHOBaHa MeToaMKa
MIOITUPIOETHCS HA PO3PaXyHOK PU3HMKY BTPATH JIOJACHKOTO JKUTTS SK HAWOUIBII BaKIUBOI IIHHOCTI,
AKy MOXHa BTpaTHTH. MeToJuKa Tependadae po3paxyHOK PH3HKY yaapy ONUCKaBKH st
rPOMAaJCHKHX, aMiHICTPATHBHUX, BUPOOHMUYNX a00 KUTIOBUX OyAiBenb — TOOTO OyZiBelnb, 3 AKHMU
HaW4YacTilie JOBOAUTHCS CTHKATHCS MPOEKTYBALHUKY ITiJ 9ac CBO€i poOoTH. [IpormoHoBaHa MeToanka
HE PO3paxoBaHa Ha BUKOPHCTAHHS JUIS TOOYIOBH PU3UKOBHX MOJENCH st OymiBeNb YH CIIOPY.
TaKOTO MPHW3HAYCHHS: TPOMAJChKI KOMYHIKAIlli i 00’€KTH KyJIbTYpHOTO NPHU3HAYCHHS, 00 3a3HAUYCHI
OyxiBni mependayvaroTh pO3paxyHOK PU3HKY BTPATH MOKIMBOCTI HaJaHHS TPOMaACHKHX MOCIYT abo
PU3HKY BTPaTH KyJbTYPHOI CHIAIMHN BiIOBITHO. TaKkoX MPOMOHOBaHA METOMKA HE MOITHPIOETHCS
Ha OyIiBJi, IO MalOTh BHOYXOHEOE3MEYHI 30HM, OCKIIBPKH PO3PAaXyHOK PHU3MKY ISl HUX Oyae
cnennivHNM; a IIe 15l METOJNKa He Mepeadadae po3paxyHKiB pU3MKy BTpaTH €eKOHOMIYHOI IIHHOCTI,
OCKUTBKM BiH HE € OOOB’S3KOBUM BIJAIOBIAHO JI0 HOPMATHBHHX JIOKYMEHTIB Ta IPOBOIUTHCS
JIOJIATKOBO 32 OaKaHHSM 3aMOBHHKA. B Toi jke yac BOHa MOKe OyTH BHUKOpPHCTaHA SIK OCHOBA JIS
o0y TOBH OUTBIIT CKIAJHUX MOJICNICH, 10 MiIXOAATh IS TAKKX THIIB OyAiBellb. Y poOOTI pO3TISHYTO
METOJI! BUPIMICHHS OCHOBHHX MPOOJIEM, 3 SKHUMH CTUKAETHCS MPOEKTYBATBHUK i Yac PO3PaXxyHKY
OIIIHKM PH3WKY: aBTOMATH3allisl PO3pPaxyHKy CXOXKHX (hOpMyJd Ta 3BEICHHS OLIBINOCTI 3 HUX JIO
KUTBKOX OCHOBHHUX THIIIB; OTpUMAaHHS (hOPMYIIH, IO IOBEPTAE 3HAYCHHS 200 OCWIIAHHS Ha 3HAYCHHS
3 TaOJUIN YM Jianma3oHy, a TAKOX BUKOHYE TOIIYK 3a3HAYCHOTO €JIEMEHTAa B Jliala30Hi Ta IMOBEPTae
BIIHOCHY TIO3HIIII0 IThOTO €JIeMeHTa; (hOPMYITIOBAHHS IPOIECAYPH OIIHKH PHU3HKIB BIATOBITHO IO
HOPMATHBHOTO JOKYMCHTAa Ta BWU3HAUEHHS TOTO, SK caMe€ Ti YW IHIN BXiAHI JaHI BIUIMBAIOTH Ha
i JICYMKOBUH pe3yJbTaT.

KurouoBi cjioBa: KoM’ l0TepHe MojiemoBaHHs, OauckaBko3axuct, pyukuii B MS EXCEL, dbopmyiu
B MS EXCEL, npoektyBaHHs.
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Abstract. The paper is devoted to the problem of nonlinear modeling of objects based on dynamic
neural networks. The aim of the work is to improve the accuracy of modeling dynamic objects with
significant nonlinearities using neural network models and to determine the scope of effective
application of these models. This aim is achieved using time-delay neural networks. To assess the
applicability of the proposed neural network models, the study considers simulation objects with two
types of nonlinearities: smooth and piecewise linear (saturation). The investigation of suggested models
accuracy in nonlinear dynamic object modeling involves two experiments: the study of the models'
scalability with different input signals; the study of their extrapolation capabilities. The results of both
experiments are compared with the modeling results using the compensatory method of deterministic
identification based on functional series. The results of the experiments reveal that the suggested neural
network models are not invariant concerning the input signal. However, when trained on a sufficient
amount of data generated from input signals of the same type as in the test data set, these models can
effectively represent the properties of nonlinear dynamic objects. The extrapolation properties of time-
delayed neural networks deteriorate as the input signal amplitudes exceed the range covered by the used
training set. The scientific novelty consists in determining a clear relationship between the types of input
signals, their amplitudes, and the accuracy of the proposed models. The practical significance of
investigation delineates the areas in which time-delay neural networks can be used to address the real-
world challenges associated with significantly non-linear objects; demonstrates the increase in accuracy
of identifying nonlinear objects compared to functional series models.

Keywords: identification, nonlinear objects, substantial nonlinearities, dynamic neural networks,
simulation modeling.
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Introduction

The development of technology and science makes it possible to ensure a qualitative increase
in the characteristics of modern objects and processes in various fields of activity. On the
other hand, this continuous process leads to the complexity of control objects, and tightening
of requirements for their functioning (Agresti, 2017; Schoukens, & Ljung, 2019).

Today, in practical applications, dynamic control objects, which are characterized by
significantly nonlinear properties are increasingly considered. Due to these characteristics,
objects can function in more complex modes that cannot be realized using linear or weak
nonlinear characteristics (Schoukens, & Ljung, 2019).

The most important from the point of view of practical use is the class of nonlinear
dynamic objects with unknown operational laws and an unknown structure of the "black box"
type (Rudin, & Radin, 2019). Such objects, as a rule, are characterized by a complete lack of a
priori information about both the operational laws of the object, which can be estimated by
methods of parametric identification, and its structure. For an external observer to study the
object, only the reaction of the object y(¢) (output signal) to the test impact x(¢) (input signal)
obtained as a result of the so-called "input-output" experiment is available (Rudin, & Radin,
2019; Todorovic, & Klan, 2006).

For successful interaction with such objects (solving control, management, and
diagnostic tasks), it is first of all necessary to provide their adequate mathematical support and
effective modeling tools. This leads to the use of nonparametric identification methods to
build integral nonparametric dynamic models of the control objects. Such models are able to
simultaneously take into account the nonlinear and dynamic properties of the object, which
ensures high accuracy of model identification (Pavlenko, & Pavlenko, 2023).

It is also known that for a wide class of nonlinear dynamic objects, the relationship
between the input x(¢) and the output signal y(¢) can be explicitly represented by the integral-
power series (Volterra series) (Pavlenko, & Pavlenko, 2023). However, Volterra series also
have a number of disadvantages that are significant for the above requirements for modern
mathematical software and modeling tools. Thus, Volterra series are more suitable for
modeling objects with weak smooth unambiguous nonlinearity. The presence of ambiguous or
piecewise continuous nonlinear characteristics makes the use of integral-power series
ineffective. In addition, the existing restrictions on the amplitudes of the input test signals also
prevent the use of such models in the identification of control objects.

An alternative approach to modeling nonlinear dynamic objects is the use of artificial
neural networks (NN) (Rao, & Reimherr, 2021; Liu ef al., A review, 2016). For a long time,
their spread was significantly constrained by the lack of effective algorithmic and
instrumental support, and the complexity of their interpretation (Fomin et al., 2023).
However, as a result of the progress of intelligent data processing technologies, today we can
observe a noticeable increase in interest in NN in the direction of structural and functional
identification of complex control object. At the same time, the models are mainly in the form
of nonlinear static dependencies ((Rao, & Reimherr, 2021; Liu et al., A review, 2016; Fomin
et al., 2023). Such models do not reflect all the properties of a real object, so they cannot
provide high identification accuracy.

The literature also describes neural network structures capable of modeling a class of
dynamic objects with nonlinear characteristics. However, their capabilities and areas of
effective application are not sufficiently studied. This class of objects is inherent in many
fields of activity (medicine, engineering, transportation, etc.) that is considered in this paper.

The aim of this paper is to improve the accuracy of modeling dynamic objects with
significant nonlinearities using neural network models and to determine the scope of effective
application of these models.

This goal is achieved by using dynamic nonlinear models in the form of time delay
neural networks.
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To study the area of effective application of the proposed models, the following tasks
have been set.

1. Investigation of the accuracy of modeling nonlinear objects with smooth nonlinearity.

2. Investigation of the accuracy of modeling nonlinear objects with piecewise linear
nonlinearity (saturation).

Literature review

Today, several methods are known for modeling nonlinear dynamic objects using NN (Wang
et al., 2009; Liu et al., 2021): Dynamic Neuro-SM (Zhu et al., 2016; Liu et al., An overview,
2016), Wiener-type DNN (Liu et al., 2022; Liu et al., A Wiener-type, 2020; Liu et al., 2017),
and time-delay neural networks (TDNN) (Sugiyama et al., 1991; Liu et al., A time delay,
2020; Stegmayer et al., 2004).

Dynamic Neuro-SM models are improved compared to the well-known static neuro-spatial
mapping models (Zhu et al., 2016; Liu et al., An overview, 2016), which aim to map a given
coarse model of an object to an accurate model. In Dynamic Neuro-SM models, neural networks
are used to automatically match and change an existing coarse model into an accurate model
through a learning process (Liu et al., An overview, 2016; Sen, 2021). Such models provide an
increase in accuracy compared to static neurospatial mapping models, but require some a priori
information about the laws of functioning of the object of study (Liu ef al., An overview, 2016).

Wiener-type DNNs are based on the principle of constructing a nonlinear Wiener dynamic
system, which consists of a simplified linear dynamic model followed by a nonlinear static model
(Liu et al., A Wiener-type, 2020; Liu et al., A Wiener-type, 2017). The dynamic characteristics
are mostly associated with the linear subsystem, while the nonlinear properties are contained only
in the static nonlinear subsystem, which is implemented as an NN (Liu et al., 2022; Liu ef al., A
Wiener-type, 2020; Liu ef al., A Wiener-type, 2017). Such a structure can significantly increase
the reliability of a dynamic neural model, but it has a complex (hybrid) structure, which imposes
additional requirements on network training algorithms and narrows the scope of the model.

Among these model variants, TDNN are the most common structure consisting of several
layers with direct signal propagation (Liu et al., A time delay, 2020; Stegmayer et al., 2004).
Such models are capable of learning from the input-output data of nonlinear dynamic objects
and have excellent convergence properties (Sen, 2021; Khandani and Mikhael, 2020), which are
advantages over the aforementioned Dynamic Neuro-SM and Wiener-type DNN methods.

Due to their simplicity and versatility in modeling nonlinear dynamic objects, TDNN
models are the most widely used.

The literature is quite full of studies of TDNN models for dynamic objects with weak
nonlinearity ((Liu et al., A time delay, 2020; Stegmayer et al., 2004; Khandani and Mikhael,
2020). It is worth noting a number of publications devoted to the interpretation of TDNN, in
particular, the establishment of an information link between these models and Volterra series
(Fomin et al., 2023; Stegmayer et al., 2004). However, studies of models of dynamic objects
with significant nonlinearity based on TDNN are not sufficiently reflected, which is a
problem for the use of such models in applied problems.

This work is aimed at filling the identified gap and focuses on the study of NN for
modeling dynamic objects with nonlinear characteristics, identifying the scope of their
effective application in solving applied problems of identifying objects with significantly
nonlinear characteristics.

Dynamic models based on neural networks with time delay

TDNN models are an effective tool for modeling nonlinear dynamic objects with continuous
characteristics. The most commonly used TDNN structure consists of three layers: input,
hidden, and output.
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There are many structures of neural networks: with several hidden layers, different
activation functions, and topologies. However, the use of these structures results in a more
complex expression for the output of the NN. This is a significant disadvantage compared to
three-layer TDNN for modeling nonlinear dynamic objects.

In the above structure, the input layer of a TDNN includes M neurons, where M is the
memory length of the object model. The number of neurons M is chosen to best reflect the
dynamic properties of the object. The input layer receives the data x(¢,)=[x(¢,), x(¢.-1), ... ,
X(tprr1 )], ta=nAt, n=1,2, ...

The hidden layer includes K neurons with a nonlinear activation function. The number
of neurons K is chosen to best reflect the nonlinear properties of the object.

The TDNN output layer includes 1 neuron with a linear activation function. The signal
¥(t,) at the output layer at time #, depends on the values of the input signal x(z,) and is
determined by the expression (Giannini et al., 2007):

K M
»(t,)=b, +SOZW1‘ S, [bi +zWi,‘/x(tn—j)} (1
i=1 j=1

where by, b; are the biases of the neurons of the output and hidden layers, respectively; Sy, S;
are the activation functions of the neurons of the output and hidden layers, respectively; w;,
w;; are the weighting coefficients of the neurons of the output and hidden layers, respectively.

Fig. 1 shows the TDNN architecture as a three-layer feedforward network with M
inputs, a hidden layer with K neurons, and one output neuron. Such a model can be trained to
dynamic behavior with nonlinear characteristics based on input-output data.

x([u)

.x(tu-I)

x(ln-.‘\ﬁl)u
Figure 1. TDNN architecture as a three-layer network with direct signal propagation
Source: developed by the author on the basis of researches (Stegmayer et al., 2004; Giannini et al., 2007)

Setting up the experiment

A simulation model of a test object

The accuracy of TDNN models is studied using the example of a test object. The simulation
model of the test object with a first-order dynamic block and a nonlinear feedback block
(Fomin et al., 2023) is shown in Fig. 2.

x(7 (1
Input x(1) g - lu (1) »  Output
o+

— S &

Figure 2. Simulation model of the test nonlinear dynamic object
Source: developed by the author on the basis of research (Fomin et al., 2023)
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The feedback block uses a nonlinear function as f{y). In this case, 2 types of nonlinearity
are considered.

1. For the case of smooth nonlinearity, it is polynomial: fi(y)=py’, where B is a
parameter (constant).

2. For the case of significant nonlinearity, a function with saturation:

5, y>p
L) =3k-ply|<p )

=S, y<-p
where s is the saturation level, p is the saturation start point, and k=s/p is the gain.
In order to study the accuracy of TDNN models of a test object with different types of

nonlinearity fi(y) (i=1,2), training x/*"(z,) and test x'(¢,) data sets are generated based on
an input/output experiment. To generate these data, test signals x(¢) in the form of pulse, step,
linear, and harmonic functions with different amplitudes a are fed to the input of the
simulation model.

When performing the input/output experiment with different types of nonlinearity, the
following parameters of the simulation model were adopted: a=2.64; for the case of smooth
nonlinearity, f=1.45; for the case of significant nonlinearity, s=0.7, p=0.7, k=1.

Modeling tools

The Keras library (keras.io) is used for the programmatic implementation of the neural
network. This is one of the most popular Python libraries for building small networks with
a sequential structure, where layers follow each other, with one input and one output layer.

To build a direct propagation network with Keras, you can use any number of
consecutive layers of predefined types: Input, Dense, and Activation. The library has a ready-
made set of loss functions and optimization algorithms that allow you to quickly train models
and avoid local minima.

A three-layer neural network was created using the Keras library. The input layer
consists of M neurons that are fed with the data x(z,). The hidden layer consists of K neurons.
The output layer consists of one neuron. The block diagram of the TDNN model created using
the Keras library is shown in Fig. 3.

Input input: | [(INone, 15)]
InputLayer | output: | [(INone, 15)]

Y
Input_layer input: | (None, 15)

Dense ‘ relu | output: | (None, 50)

Y
Hidden layer 2 | input: | (None, 50)

Dense ‘ relu | output: | (None, 50)

Y
Output_layer | input: | (None, 50)

Dense l relu | output: | (None, 1)

Figure 3. Block diagram of TDNN as a three-layer network with direct signal propagation

Notes: None in the dimension vectors of the input and output data of each layer means a variable number
of rows in the data.
Source: developed by the author on the basis of Keras library
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Defining TDNN parameters

To determine the best values of M and K in a given TDNN structure, a number of neural
networks with different numbers of neurons in the input and hidden layers are built.

The result of the experiment as a function of the number of neurons in the input and
hidden layers is shown in Fig. 4. The root mean square error function mse from the Keras
library is used as a loss.

N
<)

—
o

Loss function
(=
(&)

o
)

R
3
N“”ﬂber ney .140 180 180 \Q‘Oe‘&:\\\fo
M inpy; layern/(l)/ns \4_\‘(\\;\5
> A

Figure 4. Dependence of losses on the number of neurons

in the input and hidden layers
Source: developed by the author

The result of the experiment as a function of the learning time (epoch) and the number
of neurons in the input and hidden layers is shown in Fig. 5.

Epochs

140 (O @
N“’T’ber neun 180 180\\‘\\&6&0\
M inpye layer. IA(;nS $.\(\‘(\‘
N A

Figure 5. Dependence of training time on the number of neurons

in the input and hidden layers
Source: developed by the author

As a result of comparing Figures 4 and 5, the values of the number of neurons in the
input and hidden layers of the TDNN M=175 and K=50, respectively, were chosen to ensure
the level of losses (loss < 1.0) set by the experimental conditions with an acceptable training
time (epochs < 40). The obtained TDNN was used to study the accuracy of models of
dynamic objects with smooth and significant nonlinearities.
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Study of models of dynamic objects with smooth and significant nonlinearities

To study the accuracy of modeling dynamic objects with smooth and significant nonlinearities
using TDNN models and determine the scope of their effective application, two experiments
were organized and conducted:

1. Study of the scalability of TDNN models to different input signals x(¢).

2. Study of extrapolation properties of TDNN models.

The results of both experiments are compared with the results of modeling using
deterministic identification methods, namely, integral-power series based on multivariate
weight functions.

The models y,(?) in the form of integral-power series based on multidimensional weight
functions are constructed for the test objects by the compensation method (Pavlenko, &
Pavlenko, 2023). Fig. 6 shows the y,(f) models obtained for test dynamic objects with smooth
fi(v) (Fig. 6a) and significant f5(y) (Fig. 6b) nonlinearities. The 1¥-order multivariate weight
function w;(#) and the diagonal cross section of the 2"_order multivariate weight function
wi(t,f) are also shown here, as well as the object responses y;(¢) and y,(¢) to the input signals
x1(¢) = ad(t) and x,(t) = 2ad(¢) (a = 0.5), which are used to identify the multivariate weight
functions.

—— Yyl
+ wl(t)
0.4 w2(t)
a (07 yv(t)
5 03
;;
s 0.2
B
=
© o1
0.0
-0.1 :
0.0 0.5 1.0 1.5 2.0 2.5 3.0
Time t, sec.
a
0.5
—— y2(t)
0.4 + wl(t)
w2(t)
N yv(t)
g 0.3
4
E_ 0.2
=
o
0.1
0.0
0.0 0.5 1.0 1.5 2.0 2.5 3.0
Time t, sec.

Figure 6. Models of y,(7) in the form of integral-power series
based on multidimensional weight functions obtained for test dynamic objects

Notes: a — smooth f;(y) nonlinearity, b — significant f;(y) nonlinearity.
Source: developed by the author
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Study of the scalability of TDNN models to different input signals.

train

The training dataset x;““(¢z,) is formed on the basis of pulse signals x(#) = ad(¢) of
different amplitudes (a € (0, 1]) at the input of the object and responses y(?) at its output.
The test dataset x(¢,) includes step x(f)=a®(f), linear x(f)=at, and harmonic

x(t)=asin(f) signals of different amplitudes (a € (0, 1]) at the input of the object and responses
¥(?) at its output.

The experiment is performed for objects with nonlinearities in the feedback block in the
form of a polynomial function f;(y), as well as a saturated function f>(y).

The TDNN model is built on the data of the training set x”*"(z,) . The scalability of the

obtained TDNN model to different input signals is studied on the data of the test set x/(¢,) .

The output of the TDNN model y,,(¢) is compared with the output of the simulation
model y(f) and the result of identifying y.(f) as an integral-power series based on
multidimensional weight functions (Pavlenko, & Pavlenko, 2023; Antipina ef al., 2023).

Experiment 1. We investigated the accuracy of modeling using TDNN and integral-
power models under the influence of input signals x(f) = ad(f) of different amplitudes
(a € (0, 1]). Fig. 7 shows a comparison of the output signals y,,(?), y,(?), and y(¢) obtained as a
result of the action of the signal x(#)=ad(?) (a=0.65) at the inputs of the TDNN model, the
integral-power series, and the simulation model of a nonlinear dynamic object, respectively.
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Figure 7. Comparison of the output signals y,,(f), y,(¢) and y(¢) obtained as a result
of the action of the signal x(7)=ad(¢) (a=0.65) at the inputs of the TDNN model,

integral power series and simulation model of a nonlinear dynamic object, respectively
Source: developed by the author

Experiment 1 demonstrates the comparable accuracy of modeling using TDNN and
integral-power models under the input signals x(#)=aod(z).

Experiment 2. We investigated the accuracy of modeling using TDNN and integral-
power models under the influence of input signals x(¢£)=a®(?), x(f)=at and x(¢)=asin(t) of
different amplitudes (a € (0, 1]). In Fig. 8 shows a comparison of the output signals y,,(?),
(), and y(¢) obtained as a result of the action of the signals x(¢)=a®(?) (Fig. 8a), x(¢)=at
(Fig. 8b), and x(¢)=asin(t) (Fig. 8c), a=0.65, at the inputs of the TDNN model, the integral-
power series, and the simulation model of a nonlinear dynamic object, respectively.

The experiment demonstrates that the TDNN model is significantly inferior in accuracy
to the integral-power model under the influence of the input signals x(#)=a®(¢), x(¢)=at, and

x(f)=asin(f), which were not included in the training dataset x!“"(z,) .
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Figure 8. Comparison of the output signals y,,(), 1,(¢), and y(¢) obtained as a result
of the action of signals at the inputs of the TDNN model, the integral-power series,

and the simulation model of a nonlinear dynamic object, respectively

Notes: a — x(1)=a0(?); b — x(¢)=at, ¢ — x(¢)=asin(t), a=0.65

Source: developed by the author

The experiment shows that TDNN models are not invariant to the shape of the input
signal. A TDNN model can adequately reflect the properties of a dynamic object when trained

on a sufficient amount of data. The training dataset x/""(z,) should be formed on the basis of

input signals of different amplitudes of the same type as in the test dataset x*'(¢,). This is a
disadvantage of neural network models in comparison with models based on integral-power
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series based on multidimensional weight functions (Pavlenko, & Pavlenko, 2023; Antipina et
al., 2023; Mitrea et al., 2009; Meruelo et al., 2016).

Study of interpolation and extrapolation properties of TDNN models.

The training dataset x'*"(¢,) is formed on the basis of pulse x(f) = ad(f), step
x(t) = a®(¢), linear x(f) = at, and harmonic x(¢) = asin(¢) signals of different amplitudes
(a € (0, 1)) at the input of the object and responses y(¢) at its output.

The test dataset x*(¢z ) includes the same signals x(f) with different amplitudes
(a € (1, 2]) at the input of the object and responses y(¢) at its output.

The experiment is performed for objects with nonlinearities in the feedback block in the
form of a polynomial function fi(y), as well as a saturated function f,(y).

The TDNN model is built on the data of the training set x”*"(¢,). The study of the
extrapolation properties of the obtained TDNN model is performed on the data of the test set
X(,).

The output of the TDNN model y,,(¢) is compared with the output of the simulation
model y(f) and the result of identifying y,(¢f) as an integral-power series based on
multidimensional weight functions (Pavlenko, & Pavlenko, 2023; Antipina ef al., 2023).

Experiment 3. We investigated the accuracy of modeling using TDNN and integral-
power models under the influence of pulsed, stepped, linear, and harmonic input signals of
different amplitudes (a € [0.1, 0.2, ..., 1.0]). Fig. 9 shows a comparison of the output signals
vaun(t), 1(t), and y(¢) obtained as a result of the action of the signal x(¢#)=a®(¢) (a=0.7) at the
inputs of the TDNN model, the integral-power series, and the simulation model of a nonlinear
dynamic object, respectively.
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Figure 9. Comparison of the output signals y,,(?), y.(f) and y(¢) obtained as a result
of the action of the signal x(¢)=a®(¢) (a=0.7) at the inputs of the TDNN model,
integral power series and simulation model of a nonlinear dynamic object, respectively
Source: developed by the author

As a result of Experiment 3, we obtained the mean square error values for TDNN
models compared to integral-power series based on multivariate weighting functions for the
nonlinear functions fi(y) and f>(y), which are shown in Table 1.

Experiment 3 demonstrates the comparable accuracy of modeling using TDNN and
integral-power models of the test object with smooth nonlinearity f1(y). However, when
identifying a test object with a significant nonlinearity f>(y), TDNN models significantly
outperform the integral-power models in terms of accuracy.
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Table 1. Mean square error of the test object modeling (a=0.7)

Type of . Input signal x(t). .
nonlincarity impulse ad(?) step a®(f) linear at harmonic asin(f)
yu(?) Yol () Yol () Yol () Yol
Polynomial 0,074 0,080 0.082 0.087 0.088 0.096 0.103 0.127
With saturation 0,152 0.121 0.167 0.133 0.209 0.139 0.264 0.184

Source: developed by the author

Experiment 4. We investigated the interpolation and extrapolation properties of models
using TDNN and integral-power models under the influence of pulsed, stepped, linear, and
harmonic input signals of different amplitudes:

- for the case of studying the interpolation properties of models a € [0.05, 0.15, ..., 0.95]);
- for the case of studying the extrapolation properties of models a € [1.05, 1.15, ..., 1.95]).

In Fig. 10 shows a comparison of the output signals y,,(?), y,(¢), and y(¢) obtained as a
result of the action of the signal x(f)=a®(?) at the inputs of the TDNN model, the integral-
power series, and the simulation model of a nonlinear dynamic object, respectively, for the
interpolation task at a = 0.65 (Fig. 10a) and the extrapolation task at a = 1.65 (Fig. 10b).
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Figure 10. Comparison of the output signals y,,(?), »,(?), and y(¢) obtained as a result
of the action of the signal x(£)=a®(¢) at the inputs of the TDNN model, the integral-power

series, and the simulation model of a nonlinear dynamic object, respectively

Notes: a — interpolation problem (a=0.65); b — extrapolation problem (a=1.65)
Source: developed by the author
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Experiment 4 demonstrates comparable modeling accuracy in the case of studying the
interpolation properties of TDNN and integral-power models.
The extrapolation properties of TDNN models deteriorated with increasing input signal

amplitudes beyond the range of input signal amplitudes of the training set x!“"(¢,). Thus,

using the input signal x(¢#)=1.650(¢), the accuracy of the TDNN model decreases by 25%.

At the same time, the accuracy of the model in the form of an integral-power series
based on multidimensional weight functions in the case of using a significantly nonlinear
function f,(y) is 30% lower than the TDNN model.

Thus, the area of effective application of TDNN models is the identification of objects
with significantly nonlinear characteristics.

Results and discussion

The obtained modeling results show that TDNN models are not invariant to the signal
received at the input of the object, which is a disadvantage of these models. However, TDNN
models can adequately reflect the properties of nonlinear dynamic objects when trained on a
sufficient amount of data generated from input signals of the same type as in the test data set.

The extrapolation properties of TDNN models will deteriorate with increasing input
signal amplitudes that go beyond the range of input signal amplitudes of the training set.

When identifying objects with significantly nonlinear properties, such as a saturation
function, TDNN models are 10-25% more accurate than integral-power series based on
multivariate weight functions.

Thus, the area of effective application of TDNN is the identification of objects with
significantly nonlinear properties.

Conclusions

The paper considers the approach to modeling of dynamic objects with essential nonlinearities
on the basis of time-delay neural networks. Experiments are organized and researches are
carried out to determine the accuracy of the proposed models and the area of effective
application of these models.

It is experimentally confirmed that the use of the proposed models for identification of
dynamic objects with essentially nonlinear characteristics allows to increase the accuracy of
the modeling process by 10-25% in comparison with the models based on deterministic
methods of identification, such as integral-power series. based on multidimensional weight
functions.

Thus, the area of effective application of models in the form of time-delay neural
networks has been established. It is modeling of dynamic objects with significant
nonlinearities, where traditional identification methods don’t provide sufficient modeling
accuracy.
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AHotamisi. PoOota mnpucesueHa mnpoOieMi HENIHIHHOTO MOZETIOBaHHA OO0 €KTIB Ha OCHOBI
MUHAMIYHAX HEHPOHHUX Mepek. MEeToro poOOTH € IMiIBHUINEHHS TOYHOCTI MOJCTIOBAHHS JUHAMITHIX
00’€KTiB 31 3HAYHMMHU HENIHIMHOCTAMH 3a JOIOMOIOI0 HEHpPOMEpPEKEBUX MOJENel Ta BH3HAUYEHHS
obmacTi e(eKTHBHOTO 3aCTOCYBaHHS IUX Mojened. L[s Mera JocCsATaeThesi MUITXOM 3aCTOCYBaHHS
HENIHIMHMX AWHAMIYHUX MOJEJEeH Yy BHUINIAAI HEHPOHHMX MEpEX 13 4YacoBOK 3aTpuMKoro. Jlis
JOCIIDKEHHST 007acTi ¢(peKTUBHOTO 3aCTOCYBaHHs 3allPOIIOHOBAHHUX HEHPOMEPEIKEBUX MOJCICH
pO3TISAAAOTECST TECTOBI 00 €KTH 3 HETIHIMHOCTSIMH JIBOX THIIIB: TJAJKOI Ta KYCKOBO-TiHIHHOIO
(macuueHHsiM). s mOCHIDKEHHS TOYHOCTI HEMPOHHMX MEpEX 13 YacoBOIO 3aTPUMKOIO IpHU
MOJICITIOBAaHHI HEMHIMHUX IWHAMIYHAX OO0 €KTiB TPOBEACHO IBa CKCICPUMCHTH: TOCIHIKEHHS
MacIHITa0OBaHOCTI MOJENCH 10 pI3HMX BXIiJHUX CHUTHAJIB; MJOCTIDKCHHS CKCTPAIOJSIIIHHIX
BJIACTUBOCTEH Mozenei. PesynmpTaTei 000X EKCIEPUMEHTIB TIOPIBHIOIOTBCS 3  pe3yJbTaTaMu
MOJIEIJIIOBAHHS 32 JOMOMOTOI0 KOMIICHCAIHHOTO METONy IEeTepPMiHOBaHOI ineHTUdIKail y BUIIIAIL
(YHKIIOHATBHUX PSIIB HAa OCHOBI 0araTOBUMIPHHMX BaroBux QyHkuid. OTpumaHi pe3yibTaTH
MOJICTFOBaHHS CBiJ4aTh, 1[0 3alPOMIOHOBaHI HEHpOMEpEexeBl MOJNENi HE € IHBapiaHTHUMH IIOJO
BXimHOTO cuTHay. OmHaK mi MOAEN MOXYTh aIeKBAaTHO BiZOOpa’kaTH BIIACTUBOCTI HENIHIMHHX
JUHAMIYHUX 00’€KTIB B pa3i HaBYAaHHSA Ha JOCTATHHOMY 0OCs31 MaHMX, 10 (HOPMYETHCS HAa OCHOBI
BXIIHUX CHTHAJIB TOTO X THILY, IO i y TeCTOBOMYy Habopi naHux. ExcTpamomsuiiiHi BIacTUBOCTI
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HEHPOHHMX MEpEK 13 YacOBOIO 3aTPUMKOIO TMOTIPIIYIOTHCS 31 30UIBIIEHHAM aMIUNTYA BXiTHHX
CUTHAJIB, IO BHUXOIATh 3a MEXI Jiama3oHy aMIDITYJA BXiJHUX CHTHATIB HaBYAJIBHOI BHUOIpKH.
HaykoBa HOBH3Ha poOOTH TMOJIATaE y BH3HAYCHHI 3aJIKHOCTI MK THIIAMH CHTHAJIIB Ta iX
aMIUTITy/IaM{, [0 JIFOTh Ha BXOJdiI MOJENi, 1 TOYHICTIO 3amponoHOBaHUX Mmojened. [IpakTudna
KOPHCTh POOOTH IOJIATa€ y BU3HAYCHHI 00JacTi e(PEeKTHMBHOIO 3aCTOCYBaHHS HEHPOHHHMX MEPEX 13
YacoBOIO 3aTPUMKOIO TIiJ 4ac pO3B’sI3yBaHHS NPUKIATHHUX 3a4ad ineHTu¢ikanii 00’eKTiB 31 3HAYHO
HCMHIMHAMHU ~ XapaKTEePUCTHUKAMH; IIABMIICHHI TOYHOCTI imeHTUIKamii HETiHIHHUX 00’ €KTiB
NOPIBHSIHO 3 MOJENSIMH Y BUTJISAI (PYHKIIOHAJIBHUX PAOIB HAa OCHOBI 0araTOBUMIpHHX BaroBUX
(OYHKITHA.

Karw4osi ciaoBa: igeHTHdiIKaIis, HETiHIHHI 00’ €KTH, CYTTEBI HENTIHIHHOCTI, TUHAMIYHI HEHPOHHI
MEpEexKi, iMiTaliiHe MOJICITIOBAHHS.
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Abstract. The article highlights the importance of mathematical modeling in road construction,
reconstruction, and repair in Ukraine. We can outline the importance of this research by taking into
account such factors as financial instability and financial uncertainty, as well as the importance to
comply with safety standards during any road-related maintenance work. We would also like to point
out that there is an increasing need for new tools for optimization and improvement of construction
operations. This need exists both due to factors of uncertainty, such as climatic anomalies, dynamics
of road traffic, and technological progress in construction, as well as due to numerous social
challenges that result in an increase in traffic load, for instance, an ongoing military conflict.

The main goal of our research is to implement mathematical modeling into different phases of any
road-related maintenance work, from planning to executing, under conditions of limited finances.
Achieving the aforementioned goal will allow to improve assessing and repairing the critical areas and
will also improve the choice of optimal nondestructive inspection methods for identifying any damage
in road coating and infrastructure. To achieve this goal, we use methods of statistical and system
analysis, multi-criteria optimization, and decision-making theory. The main emphasis is on the
development of strategic management decisions and their effectiveness.

We have managed to prove that the use of mathematical modeling during the planning phase of any
road works allows us to effectively distribute the available financial resources even if they are limited.
This practice also makes it possible to dynamically alter the volumes of funding depending on expert
analysis of the importance or project completion status.

Upon completion of the initial planning stage, which includes repairing all critical areas of the road in
order to minimize the risk of road traffic accidents and using methods of increased safety, we have
managed to develop a plan with concrete steps. Following the aforementioned steps allows us to
reduce a total number of road traffic accidents occurring in critical areas by 1.4-1.6 times. These
results are possible to achieve without going over the established financial restrictions.

We have also developed criteria for assessing the quality of damage identification on the road coating.
These criteria are based on the defect detection rate. We have provided a detailed explanation of how
this rate can increase from 0,891 to 0,967.

Further scientific research conducted by the author of this paper will focus on a detailed analysis of the
results of the implementation of illustrated mathematical models, especially as mathematical support
of the analytical and information system for monitoring the state of road infrastructure.

Keywords: mathematical model, motor transport, roadway, critical area, nondestructive inspection
method, condition of uncertainty.

Introduction

Modern world is in a state of constant development, which results in an expansion of
roadways between cities, countries, and continents (Global Trends 2030, 2012). Apart from
planning new road networks, it is also very important to reconstruct and repair the existing
ones (Disclaimer: The Ukraine Rapid Damage and Needs Assessment, 2022). However,
development and maintenance of road infrastructure demand not only considerable financial
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investments but also creation and improvement of project management methods, as well as
methods for planning and forecasting such projects (Muhammad ef al., 2021; Willar et al.,
2023; Browning, 2018).

In Ukraine, mathematical modeling is very important in road construction,
reconstruction, and repair, especially under conditions of unstable and uncertain funding, as
well as under conditions of following special safety procedures. Climatic anomalies,
dynamics of road traffic, technological progress in construction, as well as numerous social
challenges causing an increase in traffic load due to the ongoing military conflict, make it
necessary to develop new methods and tools for optimization of road construction
(Zolotukhin et al., 2021).

However, a rapid development of mathematical modeling in road construction has
become very noticeable in the motor transport industry throughout the years (Belyaev, 2020).
Scientists work on improving methods of mathematic forecasting of the demand for transport
services, create models to analyze the influence of uncertainty on the cost and duration of
construction, and utilize artificial intelligence to analyze data to improve resource distribution
and project management (Kazeem ef al., 2023; Adesola et al., 2023).

The main purpose of this paper is to analyze mathematical modeling during the
planning phase of construction, reconstruction, and repair of roads and their support structures
under conditions of uncertainty and reduced funding. This analysis can improve the procedure
of dealing with critical areas and help choose optimal methods of nondestructive testing to
hasten the identification of damage to road coating and analyze the quality of road
infrastructure components.

We have identified the following tasks required to reach the aforementioned goal:

— improvement of mathematical model for planning of construction, reconstruction, and repair
of roads and related infrastructure under conditions of uncertainty and reduced funding;

— development of a plan for dealing with critical areas on roads;

— optimization of methods of nondestructive testing to hasten the identification of damage to
road coating and analyzing the quality of road infrastructure components;

The scientific novelty of our study is as follows:

— we have improved mathematical models designed for establishing an effective functioning
of modern road construction industry. These models are based on the models of expert
analysis factoring in the uncertainty related to the volumes of funding. Using such models
allows for improvement of the existing funding mechanism of construction objects by
arranging them according to their cost and priority;

— we have improved the mechanisms for solving applied problems related to optimization of
planning of road construction, reconstruction, and repair based on algorithmic diagrams of
genetic algorithms and method of time series analysis. The mechanisms themselves are
illustrated by the models of discrete optimization and can hasten the identification of damage.
They are also used as criteria for choosing methods of nondestructive testing of road coating.

Analysis of literature

Below, we will analyze the results of the latest research and their practical application in road
construction. Additionally, we will highlight the opportunities for further research related to
the topic in question. This analysis is important to support the development and improve the
quality of traffic infrastructure of Ukraine, both of which are important for social and
economic development of Ukraine.

Mathematical models and methods used to solve problems of decision theory are not
only the foundation of problems analyzed in this paper but a powerful mathematical tool. The
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development of modern computing devices and information technologies allows us to use
them as programs for support and maintenance.

A group of scientists led by S. S. Kyzyma (Scientific work of Department, 2023) from
the National University of Transport has made a noticeable contribution by developing a
method for planning of reconstruction and repair of road coating based on technical and
economic analysis. Renowned scientists, such as N. Sokolova (Kanin et al., 2022) and
I. Sokolova (Markelova et al., 2022), have dedicated their research to mathematical methods
used for planning and optimizing the operational use of roads under conditions of uncertainty.
Among the scientists who have worked with the mathematical maintenance models are
V. Babakov and A. Kravchenko (Kharchenko et al., 2023).

The following Ukrainian scientists also conduct their research in the field of road
construction: professor of Dnipro State Technical University Borys Sereda, who studies
mathematical modeling of transport and production systems (Sereda ef al., 2023); professor of
the National University of Transport Artur Onyshchenko, who analyzes mathematical models
and methods for optimization of planning and managing road construction projects
(Onyshchenko et al., 2019); professor of Vinnytsia National Technical University Serhii
Pavlov, who researches methods to optimize the quality and speed of road construction
(Wojcik et al., 2021). The following foreign scientists have dedicated their research to the
problem in question, including Dr. Carlos Daganzo (Spain), who investigates the optimization
of transport systems, including road networks, and is also a creator of several mathematical
models for optimizing road traffic and infrastructure (Itani et al., 2021); professor of McGill
University, Dr. Michael Florian, who describes methods of optimization of road networks and
transport systems (Babazadeh et al., 2021); Henrik Fredriksson (2021) from Blekinge
Institute of Technology, who studies mathematical modeling of transport systems for
improving the decision-making and analysis of transporting-related issues.

Methods and materials

Creation of a mathematical model for planning of construction, reconstruction, and repair of
roads and infrastructure under conditions of uncertainty and reduced financing

In general, planning construction, reconstruction, and repair of roads used for different
purposes, as well as the whole related infrastructure, can be characterized by the necessity to
define the tasks required to be completed during the given period and the calculation of
required financial resources. The primary obstacle capable of influencing efficiency is the
uncertainty of volumes of funding for construction programs. For instance, according to (On
the report on the implementation of the Law of Ukraine), the volume of underfunding for
intermediate-level maintenance and overhaul maintenance of public roads, as well as building
new road infrastructure and provision of new gear, materials, etc., was 71.3% of the demand
in 2022. According to (Markuts et al., 2023), general financing of roadbuilding will decrease
by 14,9 billion UAH in 2023 as compared to the previous year. The main focus of this
financing has also shifted from building new roads to repairing the ones destroyed as a result
of the ongoing military conflict (Markuts et al., 2023).

One of the most common methods of addressing an issue of uncertainty related to
funding is putting on hold all construction work on certain planned objects. Defining such
objects is done by factoring in different criteria, for example, importance, current state,
remaining cost of construction work, etc. Effective solution to this task requires a clear
definition and a reasonable algorithm approach since there are a lot of different types of
objects, as well as criteria for their evaluation and restriction.

Expert analysis can be used to evaluate the importance of each object based on different
criteria. For example, social and economic importance of an object can be evaluated based on
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the following definitions: "high-priority, important, with average priority, low-priority".
These definitions are then transformed into normalized scores from 0 to 1.

We can illustrate all criteria used to make decisions regarding the possible reduction of
funding of road construction, reconstruction, and repair projects under conditions of
underfunding as a hierarchical structure as shown in Fig. 1.
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Figure 1. Simplified scheme of criteria of economic importance

According to data from Fig. 1, decision-making is affected by different criteria, such as

criteria of economic importance. These criteria include:

- current stage of construction;

- traffic safety and dealing with critical areas;

- priority of construction, which is defined by the government;

- remaining cost of construction work;

- funding received from other sources (except the State Budget of Ukraine);

- evaluation of economic influence on the region;

- contribution to the development of international transport corridors and influence on
traffic flow in general.

The aforementioned scheme from Fig. 1 indicates the types of work required to be
completed on the roads of different types, including their support structures, In addition, it
shows what types of work require funding.

Next, we use paired-comparison method to define the weight numbers of these criteria.
We use the same method to analyze hierarchical structures (Mi et al., 2022).
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Formulation of the problem. We will now analyze linear convolution for the previously
chosen criteria according to the defined weight numbers py, p2, ..., pm:

Z Z PiViZi |

iel k=1
where vy is defined as the value of i-object according to k-criterium, z; is defined as the
current stage of constructing i-object.
Correspondingly, the current stage of construction of each object depends on how the
program is implemented:

Zj :ﬁ (Xil, Xi2y ooy xih*).
In this case, boolean value x;, equals 1 if the A-stage of construction of the i-object is
properly funded. If not, then x;;, = 0.
Function f; has the following attributes:

-fi X [0, 1]; . 1 . )
The following condition f; (x 1, X 1, ..., X i*) = fi (X711, X" 12, ..., X i*) 18 valid for any
11 1 2 2 2
boolean vector (x 1, X 2, ..., X ;+) greater than (X%, X, ..., X ip%).

Solution algorithm. Statement of the problem where each stage is completed
sequentially (the next stage cannot be completed unless all the previous ones are completed as
well) can be illustrated in the following way:

Xin > Xipv, h=1,2, ..., (h*=1),i=1,2,...,n.

Below we provide a detailed illustration

X X Xy
X, X e X
n Xn 2
X =
'xnl 'xn2 xnh*

Cost of all planned construction works:

B(X): ngihxih ,

iel h=1
where b;;, is defined as the cost of all planned construction works on the 4-stage.
If the real funding can be described as the value By <B (1), then the following
matrix X = (X;)ixz, h =12, ... »* 1s used, whereas:

X = argmaxzzpkvikfi ('xil’ Xigs +ees xz‘h*) (1)

xeX iel k=1
under conditions:

Xih inthlah: 19 29 ceey (h*_l)a (2)
h*

B(X)=>.> b,x,>B,. (3)
iel h=l1

Under conditions of uncertainty related to volumes of funding, the following problem
can appear: find optimal matrixes X ,Xz*, . Xd* for the defined Blo, Bzo, - Bdo (B10<Bzo<
... <B.") values. The matrixes are required to meet the additional condition of a «build-up»:

Xl* <X2*< <Xd*.

Meeting the aforementioned condition allows us to slowly «build up» the plans for
funding.

Formulation of the inverse problem. Now, we rewrite the previous problem (1) — (3) in
the following way:
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D0V S (Xigs Xizs +vs X0 ) = Max (4)

i=1 k=1 o
zzbihxih <B,, ®))

i=1 h=1
xinZxminh=1,2, .., (h =1),i=1,2, ..., n, (6)
xp X{0, 13, h=1,2, ...,k ,i=1,2,...,n (7)

Here we also introduce new boolean values y;;. These values are related to the previous
x;n values in the following way: y;, = 1, if x;, = 1 for Vk < A. In other cases, y; = 0, if x =0
for Vk>h. We will use function ¢(-) to connect the values x; = q(h, vi, Yio, ---» Vin®)s
i=1,2, .., h=1,2 . k.

In this scenario, we can use a maximization problem equivalent to (4) — (7):

n m

Zzpkvikzi(yil’ yi2""’yih*); )]

i=1 k=1
under conditions:

iyihzl,i=l,2,...,n, 9)
h=1

n  h* -

2.2 buy, < By, (10)

i=l h=1

where zi(Vit, Vizs - o» Yirr) =G, Vits Vizs <o Yit)s oo QU3 Vits Vizs ooy yir))s i=1,2, ..., m,
- )2
bip :Zbih ,p=1,.., h*.
h=1

Problems (8) — (10) are problems of linear programming with boolean values. A solution
to this problem can be acquired by building a minorant in nondecreasing order. This minorant
will correspond with objective function (8), as well as with rows of h"-value boolean vectors,
which correspond with condition (9) (Chen et al., 2008).

Development of a plan for dealing with critical areas on roads

Formulation of the problem. Suppose the traffic flow consists of vehicles, which are
divided into categories k € K = {1, 2, ...,k*}. They include light motor vehicles of different
types and sizes, cargo vehicles of different types, sizes and capacities, buses, two-wheeled
vehicles, etc. Then we divide the road into sectors g, i € I = {1, 2, ..., n}. In this case, pi (x;)
is defined as probability of traffic accident in sector g; for k-category of vehicles under the
condition of using measure x; € X; = {x;1, Xp, ..., X;s; to reduce the probability of traffic

accidents in sector g;, whereas s is defined as several such measures. Every measure x; € X; is
defined by economic, technical, social, and other values. Values pu(x;) can be calculated
based on a model, for example, a non-linear model introduced in (Saaty ef al., 1985).

The problem itself requires creating a plan of measures for reducing the number of
traffic accidents in every g;-sector under conditions of limited resources. These measures
revolve around not only reducing the amount of traffic accidents but also reducing the amount
of human casualties, financial and material losses as a result of such accidents. Formally, we
can present this problem of planning how to deal with critical areas and minimizing the risk of
traffic accidents in the following way:

R(x):ZZakpik(xi)—)min, (11)

iel keK

under conditions:

© A. L Sidliarenko, 2023
DOI: 10.24025/2306-4412.3.2023.287845

118



BicHuk YepkacbKoro aep)xaBHOro TeXHOJIOTiYHOro yHiBepcuTeTy 3/2023
Bulletin of Cherkasy State Technological University

bm(x):zbim(xi)gbriam EM; (12)

iel
x=(xlx,...,xli\_,...,xnl\)eX= X, ,i €1, (13)
iel
where m € M = {1, 2, ..., m*} is defined as an index of expenditure for different resources
required to implement measures to reduce the accident rate, b, , m € M is defined as the
given value of constraints of m-resource, a; is defined as the value of losses as a result of a
traffic accident involving transport category k € K.
To solve problems (11) — (13), we can use algorithms described in (Shvartsman, 2023),
since these problems are additive problems of discrete programming with multiple
restrictions.

Solution algorithm. Definition of losses a;, & € K caused by traffic accidents is a
completely separate problem, which requires calculation of value of human lives lost during
such accidents, as well as losses related to treatment of relevant traumas and repair of
damaged vehicles, road objects, etc.

In order to effectively develop measures for reducing the number of traffic accidents,
we must considerthe human factor, which greatly affects the rate of accidents and deaths. All
traffic fatalities have different causes, which can be identified by analyzing statistical data of
the Ukrainian Ministry of Internal Affairs (Vedmedenko, 2023) (Table 1). Among the
28 possible causes described in (Vedmedenko, 2023), the major ones are speeding and non-
compliance with regulations related to maneuvering on the road with a total of 60% of all
cases.

Table 1. Traffic accidents involving human casualties divided by causes, number, and rate
in 2022

Cause Number Rate, %

Speeding 7561 40,25
rI;I:g—comphance with regulations related to maneuvering on the 3846 20,47
Non—.comphance with regulations related to driving through 1467 7.81
crossings

Not keeping a safe distance 843 4,49
Crossing the contraflow lane 418 2,23
Drunk driving 790 4,21
Crossing the road in undesignated areas (applied to pedestrians) 593 3,16
Speeding on turn 469 2,49
Vljéi)lrli-scomphance with regulations related to driving through cross- 1443 7.68
Non-compliance with traffic signals of a traffic policeman 236 1,25
Other (rate below 1% for each) 1118 5,96

We define the problem of reducing the number of traffic accidents resulting in fatalities
or traumas as a problem with high priority and analyze the mathematical presentation of this
problem.

We define equation D= {1,2, ...,d } as a multitude of reasons for traffic accidents
with casualties occurring on the road in question. Equation D, i € I, D; € D on the other hand
is defined as a multitude of reasons for traffic accidents for the g;-sector of the road. For every
reason d € D; in sector g;, i € I we calculate coefficient py;, which is defined as the frequency
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of traffic accidents with casualties occurring in this sector. We perform these calculations
based on statistical data, for example, data from Table 1.
To evaluate the effectiveness of measures x;, i € I to reduce the rate of traffic accidents
in each sector g;, i € [ we use the utility function fz(x;) € [0; 1], which can be described as a
function to reduce the rate of traffic accidents for every cause d € D;. Implementing this
function yields the following results depending on conditions:
—  fai(x;) = 0, if measures x; were not able to reduce the rate of traffic accidents with
casualties due to the cause d € D;;
— fai(x;)) € (0; 1), if measures x; were able to reduce the rate of traffic accidents with
casualties due to the cause d € D;;
— fai(x;) =1, if no traffic accidents with casualties due to the cause d € D; were registered
in sector g;.
In this scenario, we can formulate the problem regarding minimization of fatalities and
casualties in the following way:

R(x) = Z Z Z paihi Ny (1 = fa:(x;)) - min, (14)

deD i€l keK
under conditions that:
bm(x):zbim(xi)gb:lamXMa (15)
iel
x:(xl‘y,...,xl.y,...,xns)eX:HXi,iXI (16)

iel
where Ny is defined as the average number of traffic accidents with casualties in sector i € /
for vehicle category k € K; Ay is defined as the average number of individuals in vehicles of
category k € K.

Problem (14) — (16) is a modified version of problem (11) — (13). We can define this
problem as a problem of discrete programming with multiple limitations. To solve this
problem we can use sequential analysis of variants or digital methods (Shvartsman, 2023).
Since every transport network is a crucial part of critical infrastructure, we deem modeling
processes capable of increasing traffic safety and minimizing traffic accidents an important
task.

Optimization of methods of nondestructive testing for identification of damage to roads
and other components of road infrastructure

Any defects in public roads and other elements of road infrastructure, such as bridges,
tunnels, and overhead roads, adversely affect normal operating conditions. Among such
defects are wear and tear of road coating and water isolation, cracks and a large number of
holes, plastic deformation, trembling of flexible elements, damaged protective layer and
cracks in reinforced concrete structures and fences, damaged expansion dams, destabilization
of construction elements, etc. (Shaikh et al., 2022).

The aforementioned defects often appear as a result of natural occurrences capable of
affecting the condition of the road. Alternatively, they can be caused by violation of normal
operating conditions, for example overloading the road or lack of proper maintenance.

Methods of nondestructive testing effectively identify these defects. Apart from
advantages, there are certain disadvantages, since the results of implementing such methods
do not always reflect the real state of the object due to the inability to identify all kinds of
present defects (Wang et al., 2022).

For instance, using methods of visual control to analyze the condition of the road
coating allows to quickly identify visible surface damage, but prevents from identifying any
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damage or deformation of deeper layers. As such, analysis of any given road sector may not
be objective, thus the efforts directed to cope with the identified defects become less effective,
outright ineffective, or even worsen the situation.

This issue can be addressed by using different types of methods of nondestructive
testing. This is common practice during research of complex systems which allows us to
greatly speed up and increase the probability of defect identification. In addition, it helps to
reduce the risk of partial identification (Sidliarenko, 2014). Thus, it is possible to obtain
exhaustive information regarding the present damage, as well as compliance with regulations
of road safety. The methods of nondestructive testing also allow us to analyze the state of
road infrastructure without decommissioning any of its elements. Finally, accumulated
statistical data can be used during maintenance and repair, while also helping to avoid
possible mistakes during future follow-up inspections (Prokopev et al., 2019).

Formulation and analysis of the problem. Assume that L = {/;,i€ = {1, 2, ..., z'*}} isa
finite set of defect types in road sectors and other types of road infrastructure, whereas / is
defined as a set of damage type indexes. Defects /; € L are described according to different
criteria, such as geometry (including length and depth of a crack, evenness of road coating,
etc.), complexity, probability of causing a traffic accident, etc.

To evaluate the defects /; € L, we use different methods of nondestructive testing. These
methods differ by probability of identifying the defect, cost, or the necessity to utilize
additional resources. For example, the effectiveness of visual control depends on qualification
of experts responsible for evaluation of damage and unevenness of upper road layers, quality
of asphalt, and other attributes. The aforementioned method is both the fastest and the
cheapest compared to many others, which require not only specialized tools but also long-
term laboratory analysis.

An alternative method revolves around utilizing space monitoring to analyze the state of
road coating and road infrastructure, yet it requires additional equipment and trained
personnel.

We can present a set of j-methods of nondestructive testing as the equation M; = {my},
where j € J is a set of indexes of methods of nondestructive testing, and k£ € K; € K is a set of
indexes of implementation mediums related to methods of nondestructive testing.

Equation p(mj;) will serve as an a priori assessment of probability of damage
identification by method mj;. The value of the probability of damage identification p(mj;) may
be specified beforehand in technological documents, defined by experiment, or simply taken
from the same research. R; is defined as a set of alternative means of damage identification
l;€ L. Equation i € [ can then be transformed in the following way:

Ri= {l"il, l"l‘z, ceey Viri},
where elements of set R; are fixed technologies of damage identification ;. On their own, they
are a combination of indexesj € J of sets of different types of methods of nondestructive

testing. They are written as »; = {ji, ..., js}, j1, ..., js €EJ; & J. In this scenario, R; can be
described in the following way:
Wohoee g
2 2 .2
.] J Jsz . . . Ti .1
R=[" 7 s Jit s dsits oo 1T e s € (17)
AR o
Thus, a combination ; = {jj, ..., j;} € R;is defined as a fixed technology of damage

identification /; € L, which utilizes certain nondestructive testing methods. This technology is
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the most effective when used after factoring in specifics of the analyzed road sector, as well as
technical parameters and operating specifications of tools used for nondestructive testing,
including whether or not they can be used in conjunction with each other.

Any technology »; € R; can be represented as possible combinations of types (complex)
of methods of nondestructive testing v,; = (mij] PR mij'sk) = (mjr)jx. They are used to identify
damage /; € L.

Assuming that V. = HM ; 1s a set of possible options of implementing technology

jer
rER, V.= U V. will be defined as a set of all alternative methods of nondestructive testing
reR;
used to identify partial damage /; € L, while V:HVi is a set of alternative methods of
iel

nondestructive testing used to identify all possible damage damage /; € L, whereas
V=Vrty eves Viiy woes Vi) = (Vi)ixt, Vi€ Viy i€ELVE V.

We define P; (p(v,;)) as probability of avoiding an emergency situation assuming that
damage [;€ L was identified and dealt with (Donchenko, 2022). In this scenario,

P;(p(v))=1- p(v,), where p(v,[ ) = I—H(l— p(mjk )) is defined as probability of
Jjed;

identifying damage /,€ L while using complex v,; for technology 7;.

Here, we analyze the problem related to identifying all defects at once from the
available set L. First, we assume that /; € L are already known, and different complexes
v,i € V; are used for their identification. In this scenario, the probability of avoiding an
emergency situation can be presented in the following way:

ORI BECH! (18)
iel

Value P;(v) is a lower estimate of probability to identify a set of defects L. This value
can be used as a criterion to choose methods of nondestructive testing used to identify all
defects /; € L at once.

Assume that Cp budget is provided to implement methods of nondestructive testing
(including purchase and/or usage of tools, development of methods, personnel training, etc.).
Thus, a problem related to developing the complex of methods of nondestructive testing can
be presented in the following way:

P,(v) = Hp(vri) - max (19)
i€l
V=2 > (v, )<, (20)
iel jeJ
V=Wt Vi = (Mg, .o M) E Vi kEK S K, veV =]V, (21)

iel
where c¢;; 1s defined as the volume of funding required to implement option v,;.

We can define problems (19) — (21) as problems of discrete programming with multiple
limitations. To solve this problem we can use algorithms of sequential analysis of variants or
digital methods (Zhang et al., [2020). Solving this problem results in development of complex
of different types of methods of nondestructive testing v = (v Ay eees v ris +-es V +), Where

v = (mjj, ..., Mjg), C(v") is defined as resources and PI(v*).(v') is defined as probablhty.

We can improve the aforementioned mathematical model by conducting additional

evaluation of severity of defects or the state of structure targeted by methods of
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nondestructive testing. In addition, we can simplify the choice of methods of nondestructive
testing for cases, which do not require complex solutions.

Results and discussion

To prove the effectiveness of analyzed mathematical models used for planning road
construction, reconstruction, and repair, including all relevant infrastructure, under conditions
of uncertainty and reduced funding, we have conducted multiple calculations. Acquired
results allow us to conclude that improving road safety and reducing the rate of traffic
accidents require implementation of special measures, aimed at reducing the number of such
accidents by 40-60%. The price of these measures should remain within the established limits.

We have analyzed a bridge structure as an example of planning the measures aimed at
dealing with critical areas on roads, in combination with further optimization of methods of
nondestructive testing used to identify damage in road coating and components of road
infrastructure. As primary targets of methods of nondestructive testing, we can name asphalt-
concrete roads, reinforced concrete structures, welds, and other parts. To identify set of
defects L in bridge structure, we can use radio-wave methods of nondestructive testing
(M = {m}, k € K;), acoustic methods of nondestructive testing (M, = {mau}, k € K>),
radioscopy methods (M3 = {ms;}, k € K3), methods of visual control (My= {ma;}, k € K,).
The probability of identifying defects by applying the aforementioned methods in the classic
sense was the following: P;;=0,913; P;,=0,908; P;;=0,963; P;,= 0,891.

Optimization of these methods results in the alteration of every complex. These
complexes v, will transform into Vv, = (mk1, Mmoo, Mzgz, Myry), Where k; € K; S K,
k€K, CK, k;€K;C K, ks € K, € K are defined as chosen A-modifications of relevant
methods of nondestructive testing used to identify i-defect. In this case, the low value
of Py-probability rate used to identify such defects equals 0,967.

By comparing our results with those described in (Somy et al., 2022), we have deemed
them congruent, and thus we can conclude that our models are not only correct but also
applicable for quick calculations. Among other similar models, they can also be integrated
into the programs used for planning and organization of road work.

Conclusions

In this research, we have highlighted that reduction of funding for road construction,
reconstruction and repair is one of the main reasons for alteration or reallocation of funds for
the ongoing projects, as well as for the projects yet to be started. Thus, mathematical
modelling of such road construction projects allows to develop a plan of acquiring enough
funds under conditions of reduced funding and allows to alter volumes of such funding by
analyzing the object state, whereas an expert analysis of importance or project completion
status are taken into account.

Reducing the amount of accident clusters can be achieved by minimizing the amount of
traffic accidents in general, as well as minimizing the amount of deaths as a result of such
traffic accidents. To solve mathematical problems related to reduction of accident clusters and
minimizing the risk of traffic accidents, as well as to model the scenarios of increased safety,
it is necessary to use a plan for implementing the measures to reduce the number of such
traffic accidents by 40-60%. The aggregate cost of implementing the aforementioned means
must not go beyond the defined limits.
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The analyzed problem of nondestructive testing is based on the optimal choice of
methods of nondestructive testing whenever it is needed to identify an entire set of defects L.
Probability detection rate P;, which has increased from 0,891 no 0,967, allows evaluation of
the process of identification of defects.

The upcoming research conducted within the scientific field analyzed in this paper will
focus on the results of an implementation of analyzed mathematical models as a mathematical
supplement for analytical and information systems for monitoring the state of roads. These
systems will focus on supporting decision-making regarding the development of construction
and maintenance plans, road repair and maintenance of current public roads, and
improvement of operational facilities and structures. The aforementioned systems are
important to support general road infrastructure according to established development
strategy, as well as to improve road networks and implement state, social or purpose-oriented
programs related to the road industry.
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AHOTamisi. Y cTaTTi HAaroJjoOUIYEThCS Ha BAKIMBOCTI MaTEeMaTHYHOT'O MOJETIOBAaHHS B CY4YaCHHX
yMOBax OYIiBHHUIITBA, PEKOHCTPYKIII Ta pEMOHTY aBTOMOOLIBHMX J0PIr B YKpaiHi. OCHOBHI aCleKTH,
SIKI POOJIATH 1€ aKTyallbHUM, BKIIOYAIOTh (PiIHAHCOBY HECTAOUIbHICTh, HEBU3HAYCHICTh (hiHAHCYBaHHS,
a TaKoX HEOOXiJHICTh AOTPUMAaHHS BHCOKMX CTaHIApPTIB OE3MEeKH Ha Joporax IIiJi 4ac MPOBEIACHHS
po0bit. 3a3HavaeThes, MO 3MiHHI (DaKTOPH, TaKi K KIIMaTHYHI aHOMATi, JUHAMiKa TPaHCIIOPTHOTO
PYXY, TEXHOJIOTIYHHI mporpec y OyAiBeNbHIN ray3i Ta coLiaiabHiI BUKIMKH, ITOB’sI3aHi 31 301IbIIIEHUM
HABaHTQKCHHSIM Ha JOpPOTH uepe3 BIiHICHKOBUII KOH(QIIKT, BHMAaraloTb HOBUX HIAXOIIB Ta
IHCTPYMEHTIB JIJIsI ONTHMI3allii Oy MiBEIBHHIX IIPOIIECIB.

['0I0OBHOIO METOKO JTOCHIJHKEHHS € 3aCTOCYBAaHHS MaTeMaTHYHOTO MOJICITIOBAHHS JUIS TUTAHYBaHHS Ta
BUKOHAHHS pOOIT Ha aBTOMOOUTRHMX JOporax i CIOpynax, 30KpeMa B yMOBaX OOMEXEHOTO
(dinancyBaHHs. lle J0mMOMOXKE MOKpAIIUTH IPOIEC YCYHEHHS aBapiiHO-HEOC3MEYHHMX MUISHOK Ta
BUOpATH ONTHMAJIbHI METO/IM HEPYHHIBHOTO KOHTPOIIIO JUIS BUSIBIICHHS ITOIIKOJKCHD Y JIOPOXKHEOMY
MOKPUTTI Ta iHppacTpyKTypi. s OCSATHEHHS Li€l METH BUKOPUCTOBYIOTHCS METOAN CTATHCTHYHOIO
Ta CHCTEMHOTO aHalli3y, OaraToKpuTepiaNbHOI ONTUMI3AIil Ta Teopii MPUUHATTA pimeHb. OCHOBHUN
aKLEHT POOUTHCS HA PO3POOJICHHI CTPATETUHUX YIPaBIiHCHKUX PIlIeHb Ta iX e()eKTUBHOCTI.
[TokazaHo, 110 BUKOPUCTAaHHS MaTeMaTHYHOTO MOJICIIIOBAHHSI B MPOLECi TUIAHYBAaHHS aBTOMOOIIBHIX
JIOPOXKHIX POOIT 103BOJIAE €PEKTUBHO PO3MOALIUTH (DIHAHCOBI PECYPCH, HABITh MPH 1X 0OMEKEHOMY
o0cs3i. Llg mpakTuka TakoX Ja€ 3MOTY JUHAMIYHO 3MiHIOBAaTH piBEeHb (iHAHCYBaHHS, BPaxOBYIOUH
NP [IbOMY €KCIIEPTHI OLIHKU BayKIIMBOCTI Ta CTYIEHS 3aBEPIICHOCTI poOiT Ha 00’ €KTi.

B pesynbrati mpoBeeHOTo MIaHyBaHH POOIT 13 BUMPABICHHS aBapiHO-HEOE3MEYHUX MUITHOK JOPIT
3 aKLUEHTOM Ha MiHIMi3allil0 PHU3HKY IOPOXHBO-TPAHCIIOPTHUX NPHUroJ] Ta 3aCTOCYBaHHS METOIIB
migBuieHoi Oe3neku OyB po3poOJieHWH IUIaH BIPOBAIKEHHS KOHKPETHHX 3aXOJiB Ta 3aco0iB.
BukopucTtanas nux 3axofiB mependadac 3HWKECHHS KUIBKOCTI TOPOKHBO-TPAHCTIOPTHUX IIPHUTOJA Ha
aBapiliHO-HeOe3neyHnx nunsHkax B 1,4—1,6 pasy, i me gocsiraeTbesi 0e3 NMEepeBHUILCHHS BU3HAUCHHX
(hiHaHCOBHX OOMEKEHB.

BcraHoBiieHa oOIiHKa SKOCTiI BHSBICHHS IMOIIKOJKCHb HA JOPOKHBOMY TOKPHTTI, BAKOPHCTOBYIOUN
MOKa3HUK iIMOBIPHOCTI BUSIBICHHS pi3HOMaHITHUX AedekTiB. [leTaapHO MoKa3aHo, sSKi ONTHUMIi3amiiHi
3aX0J1 JO3BOIMIHN M ABAINKATH Iied nokasHuk 3 0,891 no 0,967.

VY mnojaneux HayKOBUX JIOCITIDKCHHSX aBTOpa Mepen0adaeThcsl PETeNbHO JOCHIANTH Pe3ylbTaTh
BIIPOBA/KCHHSI OOTOBOPIOBAHMX MAaTEMaTHYHHUX MOZEJeH, OCOOIMBO SK MaTeMaTH4HOI MiIATPUMKH
aHAITHYHO-1H()OpMAIiifHOI CUCTEMH 1JI1 MOHITOPUHTY CTaHy JOPOKHBOI iHQPaCTPyKTypH.

KiarouoBi ciaoBa: MaremMarnyHa MOJENb, aBTOMOOUIBHHI TPaHCIOPT, AaBTOIUIAX, aBapiliHO-
HeOe3nmevHa JUITHKA, METOJ] HEpYHHIBHOTO KOHTPOJIIO, YMOBa HEBH3HAYCHOCTI.
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Abstract. Over time, the complexity of threats that can be perpetrated against critical infrastructure is
increasing, including cyberattacks, large-scale failures, terrorist attacks, etc. The confidentiality of data
processed and transmitted within critical infrastructure is a key aspect of its security. Traditional
cryptography methods, although reliable, are becoming vulnerable to advanced computing and
quantum capabilities of attackers. For this reason, the relevance of studying and applying quantum
cryptography in critical infrastructure is becoming increasingly important. They are highly resistant to
attacks related to computational aspects and provide untraceability of keys and data due to the
principles of uncertainty. However, they also require complex technical implementation and further
research for widespread implementation. Quantum cryptography can provide reliable protection
against current and future attacks while maintaining data confidentiality and user identification.
However, it is important to choose the right methods and tools to ensure the maximum level of data
confidentiality, taking into account the characteristics of the network.

The article describes in detail the processes of improving the quantum key distribution protocol using
quantum identification and quantum channel multiplexing methods, describes the mathematical
apparatus of the improved method, and defines the stages of forming the key distribution protocol
stack. The proposed improved method of quantum key distribution creates the possibility of its
universal application under conditions of uncertainty, providing fast operation speed and a higher level
of data security.

Keywords: Twin Field protocol, quantum channel multiplexing, quantum identification, quantum
channels, quantum cryptography, key distribution protocol stack.

Introduction

Today, one of the newest quantum key distribution protocols is the Twin Field QKD protocol
(Sun et al., 2022; Meda et al., 2022; Chan et al., 2021). It uses the concept of two polarized
quantum channels and quantum interference between two polarized photon states to ensure
secure key exchange between two parties. Due to its characteristics, it is considered the most
promising of all known protocols, if the type of attack is not taken into account. However, it can
also be improved. In particular, it is possible to improve the efficiency of the protocol by
reducing the number of errors and increasing the data transfer rate. New technologies can be
used for this purpose, for example, the use of quantum channel multiplexing, which allows more
information to be transmitted simultaneously, as well as the use of new methods of data
processing and verification. It is also possible to use more sophisticated encryption techniques
that allow for a higher level of security for the transmission of quantum information. In
particular, there is the "quantum identification" technique, where information is transmitted
between the parties using a quantum system that provides mutual authentication of the parties.
Twin Field QKD (TF-QKD) (Park & Heo, 2021) is a quantum key distribution protocol that uses
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two synchronized emitting circuits that generate pairs of photons in a spin state. Thus, quantum
channels in TF-QKD are channels that transmit quantum bits based on photon emission.

The purpose of the article is to reveal the principles of quantum key distribution, to
identify its role in ensuring the security of communications and information exchange, and to
consider the possibilities of applying this protocol in various fields, including cryptography
and network security.

The main objectives of the research are:

1. Consider the principles and functionality of the Twin Field QKD protocol, including its
main components and stages of operation.

2. Analyze the multiplexing methods used to simultaneously transmit multiple quantum
channels and determine their efficiency and advantages.

3. Present specific improvements to the Twin Field protocol, including multiplexing
techniques and quantization, and justify their importance.

4. Consider the practical aspects of implementing the Twin Field QKD protocol and new
methods of multiplexing and quantization.

5. Identify opportunities for further research in the field of quantum key distribution and
development of the Twin Field protocol.

Development of a basic QKD protocol. Quantum channel multiplexing can be applied
to TF-QKD in order to increase the bandwidth and efficiency of quantum key distribution.
Quantum channel multiplexing (Woo et al., 2020; Wengerowsky et al., 2019) allows more
information to be transmitted over a quantum channel at one time by dividing it into multiple
physical channels. However, when applying quantum channel multiplexing to TF-QKD, some
technical difficulties must be taken into account due to the increasing number of photons to be
transmitted through quantum channels. As the number of photons increases, the noise in the
channel increases and can degrade the transmission quality.

To avoid the deterioration in transmission quality associated with the increase in the
number of photons to be transmitted through quantum channels when multiplexing quantum
channels in the Twin Field QKD protocol, additional techniques can be used to reduce
channel noise. One such technique is to reduce the impact of channel noise by filtering the
signal. Filtering can reduce channel noise by eliminating some of the noise that affects signal
transmission.

Materials and methods

Multiplexing of quantum channels (Lin et al., 2020) in the Twin Field QKD protocol can lead
to an increase in the number of transmitted photons and the time required for data
transmission. The quantitative indicators that may increase with quantum channel
multiplexing may include:

1. The number of photons required to transmit data may increase depending on how many
channels are to be multiplexed.

2. The data transmission time may increase due to the need to transmit more photons and
depending on the photon transmission rate through the quantum channels.

3. Energy consumption for data transmission may increase due to the need to use
additional equipment to multiplex the channels and signal amplifiers to transmit the photons.

4. The complexity of the system may increase due to the need to use additional equipment
and software for multiplexing quantum channels.

5. The cost of the system may increase due to the need to use additional hardware and
software for quantum channel multiplexing.
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Wavelength Division Multiplexing (Haigh et al., 2020; Wang et al., 2022; Yousefi, &
Yangzhang, 2020) is a technology used in fiber optic communications where multiple signals
of different wavelengths are combined in the same medium (i.e., optical fiber) through
superposition. Thanks to multiplexing, the sending and receiving parties can transmit large
amounts of information to each other over a single channel, thus making more efficient use of
the available optical fiber bandwidth. When integrating a QKD system with an existing fiber
infrastructure, multiplexing allows quantum and classical signals used for key generation,
synchronization, error correction, and privacy enhancement to coexist with data signals
carrying other information for bidirectional communication between parties over the same
fiber line. Consequently, multiplexing makes the QKD process less resource-intensive, as a
single fiber can be used to transmit all the information between the transmitter and receiver,
instead of using separate fibers for each of the quantum and classical signals.

The process of quantum channel multiplexing for the TF-QKD protocol can be
described as follows:

1. Preparation of quantum groups: Quantum groups are prepared at the transmitter (Alice)
and receiver (Bob). Each quantum group is composed of light pulses that correspond to
quantum bits (qubits) using, for example, photon polarization. The formula for preparing
quantum groups during quantum channel multiplexing for the Twin Field QKD protocol can
be given as follows:

Suppose we have N quantum channels, then each channel must use M quantum states to
transmit data. At the same time, according to the Twin Field QKD protocol, each of the
channels must use L quantum states to measure in the correct basis. Therefore, the total
number of quantum states required to prepare quantum groups for N channels can be
calculated by the formula:

Ny = NWM+L), (1)
where N, is the total number of quantum states required to prepare quantum groups for all
N channels.

2. Multiplexing of quantum channels: The quantum groups are transmitted over a single
channel that multiplexes the quantum channels using, for example, frequency division
multiplexing. The formula for multiplexing quantum channels for the Twin Field QKD
protocol can be given as follows:

Suppose we have N quantum channels that we want to multiplex, and for each of them
we use two phase-shifted light modulators to transmit two quantum states. Each channel
transmits M quantum states for data transmission and L quantum states for measurement in
the correct basis. The total number of quantum states required to multiplex N channels can be
calculated by the formula:

N;=2N(M + L), (2)
where M, is the total number of quantum states required to multiplex all N channels.

3. Transmission of quantum groups: Quantum groups are transmitted from the transmitter
to the receiver. The quantum groups passing through the channel can be labeled with indices,
allowing them to be separated at the receiver. The quantum group transmission formula for
quantum channel multiplexing in the Twin Field QKD protocol can be written as follows:

Suppose we have N quantum channels that we want to multiplex, and for each of them
we use two phase-shifted light modulators to transmit two quantum states. To multiplex the
quantum states from different channels, two different quantum channels are used - channel Z
and channel X - which transmit information using vertical and horizontal polarization,
respectively.
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When multiplexing quantum states from N channels, the total quantum state is
transmitted to channel Z:

0,)=®|2,"). (3)

where (pj(z) is the quantum state transmitted in the j-th quantum channel using channel Z.

Similarly, the total quantum state is transmitted for channel X:

o) =®"|e,"). 4)

where ¢, is the quantum state transmitted in the j-th quantum channel via channel X.

In both cases, we multiply quantum states from different channels because they are
transmitted through different quantum channels (channel Z and channel X).

4. Measurement of quantum groups: At the receiver, each quantum group is measured
separately to obtain quantum bit values. The results are then used to calculate the key.

After the total quantum states have been transmitted over the Z and X channels,
respectively, they arrive at the receiver. To measure each quantum state from each channel,
the receiver uses two phase-shifted light modulators that measure the vertical and horizontal
polarization. After measuring the quantum state in the j-th channel using the Z channel, the
measurement operator for the vertical polarization is as follows:

M,* =]0)(0], (5)
and for horizontal polarization:
M2 =]1)(1]. (6)

Similarly, after measuring the quantum state in the j-th channel using channel X, the
measurement operator for the vertical polarization is as follows:

w0 =L 10) o] ) 1), a)

1
2
and for horizontal polarization:

M, = (o) o] 1), ®

As a result of measuring the vertical and horizontal polarization for each channel, the
receiver receives two-bit sequences: bj(Z) and bj(X), which correspond to the results of
measuring the quantum state in the j-th channel using channel Z and channel X, respectively.

In the process of measurement, a projection onto the corresponding basis occurs. Thus,
the output state will be equal to the projection of the input state onto the corresponding basis:

92.0) = 5 (O 011Dl o)

€

[rae) = (DDl (10)

1

[0} = (1= ) (11)

(oy,nu,> are the input quantum states, and |(pz>,

(ﬂx,nm>, (/7X>, (/7Y> are the

output quantum states after projection to the corresponding basis. These output states are
transmitted through the appropriate channels on the receiver side, which decompresses them
and performs measurements as in the opposite direction, which allows to obtain a bit sequence
in which information is stored according to the basis in which the states were measured.

Where ‘ ¢Z,0m > s
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5. Error correction: If errors occur during the measurement process, a feedback channel
can be used to correct the errors, as is commonly done in quantum key distribution protocols.
The feedback channel allows you to eliminate erroneous bits and improve the quality of
information transmission.

The error correction formula in the quantum channel multiplexing protocol for TF-QKD
uses the least squares principle and consists in finding the optimal error vector e for each
channel by means of measurements in the Z-base and using the inverse propagation matrix:

e=S"(X-Y)> (12)
where X is Alice's measurement, Y is Bob's measurement, and S is the propagation matrix
representing the relationship between the number of transmitted and received quantum bits.

The resulting error vector e is then used to correct the output keys received from each
channel by eliminating the bits that cause errors.

In the TF-QKD protocol, quantum channel multiplexing allows to increase the number
of transmitted quantum bits per unit time. This improves the efficiency of the protocol and
reduces the time it takes to transmit keys between Alice and Bob. However, multiplexing
quantum channels can lead to some problems, such as increased channel noise and the need to
use more complex error correction methods. In general, quantum channel multiplexing is an
important element in quantum key distribution protocols, which allows to increase the
efficiency and speed of information transmission. However, when using this technology, it is
necessary to take into account some technical difficulties and problems that may affect the
quality of data transmission.

The Twin Field protocol is one of the quantum key distribution protocols to which
quantum identification (QID) can be applied to identify trusted devices and ensure the
security of the key distribution process.

The process of applying quantum identification in TF-QKD includes the following
steps:

1. Physical channel verification: Before starting the identification process, each device
verifies the physical channel to ensure that it is not subject to interception or data
modification. The process of verifying physical communication channels with quantum
identification includes the following steps:

e Quantum state generation: The sender and receiver generate quantum states to be used
during verification.

e Sending and receiving quantum states: the sender sends quantum states to the receiver
through a physical communication channel. The receiver receives the quantum states and
stores them for further processing.

e Measurement of states: the receiver measures the quantum states that have come to it.
The measurement is performed in a random base, which is determined randomly for each
state.

e Sending the measurement results: the receiver sends the measurement results to the
sender via an unsecured communication channel.

e Comparison of results: the sender compares the receiver's measurement results with its
own results. If the results match, the communication channel is considered secure. If the
results do not match, it may indicate that the communication channel has been compromised.

e Repeat the procedure: If the results do not match, the process is repeated several times.
If the results still do not match, the channel is secure.

2. Sending test signals: During the identification process, each device sends test quantum
signals to the other device.
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3. Measuring the received signals: after receiving the quantum signals, each device
measures them to obtain information about the states in which they were sent.

4. Comparing the results: each device compares the measurement results to make sure that
the test signals were received correctly.

5. Reliable identification: If the comparison results match expectations, the devices can
identify each other as trusted. If the results do not match, the process is repeated until the
devices are reliably identified.

6. Transition to the key distribution phase: after successful identification, the devices
move to the key distribution phase, in which they perform quantum signals to create a shared
encryption key that will be used to securely exchange information between the trusted
devices.

In the key distribution process, quantum signals are sent by the sender and then received
by the receiver. The sender and receiver compare the results of their measurements to
determine whether the data was transmitted without interference. If the results match, then
they can use a shared key to securely encrypt and decrypt messages. If the results do not
match, it indicates an interception attempt, and the process repeats.

Formation of a key distribution protocol stack. The quantum protocol stack (Zhao, &
Qiao, 2023) is a set of different stages and procedures used in quantum protocols to ensure the
security of information transmission. Building a stack is an important component of a
quantum protocol and helps ensure its security and reliability. The stack is used to store
intermediate results during the execution of a quantum protocol. When two parties to the
protocol interact, each of them saves its own parts of the stack. Saving this data allows you to
preserve the order of interaction between the parties to the protocol and ensure the correct
execution of its steps. The Twin Field QKD protocol is one of the quantum protocols used to
securely exchange keys between two parties. The following stack can be created for it:

1. Quantum source — generates pairs of quantum bits (qubits) that are transmitted through
different channels.

2. Quantum multiplexer — combines quantum bits from different channels into one
quantum stream.

3. Quantum channel — transmits quantum bits between remote parties to the protocol.

4. Quantum demultiplexer — breaks the quantum stream into separate quantum bits, which
are then sent to the receivers.

5. Quantum receiver — receives the quantum bits and performs measurements of the
corresponding states to obtain keys.

6. Classical channel — transmits classical bits (e.g., to preserve the parameters of quantum
bit transmission) between remote parties to the protocol.

7. Quantum identifier — used to verify that the receivers are the true receivers of the
corresponding quantum bits. This is achieved by sending additional quantum bits that are used
to measure identical states between remote parties.

8. Classical identifier — used to transmit information about the confirmation of successful
quantum identification and other classical messages used to control the protocol.

The Twin Field QKD protocol uses two quantum channels to transmit quantum bits, and
quantum sources are used to generate pairs of quantum bits per channel. To multiplex the
quantum channels, different frequencies of light are used for each channel, which can be
separated by using appropriate filters. For example, you can use filters with an opaque band
for one channel at one light frequency, and filters with an opaque band for another channel at
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another light frequency. In this case, quantum sources generate pairs of quantum bits on each
channel at the corresponding light frequency.

In addition, the Twin Field QKD protocol uses quantum identification to provide an
additional level of security for the transmission of quantum bits. Quantum identification is
based on the fact that the detector can measure the parameters of the photon's quantum state
without changing this state. Quantum identification is used to verify that the correct quantum
bits have been transmitted and to detect possible attempts to intercept quantum bits.

Quantum sources for the Twin Field QKD protocol generate pairs of quantum bits with
the appropriate light frequencies for each channel, which are then transmitted through
quantum channels. Quantum identification is used to verify the correctness of the
transmission and provide an additional level of security for the transmission of quantum bits.

To realize this process, we obtain the following mathematical model:

1. Measurement of the energy state of an electron in an atom:

H, Wi>:Ei|V/i>' (13)
2. Sending the generated photon to the generated detector:
)= v,). (14)
3. Registering the generated photon:
|w, ) —[1) with probability A or |0) with probability £, . (15)
4. Mixing of generated photons using quantum channel multiplexing:
) =%"all,). (16)
5. Using quantum identification to check the state of photons:
) =" [1,) > [w') =X 5. [1,) aboly’) =[0). (17)

6. Transmission of a mixed signal to the receiver and the beginning of the process of
quantum key exchange using the Twin Field QKD protocol:

Puix =PI T P2y Tt D, P, (18)
where n is the number of channels through which quantum states are transmitted, p; is the
probability of sending a quantum state through channel 7, and p,,;, is the mixed quantum state
received at the receiver after mixing signals from different channels.

A quantum multiplexer (Lu, & Qiu, 2020; Khan et al., 2016) for Twin Field QKD
protocol is a device that allows multiplexing multiple quantum channels in a single fiber optic
link. Using a quantum multiplexer, several independent quantum channels can be transmitted
over a single fiber while maintaining their independence.

The quantum multiplexer in the Twin Field protocol also provides quantum
identification (QID), which allows detection of any intermediate controlled cross-path
emitters (CPEs) that can be used to study or steal quantum information. The QID is used to
determine the individual state of each qubit that is transmitted through the quantum channel.
This allows us to confirm that the qubits have not been tampered with during transmission
and that the channel has not been compromised.

The following formulas are used for the quantum multiplexer in the Twin Field QKD
protocol:

1. Formula for preparing quantum groups:

W) ===0), v, + (1) ), (19)
J2
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where |l//0> p and |l//1> p are quantum states corresponding to different communication

channels.
2. The formula for multiplexing quantum channels:
1
|V/>ABCD :ﬁ (|0>A |l//0>B |l//0>c +|1>A |l//1>3 |W1>C) ’ (20)

where |l// 0 >C and |l// 1>C are quantum states corresponding to different user IDs.
3. The formula for the transmission of quantum groups:

1
|V/>AB %$(|O>A|V/O>B+|1>A|l//l>3)' 21
4. Formula for measuring quantum groups:
1
MZB(MXA ®IBC)|V/>ABC :$(|O>A |W0>B |l//0>c _|1>A |l//1>3 |l//1>c)’ (22)
where M*, and M”, are the measurement operators corresponding to the X and Z bases,
respectively.
5. Error correction formula:

., )= %q 0)*[0)* +&* 1) 1)) ® ) | (23)

where |(P> 5 18 the shared quantum state used for quantum identification.

A quantum channel for the Twin Field QKD protocol is a communication channel
between two trusted parties (for example, Alice and Bob) that allows the transmission of
quantum states using quantum channel multiplexing and quantum identification technologies.
Such a channel ensures the security of information transmission through the use of the laws of
quantum mechanics and quantum cryptography, which makes it reliable for protecting
confidential information.

A quantum channel is formed according to the following scenario:

1. Encoding quantum bits of the transmitted message into quantum states:

[va) =10}, [y} =[1), [w2) =|+). |ws)=[-)- (24)
2. Base transformation operations on the side of Alice and Bob:
1 (1 1
H=— i
N [ |- J (Adamar operation), (25)
1 0
Z= ( 0 - J (PaulSinger operation). (26)

3. Multiplexing of two quantum channels transmitting quantum bits |t,//0> and |t,//1>:

1
Iwo>=$(lwo>A Vo), +lvi) [wi),) -

4. Multiplexing of two quantum channels transmitting quantum bits |t,//2> and |W3> :
1
|W1>:$(|W2>A|W2>B+|W3>A|W3>B)' (27)
5. Transmission of quantum channels from Alice to Bob.
6. Measurement of quantum channels using projectors on the ground states.
7. Error correction.
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A quantum demultiplexer for the Twin Field QKD protocol is a device that separates a
mixture of quantum signals that have been transmitted over a quantum channel using quantum
channel multiplexing. The device distributes quantum signals to different receivers that
receive these signals using quantum identification. The quantum demultiplexer is an
important component of the Twin Field QKD protocol, as it allows for a continuous flow of
quantum data between the parties involved in the quantum key exchange. The multiplexed
quantum signals are separated in the following sequence:

1. Time slot division.

v, =" PO U QP ", (28)

dmux swap

where P”,”) is a projector to a quantum state in time slot z, U "o 18 @ SWAP gate that

exchanges states of two qubits.
2. Separation of frequency channels:

UA(f)dmuxz Zni:l PAi(f)®UA ®PAi(f) . (29)

swap
3. Separation of spins:
UA(S)

A quantum receiver for the Twin Field QKD protocol is a device that is designed to
receive quantum signals that have been transmitted over multiplexed channels within this
protocol. The quantum receiver allows quantum identification and reading of the data
transmitted by the sender.

In the Twin Field QKD protocol, the quantum receiver receives quantum signals
containing photons that have been emitted by random polarizations from different channels.
The receiver can measure the polarization of each photon and determine which channel it
belongs to by means of multiplexing. In addition, the quantum receiver performs quantum
identification, which allows you to verify that the data was transmitted without interception.

The formulas for the quantum receiver for the Twin Field QKD protocol are complex
and depend on the specific implementation of the device. However, the general approach is to
measure the quantum states containing photons from different channels and process this data
to recover the transmitted information.

1. First, a measurement operation is performed in the basis corresponding to the
transmitted bit:

dmux

=XV P U, P (30)

swap

M* =, do|o)a|, (31
where j€/{0,1} is the transmitted bit, B; is the basis corresponding to the transmitted bit, |®) is

the state of the input quantum signal.
2. Probability of receiving the transmitted bit:

p;=Trip,M"}, (32)
where p; is the state density of the transmitted quantum signal.
3. The probability of error in the quantum channel:

1 2
—ﬁ(Jp_o—JZ) . (33)

4. Error correction:

\/* |0 \/* . (34)

5. The final state obtained after error correction:
p'=E, E". (35)
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The quantum identifier is one of the elements of the Twin Field QKD protocol and is
used to determine the identity of quantum channels between two interlocutors. Its main
purpose is to prevent eavesdropping on quantum channels and message tampering. It can be
implemented using quantum systems, such as photons or qubits, which are sent between the
two parties to the protocol. In this case, the interaction between quantum systems allows the
interlocutors to determine whether the channels are identical, i.e. whether they have not been
altered or tampered with.

The quantum identifier in the Twin Field QKD protocol can be described by the
following formulas:

1. Suppose Alice has a prepared state p4 and sends it over the channel to Bob. Bob can
retrieve this state using the decomposition operator:

w's)=E(p.)v.). (36)
2. Bob can then verify that the state was sent by Alice using quantum identification:
Ijaccept = Tr(MIOA) ’ (37)

where M is the projection operator for recognizing the state, and 7, is the trace operator. If
Pccepr 18 high enough, Bob confirms that the state was sent from Alice.

The classic identifier for the Twin Field QKD protocol is an information exchange
between the parties to the protocol used to confirm mutual authenticity and establish the
secret key. It includes identification information about each user, such as name, device
number, public key, etc., as well as information about the protocol parameters used to
generate quantum keys. In addition, the classical identifier may also include information
about the state of the communication channel, such as the noise level, which may affect the
quality of quantum data transmission.

The formula for the classical identifier in the Twin Field QKD protocol can be written
as:

c=H (x) , (38)
where H is a hashing function that converts a random vector x into a random number ¢ of
fixed length. The value of ¢ is sent to the sender and receiver so that they can compare their
identities and make sure they are using the correct quantum channels and quantum bits to
exchange keys.

Also, to make the protocol more secure, a hash function with a key k can be used, which
is added to the formula:

c=Hk(x). (39)

Results and discussion

The principles and main components of the Twin Field QKD protocol were considered in
detail during the study. The results presented on quantum channel multiplexing methods that
can be used to simultaneously transmit more than one quantum stream. It was shown how
these methods can improve the performance and efficiency of the Twin Field QKD protocol.
This paper explores the possibilities and advantages of quantum identification in the context
of quantum key distribution and shows how this aspect can improve the security and
robustness of the protocol. It follows from the research that the use of quantum channel
multiplexing and quantum identification methods can significantly improve the efficiency of
the Twin Field QKD protocol. This opens up new opportunities for secure and efficient
quantum key distribution.
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Conclusions

This paper presents the development of a quantum key distribution protocol based on the
improved Twin Field QKD protocol. One of the key achievements is the use of quantum
signal multiplexing methods, which made it possible to bring the protocol to a new level of
efficiency and speed of quantum key transmission. This opens up a wide range of
opportunities for the development of quantum communications and ensuring their operation
in real-world conditions. Additionally, the article discusses the introduction of quantum
identification methods that provide a high level of security in the distribution of quantum
keys. This is becoming an important factor, especially in the context of modern cybersecurity
threats. In addition, the article demonstrates the developed concept of a key distribution
protocol stack that allows choosing the optimal protocol depending on specific scenarios and
communication requirements. This makes the system flexible and adaptive to different
conditions. In summary, this paper opens up new application perspectives for quantum
communication by enhancing the security and efficiency of the key distribution process. This
helps to create a solid foundation for the development of quantum networks and expands the
possibilities of applying quantum technology in the modern world, including the areas of
cybersecurity, communications, and computing.
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BA30BUMI MTPOTOKOJI PO3MOALTY KBAHTOBOI'O KJIIOYA

C. A. lopoxkMHCbKH I
AcucteHT Kadenpu KOMI IOTepHUX 1HOOPMAIITHUX TEXHOIOTIN
(hakyapTeTy KOMIT IOTEPHUX HayK Ta TexHousoriit HAY,
Monoamuii HaykoBui criiBpo6iTHuk HJUJI mpotuaii kibep3arpo3am B aBiawiiiHii ramysi,
HanionaneHuii aBianiiauit iHcTUTYT, M. KriB, Ykpaina
https://orcid.org/0000-0002-5395-6423, e-mail: dorozhynskyi.serhii@npp.nau.edu.ua

AHoTanisi. 3 TUIMHOM dYacy 3pOCTa€ KOMIUIEKCHICTh 3arpo3, sSKi MOXYTh 3IIHCHIOBATHCH IPOTH
KPUTUYHOI 1H(QpacCTPyKTypH, BKIIOYAIOUM KiOepaTaku, BEJIMKOMACIITAOHI BiJMOBH, TEPOPHCTHYHI
aktd Tomno. KoH(igeHIiMHICTh MaHUX, SAKI OOPOOJIAIOTBHCA 1 MEepPeNaloTbCs B MEKaxX KPUTHUHOL
iHpPacCTPYKTypH, € OCHOBHHUM aclekToM ii Oe3meku. TpagumidHi mertonu kpunrorpadii, xoua i
HaJilHi, CTAIOTh Ypas3dMBHMHU IEpes Cy4YaCHUMH OOYHCIIOBATbHUMH Ta KBaHTOBHUMH 3JAaTHOCTAMH
atakyrounx. Uepes 1ie akTyalbHICTh BUBYCHHS Ta 3aCTOCYBAHHS KBAaHTOBOI KpUITOrpadii B KpUTHUHIH
iHppacTpykTypi HaOyBae Bce OiNbIIOrO 3HAa4YeHHS. BOHM MalOTh BHCOKY CTIHKICTH IO arak,
OB’ SI3aHKUX 3 00YKCITIOBAILHUMHE aCIIEKTaMH, i 3a0€3MeUy0Th HEBIJICIIITKOBYBaHICTh KITFOUIB 1 JaHUX
3aBISKH TIPUHIIMIIAM HEBH3HAUYCHOCTI. OHAK BOHM TaKOXX BHMAaralTh CKJIAIHOI TEXHIYHOT peari3artii
Ta TMOAAJBLIOTO MAOCHIKEHHS MAJsl IIUPOKOro BOpoBaMkeHHS. KBanToBa KpumTorpadis Moxke
3a0e3neunuT HaOiiHMH 3aXUCT BiJ CyyacHHMX Ta MailOyTHiX aTak, 30epiraioun KoH(}iOeHUIHHICTH
JlaHUX Ta imeHTUdIKaLi0 KoprcTyBadiB. [IpoTe BaKJIMBO MPABHIILHO IMiII0OpaTH METOAU Ta 3aCO0H JIJIs
3a0e3neueHHs] MaKCUMaIbHOTO PiBHS KOH(IASHIIHHOCTI JaHNX, 3BaKal0YH Ha OCOOJIMBOCTI MEPEXi.

VY craTTi IeTaJbHO OMHCAHO MPOLECH BAOCKOHAIEHHS MPOTOKOIY KBAHTOBOTO PO3MOIITY KIIOUiB 32
JTOTIOMOT'OF0 METOJIIB KBAaHTOBOI iIeHTH(IKAIllT Ta MyJIbTUIUICKCYBAaHHS KBAaHTOBHX KaHAJIIB, OTHCAHO
MaTeMaTHYHHH arapaT BAOCKOHAJEHOTO METOIy Ta BU3HAYEHO eTanu (pOpMyBaHHS CTEKY MPOTOKOIY
po3noainy KIoYiB. 3allpONOHOBAHHUK BIOCKOHAJIICHHH METOJ KBAHTOBOTO PO3MOIINY KIIOUiB QOpMye
MOXXJIUBICTh YHIBEPCATBHOTO HOTO 3aCTOCYBaHHS B YyMOBaX HEBHU3HAUEHOCTI, 3a0e3medyroun
IIBUIKOJIiF0 BUKOHAHHS OTIepalliii Ta OUThIIHIA PiBEHb 3aXUIICHOCTI JAaHHX.

KimrouoBi caoBa: mnporokon Twin Field, MynbTuIUIeKCYyBaHHS KBaHTOBOIO KaHally, KBaHTOBa
ieHTUdiKalisl, KBAHTOBI KaHaJIH, KBAHTOBAa KpUNTOrpadis, CTEK MPOTOKOIY PO3MOAITY KIIOYiB.
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Abstract. The publication is devoted to the problems of automation of the system of selection and
assessment of personnel compliance, which should ensure the safety of critical infrastructure facilities
of the Defense Forces of Ukraine. The article examines the main regulatory documents, requirements
for personnel, and ways of assessing the appropriateness of their knowledge, skills, and competencies.
The requirements of professional standards developed for the sphere of critical infrastructure of the
Defense Forces of Ukraine and information protection are taken into account. This work aims to
identify the basic problems associated with the selection of qualified personnel, assessment of their
compliance and determination of the quality of work in activity processes. The materials of the article
refer specifically to the objects of the critical infrastructure of the Defense Forces of Ukraine and
consider the features related to the processes of ensuring the security of the critical infrastructure. The
results obtained as a result of the analysis of personnel problems in the field of ensuring the security of
critical infrastructure facilities should help the heads of institutions, organizations, enterprises, as well
as HR units in the formation and staffing of units, training and placement of personnel. When
preparing the publication, the main normative acts regulating the processes of critical infrastructure
protection, the experience of developed countries, primarily the USA and the European Union,
security standards (DSTU ISO/EN 27001, NIST Special Publication 800-181) and recommended
practices were considered.

The conclusions contain recommendations regarding the automation of the system of selection,
training and advanced training of personnel in the field of protection of critical infrastructure objects,
as well as its information and cybersecurity. Recommendations are given for improving the
automation of personnel selection and placement procedures, planning professional development, and
creating a professional training system based on the knowledge management system.

Keywords: automation, management systems, critical infrastructure protection, personnel

competence, information security standards, knowledge, skills, competencies, knowledge
management.

Formulation of the problem

In the conditions of Russian military aggression, one of the primary tasks of the state is to
ensure the protection of the critical infrastructure (CI) of the Defense Forces of Ukraine. The
basic principles and principles of CI protection are determined by the Law of Ukraine "On
Critical Infrastructure" (2021). In the context of the practical organization of protection, the
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Law provides for the introduction of an automated security system of the CI of the Defense
Forces of Ukraine. Its construction and provision of an adequate level of protection face
problems that have a direct impact on both the state of system security and the resource needs,
including financial ones, required for their solution. One of the most urgent and key in this
sense is the problem of personnel competence, which ensures the protection and restoration of
infrastructure facilities. It is on the level of competence and qualification of personnel that
both the amount of resources and the response time to security incidents depend, which
directly affects both the defense capability of the country and the quality of life of the
population.

Protection of CI objects is a vital task in the conditions of military aggression for the
Defense Forces of Ukraine (DF). The exceptional need to organize the protection of critical
infrastructure is reflected in legislation (On Critical Infrastructure, 2021; On the Basic
Principles, 2019; On Approval of General Requirements, 2019). At the moment, the
characteristics of critical infrastructure objects (CICs), the procedure for their identification,
accounting, unification into management sectors, and the procedure for managing each sector,
including in the context of organizing the protection of the identified objects, have been
determined.

Taking into account the legally established organizational uniting of the SOU OKI into
a complex hierarchical structure, which has a state-appointed authority in the field of critical
infrastructure protection (On Critical Infrastructure, 2021), we will consider the actual aspects
of automating the system of training and improving the competence of personnel involved in
ensuring the protection of both individual OKI and of the entire CIS as a whole.

Analysis of recent research and publications

Personnel management system, according to the classics of this field of research, activity and
use (Armstrong, Barnard, Drucker, Karloff, Maslow, Mescon, Taylor, Follet, Fayol, etc.),
consists of the following closely related and interdependent elements of technologies (Figure 1):

Elements of personnel management
system
/ / | \\
Personnel Personnel Personnel Staff Personnel
development selection training evaluation arrangement

Figure 1. Component systems of personnel management

With, it is impossible to categorically separate the elements of the personnel
management system from each other. They form a single whole, since it is impossible to carry
out the selection, training and placement of personnel without personnel evaluation; personnel
training without selection and evaluation; staffing without personnel selection, evaluation and
training. Therefore, the main technology of personnel management is the assessment of
personnel, which determines their quality, their suitability for the performance of relevant
duties and tasks for the protection of KI SOU.

The concept of "human-centeredness" was first reflected in philosophical science, and
later, with the development of the human resources management system, it was also spread in
personnel management.
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As noted by the President of the Academy of Pedagogical Sciences of Ukraine,
Academician V.G. Kremen, "...the philosophy of human-centrism is not just another
philosophical and anthropological teaching, but the transformation of philosophizing from
humanistic considerations as such into a new type of metaphilosophy and worldviews directly
related to the higher meanings of being, which act through life and living thinking. Turning to
the problems of spirituality, morality and the unity of the inner world of a person,
anthropocentrism, as a principle of holistic understanding of the person, corresponds to the
search of modern socio-philosophical thought.

People-centeredness meets the requirements and demands of modern post-industrial
civilization, which is looking for an experienced, creative, proactive and at the same time
innovative thinking person" (Kremen, & Ilin, 2022).

For many years, the principle of people-centeredness has been at the center of the
activities of personnel management bodies, personnel services, and personnel bodies of the
armies of the leading countries of the world.

Qualitative selection of the personnel of SKI SOU should be decided with the help of
methods that make it possible to determine the degree of suitability of this or that citizen to
perform the duties of professional activity or the degree of his suitability for a new position for
him. Determining the degree of suitability (conditional suitability, unsuitability) of a person
(person) to perform military professional duties is possible only when using technologies of
professional psychological selection for military service, for a new position (Vetrov, &
Vraneshych, 2020).

The analysis of professional activity is carried out within the framework of
professionography, on the basis of professional studies, the study of the content of each
individual position (specialty) (Andreeva, 2005).

Strategic approaches to the use of personnel management technologies in the areas of
personnel management and career management in the military organizations of NATO
member states have been used since the beginning of the 20th century.

The system of promotion in the NATO armies has been developed over many years of
application and the corresponding legal framework: in the USA (1947, 1981), Germany
(1971), France (1976), Spain (1999), Hungary (2002) (The Army Strategic Planning
Guidance, 2023; On Adopting the Regulations, 2001; Official bulletin of the French Armed
Forces, 2009; On the Organization of Personnel, 1999).

The entire system of promotion of officers of the Armed Forces (AF) of the United
States is built on the cultivation of the spirit of competition according to the principle: the
higher the military rank and position, the stricter the selection criteria should be (Study of the
problems, 2018). It mainly ensures fair selection in the officer corps. Terms of service in each
military rank are strictly observed. It is believed that an officer cannot "sit" without advancing
through the official ladder, and if the established terms are exceeded, he must be dismissed as
unpromising. This is how, for example, they will do with a captain who has more than
16 years of service (4+two captain's terms of 6 years each), or a colonel with 30 years of
service (25+5 years of the maximum colonel's term), who have no prospects for further
promotion. Uniform minimum terms of military service (service) have been established for
officers in all branches of the US Armed Forces to receive the next military rank: to receive
the rank of 1st lieutenant - 2 years, captain - 4, major - 10 years, lieutenant colonel - 15 years,
colonel - 22 years.

Many works of domestic scientists are devoted to the formation of a high-quality and
professional management staff: G. Atamanchuk, N. Nyzhnyk, A.Obolonskyi, V. Oluyko,
E. Okhotskyi, 1. Surai, O. Turchynov, and others (Study of the problems, 2018). The first
impetus and the greatest influence on the development of the direction of creation and
ensuring the level of professionalism of the management units of the SKI contributed to the
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works of the classics of management in general and personnel management in particular. The
classics of this direction are M. Armstrong, M. Weber, A. Maslow, S. Taylor, E. Meskon,
P. Drucker, and others.

During research in this direction, the first standards of professional service were created,
which were based on the "system of merits and merits", which, in turn, required the
determination and approval of accounting for the necessary business and personal qualities
when appointing and promoting to managerial positions of any level of SKI, regardless of
race, skin color, religion, gender, marital status, age. The main criteria were the greatest
competence, high moral and ethical standards.

The personnel services of the NATO member states determine that the selection of a
candidate for the position of SKI SOU should be:

objective and based on the evaluation of the merits (achievements) of each candidate;

competitive, but to be carried out according to processes and indicators that should be
understandable to any serviceman - soldier, sergeant or officer;

evaluation of the candidate is a key part of the selection both for the members of the
selection commissions and for the officers who carry out the initial selection of candidates in
units (compounds);

the selection must take into account issues related to the individual, personal
preferences of the candidate for the nature of the type of activity of the appointment,
assignment of a military rank, referral to training and training (On Approval of the List of
Works, 1994; Andreeva, 2005; Obolonsky, 2001; Krill, 2018).

The purpose of the article is a scientific justification for the use of modern information
technologies for the automation of the personnel training system for the protection of the OSI,
as an integral organic addition to the basic toolkit of the automated security management
system of the OSI.

Presenting main material

The requirements for the organizational support of OKI are determined, including, by
Resolution of the CMU dated June 19, 2019 No. 518 "On approval of General requirements
for cyber protection of critical infrastructure objects" (p. 2). The requirements provide for
both the creation of appropriate units and the inclusion of specialists in them, who must
perform actions to ensure the safety of OKI SOU. At the same time, at the level of the object
itself, it is quite difficult to find both the necessary personnel and to determine the degree of
their compliance and readiness to perform the relevant job duties.

When carrying out work on the selection and training of personnel, it is important to
clearly understand what knowledge, skills and competencies a specialist should possess. The
content of such training stems from the concept of CI protection, which is largely borrowed
from the experience of developed countries that have gone a long way in creating a CI
protection system and have stable experience. The general approach in the organization of the
protection of CSI is that the protection of CSI is based on the management system, and,
accordingly, on the information infrastructure, as the basis of the functioning of any
management system. Therefore, the main practice of protection is based on the DSTU
standard ISO/EN 27001 (Information Security, 2022), which defines the requirements for the
information security management system. This standard is based, in turn, on DSTU ISO/EN
9001, and is essentially a quality system, the implementation of which allows to ensure the
protection of information in the organization. According to the concept of the standard,
information that is determined by the organization as valuable, as well as information that
needs to be protected by the law, is subject to protection. Thus, the requirements of the
standard regarding information affect all business processes and aspects of the organization's
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activities, organization management, internal and external interactions, technologies and

personnel. Personnel requirements are defined in section 7 of the standard, and define the

organization's responsibility for ensuring that personnel are competent, have the appropriate
education, training or experience.

In (Information Security, 2022), a comparative analysis with standards and methods in
working with personnel in the field of CI security of other countries is given, and best practices
are considered. The requirements of the standards are taken into account, including DSTU
ISO/EN 27001 "Information Security, Cyber Security and Privacy Protection - Information
Security Management Systems - Requirements" (2022), NIST Special Publication 800-181
"Workforce Framework for Cybersecurity (NICE Framework)" (n.d.).

In particular, it is possible to highlight some important competencies, knowledge and
skills:

— personnel must be competent in identifying potential CI threats and be able to prevent
them. This may include studying methods of cyber protection, physical security and other
aspects of the security of OKI SOU;

— personnel must be trained to respond to a variety of incidents, such as natural disasters,
man-made accidents, or cyber attacks. It is important to be able to quickly and effectively
respond to danger and ensure the safety of personnel and OKI SOU;

— competent personnel must know how to ensure the uninterrupted operation of the OKI
SOU in the event of a crisis or incident. This may include working with backup power
sources, water supply, security systems, information technology, etc.;

— staff must understand and comply with the laws and regulations related to the safety of
OKI SOU. Failure to comply with legal requirements may result in serious legal
consequences;

— threats and technologies are constantly changing, so personnel must be ready to learn and
constantly update their knowledge and skills, both in the field of security and in the field
of other functionality.

All these aspects, requirements, areas of competence are aimed at forming the ability of
personnel to ensure the reliable and safe work of OKI SOU and protect them from possible
threats.

Proper training of personnel, which must ensure the protection of critical infrastructure,
requires the creation of an appropriate concept. Such a concept should provide a certain
unification, in particular, in terms of the subject area - ensuring the safety of the OKI SOU, in
terms of the requirements for a specialist - the application of professional standards, in terms of
the procedure - to apply typical methods and procedures at the level of the corporation - SKI.

In order to apply the best practices in the field of SCI protection, it is necessary to take
into account the complexity of the problem, requirements for applicability, flexibility and
level of generalization of methods, limitations in resources, especially in time. To the greatest
extent, when forming a system of working with personnel, the task of organizing CI
protection is met by the concept of knowledge management (Malikhin, & Yarmolchuk, 2020,
pp. 1-3), since it has the ability to compensate for resource limitations by more active
application of the intellectual component. This concept is based on the definition of
knowledge as a value and an asset, as well as taking into account in this asset the practical
skills, abilities, etc., that individual specialists of OKI SOU have. According to the concept,
knowledge is an important element of SKI resources, and the management of these resources
will provide additional opportunities when organizing actions in extreme conditions of
accidents, aggressor terrorism, attacks and liquidation of the consequences of SOU OKI.

Application of the concept does not require the creation of new functions or changes in
business processes. It is seen that this concept operates at the level of understanding by the
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heads (managers) of the organization of the main principles of the concept and the application
of these principles in the conduct of usual activities. These include:

1. Creating a knowledge base. The procedure of creating knowledge is largely based on
the identification of knowledge, the selection of useful knowledge, the creation of a
knowledge base and the delivery of this knowledge to the members of the team to whom this
knowledge applies. For this, the search and implementation of processes that contribute to the
creation of new knowledge can be carried out. This may include stimulating working groups
to share ideas, holding briefings and trainings to build a knowledge base.

2. Identification and documentation of knowledge. In order to ensure the possibility of
taking knowledge into account, applying and managing it, it is necessary to define knowledge,
if possible document it - describe it, add it to the knowledge base and connect it with
processes and specialists. It is advisable to involve the entire team of OKI SOU in this
process. To ensure motivation on the part of specialists, it is advisable to introduce incentives
for employees to share their knowledge and experience. Documenting knowledge is an
important element of the concept, as knowledge that is not documented is easily lost. Various
tools, instructions, knowledge base procedures can be used for the purpose of documentation.
In the existing version, it can be maintaining a database or an internal portal for storing and
distributing information for OKI SOU.

3. Dissemination and transfer of knowledge. The organization must develop an
automated training system that takes into account and applies the principles of the concept of
knowledge management. Such a system can include the creation of a training and
development program that helps employees acquire new knowledge and skills, foresee the use
of effective training methods, such as trainings, webinars, online courses and mentoring.

4. Knowledge, as a valuable asset, should be available to those members of the OKI
SOU team who can use it. This requires shared access to information. This access can be
organized by creating centralized information systems for accessing and sharing information
between employees, using secure networks or special software for sharing access to resources.

5. The key element of implementing the concept of knowledge management is providing
motivation for joint learning. The motive can be both material and moral encouragement, a
correctly built career model, participation in the results of the SKI activity. Creation of
motivational systems and rewards for those who actively share knowledge and teach others,
encouragement of collective learning and exchange of experience should be ensured.

6. Knowledge, as a valuable asset, must be protected. Knowledge protection can be
ensured by implementing confidentiality and protection of valuable information, developing
policies to restrict access to certain types of knowledge, introducing relations in the
organization that include the element of knowledge protection in the corporate culture of OKI.

7. Knowledge management, as a process, requires control and analysis. For this
purpose, it is possible to introduce monitoring and evaluation of the results of knowledge base
management, including measuring the impact of the implemented measures on the
productivity and results of OKI SOU.

8. The culture of relationships in the team of OKI SOU (corporate culture) is an element
of the automated management system (including knowledge base management) and is largely
the result of the implementation of the knowledge management concept. Corporate culture
will strengthen the organization's potential if it is based on openness and cooperation. The
management of OKI SOU should encourage the spread of a culture in which employees feel
that their opinions and ideas are important and their contributions are valued. This creates a
favorable environment for the exchange of ideas and free communication.

Knowledge management in the field of information security and Al protection can face
a number of problems and challenges. These include the rapid change in technologies and
threats, as the security field is constantly evolving, and new technologies and threats to OSI
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are emerging very quickly. This makes it difficult to constantly update the knowledge of the
staff and train them in new methods of information protection, but at the same time it
increases the importance of the very task of security of OKI SOU. Some staff members may
not fully understand security threats or consider them to be serious. Such a situation may lead
to insufficient compliance with security policies and rules for the use of information.

Insufficient funding for training and development of personnel in the field of security of
OKI SOU leads to a systematic limitation of access to resources and training programs.
Insufficient communication, insufficient exchange of information and knowledge between
different parts of the organization can cause underestimation of threats and loss of
opportunities for timely response to incidents of OKI SOU. Lack of clear and efficient
automated knowledge management processes can lead to confusion and wasted time.
Different SOU OKIs have different corporate cultures and structures, in organizations with a
higher level of hierarchy, it is usually more difficult to implement knowledge base
management initiatives that require an open exchange of information. Table 1 shows
examples of the application of the concept of knowledge management at the level of the
organization's development strategy.

Table 1. Application of the knowledge management system in the organization

Company

Implemented knowledge
management system (KMS)

Implementation results

Microsoft

Own knowledge management
solutions such as SharePoint and
Microsoft Teams

These tools help teams work together on
projects, share knowledge and documents,
which increases work productivity

Siemens

A knowledge management system has
been implemented, which covers
knowledge sharing, employee training
and collaboration between different
departments

The organization increased innovativeness
and ensured the efficiency of new product
development. The system facilitates quick
search and exchange of knowledge,
improves communication and cooperation
between departments and various business
units of the company

IBM

IBM uses an advanced KM strategy to
support its global teams, including
forums, virtual communities and e-
learning systems

This allows the company to quickly adapt
to market changes, effectively manage
projects and improve the qualifications of
employees

Daimler AG

Developed a specialized platform for
sharing knowledge and best practices
between in-house engineers and third-
party developers

More effective wuse of innovative
technologies and solutions in various
projects and company products is ensured

Novo Nordisk

Novo Nordisk actively invests in

Professional development and development

(Denmark) training and development programs | of employees' skills takes place, which has
for its employees, including internal | a positive effect on the company's
academies and training centers productivity and innovation

Santander The bank wuses analytics and | Increasing efficiency in decision-making,

Bank (Spain) | intelligent data analysis tools to better | improving the quality of customer service
collect and process information about | and optimizing the bank's internal
customers, products and market trends | processes

ABB ABB implements knowledge | More effective coordination of projects,

(Switzerland) | management solutions to integrate | reduction of time for development of new

different databases, design systems
and engineering tools to facilitate
collaboration between specialists

products and improvement of the quality of
solutions
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Leading international companies are actively implementing knowledge management
strategies to increase efficiency, promote innovation, strengthen communications and improve
decision-making processes. In each case, the strategies are adapted to specific business
processes and the company's corporate culture, which ensures the maximum benefit from
their implementation.

From the analysis of the materials in Table 1, it follows that knowledge management is
the process of creating, distributing, using and storing knowledge in the organization in order
to increase its capacity in all aspects of activity. The analysis shows that modern knowledge
management systems are usually based on the use of automated information systems that are
integrated into the organization's business processes. Successful implementation of the
knowledge management strategy in the organization requires a systematic approach,
management support and active participation of all employees. A correctly chosen and
implemented knowledge management strategy is a powerful tool for increasing efficiency and
achieving the strategic goal of OKI SOU.

Compliance monitoring and assessment systems should be implemented for all CAls in
the system. Methodical and educational materials should also be developed, as well as support
measures should be implemented, under which a training system will emerge and be able to
function, which will ensure the training of various specialists in a single paradigm of SKI.

The totality of these measures forms a system of personnel training in general for the CI
protection system. At the moment, the system that is successfully operating in the USA
belongs to the most developed systems for the protection of critical infrastructure. Its detailed
description can be found in the document "National Infrastructure Protection Plan (NIPP)"
(2013) on the website of the specialized government organization CISA (an agency within the
structure of the US Department of Homeland Security responsible for the protection of critical
infrastructure). The NIPP is a document that defines strategic goals, priorities and approaches
to protect critical infrastructure such as energy systems, transport, communications and other
critical sectors from various threats, including cyber attacks, natural disasters and acts of
terrorism. The plan includes a description of the structure of governance and cooperation
between the public and private sectors, as well as defines methods of risk analysis and
measures to reduce them. It is regularly updated to take into account current threats and
technological changes. It also defines the basic requirements for personnel involved in the
performance of critical infrastructure protection tasks.

The advantage of the US critical infrastructure protection model is also that a series of
national standards and frameworks (NIST, FISMA and others) have been developed for it,
which contain a sufficient set of requirements and practices to cover most elements of CI
protection.

It is possible to highlight the following features of this system:

1. The requirements for qualifications, knowledge and skills of specialists are based
on the NIST standard 800-181 "Workforce Framework for Cybersecurity (NICE
Framework)" (n.d.).

2. The specialties for which professional standards are developed in accordance with
the general requirements of the standard are defined.

3. Separate functions are allocated for specialties, for which specialized training
courses can be created, training and knowledge testing for which are implemented on
automated training and testing systems.

4. Assessment centers are used to assess the suitability of specialists, and assessments
of both the state and some non-state training centers (such as Cisco, Microsoft and some
others) are valid.

© S. M. Chumachenko, V. A. Popel, 2023
DOI: 10.24025/2306-4412.3.2023.288836

148



BicHuk YepkacbKoro gepxaBHOro TeXHOJNOri4YHOro yHiBepcurteTty 3/2023
Bulletin of Cherkasy State Technological University

Ukraine is currently implementing approximately the same model. NIST standards are
recommended for use by the authorized body. Based on the NICE Framework standard, six
professional standards have been developed and another fifteen professional standards are being
prepared. A specialized Qualification Center was created and accredited, the task of which is to
determine the compliance of qualifications with the requirements of professional standards in
the field of information security. Measures are being taken to implement other important
elements of the personnel training and evaluation system for the field of CI protection. It is
possible to use automation tools in the training system itself. There are many training and
testing systems for face-to-face and distance learning. Such systems function in most
educational institutions, so there is no need to provide a detailed description of the example.

The main component of such an automated system is the training courses that they offer
to the staff of OKI SOU. Such training courses should provide knowledge and skills that meet
the qualification requirements of professional standards. The division of the profession into
modules, each of which corresponds to a certain production function, will allow the formation
of a flexible system of professional development, which can consist of 1-2 annual plans,
according to which specialists will have the opportunity to obtain the necessary knowledge in
full without a significant break from production.

Such centers can have a centralized knowledge base on methodical materials,
accumulate exam materials, be connected to a network, contain monitoring elements and
process training statistics, forming objective data on the state of professional readiness of the
personnel of the entire segment of SKI.

Software can ensure the implementation of modern approaches to learning, include
practice on simulation simulators, provide elements of the knowledge management system.

To improve productivity and automate personnel processes, primarily related to
monitoring and selection, selection and promotion of OKI SOU personnel, hundreds of
software and analytical platforms have been created on them.

Structurally, a typical training and testing center consists of the following blocks: a
training and testing system and a training and testing class. The training and testing system is
connected to an external network with network protection through a router. The central
element of the training and testing system includes: a network management system, a
software and technical system of training and testing, a video surveillance system for the
testing process. The training and testing class has separate workplaces for methodologists and
examiners, as well as for persons undergoing testing under video surveillance.

The basis of such software is business intelligence (BI) analytical systems, which are
defined as computer methods and tools for organizations that provide the translation of
transactional business information into a form accessible to users, suitable for business
analysis, as well as tools for mass work with such processed information (Prokopenko et al.,
2020).

Leading positions in software development in this field belong to well-known leading
companies: SAP, ORACLE, ADP, IBM. Also recently, a large number of new companies
have been involved in this process.

The latest trends in the development of special analytical software for Business
intelligence are the use of advanced information technologies based on cloud computing,
which provides advantages in their use on various types of workstations and mobile devices.

In addition to the main list of functions for processing a large array of data (Big Data),
some software and analytical applications may include the following opportunities for
innovation:
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1. Testing and assessment of personnel competence - intended for preliminary
assessment of knowledge, abilities, skills, acquired qualifications of applicants for the
position in order to select the best of them. The most popular software, which is in demand
among many global companies in this field, is software and analytical platforms and services:

HackerRank - a platform for evaluating the competencies of labor resources by
recruiting organizations for the selection and hiring of employees with the necessary qualities;

Pymetrics - a service that uses unbiased algorithms to find suitable candidates using
gamified neurobiological tests. The service is on the market relatively recently, but has
already proven itself well;

Self Management Group - human resource management software and analytics with
integrated diagnostics and assessments to attract, manage and evaluate candidates.

2. Use of artificial intelligence. Use of artificial intelligence (AI) technologies in
automated business analytical processes. The best services include:

Ideal - uses Al technologies to select candidates, analyzing complex information about
them: resumes, evaluations and data on their performance;

Textio - a global system for the unification according to a single standard of the text
data of published resumes of candidates, written according to different presentation and
structure, and automatic correction of possible grammatical and syntactic errors in the text.
The main feature offered by the system is the ability to detect patterns in language, helping
personnel agencies to better select candidates.

3. Use of Applicant Tracking Systems (ATS) - candidate tracking system:

Bullhorn - a specialized analytical application designed for searching and selecting
candidates;

SAP SuccessFactors - special software and information and analytical support for
human resources management. The system uses technologies based on talent management
methodology;

iCIMS - a complex of software for optimizing the work of personnel managers involved
in the processes of personnel recruitment, promotion and career management;

Oracle Taleo Cloud Service - special software and information and analytical support
for searching, recruiting, promotion and retention of qualified specialists with the help of a
multifunctional software package;

Workday - a software system that combines accounting, personnel management and
planning in a single cloud ERP system to improve business efficiency;

SmartRecruiters - special software and information and analytical support, which, due
to the use of Al and social networks, allows personnel managers to effectively search for
candidates and select qualified specialists in any part of the world.

In addition to Bl-systems narrowly directed in the field of personnel management, there
are universal systems, the capabilities of which allow conducting Big Data analysis in any
field of activity. The most powerful business intelligence tools, according to the Gartner
publication for 2020 and previous years, include the software products of Tableau, Qlik and
Power BI companies.

Their main difference from ready-made BI solutions is slightly different approaches
to the order of data processing, as well as their adaptability to any organizational
requirements regarding the construction and implementation of dashboards at automated
workplaces.

Information panels is an integral part of a BI system designed to visualize a large array
of information that is analyzed in the form of graphs, charts and other forms of displaying
quantitative information, which, in turn, simplifies awareness and helps management assess
the real state of affairs and make an informed decision.
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The use of in-memory processing technology (conducting analysis and calculations in
RAM) and Business Discovery (business research module) in Qlik software products is quite
functional, which allows analyzing business information at any level, avoiding time-
consuming and expensive work from the construction of repositories and multidimensional
OLAP cubes. Any calculations of the Qlik BI system are performed instantly even with very
large volumes of information when a large number of users work simultaneously, which
significantly increases work efficiency. Algorithms for building analytical models, their
advantages and disadvantages are shown in Figure 2.

Classic  Reports and visual representations Associative Associative applications
model model

Level 4 [_T_]
- l Level 4
Level 3 l | / ‘ \
| Level 2 \4'+‘D/ l Level 3

Level 2

A 4 I Level 1
Level 1

— linear, determined by the algorithm — the user decides where to start and where to end
— limited choice of the following actions, which —all data is always available

complicates understanding —knowledge-oriented
—depends on the developer —processing in RAM and working with Big Data

— data storage/ hardware and software complex

Figure 2. Algorithms for building analytical models

The associative architecture of the model will allow managing the relationships between
data not at the application level, but at the level of the platform's internal mechanisms. The
software in which this is implemented stores separate data tables and associative relationships
between them in RAM, where each value of each field is related to all other values of the
associative model. When creating new samples, the user sees: how the data is related to his
request, data that is not included in the sample. This allows the user to work as comfortably as
possible, answering new questions independently without the help of information technology
specialists (Study of the problems, 2018).

The Qlik Business Discovery service allows you to analyze information in different
information sections (by update time) and regardless of the automated personnel management
systems in which this information is stored, to quickly deploy and scale even when using a
large number of data sources, it includes joint analytics tools in real time.

Special attention during the construction of Bl-systems is paid to their implementation.
The main idea of this stage is that the implementation of the system should not take place at
the final stage of its creation, but should be carried out in parallel from the very beginning of
the creation of the system. The world's leading software developers are recommended to start
development with a simple version, quickly put it into practice, and gradually improve and
expand the automated system based on the experience gained from the interaction between the
user, the system and the one who designs it.
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So, for many organizations in the world of use Bl-systems for processing large data sets
(Big Data), designed for effective personnel management, especially aimed at finding,
selecting and retaining qualified specialists, are increasingly becoming the norm every year,
without which it is impossible to run an effective business to obtain maximum profits.

The use of special software and analytical support in the activities of personnel services
of the OKI Secondary School at all levels of management of the organizational hierarchy will
allow solving a number of problematic issues related to the acceleration of the pace of
professionalization of the Defense Forces of Ukraine, improving the quality of staffing,
transparency, objectivity and justification of personnel decisions of the OKI Secondary
School, qualitative selection and promotion of the best candidates for key positions.

Based on the results of the assessment and determination of the required number of
candidates for the Reserve for the respective positions, a rating is compiled (by majors,
specializations, positions, ranks). Rating - a list of candidates compiled based on the results of
the competitive selection based on the quantitative indicator of the points scored by them
according to the principle of higher score to lower.

When compiling the rating, it is necessary to take into account:

N-th number of parameters (indicators, evaluation criteria);

the weight of each parameter and its possible influence on the overall result;

the number of members (number of votes) participating in the compilation of the rating;

the weight of each vote depending on the status of the member of the commission
(chairman, expert in a given field, specialist of the highest category in the field of activity,
boss, colleague, subordinate).

In theory, the rating is the lower bound of the Wilson confidence interval for the
Bernoulli parameter, which can be determined by the formula:

42
(?5 + :;_: * Za/z\/[’ﬁ(l —p)+ 22/2/471]/71) /(1 + Zé/z/n)
where: p is the share of positive evaluations; z — quantile of the standard normal distribution
(an indicator characterizing the distribution of a random variable relative to the median); # is
the total number of assessments.

According to this formula, the lower limit of the share of positive evaluations
is estimated under the conditions of taking into account only positive and negative evaluations
(that is, without taking into account the 5-point evaluation system).

At the same time, another mathematical apparatus known as Bayesian estimation
(named after the author Thomas Bayes) can be used to determine the rating when applying
statistical dependencies. This evaluation involves taking into account not only the average
arithmetic value of the evaluations provided by the members of the commissions, but also
their number:

the number of votes n

x GPA X X 7.2453

the number of votes + n the number of votes + n

where 7.2453 is some average value that is taken as the basis of the method.

Compiling a rating of candidates is the main task of the commissions regarding the
results of the evaluation in the selection process (Krill, 2018; Workforce Framework, n.d.;
Prokopenko et al., 2020).

Thus, the existing automated system makes it possible to ensure staffing at the
necessary level to perform the tasks of OKI SOU as assigned.
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Conclusions

Thus, for the successful management of the knowledge base in the field of critical
infrastructure protection, when implementing knowledge management as a system for
improving the qualifications of SOU personnel, it is important to implement strategies based,
on the one hand, on the requirements of standards (Information security, 2022; Workforce
Framework, n.d.), on the other - on implementation of knowledge base management
principles as a process to which process management rules are applied. This may include
ongoing training, building a safety culture, collaboration with other organizations and internal
communication, and improving knowledge base management processes.

Implementation and compliance with the rules must be ensured and participated by the
management of OKI SOU, all possible technologies and technical means must be applied, the
knowledge base management process itself must be deeply integrated into the organization's
business processes.

The staff should be motivated, have a desire for knowledge due to the possibility of
obtaining career prospects and material remuneration. The listed conditions, combined into an
automated system, will allow to increase the efficiency of the organization's activities and
ensure the protection of OKI SOU under the condition of limited resources.
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Amnoranisi. IlyOimikamis npucBsueHa mpoOJieMaM aBTOMATH3allil CHUCTEMH MiA0Opy Ta OLIHKH
BiJIMIOBITHOCTI IEPCOHAIY, 110 Mae 3a0e3meuyBaTy 6e3neKy 00’ €KTiB KpuTUIHOI iH(pacTpykTypu Cui
o0opoHu Ykpainu. B cTarTi po3risiHyTo OCHOBHI HOPMAaTHBHI JOKYMEHTH, BUMOTH A0 MEPCOHATY Ta
HUISIXK OI[IHKH BiJIMOBIHOCTI WOTO 3HaHb, YMiHb 1 KOMIeTeHIiH. BpaxoBani BUMOTH MpogeciifHuX
CTaHIapTiB, po3polienux i chepu KputuuHOi iHGpacTpykTypu Cun 000poHn YKpaiHu Ta 3aXHCTY
iHpopmanii. s pobGoTta mae Ha MeTi BH3HAYMTH 0a30Bi mpoOneMu, MOB’s3aHi 3 J000poM
KBaJIi()IKOBAHOTO IIEPCOHATY, OIL[IHKOK HOro BIAMOBIZHOCTI Ta BHM3HAYEHHSIM SKOCTI POOOTH B
nporecax IisibHOCTI. Martepianu cTaTTi CTOCYIOThCS caMe 00’ €KTiB KpUTH4HOI iH(pacTpykTypu Cui
o0opoHu YkpaiHu 1 po3risialoTh OCOOJIMBOCTI, IMOB’s3aHI 3 HpoIlecaMH 3a0e3MeueHHS Oe3IeKu
KpUTHIHOI 1HPPACTPYKTYypH. PesynbraT, OTpHMaHI BHACHIIOK IPOBEJACHOTO aHali3y mpodieM
nepcoHaiy B cdepi 3abe3nedeHHs Oe3neKn 00’ €KTiB KPUTHYHOI iHPPaCTPYKTypH, MArOTh JOIOMOITH
KEepIBHUKaM YCTAaHOB, OpraHi3alliif, MiIPUEMCTB, a TakoK ciayx0am HR npu ¢opmysanHi Ta
KOMIUIEKTYBaHHI IMiPO3/iTiB, MIATOTOBII Ta PO3CTAHOBIN KaapiB. PO3risHyTO OCHOBHI HOpPMAaTHBHI
aKTH, IIO PEryJIlOI0Th MPOLECH 3aXUCTy KPUTUYHOI iH(pacTpyKTypH, AOCBiA PO3BUHEHHX KpaiH,
B niepiry yepry CIIIA Tta €Bponeiicbkoro Corosy, cranfaptu 6e3neku (JJCTY ISO/EN 27001, NIST
Special Publication 800-181) Ta pekoMeHIOBaHI MPAaKTHKH. BUCHOBKM MICTSATh PEKOMEHAAIII 11010
aBTOMaTH3alii CUCTEMH J000py, MiArOTOBKM Ta MiABUIIEHHS KBamigikauii mepcoHamy B cdepi
3axucTy 00’ €KTIB KpUTHYHOI iHPPaCTPYKTypH, a Takox 1 iHpopmariitHoi Ta kibepOe3neku. HaBeneno
peKoMeHaIi IM0A0 YAOCKOHAJIEHHS aBTOMAaTH3allii MpoleAayp MTo00opy Ta PO3CTAaHOBKH KaJpiB,
IUIAaHYBaHHs MiJBUINEHHS KBamiikalii Ta CTBOpEHHA CHUCTEMH MpodeciiHoi MiArOTOBKH, IIO
0a3yeTbcsl Ha CUCTEMI YIPABIIiHHS 3HAHHSMHU.

KumarouoBi cjoBa: aBTOMaTH3allis, CHCTEMHU YIPABIIHHS, 3aXHUCT KPUTUYHOI i1HGPACTPYKTYpH,
KOMIICTCHTHICTh TEPCOHANy, CTaHAapTH iH(OpMaIliiHOl OE3MeKH, 3HAHHS, HABMYKH, KOMIICTEHIII,
YIpaBIiHHS 3HAHHIMH.
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Abstract. The paper proposes and implements a methodology for experimental measuring of the
dimensions of the action zone and the amount of pressure, which ensures the removal of the liquid
phase during gas laser cutting and is created by the flow of the assist gas on the surface of the part.
During the research, based on a serial LTS-PRO-6000-1530-LD machine of Aramis company, serial
one-channel and two-channel nozzles of Thermacut company with an outlet diameter of 1.5 mm were
installed in the optical head of the machine. In the experiments, air with the gauge pressure at the
nozzle inlet of 0.5 MPa and 1 MPa was used as the assist gas. The regularities of the influence of the
nozzle design, the gap between the nozzle and the part, and the gauge pressure at the nozzle inlet on
changes in the diameter of the supersonic jet of the assist gas and the amount of pressure it creates
exerting the surface of the part under technological conditions of gas laser cutting have been
established. The obtained array of experimental data has shown that the traditional approach to the use
of the existing range of serial nozzles makes it problematic to effectively design gas laser cutting
processes with maximum productivity and reproducibility of the cut quality. This is related to complex
phenomena in the supersonic jet, which determine the high sensitivity of the pressure value on the
part's surface to changes in the nozzle geometry and process technological parameters. As a result,
there is no understanding of what kind of pressure is created by the jet of the assist gas in the cutting
zone under certain technological parameters of the process. The methodology proposed in this paper
makes it relatively easy to create "passports" for the nozzles that each machine is equipped with. Thus,
it becomes possible to take into account the real value of the assisting pressure field in the cutting zone
when designing a specific technological process. As a result, productive high-quality cutting is more
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reliably ensured on a given technological installation and the level of process reproducibility is
improved. Experimental verification has demonstrated a fairly good correlation between the local
stagnant pressure of the assist gas jet and the maximum laser cutting speed and the cut quality.

Keywords: gas laser cutting, assist gas, nozzle, supersonic jet, fiber optic laser.

Introduction

In modern technological installations for gas-assisted laser cutting of metals, air of various
pressures (0.2-2 MPa) and a wide range of nozzles, both in terms of design and geometric
dimensions (Riveiro et al., 2019), are widely used as an assist gas. The assist gas plays an
important role in metal laser cutting technologies. In (Olsen, 2006) the maximum possible
cutting speed for different workpiece thicknesses is determined as a function of the laser
power and the assist gas jet pressure. That is, the pressure of the assist gas jet on the surface
of the workpiece has a significant impact on the productivity and quality of the cutting
process. This is because this pressure determines the parameters of melt removal from the
cutting zone. Obviously, as the laser power increases, the material melting rate cannot exceed
the rate of its removal (Halm et al., 2021). Because of this, there are many works devoted to
the various roles of the assist gas in gas-assisted laser cutting technologies. Some of them
study the aerodynamics of supersonic assist jets (Darwish et al., 2019), others focus on the
parameters of jet interaction with the workpiece (Zhang & Gogos, 2004; Chen et al., 2001).
T. Qin et al. (2022) consider the role of gas jet pressure in laser cutting of carbon fiber
reinforced plastics. In (Ullah et al., 2022), during laser cutting of aluminum alloys, the
assisting gas pressure is taken as the basic parameter for process optimization along with the
radiation power and cutting speed.

Other scientists study the influence of the composition and purity of the gas. In the
paper (Zhou et al., 2016), authors study the role of supersonic nozzle in fiber laser cutting of
stainless steel using Ar gas as an assist gas. It has been shown that the internal shape of the
supersonic nozzle produces a stable jet at the outlet and may be better than a conventional
nozzle if we plan to eliminate streaks on the workpiece area during fiber laser cutting. P. Wen
et al. (2016) propose a method for designing a supersonic nozzle based on a two-dimensional
isentropic calculation of the dynamic gas pressure. The use of oxygen as an assist gas should
take place at full utilization of the combustion heat from the Fe-O reaction. The dynamic
behavior of the oxygen and gas flow, determined by the nozzle structure and cutting
parameters, is a key factor affecting productivity and cutting quality.

The role of the nozzle design in shaping the parameters of the assist gas jets is studied in
(Fieret et al., 1987). However, most researchers note that the potential of modern high-power
(2-12 kW) fiber lasers is not always fully utilized due to the inefficient removal of molten
material by the assist gas jet (Riveiro et al., 2019). Therefore, many researchers conduct
numerical experiments to model the process of removing molten material from a laser cut kerf
(Yagi et al., 2021). The results presented in this paper J. Pocorni et al. (2017) suggest that the
cut front produced when cutting stainless steel with a fiber laser and a nitrogen assist gas is
covered in slow moving humps which themselves are covered by a thin layer of faster moving
liquid. M. Borkmann & A. Mabhrle, (2021) showed that in cutting metals with solid-state
lasers, a characteristic cutting edge structure is generated whose formation mechanisms still
elude a consistent explanation. Several studies suggest a major contribution of the pressurized
gas flow. Particular emphasis must be devoted to the gas boundary layer and its developing
flow characteristics, since they determine the heat and momentum exchange between the
cutting gas and the highly heated melt surface and thus the expulsion of the molten material
from the kerf.
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Hence, it is clear how important information about the pressure parameters in the
cutting zone is when designing technological processes for a particular technological
installation. Based on the above, the authors had a goal to develop a methodology and
appropriate equipment and to conduct a set of studies that would allow determining for each
nozzle design the change in pressure value under certain technological parameters of gas-
assisted laser cutting.

This makes it clear how important information about the pressure parameters in the
cutting zone is when designing efficient technological processes. Based on the above, the
authors set goal to create a framework for more reliable provision of conditions for productive
high-quality gas laser cutting using a specific technological installation and increase the level
of process reproducibility. The goal is achieved by developing a methodology, appropriate
equipment, and conducting a set of experimental studies to establish numerical regularities of
the dynamics of changes in the diameter of the supersonic assisted gas jet and the pressure
created by it in the cutting zone, depending on the nozzle design and specific process
parameters.

Literature review

It is well known from the theory of gas dynamics that conical nozzles can provide a maximum
jet velocity at the nozzle outlet equal to the speed of sound in the surrounding medium (Mach
number = 1). For air, the condition for the assisting jet to reach the speed of sound at the
nozzle tip is met if the ratio of the pressure inside the nozzle Py to the pressure of the
surrounding atmospheric air P, exceeds 1.89 (Py/P, >1.89), i.e., in almost all possible cutting
regimes. However, since under such conditions the static pressure in the jet always exceeds
the atmospheric P,, an additional expansion of the jet occurs immediately after the nozzle tip
and, accordingly, its velocity becomes supersonic (Laval nozzle effect). At supersonic jet
velocity, a shock wave is formed as a result of its reflection from the atmospheric air.
Subsequently, the shock wave propagates in the form of a "barrel", in the lower part of which
a gas compression zone is formed, which is commonly referred to as the Mach disk. Due to
the reflection of the lateral shock wave from the surrounding air, a second "barrel" similar in
shape to the first is formed behind the first Mach's disk. In a free-flowing jet, this structure
can be repeated several times. Immediately after the Mach disk, the flow velocity of the assist
gas becomes less than the speed of sound. Thus, the structure of the jet has a complex
axisymmetric structure with significant fluctuations in diameter and flow rate (Fig. 1).

Expansion fan

Barrel shock MSD

Reflected shock

Figure 1. Scheme (a) and shadowgraph image (b) of the free jet emerging from a conical
nozzle commonly used in laser fusion cutting for an operating parameter range Py/P, >1.89
(Riveiro et al., 2019)
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The pressure of the assist gas (cutting pressure) on the surface of the workpiece is
directly determined by the jet stagnant pressure. Uneven flow velocity and diameter along the
length of the jet due to the formation of shock waves leads to fluctuations in the assist
pressure on the surface of the workpiece in the cutting zone. This, in turn, affects the rate of
molten material removal and, accordingly, the productivity and quality of cutting and
definitely impairs the reproducibility of the process.

In the paper (Miller, 1988), the author proposes to determine the distance from the
nozzle tip to the first Mach disk using the following empirical equation:

Xu &
= 0.67 /Pa (1)

where x,, — distance from the nozzle tip to the first Mach disk;

d — outlet diameter of the nozzle;

P, — full pressure inside the nozzle;

P, — atmospheric pressure.

The accuracy of this equation raises some doubts because it does not take into account
the thermophysical parameters of the gas and the fact that the jet is not free in gas-assisted
laser cutting. However, it is clear from the above that changes in the Py/P, ratio, the design
and outlet diameter of the nozzle, and the stand-off between the nozzle and the surface of the
workpiece lead to significant changes in the jet structure and, accordingly, uncertainty in the
actual value of the cutting pressure of the assist gas. This uncertainty complicates the design
of high-performance modes and worsens the level of process reproducibility even with minor
changes in these parameters.

Materials and methods

Based on the above, the task was set to create an installation and an appropriate methodology
that would allow obtaining sufficiently accurate experimental data on the patterns of change
in the jet diameter and the value of the assisting pressure on the surface of the part when using
a specific type of nozzle, model of technological installation, and parameters of the gas-
assisted laser cutting process.

The general layout and 3D model of the research installation are shown in Fig. 2.

The proposed method of measuring the jet diameter and the pressure of the assist gas on
the surface of the part is based on the use of a specially designed installation (Fig. 2, b). The
installation is fixed on the working table of the machine (Fig. 2, a). The operator, using a
tuning laser and feed drives, sets the nozzle of the optical head 1 so that the central axes of the
nozzle and the force transmission cylinder 3 (structurally placed steplessly with respect
to the top plate 2) coincide. Then the stand-off tracking unit determines the coordinate of the
Z-axis when the nozzle's end face touches the surface of the cylinder 3, taking it as the zero
reference point. A highly sensitive 0.01 mm thick copying film is fixed on the surface of the
plate 2 by magnetic posts 5. The gauge pressure is set by the machine's pneumatic system and
is additionally controlled by an external manometer. Sensor 7 measures the force from the jet
6 with an error not exceeding £0.00981 N. The prints from the jet pressure on the copying
film were photographed and processed using CAD system. As a result, the error in
determining the diameter of the assist gas jet on the surface of the part did not exceed
+0.01 mm. Fig. 3 shows a sample of the results of measuring the jet diameters after one of the
experiments. An optical fiber with a diameter of 0.5 mm was used as a reference for
determining the spot diameters. The passport deviation of the optical fiber dimensions from
the nominal value does not exceed 1 um. The average stagnant pressure of the assisted jet was
calculated by dividing the measured force by the spot area.
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Figure 2. General scheme for measuring the jet diameter and assist gas pressure (a),

3D model of the installation for recording the jet diameter and assist gas pressure (b):

1 — single-channel and two-channel nozzles from Thermacut with an outlet diameter of 1.5 mm;

2 — top plate of the installation for recording the force of the assist gas pressure;

3 — cylinder for transferring the force from the action of the assist gas jet to the meter;
4 — copying film for recording the jet diameter; 5 — magnetic film fixation racks;
6 — a jet of assisting gas; 7 — force sensor;
8 — coordinate motion drives of the serial machine LTS-PRO-6000-1530-LD by LTD Aramis;
s — controlled stand-off between the nozzle and cylinder 3
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Figure 3. Results of determining the diameter of the assisting gas jet using CAD system
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The studies were carried out using the serial machine LTS-PRO-6000-1530-LD from
Aramis. The optical head of the machine was equipped with serial single-channel and dual-
channel nozzles from Thermacut with an outlet diameter of 1.5 mm (Fig. 4). In the
experiments, air with a gauge pressure at the nozzle inlet of 0.5 MPa and 1 MPa was used as
an assisting gas.

55

Figure 4. Configuration and geometric dimensions of Thermacut's standard single-channel (a)
and dual-channel (b) nozzles with a center bore diameter of 1.5 mm

The value of the stand-off s between the nozzle section and the force transmission
cylinder 4 of the recording system (Fig. 2) was set and controlled by the stand-off tracking
system of the LTS-PRO-6000-1530-LD serial machine with an error of £0.01 mm.

Results and discussion

A series of experiments was conducted to determine the regularity of the influence of the
nozzle design, the stand-off between the nozzle and the workpiece, and the gauge pressure at
the nozzle inlet on the size and nature of the change in the diameter of the assist gas jet and
the amount of cutting pressure created by it on the surface of the workpiece. The main results
are shown in Figs. 5-7. All experiments were repeated three times. The maximum variation of
the obtained values did not exceed 3 %.
A detailed analysis of the obtained results showed the following. At P,=0.5 MPa
(Fig. 5, curve 3), when the stand-off between the nozzle and the workpiece changes from
0.2 mm to 3 mm with a step of 0.2 mm when using a dual-channel nozzle, the diameter of the
assist gas jet remains relatively stable. The changes are oscillatory with a slight downward
trend. The slope coefficient of the approximating line (as a general estimate of the trend) is
=-0.062 (Fig. 6, a). An increase in the overpressure in the nozzle to P, = 1 MPa (Fig. 5,
curve 4) already significantly affects the change in the diameter of the assist gas jet. An
increase in diameter is observed compared to P, = 0.5 MPa in the entire range of stand-offs.
While maintaining the oscillatory nature of the changes, there is a clear tendency to increase
the diameter with an increase in the stand-off s. The slope of the approximating line is y = 0.5
(Fig. 6, b).
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Figure 5. Change of the jet diameter in the contact area with the workpiece surface depending

on the stand-off between the nozzle and the workpiece:
1 — single-channel nozzle, gauge pressure P, = 0.5 MPa; 2 — single-channel nozzle,
gauge pressure P, = 1 MPa; 3 — dual-channel nozzle, gauge pressure P, = 0.5 MPa;
4 — dual-channel nozzle, gauge pressure P, = 1 MPa

As expected, the results obtained in the study of a single-channel nozzle under the same
conditions differ from the dual-channel nozzle. At P, = 0.5 MPa with stand-offs from 0.2 mm
to 1.4 mm, the parameters of the jet diameter change are close to the results of the dual-
channel nozzle. Subsequently, when the stand-offs increase from 1.4 mm to 3 mm, the single-
channel nozzle forms significantly larger jet diameters (Fig. 5, curve 3). The slope of the
approximating line is y = 0.464 (Fig. 6, c).

When using a gauge pressure of P, =1 MPa in the range of stand-offs of 0.2 mm to
0.8 mm, the parameters of the change in jet diameter are close to the results of the dual-
channel nozzle (Fig. 5, curve 4). When the stand-off changes from 0.8 mm to 1.8 mm, a
relatively slight increase in the jet diameter is observed compared to the dual-channel nozzle.
With an increase in the stand-off from 1.8 mm to 2.6, the excess already increases
significantly, and the oscillatory nature of the change in the jet diameter disappears. From
2.6 mm to 3 mm, there is an abrupt linear increase in diameter (from 4.32 mm to 7.65 mm).

It can be stated that the flow practically "scatters". The slope coefficient of the
approximating line is y=1.556 (Fig. 6, d). It is worth noting that the results obtained
generally confirm the known solution to the problem of jet narrowing. The essence of the
solution is to surround the central jet with a gas flow flowing from a slotted annular contour
whose diameter is several millimeters larger than the diameter of the central jet. This led to
the development of dual-channel nozzles. The component of the flow velocity from the
annular contour is directed radially with respect to the nozzle axis and thus limits the
expansion of the central jet.
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Figure 6. Approximating lines of graphs of changes of the jet diameter
in the processing surface contact area depending on the gap between the nozzle

and the part. Obtained using the Mathcad:
a — (dual-channel nozzle, P, = 0.5 MPa); b — (dual-channel nozzle, P, = 1 MPa);
¢ — (single-channel nozzle, P, = 0.5 MPa); d — (single-channel nozzle, P, = 1 MPa)

The obtained graphs of the assist gas pressure change are shown in Fig. 7. When using a
single-channel nozzle and P, = 0.5 MPa (Fig. 7, curve 1), when the stand-off changes from
0.2 mm to 1 mm, the cutting pressure of the assist gas increases oscillatingly and reaches
amaximum at a stand-off of 1 mm (444 kPa). After that, it drops rather smoothly and
oscillatingly. Thus, for a given nozzle with P, = 0.5 MPa, a 1 mm stand-off is optimal in
terms of maximum process productivity. There is a zone of relatively stable pressure at stand-
offs of 0.8 mm — 1.2 mm (411 kPa — 444 kPa).

An increase in the overpressure in the nozzle to P, = 1 MPa (Fig. 7, curve 2) leads to a
local maximum of cutting pressure at a stand-off of 0.4 mm (686 kPa) with a sharp drop to
443 kPa at a stand-off of 0.6 mm. The second local extreme of the cutting pressure is
observed at a stand-off of 0.8 mm (502 kPa). With a further increase of the stand-off, the
cutting pressure drops oscillatingly. Moreover, at some stand-offs, the cutting pressure at
P, =1 MPa is lower than at P, = 0.5 MPa (s = 1 mm, P, = 1 MPa — 409 kPa, P, = 0.5 MPa —
444 kPa). Thus, when using this type of nozzle, increasing the gauge pressure from
P,=0.5MPa to P, = 1 MPa will give a significant increase in cutting pressure only at stand-
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offs as close as possible to 0.4 mm (+320 kPa). But at such stand-offs, there is a risk of rapid
clogging of the nozzle or damage to the protective glass of the optical head. In the range of
0.6 mm — 0.8 mm, an increase in the pressure at the nozzle inlet gives a significantly lower
increase in cutting pressure (+105.5 kPa ... +91 kPa). From the point of view of achieving
maximum cutting performance, the use of this type of nozzle for stand-offs larger than 1 mm
makes no sense.

0.7

0.6

0.5 /4

A 4

pressure, MPa
o+

N

Cutting
o

0 0.5 1 1.5 2.0 2.5 3.0 3.5
Stand-off, mm

Figure 7. Change of cutting pressure on the surface of the workpiece depending

on the stand-off between the nozzle and the workpiece:
1 — single-channel nozzle, gauge pressure P, = 0.5 MPa; 2 — single-channel nozzle,
gauge pressure P, = 1 MPa; 3 — dual-channel nozzle, gauge pressure P, = 0.5 MPa;
4 — dual-channel nozzle, gauge pressure P, = 1 MPa

When using a dual-channel nozzle and P, = 0.5 MPa (Fig. 7, curve 3), a close to linear
increase in cutting pressure is observed when the stand-off changes from 0.2 mm to 0.8 mm
with a local extremum at a stand-off of 0.8 mm (477 kPa). After that, at a stand-off of 1 mm,
the cutting pressure drops sharply (267 kPa). With a further increase in the stand-off, the
changes in cutting pressure are oscillatory in nature with an extreme at a stand-off of 2 mm
(491 kPa). This is followed by a characteristic sharp drop in pressure at a stand-off of 2.2 mm
(369 kPa), followed by a smooth increase to a maximum value at a stand-off of 2.8 mm
(510 kPa). Moreover, a certain stability of the cutting pressure (465 kPa — 510 kPa) is
observed over a relatively wide range of stand-offs from 2.6 mm to 3 mm. Based on the
above, it is easy to conclude that when using this nozzle and an overpressure of P, = 0.5 MPa,
the condition for ensuring maximum process performance is cutting at stand-offs of 2 or
2.8 mm.

An increase in the overpressure in the dual-channel nozzle to P,=1 MPa (Fig. 7,
curve 4), as in the case of a single-channel nozzle, gives a local maximum cutting pressure at
stand-offs of 0.2 mm ... 0.4 mm (598 kPa ... 594 kPa), which is, however, lower than that for

a single-channel nozzle. Then there is a pressure drop at the stand-off of 0.6 mm to 370 kPa.
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The achieved pressure value is lower than the corresponding value for a single-channel
nozzle. At the stand-offs of 0.8 mm to 1.2 mm, a zone of sufficiently high, stable cutting
pressure (483 kPa to 496 kPa) is observed. In the range of 1.2 mm — 3 mm stand-offs, there is
a smooth oscillating decrease in cutting pressure without sharp extremes. Thus, when using
this type of nozzle, doubling the overpressure at the nozzle inlet, as in the case of a single-
channel nozzle, results in a significant increase in cutting pressure only at stand-offs of
0.2 mm - 0.4 mm, which are quite risky in terms of a high probability of damage to the nozzle
or the protective glass of the optical head. The extremes of the cutting pressure at the stand-
offs acceptable for trouble-free cutting at the excessive nozzle inlet pressures of P, = 0.5 MPa
and P, = 1 MPa are practically the same.

To experimentally verify the results obtained, test samples of carbon steel with a
thickness of 1 mm were cut on a serial LTS-PRO-6000-1530-LD machine from Aramis using
a dual-channel nozzle with a diameter of 1.5 mm. The experiments determined the maximum
straight cut speed with acceptable side surface quality (Fig. 8).

Figure 8. Photographs of the side surface of test specimens made of carbon steel

with a thickness of 1 mm:
a — radiation power N = 3 kW, cutting speed F' = 28000 mm/min, overpressure P, = 1 MPa,
monitored stand-off s = 1.2 mm; b — radiation power N = 3 kW,
cutting speed "= 24000 mm/min, overpressure P, = 1 MPa, monitored stand-off s =2 mm;

The data shown in Fig. 8 demonstrate a fairly good correlation between the cutting
pressure of the stagnant gas jet (Fig. 7) and the maximum laser cutting speed. The absence of
dross and obvious damage to the side of the cut surface was considered acceptable quality.
A drop in the cutting pressure from 496 KPa (s = 1.2 mm) to 296 KPa (s = 2 mm) leads
to a decrease in the maximum cutting speed from 28000 mm/min to 24000 mm/min. Visual
analysis also shows a clear deterioration in the side surface roughness of the test samples.
Thus, the data shown in Fig. 8 demonstrate a fairly good correlation between the cutting
pressure of the stagnant gas jet (Fig. 7) and the maximum laser cutting speed and quality.

Conclusions

1. The developed methodology and a series of experimental studies made it possible for
the first time to establish quantitative dependences of the diameter of the supersonic jet of the
assisted gas (air) and the cutting pressure in the machining zone created by its stagnation on
the surface of the part on the design of the nozzle, the stand-off between the nozzle and the
part, and the pressure at the nozzle inlet.

2. The established numerical regularities of the dynamics of changes in the diameter of
the supersonic assisting gas jet under conditions of gas-assisted laser cutting have shown that
a dual-channel nozzle, compared to a single-channel one, significantly reduces the jet
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expansion over the entire range of changes in the studied parameters. These results are
consistent with the data known in the literature.

3. The obtained array of experimental data showed a complex oscillatory nature of the
change in cutting pressure depending on the stand-off size, individual for each nozzle design
and the overpressure value at its inlet. In the range of stand-offs from 0.2 mm to 3 mm
selected for the study, the differences in maximum and minimum cutting pressures exceeded
100 %. That is, with the traditional use of the existing range of serial nozzles, without the
results obtained in the experiments, it is impossible to predict at the design stage of the
technological process what kind of pressure is created by the jet of the assisting gas in the
cutting zone under specific technological conditions. In practice, this makes it problematic to
effectively design gas-assisted laser cutting processes for maximum productivity and
reproducibility of cutting quality.

4. Experimental verification of the obtained results was carried out on a serial machine
LTS-PRO-6000-1530-LD by Aramis during gas-assisted laser cutting with maximum process
productivity. The verification showed a good correlation between the local stagnant pressure
of the assisting gas jet and the maximum laser cutting speed and the quality of the side
surface.

5. In the future, the use of the methodology proposed in this paper makes it relatively
easy to obtain a set of graphs of changes in cutting pressure for each nozzle that is equipped
with the machine. This will give an understanding of what kind of pressure the jet of assisting
gas creates in the cutting zone under certain technological parameters of the process.
Accordingly, it will be possible to more reliably ensure productive high-quality cutting
at a particular technological installation and improve the level of process reproducibility.
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AHoTtanisi. B po6oTi 3amponoHoBaHa Ta peanizoBaHa METOAMKA €KCIEPHUMEHTAIbHOTO BUMIipPIOBaHHS
PO3MIpIB 30HM il Ta BEJIMYUHM THCKY, IKHH 3a0e3leuye BUAAICHHS PiaKOi a3y MpH ra3oia3epHOMY
pi3aHHI i CTBOPIOETHCS MOTOKOM aCHCTYIOUOTo Ta3y Ha MOBEpXHi Aetanti. [Ipu npoBeaeHHi AocimKeHb
Ha 0a3i cepiitHoro Bepcrata LTS-PRO-6000-1530-LD ¢ipmMu Apamic B ONITHYHIN TOJIOBIII BepcraTta
BCTaHOBJIIOBAJIMCS CEpiifHi coria (0JHOKaHaJIbHE Ta JBOKaHaibHE) KomnaHii Thermacut 3 BuXigHUM
miametpoM  1,5MM. B ekcmepuMeHTax K aCHUCTYIOUHMA Ta3 BHKOPHCTOBYBAJIM  ITOBITPS
3 MAHOMETPUYHUM THCKOM Ha Bxoxi B comio 0,5 MIla ta 1 Mlla. BcranoBneHo 3akoHOMipHOCTI
BINTUBY KOHCTPYKIIii COIUIA, 3a30py MK COIUIOM 1 JETA/UII0 Ta MaHOMETPHYHOTO THUCKY Ha BXOJII
B COIUIO Ha 3MiHU JiaMeTpa HaJA3BYKOBOT'O CTPYMEHsI aCUCTYIOUOTO ra3y Ta BEJIMYUHY THUCKY, IKUH BiH
CTBOPIOE TIPH TaJbMYyBaHHI Ha IOBEPXHI JETali, 32 TEXHOJIOTIYHHX YMOB Ta30j1a3epHOTO pPi3aHHI.
OTpuMaHuii MacuB €KCIIEPUMEHTAIBHUX JaHUX I0Ka3aB, IO TPAIWIIMHUI MiAXiA 10 BUKOPUCTAaHHS
ICHYIOUOT'O CIIEKTpa CEepiHHMX COIesl poOUTh MpodieMaTHUYHUM e(EKTHBHE MPOEKTYBAHHS MPOIIECIB
ra3oja3epHOro pi3aHHS MaKCHUMaJIbHOI MPOAYKTHBHOCTI Ta BIATBOPIOBAHOCTI SKOCTI pi3y.
Ile moB’s3aHO 31 CKIQTHUMH SBHIIAMH B HAA3BYKOBOMY CTPYMCHi, SKi BH3HAYaIOTh BHCOKY
YYTJIMBICTh BEJIMYMHU THUCKY Ha TOBEPXHI JeTali OO 3MiH TeoMeTpii comia Ta TEXHOJOTTYHHX
mapaMmeTpiB mporecy. B pe3ynbTaTi HeMae po3yMiHHS, Ky caMe BEIHMYHHY THCKY CTBOPIOE CTPYMiHBb
aCHCTYIOYOr0 Ta3y B 30HI pi3aHHA 3a THUX YH IHIIHX TEXHOJOTIYHUX IMapaMeTpiB IMpPoIIecy.
3amponoHoBaHa B poOOTI METOIMKA JO3BOJISIE BITHOCHO MPOCTO CTBOPUTH «IACIIOPTH» COTEN, SKUMHU
KOMIUIEKTYETbCA KOKHUM BepcTar. TakuM YMHOM CTa€ MOXIIMBUM YPaxyBaHHS peaNbHOI BETHMYUHU
MOJIsl ACHCTYIOUOTO TUCKY B 30HI pi3aHHA IPH MPOEKTYBAHHI KOHKPETHOT'O TEXHOJIOTIYHOTO HPOLIECY.
BignosigHo, HamifHIE 3a0e3MeUyeThCs TPOAYKTUBHE BUCOKOSKICHE pi3aHHS Ha Ii TEXHOJOTIUHIN
YCTAaHOBLI Ta MOKpAIlyeTbCcsl PiBEHb BiATBOpPIOBaHOCTI mpouecy. ExcnepumenTansHa Bepuikaris
MIPOAEMOHCTpPYBaJIa JOCUTH AO0pPY KOPEAIil0 MK JIOKAIFHUM THCKOM TaJlbMyBaHHS aCHCTYIOYOTO
ra30BOTO CTPYMEHS Ta MAKCUMAJILHOO MIBUAKICTIO JIA3EPHOTO Pi3aHHS 1 SAKICTIO Pi3y.

KmarouoBi ciaoBa: rasonasepHe pi3aHHS, AaCHCTYHOUMH Ta3, COIUIO, HAI3BYKOBHH CTPYMiHb,
ONTOBOJIOKOHHUH J1a3ep.
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