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BU3HAUYEHHS EJIEMEHTAPHUX OINEPAIIIA BA3OBOI I'PYIIN
HEPECTAHOBOK, KEPOBAHUX THOPOPMAIIEIO

B cmammi npedcmagneni pezyromamu 00Caioxcenuss 6a306ux onepayii KpunmonepemeaopeHs,
wo ymeopiowoms 6a308y epyny onepayitl nepecmaHno8okK, Keposanux ingopmayiero. 3a pezyromamamu
nPOBEOEH020 0OUUCTIOBATILHO20 eKCRepUMERmY OYI0 ompumano 6azo8y 2pyny onepayiii nepecmano-
60K, Keposanux iHgopmayicto, ma noby0oearno 0us wei OUCKpemui Mooei npedCmasieHHs Onepayii.
YV x00i ananizy odepocanux pezyriomamie eKCnepuUMeHmy GUGLEHO 3ATeHCHOCME OISl OCHOBHUX eleMeH-
mie onepayii ma 8u3Ha4eHo, wo 6azoey epyny onepayil KpUnmospagpiuHo2o nepemeopeHHs MOXNCyms
ymeopiogamu auuie mi onepayii KpunmoepagiuHozo nepemeopenisi, 8 AKUX 3HAYEHH OCHOBHUX ejle-

. . . . 3 .
Menmis no diazonani dopisnioc 2° eapianman.

Knwuogi cnosa: basosa onepayis, epyna 6azosux onepayii nepecmanosox, Keposauna ingop-
Mayicio, OUCKPemHa M0o0eilb, MAMPUYys iH8epcii, Mampuys 0ONOBHEHHsl, OCHOGHUL eleMeHM.

IHocranoBka npodJemu. [Iporsrom Oara-
TBOX POKIB KpHITOrpadisi CiyryBaja BHKIIOYHO
BificbkkoBUM I1iJIiM. ChOTO/IHI 3BHYalHI KOPHC-
TyBa4i OTPHMAalld MOXJIMBICTH 3BEPTATHCS JIO
3ac001B, AKI JO3BOJISIOTH IM 3aXUCTUTH cele
BiJl HECAHKI[IOHOBAHOTO JIOCTYITY J0 KOH(IIeHIIi -
HOI iH(OpMAIii, 3aCTOCOBYIOYH METOIM KOMII IO~
TepHOi Kpunrorpadii.

3axuct iHpopMaLii 3a IOMOMOTow mud-
PYBaHHS € OJTHUM i3 HalHAIIHHIMINX [UIAXIB BU-
pimenHs ii Oe3meku, OCKinbkM 3amudpoBaHa iH-
(dopmanis cTae JOCTYNHOIO JIMIIE Ul TOTO, XTO
3Ha€, SK 1 po3mUdpyBaTH, i aOCOIOTHO OE3rTy3-
JIOI0 JIJIsl HECAHKIIIOHOBAHOT'O KOPHCTYBaya.

V miff crarTi 00MEXHUMOCS TOCIIIIHKEHHIM
CHHTE3Y JIHIIE OJHi€] 6a30BOi Ipynu TPUPO3PsA-
HHUX eJIEMEHTapHHUX OMepalliii epecTaHOBKH, Ke-
poBaHUX iH(MOpMaLi€lo, s KpUOTOrpadidHOTOo
NepETBOPEHHSL.

AHaniz ocraHHix gociaimkenb. Cepen
OCTaHHIX JOCTIPKEHb 1 MyOJIiKalii BapTO BHIi-
utu: [1], e nmpoBeaeHo kinacuikaLio TPUPO3-
PANHUX eJeMeHTapHUX QYHKIIN ISl KpUITO-
rpagiuHoro mnepeTBopeHHs iHdopmaii; [2], ne
NPOBENICHO CHMHTE3 MHOKMH MOAEJCH cremiaii-
30BaHUX TPUPO3PSIOHUX JOTYHMX (QYHKIIH 1
3MIHCHEHO TPYIyBaHHS MOJENEH TPUPO3PITHHX
JoriuHux QyHKUid [U1a KpunTorpadiyHoro nepe-
TBOpPEHHS 3a 00paHuMH Kputepismu; [3], ae Bu-
BEJICHO TBEPJDKEHHS TS elIeMEHTApHUX (DYHKITIH
MePeCTaHOBOK, KepoBaHuX iH(popMarliiero; [4], e
JUTS TIOJJAJIBIIOTO JOCTIIKEHHS! BU3HAUEHO IPyIy
eJIEMEHTApHUX (QYHKIIH MiHIMaIbHOI CKJIaJHOC-

Ti; [5], Ae OTpUMaHO BU3HAYCHHS JJIS MIPSAMUX Ta
IHBEPCHUX €JeMEHTapHUX (YHKLiH, KepoBaHHX
iHpopMalliero, BU3HaueHO 0a30Bi omeparii Ta
0a30Bi Ipynu omepamiii s KpurnrorpagpiqHoro
MEPETBOPEHHS.

[IpoTe B X MOCHI/DKEHHSIX HE BHBYAJa-
Csl MOKJIMBICTh MPaKTUYHOI peajizamii 6a30BUX
omepauiii mepecTaHOBOK, KEpPOBaHUX iHGopma-
LI€X0.

MeTtoro AOCHiIKEHHSI € BU3HAUYCHHS Ta
aHaJli3 eJIeMEHTapHUX omepauiil 6a3oBoi rpymnu
omepauiii mepecTaHOBOK, KEpPOBaHUX iHGopma-
Ii€10.

Buxaan ocHoBHoro martepiaay. Jlns Bu-
JiJeHHS Ta OTPUMAaHHS 3 BU3HAYCHUX 0a30BUMH
orepauiii kpunrorpadiyHOro mepeTBopeHHs Oa-
30BUX TPy CKOPHCTAEMOCS OOYHCIIOBAILHUM
EKCIEPUMEHTOM.

Jnist 1bOTO HaBeAEMO SIK MPUKJIA eKcIie-
PUMEHTAIIFHO OTpUMaHy 0a30By TpyIy orepariiit
KPHUITOIIEPETBOPEHHST /ISl KOJYBaHHS Ta JIEKO-
nyBaHHA QYHKUIN y BUIsLA Ta0u. 1.

[Ipencrasnena B Tabn. 1 rpyma onepariit €
npukiagoM 0a30BOi TPyMH oOmepamiii KpunTo-
rpaidHOrO MEpeTBOPEHHS AN KOLyBaHHS Ta
JeKOAYBaHHS, BU3HAUYEHOI BHACHIJOK OOYHUCIIO-
BaJIbHOTO EKCIICPUMEHTY.

[ToBHa MHOXHMHA 0a30BUX IPYIl Onepamiit
KpunrorpagiyHoro nepeTBOpPeHHs, BA3HAYCHUX
BHACIIJIOK OOYHCIIOBATLHOTO EKCIICPUMEHTY,
SKi YTBOPIOIOTh MaTeMaTU4YHY TPYITy ONeparii,
CTaHOBHUTH 764 6a30Bi rpynu onepauii.
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Tabaumg 1
Ba3zoBa rpyna onepauiii Kpunrorpa@iiyHoro nepeTsopeHHs
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Koxna Bu3HaueHna 0a3zoBa rpyma omepa-
il KpunrorpadivHOro MEPEeTBOPEHHS Ma€ CBIl
NOPSAJIKOBHI HOMEpP, a elIEMEHTapHi omeparii
JUISL KOLYBaHHSI Ta JEKOAyBaHHS, IO BiAMOBi-
JaloTh 0a30BUM IpynaMm omepaunii, mo3HadeHi
Kojamu QyHKii [4].
JJis moaNbuX JOCHiKEHb TPUPO3PS-
HHUX OIepauiii KpunTorpadgiyHoro nepeTBOpeHHs
NPEJCTABUMO OCHOBHI eJIeMEHTapHI (QYHKIIT y
TakoMy BUIIIAII [6]:
x, )

Fo
m ('x] ’
&)
fm (x1>xz>x3)’
)
fm (xl > x2 > x3 )
PEHHS MEpIIOro, APYroro Ta TPEThOrO PO3PSAAY
iHpopmaLii BiAMOBIAHO, L0 SBJISIOTH COOOIO
JIUCKPETHI JIOT1uHI QYHKIIT; m — 11e KoJ QyHKIii
NEPETBOPEHHS, 110 3aCTOCOBYETHCS; X, X, , X,

— me QyHKIii nmepeTBo-

3HA4YEHHS MEPIIOTo, APYroro, TPEThOro PO3pAIiB
iH(opMallii BiAMOBITHO.
Binomo, mo x,,x,,x, € {0;1}, a Bi/mosi-
JTHO 1 3HAYCHHS TUCKPETHHUX JIOTTYHUX QYHKIiH
1 2 3
fm()’fm( )’fm( )E{O;l }

Ockinbku onepatii kpunrorpagiaHoro me-
PETBOPEHHSI CHUHTE3YIOThCSI HA OCHOBI BHOpaHHX

eleMeHTapHUX (DYHKIIH, TO iX MOXKHAa TpeacTa-
BUTH y BUIJIAJI KOMITO3UIIT BiAMOBIAHUX (DYHK-
it HepeTBopeHH;I'

G

3BiJCH BUILIMBAE, IO €IEMEHTApHI (QyHK-
W f@ £ yTBOPIOIOTH OmEpaliio Kpu-

(1)

m

(2)

m

mit
TorpaQ)quoro MIepPETBOPEHHS.

BukoHaBIIM JOCHTIHKEHHS OIEpalliii KpuII-
TorpadiyHOro MEPEeTBOPEHHS, 3 SIKUX YTBOPIOETh-
csi 0azoBa rpyma omepamiii KpunrorpadiyHOro
NepeTBOPEHHsI, OyJ0 BHU3HAUCHO, IO MHOXHHY
eJIeMEeHTapHUX (QYHKIIH, SIKi YTBOPIOIOTH OIepa-
1ii, MOXXJIMIBO BUKOPHCTOBYBATH SIK IJISI IEPETBO-
PCHHSI, TaK 1 JUIsi 0OCPHEHOT0 TEPETBOPEHHS BiJI-
noBiHO. Hamani Oynemo Ha3wBaTH Taki BiAIIOBi -
Hi mapu KpunrorpagiyHoO OIepaui€ro MepeTBo-

peunss F ' Ta xpunrorpadiunoro onepaieto
obepHeHoro meperBoperns F ¢ indopmarii Bin-
ITOBITHO.

[IpencraBuMo, BIJNOBITHO 10 BU3HAYCHUX
Mo3HaueHb, 0a30Bi IPyHH OIEpaliil KpUIITOrpa-
(hi4HOrO MEePEeTBOPEHHS B SBHOMY BHIJISI.

PosrnsiHeMo mpescrtaBieHy B TaOu. 1, BH-
3HAa4YEeHY BHACHIIJIOK OOYHCIIIOBAJIBHOTO EKCIIePH-
MEHTY TpyIy oOmepaiiii KpUNTONEPETBOPCHHS B
TaKOMY BHIJISII:

L. Folﬁ wo = (05 5 1)) = Fdew = (s fuds £
20 Fonm =S L0 = Fgf wa = (s 1275 )

3. 83 2039 _ (fg(l) 25}2)’ (3)) = 53 . _ (fs(l), 7(]2)’ 223))

4‘ 58 2078 _ (f5(1) (2) (3)) = FS‘; w14 _ (ngl)’ (2) lii))

5. F5k8,116,39 =S AR A = Fhana =L AP LD

00 Flsons = (5 [ s ) = Fangn = (s o5 S5))
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k _ Q] 2) 3) d
7o Foypne = s 1705 ha) = Fyiieso

k — O £2) £0G) d
8. F83,ll6,78 —(fss > J116 7f78 ) = F92,46,27

SKmo po3mMcaTH KOXHY €JeMEHTapHY
(GyHKIiO ormepallii, TO OTPUMAEMO JHUCKPETHY

X X, VX X,
k
F

02,4627 — | X1 "Xy V Xy Xy

X X3 VX X |

XX, VX)X

k _ J—
Foq10 =% X%, VX, X,

XXy VX, X,

XX, VX X,
k _
F83,29,39 =%
XXy VX, t X,
X, X, VXX,
k _
F58,29,78 = x
X, Xy VX, X,
X, X, VX, - X,

k _ J—
F58,116,39 =X

X, X3 VX, X,
XXy VXX,

k _
F53,46,]]4 =X
X, Xy VX, X
XX, VX X
k _
F92,71,114 =X

X, X3 VX, X,
XX, VX, Xy

k _ J—
Fei67 = | %

Xt Xy V Xyt Xy

OpHak [uIs BH3HA4YeHHS 0a30BUX TIpyndn
omepauid  KpuUnTorpagidyHOro  MEepPeTBOPEHHS
NPE/ICTABJICHI 3a JIOTIOMOTOK0 TaKOi JUCKPETHOL
MOJIEJl eIIeMEHTapHi ormeparlii € CKIaTHUMHE IS
posyminns. Tomy, nmpencTtaBUMoO BH3HAYCHI OIle-
pamii kpunrorpadiyHOTO MEpPeTBOPEHHS 3a J0-
MIOMOTOI0 JIMCKPETHOI MOJIEN, SIKa YTBOPIOETHCS
NOEAHAHHAM MAaTpHLb NEPECTaHOBKH W JIOMOB-
HEHHs. 3HAYCHHS OCHOBHOI'O po3psay iHdopma-

d _
= F83,116,78 =

d _
= F83,29,39 =15

Xy VX, Xy |

J— d _
Xy VX, Xy | = F53,46,]]4 =15
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_ — d _
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J— d _
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MOJIeTh TIPENICTABIICHHS KpUNTOrpadidHuX orre-

parriii, o MaTUMe TaKUH BUIJIS:

XXy VX, Xy

X, X, VX, X, &

XXy VX, Xy

X X, VX, - X,

"Xy VX, Xy |, 2)
XXy VX, - X,
X, X, VX Xy

d _ —
F53,71,27 =X X VX X, 3
Xt X5 VX, X,

XX, VX, - X,

"Xy V Xyt Xy |, %)
X, X3 VX, X,
XX, VX, "Xy
d _ —
F92,71,114 =X Xy VX, Xy, Q)
Xp Xy VX, Xy
XX, VX, - X,
"Xy V Xyt Xy |, (6)
X X3 VX, X,
X, X, VXX,

d | = —
F58,116,39 =X Xy VX, X, @)
X Xy VX, X,y

XX, VX)X,
"X, VX, Xy | ®)
XXy VX, c X,
uii eneMeHTapHoi QYHKLIT I TAKOTO THITY JUC-
KPETHOI MOJIENi BH3HAYAETHCS 32 CTAHOM, B SIKO-
My BiH 3HAXOIUTHCS B MEPIIOMY PO3PSIL €ISMEH-
TapHOi QyHKLII.
J1d momanbInoro  JOCHTIHKEHHS TIpeJCcTa-
BUMO TPYIy OIEpaIiii Ui KPUIITONCPETBOPCHHS
3a JIOTMOMOTI'0K0 JUCKPETHOT MOJIEII, 110 TPEICTaB-

TSETHCS Yy BUTIISAAL TIOETHAHHS IBOX MATPHIIh (Ma-
TPHIII IEPECTAHOBOK Ta MaTPHIIl JOIIOBHEHHS).
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101 111
F9];,46,27 =1100|= F8a3],116,78 =(011], ©
110 100
011 111
Figa =[111 = Fy5 =101}, (10)
110 111
111 011
F8§,29,39 =1101|= F5031,71,27 =111}, (11)
111 110
010 011
FS§,29,78 =101 |= Fs§,46,114 =100/, (12)
100 011
010 101
FS§,116,39 =011 |= F9§,71,114 =111/, (13)
111 011
011 [010]
Fiaena =|100|= Figro5={101], (14)
1011 1100]
101 010
F9l§,71,114 =|111|= FS%,116,39 =011}, (15)
1011 111 |
111 101
Finens =011 |= F 4o, =[100], (16)
1100 110
Ie 0 abo 1 — 3HAYCHHSI OCHOBHOIO €JIEMEHTA PosrnsnyBmm 6a3oBy rpymy omnepariii

eNIEeMEHTAPHOI omepallii B mpsiMoMy abo i1HBEpCHO-
My 3HayeHHi; 0 abo 1 — 3HauYCHHS ITOAATKOBOTO
eJIeMEHTa EeJIEMEHTapHOi orepanii, SKUi 3Haxo-
JIUTHCS B MPSIMOMY 3HA4€HHI, 10 TIO3HAYCHO «1»,
a00 IHBEpPCHOMY 3HAYCHHI, 110 BiANOBIAAE «0y.

Fk

KpUNTorpadiyHOro MEepeTBOPEHHS, NpejCTaBlie-
Hy BUIIE y BUIMISAI JUCKPETHOI Mozen, Oyno
BU3HAYEHO HACTYIHI 3aJIKHOCTI AJISl OCHOBHHX
CJICMCHTIB OIepalliii:

_ _ _ _ d _ _ _ _
92,46,27 — X1 =Lx,=0,x;=0= F83,116,78 =x=Lx,=1Lx;=0,

k o _ . d o _ .
F53,71,27 =x,=0,x,=Lx;=0= F83,29,39 =x,=Lx,=0,x;=1,

k o _ _ d o _ _
Forw=X=Lx,=0,x;=1= Fg; ., =x=0,x,=1Lx;=0,

Fk

_ _ _ _ d _ _ _ _
58,2078 — X1 = 0,x,=0,x;,=0= F53,46,114 =x,=0,x,=0,x;, =1,

k o _ _ d o _ _
Fig 116,30 = X, =0,x, =Lx;=1= Fo 21014 = X, =Lx,=Lx; =1,

k o . . d o . .
F53,46,114 =x,=0,x,=0,x;=1= F58,29,78 =x=0,x,=0,x; =0,

k o _ . d o _ .
F92,71,114 =x=Lx,=Lx;=1= F58,116,39 =x =0,x,=1x; =1,

k _ _ _ d . _ _
Fanens =X =Lx, =Lx; =0= Fg 45 =% =1,x,=0,x,=0.
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JloC/IiAMBIIKM OTPUMAaHI 3aJI€KHOCTI, MOXK-
Ha 3pOOWTH BUCHOBOK, 1[0 3HAYCHHS 10 AiaroHa-
7 OCHOBHHMX €JIEMEHTIB omepauiil kpunrorpadiv-
HOT'O IMEPETBOPCHHS, SKI BXOAATH 1O AOCIIIKY-
BaHOI I'PYyIH, YTBOPIOE BiciM BapiaHTIB omnepariii,
10670 2° BapiaHTiB. 3BifCH MOXKHA 3pOGHTH IPH-
MyIIeHHS, M0 0a30By IpyIy Omepalii Kpunro-
rpa¢iqHOro MEePEeTBOPEHHSI MOXKYTh YTBOPIOBATH
aume Ti onepanii KpUnTorpadivHOro MmepeTBo-
PEHHS, B IKUX 3HaYCHHS! OCHOBHHUX €JIEMEHTIB I10
JliaroHai J0piBHIOE 2} BapiaHTaM.

BucHoBkH. 32 pe3yabTaTaMu MIPOBEICHOTO
00YHMCITIOBAJIBHOTO €KCIEPUMEHTY BH3HAuYeHO Oa-
30BI omepallii, o BXOIATh /10 0a30BOI IPyIH OIe-
pailiii IepecTaHOBOK, KEPOBaHUX 1H(OPMAILII€TO.

B pesynbraTi npencraBieHHs Tpynu 0as3o-
BUX OIEepaliii y BUIJSIII TUCKPETHUX MOJIEIEH
OyJI0 BH3HAYEHO 3aJICKHOCTI JUIsi OCHOBHUX elle-
MEHTIB OTeparii.

VY xoni aHami3zy oJep)KaHUX pe3yJIbTaTiB
Oyyno BuUsBIEHO, 1O 0a30By TPyIy oOMeparii
KpUNTOrpadivyHOro NepeTBOPEeHHsS MOXYTh yYTBO-
proBaTH JMIIe Ti omepauii KpunrorpadigyHoro
NEPETBOPEHHS, B SIKMX 3HAYEHHSI OCHOBHHX elle-
MEHTIB T10 JiaroHai TOPiBHIOE 2} BapiaHTaM.
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DEFINITION OF ELEMENTARY OPERATIONS OF CORE GROUP PERMUTATIONS,
CONTROLLED BY INFORMATION

Introduction. Over the years, cryptography served to only military targets. Today ordinary us-
ers have the opportunity to use tools that allow them to protect themselves from unauthorized access
to confidential information using methods of computer cryptography.

Data protection with the use of encryption is one of the most reliable ways to address its securi-
ty as encrypted information is available only for those who know how to decipher it.

The purpose of scientific work. The objective of this research is to identify and analyze elemen-
tary operations which consist of basic operations of permutations, controlled by information.

Formulation of the problem. In modern printed editions special attention is given to the use of
three digit matrix operations of cryptographic transformations and based on these algorithms re-
sources for information protection. However, in these studies, no analysis of the operations of permu-
tations, controlled by information, is performed for encoding and decoding of the information.

Summary of the main part. The article presents the results of research of basic cryptographic
operations that form the core group of permutations operations, controlled by information. After the
results of numerical experiment the core group of permutations operations, controlled by information,
is received and discrete models of operations representation are constructed. During the analysis of
the results of the experiment dependences for basic elements of operations are revealed.

Conclusions. It is determined that the core group of cryptographic transformation operations
can be formed only by those cryptographic transformation operations in which the value of the main
elements diagonally is equal to 2° options.

Keywords: basic operation, group of basic operations of permutations, controlled by informa-
tion, discrete model, inversion matrix, addition matrix, main element.
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