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Abstract. Key recovery attacks pose a critical threat to cryptographic systems, as these attacks directly compromise
the security of encryption mechanisms. The purpose of this study was to develop a novel single-ciphertext key
recovery method that addresses the limitations of traditional cryptanalysis techniques in scenarios with limited data
availability. The methodology combined an enhanced B-C3-HSwish neural distinguisher with Bayesian optimisation
guided by the Upper Confidence Bound (UCB) strategy. The neural distinguisher was improved through multiscale
convolutional layers, activation function optimisation, and diversified input structures, while Bayesian optimisation
mapped the key recovery problem to a high-dimensional search task using a Gaussian process surrogate model
and the UCB acquisition function. Experimental results on the Speck32/64 encryption algorithm demonstrated
a 56% success rate in 11 rounds of key recovery attacks, with data complexity ranging from 213.5 to 213.6. This
result surpassed the 52.1% success rate obtained in the reference. The B-C3-HSwish neural discriminator has been
improved, in particular by replacing the Relu activation function with Hard_swish, to increase its accuracy in single-
pair input mode. This study not only offered a new, resource-efficient solution for key recovery in single-ciphertext
scenarios, but also highlights the powerful potential of Bayesian optimisation as a promising paradigm for advancing
cryptanalysis. The practical value of this work lies in its ability to provide a resource-efficient solution for key
recovery in single-ciphertext scenarios, making it particularly suitable for real-world applications with constrained
data. This approach also establishes Bayesian optimisation as a promising paradigm for advancing cryptanalysis
and enhancing cryptographic security

Keywords: Bayesian optimisation algorithm; feature extraction optimisation; attack scenario; Speck32/64
algorithm; neural networks

INTRODUCTION
As the intersection of deep learning and cryptography
has progressively deepened, the application of neural

robustness of cryptographic algorithms. The application
of deep learning in cryptanalysis is becoming particu-

networks in cryptanalysis has garnered considerable
attention. In the modern environment of rapid devel-
opment of both cryptographic data protection methods
and methods for breaking such protections, there is
a growing need for new approaches to analysing the

larly relevant, as it allows for the automatic detection of
complex patterns and vulnerabilities that are difficult
to detect using traditional methods. As a result, the ap-
plication of neural networks in cryptanalysis is attract-
ing increasing attention from researchers.
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According to research by Z. Hou et al. (2021), an en-
hanced neural distinguisher was proposed to improve
the performance of cryptanalysis. The authors’ work sig-
nificantly boosted the accuracy of the distinguisher in dif-
ferential cryptanalysis by optimising network structures
and input data formats. The authors highlighted that the
integration of convolutional neural networks (CNNs) and
attention mechanisms can effectively capture nonlinear
features in ciphertext, thereby enhancing model perfor-
mance. A. Gohr (2019) explored how deep learning tech-
niques could be employed to attack the reduced-round
Speck32/64 cipher. By incorporating deep neural net-
works, the author successfully enhanced the efficiency
of the attack and demonstrated the potential of neural
networks in cryptanalysis. The author concluded that
deep learning not only accelerates cryptanalysis but also
uncovers patterns that are challenging to detect using
traditional methods. In particular, A. Gohr et al. (2022) in-
vestigated the effectiveness of using deep convolutional
neural networks for differential cryptanalysis tasks. The
authors focused on studying how neural networks can
automatically learn to distinguish encrypted texts de-
rived from certain known differential characteristics. The
results of the study demonstrated that deep CNN models
are capable of achieving high accuracy, even surpassing
traditional statistical methods, particularly with fixed en-
cryption parameters.

In the researchers’ work, L. Zhang & Z.Wang (2022)
conducted a comparative analysis of several modern
architectures, including CNN, and ResNet, for use in
differential cryptanalysis tasks. The main focus was
on the effectiveness of model training when varying
the amount of training data and the complexity of dif-
ferential characteristics. The authors concluded that
ResNet models have high stability and generalisation
ability under limited training sets, demonstrating im-
proved accuracy compared to other approaches. In con-
trast, S. Zhu et al. (2025) focused on adapting ResNet
to analyse high-dimensional ciphertext, which is char-
acteristic of modern block ciphers. The research cov-
ered network depth optimisation and the application of
various normalisation mechanisms to avoid overfitting.
As a result, the authors confirmed that ResNet not only
maintains accuracy when working with large amounts
of data, but also better copes with detecting weak dif-
ferential characteristics in complex cryptographic con-
structions. Through experiments comparing various
neural network architectures in differential cryptanal-
ysis, the researchers concluded that residual networks
(ResNets) perform exceptionally well when handling
complex ciphertext, particularly in high-dimensional
data environments.

The research by A.Benamira et al. (2021) delved into
the application of machine learning in cryptanalysis. Ex-
perimental validation of the effectiveness of various ma-
chine learning models in cryptographic attacks revealed
that, although neural networks perform well in crypta-
nalysis, the interpretability remains a pressing issue.
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The authors suggested that future research should fo-
cus on improving model interpretability to better un-
derstand the decision-making processes. A. Baksi et
al.(2021) proposed the application of machine learning
techniques to enhance differential distinguishers for
lightweight ciphers. By integrating machine learning
with traditional cryptographic analysis methods, the
authors demonstrated significant improvements in the
identification of differential characteristics, thereby ad-
vancing the efficiency of cryptanalysis for lightweight
ciphers. The authors’ work underscored the potential
of machine learning in optimising cryptographic algo-
rithms and highlighted its relevance in the evolving
field of lightweight cipher security.

P. Auer (2020) explored the application of online
learning in cryptanalysis. By introducing the Upper Con-
fidence Bound (UCB) algorithm, the author proposed
an online learning framework capable of dynamically
adjusting model parameters to adapt to continuously
changing ciphertext data. The research demonstrated
that online learning can effectively enhance model per-
formance in real-time cryptanalysis. D. Lin et al. (2022)
proposed the application of the Bayesian optimisation
algorithm in cryptanalysis. By combining Bayesian opti-
misation with neural networks, the authors successfully
improved the efficiency of cryptanalysis and highlighted
the importance of Bayesian optimisation in hyperpa-
rameter tuning. The research provided new insights into
automated model optimisation in cryptanalysis.

Although these studies have made significant pro-
gress in the intersection of neural networks and cryp-
tography, some aspects remain underexplored. For
instance, existing research primarily focuses on dif-
ferential cryptanalysis, while the application of linear
cryptanalysis has received less attention. Additionally,
how to generalise neural network optimisation strate-
gies across different types of cryptographic algorithms
remains an underexplored issue. These questions
served as the focus of this study, aiming to provide new
insights for the further application of neural networks
in cryptanalysis. The aim of this study was to propose
a new single-ciphertext key recovery method that over-
comes the limitations of traditional cryptanalysis tech-
niques in data-scarce scenarios.

MATERIALS AND METHODS

This research conducted an in-depth literature survey,
focusing on the following aspects: network structure
optimisation (different types of network structures,
such as convolutional neural networks, residual net-
works, attention mechanism networks, etc., and the
advantages in feature extraction and expression ability
were studied); input data structure optimisation (dis-
cusses how to optimise the ciphertext to input mode,
in order to better use the learning ability of the neural
network to improve the performance of the differenti-
ator); activation function and the normalisation tech-
nique (compare the different activation functions, and
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normalisation methods affect the performance of mod-
el, to find the best combination to improve the accuracy
of a differentiator).

In this study, A. Gohr (2019) attack approach was
adopted. By assuming an s-round differential § = A with
a conversion probability of , denoted as Chosen Differ-
ential (CD), the y-round distinguisher was extended to
an s+yround distinguisher. Due to the probabilistic na-
ture of the preset differential, it was required to gener-
ate approximately ¢ x 27 (denoted as n_) plaintext pairs
with input differences of §, where c is a small constant.
Next, using the n_b neutral bits of the s-round CD, each
plaintext pair was expanded into a plaintext structure
containing n_b plaintext pairs. Since Speck32/64 does
not perform key addition before the first nonlinear op-
eration, the differential propagation characteristics of
single-round encryption were not affected by the secret
key. Therefore, the generated n_cts ciphertext structures
could be decrypted at zero cost with a zero key and ex-
tended forward by one round to obtain the plaintext
structure. Finally, all obtained plaintext structures un-
derwent 1+s+y+1 rounds of encryption to obtain the
ciphertext structure for the key recovery attack. After
obtaining the high-accuracy differential distinguisher
through the neural network, A. Gohr (2019) used the
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Figure 1. Round
Source: compiled by the authors

differential distinguisher of two rounds of 6 and 7 to
carry out a key recovery attack against the 11 rounds of
Speck encryption, which is the purpose of differential
analysis. The symmetric cipher was broken as a whole
by performing a key recovery attack through the differ-
ential distinguisher to obtain the real key.

The initial idea of extending rounds for decryption
can be presented as a sequential operation with pre-
pared differences and gradual addition of rounds to a
known differential diffuser. First, a pair of plaintexts
with a difference (0x211, 0xa04) was selected; after
two rounds of encryption, this difference was convert-
ed into a high-probability difference (0x40.0) with a
probability of 2-¢, which allowed it to be extended to
the equivalent of 9 rounds based on a 7-round differ-
ential. Further, using Speck’s property, according to
which one round can be “added” without additional
probability costs, the resulting 9-round differential
was expanded to 10 rounds without loss. When restor-
ing the key, the pairs of ciphertexts were decrypted one
round back, obtaining N-1-round ciphertexts, and a
differential distinguisher was applied to these results;
thus, the 10-round analysis can be raised by one more
round, achieving effective coverage of 11 rounds of en-
cryption (Fig. 1).

PK: Free one round with Partial Key guess
CD: Classical Differential

ND: Neural Distinguish-er

KG:Key Guess

expansion process
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Since CD is probabilistic, only a 277 probability of
plaintext structures satisfying the difference value &
will propagate to ciphertext structures with a difference
of A after s rounds of differential propagation. This re-
sults in low computational efficiency. To accelerate the
attack, A. Gohr (2019) introduced a UCB exploration-ex-
ploitation method for setting confidence interval upper
limits. Each ciphertext structure was assigned a priority
level, and before each key guess, the ciphertext struc-
ture with the highest priority was selected. This process
was repeated n, times to concentrate computational re-
sources on the most likely correct ciphertext structures,
thereby improving the attack efficiency.

The distinguisher’s response to guessed subkeys
depends on the Hamming distance from the true
subkey. Therefore, the pre-generated incorrect key re-
sponse file served as the basis for the Bayesian subkey
search. By minimising the weighted Euclidean distance,
the next candidate subkey was obtained. After selecting
the most promising ciphertext structure C (1<j<n_)
candidate subkeys were randomly picked from the
possible keys and entered into the Bayesian optimisa-
tion algorithm for n__, iterations. In each iteration, the
candidate subkey kl’/. (1<j<n_ ) was used to decrypt
one round of the (1+s+y) round ciphertext structure C,
obtaining a score z/*/ using the y-round distinguisher,
which was then combined into v,, . The response file
selected the first n_ ., smallest Euclidean distance keys
as the next guessed keys.

When searching for y-round candidate subkeys us-
ing the Bayesian optimisation algorithm, the subkey k
and its score v, , were stored. When v, exceeded the
threshold c,, the reciprocal second-round candidate
subkey v, (1<j<n_ ) was used to decrypt one round
to obtain the 1+s+y -1 round ciphertext structure, and
the neural distinguisher and response file search were
performed using the y - 1 round. If &, scored higher
than the threshold c,, the search was terminated, and
k, and k, were returned for verification. Preset thresh-
old - C,,=10, C,,=10. Before returning the guessed key,
it is necessary to verify the search within a small range
around it. Find subkey groups with a Hamming distance
of 2 from k, ;and k, , combine these groups to form ci-
phertext structures,and use the y-round and y - 1 round
distinguishers to score the resulting structures. Return
the subkey corresponding to the best score, eliminating
bit errors. If the verification improves, repeat the verifi-
cation with the new best-guessed key.

In this paper, the standard-based UCB algorithm
was used to assign priorities to each ciphertext struc-
ture according to its recommended sub-key score and
access times and was combined with Bayesian optimi-
sation to speed up the key recovery process. The key
recovery attack was considered successful when the
final returned subkey is correct and the second-to-last
wheel key had at most 2-bit of error. The data were di-
vided into training, validation, and test subsets (approx-
imately 80/10/10) with independent random number
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generator seeds; classes were balanced, and bit rep-
resentations were normalised according to the archi-
tecture (bit-plane or one-hot for CNN). The model used
a binary loss function (binary cross-entropy), Adam opti-
miser (8,=0.9,5,=0.999, = 1e-8) with a starting learn-
ing rate of 1e-3, a mini-batch size of 256, and L, reg-
ularisation (weight decay = 1e - 5); in full experiments,
dropout 0.3 was applied in fully connected layers. Train-
ing lasted up to @ maximum of 200 epochs with early
stopping with a patience of 20 epochs on the validation
metric (validation loss or AUC), and the training plan
used ReduceLROnPlateau to reduce the learning rate in
the absence of improvements. For stability, the results
were obtained with three different random seeds, while
checkpoints with the best validation values were saved
and all key metrics (train/val loss, AUC, accuracy) were
logged to ensure full reproducibility.

The complete key recovery attack protocol inte-
grated a neural discriminator with Bayesian optimisa-
tion as a single procedure for searching and verifying
candidates. Initially, a pool of 32 initial candidates was
formed, which were obtained either by pre-ranking a
large set of hypotheses by a neural network on a small
subset of data, or by combining statistical heuristics and
local mutations; for each candidate, partial decoding to
an intermediate state (N-1 round) was performed, and
these intermediate vectors were fed to the recogniser.
The recogniser returned the probability p_k that the in-
termediate values correspond to the expected differen-
tial; for input into the optimisation procedure, p_k was
aggregated (averaged or median across several batch-
es) and, if necessary, converted to log-odds.

Bayesian optimisation worked with a surrogate
Gaussian Process (RBF-kernel) model or TPE as a fall-
back and used the Expected Improvement acquisition
function (alternatively UCB); optimisation was initiated
with n_init=20 random evaluations and performed up
to 500 iterations, with BO proposing the next candidate
for evaluation at each iteration, obtaining S_k (target
evaluation, e.g. - logit(p_k) or another aggregated qual-
ity function) and updating the surrogate. The stopping
criteria included reaching the maximum number of it-
erations, no improvement within a specified patience
period, or reaching the threshold p_k (e.g., 2 0.99); final
verification was performed for the top M candidates for
S k (e.g., M=15) by complete decryption. For statistical
evaluation of the attack’s reliability, N=100 independ-
ent runs were performed with different seeds and sets
of text pairs, after which the success rate, the average
number of decryption oracle calls,and the average time
were recorded; standard statistical tests (t-test or boot-
strap for confidence intervals) were used for compari-
sons between approaches.

RESULTS AND DISCUSSION

The network structure following the aforementioned
improvements is designated as B-C3-HSwish (Jiang et
al., 2025), as illustrated in Figure 2. Specifically, the
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module has been redesigned into a multi-branch par-
allel convolutional structure, which not only enhances
the diversity of feature extraction but also improves the
overall expressiveness of the network. Furthermore, the
original ReLU activation function has been replaced

with the Swish activation function, effectively mitigat-
ing the issue of “neuron death”that may arise due to Re-
LU’s constant zero output in the negative region, while
also enhancing the network’s adaptability to different
input data distributions.
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Figure 2. Overall structure diagram of the improved neural network B-C3-HSwish

Source: compiled by the authors

As a result of the literature analysis, it can be sum-
marised, that the network structure after the aforemen-
tioned improvements is named B-C3-HSwish, as shown
in Figure 2. Specifically, Module 2 has been redesigned
into a multi-branch parallel convolutional structure,
which not only enhances the diversity of feature ex-
traction but also improves the overall expressiveness
of the network. Moreover, the original Relu activation
function has been replaced with the Swish activation
function, effectively alleviating the issue of “neuron
death” that may occur due to Relu’s constant zero out-
put in the negative region, while also enhancing the
network’s adaptability to different input data distribu-
tions. A model of a multiscale convolution enhance-
ment scheme was proposed, which integrates the
multiscale convolution method and network design
principle of RegNet. 3 * 3. By utilising stacked convo-
lutions and adding convolutional branches, the impact
of these modifications on the distinguisher accuracy
was investigated. This method significantly enhances
the feature extraction function of the model.

Activation function improvement: activation func-
tion and normalisation can improve model expression
ability, prediction accuracy, stability, and convergence
speed in neural networks. Based on the improved dis-
tinguisher, this paper conducted experiments on the
activation function and normalisation. In the resid-
ual structure, Relu makes the “residual” branch result

non-negatively increasing, which affects the feature ex-
pression. To solve this problem, this paper adjusted the
position of the activation function or replaced it with
Swish, LeakyRelu, etc. After 5 rounds of discrimination
tests of Speck encryption ciphertext pairs, Hard_swish
was finally determined to replace Relu. Development
of an encryption method based on multiple ciphertexts
for input structure: By using random keys for one round
of encryption, the diversity of input data was realised
and the learning ability of the neural network for ci-
phertext features was enhanced. This significantly im-
proved the generalisation ability and training efficiency
of the model.

In this paper, a key search strategy based on Bayes-
ian optimisation was adopted to improve the search
accuracy and efficiency in the attack model. In the at-
tack model, the distinguisher is regarded as a black
box function, and the maximum value of the function
is the candidate sub-key. In order to find the maximum
value, the Bayesian optimisation method was used in
the recovery process, which includes two core process-
es: the prior function and the collection function. The
prior function was solved by Gaussian process regres-
sion, which was then solved by Bayesian inference. The
acquisition function included an exploration-exploita-
tion method, aiming to find the best sample set. That
is, it first guessed a sub-key, decrypted the ciphertext
using the sub-key, and obtained the result through the
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black-box function. Then the candidate sub-keys were
obtained by Bayesian inference using the values of the
sampling points. The value of the sample point can
be calculated by precomputing the sample set in the
case that the wrong key is obtained. Compared with
the traditional search strategy, the Bayesian optimi-
sation method can quickly find the maximum value of
the function and its corresponding parameters without
knowing the function equation, so as to improve the
accuracy and efficiency of key search.

The frequency of recovery attacks was set to 100,
and 100 ciphertext combinations containing 11 rounds
were constructed during each attack. The formation
of these ciphertext structures was based on neutral
bit-flipping technology. Specifically, each original ci-
phertext can be extended to 64 derivative ciphertexts
by a 6-bit bit flipping operation, and the required 100
ciphertext structure groups were finally constructed by
using this bit expansion mechanism. This design ena-
bled a single base ciphertext pair to be systematically
generated into a complete data structure containing
64 associated ciphertexts after bit transformation. The
maximum number of iterations was set to 500 when
searching the ciphertext structure. In each iteration, the
UCB algorithm was used to select the ciphertext struc-
ture with the current highest priority, and the initial se-
lection is the first ciphertext structure.

The decryption evaluation was carried out for the
selected ciphertext architecture, and the Bayesian op-
timisation strategy was used for a total of five rounds
of iterations. In each round of Bayesian optimisation,
all ciphertext pairs were decrypted from 32 preset key
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candidates, and the key selection in the first iteration
followed the random principle. After decrypting the ci-
phertext with these keys, the decryption results were
scored by a specific distinguisher, and the score of each
key and the average of the distinguisher scores were
calculated according to (1):

N

Sk = Z?:l log, (j—izi): 1)

where S, - the score of the secret key; Z - the output signal
given by the neural distinguisher for the i-th input sample.

For the baseline model, the group size k was set
to 1. For the 32 initial keys, the Euclidean distance
score between each initial key and each candidate key
whose difference range was calculated, and the 32 keys
with the smallest distance were screened out as the
candidate keys for the next iteration - [0,2%¢). By this
method, each ciphertext structure only needs to try 160
candidate keys in the last round, and finally output the
adopted keys and the corresponding scoring results.
For candidate keys with scores exceeding the preset
threshold C,, = 10, the Bayesian optimisation algorithm
was further employed to filter out 160 candidate keys
for 10 rounds and calculate the corresponding scores. If
the score still exceeds the threshold C, =10, then the
two selected keys were output as the final key guess-
ing result. The success of key recovery was evaluated
by calculating the bit difference between the guessed
key and the real key. In this paper, five key recovery tests
were carried out, each with 20 key recovery attacks, a
total of 100 key recovery attacks, and the specific recov-
ery situation is shown in Table 1.

Table 1. Results of key recovery attacks

Experimental Rounds 1 2 3 4 5
Number of successes in 20 9 9 14 10 14
recovery experiments
Data Complexity
Success rate 45% 45% 70% 50% 70%

Source: compiled by the authors

As shown in Table 1, in 100 secret key recovery at-
tacks using the B-C3-HSwish differential discriminator,
the number of successful secret key recoveries reached
56 times, with a success rate of approximately 56%.The
average data complexity of the attack was between
2135 and 2%, Compared to the success rate of 52.1%
obtained by this method in reference, the B-C3-HSwish
differential discriminator demonstrated higher accu-
racy in secret key recovery attacks. This was expected
because the discriminator has higher discrimination
accuracy in single-pair input mode.

Between 2020 and 2025, with the rapid develop-
ment of deep learning technology, neural networks have
been introduced into differential cryptanalysis, which
has brought new research directions and possibilities
to this field. Numerous studies have demonstrated that
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neural networks offer significant advantages in learn-
ing and recognising the internal differences character-
istic of encryption algorithms. For instance, H. Niu et
al. (2025) stated that A. Gohr was the first to propose
the use of neural networks to construct a differential
distinguisher, achieving superior results compared to
traditional methods when analysing the lightweight
block cipher Speck. Building on this foundation, the au-
thors explored the potential of deep learning to further
improve the effectiveness of differential distinguishers
by introducing alternative network architectures and
optimisation strategies. Despite these advancements,
current neural network-based differential distinguish-
ers still face several challenges. C. Jia et al. (2025) em-
phasised that classification accuracy remains a key
concern, particularly when dealing with high-round
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encryption, where the accuracy tends to decline signif-
icantly. Similarly, Y. Liu et al. (2024) observed that most
existing distinguishers are only effective against a lim-
ited number of encryption rounds, and the performance
becomes restricted when applied to more complex or
higher-round cipher structures. In contrast to these
challenges, this research demonstrated significant pro-
gress: by using an improved B-C3-HSwish discriminator
and integrating Bayesian optimisation, a 56% success
rate was achieved in key recovery attacks on 11 rounds
of Speck32/64. This result not only confirmed the high
accuracy of this model, but also directly addressed the
problem of limited effectiveness at high rounds, setting
a new benchmark for attacks in a single ciphertext sce-
nario with low data complexity.

A study by N. Mukwevho & C. Chibaya (2020) fo-
cused on the design and evaluation of key scheduling
algorithms (KSAs) in symmetric encryption systems.
The research emphasised the critical role of KSAs
in enhancing the security of block ciphers against
cryptanalytic attacks. The proposed KSA architecture
aimed to balance computational efficiency with cryp-
tographic robustness, incorporating advanced algo-
rithmic constructs to minimise processing time and
resource consumption. Through statistical analyses,
including entropy measures and non-linear complex-
ity assessments, the study demonstrated the resilience
of the proposed KSA against various cryptanalytic
benchmarks, highlighting its superior performance
and security enhancements over existing standards.
This approach, on the contrary, evaluated the effec-
tiveness of an attack rather than the robustness of
the defence. Whereas studies such as N. Mukwevho &
C. Chibaya (2020) focused on how to strengthen KSA
to make key recovery more difficult, this work demon-
strates that even with a potentially robust KSA (as in
the case of Speck32/64), key recovery mechanisms
based on deep learning and Bayesian optimisation
can circumvent these barriers. In contrast, P. Yadav et
al. (2025) conducted research, which highlighted the
interdisciplinary nature of contemporary research and
the importance of rigorous evaluation in complex sys-
tems. S. Dey et al. (2024) proposed HiSE, a hierarchical
(threshold) symmetric-key encryption scheme aimed at
enhancing scalability and decentralisation in symmet-
ric encryption frameworks. This research addressed the
distribution of secret keys to mitigate single points of
attack, incorporating threshold mechanisms within a
hierarchical structure. Evaluations showed that HiSE
could support large-scale, decentralised applications
while maintaining strong security assurances.

J. Chien (2020) addressed the fundamentals and
advances in deep Bayesian mining and learning for nat-
ural language, exploring applications such as speech
recognition, document summarisation, text classifica-
tion, and machine translation, while emphasising the
limitations of traditional deep learning in express-
ing semantic structures and optimising distribution

functions. The tutorial highlighted advanced Bayesi-
an and deep models, including hierarchical Dirichlet
processes, recurrent neural networks, variational au-
to-encoders, and generative adversarial networks, and
discussed the connections and effectiveness in han-
dling symbolic and complex patterns in natural lan-
guage. Variational inference and sampling methods
were formulated to optimise complex models, and
case studies were presented to illustrate applications
in deep Bayesian mining, learning, and understanding.
The tutorial concluded with future directions, aiming
to introduce novices to deep Bayesian learning, moti-
vate emerging topics in data mining and natural lan-
guage understanding, and synthesise distinct lines of
machine learning research.L.Lyu et al.(2022) improved
upon existing framework by integrating deep learning
into differential cryptanalysis, successfully identifying
8/9/10-round neural differential distinguishers for Sim-
eck32/64 and recovering subkeys for 13/14/15-round
Simeck32/64 with low data and time complexity, while
also sharing parameter tuning insights for deep learn-
ing-assisted key recovery attacks. The application of
the Bayesian optimisation algorithm in cryptanalysis is
mainly reflected in automatic distinguisher design and
key recovery attack, as evident in the work of B. Seok
& C. Lee (2025). In the design of the automatic dis-
tinguisher, a Bayesian optimisation algorithm can be
used to automatically search the optimal distinguisher
parameters, so as to improve the performance of the
distinguisher. In the key recovery attack, the Bayesian
optimisation algorithm can be used to guide the key
space search and infer the most probable key by eval-
uating the similarity between the encryption results
of different key candidates and the actual ciphertext.
Y.Yang et al. (2024) stated that although the Bayesian
optimisation algorithm has shown great potential in
cryptanalysis, its application in single ciphertext at-
tacks is still relatively rare.

Findings made in this research highlighted the po-
tential of neural networks and Bayesian optimisation in
advancing cryptanalysis, particularly in scenarios with
limited data. The proposed method not only improved
the success rate of key recovery but also reduced com-
putational complexity, making it a practical and reliable
solution for single-ciphertext attacks. Furthermore, the
study underscored the importance of integrating ma-
chine learning techniques with cryptographic analysis
to address emerging challenges in the field.

CONCLUSIONS

This study addressed the key recovery problem in sin-
gle-ciphertext attack scenarios by proposing a key re-
covery attack method based on the Bayesian optimisa-
tion algorithm and the UCB strategy. By optimising the
structure and input representation of the neural network
differential distinguisher and integrating the Bayesian
optimisation algorithm to intelligently search the key
space, the proposed method significantly improves the
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efficiency and accuracy of key recovery. Experimental
results demonstrated that the method achieved a 56%
success rate in 11 rounds of key recovery attacks, with
a data complexity with a wide range, which is nota-
bly superior to traditional methods. This achievement
highlighted the method’s effectiveness and reliability
in single-ciphertext attack scenarios. The study also
revealed the powerful feature extraction capability of
neural network differential distinguishers in single-ci-
phertext scenarios, enabling the method to efficiently
identify key patterns with limited data. Additionally, the
Bayesian optimisation algorithm proved to be highly
efficient in high-dimensional search tasks, significant-
ly reducing the computational overhead of key recov-
ery. These findings not only provided a new technical
pathway for key recovery attacks but also opened up
new directions for the application of the Bayesian op-
timisation algorithm in the field of cryptanalysis. The
combination of neural networks and Bayesian optimisa-
tion represented a novel approach that bridges the gap
between machine learning and cryptographic analysis,
offering a robust framework for future research. Looking
ahead, this method can be further explored and applied
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AcnipaHt
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Banepiit JlaxHo

[oKTOp TeXHIYHUX HAyK, Npodecop

HauioHanbHuMI yHiBepcuTeT BiopecypciB i NpMpOAOKOPUCTYBAHHS YKpaiHu
03041, syn. lepois O6opoHH, 15, M. Kuig, YkpaiHa
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AHoTauig. ATaku Ha BiGHOBNEHHS KNHOYiB CTAHOBNATb CEPMAO3HY 3arpo3y ANg KpuntorpadiyHMX CUCTEM, OCKINbKK
BOHM Be3nocepeaHbO CTaBAATH Nif 3arpo3y 6e3neky MexaHi3MiB WKdpyBaHHSA. MeTo Lboro AocaiaxeHHs 6yno
po3pobneHHs HOBOro METOAY BiAHOBEHHS K/KOYIB 3 OOHWM WNGHPOBAHUM TEKCTOM, IKUIA YCYBaE OOMEXEHHS
TPaAMLIAHUX METOAIB KPUNTOAHANI3Y B CLEHapisx 3 0OMexeHOK AOCTYNHICTIO AaHMX. MeTofonoris noeaHyBana
BOOCKOHANEHU HEWPOHHUI auckpumiHatop B-C3-HSwish 3 6aieciBcbkolo oNTUMi3aLi€to, KepOBaHOK CTPATETIED
BepxHboi Mexi gosipu (UCB). HelipoHHMIt anckpuMiHaTop Byno BAOCKOHANEHO 3a AONOMOrol 6aratomMactabHux
KOHBOMOLIMHUX WapiB, ONTUMi3aLii yHKLUiT akTMBaLiT Ta AMBEPCUDIKOBAHUX CTPYKTYP BXiIAHUX AAaHWUX, TOAI K
H6aleciBcbka onTMMi3aLig Bifobpasuna npobnemy BiHOBMEHHS K/IOYiB HA BUCOKOPO3MipHE 3aBAaHHS MOLIYKY 3a
[LONOMOTOI0 CyporaTHoi Moaeni rayccoBoro npouecy Ta dyHkuii npuabanHs UCB. EkcnepuMeHTanbHi pe3ynbratu
WoAo anroputMy WwWndpysaHHs Speck32/64 nponeMoHcTpyBanu 56 % ycniwHictb y 11 payHaax atak Ha BiHOBNEHHS
K/to4a, NpUYoMy CKNafHiCTb AaHnx konueanacs Big 213,5 no 213,6. Liei pesynstat nepesepluye 52,1 % ycnilHicTb,
OTPUMaHy B eTaIOHHOMY JOCAiAXeHHi. HelipoHHUIM auckpuminatop B-C3-HSwish 6yB BAOCKOHaneHwui, 30Kkpema,
WASXOM 3aMiHM OyHKUIT akTMBauii Relu Ha Hard_swish ong nigBuiweHHs MOro TOYHOCTI B peXWUMi BBEAEHHSA
opHi€ei napw. Lle pocnigXeHHs He TiNbKM NPOMNOHYE HOBE, pecypcoedekTUBHE pilleHHS ANS BIAHOBAEHHS KNOYiB
y CLeHapisx 3 04HWM WUHPOBAHUM TEKCTOM, afie 1 NiAKPECSE NOTYXKHUIM NoTeHLian 6aleciBCbKOi onTuMisauii
K NepcneKkTUBHOI MapagmMrMm Ansg po3BUTKY KpUNTOaHani3y. [NpakTuyHa LiHHICTb Liei poboTn nondrae B ii
30aTHOCTI HafaTH pecypcoedeKkTUBHE pilleHHs ANS BiAHOBMEHHS KJOUIB Y CcueHapiax 3 ogHUM WndpoBaHUM
TEKCTOM, Lo pobuTh ii 0c0b6NMMBO NpMAATHOK AN peanbHMX 3aCTOCYBaHb 3 0OMexeHMMK aaHumu. Llen nigxig,
TaKOX BCTAHOB/IOE HANECIBCbKY ONTUMI3aLil0 K MepCnekTUBHY MapagurMy Ans npocyBaHHA KPUNTOaHanisy 1a
nifBUWEeHHs KpuntorpadiyHoi 6esneku

KniouoBi cnoBa: anroputm 6aieciBCbKOi ONTUMI3aLii; ONTUMI3aLia BUIYYEHHS 03HAK; CLEHApii aTaku; anroputm
Speck32/64; HeMpOHHI Mepexi
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