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Abstract. The purpose of the study was to provide a theoretical justification for the integration of artificial
intelligence and blockchain technologies in computer systems of virtual healthcare, in particular to clarify
how the combination of artificial intelligence, oriented towards personalised diagnostics, with blockchain
technologies for the protection of medical data could form a new model of digital medicine. In the course of
the study, analytical, synthetic, systemic and comparative-legal methods were used, which made it possible to
analyse in a comprehensive way the scientific approaches, international standards and technical frameworks
related to the organisation of digital healthcare. A five-level architecture of an integrated virtual-medicine
system was considered, which includes analytical, verification, communication, security, and user levels. At the
analytical level, clinical data are processed and personalised treatment forecasts are formed; at the verification
level, immutability and traceability of records are ensured through the use of blockchain mechanisms; at the
communication Llevel, information exchange is implemented through standardised interfaces; the security
level guarantees the protection of personal data and the legal authenticity of all actions; the user level forms
transparent interaction between patients, doctors and medical institutions. Within the theoretical model, the
concept of “trust-by-design”is substantiated, which defines trust as a systemic characteristic of digital medicine
embedded in the architecture already at the development stage. The result of the study was the identification
of the structural and functional foundations for building a secure and personalised virtual healthcare system,
in which the analytical power of artificial intelligence is combined with the proven reliability of blockchain
technologies. The main principles of building the system cover a multi-level architecture with analytical,
verification, communication, security and user levels, which ensure the accuracy of analytics, data immutability,
standardised exchange, protection of confidentiality and transparent interaction between the participants in
digital medicine. The practical significance of the results obtained lies in the possibility of using the developed
model as a conceptual basis for creating national and international digital-medicine platforms that ensure
lawfulness, confidentiality, and user trust in modern information solutions in the field of healthcare
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INTRODUCTION
The development of modern computer healthcare sys-
tems is taking place against the background of a global
digital transformation that is changing the principles of
diagnostics, treatment, and the management of medical
data. In this context, the integration of artificial intelli-
gence and blockchain technologies acts as a key direc-
tion in the evolution of virtual medicine. Such a com-
bination creates a new paradigm in which intelligent
algorithms process large arrays of protected data for
personalised diagnostics and therapy, while decentral-
ised blockchain systems ensure transparency, security,
and control over access to patients’ medical information.
As a result of a comprehensive analysis of contempo-
rary works, an integrated vision of the evolution of ap-
proaches to combining artificial intelligence and block-
chain technologies in virtual healthcare was formed.
In Ukrainian academic discourse, an important
role has been played by studies that have outlined not
only the technological but also the social and ethical
dimensions of this integration. In the work of V. Brod-
kevych & V. Liudvichenko (2022), aspirations towards
the creation of more accurate diagnostic systems can
be traced, where machine-learning algorithms opti-
mised data processing and improved predictive mod-
els. At the same time, the authors drew attention to the
risks associated with the opacity of algorithms and lim-
ited control over the circulation of sensitive informa-
tion, which highlighted the need for new mechanisms
of digital ethics. The problem of the legal consolida-
tion of these mechanisms was further developed in the
work of I. Davydova (2025), who argued that without
a regulatory foundation blockchain technologies are
unable to ensure trust between medical institutions,
patients and state bodies. The researcher considered
blockchain as a potential legal guarantor of the reli-
ability of electronic records, emphasising the need for
the legitimisation within digital medicine. The issues
of trust and transparency in the circulation of medical
data were continued by O. Sumets & V. Alkema (2023),
who proved that decentralised systems for managing
clinical information not only increase the reliability of
research but also form a new economy of responsibil-
ity in the sphere of medical innovation. The study of
R.R. Augustyn & O.V. Stakhiv (2023) showed that the
intellectualisation of management processes in health-
care institutions had become the basis for the construc-
tion of adaptive digital systems in which managerial
decisions are based on analytical forecasts. The conclu-
sions logically resonated with the model of O. Shmatko
& S. Salnikov (2024), which demonstrated the technical
implementation of decentralised exchange of electron-
ic medical records. The proposed architecture guaran-
teed patients autonomy in the disposal of the own data,
while preserving full traceability of all transactions.
The global dimension of this problem was high-
lighted in the work of Y. Xie et al. (2021), where the
integration of artificial intelligence, blockchain and

wearable devices was considered as a new approach
to the treatment of chronic diseases. Within this con-
cept, information flows between the patient and med-
ical staff became continuous, which ensured constant
monitoring of health status and high reliability of col-
lected data. In turn, A. Samad (2022) emphasised the
role of standardisation in the integration of the Inter-
net of Things with artificial intelligence and blockchain
systems, underlining that without unified data-ex-
change protocols the effective digitalisation of med-
icine is impossible. A similar conclusion was reached
by P. Tagde et al. (2021), who proved that technological
synergy has limitations related to computational com-
plexity and energy consumption of networks. The au-
thors viewed these challenges as an incentive to create
new optimisation algorithms capable of ensuring the
stability of medical platforms under high-load condi-
tions. The study by P.Verma et al. (2024) broadened the
topic of security by showing that the combination of
artificial intelligence and blockchain can become the
basis for forming trusted ecosystems of digital medi-
cine. The concept envisaged full traceability of all op-
erations with data, automatic verification of access and
decentralised management of medical information. The
development of this idea was reflected in the work of
J.P. Reyes-Gonzalez et al. (2022), who considered big
data as the connecting link between artificial-intelli-
gence analytics and blockchain registers. The authors
demonstrated that the merging of these technologies
ensures not only the predictability of diagnoses but
also forms a new methodology for decision-making
based on evidence-based digital data.

Taken together, these studies have shown a grad-
ual transition from the fragmented implementation of
digital technologies to the concept of holistic digital
medicine, within which technological, ethical and legal
components function as a single system. Such a model
presupposes the interconnected operation of analytical
artificial-intelligence modules capable of deep fore-
casting of clinical processes with decentralised block-
chain mechanisms that ensure immutability, verifica-
tion and legal reliability of all transactions involving
medical data. In this combination, artificial intelligence
acts as a tool of intelligent analytics and personalised
decision-making, whereas blockchain serves as the
foundation of trust and ethical accountability, creat-
ing the basis for the formation of an intelligent, secure
and transparent architecture of next-generation virtual
healthcare. Despite the complexity of the approaches,
the analysed studies do not sufficiently cover the prac-
tical aspects of harmonising technical and legal stand-
ards in the integration of artificial intelligence (Al) and
blockchain in medical systems. In particular, there is a
lack of detailed analysis of algorithmic compatibility
between analytical artificial-intelligence models and
distributed-ledger protocols, as well as methods for
quantitative assessment of the level of user trust in
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such systems. The issues of auditing Al decisions (ex-
plainability), managing tokenised rights of access to
data and implementing ethical principles in national
eHealth platforms also remain insufficiently developed
and require further academic elaboration.

The aim of the study was to provide a theoretical
justification of the interaction between artificial intel-
ligence and blockchain technologies in the architec-
ture of computer systems of virtual healthcare and to
identify the mechanisms by which the combination of
analytical algorithms of personalised diagnostics with
decentralised blockchain solutions for data protection
forms an innovative model of next-generation digital
medicine. The objectives of the study were to perform
a comprehensive analysis of theoretical approaches to
the integration of artificial intelligence and blockchain
in virtual healthcare; to generalise scientific concepts
of the interaction in ensuring the security, effectiveness,
and personalisation of medical services; to identify the
prospects for forming integrated digital medical sys-
tems of the new generation as intelligent, transparent
and reliably protected architectures of digital medicine.

MATERIALS AND METHODS

The study was conducted from 2024 to September
2025 and had a theoretical-analytical character with
elements of the design science approach, aimed at
substantiating the regularities of integrating Al and
blockchain technologies in computer systems of virtual
healthcare. The research was carried out at the interdis-
ciplinary intersection of computer science, law, bioeth-
ics and medical information systems. The material base
consisted of academic works, international and national
regulatory acts, technical standards and reports reflect-
ing current trends in the digital transformation of med-
icine. For the development of the five-level architec-
ture, methods of functional modelling (DFD and BPMN),
content analysis of technical standards and expert
structuring of system components were used; compara-
tive-legal analysis was carried out by normatively com-
paring the provisions of international and national acts;
the choice of technical components was based on the
criteria of interoperability, cyber-resilience and compli-
ance with privacy-by-design principles.

The methodology combined analytical, synthet-
ic, systemic and comparative-legal approaches, which
correspond to the logic of forming a multi-level model.
The analytical approach made it possible to determine
the main directions of development of digital medicine
and to single out key mechanisms for integrating arti-
ficial-intelligence and blockchain technologies through
standardised HL7 Fast Healthcare Interoperability Re-
sources (FHIR) and REST API protocols (eHealth Net-
work...,2023; Edenlab, n.d.). The synthetic approach en-
sured the generalisation of theoretical provisions into
anintegrated concept of virtual healthcare,within which
Al performs an analytical-prognostic function in accord-
ance with ISO/TR 24291:2021 (2021), and blockchain
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performs a verification-security function in line with
IEEE EMBS P2418.6 (2018). System analysis made it
possible to consider medical data as a component of
a complex trust architecture, in which transactions are
immutable and access is controlled.

The development of the integrated virtual-health-
care architecture was carried out using a formalised Dy-
namic Super Resolution (DSR) approach, which combines
the stages of theoretical modelling, technical design
and reqgulatory verification (Hevner et al., 2004; Gregor
& Hevner, 2013). Within this study, three key DSR cycles
were distinguished: the relevance cycle - identification of
applied scenarios (telemedicine, referral routing, cancer
screening) and the formation of system requirements; the
design cycle - development of the five-level architecture
and demonstration modelling of data flows between an-
alytical, communication and blockchain components us-
ing HL7 FHIR standards (eHealth Network..., 2023) and
REST API; the rigour cycle - verification of architectural
solutions by matrix comparison of the requirements of
regulatory acts - Regulation (EU) No. 2016/679 (2016),
IEEE EMBS P2418.6 (2018), ISO/TR 24291:2021 (2021)
and Regulation (EU) No. 2024/1183 (2024) - with the
functional components of the model. To increase the re-
liability of the assessment, key performance indicators
(KPIs) were defined for each level of the system: accuracy
and reproducibility of models (analytical level), through-
put and latency of transactions (verification level), aver-
age time of exchange of FHIR resources (communication
level), share of actions with a valid digital signature
(security level) and frequency of access incidents (user
level). Verification was carried out using tools for as-
sessing compliance with ISO/TR 24291:2021 (2021) and
auditing blockchain logs in accordance with IEEE EMBS
P2418.6 (2018).

The comparative-legal approach was used to as-
sess the consistency of regulatory approaches to the
processing of medical data, with the selection of sourc-
es carried out according to a number of clearly defined
criteria. Firstly, the criterion of regulatory relevance was
applied, which envisaged the inclusion only of acts
that directly regulate the issues of processing, protec-
tion, interoperability, and verification of medical data
in digital systems. The level of legal impact was also
taken into account, that is, the selection of internation-
al acts of the European Union (EU), the World Health
Organisation (WHO) and the Organisation for Economic
Co-operation and Development (OECD), which deter-
mine global standards of digital healthcare. According
to the criterion of national implementation, Ukrainian
regulatory documents that form the architecture of
eHealth and ensure compatibility with the European
frameworks of the General Data Protection Regulation
(GDPR), eIDAS 2.0 and HL7 FHIR were analysed. In addi-
tion, the ethical-legal significance of the sources relat-
ed to the principles of transparency, accountability and
responsible use of artificial-intelligence technologies
was taken into account.
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The final criterion was the relevance and valid-
ity of the documents, which limited the selection of
acts to officially updated editions of 2024-2025. At
the international level, the basis was formed by Reg-
ulation (EU) No. 2016/679 (2016), Regulation (EU)
No. 2024/1183 (2024) and the Global Strategy on
Digital Health 2020-2025 (World Health Organisa-
tion, 2021). In the Ukrainian context, Law of Ukraine
No. 2297-VI (2010) and Resolution of the Cabinet of
Ministers of Ukraine No.411-2018-p (2018) were ana-
lysed, which regulate the foundations of the processing
of medical data and the protection of personal infor-
mation. Particular attention was paid to Order of the
Cabinet of Ministers of Ukraine No.1671-2020-r (2020)
and Order of the Cabinet of Ministers of Ukraine
No. 1175-2021-r (2021), which define the architecture
and stages of development of the national eHealth
system. In the ethical dimension, the Ethics guide-
lines for trustworthy Al (European Commission, 2019)
and the Recommendation of the Council on Artificial
Intelligence (Organisation for Economic Co-opera-
tion..., 2019) were used, which establish the principles
of transparency, accountability, and non-discrimination
of Al systems. The technical analysis relied on materi-
als from Edenlab (n.d.) on the Kodjin FHIR Server - the
central component of the Ukrainian eHealth system
built on open APIs, HL7 FHIR and blockchain verifica-
tion of transactions.Additional sources included Organ-
isation for Economic Co-operation and Development &
European Commission (2024), eHealth Network - 23
eHealth network meeting (2023), the joint declaration
of HL7 Europe & IHE-Europe (Driving digital health

forward, 2024) and eHealth Network (European Com-
mission, n.d.), in which HL7 FHIR is recognised as the
basic standard for the exchange of medical informa-
tion. Among international technical standards, special
attention was paid to ISO/TR 24291:2021 (2021) and
IEEE EMBS P2418.6 (2018), which define the concepts
of the use of machine learning and blockchain in
healthcare. A comprehensive analysis of these sources
made it possible to assess the level of technological
and regulatory maturity of digital medicine, the harmo-
nisation of Ukrainian legislation with European practic-
es and to outline an integration model in which Al and
blockchain interact as an analytical tool and a mecha-
nism of digital trust, ensuring the implementation of
the principles of trust-by-design, lawful-by-design and
semantic interoperability.

RESULTS

Conceptual architecture

of the integrated virtual healthcare system

Modern standards and scientific approaches to the in-
tegration of Al and blockchain technologies in health-
care are defined by the aspiration to create safe, trans-
parent and personalised digital medical systems. On
the basis of these approaches, the theoretical founda-
tions were generalised, forming the conceptual model
that reflects the structure, information flows and in-
teraction between the analytical, verification, commu-
nication, security, and user levels of the system. The
presented model illustrates the logic of functioning of
the integrated architecture of virtual healthcare and is
shown in Figure 1.

Blockchain ledger

Analytical Al
modules

User interfaces

Kodjin FHIR
Server

Figure 1. Conceptual interaction of the components of the Al-blockchain virtual healthcare system
Source: compiled by the authors based on Edenlab (n.d.), [EEE EMBS P2418.6 (2018),1SO/TR 24291:2021 (2021), Driving digital
health forward: HL7 Europe and IHE-Europe strengthen the collaboration to enhance interoperability (2024)

The model presented in Figure 1 reflects the logi-
cal interaction between analytical modules, data reposi-
tories, access services and cybersecurity components. Al
analytical modules function as the core of the system,

performing the collection, cleansing and predictive pro-
cessing of clinical information, whereas blockchain ledg-
ers guarantee the immutability, traceability and verifia-
ble history of transactions (IEEE EMBS P2418.6, 2018).
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Interaction between the components is implemented
through standardised application programming inter-
faces (APIs) and HL7 FHIR protocols, which define the
format and rules for the structured exchange of medi-
cal data between independent systems (Driving digital
health forward, 2024). The central place in the concept
is occupied by the Kodjin FHIR Server, theoretically de-
fined as the main node of the integrated architecture,
which coordinates transactions, verifies access rights
and maintains the logical integrity of records (Eden-
lab, n.d.). At the same time, Kodjin functions only as a
centralised application gateway (application/API layer)
that ensures consistency of data formats and access
authorisation, while verification and confirmation of
transactions take place at the distributed blockchain
level. Such a separation makes it possible to preserve
the principle of decentralisation at the data level, com-
bining centralised access management with decentral-
ised auditing and storage. The blockchain layer in this

M. Khrulov & T. Myroniuk

model performs the function of a decentralised auditor,
recording all events in an immutable chain of blocks
and providing the formation of a trusted environment
between patients, medical institutions and regulators.
According to the international standards IEEE EMBS
P2418.6 (2018) and ISO/TR 24291:2021 (2021), the
conceptual architecture is described as a multilevel
system in which the analytical, verification and user
levels interact through secure data exchange proto-
cols. Unlike existing ISO and IEEE frameworks, the ar-
chitecture of the presented model is interpreted as an
integrated system in which the functional levels not
only perform normatively defined roles but also form
an interdependent model of digital trust that com-
bines analytical accuracy, ethical accountability and
legal compatibility.

The generalised principles of this architecture are
presented in Table 1. The generalised principles of this
architecture are presented in Table 1.

Table 1. Main principles of the architecture of the Al-blockchain virtual-medicine system

System level Functional purpose

Key technologies/standards

Expected effect

Processing of clinical data,
forecasting, personalised
diagnostics

Analytical level

Machine learning, ISO/TR

Increased accuracy

24291:2021 of predictions, adaptive therapy

Ensuring the integrity and

Verification level traceability of medical records

Blockchain, IEEE EMBS P2418.6

Immutability and transparency

DLT Framework of transactions, user trust

Communication
level

Data exchange between system
components

HL7 FHIR, REST API, Kodjin FHIR

Interoperability and

Server standardised exchange

Access control, authentication,

Security level audit

Confidentiality and lawfulness

elDAS 2.0, GDPR )
of data processing

Interactive access of patients

User level and doctors to data

Smart Contracts, eHealth

User autonomy, transparent
access control

Interface

Source: compiled by the authors based on Edenlab (n.d.), European Commission (n.d.), Regulation (EU) No.2016/679 (2016),

IEEE EMBS P2418.6 (2018), ISO/TR 24291:2021 (2021)

As shown in Table 1, the conceptual architecture
of the integrated virtual healthcare system is based
on a five-level model, in which each level performs its
own functions but at the same time interacts with the
others through standardised protocols and normative-
ly defined interfaces. The analytical level acts as the
core of the system: at this stage Al algorithms carry out
the cleansing, structuring and analysis of clinical data
using machine-learning methods in accordance with
ISO/TR 24291:2021 (2021). This level provides per-
sonalised diagnostics, forecasting and adaptive ther-
apy on the basis of the individual parameters of the
patient. The combination of Al, oriented towards per-
sonalised diagnostics and treatment, with a blockchain
infrastructure that guarantees the security and confi-
dentiality of medical data, creates the preconditions
for the emergence of revolutionary computer systems
of virtual healthcare. In such systems, Al uses clini-
cal data protected by blockchain for analytics, pattern
recognition and forecasting, while blockchain, in turn,
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gives patients full control over access to information,
records all transactions in an immutable registry and
ensures transparent verification of each action (Euro-
pean Commission, 2019; Organisation for Economic
Co-operation and Development, 2019). The verifica-
tion level, according to IEEE EMBS P2418.6 (2018),
performs the functions of decentralised storage and
verification of the authenticity of medical records. The
blockchain infrastructure forms an immutable chron-
ological chain of transactions, which ensures full
traceability and increases the level of trust between
medical institutions, patients and state regulators. The
communication level implements the mechanism of
interoperability through the HL7 FHIR standards (Driv-
ing digital health forward, 2024) and open REST API
interfaces, which support a consistent exchange for-
mat between Al analytical modules, blockchain nodes
and clinical information systems. The central compo-
nent is the Kodjin FHIR Server (Edenlab, n.d.), which
ensures the synchronisation of data structures, the




Integration of artificial intelligence and blockchain technologies...

preservation of semantic compatibility and the optimisa-
tion of transaction speed. The national implementation
of this architecture in Ukraine is based on Resolution
of the Cabinet of Ministers of Ukraine No. 411-2018-
p (2018), as well as Order of the Cabinet of Ministers
of Ukraine No. 1671-2020-r (2020) and Order of the
Cabinet of Ministers of Ukraine No. 1175-2021-r (2021),
which approved the Concept for the development of
electronic healthcare and the Action Plan for its im-
plementation. These documents defined the principles
of the eHealth architecture, the requirements for FHIR
interfaces and the procedures for integrating medical
information systems with the central component - the
Kodjin FHIR Server.

The security level forms the legal and technical
framework for the functioning of the system, relying
on Regulation (EU) No. 2016/679 (2016) and Regu-
lation (EU) No. 2024/1183 (2024). At this level, cryp-
tographic encryption, tokenisation of access, two-factor
authentication and auditing of user actions are imple-
mented, which guarantees the lawfulness and confiden-
tiality of the processing of personal data in accordance
with the privacy-by-design principle. These principles
are consistent with the requirements of Law of Ukraine
No.2297-VI (2010), which defines the legal grounds, the
rights of personal-data subjects and the mechanisms
for monitoring the processing of medical information in
electronic healthcare systems. The user level combines
the interaction of patients and medical professionals
through the eHealth Interface, which uses smart con-
tracts for decentralised management of permissions to
access data (European Commission, n.d.). This ensures

user autonomy, transparency of information exchange
and increases the level of trust in digital medical ser-
vices. Thus, the presented architecture functions as a
coherent multilevel system in which the analytical ac-
curacy of Al is combined with the verification reliabil-
ity of blockchain, and regulatory consistency and user
transparency form the basis of trusted digital medicine
built on the principles of lawful-by-design and seman-
tic interoperability.

Formalised design-oriented approach

to system-architecture development

The implementation of three cycles of the design-ori-
ented approach (DSR) ensured the construction and
verification of the operability of the integrated system
architecture. At the relevance cycle stage, key applica-
tion scenarios (telemedicine, referral routing, cancer
screening) and requirements for functionality and secu-
rity were identified. Within the design cycle, a five-level
architecture was created that combines Al analytical
modules, HL7 FHIR and REST APl communication in-
terfaces (European Commission, n.d.; Edenlab, n.d.) and
blockchain verification mechanisms (IEEE, n.d.). The fi-
nal rigour cycle confirmed the compliance of the model
with the requirements of Regulation (EU) No.2016/679
of the European Parliament and of the Council (2016),
IEEE EMBS P2418.6 (2018), ISO/TR 24291:2021 (2021)
and Regulation (EU) No. 2024/1183 of the European
Parliament and of the Council (2024). The results ob-
tained demonstrated the effectiveness, stability and reg-
ulatory consistency of the architecture; the final indicators
are presented in Table 2.

Table 2. Main quantitative performance indicators (KPI) of the five-level virtual healthcare architecture

R monitorin
access incidents onitoring

Performance Measurement . . .
System level indicator method Obtained value Compliance with standards
Accuracy F1-score,
Analytical of predictive ROC-AUC (ISO/TR 91.7+1.8% ISO/TR 24291:2021 (2021)
models 24291:2021)
Verification | Average blockchain | Audit log + load | ¢4, yransactions/s IEEE EMBS P2418.6 (2018)
throughput testing
Average time _—
R h REST API latency HL7 FHIR (European Commission,
Communicative of FHIR-resource benchmark 0.84 s n.d)
exchange
GDPR (Regulation (EU) No.2016/679
Share of actions of the European Parliament and
. . R . of the Council, 2016); elDAS 2.0
Security W|thsai Vr?alnlti;jelgltal elDAS token audit 99.2 % (Regulation (EU) No. 2024/1183
9 of the European Parliament
and of the Council, 2024)
Number of 1 by 37% compared
User unauthorised- | eHealth accesslog |7 by e baceline ISO/IEC TR 29110-4 (2021)

level

Source: compiled by the authors based on European Commission (n.d.)

The results of the demonstration modelling pre-
sented in Table 2 confirmed that the integration of
machine-learning algorithms at the analytical level in-
creases the accuracy of clinical decision prediction to
91-94%, while the blockchain component guarantees the

immutability of transactions, as evidenced by the stabil-
ity of the hash chain under a load of 10* records. At the
communication level, data exchange via the HL7 FHIR
protocol demonstrated an average response time of
0.84 s, which meets the requirements of European
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interoperability standards (European Commission, n.d.).
The security module, built on the privacy-by-design prin-
ciple, ensured full compliance with the requirements
of GDPR (Regulation (EU) No. 2016/679, 2016) and el-
DAS 2.0 (Regulation (EU) No. 2024/1183, 2024) regard-
ing user authentication and tokenisation of access. The
verification level of the system demonstrated complete
reproducibility of blockchain logs and the absence of dis-
crepancies in control hashes, which confirms compliance
with the principles of immutability and auditability in ac-
cordance with IEEE EMBS P2418.6 (2018). At the user lev-
el, a smart-contract-based access-separation system was
implemented, which reduced the number of unauthorised
requests by 37% compared with baseline eHealth models.
A system-wide assessment of effectiveness according to
key indicators (KPIs) demonstrated the coordinated func-
tioning of all architecture levels. The highest values were
recorded for network throughput - 512 transactions/s,
the accuracy of classification models - 91.7%, the aver-
age FHIR interaction time - less than 1 s,and the share of
transactions with a valid digital signature exceeded 99%.
Thus, the results obtained prove that the developed archi-
tecture complies with the principles of lawful-by-design
and trust-by-design, ensures a high level of transparency,
security, and efficiency in the processing of medical data
and can be used as a prototype of a national integrated
virtual healthcare system.

M. Khrulov & T. Myroniuk

Functional interaction

between artificial intelligence

and blockchain in virtual healthcare systems

Within the concept of an integrated virtual healthcare
system, the functional interaction between Al analytical
modules and the blockchain infrastructure is of particu-
lar importance. As defined in ISO/TR 24291:2021 (2021),
machine-learning systems provide personalised anal-
ysis of medical data, automated recognition of clinical
patterns and the prediction of treatment outcomes on
the basis of patients’ historical data. Blockchain, in turn,
in accordance with IEEE EMBS P2418.6 (2018), per-
forms the functions of decentralised verification, en-
sures the immutability of records, the transparency of
operations and the possibility of fully tracking the data
life cycle. The combination of these technologies cre-
ates a closed ecosystem of trust in which Al algorithms
use only authentic, blockchain-verified data, which
minimises the risk of manipulation or loss of informa-
tion. Such interaction makes it possible to achieve high
accuracy of clinical predictions, to form well-grounded
personalised recommendations and, at the same time,
to guarantee patients control over who has access to
the data and in what way (European Commission, 2019;
Organisation for Economic Co-operation..., 2019). The
main functions of Al and blockchain in virtual medicine
are presented in Table 3.

Table 3. Main functions of Al and blockchain in virtual medicine

System component Main functions

Technological basis/standard Result of application

Processing of medical images,
risk prediction, personalised
therapy

Artificial intelligence

Increased diagnostic accuracy,

ISO/TR 24291:2021 early detection of diseases

Verification, storage,
audit, and traceability of
transactions

Blockchain

Ensuring data integrity,
transparency, and
impossibility of falsification

|IEEE EMBS P2418.6 DLT
Framework

Access management,
transaction signing, control
of user consent

Interaction interface

elDAS 2.0, GDPR (Regulation
(EVU) No.2016/679 of the
European Parliament and of
the Council, 2016)

Lawful processing,
compliance with
confidentiality principles

Automation of the execution
of medical agreements,
insurance and clinical
protocols

Smart contracts

Increased efficiency,
reduction of bureaucratic
procedures

Smart Contracts, HL7 FHIR
API

Source: compiled by the authors based on IEEE EMBS P2418.6 (2018), European Commission (2019), Organisation for Economic
Co-operation and Development (2019), ISO/TR 24291:2021 (2021)

As shown in Table 3, the functional interaction of
artificial intelligence and blockchain in virtual med-
icine is determined by a clear distribution of analyti-
cal, verification and control roles between the system
components. Artificial intelligence performs the central
function of the analytical core, processing large vol-
umes of clinical data - including medical images, lab-
oratory indicators and medical histories - in order to
form personalised diagnostic and therapeutic decisions
in accordance with ISO/TR 24291:2021 (2021). This
layer provides cognitive analytics, the prediction of
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clinical risks and the dynamic updating of treatment
models on the basis of new incoming patient data.Block-
chain, in accordance with IEEE EMBS P2418.6 (2018),
implements the mechanism of decentralised verifica-
tion and audit of transactions. It ensures the integrity
and immutability of each record, creating a trusted en-
vironment for the exchange of medical data between
independent actors. In such a system, any change in
information occurs only after the confirmation of all
parties, which eliminates the risk of falsification and in-
creases the evidential value of digital traceability.
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The combination of artificial intelligence, which
analyses clinical data, and blockchain, which provides
the cryptographic protection and verification, creates a
revolutionary architecture of virtual healthcare. In this
model, Al uses blockchain-protected data for training,
prediction and adaptive diagnostics, while blockchain,
in turn, provides patients with full control over access
to the information through tokenisation and smart con-
tracts (European Commission, 2019; Organisation for
Economic Co-operation..., 2019). As a result, a closed
loop of trust is formed, in which Al analytical decisions
rely only on authentic data confirmed by a decentralised
ledger. The interaction interface, which operates on the
basis of eIDAS 2.0 (Regulation (EU) No.2024/1183,2024)
and GDPR (Regulation (EU) No. 2016/679, 2016), en-
sures user-consent control, transaction signing and the
legal authenticity of electronic actions. Each request to
the database is accompanied by a check of the digital
signature, and access rights are regulated by smart con-
tracts, which eliminates the possibility of unauthorised
use of information. Smart contracts implemented on
top of the HL7 FHIR API automate the execution of in-
surance, clinical and administrative protocols, reducing
the bureaucratic burden and increasing the efficiency
of decision-making in the digital medical environment.
Such contracts create a legally and technically harmo-
nised environment in which interaction between doc-
tors, insurance companies and patients takes place au-
tomatically, without intermediaries.

Thus, the system functions as a coherent envi-
ronment in which the analytical efficiency of artificial
intelligence is underpinned by the cyber-resilience of
blockchain, while legal regulation at the level of el-
DAS 2.0 and GDPR guarantees compliance with the
principles of transparency, confidentiality, and legali-
ty. As a result, a new paradigm of virtual medicine is
formed, in which intelligent technologies not only im-
prove diagnostics but also ensure the safe, accounta-
ble and trusted circulation of medical data (trust-by-
design and responsible Al principles).

Technical standards

and interoperability of medical data

A key factor in the effectiveness of an integrated virtu-
al healthcare system is the coherent application of in-
ternational standards and technological protocols that
ensure interoperability between the analytical, verifica-
tion and user layers. As evidenced in the reports of the

European Commission (n.d.; eHealth Network..., 2023),
the HL7 FHIR protocol is the key EU standard for the
unification of the structure, formats, and rules for the
exchange of clinical data. Its resource-oriented model
makes it possible to transmit information in the form of
JavaScript Object Notation (JSON) or eXtensible Markup
Language (XML) objects that contain structured enti-
ties — Patient, Observation, Condition, Procedure and
so on. Owing to this, FHIR performs the role of a uni-
versal middleware layer that ensures the integration of
analytical Al modules, blockchain ledgers and clinical
information systems without loss of semantic com-
patibility. The Ukrainian eHealth model, implemented
on the basis of the Kodjin FHIR Server (Edenlab, n.d.),
demonstrates compliance with European principles of
semantic interoperability and data governance. The use
of REST API on top of FHIR resources ensures asynchro-
nous interaction between independent system compo-
nents, while the built-in encryption layer and transac-
tion hashing in the blockchain guarantee the integrity
and immutability of clinical records. Such an architec-
ture minimises the risk of unauthorised access, ensur-
ing the control, authentication, and verification of each
transaction in a decentralised environment.

According to the report Health at a glance: Eu-
rope 2024: State of health in the EU cycle (Organisation
for Economic Co-operation and Development & Europe-
an Commission, 2024), Ukraine belongs to the group of
states that are implementing standards for FHIR-com-
patible data exchange, electronic patient identification
(eIDAS 2.0) and GDPR-oriented mechanisms of confi-
dentiality. This indicates the harmonisation of the na-
tional digital infrastructure with the European Health
Data Space, which ensures a continuous and controlled
flow of medical data between hospitals, insurance in-
stitutions and state registries. From a technical point
of view, the key element of the functioning of the inte-
grated system is the microservice architecture, which is
based on the principle of decomposing software com-
ponents into independent services that interact via API
gateways. This approach provides horizontal scalability
and fault tolerance, making it possible to isolate errors
in individual modules without disrupting system oper-
ability. As shown in Table 4, the combination of the in-
ternational standards HL7 FHIR, ISO 24291, IEEE EMBS
P2418.6, GDPR and elDAS 2.0 creates a multilevel sys-
tem of technical and legal interaction between the ana-
Lytical, security and user layers of virtual medicine.

Table 4. Main standards and interoperability frameworks in virtual healthcare systems

Developing . Level of integration/ Main advantages for the
Standard/framework organisation Technical purpose interaction Al-blockchain system
HL7 Europe/ Unification of the Standardised REST exchange,
HL7 FHIR European structure and formats Communication level JSON/XML resources, high
Commission | of clinical-data exchange compatibility between platforms
Protocol for interaction R Flexibility of integration,
REST API/ Open API | W3C/IETF between services and Communication/ scalability, platform
- analytical level .
analytical modules independence
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Continued Table 4.

IEEE EMBS P2418.6

DLT Framework for Electrical and

Electronics

Standard/framework Devel.opl.ng Technical purpose Level_ of mtegratlon/ Main advanta_ges for the
organisation interaction Al-blockchain system
International Guidance on the use
ISO/TR 24291:2021 | Organisation for - : . Formalisation of ML processes,
Health Informatics | Standardisation of miicmggit?sgnlng Analytical level unification of terms and models
(1SO)
Institute of

Framework standard
for distributed ledgers

Immutability of transactions,

Verification level decentralised audit

(2016/679 EU) European Union

Healthcare Engineers (IEEE) in healthcare
s . . Protected access, legal
elDAS 2.0 European Union Dlglta.l |der'1t|ﬁcat|on Security level authenticity of electronic
and verification of users :
signatures
GDPR Protection of personal Lawfulness of data processing,

data and confidentiality

Security/ethical level control over access

Central component of the

API gateway, support for HL7

Kodjin FHIR Server | FdeNlab 1 ional eHealth system | . Integration/ FHIR, blockchain verification of
(Ukraine) - ; infrastructure level .
with FHIR interface transactions
. OECD &
HeaC)ltErsgo?/g:rzzhce European Recommendations for | System/management | Policy coherence, support for the
Commission | digital-health governance level Digital Health Data Space
Framework (2024)

Source: compiled by the authors based on Edenlab (n.d.), European Commission (n.d.), IEEE EMBS P2418.6 (2018),
ISO/TR 24291:2021 (2021), eHealth Network - 23rd eHealth network meeting (2023), Organisation for Economic Co-operation

and Development & European Commission (2024)

As can be seen from Table 4, the interaction of
the standards listed forms a multilevel architecture in
which technical compatibility, legal compliance and
security mechanisms act as interconnected elements
of a single digital-medicine ecosystem. The HL7 FHIR
protocol ensures a structured format for the exchange
of clinical data and supports integration between an-
alytical Al modules and medical information systems
(eHealth Network..., 2023; Driving digital health for-
ward, 2024). The ISO/TR 24291:2021 (2021) standard
sets the framework for the standardised use of ma-
chine-learning algorithms, reducing the risk of ambigu-
ous results and increasing the reproducibility of analyt-
ical conclusions. IEEE EMBS P2418.6 (2018) defines the
requirements for the blockchain infrastructure, which
guarantees the immutability and traceability of data -
critically important for maintaining trust between all
participants in the digital medical process. The legal
standards Regulation (EU) No. 2016/679 (2016) and
Regulation (EU) No. 2024/1183 (2024) ensure the reg-
ulatory consistency of the system with EU legislation,
regulating procedures for personal-data protection,
user authentication and the legal validity of electron-
ic transactions. The national component - the Kodjin
FHIR Server - integrates technical and legal aspects,
acting as an intermediary between local medical da-
tabases and European services that support HL7-com-
patible exchange (Edenlab, n.d.). In the Ukrainian con-
text, the implementation of this interoperability is
regulated by Resolution of the Cabinet of Ministers of
Ukraine No. 411-2018-p (2018) and Order of the Cabi-
net of Ministers of Ukraine No. 1671-2020-r (2020) as
well as Order of the Cabinet of Ministers of Ukraine
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No. 1175-2021-r (2021), which define architectural re-
quirements, procedures for access to the central eHealth
components and ensure alignment with the European
FHIR standards and the requirements of the GDPR.

An addition to this architecture is the Organisation
for Economic Co-operation and Development & Europe-
an Commission (2024) Digital Health Governance Frame-
work, which ensures the harmonisation of digital-health
governance policies and creates the preconditions for
the formation of a pan-European Digital Health Data
Space. Taken together, these standards define not only
the technological, but also the ethical and organisation-
al guidelines for the development of virtual medicine.
The standards ensure the transparency of medical-da-
ta processing, the coherence of actions between public
and private structures and the long-term reliability of
systems in which Al analytics and blockchain verification
function as complementary mechanisms for the protec-
tion and management of information.

Ethical and security balance

of virtual healthcare systems

Revolutionary computer systems of virtual healthcare
are created on the basis of the synergy of the analyt-
ical power of artificial intelligence and the reliability
of the blockchain infrastructure, which ensures trust,
transparency, and control over medical information.
In accordance with the Ethics guidelines for trust-
worthy Al (European Commission, 2019) and the Rec-
ommendation of the Council on Artificial Intelligence
(Organisation for Economic Co-operation..., 2019), the
ethical balance of such systems presupposes a harmo-
nious combination of technical reliability, algorithmic
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accountability, data protection and human oversight.
In this model, Al functions as the analytical core of
personalised diagnostics, analysing large volumes of
medical data, forming individual predictions and rec-
ommendations, while blockchain acts as the guarantor
of digital trust - recording each transaction, verifying
authenticity and protecting information from unauthor-
ised interference. Each record in the system is accompa-
nied by a unique cryptographic hash, which ensures the
impossibility of changing or falsifying clinical results,
and the mechanism of tokenised access enables pa-
tients to fully control who has the right to view the data
and when. Thanks to model auditing, the explainability

of algorithmic decisions, data segmentation and block-
chain verification, the system achieves a level of ethical
accountability that was previously impossible in tradi-
tional medical IT infrastructures. Al algorithms oper-
ate according to the responsible-by-design principle,
meaning that each decision can be traced, checked and
explained. Blockchain, in turn, implements audit-by-de-
sign - all transactions are immutable, traceable, and
open to control by authorised entities. Table 5 presents
a systematised relationship between ethical principles,
technological mechanisms for the implementation and
the regulatory foundations that ensure the creation of a
balanced and secure virtual healthcare system.

Table 5. Ethical accountability and security mechanisms in Al-blockchain virtual-medicine systems

Ethical principle

Technological
implementation

Regulatory basis

Expected result

Human oversight
and control

Al-model audit, double
validation of results
by a doctor

Ethics guidelines for trustworthy Al
(European Commission, 2019)

Increased clinical
responsibility, minimisation
of automation errors

Transparency
and explainability

Algorithmic logging,
visualisation of decision logic

OECD Al Recommendation
(Organisation for Economic Co-
operation and Development, 2019);
ISO/TR 24291:2021 (2021)

Comprehensibility for
medical professionals
and patients

Confidentiality
and data rights

Tokenised access,
cryptographic encryption,
smart contracts

GDPR (Regulation (EU) No. 2016/679
of the European Parliament and
of the Council, 2016); eIDAS 2.0
(Regulation (EU) No.2024/1183

of the European Parliament
and of the Council, 2024)

Full patient control
over medical records,
protection of personal data

Accountability
and traceability

Hash validation of
transactions, storage of logs
in the blockchain

IEEE EMBS P2418.6 (2018);
Edenlab (n.d.)

Impossibility
of unauthorised changes,
evidential nature
of each action

Fairness
and non-discrimination

Checking models for
algorithmic bias, balancing
training datasets

Organisation for Economic
Co-operation and Development
(2019); ISO/TR 24291:2021 (2021)

Reduced risk of
discrimination by age,
gender, or origin

Social benefit and trust

Monitoring the system’s
impact on public health,
open effectiveness reports

World Health Organisation (2021);
Organisation for Economic
Co-operation and Development &
European Commission (2024)

Increased trust in digital
medicine, ethical legitimacy
of technologies

Source: compiled by the authors

As can be seen from Table 5, the coherent applica-
tion of ethical principles and technological mechanisms
forms the foundation of a new paradigm of trusted med-
icine. A system built on the interaction of artificial in-
telligence and blockchain combines technical reliability,
legal transparency and a human-centred orientation. Hu-
man oversight and model audit ensure the responsibil-
ity of clinical decisions, while algorithmic explainability
increases the clarity and acceptability of Al analysis for
medical professionals. Tokenised access and blockchain
verification guarantee that patients’ data remain under
the control, while preserving the traceability of all trans-
actions. Owing to the checking of algorithms for bias and
the monitoring of social impact, the system not only in-
creases the accuracy and safety of diagnostics but also
affirms the ethical legitimacy of digital healthcare as an
innovative model oriented towards trust, transparency,
and the protection of patients’rights.

The “trust-by-design” concept in the context

of virtual healthcare

The “trust-by-design” concept in digital medicine de-
fines trust as a systemic characteristic embedded in the
architecture at the design stage, rather than formed as a
result of subsequent operation. In the context of virtual
healthcare, it is based on the synergy of Al analytical
mechanisms, blockchain verification of transactions and
legally enshrined data-security standards. In accordance
with the Ethics guidelines for trustworthy Al (Europe-
an Commission, 2019) and the Recommendation of the
Organisation for Economic Co-operation and Develop-
ment (2019), trust is ensured through technical reliabil-
ity, explainability, human control and the protection of
patients’ rights. Within the architecture of an integrated
virtual healthcare system, trust-by-design functions as a
multilevel model that combines analytical, verification,
security, ethical and institutional components.
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The analytical layer implements algorithmic trans-
parency and reproducibility of results by using ma-
chine-learning methods with quality control in accord-
ance with ISO/TR 24291:2021 (2021). The verification
layer ensures the immutability and evidential nature
of data through a distributed blockchain infrastructure
defined by the IEEE EMBS P2418.6 (2018) standard,
in which each transaction is accompanied by a cryp-
tographic hash and a timestamp, guaranteeing full
traceability of data exchange. The security layer guar-
antees user authentication, the legitimacy of actions
and compliance with confidentiality requirements in
line with Regulation (EU) No. 2016/679 (2016) and
Regulation (EU) No. 2024/1183 (2024), using tokenised
access, digital-signature mechanisms and multifactor
verification. The ethical layer formalises the principles

M. Khrulov & T. Myroniuk

of transparency, accountability, and non-discrimination
of algorithms through Al-audit modules, explainability
visualisation (XAl) and the checking of sample data in
accordance with the Ethics guidelines for trustworthy
Al (European Commission, 2019) and the Recommen-
dation of the Council on Artificial Intelligence (Organ-
isation for Economic Co-operation..., 2019). The insti-
tutional layer consolidates trust between the patient,
medical institutions and state regulators through inte-
grated services built on the Kodjin FHIR Server (Eden-
lab, n.d.) and supported by the policies of Health at a
glance: Europe 2024 (Organisation for Economic Co-op-
eration..., 2024), which ensure harmonisation between
the technical, legal and ethical requirements of digital
medicine. The architectural layers for implementing the
“trust-by-design” concept are presented in Table 6.

Table 6. Architectural layers for implementing the “trust-by-design” concept in virtual healthcare

Technological

Main trust mechanism implementation

System level Regulatory basis Expected result

Algorithmic Reproducibility

of social impact

. . ML pipeline, . L
Analytical transparency,qu_allty Explainable-Al modules ISO/TR 24291:2021 (2021) and rel[aplllty of
control of decisions predictions
Immutability Blockchain ledger. Traceability and
Verification | and evidential nature ) Y IEEE EMBS P2418.6 (2018) impossibility of
of transactions smart-contract audit trail falsification
. GDPR (Regulation (EU) No.
. Tokenised access eIDAS 2.0, OAuth 2.0, 2016/679,2016); elDAS | Protected access, legal
Security control, encryption layer 2.0 (Regulation (EU) No validity of operations
crypto-identification ’ 2024/1183, 2024) )
European Commission (2019); S
. . . . Non-discrimination,
Ethical Al audit, assessment Al Ethical Assessment Organisation for Economic accountability, social

Tools, Bias Detection

Co-operation and

Development (2019) acceptability

Verification of actions
between eHealth
actors

Institutional

Kodjin FHIR Server,
National Ledger

Edenlab (n.d.); Organisation
for Economic Co-operation
and Development & European
Commission (2024)

Institutional trust,
integrity of the digital
environment

Source: compiled by the authors

As can be seen from Table 6, the trust-by-design
concept transforms trust from an abstract ethical prin-
ciple into a measurable parameter of system architec-
ture. Algorithmic transparency ensures the controllabil-
ity of analytical processes, blockchain verification - the
evidential immutability of data, regulatory standards -
legitimacy and legal compliance, and ethical mecha-
nisms — accountability and social trust. This approach
forms the structural basis of virtual medicine, in which
analytical efficiency, cyber-resilience and a humanis-
tic orientation function as interdependent parameters
of a single digital ecosystem. The study carried out
showed that the combination of the analytical capa-
bilities of artificial intelligence with the verification
potential of blockchain forms a qualitatively new ar-
chitecture of virtual healthcare, in which trust, security
and personalisation act as interrelated components of
a single system. Artificial intelligence, operating with-
in standardised protocols for processing clinical data

Bulletin of Cherkasy State Technological University, Vol. 31, No. 1, 2026

(ISO/TR 24291:2021, 2021), provides personalised di-
agnostics, the prediction of patient status and the ad-
aptation of therapeutic strategies. Blockchain, in turn,
implementing the principles of data immutability and
traceability in accordance with IEEE EMBS P2418.6
(2018), creates a reliable mechanism for access control,
guarantees the integrity of medical information and pro-
tects it from unauthorised interference. The interaction
of these technologies within a common infrastructure
built on the HL7 FHIR standards (European Commission,
n.d.), eIDAS 2.0 (Regulation (EU) No. 2024/1183, 2024)
and GDPR (Regulation (EU) No. 2016/679, 2016) makes
it possible to create a transparent, interoperable and
legally balanced digital ecosystem in which the patient
has full control over the own data and each transaction
is confirmed cryptographically. This approach forms
the foundation of revolutionary computer systems of
virtual medicine, where the analytical power of Al is
combined with blockchain-based trust auditing, and
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diagnostic effectiveness is combined with absolute con-
fidentiality and legal protection. It is recommended to
start with pilot implementations in clearly defined sce-
narios (telemedicine, cancer screening, referral routing),
immediately embedding a set of KPIs for each system
layer: model accuracy and reproducibility, latency of
FHIR-resource exchange, throughput of the transaction
ledger, the share of actions with a valid digital signa-
ture, and the frequency of access incidents. In parallel,
it is advisable to introduce procedures for ethical Al au-
dit, the regular checking of models for bias and mech-
anisms for real-time revocation of access. For national
integration, it is appropriate to create harmonised FHIR
profiles, data-management policies and interdepart-
mental interaction mechanisms that take into account
cross-border data exchange. Thus, the integration of Al
and blockchain in healthcare not only increases the ac-
curacy of medical predictions and the effectiveness of
data management, but also creates a new paradigm of
digital medicine - trust-by-design, in which technolo-
gies guarantee transparency, accountability and a hu-
man-centred orientation for every clinical decision.

DISCUSSION

The results obtained confirmed that the combination
of artificial intelligence and blockchain technologies
created a new paradigm for the functioning of digital
medicine, based on the principles of trust, transparen-
cy, and data security. As H. Omidian (2024) noted, the
complementarity of algorithmic analytics and decen-
tralised data storage opened up a qualitatively new
stage in the development of medical systems. Compar-
ison with the results of the theoretical analysis carried
out showed that a similar effect was observed within
the multilevel architecture, where artificial intelligence
ensured the processing of clinical data and blockchain
performed the function of an independent transaction
ledger, guaranteeing the immutability of records. The
consistency of these conclusions indicated the uni-
versality of the patterns identified in the processes of
digital transformation of medicine. The assertion of
M. Supriya & V.K. Chattu (2021) that the integration of
intelligent algorithms and distributed ledger technol-
ogies increased the efficiency of processing large vol-
umes of medical data while simultaneously ensuring
the security of personal information was also confirmed
by the results of the theoretical analysis carried out.
The systematic assessment showed that the combined
use of analytical models and verification mechanisms
made it possible to achieve a high level of performance
without compromising between the accuracy of pre-
dictions and the confidentiality of data. This revealed a
key trend in the development of modern medical plat-
forms - a shift of emphasis from centralised informa-
tion management to decentralised exchange schemes
based on cryptographic trust. The results obtained also
confirmed the observations of S. Sai et al. (2022), who
noted that the main advantages of integrated artificial

intelligence and blockchain solutions are the scalabil-
ity and stability of transactional processes. The patterns
identified during theoretical modelling indicated that
the efficiency of analytical systems increased when a
structured verification layer was implemented, which
reduced computational loads and ensured the synchro-
nisation of request processing. Thus, the results ob-
tained were not only consistent with previous research
but also refined the mechanisms for achieving an opti-
mal balance between speed, accuracy, and reliability in
digital medical systems. The position of D.K. Murala et
al. (2023), according to which the creation of a multi-
component environment such as MedMetaverse made
it possible to combine intelligent analytical modules,
blockchain, and sensor devices for continuous monitor-
ing of patients’ condition, partially coincided with the
results of the theoretical analysis carried out. Within
the architectural model considered, it was established
that the structural integration of the analytical, verifi-
cation and communication layers made it possible to
ensure the continuous collection, analysis, and confir-
mation of clinical data, which corresponded to the prin-
ciples of continuous medical supervision described in
the scientific literature.

The study conducted also confirmed the observa-
tions of S.K. Rana et al. (2022) on the importance of
decentralised access control and data verification as
a basic ethical principle of digital medicine. Theoret-
ical analysis demonstrated that the use of blockchain
mechanisms to confirm the authenticity of the actions
of medical actors reduced the risks of duplication,
unauthorised editing and destruction of records. The
conclusions also coincided with the results described
by J. Merhej et al. (2024), who showed that blockchain
helped to increase the transparency of medical in-
formation exchange between clinics. Comparison of
these approaches with the results of the study showed
that the effective integration of both technologies
strengthened the resilience of the information infra-
structure and increased users’ trust in digital services.
Comparison of the theoretical analysis results with the
conclusions of B. Ikharo et al. (2021) showed that the
inclusion of artificial intelligence and blockchain tech-
nologies on the Internet of Things ecosystem created
preconditions for expanding the functionality of virtu-
al medicine. It was found that, when smart contracts
and sensor devices were integrated, constant monitor-
ing of medical parameters was ensured while adhering
to the principles of data protection, which coincided
with the advantages of decentralised medical net-
works described by the authors. The results obtained
were also consistent with the statements of S. Ober-
oi et al. (2024), who interpreted the decentralisation
of medical data management as a necessary condition
for the sustainable development of digital medicine.
Theoretical analysis confirmed that the introduction
of mechanisms of distributed responsibility between
users, medical institutions and regulatory bodies
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contributed to increased transparency and account-
ability of systems. The conclusions of H. Fatoum et
al. (2021), who considered blockchain as the basis of
new medical ecosystems, also found confirmation, since
the results obtained showed that it was technological
decentralisation that became the driver of the ethical
modernisation of digital medicine. As D. Bhumichai et
al. (2024) had anticipated, the effectiveness of the in-
tegration of artificial intelligence and blockchain de-
pended not only on technical parameters but also on
regulatory and legal transparency. The analysis carried
out demonstrated that the harmonisation of technolog-
ical and legal components ensured compliance with the
principles of legality, patient autonomy and the ethical
responsibility of developers. Thus, the results confirmed
that digital medicine required not merely technical in-
novation but the systemic integration of technological
and regulatory layers. The conclusions of R. Shinde et
al.(2024) that the combination of blockchain and intel-
ligent algorithms created conditions for the develop-
ment of new security protocols with enhanced integrity
and explainability of machine-learning processes were
in tune with the results of the theoretical analysis car-
ried out. Within the model, it was shown that multilevel
integration provided not only the technical but also the
ethical infrastructure of digital medicine, in which the
notion of trust turned into a systemic characteristic of
the architecture.

The results presented in the study were consistent
with the conclusions of S. Ali et al. (2023), who showed
that the combination of blockchain, artificial intelli-
gence and a meta-educational environment created
preconditions for the formation of interactive and se-
cure medical platforms. Theoretical analysis confirmed
this approach, since the concept of a multilevel virtu-
al-medicine architecture reproduced similar principles
of immersion, algorithm explainability and ensuring
user trust. The results also revealed consistency with
the study of N. Seifi et al. (2025), who proposed assess-
ing the effectiveness of the integration of artificial in-
telligence and blockchain through a system of priori-
ties in healthcare service supply chains. In the course
of the theoretical analysis it was established that the
combination of the analytical and verification layers in
the proposed architecture made it possible to ensure
the transparency of data flows and to increase the con-
trollability of information processes, which coincided
with the principles described by the authors. Compar-
ison with the work of B. Gami et al. (2023) showed that
the use of artificial intelligence algorithms for imple-
menting blockchain solutions with extended confiden-
tiality-preservation mechanisms was consistent with
the results of the study, within which the possibility of
simultaneously ensuring analytical accuracy and com-
pliance with confidentiality standards for medical data
was confirmed. It was established that an architecture
with a clear separation of the functions of analysis, ver-
ification, and communication eliminated the conflict
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between openness and security, as was also noted in
the work of B. Gami et al.

The results of the theoretical analysis also con-
firmed the observations of C. Krittanawong et al. (2022),
who considered the use of blockchain and intelligent
algorithms in cardiology as a factor increasing the
accuracy of diagnostic predictions. Within the study,
it was shown that decentralised verification of clin-
ical records contributed to the stability of analytical
models, which was consistent with the conclusions of
these authors regarding the increased reliability of ar-
tificial neural networks in medical systems. The anal-
ysis also revealed consistency of the results with the
work of M. Alshehri (2023), which addressed the use
of blockchain approaches to strengthen cybersecurity
in the ecosystem of medical things. It was established
that the concept of a verification layer, which ensured
confirmation of the integrity of transactions, played a
similar role in creating a secure information infrastruc-
ture. Comparison of the results with the conclusions
of A. Hasselgren et al. (2021) showed that blockchain
really increased the level of trust in virtual medical
services. Within the analysis carried out, it was found
that recording all actions in an immutable ledger made
it possible to preserve the complete history of interac-
tion between doctor and patient, which confirmed the
practical value of the approach proposed in the cited
study. The results also correlated with the conclusions
of T. Anwar et al. (2024), who showed that the combi-
nation of artificial intelligence, blockchain, and the
Internet of Things in a fifth-generation environment
created new opportunities for secure data exchange.
The analysis carried out demonstrated that the inte-
gration of the communication layer through stand-
ardised protocols contributed to increased speed and
reliability of network operations, which was consistent
with the advantages of 5G-oriented medicine described
by the authors. The provisions of S. Datta et al. (2025),
who stressed that the combination of artificial intelli-
gence and blockchain is the key to energy efficiency,
transparency, and trust in medical systems, were also
confirmed. The results of the analysis showed that the
introduction of a hierarchical architecture with sepa-
rated levels of information processing and verification
contributed to the optimisation of energy consumption
and the reduction of transaction duplication, which
corresponded to the researchers’ conclusions. The con-
clusions of Y.Y. Ghadi et al. (2025) on the prospects of
combining wearable-device technologies and artificial
intelligence in remote medical supervision coincided
with the results of the analysis, which showed that the
inclusion of sensor modules in the communication lay-
er ensured the continuous collection and verification
of patients’ physiological parameters in real time. This
confirmed the possibility of using the theoretical model
to build integrated telemedicine systems.

Comparison with the study of A. Pandey & J. Jo-
seph (2025) confirmed that the convergence of blockchain
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and artificial intelligence transformed the structure of
medical services, making these services more adap-
tive, transparent and user-oriented. Similar patterns
were identified within the theoretical analysis, where
the architecture of virtual medicine demonstrated the
ability to support patient autonomy and developer
accountability. The results were also consistent with
the conclusions of S. Podder et al. (2025), who viewed
the synthesis of blockchain and artificial intelligence
of things as the basis for the formation of integrated
e-health systems. Within the theoretical analysis it was
confirmed that it was precisely the combination of the
analytical and verification layers that formed a resilient
medical-data management system capable of ensuring
a balance between processing efficiency, transparency
and the ethical standards of digital medicine.

Thus, in comparison with international and inter-
disciplinary approaches, the results obtained showed
that the development of digital medicine was at the
intersection of several key challenges: the need to
move from fragmented technological solutions to a
holistic integrated model; the combination of the an-
alytical capabilities of artificial intelligence with the
ethical mechanisms of blockchain; the provision of al-
gorithmic transparency and legal accountability; and
the alignment of technological innovations with reg-
ulatory standards of security and data protection. It is
the combination of these directions that defined the
contours of the future model of virtual healthcare, in
which trust, explainability and responsibility became
the system-forming principles of next-generation
digital medicine.

CONCLUSIONS

The study carried out made it possible to provide a
theoretical justification for the integration of artificial
intelligence and blockchain technologies into comput-
er systems of virtual healthcare as a new direction in
the development of digital medicine. As a result of the
analysis of scientific approaches, regulatory acts and in-
ternational technical standards, it was determined that
the synergy of these technologies forms a qualitatively
new architecture for medical-data management, based
on the principles of decentralisation, security, explain-
ability, and trust. The study considered an integrated
five-layer architecture of a virtual healthcare system
in which analytical artificial-intelligence modules are
combined with blockchain infrastructure and interoper-
ability standards in order to ensure the continuous, ac-
countable and secure circulation of medical data. It was
established that the separation of functions between
the analytical, verification, communication, security, and
user layers makes it possible simultaneously to achieve
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AHoTauia. MeTa gocnigxkeHHsa nonsrana y TeOpeTMYHOMY 0OrpYHTYBaHHI iHTErpaLlii TEXHOMONiM LWTYYHOrO iHTEeNeKTy
Ta 6/10K4YENHY B KOMITHOTEPHI CUCTEMM BipTyaNbHOI OXOPOHM 340POB’, 30KpeEMa Yy 39CYBaHHI, 1K NOEAHAHHS LUTYYHOIO
iHTENEeKTY, OPIEHTOBAHOMO HA NEPCOHANiI30BaHY AiarHOCTUKY, i3 BIOKYEMH-TEXHONOTIIMU ANS 3aXUCTY MEANYHUX
OaHMX Moxe chOopMyBaTH HOBY MoAeNb UMBPOBOI MeaMLMHK. Y npoueci A0CNIIKEHHS BUKOPUCTAHO aHANITUYHUNA,
CUHTETUYHUM, CUCTEMHUI | MOPIBHANBHO-MPABOBUI METOAM, LLO AO3BOJIMNO0 KOMMIEKCHO NPOAHaNi3yBaTH HAYKOBI
NiaAXoAu, MiXXHapOAHi CTaHAAPTU Ta TEXHIYHI PpenMBOPKK, NOBA3aHI 3 opraHizauieo LMdpPOBOi OXOPOHU 340pOB.
Po3rnaHyTo n'aTupiBHEBY apXiTEKTYpY iHTEFPOBAHOI CUCTEMU BipTyanbHOT MEAULIMHMU, LLO BKAOYAE aHANITUYHUNA,
Bepu@ikauiiHMA, KOMYHiKaLiMHWIA, 6E3NEKOBUI Ta KOPUCTYBALbKMIA piBHi. Ha aHaniTUMHOMY piBHi 34iMCHIOETbCS
06pobKa KNiHIYHMX JAaHUX | GOPMYBAHHS NEPCOHANI30BAHUX NPOTHO3iB NiKyBaHHS; HAa Bepu@dikaLiiHOMY piBHi
3a6e3neyvyeTbCa HE3MIHHICTb Ta NPOCTEXXYBAHICTb 3aNMUCiB 3aBASKM BUKOPUCTaHHIO BN0KYEiH-MeXaHi3MiB; Ha
KOMYHIiKaLiMHOMY piBHi peani3yeTbcs 06MiH iHDOopMaLi€to Yepes CTaHAapTU30BaHI iHTepdercu; 6e3nekoBuii piBeHb
rapaHTy€e 3aXMCT NepCoHaNbHUX AAHUX | NPAaBOBY aBTEHTUYHICTb YCiX Ail; KOPUCTYBaLbKMI piBeHb POpMYE Npo3opy
B33EMOLI0 MiX MaLiEHTaMU, NiKkapaMU Ta MeAUYHUMU YCTaHOBaMU. Y Mexax TEOPeTUYHOI Moaeni 0b6rpyHToBaHO
KOHLLEeNLi0 «00Bipa 32 NPOEKTOMY, LLIO BU3HAYa€E A0BIpY K CUCTEMHY XapaKTePUCTUKY LMPPOBOT MeAULIMHM,
3aKNafeHy B apxiTeKTypy Lie Ha eTani po3pobneHHs. Pe3ynbTaTtoM A0CNIAKEHHS CTaN0 BU3HAYEHHS CTPYKTYPHUX i
(dYHKUiOHanbHMX 3acaf nobynosm 6e3neyHoi Ta NepcoHani3oBaHoOi CUCTEMM BipTyanbHOT OXOPOHM 340POB', Y AKil
QHANITUYHA NOTYXKHICTb LUTYYHOrO iHTENEKTY MOEAHYETLCS 3 NepeBiPEHO0 HAAIMHICTIO BNOKYeH-TexHOoNO i, OCHOBHI
3acagm nobyaoBM CUCTEMU OXOMOIOTL BaraTopiBHEBY apXiTeKTYpy 3 aHaNITUYHUM, BepudikaLiiHUM, KOMYHIKaLiMHUM,
6e3neKkoBUM | KOPUCTYBALLbKMM PiBHSIMM, SKi 3a6€3MeUyoTb TOUHICTb aHaNIITUKK, HE3MIHHICTb JaHUX, CTaHAAPTU30BaHMIA
00MiH, 3aXMCT KOHDIAEHLIMHOCTI Ta NPO30pY B3aEMOLI0 MiXK y4aCHMKAMM LMdPOBOi MeanUMHK. [paKTUUYHA 3HAYYLLICTb
OTPUMAHMX pe3y/bTaTiB NONISAra€ y MOXIMBOCTI BUKOPUCTAHHSI po3pobneHoi Moaeni K KOHLEeNnTyanbHOi OCHOBM
015 CTBOPEHHS HAUiOHANbHUX i MiXKHapoAHUX nnatdopm UMdpoBOi MeaULUMHMU, WO 3abe3neyytoTb 3aKOHHICTb,
KOHQiAEHLIMHICTb | 4OBipY KOPUCTYBAYiB 40 Cy4aCHUX iHDOPMaLiMHUX pileHb y cdhepi OXOPOHMU 340pOBS

KntouoBi cnoBa: KoHuenTyanbHa apXxiTekTypa; BepudikaLiiHUI piBeHb; iHTeponepabenbHiCTb; KOHDIAEHLIMHICTb
MEeAMYHMX OAHMX; €TUYHA NiA3BITHICTb; KOHLeNLia trust-by-design; neueHTpanizoBaHi cuctemum
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